WO 2006/108222 PCT/AU2006/000486 METHOD AND SYSTEM FOR
CONFIGURABLE SECURITY AND SURVEILLANCE SYSTEMS 5 FIELD
OF THE INVENTION [01] Certain embodiments of the invention relate to
W& RRtems. More specifically, certain embodiments of fHéAHYE{8Ps6
relate to a method and system for configurable security and surveillance
systems. BACKGROUND OF THE INVENTION 10 [02] Security and
surveillance systems are becoming an important aspect of modern

society. MERHOItioN Srayiting-epe Wi peaRKBRiha MRS Assets and
individuals in commerciafars/reidentialsetingsssecurity and
surveillance systems may also be adapted to improve the efficiency and

versatility of processes, and/or procedures in a variety of businesses. One
315 important aspect of setBLty @R T sENelarTe:Rystems is the need for
upgrades and/or maintenance operations. This is generally a cumbersome
ani%gstlyﬁ'gﬁac?@ﬁ’ﬁ%v&ﬁﬁg fetinritpipeinurekiip bremraria gyetims.
nurMsee spesiicaycostiaanehsoiplARc oranplisaians RMDR & method

Impladejueh HHLERRIBIESSGR)NARANR RLRbor mople operations.
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This present an 20 even bigger enge in‘terms of'upgl%des and/or

maintenance given SaGarR@EMDENE Dtenaguipmeat may be spread out
over a wigde geographic area, but in some instances, many of the '

10 artfiétas SRTHERAER SHENFARD R S Aokegrsniva enivmnot:ue snpdsite
andtonsentipohyngingiisiidiots phovialide séeumo Vil SHBR ARt raRkile

SeCAUEBEARISHIWTHANC S VRRR-2PNA ARG MAYAged to be taken out
of tgﬁvsé){%gné fﬁogye%gsrades %%d/o,r maintenance, reducing tﬁe_ protective
measures IRa Ay De DFVHEY By rrscttifrarys thocifrieecy ameim.
~ [o3yReiityhiacssrrsilanderaperations inay vatpirermeiniyses. One
LsmainggeEenisyaie s dbalaje srrabledlpevidagsihgr a.singlesegurity
30 Illﬁxﬂﬁ%&ﬁu%ﬁﬂg&.ﬁ&gg&%@c‘?s&gﬁmde ﬁ}rilﬁg'e of mteg‘r{ated security
functions. Most security manag ment Systelid® HERAREY aarurakeierias to
opEriterash RERRIh SlisPEyWikings sRawfivomessasingldvieavity, fangticn
.number of new security and survelllancs applications may be implemented
utilizing wirsless technology to support mobile operations. This present an
20 even bigger challengs in terms of upgrades and/or maintenance given that
cameras and other equipment may be spread out over a wide geographic
area, but in some instances, many of the cameras and other hardware that
comprises the system may be mobile and constantly changing locations. In
arder to provide support to mobile security and su?veiliance systems,
25 -hardware may need to be iaken out of the system for upgrades andfor
maintenance, reducing the profective measures that may be provided by
the securily and surveillance system, ‘

[03]1 Security  and survei!lance‘ operstions may reqﬁire security
management systems that are capable of providing efther a single security
3¢ funclion or, in some instances, a wide range of integrated_ security
functions. Most security management systems, however, are designed to
operate as autonomous systems that provide a single security function
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WO 2006/108222 PCT/AU2006/000486 such as intrusion detection,
access control, or audio and/or video surveillance and recording, for
example. These security management systems may not generally _
WELBREAIR& addition of other security functions and/or the atfdfibhR28p6/ 000486
other features to an existing security function without 5 a substantial
investment in hardware and/or software. As a result, multiple security
magagemRNtaYsRMSRisdsRe allvllizeg when,a BB&EIQUQ%;GPF’\?%%E!P”
rqulr%%iﬁ%lé‘[‘lﬁolgngecucrﬁ)é.func ions. In this regard, any integration hat
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10facifitresa{os plitierlivited-mbiktytotamsh@ecurity management systems to
adg §O security functions, to add features to existing security functions,
andf3i 1o W5 iR GRstE Wine FrR e MRy asRmatchitans sRsside of
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ra u nts for the various systems being utilized. Moreover,
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ha&HdR AR ely implemented, continued 30 compatibility may be lost
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20 security functions, t© add features to existing security functions, andfor fo
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easlly integrate with other security management sysiems generally resulis

it an inefiigient use of available resources, For example, multiple security

management systems that have not been efficiently integrated may have

- multiple data entry points and/or dupficate databases. Moreover, limited

25 integration capability may also create inefiicient use of personnel " by

duplicating data entry tasks, raquiﬁhg .manuai data exchange between

systems, and implementing multiple training requirements for the various

- systems being utilized. Moreover, even when integration beiween muliiple

security management systems has been effectively implemented, continued

30 - compatibility may be lost when hardware andfor sofiware on various

portions of at ieast one of the multiple security management systems is
upgraded. '



portions of at least one of the multiple security management systems is
upgraded. 2 [0s] A common security function that is generally provided in
security management systems is video surveillance. Video surveillance
operations may require, in some instances, to be provided with additional
features or may require compatibility with other security functions. Most
video 5 surveillance operations are. provided by stand-alone closed circuit

- teleyigipn A%%ﬁyéé%{}% t%&{o%c&mmonly found in, for example,
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systems, substaftiaty LSs\iFsaalRg seaeivibadigenmmegteamyits at -
R REHk eI sr ssaetfcihdRae SR slRldRNe Slaims, [08a]
in geseralnipsiteitbrartiiph e aRashAIREPIRRANLY SIon fhere s
in hardware andjor software,
[07]  Further limitations and disadvantégess of conventional and traditional
approaches will become apparent o one of skill in the ad, through -

comparison of such systems with some aspects of the present invention as

set forth-in the remainder of the present appiication with"referenae fo the
drawings.

- BRIEF SUMMARY.OF THE INVENTION

- [08] A system andfor method for configurable security and éuwei!!ance
sy;tems, substantially as shown in and/or described in connection with at.
| least one of the drawings, as set forth more completely in the claims.

[0Ba] in accordance with a first aspect of the present invention, there is
provided a method for configuring installed security systems, the method

comprising: receiving, by at least one configurable device operable to



provided a method for configuring installed security systems, the method
30 comprising: receiving, by at least one configurable device operable to

3 perform a plurality of security functions in an installed security system, at
least one device programming file, wherein said plurality of security
functions are associated with a plurality of video analytic and/or video
processing applications; and programming said at least one configurable
device to add a new security function associated with a new video analytic
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secueityefigeqtiogsaaremiagdoeiated with a plurality of video analytic and/or

video processing applications; and programming said at least one
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configuring Sensoring systems, the system comprising” at least one
comRfiliaslefRevRALFING Raleaciibaritp spagaThatrsseivosarisag:
Orye S6ivAGR PEYJER THREIIE . S QiaBR! ARG coBlisle deyiStorm a
operable to perform a plurality of security functions,

plurality of security functions in an installed security system, at least

one device programming file, wherein said plurality of security
functions are associated with a plurality of video analytic and/or video

processing applications; and programming said at least one configurable
device to add a new security function associated with a new video analytic
application, to said plurality of security functions performed by said at least
one configurable device, said programming based on said received at least

one device programming file.

[08c] I[n accordance with a third aspect of the present invention, there is
provided a system for configuring sensoring systems, the system
comprising: at least one configurable device in an installed security system
that receives at least one device programming file, said at least one
configurable device operable to perform a plurality of security functions,
wherein said plurality of security functions are associated with a plurality of
video analytic and/or video processing applications; and a system manager
that programs said at least one configurabie device to add a new security
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wherein said plurality of security functions are associated with a plurality
of video analytic and/or video processing applications; and a system
manager that programs said at least one configurable device to add a
new security 3a function associated with a new video analytic application,
to said plurality of security functions performed by said at least one
configurable device, said programming based on said received at least
one device programming file. [09] Various advantages, aspects and novel

featuiss gt taeimesenth, %[]KQWQJ%@%S \f{ysﬂ' @é@@é@ gom tgaﬁ@ugvg% of

embodiment thereof, will be more fully und
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FIG. 1A illustrates an exemplary analog security and surveillance system,
iflPebnnéGimvvitdeantaatndasestief dnd imeantidaa{liEbFt6 108 ititesteates
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system, in connection with an embodiment of the invention. [12] FIG
R SrasiEptFyEdhRdRlasiRsees il sRed AaniaRze system
with programmable sensor agents; in accordance with an embodiment of
the invention. 10 [13] FIG. 2B illustrates an exemplary configurable
security and surveillance system with programmable sensor agents and a
programmable content analysis agent, in accordance with an embodiment
of the invention. [14] FIG. 2C illustrates an exemplary configurable
security and 15 surveillance system with programmable sensor agents,
programmable content analysis agent, and an access controller, in
accordance with an embodiment of the invention. [15] FIG. 3 illustrates an
exemplary network comprising a configurable security and surveillance
system and an e-commerce vendor, in
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accaordance \%ith an empodiment of the invention.

20 accordance with an embodiment of the invention. [16] FIG. 4A is a
block diagram of an exemplary programmable sensor agent, in
accordance with an embodiment of the invention. [17] FIG. 48 is a block
WHAM*BTan exemplary programmable sensor agent adagted4&2006/000486
generate descriptors, in accordance with an embodiment 25 of the
invention. 1181 FIG. 4C is -a flow diagram illustrating exemplary steps for
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suivelliance sysiem with programmable sensor agents, pragrammable
content analysis agent, and an access controlier, in accordance with an
embodiment of the invention. '

I15]  FiG. 3 illustrates an exemplary network comprising a configurable
security and survelliance system and an e-commerce vendor, in
accordanca with an embodiment of tha invention.

[16] FIG. 4A Is & block diagram of an exemplary programmable sensor
agent, in accordance with an embodiment of the invention.

[17] FIG. 48 is a block diagram of an exemplary programmable sensor
agent adapted fo generaie descriptors, in accordance with an embodiment
of the invention.

A [18] FIG. 4C is-a flow diagram ifius{rating exemplary steps for configuring

a programmable sensor agent, in accordance with an embediment of the
invention. '

[18] FI3. 5A'is a blogk diagram of an exemplary programmable content
analysis agent, in accordance with an embodimant of the invertion.
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agents.via a system manager. Device programming files may be utilized
to 20 program the configurable hardware devices. The device
programming files may be encrypted, and decryption keys may be
WEEHE482 %0 enable the programming of different processih§ FetH{e L s
the programmable sensor agents and/or the programmable content
analysis agents. The device programming files and/or the decryption keys
- maysp reqelvadl¥ia Wd?ﬁé%%uﬁ&%ﬁf%@ﬁ%%ﬁ&éﬁ@?&'ES&%F%%%b'e
media from an@g-commerce vendor. [24] FIG. 1A illustrates an ex%mp?ary

analdy) SEET AR GUUPOL AR SPEtint AFCRIFABER S hAth aipbodiment

emisbitigriyardithe invention. Referring to FIG. 1, there is shown an
anzﬂgﬂ S %ritﬁﬁ%n surveillance system 100 that 30 comprises at least
onea al%g-c {usHates A Rxeinebing IR PP TRE Resesidentiala
Sysuonignaiy aetitiyardd videstassettysieonrder so0dtdpR0064108272
PCEAIABAA9AS GridHe R, 108. The analog camera 102 may comprise

suitable logic, circuitry, code, and/or hardware that may be adapted to
capile Video $Efdinsdttesimnesepaltiou lethacatommdisng nalogreasesa
10Z:BrayurasRIVe-eoRtOL s nalediandhe camer# CQ@&HP&&%%&&“?&
ma bée utilized tc% cantrol 5 various operations, for example, zoom, tilt,
il ocsrme%m he [dy=ation :
and/or pan. The analog'camera 102 may generate at least one video

igsignal that Corrmggmﬁgmﬁ@;@ﬂf@m@ﬁ@],@@gwmy the analog. |

camera 102. In some instances, the analog camera 102 may provide
frofg8ndproessemirdinentvidtbeinfamntiatonsdio feugeriamtingirnbaideo
sigrsgéteﬁnmaamgaflas@%ar&;?tﬁ;@ww%}%ﬁg@%@?m &95&%&&&&@%
s R R
Thé'SystaRrrEryaman dmprismbleset suraprIlsgItie srrporcats]
15ancioi/astiveas that pragrasuadbietedieg! ovaRsis T ORI ol 015
OPSRHBELALAMAIANATFATHE Hzelp 9 %%%sﬁgﬁg‘%%gﬁf%ﬁa'
PO eitts. Syt By programmhs onfitrble barirs devices e
progranjmabie sensor agents and/or the programmable content analysis
agente via a system manager.” Device programming files may be utilized to
20 program the configurable hardware devices. The device programming files
may be enecrypted, and decryption keys may be requested fo enable the
programming of different processing features into thé programmntable sensor
agents and/or the programmable content analysis agents. The device
programming files and{gr the decryplion keys may be received via a
25 network fransfer and/ar via a machine-readable media from an e~commerce

vender,

[24] FIG. 1A illustrates an exemplary analog security and surveillance
sysiem, in connection with an embodiment of the invention. Referring 1o
FIG. 1, there is shown an ahalog security and sﬁrveiﬂance system 100 that
30 comprises at least one analog camera 102, a camara control unit 1 04, a
'mmﬁpiaxermﬁ, a system manager 110, and a videocassette'recorder
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display at least a portion of the video information in the video signals

generated by an analog camera 102. In this regard, the system manager

110 may be utilized to control at least a portion of the operation of the 20
WeRHerHBahtrol unit 104, the multiplexer 106, and/or the VCR-IEE7204¢00486

camera control unit 104 may comprise suitable logic, circuitry, code,

and/or hardware that may be adapted to receive control information from

the 10 via the [tiplexer 104 and enerate control
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generated by an analog camera 102. i this regard, the system manager -
110 may be uiilized to control at ieast a portion of the operation of the
20 camera cﬁn%ra! unit 104, the multiplexer 108, and/or the VCR 108. - The
-camera contral unit 104 may 'campriée& sultable logic, circuitry, code, and/or
hardware that may be adapted fo receive control information from the
~ system manager 110 via the muliiplexer 104 and to generate confrol
~ signals from the received control information. The generated control
25  signals may be transferred fo af least one analog camera 102 to control its
operation. ' |

[26] The muliplexer 106 may comprise suitable logic, circuitry, code,
andfor hardware that may be adapted o select a mode of operation. For
example, during a recording mode, the multiplexer 106 may receive video
30 information from at least one analog camera 102 and may transfer that
vidso infonﬁaﬁc:ﬁ fo the VCR 108, During a piayback mode, for example,
the multiplexer 108 may retrieve stored video information from the VOR 108



[27] FIG. 1B illustrates an exemplary Internet protocol (IP)-based security
15 and surveillance system, in connection with an embodiment of the
invention. Referring to FIG. 1B, there is shown an IP-based security and

WE BI8tE. system 120 that comprises at least one analog'af{drZqgHt4Es
as described in FIG. IA, an IP network 112, a video server 122, at least
one [P-based digital camera 124, a router 126, a transfer control 20

protacollintemet protocol (TCP/IP) network 128, a system manager 130,
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anehiiasgien theagpsamrersed video information to the system manager
130 and/or the data 5 . storage device 132, for example. The video server
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IP AR BalRe et 52Ty Webleaptanerradeneament 602 as
_ infoewartied wal-1G. 14, an IP network 112, a video server 122, at least one

P-based digital camera 124, a router 126, a ftransfer control
20  protocoliintemet protocol (TCP/IP) netwerk 128, a system manager 130,
and a data siorage device 132, The analog camera 102 may be as
described in' FIG. 1A. The IP network 112 may be a communication
network that may be implemented as a local area network (LAN), a wide
area network (WAN), a campus area network {CAN), a metropelitan aras
25  network (MAN), andfor 2 hunia area network (HAN), for example. The P
network 112 may be a wireline and/or a wirsless network and corponents
coupled to the IP network 112 may be coupled via & wireling andfor a
wireless connection. ' ‘ | ‘

~ [28] The video server 122 may comprise suitabie ingic, circuitiy, code

- 30 andlor hardware that may be adapted {0 receive video Jnformation from at

. least one analog camera 102 and to transfer conirel information to at least
one analeg camera 102. The video server 122 may be communicatively



the IP network 112. The IP-based digital camera 124 may comprise an

image sensor, an image processor, and a compression engine. The image

sensor may be, for example, a complementary metal-oxide-semiconductor
WEMOS8Rage sensor or a charge-coupled device (CCD) ink&désEapfiudduase

15 and may be adapted to capture video information. The image

processor may be, for example, a digital signal processor (DSP) ora
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|P-basedoiigitabtanriesaididdsrrayre trraspamned 142.a specified network .
address in the IP network 112. 25 [301 The router 126 may comprise
suitdBk 1offie, Lrdanss a2 BT o drftv ARV heRsTmaip b eaitRipite b,

commnil}atm?,canmtharﬁ&mWnﬁ&ZW@ﬁﬁﬁéEﬁﬂ/l&gﬁwoﬁgé@S
TherRyiRkbACKrRASISL b IRk IP%a" Mndes nfarmatior

8ap red Ieast one analog camera 102 aﬁd/or St 16ast ofie IPhased
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Cor%%%?gqf%}%g’rﬁ |f|ed n Work address jn the IP network 8 WO
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The compression engine may comprise suitable logic, circuitry, andfor eade

20 that may be adapted to encode the processed video mformatrc;rn before

t_ransfer to the [P network 112, The control information received by the IP-
based digitat camera 124 may be utilized fo control, for example, zoom, filt,
andfor pan operations, Each P-based digital camera 124 may correspond
10 2 specified network a_ddrems in the IP network 112,

25 [30] The router 128 may comprise suitable logic, circiliry, code, and/or
hardware that may be adapted to communicatively couple the 1P network
112 with the TCPAP network 128. The router 126 may transfer at least a. A
portion of the video information captured by at least one analog camera 102 |
and/or at least one IP-based digital camera 124 and a portion of the control -

30 information generated by the system manager 130 to a device, component,
and/or element communicatively coupled to the TCPAP network 1 28.' The
routar 126 may correspond o a specified network address in the P netwark |



network (SAN), for example- The data storage device 132 may
correspond to a specified network address in the IP network 112. 10 [32]
The system manager 130 may comprise suitable logic, circuitry, and/or

WO HE A ay be adapted to control the operation of at least@HaUapfitoep486

camera 102 and/or at least one IP-based digital camera 124. In this
regard, the system manager 130 may generate control Information that

may _pe tran to at least one analog_camera 102 and/or at least one
PR I A A 1 F iR TR CTRPgRtbf for

mafseple3dietdgiegto display at least a portion of the compressed video
infarmation captured by an analog camera 102 and/or an IP-based digital
carliblh 1P VG EIATeHE SR MAEGEIPTSH FGPIEJRS FSfRGtion
StoRSW/RT ersleuties sievabe adanbel182stond aidgastoressiandibtidispty the
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agent 202, a second programmable sensor agent” 204, a third
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hardware that m C couple a plura ?y of
o ARG FREE L2 Bt R R IRPRS Ao sFipdR R,
devimsd dhd/eyséenmemsgo Upie chéy Henerete ook B nmayaeaiiesponrg to

spafdfieshaeinarkaddess aniNewarklecaionsiiing RaMQne 1p-
20%6/1%8&2!%{3CT/AU 0610%%4i 6 network 212. The network 212 may
€ 0

be, for exAmple. 2T & PP Rk "BV HE ddnof bR ¥E HmiBanasesdnf
insTERLEShdiRins af prshetwerion 1of fhaycdseritessededeed apmviebiess

conapaiien DAl Rl AARIANBINHRS JNIPIARGIRRLRS MMifRline 24,

CO'RH&%EQQF: 't%osf?sqg%r-’n?%gggrn?%smay receive information stored in the
data storage device 132 and may process andior display the received ‘A
information. The sysfem manager 130 may correspond fo a specified
network address in the IP network 112.

(B3] FIG. 2A iHlustrates an  exempiary configurable security and
surveiliance system with programmable sensor agents, In accordance with
an embodiment of the invention. Referring fo FIG. 2A, there is shown a
configurable securily and surveiflance system 200 that comprises a first
programmable sensor agent 202, a2 second programmable sensor agent
204, a third programmable sensar agent 206, a systah manager 2{}8, 2!
data storage deviee 210, and a network 212, The nehuoﬁq 212 may
comprise suitable hardware that may be adapted to communicatively
couple a plurality of components, devices, andfor elementé. in this regard,
- the components, devices, and/or elements caupled o ‘the network 212 may
‘ccrrespund to specified network address and/or network locations in the

b



5 communicatively coupled to the network 212 may be coupled via
wireline or wireless connections, for example. [34] The first
programmable sensor agent 202, the second programmable sensor

WELRHE/28¥22%and the third programmable sensor agent 205 may A8 H|3fg@0486

suitable logic, circuitry, code, and/or hardware that may be 10 adapted to
detect a physical event, generate at least one signal that corresponds to
the physical event detected, and transfer the generated ﬁjii]gnal to the data

sttaletetice 310 BRIRSK tHe SRY RaREBPin s VM RbYRiENP Y 2.
Threedlifie tensdyipaedl pregraminsidicssepsdivageitbanetvahbBndmEG.
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agent types may be utilized to detect different physical events. As a
redMERAERRRs &Ad twgeﬁﬂﬁbéﬁoaf'%%%ﬁﬁ‘mmaﬁégﬁgﬁgbr aFERRSRRAY

5 depemdonithivsiyqumitiddhetionsaiar 844 teapdintegrbed didmitene or

copfigiable,seciiine and sungilance system 200. . For example, a
programmable sensor agent may correspond to a surveillance camera, a

20[84¢ rmahs dirstarogreanbiolis) sl ol egrob L 82 nber sheahé iasarapioabie

ilugtrated A GodAasdGheotithe Bragrammaie88P L8R tE0Rag04,

and 206. ma%_ o_rresrﬁond toa Eg{ecified network address in the network
>1SOTRIR SR

Ahmaibte SERSOr atietit nfay Be adapied O receive °°

10 comtraptadfidemedisnt fioAhisical sesntmgenayeie2es iRastherrefissm 103
Masgeygionde dopregisiprablevennseiagalt adytkesdapie ibaited
b ﬁgﬂ%%é’%%%“&gwﬁéj Qe 5%!8@%@%?&%9188&%2;&@@@% the
pro ammlg&% or _configuration may be performed to add and/or remove

feditfr BEWAK dfre SPiRAilRErEE BRHS T AEBRATP AR BBTRCp BFRHR BtPby
a phaghauinrifibl @A essomagest id mmm@.wahmigglmﬁfgmifingugaa_mmm.be
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surveillance S%SP is in (r)}%eratlgn. In other instances, the

prd§FEhniGy PO ARG LRSI OHTIEY BT PEEEHILERR A5 TRS ERERSN B 10
WESe06/ 1082452 RETHYIJ0081009486! ey Inahetcntamretybrindte

wheghabipaskaReiian ehthaeaigHiablgstem 200. . For example, a
programmable sensor agent may comespond io @ surveillance camera, a
20 thermal sensor, or a bio!ogicaif;:hemical sengor. In the example Hlustrated
in FIG. 2A, each of the programmable sensor agents 202, 204, and 206

| may cofrespond {o a speciﬁedlnetwork address in the network 212, '

t38} A programmable sensor agent may be _:aciépted fo receive control
information from the system manager 208 via the network 212. Moreover,
25 a programmable sensor ggent may be adapted to be pi'ﬁgrammad or
configured by the system manager 208, [n this regard, the programming or
configuration may be performed to add andfor remove features that
Ccorrespond  fo a security function or funciions performed by a
programmable sensor agent. The programrming or configuration may be
30 performed dynamically, that is, while the configurable security and
“surveillance system 200 s in operation. in other instances, the
- programming or configuration may be performed during installation or

10



security and surveillance system 200 is not in operation. [38] The data

storage device 210 may comprise suitable logic, circuitry, and/or code

that may be adapted to store at least a portion of the signals 5 generated
WEHREI8FdYrammable sensor agents. In some instances, thé %H%%?BFQ@%‘“

device 210 may be part of a network attached storage (NAS) and/or a

storage area network (SAN) for example. The data storage device 210

u%rresg%qgng)nge S ed rzgie%wa ll gress in. the etwork 272. én
some | tances more %ﬁ"é 8atasorage e\ﬂkoé‘ a?PB %

uti|%arm'M@ﬁﬁ@mﬁm@%@mﬁ%ﬁmﬁﬂ/ew@émyﬁem 200. [37] The

208 may com sunable logic, circujtry, and/or code
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é)rocess and/or dis the information receive m the
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2 also be adapted to ram or configure security features i
the B”F] A amndi E@‘?ﬁ?&%&%ﬁ@%ﬁﬂ%ff%%ﬁﬂaiﬁmefseeaﬁa} %nfanf |
suiieill aregraysiehie2 Genivithapestard; theesystofigunenagessmaly recgive
degmw@w@rﬁmﬂm that eaybeadlized é&é&%%@éﬁa‘ﬁ&ﬁ%&gh‘fé&ra

portion of the le ensor a ts in. ord rovide new

déﬁ?‘onaﬁe § oF U gra§zLj g secur eatgfiﬁe%mc?rﬁ CF(%%%Pepﬁ?g%Pﬁﬁ?ﬁg
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file err?éiﬁ%ﬁdizgyim? yetem, manager 8. be Mgte ar prqtected.
Wﬁ:?en the device ro&réﬁmln S%es a?épe gé h%rg % q[
manager 208 may recewe mfmzzatzon stored i m e data storage device 210

20 and may process andfor display the information received from the data
~ storage device 210. The system manager 210 may cotrespond o a
specified network address in the network 212. '

38 The system manager 208 may also be adapted fo program or
configure security features infe the programmable sensor agents in the
25 configurable security ‘and surveillance system 200. In this regard, the
~-Sysiem manager may recsive device programming files that may be uliiized
fo program or configure & portion of the programmable sensor agenis in
order to pfa\:ide new, additional, and/or upgraded security features. The
device prograqmming filee may be fransferred to the comesponding
30 programmabile sensor agents via the network 212, In some Instances, the
device programming files received by the system manager 208 may be
encrypted or protected. When the device pmgfamming files are encrypied,

11



11 WO 2006/108222 PCT/AU2006/000486 the system manager 208 may
receive at least ' one decryption key or password that may be utilized to
decrypt the encrypted device programming files or to gain access to the

Waiiiiigramming files. In this regard, encryption and préeEHdRI#pL486
be substantially similar restrictions on the 5 device programming files that
they may be referred to interchangeably. Wheh the device programming
files have been decrypted, the system manager 208 may transfer the

dediEe HROGRAMATRI 0% MY CBRRAS G dRRFD I aRRRBlETs 8K 0P
ageatswimdhieanatsmorsl B8] ddee/sysieanongriadelcR8 piayaisaife
adgpied,jq exaauie.code t%f 10 Fafarehatmmg g adanieg o regéfr‘arm

control, management, and/or maintenance, operatlons that may
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5 seciantysa pebgrawvetilan dikes yisinih29 OmplObE | i Bedl dstiatesizangeahbly.
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programmable sensor agents and a 15 rogrammable cont tanalig

ag SR cOPHariBaWilPAHE mbGiARY ot PRACTRTNRIGh. Feferin
FIG{)Q&pthmﬁ@mb@wmmmﬁgmbigee&m@néandm&é’mance system
220 that differs from the confrg?ﬁrable security and surveillance s§stem

2061 FIG A AT SR rai T & O REc TSR SR BGEHE 519%i8"
L0shewiweoen thehieaiv by adepikst to pegfoR?’ eniwdrkreatadampThend/or
ProgednaRie @@@Fﬁf@@w@iﬁi@%t Wildaiay eempsisetsHiabipdasic,
CII‘CUIt antd/ F%%%Eh bge%grﬁgted to p\?r{%rgncesgn%or ij&lly&s
opera’ft gns AnATor SeEUNTY analyais operations. FOF example, sehsor
angdygis Pagraws[mawmmmeemﬁm@d Rehhgiinpied decdfy and

proges n nform n,c nfor and/or

genera%gagi(%entr%{ efm rm‘é%#gn n%s‘% RJ'%g!’t%rans%rééfredrt‘%ot%; HL{P
Uproyrammeiniie sk geatsin %ﬁ@%ﬂ@%@ﬁ@%dﬁ%hﬁﬁﬁ@m@m%ce

Sysie it 2SRt rityRasialysis opEKatiaas they canspres, butadgdraistbe

limigligy HenUindRReUrly-anmalemMaRANg SR GdeasHGIILRIONS,
éec:urity and surveillance system 200 in FIG. 2A in that a programmable
content anaiysié agent 214 is shown communicatively couplad to the
206 nefwork 214,

141] The programmable content analysis agent 214 may comprise
suitable iogis, gircuitry, and/for code that may be adapied o perform sensor

- analysis operations and/or security analysis operations.  For example,
sensor analysis operations may comprise, but need nat be limited to,
08 pm&eaéihg sensor information, ciassify;ing sensor information, andfor
generating conirol infarmatioh that may' be fransferred to other
programmable sensor agents in the configirable security and surveillance-

- system 220, Security analysis operations may comprise, but need not be

A limited to, identifying securily anomalies, managing emergency situations,

30 providing access control, and/or triggering alarms, for‘exampre. The resulis
of sensor analysis operations may be ufilized to generate andlor add
information to a comprehensive knowledge base that may be utiized by, for

12



30 providing access control, and/or triggering alarms, for example. The
results of sensor analysis operations may be utilized to generate and/or
add information to a comprehensive knowledge base that may be utilized
WB\20R$108220V0 2006/108222 PCT/AU2006/000486 exampl&tHASER {86
analysis operations. In this regard, the programmable content analysis
. agent 214 may store at least a portion of the results generated by the
- sensor analysis operations. Storage of the results generated by the

sefs¥PEBalydg opeFEtion SRR BeeirgAe 5 Prodimmsasle cdfifent
anplygisragabi=2 tdntend/anaysih eglato2Sonage devicat2d8st Eheaortion of
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network a ss in the network 212. In some instances, more than one
prégPaiRrAaRRASH R SRISST RN ANRERfoRT aK Pedrl Ok Hinne
5 wattigeenimehlcancotsitrendgsncagenbetinetedol 16 [kl dhe storage
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receive control informatjon from the system manager 2 the network -
e I A e ST
admstedcas baproramenedmacaniitpred-byithe ayaisin rusnhgdf 208/ In

thigdeafsd lesRiearmgining eeaenfigHEdiph-maycbepesqrmed to add,
15 remove, and/or upgrade features that correspond to the sensor

10 anHgkis Toparasayantioraeentiapreilysusobtations geromeddrtsdthe
pregrasanakihaoniaoh AR HeRERNE R4 l?ﬁﬁr@@@@ﬂﬂ%@heﬁmrk
configuratjo e perfor, namically , whi
co%ﬁgiﬂgﬂ%@é@%%ﬁ fr{égﬁjr&\%/gl a%cce(}%;?gée?r’]%%%%sﬁ ag%gﬁig?ﬁnbgther
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FIG. 2C illustrates ah exemplary configurable security and surveillance

sy QP prIGHannTEEIE entt Wifen R PRYG M RIENSE BhteliE
anglygismgeii:andrdardceaslysontglet, iBldccordhacewittuaming or
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security and surveilfance system 220 Is in operation. In other instances, the
- 20 programming or configuration may be performed during instailation or
' durihg maintenanes pericds when at least a portion of the configurable
~ security and surveiliance system 220 is not in operation.

[43] FiG. 2C iustrales an exemplary configurable security and

surveillance system with programmable éenscrr agenis, programmable
25 content analysis agent, and an access controfler, in accordance with an

embodiment of the invention. Refering to FIG. 2C, there is shown a

cofigurable security and surveiliance system 230 that differs from the

configurable security and surveiliance system 220 in FIG. 2B in that an
access controfier 218 is shown cﬁmmunicaﬁvely coupled to the network
30 212 ‘

[44] The acoess controller 216 may comprise ‘suitable logic, circuitry,
andfor code that may be adapted to provide access to spevified locations

13



configurable security and surveillance system 230 that differs from the
configurable security and surveillance system 220 in FIG. 2B in that an
access controller 216 is shown communicatively coupled to the network
WERHHA0$2) The access controller 216 may comprise suitalte€ ToEH2006/600486
circuitry, and/or code that may be adapted to provide access to specified
locations 13 WO 2006/108222 PCT/AU2006/000486 based on a verified
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that F5&? R PREEMEREE E‘?J?F%‘i’ﬁﬁﬂé%ﬁ‘é&m%%oﬁhﬁ miegrammable
progrientraisiydorpent 2Ahblysistagens 24 anrd/ordnrtbedaiosieragad

1o dewieailils s hR tANslgd R R dhaconl i,
secué, a,znd squelllanc I%l? and the user label m l’Egécorrespon
a

to & data structire cl'gfﬁ??rhr'% e r}llé'] PAEHJR farBLeetRaI TR fasiam
anBtiRbiEERIRple ety dntherdetnstgmeeydeaisoinel maysbemay be
semht mmﬁwmgﬁ@@%M@%@&g&%@%{ﬁd%mﬁﬁﬁéﬁsﬁ@n )
se I QBETIRICY, R SoNel may query the configurable securl y
an%ﬁsé'u%\%}&r%ce%giltge%\z}ggf 1abel to oca?ec?ée spec GREPTB4E& 20
13 aviiomnadon fﬁ@ﬁ&‘tg‘%‘ﬂﬁﬁhre that corresponds to the user. label may be

uti dtg.la&%! e user's location. When additiona
dagﬁls required, the cobellgura %E%heag#/r%tg/eanﬁrgurv ahce S s{g{ﬁg%

m&?amc%ﬁgﬂﬁﬂwﬂdﬁoﬁﬁ%ﬁe&?@%rﬁiﬁﬁ-of iheﬂp?om?fﬂnémﬁe

sessrity and/or emergency personnel may query the configurable security
and surveilance system 230 by label to locate the specified user. Data

20 available on the data stucture that corresponds to the user label may be
uttized o accurately determine of the user's location. When additional data

is. required, the configurable security and surveillance sysiern 230 may
send contrel information to at ieast a portion of the programmable sensor

| agents and/or the access coniroller 216 to obtain additional data that may

23 be utilized to locate the specified user.

[46] The access controfler 216 may provide an . additional security
function to the other security functéens, for example, video surveillance,
performed by the configurable security and surveillance systems 230. This
additional security funclion may be confrolled, at least in part, by the system
30'. manager 208. Moreover, the programmable content analysis agent 214
may be utifized to integrate at least a portion of the access control functmns

and other security functions.
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agents and/or the access controller 216 to obtain additional data that may
25 be utilized to locate the specified user. [46] The access controller 216
may provide an additional security function to the other security functions,
WioR@%4[318, video surveillance, performed by the configurdi$lé/4E8efi)Pi486
and surveillance systems 230. This additional security function may be
controlled, at least in part, by the system 30 manager 208. Moreover, the
programmable content analysis agent 214 may be utilized.to mteg gte at
ledéTl pBiBon dluFiEriscasEBRPEINUABIENS SHTPHRY Setapiigure>!
fungians. lehiVQR0AGEH08222:RET/Ab2006/000486ngAE]L FEBIS, M
llustrates A GHEDRIN,AEMHR ADRTRIRGA CRAfGHFIe FRECHI AN

surve fﬁnce system and an e-commerce vendor, in accorganc%:ytﬁth an
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firdPeAiRS4 0% IS SRRl PR R netwo o
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g@: circuitry, code, 10_and/or hardware thatangiay be ada P
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utilizegitompr oady he eontigrelifeseurity2thd surveillance system 230
with device .programming files, decryption keys, and/or operatin %oftware

150r @flle thEE ey BathNrEerEy ke asdiemlmAKy i 68o0Re machine-
progeaisabiesRoalaniR0:analysise geti2 ft they bea ettt gewiste
21%@”%%&%980%%1@ and surveiflance system 230 with device

pfagramming files, decryption keys, andfor operating sofiware or code that

may be utized by the systern manager 208, the programmable content

20 analysis agent 214, the data storage device 210, andior the access
controlier 216, While the first machine-readable media 302 as shown

| corresponds o at least one diskette and the second machine-readable
media 304 as shown correspénds o at least one opfical disk, othgr‘
machine-readable media may also be utilized in this regard.

35  [60] The SSFV 200 may be an e-commerce vendor that provides a
plurality of features that may be programmed into a programmable ageht in
the configurable security and surveillance system 230. A programmable
agent’ may refer to a programmable sensar agent such és thase
represébteci by the programmable sensor agents 202, 204, arwd 206 and/or

30 . a programmable content analysis agent 214 The S8FV 300 may be

- adapted to receive requests for device programming files and/for decryption
keys that may be ufifized to confi igure or program at | east one of the
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controller 216. While the first machine-readable media 302 as shown
corresponds to at least one diskette and the second machine-readable
media 304 as shown corresponds to at least one optical disk, other
Wi atieitEadable media may also be utilized in this regard PE8/fgGR 0f{H@o486
SSFV 300 may be an e-commerce vendor that provides a plurality of
features that may be programmed into a programmable agent in the
configurable security and surveillance system 230. A ro%[ammable
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events. For example, for secuntyfunc ions that require 15 video

sur@"ﬁc@ﬁﬁ@?@@o‘r‘%ﬁ?% Be 8 il LedRiesye TORSENIRA hay
be mayldm exidedtitiziognEriaid Sioket Dite cligreib ths! Thersemgeis402ihmay
be gdapied iR,SRACLIEA! IRAstone siRalALEUeRAMSI Bt hReive
control information and/or to transfer generated signals that correspand fo
20 the detected physical events o the first DRP 404,

{52] The first DRP 404 and the second DRP 406 may comprise suitable
logic, circuitry, andfor code that may be adapted 1o provide digital
processing.. The first DRP 404 and the second DRP 406 may be referred to
a configurable devices that"may adapted to be configured or programmed
25 - in order to provide at least one feature for af least one security function.

The first DRP 404 or the second DRP 406 may be a digital signal processor

(D8P), a central processing unit (CPU), a field programmable gate amay
" (FPGA), or a complex programmable lngic device (CPLDY, for example.

[53] The programmable sensor agent 400 may receive at feast one
30 device programming file to program or configure at least a portion of the
, ﬁfst DRP 404 and/or at least a portion of the second DRP 408. The device
grogramming files may be code, embedded code firmware, and/or
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.detected physical events. The sensor 402 may be also adapted to receive
control information and/or to transfer generated signals that correspond to
20 the detected physical events to the first DRP 404, [52] The first DRP

WADY E¥RE second DRP 406 may comprise suitable logic, RGrbdiapoo/000486
and/or code that may be adapted to provide digital processing. The first
DRP 404 and the second DRP 406 may be referred to a configurable

dewces har ada tedt onf| n%@ E ogrammed . 25 in order to
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10 CoRfigHa R aRxicEs, a%ié%%ﬁsﬂ&@'@ﬁ‘ Q%Hé%&é& heddad cade. Pﬂatﬁgérg ™

execucgﬁd 0 Ihe con |%urable evice may. be configured to provi

adGHBh&E ardsr (o FAAER Feat!ReEUHR APRHTSF Ry APRpIRIIG R/ Hfifthg
an WAdaﬁdmda GfFétDt’as%SnﬂgiﬂFrabte theviceszAat wadiba portiGiFiLaf the

Iom@ﬂmgb&@@r&m%@%cw@ QNfigidrarh R RBVRE iy,

O%dgﬁ' @ltlonallld c!a /or ur%graded features. In some instances, an
6r a CPID con gura € device may be utilized as a processing

15 10[eapinaibahenmyyligoaklectd mapRarhaise MRttt 9P alpiing,Susien

em‘sb()?ajgsd}f.%g dw%] E%‘fecu gle"j]p %I Instaannces 4 I%%ﬁﬁ&%%{ he

coftfiguranierdbgiceseng Q@Poﬁ"@@uﬂ?’@ dﬁ?ﬁ@@l‘m&@@ [BraYialstdwe,
addidmptal] &ndiansipocaded eRiwaton to the first DRP 404 andfor the

second DRP 408. The memary block 408 may comprise at least one

20 memory devigs, In sorﬁﬁz instances, the device programming files may be
stored in the memory block 408 and may be transferred to the first DRP
404 andfor the second DRP 406 from the memuory block 408,

[55] As shown in FIG. 44, the programmable sensor agent 400 may be |
_adapted for video surveillance funclions. For example, the sensor 402 may
25 capture video information and may provide front-end processing of the
capiured sensor information. When thé senéur 402 is & polor image _
sensor, for example, the front-end operations performed by the sensor 402
may comprise automatic gain confrol (AGC), color balancing, andfor white
balancing. The first DRP 404 may receive the front-end processed video
30 information from the sensor 402, and may perform additional irage
processing features such as image interpolation, image correction, dynamic
range enhancement, and/or noise filtering, for example. The first DRP 404
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15 [54] The memory block 408 may comprise suitable logic, circuitry,
and/or code that may be adapted to store information generated from the
first DRP 404 and/or the second DRP 406. The memory block 408 may

W& 38%a %3 pted to transfer stored information to the first DRETADR K86

DRPAAGPAntfoPIARE

5
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25

30

the second DRP 406. The memory block 408 may comprise at least one
20 memory device; In some instances, the device programming files may
be stored in the memorg block 408 and may be transferred to the first

BrPTSRB 4 G6RIBTRTRANTERTEr WiBLK 788, f58)
As shsaninfoRi@tiahA, the programmable sensor agent 400 may be
igted for video surveillance functions. For example, the sensor 402
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. 5 analysis and/or failure management for'the programmable sensor agent

40P P fie SRRt %Fé?%’s?érﬁ“f"&ﬁﬁ?é’ WY RECBHY IR RYF TRy
activategebabRep fhotferisenseiptontiag pedgkammable sensor agent 400.

ver, the second DRP 406 may also be adapted to provide
1S melh{Anafikh RGBSR BL S 2 SRR iR TR s

exaupt atapteddorpk BRIE ARG anRipis eicariiguiate vMilto grasrThedintent
detgctndith@shfole N Ry RASRSUISOHRY-PRANERE at feasbmPaKien

of t Qenssr agent 414 that differs from the programmable sensor agent 400 in

FIG. 4A in that a third DRP 410 is communicatively coupled fo the first DRP
404. The third DRP 410 may be & configurable device substantially as
described for the first DRP 404 and the second DRP 406, The third DRP
410 may be utiized to generate data. contenl descriptors from the
processed sensor output generated by the first DRP 404.

[58] As shown, the third DRP 410 may be adapted for vidao surveillance
functions by further processing the processed sensor output genarated Dy
the first DRP 404, In this regard, the third DRP 410 may be adapted o
generate video content descriptors. The video content descriptors may be, -
for example, motion and/or color desoriptors. Motion descriptors may result
as a byproduct of other videe or image procassing mperatiéns such a video
compression, for example. A plurality of descriptors may be generated in
accordance with the level of integration desired ‘among security functions.
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processed video information generated by the first DRP 404. When the
lens is dirty, for example, a signal or message may be sent to the system
manager 208 so that further action may be taken. 15 [57] FIG. 4B is a
WHIedEFam of an exemplary programmable sensor agerfttddaptagp{o4se
generate descriptors, in accordance with an embodiment of the invention.
Referring to FIG. 4B, there is shown a programmable sensor agent 414
that differs from the programmable sensor agent 400 in FIG. 4A in that a
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accor ance with the level of integration desrre§ among security functions.
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in AEeQriANGRIVAHR SBHG U9k the HERIH OBoRBREIN QST Gt C.
after sﬁrt ste%giéie‘t e éep 424, features may be selected that may be
a

ey Fone configurable 5 device in at least one
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progra’ﬁf’mrng rgtfﬁe sef’@e‘a”fea GresiRe Gevite program é’frles
matﬁ%@#aa@f@rqarmwrf&ﬁanmfs%%mnyféﬁ@e@dw&rammt@mfera a

‘NelygREeCeiyRacian ansiehyieeashinemedsialitices. In step 434, the

programming of the configurable devices in the programmable sensor

20 agents may be verified. in siep 438, a user andfor instalier of fhe

ponfigurable securfly and surveillance system may determine whether new,

additional, and/or upgra;ied features may be necessary in et least one

programmable sensor agent. When a user maﬁr find new, additional, and/or

upgraded featuras necessaty, the flow chart 420 may proceed to step 424

25  where new, addﬁiona'i, andfor upgraded features may be selected. When a

user may not eguire new, additional, andfor upgraded features, the fiow
chart 420 may proceead fo end step 438.

61} FIG. bA is g block diagram of an exemplary programmable content

analysis agent, in accordance with an embodiment of the invention.
30 Referring to FIG. 5A, there is shown a programmabie content analysis
L agent 500 that comprises a first DRP 502, a second DRP 504, a third DRP
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10 media. In step 428, decryption keys may be requested and obtained
from the e-commerce feature vendor for device programming files that
are encrypted. The decryption keys may be provided to the configurable
weeanusitysand surveillance system via a network connection &90/a0H&6/000486
machine-readable media. 15 [60] In step 430, the encrypted device
programming files may be decrypted by utilizing the decryption keys
received in step 428. In step 432, the device programming files may be
trarifiérectpuch R S§Famid aoleersenddpeagbihts 10 peoyTdrmtaness, mare:

-configuiablgigler igReniy siensSdciisoRreatananingsal the configurable
~devices in the programmable sensor 20 agents may be verified. In step
- 43d8&lusEhafielopTH e r ibe sreond MU Rle thedhi LR Hihvemiiiee
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1emideument ofithe ipveytomaBR Rederrimgrty FIEPBA), there #s showiea

- Prograsmahie iconie i ARalNBisagent 200-BRE comprises a first DRP 502,
a ségcond DRP 50‘5g a third éRP%%Q WO 2006/108222

PCTaAU 2@%4@6@%56@ @Mh@ﬁﬁ%@&lﬂrﬁﬂ& mmanreceibiotkiEk. In
.S?r&ﬁérﬁ@i&g t 502 t Hgldiscanfigrighie O ﬂ%@ﬁsﬁ Dmy %g
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&od@mﬁat PR 805e addisteePtiiprabidedsigias proredyngragmmagher
refesenekgiaa cwlgura@l@gdﬁmﬁwg thad may adapteskimpie.CoTHig ugediay
pro%rammed in %%her to 9r%ed%0%telea %z&’é&%éﬁa%s orﬁ%{ﬂe&%t ONE o

sec r| ?UHC}I
compiled hardware description language (HDL} code in accordance with |

the type of configurable devics. For example, when utilizing a DSP and/or
294 a CPU as configurable devices, at least a portion of the embedded code
that is executed on the configurable device may be configured 1o provide
new, additional, and/or upgraded features. In another example, when
 utilizing an FPGA and/or a CPLD as configurable devices, at least a portion
of the logle in the configurable device may be configured or programmed to
25  provide new, additional, and/or upgraded features. In some instances, an
FPGA andfor a CPLD conﬁguréble device may be ulilized as a processing
engine that may be able fo support an embedded operating system (Q3),
such as Linux, for example. In such instances, the logic andlor the
embedded code that iz exeouted on the FPGA andior the CPLD
30 configurable device may be configured or programmed fo provide new,
additional, and/or upgraded features.
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first DRP 502, the second DRP 504, the third DRP 506, and the fourth
DRP 508 may be a digital signal processor (DSP), a central processing
unit 10 (CPU), a field programmable gate array (FPGA), or a complex

wprggeansatable logic device (CPLD); for example. [63] The pio§raiasheesse
content analysis agent 500 may receive at least one device programming
file to program or configure at least a portion of the first DRP 502, the .
second DRP 504, the third DRP 506, and/or the 15 fourth DRP 508. The
colfgurdibr mevieringly B ey rainieg skisisilggiec iy, andfor
ProgmyHmineLll BussfRiay am panithrstianigenpragtommity filesDR&Y be
co bedd ir, I Il iption
i IO P oy e e B E%ﬂﬁgfé‘?%‘é’%ﬁ e ice.
o]
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cofigurapfendayice Y BeFBRIGHEEE 1A Ty Susadaiinaal apdlor

upgr atures. In another example, when utilizing an FPGA and/or a
CPUBRS HiurdBIBa% IREE SF e a%%ﬁ%&ﬁc%fﬁfﬂqa"% s By be
corfigedaiblédavizaaryalyide Edifigudedayr iprdgrasfened to 28 fievidBmew,
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Lirand fbeexempte. biveudH thaiaydes REEOIGHRE afie/8r rmam Bugdder

codeaifplis executed on the FPGA and/or the CPLD 30 configurable
device may be configured or programmed to provide new, additional,

antf8l upgrabeudaftfasSA0NT GreoueHTEE R 390E0r /LI EBIBGY dt
[64dERememesdiacksnir naayigampriseissritalisdiogiescintyitayisd/or

code th ay be a [ jon f irst -

s GBAEY YOS s BB i
SOSUHiEReE BRSPS IR Aidb'bePaakhRAE AN RiREP
infmaﬂmnﬁdmmaiﬁﬁsﬁmﬂasa;drméﬁﬁddhmﬁrﬁﬁammhmmﬁ
5091%(?.&#&@(3 for video strvelllance features and a remaining portion may

be utitized for security analysis operations, For example, video survelliance

© 20 . features may compiise motion detection, generation of shape descriptors,
object tracking, and/or object surveillancs. Secuwiity analysis operations
may comprise security event classification, geﬁera’;ing control information io
he transferred to programmable sensor agents, andfor system failure

detection, for example.

25 [88] Inthis regard, ine first DRP 502, the second DRP 504, the third DRP
506, andfor the fourth DRP 508 may be ufilized to further process
infonmation or content genera%ed by the programmable sensor agents. The
first DRP 502, the second DRP 504, the third DRP 508, and/or the fourth
DRP 508 may communicate with the programmable sensor agents in a

30 configurable securily and surveillance system via a data bus, for example.

[67] FIG, 5B is aflow diagram Hlustrating exemplary steps for configuring
a programmable content analysis agent, in accordance with an embodiment
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fourth DRP 508. The memory block 510 may comprise at least one
memory device. In some instances, the device programming files may be
stored in the memory block 510 and may be transferred to the first DRP
WEEMEHEsZ8cond DRIP 504, the third DRP 506, and the fourtlf BREP 800486
from 10 the memory block 408. Communication between the configurable
devices and the memory block 510 may be performed via a memory bus,
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datdepiypigdbaidiinng. te PpreisBieya tow e g ainn R3S dirrdep 532,
iiexqmplﬂéﬁrﬁeﬂ@éﬁrﬁﬁmi@ lﬂiﬁ@ 1522\ A L) r&ﬁ?ﬁf@h&!;@g;ﬁzﬂg i@i@@lﬁﬁ'ﬁnﬁ grnt,
IN accor nce wit n Q t
PRSI ReN o2 HRdhabc 88084 1y step 528,

stel® PROGRRETENS 2 the saiii bl Haviae itddaruesahaliRceriafhed
intamdlieasagnes may be verified. In step 538, a user and/or installer of the
configurable security and surveillance system may determine whether new, -
20 additional, andfor upgraded feafures may be necessary in at least one
programmable content analysis agent. When a user may find new,
additional, and/or upgraded features necessary, the flow chart 520 may
proceed to step 524 where new, addifional, and/or upgraded feaiures may
be selected. When a. user may nof require new, additional, and/or
25 upgraded features, the flow chart 520 may proceed to end step 538,

[68] FIG. 8A ilustrates an exemplary network comprising a residential
chﬁgus‘ébie security andv surveillance system, in accordance with an
embodiment of the invention. Referring to FIG. 6A, there is shown a
nefwork 600 thet comprises a residential configurable security and
30 - survelllance systemt 602 substantially as described in FIGS. 2A2C, a
mubile phone 604, a wireless center 626, a persana'i digital assistant (PDA)
606, a school 608, a satellite link 610, an emengency agency 612, a police
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configurable device in at least one programmable content analysis agent

in a configurable security and surveillance system. In step 526, an e- 5

commerce feature vendor may provide device programming files for the
WestMGatPidatures. The device programming files may be trafsféf t3sd00486

configurable security and surveillance system via. a network connection

and/or via machine-readable media. In step 528, decryption keys may be

requested.and obtain rom.the,e-commerce fe vendor for device
O S DR Gy 2B e s e o Rk ok
praRAERIORY tHe MG IRED ENSBE BRfy arPauitenthsErsyiiriee faalures
nebeedkr (SEMECHON andieisvisemRCHIGe 3eanablaaretondt@bdo siem530,

A e e R

3 préyrET ARy IR SRaPREeH dn Brevide SBAREYJrHaRIsh i eEH Re/or
anatysis:agentsitd grogram the configurable devices. In step 534, the
programming of the configurable devices in the programmable content
anagll%is-‘ﬁgf&‘?@ffﬂ‘&ytﬁé GO rBRpEREIe REF RETSFSHEE ilSF the
configlorakiecsgtiorityiayd strveitafiressysie ncondigidetdsmigeontyethed |
neyehasditignal, pssorLparadashiealies may bE necessaRHnatleast

one programmable content analysis agent. When a user may find new,

10 a i RIS SR SP S0 Gatb 8Re AU R S85y CHiET - HAR 56 thay
proceddetb bye 16 2dewibe r@nguenmuiididivel, e/ euoporadectfsatordsemay
bezpiRciadiVOGRiG HRESIRRIIAN Q%{E& BewvRddiignalicoskles s
ungraged feplylcs e o chatl 520may piaceed (o end sicp 38, o1
FIG R flistrates an 2 emplary Nethork CoMPrHSINgG a regigential

coRfgGFabre BEAUBRP 7 Suriisiacecteelie) it deash dnredinftkiahe
15 enipesifitas abb aiiprentio Radsedeiona @t . CRALINE Igeite oW Byahe

: . oG Pttty
e e B A N e e e Bl

- mdte PHERER fatielliffiatoeEaws 835 rayRieaR ardighiaast sranare
(PPrvix)er666; dcschooho@8atvsitailitainkh6 IWiranssmergenragencyhel2,

- 8 RRUEBuAle security and surveiliance systerm 602, ‘

20 [71] The configurable secwrlty and surveillance systemn 602 may be -
adapted to generate a-ppmpriate emeargency signals and/or alarms to, for
example, thé school 608, the sateliife link 610, the emergency agency 612,

" the police center 614, the commercial entity 624, and/or at least one home
616 in accordance with the feabwes configured into the residential

25 cénﬁguréble security and surveillance system 602. For exampie, security
breaches may be reportad to aﬁy of these locations in accordance fo the
features supported by the residential configurable security and surveillance
system 802, The types of securly breaches andfor the locations to which
the appropriate emergency signais are sent may depend on the security

30 features received from the S8FV 300, ‘

. [72] FiG. 8B illustrates an exemplary neiwark comprising é» commetsial
configurable -security and survefliance system, in accordance with an
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WO 2006/108222 PCT/AU2006/000486 center 614, a home 616, at least
one core router 618, at least one gate router 620, a commercial entity
624, a security and surveillance features vendor (SSFV) 300 as
WHSEABERIN FIG. 3, and a TCP/IP network 128 as describetfiHE{é0q #0486
The residential configurable security and surveillance 5 system 602 may
- be adapted to provide security functions for a home and/or small

niities, [70] | the SSEV 3 device
R e iR b B Fl R A
secnmpém@aﬁ utived || eiffkess jeremiBe 2rgteato 8 XC it 1irt fﬁ@&wott:atwe
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rels. Thef atu es #; V|ded deV|c rammlggglles%m%% ,
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SviaaHerian N epMERcBDHitaRMsHeRe PDAIBOS eorarste Eitinscaniiey
utllg@aaenmbllermhe@e tﬁ%;ﬁe@@ﬂth@emrﬁ&@@&mgummnw

e ey L g
h Ot the COMtents generate by the on igurable’security an
su e Mites R PEETAIAMARIS SGRFAT BIS TS S ChREgELR B ROk
of athiﬁgﬁt apergratdroutert 2t-anddaiitieast and/eoupgratde fiéditrte may

10C0TRR Héé{%r%téﬁ\%@ﬁﬁ%tr%ﬁﬁa&ggﬁ?ﬁ%zgw 1hg £onfigusable,

security and surveillance system 602 71] The configurable security
anF YIRS 602 may be adapted to generate appropriate

Satg%enw ANGLRE AR QN o e XETIP IR R R SGRARLERS, rtt%;

k 610, the emergency 2, the olice ce r614

el agen 6
oo SRR, A o R R BT sl Wh
thecfenfigresbleomiayinesd intotie resigkemingis ceripiraderdecant dhel
15SUNYRIHAIRAIS EIRERNZa i X JTuHEs m@y shieRcieSI8MIkein the
repor;ed to a these ocations in, accoE afce, I e.to tp ; aturefs .
supﬁfor?ed% ﬂ%e r"gglfentigf%r?fé)utg%r% seecuﬁty and survemance < 2

sys‘?éﬁh‘fﬁﬁza%e%@@%f@e&ﬁﬁ@fﬂre%ﬁ@s sisabeanie IDYesHt® ifich
 theragigrefrigteigneEgroCy sighalfaardfeniineay depentdyofitbfope culity
30 #83&%%%&%83&%?9 tﬁ%ﬂé%éﬁa@ Bg%mons while maintaining the ability
26 to add and/or medify their security operaiions without having fo replace
significant portions of their existing hardware and/or software,

- [741  Accordingly, the preseht invention may be realized in hardware,
software, or a combination of hardware and software. The present
 invention may be realized in a centralized fashion in at least one computer
25 system, or in a distributed fashion where different clements are spread
across several inferconnecied computer systems. Any kind of computer

" system or other apparatus adapted for carryirtg out the meathods described |
herein is suited. A typical combinalion of hardware =nd software may ha g
generalnpurpose computer aystom with a computer program that when
30 being loaded and execuled, confrols the computer system suc:h that it

. carrles out the methods deseribed herein.
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[72] FIG. 68 illustrates an exemplary network comprising a. commercial
configurable security and surveillance system, in accordance with an 23
WO 2006/108222 PCP/AU2006/000486 embodiment of the invention.
WREMH B FIG. 613, there is shown a network 630 that diffef&*F3HoAYW8¢
network 600. in FIG. 6A in that a commercial configurable security and
surveillance system 622 is utilized. The commercial configurable security
and surveillance system 602 may be 5 adapted to provide security
fubctiond 6r BRSERJE dBYRMIERIAMBA]ES f/6FRFEREMerRtaPeRER. In
thisreagarnd, thedeannegicial comiigiseablabethwityfeaindssureedidinge Hystem
62fmpIaY a?gﬁeﬁﬁetﬂ]émgra@s@m rp.%ﬁ%ﬁwhv&%wéﬂ%@éd in

programmable sensor a%dnts and ammable corfléent ana Sis
D G RETRARE SR 8 OIS S BN B ASaRRREROSBIE b
5 prmnti@dmesmd|caﬁgemmmed3xmmer6%mdermmﬁe§mﬂ@f€a

Coﬂ&@éﬁ#ﬂi@%@@ﬂﬁ“ﬁwd@f?&t&@ %R?ﬁaé&tﬂcg%%ia@%%@ fRrein mlslhgewlt in
maor ectiv ana/or efrcle integrated secur) survel a
syﬁ%’i‘ﬁ’% Ré‘éea?‘f@oﬁﬂaﬁ?ﬁ] e 8&%&‘2@% Ej%ar%ﬁ?ggfg SRSy
ag@ms‘thmrth@ai@mgmm%t%@ﬁwnwmw@}scagmrwaé@iher
‘sigpiigapkfiexiiyrnihe pisiaiaichis sy enadmawaln iberease the

length of operation of a security and surveillance system before

10 sigAfiicai¥iviecbrmennsal divergisirebasniens dererthed yddy kRt fine
the.sesurimboaations, aﬂ%;fwwm&nﬁswwmwm legauriteaeatons

- while, mal faining ﬁ%%%ll%d%o %%ﬁg'( 69'}]& e Hr"ﬁmom

opera ons Wlt ou ving to re ce Ssigni cant rtions 0 elr eX|st|ng
hafeReriafnsy YsiRenes [?hﬁ%daﬁaﬁalyn\'ﬁa’fﬁrhseﬁm ﬁﬂ?é%'ﬂibnf?ﬁ‘ay be
readizaidaibasdwarbe seifefvadapbapaninnaticiiuafia weriedaido the

SOE&%%@ hsfpiﬁéeasegexmmm Qﬁﬁrﬁﬁ“ﬁ%ﬂa’ﬁ: ceriraliredsfaghion

in at least one computer 25 system, or in a distributed fashion wher
dlf%?%ﬁf‘é‘%n’iteﬁté”%éd?ﬁrg}fa SH r8§%5§8§/5}‘é?f?ﬂ?é‘r&?ﬁr%3§ \gr?fbﬁ?gr
sy gamitsiaryrkintirotntafisploterd dystdmidhotivesan pwawgmw&bwﬂﬁ
' CaHW%Wﬁﬁ%tQﬁMﬁ@ﬁﬁﬁ@%ﬁ of the appended claims.
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herein is suited. A typical combination of hardware and software may be a

general-purpose computer system with a computer program that, when

.30 being loaded and executed, controls the computer system such that it

carries out the methods described herein. 24 WO 2006/108222

PCT/AU2006/000486 [75] The pres&nt |w%r1t|on may also be embedded

in a computer program product, WhICh comprises all the features enabling
witBeisgRlementation of the methods described herein, and which when

loaded in a computer system is able to carry out these methods-

Computer progigifiod heBrgEAAE CRIziaNEMRRREMANY KERIOESIARe IMRMbd

language, code or notation, of a set of instructions intended to cause a

COrsn)'?s e having an information processing capability to perform a particular

funcgn.gi w"é@?éb/s%ﬁét%ﬁfwaereb&éb@é %@B@Nﬂ (?;eﬁ})rm a piuraizty

converS|on o another language, ode or notation b] repprod'u ion in a
of ReeHtt¥e %anféa%g]SW?Hfgﬂﬁe‘ésﬁ‘?&eﬂttﬁﬂ%ﬁpﬁrijﬁggao@@rﬁ’rammmg
filed eperibiectwitipketditg néadoudgrtantctonbaetimaents;idesvivite andetstoad biveo

andffReSled 0 LR varpua changes may be made and

Ivalents may e su out’ departing from the scope of the
presg,rgglg@yemlon sHcadditian; m@ymdlfmanon& Aaybe miadetoadantrity

SPTATATAL T

artlcular SI'[(%;’:\II n or material to the 15 te of the pres

T ik R e e st g okl v g
furgtiopsepericimeshtignsadct bé lraitedne tt@fmnwlﬁadewm&memrogrammmg

baSisciRssdq PatdNakiBe RIesEY BNRIIBR, nl{g,q,ﬁ; 1call embodiments
falling within the scope of the appended claims CLAIMS What is

claimed is: 1. A method for configuring installed security systems, the
method comprising: receiving, by at least one configurable device
operable tolperforatr@placdinging to claim 1, wherein said programming is

performed while said installed security system is in gperation.

3 The method according to claim 1, comprising decrypting at least one
encrypted device programming file based on at least one decryption key to generate

said at least one device programming file.

4. The method according to claim 3, comprising receiving said at least

one decryption key via a network transfer.

5. The method according to claim 1, comprising receiving said at ieast

one device programming file via a network transfer.

6. The method according to claim 1, comprising verifying said

programming of said at least one configurable device.
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of security functions in an installed security system, at least one device
programming file, wherein said plurality of security functions are
associated with a plurality of video analytic and/or video processing
applications; and programming said at least one configurable device to

add @ new ‘?ﬁ&“ﬁ%té&rﬁ E%Ity gq?ﬁg%‘é‘t‘é%wtq a3 rYéﬂ%?nsggw $ro ramming

application, to said plur curity functlon sai
’”f¢6§§f‘%ﬁhée@6ﬁﬁ'§9 r&@ﬂé RIEGES TS8R P rEGRARRRi ﬁ@”ﬁ@@&?*érﬂ%ﬂﬁ?r@cél%ﬁ'on

of &ditEiastaneg geyieey/Rrageamming file. 2. The method according to claim 1,
wherein said programming is performed while said installed security

system is in operation. 3. The method according to claim 1, comprising

decrypting gt leashMacre8RSHIPIRHLALYICEH RIRQY ABTRIR0 He-858%e% OB puter

least one decryption key to enerate said at |east one device
Progragt 1AW |l§aﬁ“- *’PH% fhé%fé&’@&?Rﬂiﬂ@@t&‘éﬁﬂﬁdss%‘afﬂyr@’ﬁbems the at
Ieamcﬁiui@gc@l@baﬁdma!sénr@]exéectyprDWmemneetwomkdsmgsme athiee to

r%%b &9 Ing.ta claim 1, comprising receiving said at least one
pe dewce grﬁrr%n%n file via a network transfer. 6. The method according

to C'?éﬁé:lfu@mﬂ?%f@'I@ﬁé&%ﬁ&i@Grﬁﬁlﬂam@gfé\ﬁé@i&@e@itﬁéiﬁa%éﬁ@ﬁh%ﬁturality
confl urab§ devjce. 26 7. The method accordln to claim 1, comF ‘ﬁﬁ‘éﬂg

Of SREWNY BIgHAmsHNRY 'f?ﬁ%?#%%t?&ﬁ%%aﬁbﬁ??&“séh A AR R PIegE
fileconfigeirabheddavighiyrohseottion Twidaitkinstais semdivitbyswima By Af video

andNAEURG/EFILRBIBRIUAITNBANGLEIEdh Hyereon, a computer program

having at least one code for configuring installed security systems, the at

leaspajescodgessiandoaingeursuiahiy inpnenashine ttoraausingiheecurity

ol RS 0 PETTo 685 COMPISINALCSAIg, Y LB M o sccuri
conflgure%:I evice opera 0 per ap[g el securlty URcTions I

funghonstardarseedinty Spisten, |a@$éa§t%ﬁ@r¢fm@t@r6@‘éﬁﬁmmd fiogramming
baddaesgitaghid RInealibl REsecHE NSRS UPRg - AraRssardated with a plurality

of video analytic and/or video processing applications; and programming
said at least one configurable device to add a new security

9. The machine-readable storage according to claim 8, wherein said

programming is performed while sald installed security system is in operation.

10. The machine-readable storage according to claim 8, comprising code
for decrypting at least one encrypted device programming file based on at least one

decryption key to generate said at ieast one device programming file.

11. The machine-readable storage according o claim 10, comprising code

for receiving said at least one decryption key via a network transfer.

12, The machine-readable storage according to claim 8, comprising code

for receiving said at least one device programming fite via a network transfer.
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function associated with a new video analytic application, to said plurality
of security functions performed by said at least one configurable device,
said programming based on said received at least one device

programming file. 9. The machine-readable storage according to claim 8,

whergin saig brogramming is perfarmed. whilesaid installed s66M g code

system is in operation. 10. The machine-readablé storage according to

for Meifing Eait PARIGTYONY $HPHEGISARHCAESBISHERRESHEE device
programming file based on at least one decryption key to generate said at
least one device programming file. 11. The machine-readable storage

accoygling to,claim, 10e0mNisiRg code, fonreerivig fAId Ahleast Bhdprising

decryption key via a network transfer. 2. The machine-readable storage
stoRBorBRE TN SNUMPIRInG BoE Ter R8IV LA aPReadt offgst one
cofeiesbRragrammiag fittor afcnietwetkiiransteril) Adlerhhe

machine-readable storage according to claim 8, comprising code for

verifying said programming of said at least one configurable device. 14.

The machine-readable storage according to claim 8, comprising storin%g,

programmiAgHTE G e R P AR Y YRR e I SHSART GrREnPrS!
configuzable,device-n. 2RArtian;of saidInstelipdisesurlty SYSISM ot Accives
systemei%r conehgurl sensoring systems, the system comprising: at least
at isastcunsfigeyisl eV iipstaliit aideastigneyanatiguritipciairssoggrable
to IRBRIANE HlEMGE RIoFAMM nadilenSaithaldpastianm eaniwiraddertefieetions
operable to p%rforry al%/urillit%of secuﬁ%y fun/ctiondsé wherein said{g)ltijra%itta/ns, :
% §%%‘ﬂ?ff§fjfﬂﬂ (RS AFY S5 ?&88%‘. 3np uorraw(y SRi %%Sgﬁglya/ Ichade '
anand/or video processing applications; and a system manager that
programs said at least one configurable device to add a new security

funcAdiHe8LMARAISIithah Regr YR8 Al e R atoig G deyitrmyPdd
a ehsesabiniuneciions pedetiied hythaid mideaiiconarcopfiguraietievide, said
saj ogramming based on said, recejved.at least on Vi . :
o B S e R SRR ST TRl devipe. sae
prosragrennmbases e Hathieervel @lgRpimitallayiseciatyaystag iein
operation. 17. The system according to claim 15, wherein said system
manager

186. The system according to claim 15, wherein said programming is

performed while said installed security system is in operation.

17. The system according to claim 15, wherein said system manager
decrypis at least one encrypted device programming file based on at least one

decryption key to generate said at least one device programming file.

18. The system according to claim 17, wherein said system manager

receives said at least one decryption key via a network transfer.

19. The system according to claim 15, wherein said system manager

receives said at least one device programming file via a network transfer.
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decrypts at least one encrypted device programming file based on at least
one decryption key to generate said at least one device programming file.
18. The system according to claim 17, wherein said system manager

Wb EHR/E$EHid at least one decryption key via a network tran$fel/ G0 {0486
system according to claim 15, wherein said system manager receives
said at least one device programming file via a network transfer. 28 WO
2006/108222 PCT/AU2006/000486 20. The system according to claim

- 15; wherein said system manager verifies said programming of said at

least one gonfigyrabic.deyiag. o Theavmem acardinodasiaman.
wherein a storage delice  stores programming information regarding said
proBRaRSPrPEITE SAGPIOIEBNTT 2P RAIRRH 2P RIS BRRZHSHE e d
security system. 22. The system according to claim 15, wherein a
programmable 10 sensor agent comprises at least one of said at [east

5one configyrabimhedgpiesn %%ﬁ;hm@ystemmmrMsslm claiftrdde wévein a
rogr Nt n y t
I TS SO arite
configurable device in a portion of said instalied security system. .

22,  The system according to claim 15, wherein a programmable
10 sensor ageni comprises at least one of said at least one configurable
- device.

23, The system according to claim 15, wherein a programmable
content analysis agent comprises at least one of said af least one
15  configurable device. '
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