WD 03/ 102762 PCT/ GB03/02062 1 METHOD, SYSTEM AND PROGRAM FOR A PQOLI CY
BASED STORAGE MANAGER Field of the Invention The present invention relates
to a met hwo,0389y6e2m and programfor a policy based stor &ga/crmagse.
Background of the Invention A policy based storage nanagenent franmeworKk
specifies how data having certain characteristics is associated with
different pools of storage space that will store such data, as well as how
the data will be managed throughout its |ifecycle. One prior art policy
based st or agETEARNSYETRNt ANP PROGRAK FOR] ds EPRIFEIBATED AEORAGATTRGERSSi gned

U.S. Patent No. 5,018,060, which patent is incorporated herein by

referenge |n tSe ]ganr\],g [eLy, describes a , policy based storage nmanagenent
frame onstructs incl udi ng data cl asses, storage

cl asses, and nanagenent classes that are used to sel ect storage devices
for a data fiiepresentiatmvesetorhastategnte Remetimdactwatient ians pfosrhe Pata file.

A data gl1ass p=sReCidoi-e§e dahasdd.l € | ogical attributes, such as data file
type, record length, |logical data storage space requirenments, expiration

and retention dates for the data, etc. A storage class defines a set of
st or ageBackarqundosf theeInventiomdom access specifications, sequential access
speci fications, guaranteed space, etc. A managenent class specifies
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retenti 6n o copl es, etc. An automatic zse ectio fl routine
recei veStoxapR fRase tthﬁt "E'rléafte?r&r SYBCEIE aaﬁa"‘feé 19 % Ahew Sefects and
assi gnsnatated Stroveiger itandifrvafenentnePaizesttraliapgiayet FtPR¥ata file
based Oxﬁhnagbxaérﬁc Eﬁrde%ﬂe s aefcibed dat and idefmorlygassiappl icat i mnethato.

gener at £q,,daf efo J;één% na cog%Este@%%mOEyfféfgr@r{w o% ;appl i cation,
etc. The fjL

|on 1S O e on the ata storage

and nan%ifbtéﬁ"é?ﬁ dE?%@Q@% aaggjrjd:ﬁ(eaasfeg £H %rgz‘gﬁg’&anagﬁ“éenzct g?%“‘gé“’%‘r 5gp provi des
the al | poatifien coostphysiiogludingr dafe shrrsesf o1torpe® FAREFi I @I Wth the
descri begpehdit cBddsepoitatyabnsedi sbosaget nanageaeietifeaiencr Ratadtiaefi| es
can be [Brher Ssetoﬁas%'aeorgqtn@ &a@§§tex@§£1&eogst§feg@% 014 hf &r@nt1sds0r age
and/ or mana?emant ? %(2 %% Sug:n stQr ge . qroup the data
file i sSRESS Jg‘?feéatﬁ'ﬁé %HIS’%C SEFI B8 HorI'ey ased_’l $toF age management
f r amewotdnonas Llogifatafrts stpragedeerdeor e%y%ﬁfé?ﬁtsv neXEF e HoF %T%F&@%“?ﬁﬁsyst em
such asd#ées for the data, etc. A storage class defines a set of storage

services, such as random access specifications, sequential access

specifications, guaranteed space, etc. A management class specifies

availability and retention management requirements for data, such as

hierarchical storage management (HSM), expiration, backup frequency,

retention of backup coples, etc.

An automatic class selection (ACS) routine receives a request to
create or access a data file and then selects and assigns data{ storage,
and management classes that apply to the data file based on
characteristics of the data file, e.g., application that generated data
file, file name, date, owner of file and/or application, etc. The final
selection is of a storage group based on the data, storage, and management
classes assigned to the data. The storage group provides the allocation
of physical storage space for the data file. With the described prior
art policy based storage management framework, data files can be members
of one data class, but be assigned to different storage and/or management

classes, which determine to which storage group the data file is assigned.

The above described policy based storage management framework was

primarily intended for systems in which a storage subsystem, such as a



WO 03/ 102762 PCT/ GB03/ 02062 2 Direct Access Storage Device (DASD) is
directly attached to a storage controller, that assigns hosts data to
parti cul awoaBaoEge groups in the manner described above. PRataBoBhsicandi ng,
there is a need in the art for additiqgnal policy based storage nmanagenent
framewor ks that may be used with both directly attached storage and
indirectly attached storage, such as in a storage networking environnent.
Summary of the Invention Provided are a nethod and data structures for
gener atpipRgeidat-8essS BEdidger BSrifcar (asL) | ik Stordthy addabahedAtpl ursgb¥age of data

struct yrgas, angy, dc%gicn;s%i%ﬂsr A oEPIRIULE I Badableaimedbiige whasei mn eash data

structure 1 ndicates ality of attributes and at | east one function of
a st or Y §§ﬁfﬁl@§dt%’°§?0re data. Policies are defined in the conputer
readabl e nediumthat associate data characteristics to data structures
based on a weewiespendercetiafredad a cbar actere sti For amtilit henadt peliibuyt es

def i neg,ai 05 tsQSra%ahQnégteEngﬁé UL ESew el 8iaR £ACRe dafdanpdiaben stramttivre is

adapt e O provide requirenents to determine ,a stora resource to store
associ St 807348 el ¥ JI‘FQFF\%’ &gﬁ%‘é% WSt e uarsg§?sa %gapat%ed to
provi dectherkingreanyeromesdur ce wWith requirements for storing the data.
Provided are a nethod and article of manufacture for processing data to be

stored. An application attridQue. $rassoehadRdoMi th data based on an
application policy. A determnation is nade of an application attribute
value in a predeterm.ned data structure, wherein the data structure is

adapt ed to [Reovitsdi wes shypethodased [dave|steherERe HFdIPRPAtiRE GR5e resource
and to previdesthe stornagerdasgudte. Wia blueqity erfentis soructsres iamg t he
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wherein the defined data structure is adapted to provide the storage

resource with reguirements for storing the data.

Provided are a method and article of manufacture for processing data
to be stored. An appiication attribute is associated with data based on
an application policy. A determination is made of an application
attribute value in a predetermined data structure, wherein the data
structure is adapted to be received by a data level element and by a
storage resource and to provide the storage resource with reguirements for

storing the data.

Provided are a method, system, and article of manufacture for
storing data. A determination is made of characteristics of the data. A
plurality of data structures are processed. Each data structure may
indicate a plurality of attributes and at least cne function, to determine
one data structure having attributes corresponding to the determined
characteristics of the data. A storage resource is associated with the
determined data structure and the storage resource assoclated with the

_determined data structure implements the attributes and functions

indicated in the data structure.



3 The described inplementations provide techniques for inplenenting a
policy based nmanagenent framework for associating data with storage

resour ceswoBsilef7eDescri ption of the Drawi ngs A preferred echaBogpntc2of the
present invention will now be descri bﬁd by way of exanple only, and with
reference to the follow ng draw ngs: a view of policy based storage
managenent architecture in accordance with certai n i npl enmentations of the
invention; FIG 2 illustrates a further view of a policy based storage
managenment argdideeativee inplagenkdance pwitidecerchal aesmpbreientatsnsing 6f the

' ”Ve”t'ﬁ%h1c§'£%se§ hddaHehd At eSaws i | dorf Abbesr b eautQf waerpekbagebased
storage nmhagenent architecture in accordance with certain i rrpl enent ati ons

of the "T¥/éhtTon; FIG 4 illustrates a network conputing environment in
whi ch aspects of the invention are |rrpl enent ed |n accordance with certain
i npl enentations of the i Beéat Dok : Drawgiings a policy based storage

manager framework in accordance W t h certal n i npl enmentations of the
invention; FlGs Jdllustrates |ogic. s, atage resource
fora data f‘f*lpereﬁ%?rne% Iﬁbo 58P otfblé(jl}}searesteglc lntvgflrg%a Sé;?rd?rnamswor in

accor dafessTihpd, hbzéﬂraﬁ’ai’ﬁ qxﬁﬁﬂ’%ﬁ’r@ﬁ%&t PBA SISk IEEtJF@rFIFRFeﬁ?l%’r‘? f‘ﬁjllé“’lpfg

il lustratdangscont ai ner data structure in accordance with certain

i npl enentations of the i nventi‘on and FIG 8 illustrates a conputing

architecture a 1z l.e t he
i nventi on. V\f)&lf;S/tL é%é‘ﬁ @3% 63%&65901%% I{?a[ng &&gﬁg%fﬁgo?{ t he
Pr ef er r @FEABRRE HEH ST BT c‘ypll_%‘@’éhatl%ﬁﬂ%@énjél?ﬁ 1??%&?&6(& k Descri bed
i npl enentati ons concern a conprehensi ve nanagenent platformfor an
envi r onnent Ff@t i NohUEBS 3 ¥atirehd of cWicSSh Ad16EY tiaead stapadd cati ons,
| ar ge nunbers r.yer unni fer rat i Sk ar@age
syst errsm%latgﬁm%nocf f E%l\r% %%paﬁﬁql%lgfg%arncg @Qﬁaﬁ%%ﬁg%mﬁgﬁeﬁ%%%ﬁeﬁss t hat
i nt er coltiE®ti¥ervers with storage systens. Storage nmnagenent deals with
many | evels or layers of the system i.e. disk
FIG. 3 illustrates a gtill further view of a policy based storage

management architecture in accordance with certain implementations of the

invention;

FIG. 4 illustrates a network computiné environment in which aspects
of the invention are implemented in accordance with certain

implementations of the invention;

FIG. 5 illustrates a policy based storage manager framework in

accordance with certain implementations of the invention;

FIGs. 6a and 6b illustrates logic to select a storage resource for-a
data file using the policy based storage manager framework in accordance

with certain implementations of the invention;

FIG. 7 illustrates a container data structure in accordance with

certain implementations of the invention; and

FIG. 8 illustrates a computing architecture that may be utilized

with certain implementations of the invention.



(storage) level,,data level, and application |evel. Storage nanagenent is
also nulti-faceted: e.g. performance, recoverability, capacity planning,
security,wend/1d21st al | ati on aspects and handl es transi ent R€TIGHB/0282

persi stent aspects: e.g. |I/O requests (tranS| ent) and data (persistent).
The descri bed inpl enentations may pr efent and utilize the foll ow ng
concepts: nmulti-level, inter-related policies, based on the |ayers of the
storage environnent, and mechani sms to establish these relationshi ps; a
cont ai ner concept pbhati cal bows i gdefdnnbhahanpairbi s Eyb@Binenfs St or age,
managenment, and/or service classes as per the needs of a nanagenent
solution and/or i.nstallation; a tighter integration between resource
manager®ahey G@F‘F‘?:Q’aﬁﬁ?ﬁ%&&: Fré‘f“F‘ﬁ%’hg for a dynani c behavior; a connector
concept-to provide a standard characterization of managed el enents and to
provide a S%@eﬂa‘edrr&&memenéart@eﬁ henséandaddhpe Basmet€ managémentt 0 t he
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be execubediltThaceoadi t¢.on mﬁom@ﬁllcectreao‘ﬁrﬁéitli:ﬁé’se@PR?&IlEPé p@ém&ngm dni ght,
Thur sdayscurfdy, Sindaysef118t N8Wagpaddsesnd handl dsnt edmdbniorasexdler aal situation

(e-9. errar code.fal §gd/ eécel%i O0:IBEO R od OnBHCEESS W Iijeisebtinal es), or
an attribate val ue ervi ce

sl ze gjc_) ication, nane). The
acti on(?&e é%%&?%ﬁ éﬂp%ﬁlﬁeﬁtfﬁé’nﬁd&‘l’r PEFRER o1 b RE b nbre “condi tT ons. nmay
i nvol vecdrheptax enuittiiohewfl , spetsicf Felased cediieess oPaE’rEtﬁineltllti?ﬁslalfeﬁé Hai*efng of
ot her cangdhid QRSirARBAIOr ahlienssthfisng ©f cotdieiisattirdsbutdstionsparsi eul ar

values. _ln_t C a ctd nt hys cestabbi sdr kedggers for other
acti ons. n\?\i)“% i%%%%% % 2fyRcilanugY { }a

CT/ GB03/ 02062 | ust Soncept ual
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data | eerOVlde raelseama%%:l.ct: Omappgngc%rorg standard characterization to the

actual. The described implementations allow the integration of business
objectives, specifying resource usage, availability, recoverability
priorities; system model, specifying what changes should be noticed and
how; metrics gpecifying what and how to measure the system, and when to
raise “alarms”; and service contract, specifying the monitorable
interactions with other components (e.g. application) of the information

infrastructure.

A policy is a “condition-action tuple.” The condition part specifies
an event or state that acts as trigger(s) for the action part to be
executed. The condition can reflect a timer-based value (e.g. midnight,
Thursday, “first day of a new quarter”), an internal or external situation
(e.g. error code raised/exception thrown, job successfully terminates), or
an attribute value (e.g. service level, size, application name). The
action(s) associated with the occurrence of one or more conditions may
involve the execution of specific procedures or functions, the raising of
other conditions, and/or the setting of other attributes to particular

values. In this last case, an action may thus establish triggers for other

actions.



of a storage system such as providing data access nethods, and the
application level 6 relates to users of the storage system such as

m ddl ewarwp oap@d7szat i ons, and busi ness processes, and thelPCTrGRpadioe@RENL S
on data and storage supported at an aggregate | evel . Each policy, |evel 2,
4, and 6 allows policies to be defined for that Ilevel. Policies at any
given level are defined in terns of attributes 10a, 10b, 10c and
managenent functions 12a, 12b, 12c. Attributes 10a, 10b, 10c represent
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10c and management functions 12a, 12b, 1l2c¢ may use intrinsic attributes
and may reset dynmamic attributes. In certain implementations, each

higher-level policy can influence the next lower level policies through

execu

the attributes and management functions. Attributes at a higher level can
be used in the next lower level policies, and management functions at a

higher level may activate policies at the next lower level.

FIG. 1 further shows how business/enterprise policies 14, such as
Service Level Agreements (SLAs) and service level objectives (SLOs), as
well as government regulationé affect the levels 2, 4, 6 and are
translated either automatically or manually into policies at the three

levels described here.

Application policies 16 may be used to control the manner in which a
particular task accesses or consumes computational resources, Or to
prioritize that task relative to others. Application policies 16 concern
an application’s reguirements on the data that it generates or uses - and,
indirectly, the storage on which that data resides. For instance, an

application may have specific requirements for the speed and format of



transaction rate, and may potentially vary during application execution.
Hence, different applications nmay require different access rates when
accessi ngwohe/1szee file, or may require different types ofPCIr/GBo3®2032 read
vs. wite, sequential vs. random. Adcgi tionally, synchronizing the backup
of nodified files may vary across applications; this is particularly
significant if different applications have diverse synchroni zation

requi renents and have a file in comon. To inplenment the application
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management of the data’s life cycle, recoverability, and security. As
with application policies, data policies may be based on data attributes
10b. Data attributes 10b include life cycle attributes and recoverability
attributes. Life cycle attributes specify the length of time the data
needs to be kept and the number of versions of the data that must be
maintained. Life cycle policies prescribe what actions should (or must)
be taken when the time period has elapsed or the number of versions is
exceeded. Recoverability attributes indicate the number (and potentially
the geographic location) of backup copies of the data, and the cyclic
nature of the backups. Recoverability attributes are used to trigger a
backup action, delete older backup copies, or restore data from a backup
copy. Data attributes 10b also include security attributes that define
logical and physical security policies. Logical security is concerned
with access lists (i.e. ‘who’ can access the data) and authorization
levels (i.e. and do ‘what’ with it). Security attributes allow oxr deny
access based on the requester’s authorizations. Physical security relates
to the placement of data on physically secure devices (e.g. in a locked

room) .



7 Storage policies 20 govern the partitioning and use of storage space,
the topol ogy of storage within an enterprise, and the managenent of the
st orage cwopenetss t hensel ves. Storage attributes 10a nay POT@B0d©2062

requi renents on the storage device, or, the.storage systens (i.e. a nunber
of storage devices packaged as a systen). Storage policies 20 may concern
t he managenent of the individual storage devices are primarily
vendor - dependent. Exanpl es of these are the use of dynamic RAID
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business policies. Examples of business policies include: financial

transaction data must be kept for a certain period of time, emplovees must
be paid at a certain day and time each month, up-to-the-minute copies of

all financial records are to be stored in an off-site vault, etc.

The first business policy implies a data policy that any data file

containing financial transactions must have a minimum retention

characteristic of a number of vears from the last update. The second
business policy implies an application policy determining when the payroll
application must be run. The third business policy implies a data policy

for the remote copying of specific data.

Storage management may involve the following areas: performance,
which involves service delivery rates, hot spots, latency, resources
utilization, etc.; availability, which includes data protection as well as
fault tolerance aspects; security, which involves access control,
authentication, audit trails, physical security, etc.; space and capacity,

which involves the amount of storage space, I/0 bandwidth, size limits,



whi ch invol ves the anpbunt of storage space, I/O bandwidth, size limts, WO
03/ 102762 PCT/ GB03/ 02062 8 etc.; and installation and physical entities,
whi ch i ncWode/1bBeses, housing issues, etc. FIG 2 il ust paTasBoan2062

enbodi mrent of the policy based stor age;, managenent ar chitecture which

i ncludes three el enents, a storage policy manager 50, storage resource
manager 52, and a connector framework 54. As FIG 2 shows, the storage
policy manager 50 and storage resource -nanager 52 work with the
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nmeasur efent ., . events, apd feedback 56 flow through the connector franmework
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storage attributes and management functions. Several physical storage

elements may be used to support a storage container abstraction and hence

the logical attributes of the container represent the physical attributes

of the elements in an individualized as well as in an aggregate form. The

attributes may refer to such aspects as reliability, performance,

availability, and installability aspects of the elements. A specific

container definition consists of a subset of the logical attributes. All

elements subporting the container definition offer homogeneous attribute

values. In embodiments where containers are implemented as an object

oriented class, a container can be defined using a class definition in

object oriented programming. The number of distinct container classes

depends on the number of logical attributes at a given level.

The container maps a specific combination of logical attributes to a
set of specific data and storage elements that can be used to support
service implied by the attributes. An element may comprise any hardware
or software product or component that provides some form of data or
storage placement, access, Or management function depending on the

context. A container defines requirements for a number of data/storage



service inplied by the attributes. An elenent may conprise any hardware or
sof tware product or conponent that provides sone formof data or storage
pl acenentwoasuexss? or nanagenent function dependi ng on t h@CTWGBWBARA2 A
contai ner defines requirenents for a ngrrber of data/storage WO 03/102762
PCT/ GB03/ 02062 9 software and hardware el ements or parts/products that
actual ly house and nanage the application in a manner that neets the
service requirenments.” Also, the sane |evel of service defined by
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102a, 1 conprise a software methodol ogy for bringing together two
pi eces BfL<H¥ftware that were not desi gned or coded to interface with one
anot her. For instance, the connectors 102a, 102b, 102c may bridge the
storage pol i gniRAGYEFuINE chhalerproilasstragd hatdwppel beisestwaare speci fyi ng
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104a, 10401 eAO4C and thenaeatetorl@2g:r.102b, 102c is a nmeans of bridging
across two different software conponents, each with its own interfaces and
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policies for specifying data and storage QoS (Qualities of Service) from a
top-down business application perspective and the storage management

products and components.

FIG. 3 illustrates further details of the relationship of elements
100a, 100b, 100c, comnectors 102a, 102b, and 102c and containers 104a,
104b, 104c. A connector 102a, 102b, 102c¢ is a means of bridging across
two different software components, each with its own interfaces and
semantics. A connector may have a policy level and a management level. A
policy level represents software that accepts or supports the policy
interfaces. The policy level supports policy definition for data and
storage management specified from the top or business application
perspective. The policy level software provides a single interface and
may represent policy specification in the form of XML documents to the

management level connectors.

A management level represents the software that supports or invokes
the specific management functions interface of a specific software or
hardware product or component. The management level in conjunction with

the software and hardware defined for the container actually provides the



may represent policy specification in the formof XM docunents to the
managenent | evel connectors. A managenent |evel represents the software
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transformation logié¢ to translate policies specified in terms of business
objectives (e.g. SLAs and SLOs) to policies at the storage, data, and
application levels as shown in FIG, 1. The policy administration
component also provides analysis functions for validating syntactic and
semantic aspects of policies. The policy administration component may

further identify and resolve conflicts between different policy groups.

The SPM 50, 106 may further include a policy engine component that
implements the policy decision point and portions of the policy
enforcement point. Some policies decision points may be driven by events
including a timer-pop (e.g. midnight, Thursday, “first day of a new
quarter”), occurrence of an internal or external state change (e.g. erroxr
code raised/exception thrown, job successfully terminates), change in an
attribute value (e.g. service level, size, application name), request for
a new service start up, or even an arrival of a specific service request
in the data path. A repository of policies may speqify a response to an
event. Once a relevant policy is determined for an event, then the action
specified by the determined policy is implemented. The policy engine
drives the policy enforcement by invoking management functions provided by

the containers in response to events. The policy engine might alsc reset



gquarter"), occurrence of an internal or external state change (e.g. error
code raised/ exception thrown, job successfully term nates), change in an
attribut eveaBue76e. g. service level, size, application namey/GBoagewsst for
a new service start up, or even an arrlval of a specific service request
in the data path. A repository of pO|I&I es may specify a response to an
event. Once a relevant policy is determ ned for an event, then the action
specified by the determ ned policy is inplenented. The poI i cy engine
drives thezpalicyieifcor£rienis by réqveki ng FRNEgeNE riontaiet b crisopr ovi ded by
the contai.nets._jn. S. The policy engine mght also reset WO
03/ 1027%%%%@%%0%&%%%%%;%?%9%%6§g%n attribute values as a result. In this
way, containers also participate in policy enforcenent. The SPM 50, 106
may further Tinelsede 54, nettampnfior pat:d aniheiﬁosme@ﬁylnftorﬁmt@ﬂoirwsv‘a‘?ﬁ%m

pi eces ofad Bt ordratinnupesdeds fOr iifempel dnCieedddf F@SthEGicdltey Thi s incl udes
pol i ci es g egrcruc 2’[ ed II‘Q:LSSqgg}ddggeﬁ&%lcl%grr%res}hl@ecﬁ qg.0§$n§eoﬁxté@ﬁél atap.store

i nf or mat’ion 3 asset vo UEEf used by)
an appI'Fl’teatrleB?lslt‘T’ﬁé &Y o3 506 S F W0 I R HEHEYE? 8 Wsse ﬁo ‘4-el&nEnts 52

(FIG 23nd/amdldd8a] FoBmsg) ueerhplrementsrlivetpwl-i cy manager in providing
st or age management automation. The SRM 52, 108 provi des anal ysis and

resource " dapl ouent, LecanIERIALLONS Lo, URNAOLDGISEONA08, T RSQUTHES on a

|l ong term as Wl ?raac'e Short-term basi S. QC'[I ons_ expect ed of
SRM i n #Hi 408 affdhi WL REY -l Fe RN 56 mﬁ{}?ﬂﬁ Eﬂ‘ epreg} el F-H&%vai | abl e)
i N exi stamgensitopageasyst .efhelBeFR s 10&mtovhEesoprelyst & it 6PPYHES have to

be i NPAGITRDLEL B6cAmBENMEEHP AL thanaSRM 520rdd8rasdirvbs icesa Maygi tohude

resourcg p'? ning, £.Q0 cAoRORl S apgk "Ghanoe. ) i:6e0fd.gurald 88 sl LMaklions;
di fferehti: ser Vi ce sup ort probl.emidentificati, %r%l%na y5| S and

resol ut #oL LaHETE VM Ghjﬁeal‘?ﬁn]?‘? 3V?H§b§ﬁd(%ﬁh %ﬁ NVt ASUGE furt her
handl esstoiragges/sten tdiengtter agel $stasirer viinehiongagay &3V ttof ]P%m new
Subsystﬁiﬁegeﬂlm agldedewrooaforent €S WR 1, SOBBctSubSysteys ifaildeng. The SRM

o2 108 Imy. el SLING Bof & aqc%A@ncf?ingeswrc@g@@qagj@a@ Eo-JmReénGOMMi t t ed

service o %m fy any chan ?es to,the

servi ced bﬁeéé?%lafﬁ%tseﬁ‘éﬁfzeoéu?%’éaecP%?é’ rlg?fﬁjtflc 3P he™ 8y S &hanges as
port of retedktom; eswl cver iradagerienting Ant @&ppd9TPhpl enent ati ons, the SPM 50,
106 provides an automated way of classifying or prioritizing the wor k| oad
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cl ass-based servic
may result from new subsystems being added or as a result of some

subsystemsg failing. The SRM 52, 108 may determine a re-allocation of
storage to data to meet committed service objectives. The SRM 52, 108 may
identify any changes to the service objects that may be needed as a result

of the system changes as port of static resource management.

In certain implementations, the SPM 50, 106 provides an automated
way of classifying or prioritizing the workload based on business
objectives, whereas the SRM 52, 108 implements a class-based service,
giving preferential treatment to some classes even at the cost of the
other classes when resources are constrained. This requires existence of
service classes and the resource provider’s ability to service requests

for different classes.
Implementation of a Policy Based Management Framework

FIG. 4 illustrates a network computing environment in which aspects
of the invention are implemented. A plurality of application servers
202a...202n may transmit data to network storage resources 204a,

204b...204n over a network 206. Storage servers 208a...208n include



giving preferential treatnent to some classes even at the cost of the
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The policy based storage manager may i nplenment the schema shown in FIG 3,
The policy based storage manager 210a...210n receives requests to
create data files from the application servers 202a...202n and based on
the policy based framework described herein determines a group of storage
resources 204a, 204b...204n that may be selected to store the data files.
The policy based storage manager may implement the schema shown in FIG. 3,
where each of the components 100a, 100b, 100c, 102a, 102b, 102;, 104a,
104b, 104c, 106, and 108 may be implemented as one or more program
components that execute on one or more machines. For instance, the
program components of the policy based storage manager 210a...210n may be
entirely implemented on a storage server 208a...208n, or the program
components may be implemented in‘a distributed computing environment on
multiple types of computing devices running the same or different

operating systems and that communicate and interact over the network 206.

FIG. 5 illustrates an alternative policy based manager schema to the
schema shown in FIG. 3, that may be implemented in the policy based
storage manager 210a...210n (FIG. 4) to assign data files to storage
resources 204a, 204b...204n. The schema of FIG. 5 is defined as having

three levels, an application level 250, data level 270, and storage level



where each of the conponents 100a, 100b, 100c, 102a, 102b, 102c, 104a,

104b, 104c, 106, and 108 may be inplenented as one or nore program
conponentwotodav27execut e on one or nore machi nes. For i nst 0TaGBBI02062pr ogr am
conponents of the policy based st orage; nager 210a...210n may be entirely
i npl enented on a storage server 208a...208 or the program conponents may
be inplenmented in a distributed conputlng environnent on nultiple types of
conputing devices running the sane or different operating systens and that
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environment for storing, retrieving, and managi ng the data. An application
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the"dat a, SUE'Q aasatI nlgtlr%ut%%09§f cgr?clzea tk?eu%'gfgxgeq_’ Qes and characteristics

related to data usage and<retentlon requirements, including performance
and availability of the data, such as initial access delay, sustained
access rate, sequential or random access, availability criteria, life
cycle management and recoverability. ILife cycle attributes concern the
length of time data must be maintained, the number of versions that are
maintained, what actions should be taken when the time period has elapsed
or a maximum number of versions is exceeded, such as archival, deletion,
etc. Recoverability attributes indicate the number and location of backup
copies of the data, the backup scheduling, etc. Certain of the data level
attributes 272 may be either dynamic, that is they change over time, or
intrinsic, which do not change. For instance, the performance
requirements are a dynamic data attribute because they may change
depending on the time of day, application usage, etec., whereas the
expiration policies for a data file are intrinsic in that they do not
change once configured for the data file. The data policies may also
include security policies, including logical and physical security.
Logical security is concerned with access lists, i.e., who can access the
data, authorization levels, and what users can do with data. The security

policies for data may be defined with attributes in order to control who



access rate, sequential or random access, availability criteria, life
cycl e managenent and recoverability. Life cycle attributes concern the
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or a maxi mum nunber of versions is exi:Eeded such as archival, deletion,
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copies of the data, the backup scheduling, etc. Certain of the data |evel
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of day, application usage, etc., whereas the expiration policies for a
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The stora e attr
use of backup or “snapshot” programs, garbage collection, cache

management, etc. Also included are the management function which comprise
programs that manage movement of the data through a storage hierarchy,
maintain backup copies of the data, and recover the data in the event of

data loss or damage.

Each level also includes policies, such as application policies 256,
data policies 276, and storage policies 296. The polices 256, 276, and
296 map one or more of the attributes 252, 272, and 292, which as
discussed are predefined, and may be defined according to an industry
standard, to separate application containers 258a, 258b...258n, data
containers 278a, 278b...278n, and storage containers 298a, 298b...298n,
respectively. Thus, each of the application 258a, 258b...258n, data
278a, 278b:..278n, and storage 298a, 298b...298n containers define a set
of attributes 260a, 260b...260n, 280a, 280b...280n, 300a, 300b...300n,
respectively, that is a subset of the application 252, data 272, and
storage 292 attributes.

Policies 252, 272, and 292 for the management of storage, and data

residing on the storage, may be created to satisfy business objectives.



define such aspects as the nunber of storage devices, the RAID | evel, the
use of backup or "snapshot" prograns, garbage coll ection, cache
managenernwp 08t16276Al so i ncl uded are the managenent functi oCEIGRIB/0ZBRPT i Se
prograns that nanage novenent of the data through a storage hierarchy,
mai nt ai n backup copi es of the data, and recover the data in the event of
data | oss or damage. Each |evel also includes policies, such as application
policies 256, data policies 276, and storage policies 296. The, polices
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mai nt aiafethe tstpeadcoelpeprent of enpl oyees, and how often critical data,
such as financial transactions, nust be stored off-site. The first exanple
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282a, 282Db...282n, 302a, 302b...302n that is a subset of the management
functions 254, 274, and 294 available for the different levels. As each
container defines a set of attributes, the management functions defined
for that container define the functions that may be called to implement a
storage environment and cperations that will satisfy the
attributes/requirements defined for that container. For instance, if one
data container 258a, 258b...258n defines data attributes 260a, 260b...260n
that specify the archival of files after a certain period of time, then
the management functions 262a, 262b...262n defined for that container
would comprise the program calls to perform the archival of files as

specified by the attributes for that container.

The container construct maps a specific combination of logical
attributes to a set of specific data and storage element, where an element
is any hardware or software product or component.that provides some form
of data or storage placement, access or management function. A storage
resource 204a, 204b...204n comprises one or more such elements. For
instance, one container can define a specific availability level,
performance range, and security classification. Management functions

defined for the container may perform operations related to creation,



The policies 256, 276, and 296 al so define for each of the application
258a, 258b...258n, 278a, 278b... 278n, and storage 298a, 298b...298n

cont ai nerwoasder76nf managenment functions 262a, 262b... 262aT/GE8A262282b. .
282n, 302a, 302b...302n that is a SUbiﬁt of the managenent functions 254,
274, and 294 available for the different |levels. As each container defines
a set"of attributes, the managenent functions defined for that container
define the functions that may be called to inplenment a storage environnent
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storage resource 204a, 204b...204n comprises a combination of storage

hardware and software to implement a storage space capable of satisfying

the logical storage 300a, 300b...300n.attributes and management functions

302a, 302b...302n defined in the storage container 298a, 298b...298n.

In this way the policy managers 264, 284, and 304 at each level map
the attributes/requirements at a given level into a predetermined
container format readable by the next level. For instance, the data
policy manager 284 assoclates capabilities defined by the application
attributes 260a, 260b...260n specified for the application containers
258a, 258b...258n with data containers 278a, 278b...278n that provide
management functions 282a, .282b...282n capable of implementing the
requirements specified by the application attributes 260a, 260b...260n in
the associated application container 258a, 258b...258n and the data
attributes 280a, 280b...280n defined for the data container 278a,
278b...278n. TLikewise, the storage policy manager 304 associates
capabilities defined by the data attributes 280a, 280b...280n specified
for the data_containers 278a, 278b...278n with storage containers 298a,

298b...298n that provide management functions 302a, 302b...302n capable of



application container 258a, 258b...258n and any data characteristics with
one or nore data containers 278a, 278b... 278n. Likew se, the storage

syst em powpay/1aEeager 304 associ ates the data contai ner 2P8aGEZBN62. 278N,
selected at the previous |evel, and any data characteristics with one
storage contai ner 298a, 298b...298n. After the stor age contai ner 298a,
298b...298n is determned for a data file, the storage system policy
manager 304 then associ ates the sel ected storage contai ner 298a, 298b...
298n t QnENeRfiidenst GAdRmeaso Hpeesr 24y t2e4nta. 20npudre@0mach st orage
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containers witht containers or resources at the current |evel. The

storage policy manager 304 associ ates capabilities defined bg
The storage vendor of each storage resource 204a, 204b...204n would

specify storage attributes 306a, 306b...306n, respectively, that define
the capabilities of the storage resource 204a, 204b...204n they are
providing. The storage system policy manager 304 maps the storage
containers 298a, 298b...298n to storage resources 204a, 204b...204n whose
vendor defined storage attributes 306a, 306b...306n are capable of
gatisfying the logical storage attributes 300a, 300b...300n required by
the storage containers 298a, 298b...298n. 1In this way, the storage
vendors specify logical storage attributes 306a, 306b...306n applicable to
their storage resource 204a, 204b...204n, which may comprise storage
attributes defined according to industry wide standards, such as the
storage attributes 292. The storage system policy manager 304 would query
the storage attributes 306a, 306b...306n defined by the storage vendor to
select a storage resource 204a, 204b...204n that can satisfy the
attributes/requirements 300a, 300b...300n specified in the storage
containers 298a, 298b...298n. Alternatively, the vendor storage
attributes 306a, 306b...306n may be different than the storage attributes
300a, 300b...300n defined for the containers 298a, 298b...298n and, in

such implementations, the storage system policy manager 304 would map
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on different operating systems by providing an interface between the

application and operating system. Alternatively, the data level may be

defined by the application or some other non-middleware component.

The policy based storage manager 210a...210n (FIG. 4) may provide a
graphical user interface (GUI) tool to allow system administrators to
define the policies 256, 276, and 296 (FIG. 5) to associate the attributes
252, 272, and 292 and management functions 254, 274, and 294 with specific
application 258a, 258b...258n, data 278a, 278b...278n, and storage 298a,
298b...298n containers, respectively. This GUT tool would alzo allow the
system administrator to define the application policies 256 to associlate
application containers and certain data characteristics (that may map to
data attributes) with storage containers; to define the data policies 284
to associate data containers and certain data characteristics (that may
map to storage attributes) with storage containers; and the storage
policies 304 to associate storage containers 298a, 298b...298n and certain
data characteristics with storage resources 204a, 204b...204n based on the
attributes the storage vendors provide for the storage resources.

Alternatively, the storage system policy manager 304 may comprise a



Further, application vendors may devel op and distribute application
policies 256 and application policy nmanagers 264 for their applications' to
map appl iwatmam7artri butes to specific application contai RersGRoOBAR6R2hen

may be used at another |evel to provi further mapping. M ddl eware
vendors that devel op m ddl eware on which the applications run nmay devel op
and distribute data policies 276 and data policy nanagers 284 to map
application attributes and containers as well as other data
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uniform object oriented modeling formalism that allows for an

object-oriented schema across multiple organizations.

Moreover, the components at the different levels 250, 270, and 290
may run on different machines. For instance, the storage level 290
components may run on storage servers 208a...208n and the application 250
and data 270 levels may run on the application server 202a...202n.
Alternatively, the components for one or more levels 250, 270, and 290 may

run on a single machine, such as a storage server.

FIGs. 6a and 6b illustrate operations performed by the policy
managers 264, 284, and 304 in accordance with implementations of the
invention to assign a storage resource 204a, 204b..204n to a data file.
Control begins at block 400 upon the application policy manager 264
receiving a request to create or access a data file from an application
server 202a...202n system. The application policy manager 264 performs
steps 400 through 408. If (at block 402) the data file does not have
associated metadata indicating application 258a, 258b...258n, data 278a,



of satisfying the storage attributes 300a, 300b... 300n defined for the

st orage contai ner 298a, 298b...298n. The storage system policy manager 296
may nmap eaoh3gvrage contai ner 298a, 298b... 298n to one @CTRABG/026BLR0r age
resources 204a, 204b...204n if the storage vendor defined attributes for
mul ti pl e storage resour ces 204a, 204b%%.204n are capable of satisfying the
storage attri butes 300a, 300b.. 300n for the storage containers 298a,
298b...298n and any further consi dered data characteristics. An
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258b...258n).

After selecting a data container 278a, 278b...278n, control proceeds
to block 414 in FIG. 6b, where the storage system policy manager 304 uses
the storage policies 296 to determine (at block 414) the storage
attributes corresponding to the determined data characteristics. The
storage system policy manager 304 performs the steps 414 through 424 in
FIG. 6b. The storage system policy manager 304 selects (at block 416) a
storage container 298a, 298b...298n that the storage policies 296 define
as associated with the selected data container 278a, 278b...278n and any
additional determined storage attributes (additional storage attributes
may or may not be considered in selecting one storage container 298a,
298b. ..298n that satisfies the requirements of the data attributes 280a,
280b. ..280n defined for the selected data container 278a, 278b...278n as
well as any possible additional storage attributes determined from the

data characteristics).

The storage system policy manager 304 stores (at block 418)

information on the selected application, data and storage containers with



20 278b...278n, and storage 298a, 298b...298n containers for the data file,
then the application policy manager 264 determ nes (at bl ock 404) the data
char act erwetoaez76such as fil e nane, ti me file generated, POWrGEH3/02062
application, user, data nmanagenent qjgl rements, business policies, etc.,
that may map to appI i cation 252, data 72, and storage 292 attributes From
the application policies 256 (FI G 5), the application policy nmanager 264
determ nes (at bl ock 406) the application attributes that correspond to
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data file as well as selection of one storage resource 204a, 204b...204n
to store the data file.  The management functions may comprise any
application program related to the management of data in a storage system.
Moreover, vendors may provide different configurations of their storage
resources, or a same product, to associlate with different storage
containers to allow their storage resources to be used to satisfy

different application, data and storage policies associated with the data.

The above described policy based storage management framework may be
used to associate data having certain determined data characteristics with
certain levels of attributes that define requirements for that data. Each
higher level of attributes may be used to determine the container selected
at a lower level. The lowest level container, which in certain
implementations comprises the storage level container, is then used to
select a storage resource 204a, 204b...204n that will be used to satisfy
attributes and requirements defined for the data file based on the data

characteristics.



The storage system policy manager 304 stores (at block 418) information on
the selected application, data and storage containers with WO 03/102762
PCT/ GB03/WDP@8202784 net adata for the data file. From bl ock PeI&RIB/O2MSR yes
branch of block 402 (if the netadata,,s already defined for the data
file), control proceeds to block 420 where the storage system policy
manager 304 determines (at block 420) fromthe storage system policy
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at a | owest evel cont r C
data or storage level In a further e o ?mént a&:trlbuge feleg.g‘ and or

management function fields can be combined into service level fields.
Additional Implementation Details

The policy based storage manager described herein may be implemented
as a method, apparatus or article of manufacture using standard
programming and/or engineering techniques to produce software, firmware,
hardware, or any combination thereof. The term “article of manufacture”
as used herein refers to code or logic implemented in hardware logic
(e.g., an integrated circuit chip, Programmable Gate Array (PGA),
Application Specific Integrated Circuit (ASIC), etc.) or a computer
readable medium, such as magnetic storage medium (e.g., hard disk drives,
floppy disks,, tape, etc.), optical storage (CD-ROMs, optical disks,
etc.), volatile and non-volatile memory devices (e.g., EEPROMs, ROMs,
PROMs, RAMs, DRAMs, SRAMs, firmware,. programmable logic, etc.). Code in
the computer readable medium is accessed and executed by a processor. The
code in which preferred embodiments are implemented may further be

accessible through a transmission media or from a file server over a



i npl enentations conprises the storage |evel container, is then used to

sel ect a storage resource 204a, 204b... 204n that will be used to satisfy

attri but ewoamdoz7ejui renment s defined for the data fil e basedTamBBloeosdat a

characteristics. WO 03/102762 PCT/ GB03/;02062 22 In further

i npl ement ations, the application | evel may define service |evel agreenent

attributes that are used to select the appropriate data and storage

contai ners through the application 264 and data 284 connectors capabl e of
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conmpone d 3 S lity of
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as nana@%’?%ﬁ‘?tt%éﬁ?ﬁ?g PRAHR 'FIovat POt E i Bitds 614a. . . 614n, 624a...624n and
634a...634n. In another enbodi nent the commobn cont al ner data structure may
conprise a s@hsets @ilus&bgt&om&emtv&@ntﬁidzaggesew,atazop@réd &30 wherein the

artrl buks. Yanues .ane aelriedens! o LaMALL 0D Aol kls cpie [ eanstor ed by

one or |Tcation, data and storage-leyvels to |%emnt
r equi reﬁ%“rﬁ@abh‘éee&mwmefl??é:ltfﬁﬁt &PRES mééin]?eerfltew%fh it tﬁﬁdt}tr(?eo?h dify the

cont ent lefelgnes ar. , mrss acfatehkevednimal weprddeel eiselh aareldaddi tadopdl ileyeloper at i ng
at that gbev@kreddtStichscanreabadibaesd. a control field nay be used to

provi de additional information regarding the applicability of the fields
at the application, data or storage level. In a further enbodi nent

attribute fi & dSCind 0P  TraRagefent> FEACHIIGNIF % FHCERTE BE%conbi ned i nt o
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t her eof FReTHEE esr%uc‘éﬁﬁscﬁ’@vbﬁl%ﬁﬁ?%‘ﬁﬁt%" ona%heu?é’iflﬁ’é?? ﬁXr Eer %P% 0 code
or | ogi eonisigeeseiereld.neharn derrldchoiging dgte., gstoramei wfegrated circuit chip,
Progranmabl e Gate Array (PGA), Application Specific Integrated Grcuit

(/ﬁSlC), etc. }hé) l%ué%ygggéeioglc of FIGs. 6a and 6b indicates certain events
occurring in a certain order. In alternative implementations, certain
operations may be performed in a different order, modified or removed.
Moreover, steps may be added to the above described logic and still
conform to the described implementations. Further, operations described
herein may occur sequentially or certain operations may be processed in
parallel. Yet further, operations may be performed by a single processing

unit or by distributed processing units.

FIG. 8 illustrates one implementation of the architecture of the
computer system 202. The system 202 may implement a computer architecture
700 having a processor 702 (e.g., a microprocessor), a memory 704 (e.g., a
volatile memory device), and storage 706 (e.g., a noun-volatile storage,
such as magnetic disk drives, optical disk drives, a tape drive, etc.).
The storage 706 may comprise an internal storage device or an attached or
network accessible storage. Programs in the storage 706 are loaded into
the memory 704 and executed by the processor 502 in a manner known in the
art. The architecture further includes a network card 508 to enable
communication with a network. An input device 510 is used to provide

user input to the processor 502, and may include a keyboard, mouse,



readabl e nmedi um such as nmagnetic storage nedium (e.g., hard disk drives,
fl oppy disks,, tape, etc.), optical storage (CD-ROVs, optical disks,
etc.), vowetwshe7rand non-vol atil e nmenory devices (e.g., EEPROMSB3RBLIGE,
PROVS, RAMS, DRAMs, SRAMs, firmware, érogrammble |l ogic, etc.). Code in
the conputer readable nediumis acce ed and execut ed by a processor. The
code in which preferred enbodi nents are inplenented nay further be
accessi ble through a transm ssion nedia or froma file server over a WD
03/ 1025@%&@6@9@@%@1@2& 23ud1elepE fcivkNaispthy cases,, bhewar bilsre of
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cour septhdwsempatent | ethchmst hedimpfavitdni Feroghitert HEPr Ay Shodi fi cati ons
may be nade to this configuration without departing fromthe scope of the

present inv ntion, and.that the art of p@g\%ﬁg& WES-JTRY eQpri se any
i nf or mat i on "BEarI R HE TR KRown ?%1 t!hhesr - i

art. ‘lsGEL ILustr ates three
| evel s ioventligssies BEeRPEPIFEESS AntRe CBMUCHets T hat " i nbe associ ated with
a receiqved-idaten fikfe.id not dhterdedt tv de ﬂ@a@ﬁﬂﬁ%wdﬁ’sluﬁﬁel’iﬁe may be fewer
than tgﬁvéﬂl‘éﬁ ShOWB pdeevsd Sor® dgscldsléat aelatuodt evelciamd asior age | evel ,

and additjonal Iev or differe of.attd i byt 6% ih#enBbés. 1, 2,
3, 5 JAG-IERE a&m?“’ss%a a s% rgglctgé et%aﬁ%&%%r ﬁbac ggr%r . lwg:rLe descri bed for
'tern

i mpl emshet ﬁ@epwqp@yoﬁaté‘édl%ﬁ%tfé‘dbesjtlﬁ?ﬁ atTVve i npl enent ati ons,

al t er nabbyeipdadm, Shtucttbhee byatheangemﬁspmdﬂéeIQE%d TRAFPRYSI t i onal

i nf or maLLof: By ke Q§%g§¢naruattah§r&aﬁa & bt dteedesproviidnngt itheor mat i on

on the att utes at eac dered hg;égl@c €. inceapily cati on,
%agcgure ot ° Iﬁ ust rat 6559]?}3% n 76

data, SfBY Sincel foo
cert ai erbodmests (ﬁich]P‘? |1ﬁ§eritﬁ°%°€€r iR 8r"81e§“°utr eﬁ? r ano\%etﬂ@%Eﬁte

i mpl eneRtatdoprSof CBet Hiventioperdid onventayn esperT dPne¥ FHAESdi fferent order,
modi fi ed, 9indrempvedenadir eover, steps nmay be added to the above described

l ogic and still conformto the described i npl ement ati ons. Furt her,
operations described herein may occur sequentially or certain operations
may be processed in parallel. Yet further, operations nmay be perforned by
a single processing .unit or by distributed processing units. FIG 8
illustrates one inplenentation of the architecture of the conputer system
202. The system 202 may i nplenment a conputer architecture



700 having a processor 7b2 (e.g., a mcroprocessor), a nenory 704 (e.g., a
vol atil e nmenory device), and storage 706 (e.g., a non-vol atile storage,
such as magretivzezli sk drives, optical disk drives, a tapePpPdmioBd3/oaice. ).
The storage 706 may conprise an internal storage device or an attached or
net work accessi bl e storage. Programs PR the storage 706 are |oaded into
the nmenory 704 and executed by the processor 502 in a manner known in the
art. The architecture further includes a network card 508 to enabl e
communi cation wth a network. An inpyh-gevice 510 is used to provide user
input to the processor 502, and may i nclude a keyboard, nouse, WD 03/102762
PCT/ GB03/ 02062 24 pen-stylus, m crophone, touch sensitive display screen,
or any ot hera methéds &bt areneratimgudatreevitsnek AoWisEnin K6°50. 9Af out put
devi ce &kdrisingéapabl e of rendering information transmtted fromthe
processor 502, or other conponent, such as a display nonitor, printer,

storage, etc. The foregoing description of the preferred e | ments of the
i nventi on hai¥Hesf 6r%€"€ﬁ%gﬂ’ f’%réac\%esﬁfﬂ%léeess ot (FTustT a %g%%g%énrg
descri ptédann, Whefsimetch deendegueirgelndifaiet pvRlWRrtY PEMT=LHESSi nventi on

t 0 the fest Seakordmedigekoseds Muryrapdirkscatceons saocke deari abflons are
possible in light of the above teaching.. It is intended that the scope of

the invention be-limted not this detail descripti at her by
the cl ai ms aﬁfﬁéﬁﬂ%pﬂjelrcé?amrgée ABBTE s r%%ﬁ%](‘jbil%a elsd(%lrjlmf1 ptteh?g%pslsggi%%d dat a
provi delsgacompreterigosey ptdadn BfrucharesRASIRCE (it EORMRFPGEESSE theata

COoNpPoSidnaeacirithird BavEnhertrShnce fahyedenrbobé niens sswhict@si miemreion can

be ma‘deea\él!l'lt Mgeg%%gtéﬂ}gcéﬁmg %a%géec{ i pAREasGRpe: hehfe tbnvention, the

invention resides in the clains__hereinafter pgnde 3L102762
PCT/ GBESF6206ES 225 CPA ﬁésofceAt?re%ﬁB%l SPClga(g%gr(gathghgang\a{&&sﬁ uctures for

use i n dsiforehadatgruceBrpts sidagtet EPiRHONG A PP UTERIFFES *6FOHEEa" St uct ur es
in a cargauiesmeheadmb| e-orfiedit davrer ei n each data structure indicates a
plurality of attributes and at |east one function of a storage resource to

store data; nd (ejq"foidnioi?%lggl ilci wseriennttql% ggﬂ}%gggrco %Pl%bggpl%gtwﬂ that
associ a2t'e, _aeamc%arac Srrsti cs to éiata_s ruct ures based on g
cor r es FoRdeiRte CORCHALRY BhAPRIAERriBt FRE AR A HTt FTHTEEs WEFTHed in the

dat a sthutChéld eSmpyizengi n

defining an application policy manager in a computer readable medium
that processes the data structures to determine the data structure having

attributes corresponding to determined data characteristics.

3. The method of claim 2, wherein the application policies further
comprise enterprise specific attributes for data associated with an

application level element.

4. The method of claim 1, wherein the policies comprises data policies
concerning criteria for management of the data life cycle, recoverability,

and security, and further comprising:

generating a data policy manager that processes the data structures
to determine the data structure having attributes corresponding to

determined characteristics of the data.

5. The method of claim 4, wherein the data policies are adapted to

operate as middleware.



each defined data structure is adapted to provide requirenents to determ ne
a storage resource to store associ ated data, and wherein the defined data
st ruct ur ewon3aaxpt ed to provide the storage resource w t hpPCcraapomozeent s f or
storing the data. 2. The nethod of cl aéﬁm 1, wherein the policies conprise
application policies concerning an application requirenments with respect
to data, further conprising: defining an application policy nmanager in a
conput er readable nmedium that processes the data structures to determ ne

t he dat &.str uakuithbawnglaiai iy ivns-esn caermapondi rgmba sdederrapaed dat a

charact eph $14LScomderd iy REIRRMA a0haldR: 25, WREELIR L e 2pRl ispatd @B pol i ci es
further | conpri s&é{ggt erprise .sgem fic attributes for data associated with

an applFtat i°6H Fr SP8REt ™94, The method of claim 1, wherein the
policies conprises data policies concerning criteria for managenent of the
data |ife cycglferatet®\ekatitdget yolicgnthraeet rdhty ,pr@ndsdayr therdaconpri si ng:

gener at i;ng, & dal & PRLd i FBRAYEE, hNat - REQLLS§EM] DB AL RS UELdHREind O
det erm ne (i%m data structure havlﬁﬁgtattrl but es corresponding to determ ned
e

char act &Pi tie&““be% FhE agata S t5s WefRGH of claim4, wherein the data
policies are adapted to operate as m ddl eware. WO 03/102762 PCT/ GB03/ 02062
26 6. The netrhedhedhod|cd Aldim heiheraidt Beopall cirgl®re WPride ssborgege

pol i ci eg,EANGEr NiflY, SBRAYENERLL AR CoRli Qi akionRf-r8t & adsosiRace for

data, and furthejtr. a storage policy manager that

conpr.ising. _generatin
pr ocess85°T19E H%lﬁle%twr;ﬁgt%r%ég s?tc?rﬁ%? éfRine the data structure having
attributes corresponding to determ ned characteristics of the data. 7. The
met hod ef cl aheerhwherfetrnist 6r ageryendde Stprayd gel siyomageerpddtiechniasss
st or age 1ROl dieYadBRags:Se AMciieadala Shi WeklA@ b @3806iAl8urstagage
pol i ci'es, i th thelt sforade resourees, 8. ,Ihesethod of claim o6, wherein
t he storgge pofi Cy nmnager determ nes f%egstorage resource associated with
the determ ned data structure and transmts the data to the determ ned

st or age 9t esouar cenpuber Aeadaipet Bedineatialibéinve detansicned tudiemgisadt orst r uct ur es
used fOLioStar &G, ddlde: MNBLEEL At BErdalifeSlbMetidkes conprise: a plurality
of data structures, wherein each data structure
a plurality of data structures, wherein each data structure

indicates a plurality of attributes and at least one function of a storage

resource to store data, wherein each definea data structure is adapted to

provide requirements to determine a storage resource to store associated

data, and wherein the defined data structure is adapted to provide the

storage resource with requirements for storing the data; and

policies to associate data characteristics to data structures based
on a correspondence of data characteristics and the attributes defined in

the data structures.
10. A method for storing data, comprising:
determining characteristics of the data;

processing a plurality of data structures, wherein each data
structure indicates a plurality of attributes and at least one function,
to determine one data structure having attributes corresponding to the
determined characteristics of the data, wherein a storage resource is
associated with the determined data structure, and wherein the storage
resource associated with the determined data structure implements the

attributes and functions indicated in the data structure.



indicates a plurality of attributes and at | east one function of a storage
resource to store data, wherein each defined data structure is adapted to
provi de regusnements to deternmine a storage resource to strorTGrssHow2at ed
data, and wherein the defined data strycture is adapted to provide the
storage resource with requirenments for“storing the data; and policies to
associ ate data characteristics to data structures based on a
correspondence of data characteristics and the attributes defined in the
dat a struct urms. ndihod et hnd 100rwist-eid Rg &atlacaCERPHoSicRgnapsdetier m ni ng

char act &l $ih48s Ond e MBLA; ol BERISENGaRa PLHEAL | dia Of e AL A S IRLWELS,
wherein t%%cg qa}:gtiogt ruct uréaonlcgdl cates ggl ural i t%l,iOf attri btgt es arcld at
| east one f tction " Y6 "Gt SFiihe” SRe™at & SPPutTI-E=IRAVFE g Bt 17756t es

cor r espdrRdidig t 8¢ Heer ¢t er ravRédchiar atlery sehegenbre¢resgattde dHérein a
st or age dtesouuree oS deagsnae atheddavds brilreude ttarihd edt tidfud S tdoteddtondiand

wher ei N Lhen SHREAGE neF 8SQHEGS 1a88chatied wWdth the determ ned data structure
i npl enents the attributes and functions indicated in the data structure.

WO 03/102762 PCT/ GB03/02062 27 11. The nethod of claim 10, wherein an

appl i catifon poPitSFRRAPY cheln &Pt rbisteies 2afthaapol isasrerm e \atETiedata to

t he dat anstatuckamtesnpe wherelidan tbheheappla eatic@nrpo! wbyr«i@neks @stamolicy

appl i catdoQBerdm8ai eIBNS Wi GERSREEE tnkOoaHat &; rangchereldyeath; app! | cation
pol i cy %‘Egas%%glrpg‘yocegg ew% }C’Qien aaégca Séf'%Ctnlilg %.Sét 9 r%eg esrersrl Ql?e tdQea dat a

struct uré havi ng ‘At t1t bUtes corfespdnding 1o 1 He cdeterm he “Char act eri stics
of the F&FATUISS TPheciRITRHBR HF Gta AYTPOIUThErEinT SLHERATHDIPETFAPS tche
attri buttestheafereainiheagbracerf anicisi oh the ddwe.data structures, wherein the
data policy concerns criteria for managenent of the data life cycle,

recoverabi | iy, . and; seeurity, and whereln 2 data pol iy mmpager processes
the data  structures to (C:leaferm’ne f‘ﬁe data “stTUcture having attributes
cor r espGREFHE B0 PEPE-EEL B FPAKRAFICEeF F¥PPRSF 6P e data. 13. The net hod

of claim 10, wherein the at |east one function is executed by prograns in

é he det en I(an nede Sﬁeﬁﬁ&g%fr E50ul C6, wiéreiﬁhenm%h@ﬁni%dCdaﬁhniﬂa(}a_cz@}&_eeij@, g he
eterm t cteristi oncetn praoperti of _t incl udi ng
he. dat &oand R At o oF 2 e TRERERE, REPRLY B0 Bl Skt Ga s 15, "The
met hod. 6F @PRI 26" WTERETHY prOES8ing the plurality of data structures
further conprises: ,

15. The method.of claim 10, wherein processing the plurality of data

structures further comprises:

processing a first set of data structures to determine one data
structure in the first set having attributes corresponding to the

determined characteristics; and

determining one data structure from a second set of data structures
corregponding to the determined data structure from the first set, wherein
the determined storage resource is associated with the determined data

structure from the second set.

16. The method of claim 10, wherein determining one data structure from
the second set further comprises determining one data structure from the
second set that corresponds to the determined data structure from the

first set and at least one data characteristic.

17. The method of claim 10, wherein the attributes in the first set of
data structures comprise data attributes concerning properties related to
data usage and retention requirements, and wherein the functions indicated

in the data structures in the first set indicate data management



processing a first set of data structures to determ ne one data structure
inthe first set having attri butes corresponding to the determ ned

char act erwetosaez76and determ ni ng one data structure from &CTaaRmo2@et of
data structures corresponding to the determned data structure fromthe
first set, wherein the determ ned storage resource is associated with the
determ ned data structure fromthe second set. 16. The nethod of claim 10,
wherein determi ning one data structure from the second set further

conpr i sewedetiony m rngromendatie §éraueturibufeommtthetedebonte satat hat
correspaigdsci@ethe determ ned data structure fromthe first set and at

| east one data characteristic. 17. The nethod of claim 10, wherein the
attributes in the first set of data structures conprise data attributes
concer nitlg pridfeftired PfelcatEl It o YIgagir Géﬁﬁ‘tén%ttrrng‘é?ﬁsl O EG AT SRR S,
and wherceemdner fomet senofi deiacattedbutes tbmprdatiws sbeuttraems bndt he fir st
set indigatadat e, enagererd, O:034,102 762 RGELERO3 02082rard8ioperations to
i npl enent the data attributes indicated in the data structures. 18. The
met hod of claim 17, wherein the data attributes include at |east one
menber df-a JBE BANAStA SLETR Bit eBeERiphei drgr I PEre ot iR o5y set of

avai | abider# stghcthresdedrribe fsgoraoe! et abhagenentcandngy ecovartdbs [4elyted 9. The
met hod eb &dakie lbpa¥hernees, bhe witbeibuhesrinkidns secerdeseh ofe daaata
struct ury ise.sta ri e ed

Ctor age CABGOLT LTes: agong det; (YR ER, BERRRR AR Bhal byt b Shat

struct urBg *?“ﬁ"nl: h?%ét%rr?é’es%‘itrllﬁ‘bqeéai%dlé:f’lﬁ%dé‘ %&@Eﬁréﬁf’u‘i}tﬁé?ﬁtl ons to

i npl enent the storage attributes indicated in the data structures. 20. The
met hod ob. cl ahe dhother eisind he, sherage tas tdtbbafesttrichuee iatl1udecast one

menber gL, 4 SAL :fefmbéi fAg€ eact BE'J%‘AE&Ee %‘8 ﬂu\%w%omg}fg&ﬂge stGARACI LY,

bandw dt h ['1a [erraor, rat es, nunber of

pat hs tSa%?%ttggebarngg’g%em%%Wg‘ft@&F irdeétlfatﬁ?s’ TR Vroﬁlrat?ﬁe met hod
of cl ai PHESr pheradinig thetarage beoesce nrhrigécrdtset, ehd sgaeaitatruct ures
conprise storage attributes concerning properties related to storage

capabi | b1 es pnand herdl B Le. §elALANeE, S LALAGR LESAULLE ocB5ROCEALAd Wi Lh
t he det rmn%g data structure satisfies the storage attributes (ndicated

in the d8ter ﬁ%tdlrSEt%?“%’ﬁi&tgﬁ?%‘gﬁr%trﬁrﬁﬂ‘étefeS%r}fc?r &t pr‘i‘frt*r‘ﬁs “REEHEd of
cl ai m 230 silesres raphetld tare anplwheadin yhofdesepriagd stoEser reeiragher ei n
St or ageaysndatedttith bitec SedraiprdOvb e dthddireatitisfies the storage

attributes indicated in the determined data structure from the second set.

22. The method of claim 21, wherein there are a plurality of storage
resources, wherein storage vendor attributes are provided with each
storage resource, and wherein determining one storage resource associated

with the determined data structure further comprises:

’ determining the storage resource having storage vendor attributes
that satisfy the storage attributes indicated in the determined data
structure in the second set.

23. A system for storing data, comprising:
means for determining characteristics of the data;
a computer readable medium including a plurality of data

structures, wherein each data structure indicates a plurality of

attributes and at least one function; and



storage resource, and wherein determ ning one storage resource associ ated
with the determ ned data structure further conprises: determ ning the

st orage rweadreEehavi ng storage vendor attributes that sacTafBosbes2st orage
attributes indicated in the determ ned,fdata structure in the second set.
23. A systemfor storing data, conprising: neans for determ ning
characteristics of the data; a conputer readable nmediumincluding a
plurality of data structures, wherein each data structure indicates a
plurality of meaps rfohuRreseagicdioathd dast sérectfursetfodetemmdny\ONG3EAT2762

PCT/ GBO3tP2802e R¥inpaitsritfitepracessidigihfacdara dsstehthodes to determ ne
one dat gy, éa{crt‘éﬁél:]fl%s hai gﬂg ﬁttéf | BULES, %Qérsec%ﬁ}é?&éj'ﬂago&x%et&e delernLaed

characteristics_o erein one storage _resource i s associ ated
with t h& gt EFn‘?‘?%a’“b‘hetdad?tar ﬁEWBreaﬁ‘&dvWiﬁf&f-?% PReS A BFagErEsSur ce
associ apeseaiiat A tieh deteedat radnefatatststmettinre inpdlrenist she Retatutedut es
and f unehd G ctdhisCat@datsd ihecdatacststvedni-ea. 24. A conput er program
conpri sing program code neans adapted to perform all the steps of any of

cl ai ns to_22 when the ram.is run on a
%9 A computer progﬁ) gomprls?ng program code rrgans adapted to perform

all the steps of any of claims 10 to 22 when the program is run on a

computer.



