
;lmnopqe3eTdh6T&T.ina~~~~w~ *G00002* group operdtion. There has been known
the Chaum's scheme that allows a prvver to canvin.ce the verifier about the
equality ar inequality of SzQ' and m", which is disclosed in "Zeroknowledge
undeniable signatures", Advances in Cryptalogy, Proceedings of Euracrypt'
X990, LNCS473, Spr.inger-Verlag, pp. 458-464, 1991. This Chaum's scheme,
however, employs different proving systems to prove respective ones of the
equality and inequality. EspeciaJ.J.x, the system of proving the inequality
cannot be performed without the verifier and the~cefore ~.t ~s impossible
for the praver solely to prav~e the inequality. There has been proposed
another proving scheme that employs the same proving systems to prove both
the equality and inequality. See "Efficient convertible undeniable
signature schemes", Proceedings of 4th Annual Workshop Qn Selected Areas in
Cryptography, SAC'97, August 1997. ?although this scheme allows the prover
solely to prove both the equality and inee,~uality and the effic~.ency
thereof has been qualitatively analyzed, it has a disadvantage of leaking
important information. More specifically, the inforrnaticrn m" is lsrxown
by the verifier, leading to a contradiction such that, when indicating that
a message m is not s~.gned, the signature on m is involuntarily passed.
SUP~IARY OF THE ZN'VENTION   3 An object of the present invention is to
provide a zeroknowledge proving system and method allowing the same
protocol to be used to prove the equality or inequality of discrete
logarithms and allowing the prover solely to prove it without leaking
important information. X~ecording ~o the present invention, a system
includes a first mechanism for proving equality or ~.nec,~uality of two
discrete logarithms and a second mechanism for verifying said equality or
inequality. The first mechanism includes: a first public information memory
storing a designated operation scheme, two i~.put numbers (hereinafter,
denoted by a and (3), and two predetermined bases (hereinafter, denoted by
g and h); a private information memazy storing private information
(hereafter, denoted by x) which is a discrete logarithm of a to the base g;
a random number generator for generating a first random number (hereafter,
denoted by r); a converter fr converting the input number a, the input
number ~i and the base h to produce a~, (i' and Y' using the first random
number x and the private information x as follows: OG' - OGr i p' - (ir;
and Y, _ h~~ where~.n said a' . (~' and y' are sent to the second
mechanism; and a proving section far pravzng equality of a discrete
logarithm of a' to base a and a discrete logarithm of Vii' to base ~i and
equality of a discrete logarithm of a' to the base g and a discrete
logarithm of y' to the base h.   4 the second mechanism includes: a second
public information memory storing the designated operat~.on scheme) the two
input numbers a and (i, and the two predetermined bases g and h; a
verifying section corresponding to the proving section, for verifying
equalir,y of a discrete logarithm of the received a' to base oc and a
discrete logarithm of the received Vii' to base Vii, and equality of a
discrete logarithm of the received a' to the base g and a discrete
logarithm of the received y' to the base h; a checkir~g section far
checking the received Vii' and y' to determine equality ar inequality
thereof; and a decision section for deciding whether proof of the first
mechanism is acceptable, depending on results of the verifying section and
the checkir~g section. According to an aspect of the present invention, the
proving section may include: a first proven for proving the equal~.ty of
the discrete logarithm of a' to base a and the discrete logarithm of (i' to
base Vii; and a second proven for proving the equality of the discrete
logarithm of a' to the base g and the discrete logarithm of y' to the base
h, and the verifying section comprises: a first verifier corresponding to
the first proven, for verifying the equality of the discrete logarithm of
tk~e received a' to base a and the discrete logarithm of the received ~3'
to base ~3; and a second verifier corresponding t4 the second proven, fox
verifying the equal~.ty of the discrete logarithm of the received a' to the
base g and the discrete logarithm Q the received 'y' to the base h. zn an
embodiment, the checking section may include a   5 third verifier far
verifying the equa~.ity of the received (3' and y'. In another embodiment,
the checking section may include a third verifier far ver~.fying the
inequality of the received ~' and y'. In still another embodiment, the
checking section may include a com~aarator for comparing the received (i'
and Y' . According to another aspect of the present invention, the proving
section may include a single prover far proving the equality of the
discrete logarithm of a' to base a and the discrete logarithm of ~' to base
Vii, and the equality of the discrete logarithm of a' to the loose g and
the discrete logaritk~m of y' to the base h. The verifying section may
include a single verifier far verifying the equality of a discrete
logarithm of the received a' to base a and a discrete logarithm of the
received Vii' to base ~3, and the equality of a discrete logarithm of the
received a' t4 the base g and a discrete logarithm of the received y' to
the base h. zn an eml~adiment, the checking section may include a vex'ifier
for verifying the equality of the received Vii' and y' . zn another
embodiment, the checking section may ~.nclude a verifier far verifying the
inequality of the received p' arid y'. In still another embodiment, the
checking section may include a comparator for comparing the received (i'
and y'. BRIEF DESCRIPTION OF THE DRi4WINGS   6 



Fig. 1 is a schematic diagram showing a first basic scheme of a
zero-knowledge proving system according to the present invention; Fig. ~ is
a schematic diagram showing a second basic scheme of a zero-knowledge
proving system according to the present invention; Fig. 3 is a schematic
diagram showing a third basic scheme of a zero-knowledge proving system
acaarding to the present invention; Fig, 4 is a schematic diagram showing a
fourth basic scheme of a zero-knowiedge proving system according to the
present invention; Fig. 5 is a schematic diagram showing a fifth basic
scheme of a zexo-l~nowledge proving system according to the pxesent
invention; Fig. 6 is a schematic diagram showing a sixth basic scheme of a
zexo-knowledge proving system according to the present invention; Fig. 7 is
a block diagram showing a zero-knowledge proving system according to a
first embodiment of the present invention;   Fig. 8 is a block diagram
showing first proven and first verifier in a zero-knowledge prQVing system
according to a second embodiment of the present invention; Fig. 9 is a
block diagram showing first proven and first verifier in a zero-knowledge
proving system according to a third embodiment of the present invention;
Fig. 10 is a block diagram showing first proven and first verifier in a
zero-knowledge proving system according to a fourth embodiment o the
present invention; Fig. 1~ is a block diagram showing second proven and
second verifier ~n a zero-knowledge Braving system according to 



a fifth embodiment of the present invention; Fig. 12 is a block diagram
showing second proven and second verifier in a zero-knowledge proving
system according to a sixth embodiment Qf the present invention; Fig. 13 is
a block diagram showing second proven and second verifier in a
zero-knowledge proving system according to a seventh embodiment of the
present invention; Fig. 14 is a block diagram showing a zero-knowledge
proving system according to an eighth embodiment of the present   8
i.nventian; Fig. 15 is a black diagram showing a prover and a first
verifier in a zero-knowledge proving system according to a ninth embodiment
of the present invention; Fig. 16 is a block diagram showing a prayer and a
fir$t verifier in a aero-knowledge prtw~.ng system according tc~ a tenth
embodiment of the present invent~an; Fig. 17 is a block diagram showing a
prayer and a fixst verifier in, a zero-knowledge proving system according
to an eleventh embodiment of the present invention; Fig. 18 is a block
diagram showing a zero-knaw~,edge proving system according to a twelfth
embodiment of the present inventican; and Fig. 1~ is a block diagram
shaw~.ng a zero-knowledge proving system according to a thirteenth
embodiment of the present invention. DESCRIPTION aF THE PREF~,'~RED
EMBODIMENTS In the preferred embodiments described below, p and q are
primes, where q~(p-1), and g, h, a and ~i are all elements of a   9 



group of order q on modulo p. stem outlines 1. First basic scheme Referring
to Fig. 1, the systsm has a prQVing mechanism 100 and a verifying mechanism
150. The proving mechanism 100 includes a random number generator ~.al, a
public infox~maticrn memory 102, a private information memoir 103, and a
variable converter 104. The random number generator 141 generates a random
number r a ~ The public information memory 102 stores p, q. g, h, a and ~3,
where p and q indicates the group Qperatiori, g and h are first and second
bases, respectively, and a and ~3 are input numbers. The same public
information are stared in a public information memory i.51 of the verifying
mechanism 150. The pr~,vate information memory 1D3 stares private
information x satisfying oc r g" mad p, which is the discrete logarithm of
a to the base g, that is, x = lag~oc. The random number generator 101., the
public infvx~mation memory 102 and the private information memory 103
Qutput p, q, g, h, a, ~, x, and r to the variable converter 104. The
variable converter 104 uses these variables to pr'oducea' , ~3' , y' as
follows a' - ar mod p; Vii' w pr mod p; and y ~ - h'~ mod p . The proving
mechanism 100 sends these a', Vii', Y' to the   10 v~r~.fying mechanism
150. The proving mechanism 100 further includes a fixst proven 105 and a
second proven 10~. The first proven 10S proves the equality of the discrete
logarithms of cc~ to the base a and ~' to the base Vii. The second proven
10~ proves the equality of the discrete logarithms c~f a' to the base g and
y` tc~ the base h. The verifying mechanism 15b further includes a first
verifier 152, a second verifier 153, a third verifier 154, arid a decision
section 155. The first verifier 152 verifies about the equality of the
discrete logarithms of a' to the base  arid ~i~ to the base (3 and, if the
equality is verified, then the verification acceptance is determined. The
second verifier 153 verifies about the equality of the d~serete logarithms
of a' to the base g' and y' to the base h and, if the equality is verified,
then the verification acceptance is determined. The third verifier 154
verifies about the equality of (i~ and y' and, if it is verified that p~ _
y~, then the verification acceptance is determined. The decision section
1~~ decides the equality of the discrete logarithms of a to the base g and
(i ttr the base h when the verification results of the first to third
verifiers 1~27.54 are a7.1 v~erif~,cation acceptances. When the equality is
decided, the decision section 155 outputs "OK" and otherwise 2. SecQr~d
basic scheme   i~ Referring to Fig. 2, the system has a proving mechanism
200 and a verifying mechanism Q50. The proving mechanism 200 includes a
random number generator 201, a public informat~.an memory 202, a private
information memory 203, and a variable converter 2p4. The random number
generator 201 generates a random number r a Z/qZ. The public information
memory 202 stores p, q, g, h, a and Vii. The same public information are
stored in a public information memory 251 of the verifying mechan~.sm 250.
The private information memory 203 stores private 



information x Satisfying a ~ g" mod p, which is the discrete logarithm of a
to the base g, that is, x = logga. The random number generator 201, the
public information memory 202 and the private information memory 203 output
p, q, g, h, a, ~, x, and r to the variable Converter 204. The variab7.e
converter 204 uses these ~rariables to produce a' , Vii' , Y' as follows a'
- ar mod p ; Vii' - ~3r mod p; and y' - h"x mod p . The proving mechanism
2o0 sends these a' , ~' az~d y' to the verifying mechanmm 250. The proving
mechanism 200 further includes a proven 205, which proves the equality of
tl~e discrete logarithms of a' to the base a and Vii' to the base ~i and
the equality of the discrete logarithms of a' tQ the base g and Y' to the
base h.   i2 The verifying mechanism 25o Further includes a first verifier
252, a second verifier 254, and a decisir~. section 255. The first verifier
252 verifies about the equa~.ity of the discrete; logarithms of a' to the
base  and (3' to the base ~i and the equality of the discrete logarithms of
x' to the base g and y' to the base h. If these equalities are both
verified, then the vex~zfication acceptance is determined. The second
verifier 254 verifies about the equality of Vii' and y' and, if it is
verified that (3' - y', then the verification acoeptance is determined. The
decision section 255 decides the ecsuality of the discrete logarithms of a
to the base g anc the vex~ifa.cation results of the first and and 254 are
a11 verification acceptances. decided, the decision section 255 outputs ..
3. Third basin scheme Referring to Fig. 3, the system has ~ ~ to the base h
when second verifiers 252 When the equality is "OFt" and otherwise a
proving mechanism 300 and a verifying mechanism 350. The proving mechanism
300 includes a random number generator 301, a publio information memory
302, a private information memory 303, and a variable converter 304. The
random number generator 301 generates a random number r E Z/q~. The public
information memory 302 stores p, q, g, h,  and ~. The same public
information are stored in a public information memory 351 of the
ver~.fyix~g mechanism 350.   13 The private information memory 3p3 stares
private ~.nformation x satisfying a = g" mad p, which is the discrete
logarithm Qf a to the base g, that is, x = log~OC. 



The random number generator 301, the public information memory 302 and the
private information memory 3a3 output, p, q, g) h, o~, ~3, x, and r to the
vaxiable converter 304 _ The var~.able converter 304 uses these variables
to praducea' , Vii' , y' as f allows a ` - ar mod p ; -~ fir mod p; and y'
- h'~ mQd p . The proving mechanism 300 sends these a'( ~3' and y' to the
verifying mechanism 350. The provang mechanism 300 further includes a first
pravex 305 and a seaand proven 306. The first proven 305 proves the
ec,~uality of the discrete logarithms of a' to the base a and Vii' to the
base Vii. The second proven 306 proves the equality of the discrete
logarithms of a' to the base g and y' to the base h. The verifying
mechanism 350 further inc~.udes a first verifier 35z, a second verifier
353, a third verifier 354, and a deoisiorl section 355. The first verifier
352 verifies about the equa3.~.t.y of the ciiserete logarithms of a' to the
base a and p' to the base ~i and, if the equality is verified, then the
verifi,oatian acceptance is determined,. The second verifier 353 verifies
about the equality of the discrete logarithms of a' to the base   14 g and
y' to the base h and, if the equality is verified, then the verification
acceptance is determined. The third verifier 354 verifies about the
inequality of ~' and y' and, if it is Verified that Vii' ~ y' , then the
verification acceptance is dete~'mined. The decision sec~ion 355 deczdes
the inequality Qf the discrete logarithms of a to the base g and p to the
base h when the verification results of the first to third verifiers 352354
are all verification acceptances. Hlhen the inequality is decided, the
dec~.sion section 355 outputs "OK" and otherwise 4. fourth basic scheme
Referring to ~'ig. 4, the system has a prQV~.ng mechanism 400 and a
Verifying mechanism 450. The proving mechanism 4a0 includes a random number
generator 401, a public information memory 402, a private information
memory 403, and a variable converter 404. The random number generator 401
generates a random number r a z/q2. The public information memory 402
stares p, q, g, h,  and Vii. The same public information are stored in a
public information memory 457. of the verifying mechanism 450. The private
information memory 403 stares private information x satisfying  ~ g" mad p,
which is the discrete logarithm of a to the base g, that is, x = logg. The
random number generator 401, the public information memory 402 and the
private information memory 403 output p, q,   15 g, h, a, Vii, x, and r to
the variable converter 404. The var~.able converter 404 uses these
variables to praducea' . (i' . y' as follows a' - ar mod p ; ~3' - ~3r mad
p; and y, T hxr ~d p . The proving mechanism 400 sends these a', Vii' and
y' to the verifying mechanism 450. The proving mechanism 400 further
includes a prover 405, which proves the equality of the discrete logarithms
of a' to the base a and (3' to the base ~ and the equaJ.ity of the discrete
logarithm$ of c~' to the base g and -y.' to the base h. The verifying
mechanism 450 further includes a first verifier 452, a second verifier 454,
and a decisio~'x section 455. The first verifier 452 verifies a3~put the
equality of the discrete logarithms of a' to the base a and Vii' t,o the
base ~i and the equality of the discrete logarithms of a' to the base g and
y' t4 the base h. rf these equalities are both verified, then the
verification acceptance ~.s determined. 



The second verifier 454 verifies about the inequality of (3' and y' and, if
it is verified that ~' ~ y' , then the verification acceptance is
determined. The decision section 355 decides the inequality of the discrete
logarithms of  to the base g and (i to the base h when the verification
results of the first to third ver~.fiers 352354 axe alI verification
acceptances. When the inequality is decided, the dec~.si.on section 355
autpute "O~C and otherwise   i~ 5. Fifth basic scheme Referring to Fig. 5,
the system has a proving mechanism S00 and a verifying mechanism 550. The
proving mechanism 500 includes a random number generator 501, a public
information memory 502, a private information memory 503, and a variable
converter 5Q4. The random number generator 501 generates a random number r
a Z/qz, Tha public information memaxy 502 stores p, q, g, h,  and Vii,
where p and q indicates the group operation, g and h axe first and second
bs~ses, respectively, and a and ~3 are input numbers. The same public
information are Stored in a public information memory 551 of the verifying
mechanism 550. The private information memory 503 stores private
information x satisfying a = g" mod p, which ig the discrete logarithm of a
to the base g, t~rat is, x = logga. The random number generator 501, the
public ~.nfarmatian memoxy 502 and the private information memory 503
output p, q, g, h, a, ~3, x, an,d r to the variable cr~riverter 504. The
variable converter 504 uses these variables to produoea', ~3', Y' as
folZaws: a' = ar mod p ; Vii' - pr mod p ; and - hxr ~d p . The proving
mechanism 500 sends these a', [i' and y' to the verifying mechanism 550.
i~ The proving mechanism 500 further inc7.udes a first prover 505 and a
second prover 506. fihe first graver 505 proves the equality of the
discrete logarithms of a' to the base  an~.y to the base ~3. The second
prover 506 proves the equality of the di,ecrete logarithme of a' to the
base g and y' to the base h. The ~rer~fying mechanism 550 further includes
a first verifier 552, a Second ~rerifier 553, a comparator 554, and a
decision sect~.on 555. The first verifier 552 verifies about the equality
of the 



discrete logarithms of a' to the base a and p' to the base (3 and, if the
equality is verified, then the verification acceptance is determined. The
second verifier 553 verifies about the equality of the discrete logarithms
of a' to the base g and y' to the base h and, if the equality is verified,
then the verification acceptance is determined. The comparator 554 compares
~' and y' to determine whether Vii' ~ y' . The decision section 555 decides
the inequality of the discrete logarithms of a to the base g and ~3 to the
base h when the verification results of the first and ve~'ifiers 552 and
553 are a11 verification acceptances and the camparatar 554 determine that
Vii' ~ y'. When the comparator 554 determine that (3' ~ Y', the decision
section 555 decides the equality of the discrete logarithms of a to the
base g and ~ to the base h. ~. Sixth basic scheme Referring to Fig. 6, the
system has a proving mechanism 500 and a verifying mechanism 650. The
proving mechanism 6o0   18 includes a random number generator 602, a public
information memory 602, a private informatiaz~ memory 603, and a varialale
conveYtar 604. The random num~aer generator &0~. generates a random number
r ~ Z/qZ. The public information memory 602 st4xes p, q, g, h,  and Vii.
The same public infQx~m~ation are stored in a public information memory 651
of the verifying mechanism 650. The private znfarmatian memory 603 stores
private information x satisfying a = g" mod p, which is the discrete
logarithm of  to the base g, that zs, x = logga. The random number
generator 601, the putrlic irrfQrmation memory 502 and the private
information memory 603 output p, q, g) h, a, Vii, x, and r to the variable
converter' 604, The variable converter 604 use$ these variables to
praducea' ( Vii' , y' as follows OG ~ - ar mod p ; Vii' - fir mod p ; and
y' - h"~ mad p . The proving mechanism 600 sends these a' ( ~' and y' t:a
the verifying mechanism 650. The proving mechanism 600 further includes a
prover 60S, which proves the equa7.ity of the discrete logarithms of a' to
t;h.e base a and ~' to the base p and the equality of the discrete
Zogarithms of ' try the base g and, Y' to the k~ase h. The verifying
mechanism 650 further includes a first 



verifier 652, a comparatar 654, and a decision section 655. The   19 first
verifier 652 vexifies about the equality of the discrete logarithms of a'
to the base a and (i' to the base ~i and the equality of the discrete
logarithms of a' to the base g and y` to the base h, zf these equalities
are both veritie,d, tk~en the verification acceptance is determined. The
comparator 654 compares ~' and y' to determine whether Vii' ~ y' . The
deci$ion section 655 decides the inequality of the discrete logarithms of a
to the base g and ~i to the base h when the verification result of the
first verifier 652 is verification acceptances and the comparator 654
determine that p' a~ y' . when the comparatar 6S4 determine that (3' = y' ,
the decision section 555 decides the equality of the discrete logarithms of
to the base g and ~ to the base h. Embodiments 1. First embodiment 1.~.)
system configuration Referring to Fig. 7, the system has a proving
mechanism 700 and a vezifying mechanism 750. The proving meck~anism 70o
includes a random number generator 701., a public infcrx~mation memrry 702,
a private information memory 70~, a variab7.e converter 704, a first proven
705 and a second graver 7p9. The f~.rst proven 705 includes a second random
numbex generator 706, a first commitment section 7p7, and a first response
section '~08. The second proven 709 includes a third random number
generator 71p, a second commitment sect~.on 711, and a second response
section 712. The random number generator 707.) the   20 variable converter
704, the first proven 705 and the second graver 709 may be implemented by
running corresponding progxams on a computer. The verifying mechanism 750
includes a public informat~Qn memory 751, a first verif~ex 7S2, a second
verifiex 755, a th.~rd verifier 758, and a decision sect~.on 759. The first
verifier 752 includes a first Cl'vallenge section 753 and a second
decisiaz~ section 754. The second verifier 755 includes a second challenge
section 756 and a third decision section 757. The first verifier 752, the
second verifier 755, the thzrd verifiex 7S8, and the decision section 759
may lie implemented by running aarrespanding programs an a computer. The
first proven 705 and the first verifier 752 communicate with each other
such that first ~vmmitments v[~.] and v[2] ~.re sent from the first proven
705 to the tirst verif~,er 752, a first challenge c [1] is sent from the
first vexifier 752 back to the first proven 705, and a first response t[1]
is sent from the first proven 7o5 to the first verifier 752. The first
verifier 752 determines whether the first response t [1] zs consistent with
the first commitments v [7.] and v [2] and the f~,rst challenge c [1] . The
seovnd proven 709 and the second vexifier 755 communicate w~.th each ether
such that second commitments v[3] and v[4] is sent from the second proven
709 to the second verifier 755, a second challenge a[2l is sent from the
second verifier 755 back tv the second proven 709, and a second response
t[2] is sent Pram the second proven 709 to the second   ~l verifier 755.
The second verifier 755 dete~ines whether the second response tL2] is
consistent with thelsecand commitments v ( 3 ] and v L4 ] and the second
chat ~. enge c [ 2 ] . 1.2) Operation An. operation of the present
embodiment will be described in detail. The random number generator 701
generates a random numbex r a Z/qZ. The public information memory 742
stores p, q, g, h, a and Vii. The same public ~.nformation are stored in a
public information memory 751 of the verifying mechanism 7S0. 



The private information memory 70~ Stores pri~rat~e information x
satisfying a = g" mod p, which is the discrete logarithm of a to the ba$e
g, that. is, x = laggac. The random number generator 741, the publ~.a
info~nativn memory 7p2 and the private information. memo 7c73 output p, q,
g, h, a) Vii, x) and r to the variable converter 7Q4. The variables p, q,
g, h, a and ~i are also referred by the first pra~rer 70S and the second
proven 7d9. The variable converter 704 uses these variab5.es to praduaea' ,
Vii' , y' as follows a. ~ ari - fir; and Y. _ hxr. The px~o^vring mechanism
700 sends these cc' , (i' and Y' to the verifying mechanism 750. These a',
Vii` and Y' are also refexred by the first prpver 705, the second pravex
749, the first to   22 third verifiers 752, 756 arid 758. 1. 3 ) First
prover/~rsrif ier In the fixst prover 705, the second random number
generator 706 generates a random number s[7.] E ~/e~Z. The fixst commitment
section 70'7 uses the second random number s[1] to compute the first,
cQmmitrnent$ v [1l arid v [2] v [1] _ a"~1~ mad p; and m ~d p . The first
commitment secCion 7Q7 sends the first commitments v[1] and v[2] to the
fir$t verifier 752 Qf t~e verifying mechanism 75Q I. In the first verifier
752, after havir~~ received the first commitments v[1] and v[2], the first
challenge section 753 randomly generates a first challenge c[1] ~ ZJqz axed
sends it back to the first prover 7Q5 of the proving mechanism 7QQ. When
having received the first challencle c [1] , the first response section 708
of the first prQVer 705~computes a first response t [ 1 ] t [1] - s [1] * r
c [1] mQd q. The first response t [1] is sent to the first ver~.fier '752
of the verifying mechanism 750. In the first verifier 752, the second
decision section 754 decides whether v[1]a' - at~i~ mod p; and V f2 ] ~' C
_ ~t Iia mod p . Tf the equality i$ verified, then the ver~,fication
acceptance zs determined.   23 1.4) Second prover/verifier 



In the second prover 709, the third random number generator 710 generates a
random number s[~] a Z/qZ. The second commitment section 711 uses the thir~
random number s[2] to compute ~.he second commitments v[3] and vI [4] v C3l
_ g~ Iz1 ~d p i and v [4 ] - he ~a~ mod p . The second comm~.tment section
711 sends the second commitments ~r[3] and v[4] to the second verifier 75S
of the verifying mechanism 750. In the second verifier 755, after having
received the second commitments v[3] and v[~], the second challenge section
756 randomly generates a second challenge c[2] ~ Z/qZ and sends it back to
the second prover 709 of the proving mechanism 700. When having race wed
the second challenge c[2], the second response section 712 of the second
proven 709 computes a second response t[2]; t [2] - s [2] + x r c [~] mad
q, where x is private information stored in the private information memory
702 and r is a random numbex generated by the random nurnl5er generator
701. The second response tC2] is sent to the second verifier 755 of the
verifying mechanism 750. In the second verifier 755, the th~.rd (decision
section 757 decides whether v[~]a,c , gtI21 mod p; and v[4]y,c _ h~(zl mad
p. If the equality is verified, then the verification acceptance   24 is
determined. 1, . 5 ) I~eCisian The third verifier 758 verifies about the
equality of ~' and y' and, if it is verified that (3' - y' , then the
vexificatien acceptance is determined. The decision section 7S9 outputs
"OK" when the verification results of tk~e first to third verifiers 754,
75~ and ~S8 are a11 verification acceptances. Otherwise the decis~an
seCtian 759 outputs "NG". a' , Vii' and y' may be sent to the verifying
mechanism '754 at the same time when the f~.rst commitments v[1] and v[21
are seat to the verifying mechanism 750. The first commitments vC1] and
v[2] may be sent to the verifying mechani9m 750 at the same time when the
second commitments v'[3] and vC4] are sent. Thereafter, the first challenge
c[1] and the second challenge cC~] may be simultaneously sent back to the
proving mechanism 700. After' having sent the first and second challenges
c[1] and c [2 ] , the first and second responses t C ~. ] and t C2 ] may be
simultaneously sent to the verifying mechanism 750. The present emrradiment
provides a zero-knowledge proving scheme far proving the equality of the
discrete logarithms. However, the third verifisr 758 may verify about the
inequality of Vii' and y' and, if it is verified that ~' ~ y' , then the
verification acceptance is determined. 2n this case, the present embodiment
also provides a zero-knowledge proving scheme for proving the inequality of
the discrete logarithms.   



25 2. Second embod~.ment 2.1) System configuration Referring to Fig. 8, the
s~rstem according to the second embodiment includes a proving mechanism B0~
and a verifying mechanism 850, in which a first proven 807, and a first
verifier 857. are different from those of the first embodiment as shown in
Fig. 7. Therefore, ~'ig. 8 shows only the first proven 801 and the first
verifier 851, and other ~unctianal blocks are the same as shown in Fig. 7.
The first proven 8o1 includes a second random number generator 802, a first
commitment section 603, and a first response section 804. The first
ver~.fier 651 ~.ncludes a first challenge preparation section 853, a first
challenge section 854 and a second dec~.sian section 855. As in the case of
the first embodiment, the first proven 8o1 and a first verifier 851 may be
implemented by running correspond~.ng programs an a computer. The first
proven 801 and the first vexifier B57. communicate with each other such
that first challenge preparation zs sent from the first verifier 852 'to
the first proven 801, first commitment vC7-] and vC2] and random number
w[1] are sent from the first pxover 801 to the first verifier 851, first
challenge a [1] and b [1] are sent from the first verifier 8.51 back tQ the
first proven 801, and a first response t[1] is sent from the first proven
8b1 to the first verifier 851. The first verifier 851 determines whether
the first response t CZ] is consistent with the first commitments v C7_]
and   2~ v[2], the random number w[1] and the first challenges a[11 and
b[1]. More detailed operation of the prevent embodiment will be described
below. 2.2) operation In the first verifier 851, the third random number
generator 852 generates random numbers a f7.1 , b [7.1 E Z/qZ. The first
challenge preparation section B53 uses the random numbers afl], bfll to
compute first challenge preparat ion A f 11 A[11 - ga~l~ab(J ~d p, The
first chalJ.enge preparation A [1] is dent to the first proven 801. In the
first proven 801, the second random number generator 802 generates random
numbers s[1] a z/qZ and wf1] s Z/qZ. The first commitment section B03 uses
the rand4m number s [1] to compute the f first commitments v I21 and v f21
v [ 1 ] _ ag ~l~ mod p; and v [ 2 ] -- j3~` m mad p . After having received
the first challenge preparation A[1] from the first verifier 851, the first
commitment section 8o3 sends the first commitments v [ll az~d v f21 and the
random number w[1] to the first verifier 85z. In the tirst verifier a51,
when having received the first. 



commitments v C1] and v C2] and the random number w [11 , the f first
challenge section 854 sends the random numbers afll, b[1] as the first
challenge tQ the f~.rst proven 802. When having received the first
challenges a[11, b[1], the   z~ first xesponse section 804 computes
gaCl~a~~l~ mod p and proves: A~1~ - gal21abt11 ~d p, I f the equa 1 i ty of
A [ 1 ] and ~a ~l~ ab m mod p is not proved, then the proof is terminated.
When the equality of A[1] and gaCl~a~Cl~ mod p i.s proved, the first
response section 804 computes a first re$ponse t~7.]: t [1] - s [1] + r (a
[1) ~-w [1] ) mod q, where r is a random n~mbex generated by the random
number generator 701. The first response G[7.] is sent to the first
verifier 851. zn the first verifier 851, the second decision section 85S
decides whether v[1]a~fatll*WCU? _ affil mpd p; arid v[2]~'t~'Cllywtxl~ -
t(11 mOd p. zf the equality is verified, then the verification acceptance
is determined. 3. Third embodiment 3.1) System configuration Referring to
F~.g. 9, the system according to the third embodiment includes a proving
mechanism 900 and a verifying mechanism 950, in which a first prvver 901
and a first verifier 951 are different from those of the first embodiment
as shown in Fi.g. 7. Therefore, Fig. 9 shows only the first prover 901 and
the first verifier 951, and other functional k~locks are the same as shown
in Fig. 7. The first prvver 941 includes a second random number   2B
generator 902, a first commitment section 9o3, a first automatic challenge
section 904, a first response section 905, and a first proven text sending
section 906. The first verifier 951 includes a first automatic challenge
section 952 and a second decision section 953. The first cdmm~.tment
section 903 uses a random number s [1] to convert oc and ~ to produce
f~.rsG commitments ~r [7.1 and v[2]. The fixst automatic challenge section
904 produces first automatic challenge c f ~, j from the first commitments
v f ~.l and vf2]. The first response section 905 computes first response
tCzl from the first automatic cha~.lenge G[1] using the random number r and
the random number s(1]. The first proven text sending section 906 sends the
first commitments v[ll and v[27 and the first response t[ll as a first
proven text tQ the first verifier 951. In the first verifier 951, the first
automatic challenge 



section 952 produces first automatic challenge c'C1] from the first
commitments v [1] arid v [2] . The second decision section 953 determines
whether the first response t(1j i.s consistent with the first avrnmitments
v[1.] and v[2j and the first automatic challenge c' [1] . As in the case of
the first embodiment, the first prover 90~. and the first verifier 951 mar
be implemented by running corresponding programs on a computer_ More
detailed operation c~f the present embodiment will, be described below.
3.2? Operation zn the f~.ret prover 901, the second random num'~er   29
generator 9o2 generates random numbers s[1] a Z/qz. The first commitment
section 9o3 uses the random number s[~.l to compute the first commitments v
[1] and v [2] v [ 1 ] - a" I l ~ mod p ; and v[27 ~. ~~W ~d p. The first
automatic challenge sectiazx 90~ produces first automatic challenge a[1]
using the first commitment v[1] and v [2] c[1] {e Z/q~) - Hash (p, q, g, h,
a, p, a' , [3' , y' , v [1] , v [21 ? , where Hash indicates a hash
function such as ~~SHA-1", which is a one-direatiQnal function. The first
response section 9o5 aomput~s a first response t [1] t [1] - s [1] -r r c
[1] ms~d q, where r is a random number generated by the random number
generator 701_ The first proven text sending section 905 produces a proven
text (v [1] , v [2] , t L1] ) az'id send it to the first verifier 951. Tn
the first verifier 951, the first automatic chaJ.lenge section 952 praduaes
first automatic challenge c'[1]: c'[Zl (e Z/qz) - I~d$~ {p~ q~ ~. hr a. ~~
a' . ~~ iY' r ~ [Z] i v [ Thereafter, the second decision section 953
decides whether v [ 1 l ' ' nl - xG h~ mad p : and   30 



v [2 ] ~, o- tl~ ~ pt ~1~ mod p . zf the equality is verified, then the
verif~.aatiQn acceptance is determined. 4. , FQUrth ernkyadiment 4.71)
system configuration ~teferring to Fig, 7..0, the system according to the
fourth embodiment ~.ncludes a pro~ring mechanism 10D0 and a ~rerifying
mechan~.sm 1050, in which a first proves 1001 ~d a first verifier 7.051 are
different from those o the first embodiment as Shawn in Fig. 7. Therefore,
Fig. 10 shows only the first proves 2001 and the first verifier a051, and
other functional blacks are the same as shown in ~"ig. 7. The fir$t proves
1001 includes a second random number generator 1002) a first commitment
section 7.003, a first automatic chal7.enge section 1004, a first response
section 1005, and a f~.xst proven text sending section 1006. The first
verifier 1o51 includes a second devision section 1053. The first commitment
section 1003 uses a random number s[1] to convert a and ~ to produce first
commitments vfll and v[2]. The first automatic challenge section 1004
produces f~.rst automatic challenge c[1] from the first commitment v[1] and
v[2]. The first response section 1005 computes first response t[11 from the
first automatic challenge c[1] using the random number r and the random
number s[1]. The first proven text sending section 1006 sends the first
automatic challenge c [11 and the first response t [1] as a first proven
text to the   31 first verifier 7.051. In the first verifier 1051, the
second decision section 7.053 determines whether the first automatic
cha3.lenge c [11 is consistent with the fixst response t[1]. As in the case
of the fixst embodiment, the first praver 10Q1 and the first verifier 1051
m,ay be it~plemented by running caxrespanding programs on a computer. More
detai7.ed operation of the present embodiment will be described below. 4.2)
Operation In the first proven 1001, the second random number generator 1002
generates random numbers s [7.] a z/qz. ~h.e :first oorranitment section
1003 uses the random number s[ll to oompute the f~.rst commitments vfl] and
v[2] v [1] = a'h1 mc~d p~ and v Lz ] , ~H rn mod p . The first automatic
challenge section 1004 produces first automatic chalxenge c[1] using the
first commitments v(1] and vf2] c f~.] (~ z/qz) = H~lsh(p, q, 9. h. ar ~. '
. ~' ,Y' . V [1] r YL2] ) . The first response section 7.005 computes a
first response to]: 



t [1] - a [1] + r c [1] mod q, where r ie a random number generated by the
random number generator 7o1. The first proven text sending section 1006
produaas a proven text (c[1], t[1]) and send it tQ the first verifier   32
1.051. Iri the first verifier 1051, the second deai,$ian section 1053
decides whether: c [1]  Hash(p~ q~ J~ h, a, ~, a' r ~' .Y' attl~/a~ mod p,
(it~l~~~,a mad p) . 2f the equality is verified, then the verification
acceptance is determined. 5. Fifth embodiment 5.1) System aonfiguxatian
Referring to ~'ig. 1~., the system according to the fifth embodiment
includes a proving mechanism 1100 and a ~rerifying meohani$m 1z50, i,n
which a second prover 1101 and a second verifier 1151 are different from
those of the first embodiment as shown in Fig. 7. Therefore, Fig. 11 shows
only the second proven .1p1 and the second verifier 1151, and other
functional blocks are the same as shown in Fig. 7. The second pxaver 3.101
includes a fourth random number ganerator 11b, a second commitment section
1103, and a second response section 1104. T'he second verifier 111 includes
a fifth random number generator 115k a second challenge preparation section
7.153, a second challenge section 1154 and a third deeisic~n section 17.55.
As in the case of the first embodimezZt, the second proven 17.07. and a
second verifier 1l51 may be implemented by running corresponding programs
on a computer.   33 The second prc~ver 1101 and the second verifier 1151
communicate with each other such that second challenge preparation A[2] is
sent tram the second verifier 1151 to the second graver 1101, second
aQrrux~itments ~r [3l and v [4] and random number wl2l are sent from the
s~:cond graver 1101 to the second verifier 1151, second challenges aI2] and
b[2] are sent from the second verifier 2151 to the second prover 1101, and
a second response t[~.] is sent from the second prover 1101 to the second
verifier 1151. The second verifier 1151 determines whether the second
response t[2] is consistent with the second Commitments vI3] and v[4], the
random number w[2] and the second challenges a I2] and b [2] . Mare
detailed. operation of the present embodiment m 11 be described below. 5.2)
Operation zn the first verifier 7.251, the fifth random number generator
11S2 generates random numbers af21, b[2] a Z/qZ. The second challenge
preparation section 215 uses the random numbers a[21, bL2] t4 eornpute
second challenge preparation A[2] AI2] ~ g~(zlabf2) mad p. The eeaand
challenge preparation AI~] is sent to the second graver 1101. in the second
graver m01, the foruth random number generator 1102 generates random
numbers s[2] a Z/qZ and w[2] E z/qz. The second commitment section 1103
uses the random number s L2l to compute the second commitments v [31 and v
I4] v [ 3 ] - ge m mod p ~ and   34 v C4] - hgta~ mr~d p. 



Atter h~.ving received the second challenge preparation A[2] from the
second vexifier 1151, the ceGOnd commitment section 1103 sends the second
commitments v[~] and v[4] and the random number w [~ ) tc~ the second
verifier 1157. , In the aeaond verifier 1151, when having received the
second commitments ~r [3 ] and v [4] and the random number w C2] , the
second challenge section m54 sends the xandom numbers aC2], b[~) as the
second challenge to the second prover 1101. wk~en having received the
second chaJ~lenges a [21 . b C2] . the second response section 1104
computes ga~abtzl mad p and graves: A C2] = gat~lbt~~ mod p. Tf the
equality c~f A t21 and gat~lab~z~ mod p is not proved, then the proof is
terminated. When Lhe equal~.ty of AC27 and galal~Ix1 mod p is proved, the
second response section 1104 computes a second response t [2] t [2] .- s
C21 + x r (a [2] ~rw C2] 3 mad q, where x is the private zr~format~.on
stored in the private information memoz^y 703 and r is a random number
generated by the random number genexatvr fOl. The second response t[~] is
sent to the second verifier 1151. In the second verifier 1151, the third
deci.aiQn section 1155 decided whether v C 3 ] a ~ ~& tz~ .W t~J I ~ gt t~l
~,~ p ~ and v[4]Y,iBta~+wcal} _ httzl mGd p.   35 Tf the ec~ua7.it~r is
verified, then the v~rificatior~ acceptance is determined. G. Sixth
embodiment 6.1) System configuration Referring to Fig. 12, the system
according to the sixth embadimer~t includes a proving mechanism 1200
mechanism 12S0, in which a second prover 1201 verifier 1252 are different
from Chose of the as shown in Fig. 7. Therefore, Fig. ~.2 shows prover 1201
and the second verifier 1251, and blocks are the same as shown in F~.g. 7.
and a verifying and a second first embodiment only the second other
functional The second prover 1201 includes a third xandam number 



generator 1.2p2, a second commitment section 1203) a second automatic
challenge section 1204, a second response section 1205, and a second proven
text sending section 1206. ~'he second verifier 1Z51 includes a second
automatic challenge section 1252 and a third decis~.on section 1253. The
second commitment section 2203 uses a random number s[2] to convert bases g
and h to produce second corrnnitments v [3] and v [4] . The second
automatic cha~.lenge section 1204 produces second automatic challenge c[2]
from the second commitments v[3] and v[4l. 'the second raspanse section
1205 computes secoxrd response tL21 from the second automatic challenge
c[2] using the private information x, the random number r and the random
numbr s[2]. 'the second proven text sending section 120 sends the second
commitments v[3] and v[4]   3G and the second respvnge t[2] as a second
proven text ~ta the second ~rerifier 1257.. In the second verifier 1251,
the second automatic challenge section 1252 produces second automatic
challenge c' C2l tram the second commitments v[3] and v[4] . The third
decision section 1253 determines whether the second response t [2] is
consistent w~.th the second commitments v [3] and v [4] and the second
automatic challenge e'[2]. ~1s in the case of the first embodiment, the
second pxn~rer 1201, and the second verifier 1251 may be implemented by
running corresponding programs axe a computer. More detailed operation of
the present embodiment will be described below. 6.2) Operation ~n the
second proven 1201, the third random number generator 2202 generates random
numbers s(2] E Z/qZ. The seaand commitment section 7.203 uses the random
number a[2] to compute the second avmmitment.s v [3 ] and v [4 ] v[3] _
ggta~ mod p; and v [4] - hs~~~ mad p. The second autQmatia challenge
section 1204 produces second automatic chaJ.lenge a[2] using the second
commitments 'u' [ ~ l arid v [ 41 a[2] ~s ~/qZ) - Hash ~P, q~ 9, h, a, (i,
x' . ~' . y' . v I3 ] . v I47 ) . The second response section 12p5 computes
a second response t [2 ] t [2] = a [2] + x r c [2] mod q,   37 where x is
the private information and r is a random number generated by the random
number generator 701. 



The second proven text sending section 7.206 produces a proven tent (vC31,
v[4], tf211 and send it to tha second verifier 1251. In the second vexifier
1251, the second automatic challenge section 1252 produces second au~omatic
challenge c' f21 c' L21 (e Z/ - Hash (p, q~ g h~ m P~ oc' , ~' , Y' r v C31
~ v C41 ) . Thereafter, the thixd decision section 1253 decides whether
vL3la~~'m - g~IzJ ~d p~ and v (4 ] Y ~ ' tz1 - ht h~ mad p . If the
equality is verified, then the verification acceptance is determined. 7.
Seventh embodiment 7.1) System configuration Referring to Fig. 13, the
system according to the seventh embodiment includes a proving mechanism
130D and a verifying meche.rtism 135o, in which a second pra~rer 1,301 and
a second verifier 1357. are different from those of the first embodiment as
Shawn in Fig. 7. Therefore, Fig. 13 shows only the seoand prvver 1301 and
the second vez~ifier 1351, arid other functional blacks axe the same as
shown in Fig. 7. The second prover 1301 includes a third random number   38
genera~or 1302, a second commitment section 1303, a second automatic
challenge section 7.304, a second response section 1305, and a second
proven text send~.ng section 7.306. The second verifier 1351 includes a
third decis~.or~ section 1353. The second commitment section 13o3 uses a
rands~m number s[2] to convert bases g and h to produce second commitm$nts
v[3] and v[4]. The second automatic challenge section 1304 produces $ecc~nd
automatic challenge c[21 from the second commitments v [3 ] and v [4 ] .
The second response section 13 OS computes second response t[2] from the
second automatic Challenge c [2] using the pxivate in~'ormatic~n x, the
random number r and. the xandom number s[2]. The second pxoven text sending
section 1306 sends the second automatic ck~allenge c[2] and the second
response tf2] as a second proven text to the second verifier 1357.. rn the
second verifier 135l, the third decision section 1353 determines whether
the second response t[2] 16 CQriSlStent with she second automatic challenge
c[2]. As in the case of the first embodiment, the second prcver 1307. and
the second verifier 1351 may be implemented by running corresponding
programs on a computer. Mare detailed operation of the present embodiment
will be described below, 7.2) OpEration In the second prayer 1301, the
third random number generator 1302 generates random numbers s[2] a Z/qz.
The second commitment section 1303 uses the ratzdam number s[2l to compute
the second commitments v [3 ] and v [41   39 v [ 3 ] - gs m mod p . and v [
4 ] - h~ cz7 ~d p . The second autornatia challenge section 130 produces
second automatic challenge cf2] using the seac~nd commitment 



vf~] and v[4] c f~] (e z/qZ) = Hash (p, q. g hr a~ ~ a' ~ ~' Y'  v[3] ~
v[4] ) . The second response section 1305 computes a second response t. [~
l t [2l - s [2] ~- x r c f2] mod q, where x is the private information and
x is a random number generated by the random number generator 701. The
second proven text sending section 2306 produces a proven text (cf2], tf2])
and send it to the second verifier 13 51. 2n the second verifier 1351, the
thixd decision sectz.on 1353 decides whether: c [2]  Hash (P, qr g~ h. a~ ~
' . (~' .Y' . g< <z1 ~ ~ o h1 m4d p, ht ~z1 /Y. c ~2~ mod p) . If the
equality is verified, then the verif~.cation acceptance is determined. 8.
E~.ghth embodiment 8.1) System configuration Referring to ~'ig. 7.4, the
system according tQ the eighth embodiment has a proving mechanism 1400 and
a verifying   40 mechanism 1.450. The proving mechanism 2400 includes a
random number generator 7.401, a public information memory 14o2, a private
information memory 1403, a variable converter 1404, a prayer 1405. The
prover 1405 includes a second random number generator 1406, a commitment
section 1407, and a response seCtian 140$. The random number generator
1401, the variable converter 1404 and the prover 1405 may be implemented by
running corresponding programs on a computer. The verifying mechanism 1450
includes a public i,nformatian memory i.451, a first verifier 1452, a
second verifier 148, and a decision section 1459) The first verifier 1452
ix~aludes a challenge section 1453 and a second decision section 1454. The
first verifier 1452, the second verifier Q458, and the decision section
1459 may be implemented by running corresponding programs on a computer.
The proven 1.405 and the first verifier 1452 communicate with each other
such that commitments ~r[1] , v[2] , v[3] , v[4] is sent from the proven
1405 to the first verifier 1452, a challenge c is sent from the first
verifier 1452 back to the prayer 1405, and responses t[1], t[2] is sent
from the proven 1g05 to the first verifier 1452. The first verifier 1452
determines whether the responses t [7,] ( t [2] is consistent with the
commitments v [1] , v [2] , v f3] , v [4] and the challenge c . 8.2)
operation An operation of the present embodiment will be described in
detail. The random number generator 1401 generates a random  



41 number r a Z/qZ. The ~ub7.ic information memory 1,402 stores p, q, g, h,
a anal Vii. The same public information are stored in a. public information
memory 1451 of the verifying mechanism 1450. The private information memory
140 stores private information x satisfying a = g" mod p, which is the
discrete logarithm of a to the base g, that is, x = lagga. The random
number generator 14D1, the public in.fc~rmatian memory 1402 and the prorate
information memory 1403 output p) q, g) h, a, Vii, x, and r to Ghe variable
converter 1404. The variables p, q, g, h, a and ~ are oleo referred by the
prover i.405, the first verifier 1452 and Ghe second verifier 1458. The
variable converter 1404 uses these variables to produce' , ~3~ , Y' as
follows ` ~r i ~i - (r i arid y, _ hxr. The proving mechanism 140o sends
these a' , Vii' and y' to the verifying mechanism 1450. T'2~ese a' , p' and
Y' are also referred key the prvver 1405, the flrst and second ver~.fiers
1452 and 1459. 9.3) ~ro~rer az~d first verifier In the prover 1405, the
second random number generator 1405 generates a random numbers s[1], s[2] a
Z/qZ. The commitment section 1407 uses the random numbers s[1], s[2a to
compute the commitments v L1] , v [2] , v [3] , v [4] v [~1 - aBtl1 ~d pi
42 ] ~ ~s nl mc~d p i v [3 ] _ gs ta1 mOd p; end v [4] - h~~~a mod p. The
comm~,tment section 1407 sends the commitments v[1], v[2], v[3], v[4] to
the first verifier 1452 of the verifying mechanism 1450. In the first
verifier 1452, after having received the commitment, the challenge section
1453 randomly generates a challenge c a z/qZ and sends it back to the
prover 140 of the proving mechanism 1400. When having received the
challenge c, the response section 1406 of the prover 1405 computes
responses t[1], t[2]: t [ 1 ] - s [ 1 ] + r c mod q; and t [2] - s [2] + x
r c mc~d q. 'fhe computed responses t L1] . t [~l is sent to the first
verifier 1452 of the verifying mechanism 1450. In the first verifier 1452)
the second decis~.on section 



1454 decides whether v [1] a. ~ C tm mod p; v[2]~~c _ ~tlz1 nc~d p. v [3 )
a'  ~ g~ ~'~ mod p; arid v [4 ] y'  ~ ht taW nod p . If the equality is
verified, then the verification acceptance is determined. 8.4) l~ecisivn
The second verifier 7.458 verifies about the equality of and y' arid, if it
is verified that ~3' - y' , then the   43 verification acceptance is
determined. The decis,ic~n section 1459 outputs "OK" when the verification
results of the first and second verifiers 14S4 and 1458 are a~.l
verification acceptances. Otherwise the dec~.sion section 1459 outputs "N~"
a', Vii' and y' may be sent to the verifying mechanism 750 at the same time
when the commitments v [1) , v [~] , v L3] , v [4l are sent to the
verifying mechanism 1454. The present embodiment provides a zero-knowledge
proving scheme for proving the equality of the discrete logs.rithms.
However, the third ~rerifier 758 may verify about the inequality of (i' and
Y' arid, if it is verified that p' ~ y' , then the verification acceptance
is determined. In this case, the present embodiment also provides a
zero-knowledge proving scheme for proving the inequality of the discrete
logarithms. Ninth embodiment 9.1) System configuration Referring t4 fig.
25, the system according to the ninth embodiment includes a proving
mechanism 1500 and a verifying mechanism 1550, i,n which a first prQ,rer
7,501 and a first verifier 1551 are different from those of the eighth
embodiment as Shawn in Fig. 14. Tk~erefore, Fig. 1S shows c~nl~r the first
pro~rer 1S01 and the first verifier 1551, and other functional blocks are
the same as shown in F'ig. 14. The first prover l501 inc~.udes a second
random number generator 15D2, a commitment section 1503, and a response
44 section 1S04. The first verifier 1552 meludes a challenge prepaxation
section 1S53, a challenge section 1554 and a second decision section 1555.
As in the case of the eighth embc~dimen~., the first p~rvver 1501 and the
first verifier 2551 may 1~e implemented by running corresponding programs
on a oomputer. The first proven 801 and the first verifier 851 communicate
with each other such that challenge preparation A is sent from the first
verifier 2551 to the first proven 1501, commi tment s v I 1 ] , v [2 ] , v
[ 3 ] , v [ 4 ] and random number w are sent from the first proven 1501 to
the first verifier 1551, challenge a arid b are sent fxom the first
verifier 1551 bank to the first proven 1501, and responses t [1] , t [2] is
sent from the first prvver 1501 to the first verifier 1551. The first
verifier 1551 determines whether the responses t[1], t[2] is consistent
with the commitments v [1] , v Q21 , v t3 ] , v [4 ] , the random number w
and the challenge a and b. Mare detailed operation of the present
embodiment will be described below, 9.2) Operation In the first verif~.er
1551, the third random number generator 1552 generates random numbers a, b
s Z/qZ. 



The challenge preparation section 1553 uses the random num'~ers a, b to
compute challenge preparation fi: A = ga ab mod p . The challenge
preparation A is sent to the first proven z501. zn the first prc~ver 1501,
the second random number gel~erator 1502 generates random numbers $ [1] , s
[2] a Z/qZ and w   45 a Z/qZ. The commitment section 1503 uses the random
numbers s [11 , s [~] to compute commitments v[1] , v[21 , v[3] , v[41 v
[1] - a ~l~ mod p l v[~) - ~sfl1 mod p; v [3 ~ - g:.Iz1 mod p; and v [4 ] -
he cxl mod g . After having received the challenge prepaxaGic~rr A from the
first verifier 1551, the commitment seGtlon 1503 sends the commitments v
[1] , v [2] , v [3] , v f4] and the random number w to the first verifier
1551. In the first verifier 1551, when haring received the commi tment s v
[ 1 ) , v [2 ] , v [ 3 ] , v [ 41 az~d the random number w, the challenge
section 7.554 sends the random numbers a. b as the challenge to the first
p~'over 1501. when having recewed the chal7.enges a, b, the response
section 1504 computes gaab mod p and proves: A = ga ab mod p . If the
equality c~f A and ga a mod p is not. prcwed, then the proof is terminated.
When the equality of A and ga xb mod p ~.s proved, the response section
1504 computes response t[1], t[2]: t [1] ~ s [1] + r (a+w) mod q; and t [2]
- s [2] + x r (a+w) mod q, where r is a random number generated by the
random numbex generator 1401 and ~c is the private information. The
responses t [1] , t [21 is sent to the first ver~.fier 1551. zn the first
verifzex 1551, the second decision section   46 



1555 deC~.des whether v [1] a, is+w) ~ attn mod p; v [~ ] ~, is+W) ~ ~t (il
mod p v [3] a, is+w) _ gt(al mad p; and V t~ ] Y, (a+w? _ he (21 mOC1 ~7 .
If the equality is ver~.fied, then the verification acceptance is
determined. 10. 'tenth embodiment 10.1) System configuration Referring to
Fig. 16, the system according to the tenth embodiment iriclt,~des a proving
mechanism 1600 azad a verifying mechanism 1650) in which a prover 1601 and
a first verifier 7.651 are different from those of ~,he eighth embodiment
as shown in Fig. 14. Therefore, Fig. 16 shows only the prover 16p1 and the
first verifier 7.651, and other functional blacks ara the same as shown in
Fig. 14. The prover 7,601 includes a second random number generator 1602, a
commitment section 1603, an automatic challenge section 1604, a response
section 1605, and a proven text sending section 1606. The fxxst verifier
1651 includes ari automatic challenge section 7.652 az~d a second decision
section 1653. The commitment section 1603 uses random numbers s[1], s [2]
to corxvert a, (3, g and h to produce commitments v[~.] , v [2] , v [3] ,
v[4] . The automatic challenge section 1604 produces automatic challenge c
from the commitments v[1], v[2], v[3] , v[4] . The response section 1605
aamputes responses t [1] ,   &7 t[2] from the automatic challenge o using
the private information x, the random number r and the random numbers s[2],
9[2]. The proven text sending section 1606 sends the commitments v[1] ,
v[2] , v[3] , v[4] and the responses t [Z] , t [2] as a proven text to the
first verifier 1651. In the first verifier i.651, the automatic challenge
section 1652 produces automatic challenge c' from the commitments v [1 ] ,
v [2 ] , v [3 ] ( v [4 ] . The second decision section 1653 determ~.zres
whether zhe respon8e t [1] , t [2] is consistent with the commitments v
[7.] , v [2 ] , v [3] , v [4] and the automatic challenge c'. As m the case
of the eighth embodiment, the pxQVer 1601 and the first verifier 1651 may
be implemented by running corresponding programs on a computer. More
detailed operation of the present embodiment wild. be described below.
ZO,2) Operation zn the prover 1601, the second random number generator 16D2
generates random numbers s [1] , s [2] a Z/qZ. The commitment section 1603
uses the random numbers s(1]. s[2] to compute the commitments v [1] , v [2]
, v [3] , v [4] v[1] ~ as~l~ mod p; v[2] _ (it'~~ mod p; v [3 ] J gw ~2~ ~d
p ~ and v[4] - h~2~ mad p. The automatic challenge section 1.504 produces
the automatic challenge c using the commitments v[1] , v[2] , v[3] , v[Q]
48 C (E Z/qZ) ~ H~~h(1~r qr g, h, , ~, o:' r (~ vf1] , vL~] , vf3] r vL41 )
. The response section 1605 computes the response t[1], t [2] t C1] - s f1]
+ r o mad q; arid t L~ l - s L~ ] + x r ~ mod q, where x m the private
information and r is a random number generated by the random number
generator ~.~01. 



The proven text sending section 16~~ produces a proven text (vf2l , v[~] ,
vL3] , v[4l , t L1] ( t f2] ) and send it to the first verifier 1651. rn
the first verif~.er 1651, the automatic challenge section 165 produces
automatic challenge c': C' ( E Z/qZ) - HraSh (p, C,[, g, h, oC, ~ r ` . ~'
, Y' r vfl.l, v[2], vf3], v[4]). ''hereafter, the second decision section
1653 decides whether v[1]~,~~ - actll mod pJ v [2 ] ~j, c~ o ~t ul read
~,7: v L3] , c~ - gt fz1 mod p; and ,~C,~]Y.~~ - htlzl mood p. If the
equality is verified, then the verification acceptance is determined. 11.
Eleventh embodiment 11.1) System conf iguration Referring to Fig. 17r the
system according tc~ the   49 eleventh embpdiment includes a proving
mechanism 1700 and a verifying mechanism 17s0, i.n which a pxaver 1701 and
a first vt~rifier 1751 are different from those of the eighth embodiment as
shown in Fig. 14. Therefore, Fig. 17 shows only the proven 1701 and the
first verifier 1751, and other functional blanks are the same as shown in
.Fig. 14. The proven 17p1 includes a second random numk~er generator 2702,
a commitment section 170k an automatic challenge section 1704, a response
sect~.on 1705, and a proven text sending section 1706. The first verifier
1751 includes a second decision section 1753. The Gommltment 82CtiOn 1703
u.seS random numbers s[1], s[2] to convert a, p) g and h to produce
commitments v[1), v [2] , v [3] , v [4] . The automatic challenge section
1704 produces automatic challenge c from the commitments v[1], v[2], v [3 ]
, v [4 ] . The x~esponsa section 1705 computes responses t [Z] , t[21 from
the automatic challenge c using the private information x, the random
number r and the random numbers s[1], s [2] _ ~'he proven text sending
section 1706 sends the aut~am~atic challenge c and the responses t[11, t[2]
as a proven text to the first verifier 1751. In the first verifier 1751)
the seCOnd decision section 1's3 determines whether the responses t[1],
t[2] is consistent wa.th the automatic challenge c. As in the case c~f the
eighth embodiment, the prc~ver 1701 and the first verifier 1751 may be
implemented by runnir~g corresponding programs on a computer. More detailed
operation   ~a df the present embodiment w~.ll be described below. 11.2)
Operatipn zn the prover 1701, the second rand.c~m number generator 1702
generates zandom numbers s[1], s[~] a Z/qZ. The commitment section 1703
uses the random numfrers s[1], s[2] to compute the commitments v [1] , v
[2] , v L3] , v [4] vf2] _ cam mad p: v L2l _ ~9 ~1~ mod p; v L3l _ galxl
mod p; and v L4 ] _ hB o1 mod p . 



The automatic challenge section 17p4 produces the automatic challenge c
using 'the cammitrnents v[1], v[2], v[3], vf4] c ( s Z/qZ) - Trash (p, q,
g, h, a, (3, a' , Vii' , Y' . vfll, V[21, ~[3], v[4]). The response section
1705 computes the response t[1], t [~l t [~] - s [1] + r c mad q; and t L2]
- s [2] + x r c mod q, where x is the private information and r is a random
number generated by the random number generator 1401. The proven text
sending section 1706 produoes a proven text (p, t [1] , t [2] ) and send it
to the first verifier 171. In the first verifier 1751, the second decision
section 1753 decides whether: c = Ha$h (p, q, g, h, a, Vii, a' , Vii' , Y'
, t~/a.~ mod p~ ptW/~~~ mdd p.   51 g~ ~2~ /a'  mod p, h~ (z1 ~Y, ~ mod p)
. If the equality is verified, then the verification acceptance is
determ~-ned. ~.2. Twelfth embodiment As shown in ~'ig. 16, a modification
of the first embodiment as shown in Fig. 7 may be constructed as a twelfth
embQCiiment. In the twelfth embodiment, the verifying mechanism 75p is
provided with a comparator 1858 in place of the third verifier 758 and a
decision section 1859 in place of the decision section 759, of the first
embodiment as shown in Fig. The comparator 1858 compares Vii' and y' to
determine whether Vii' - y'. The decision section 1859 decides the equality
of the discrete logarithms when the verification results of the first and
second verifiers 75~ and 757 are verification acceptances and the
comparator 1958 determine that ~' - y'. When the comparator 65~ determine
that Vii' ~ y', the decision section 1859 decides the inequality df the
discrete logarithms, 13. Thirteenth embodiment As shown in Fig. 7.9, a
modification of the eighth embodiment as shown in Fig'. 14 may be
Canetx~u.Gte~l as a thirteenth embodiment. In the thirteenth embodiment,
the verifying mechanism 1450 is provided with a camparator 1958 in place of
the second verifier 19:58 anal a deci$ion section 1959 in place of the
decision section 145k of the eighth embodiment   52 as Shawn in Fig. 14. In
other words, the thirteenth embodiment provides the zero-knowledge proving
scheme for proving the equality or inequality of d~scx~ete logarithms. The
Gomparatar 1958 compares ~3' and Y' to determine 



whether ~' ~ y'. The decision section 1959 decides the equality of the
discrete logarithms when the verification result of the second verifier
1454 is verification acceptance and the comparatar 1958 determine that ~' C
Y'. when the comparator 19S8 determine that ~' ~ y', the decision section
199 decides the inequality o the discrete logarithm. As described above,
provided with g, h, a (~ g" )mad p E C3, and ~3 a G. where G is a group of
order q on mod p, ~3 ~ h" mod p or ~i = h" mod p can be efficiently proved
without ind~catmg x and h" mad p. rn addition, a prover can prove it
solely. zt should be noted that a comb~.natian of first px~o~rer and first
verifier as described in the above second through fourth embodiments and a
combination of second graver and second verifier as described in the above
fifth through seventh embodiments can be arbitrarily combined to form
another embodiment of the present invention. In the above embodiments, a
proving mechanism and a verifying mechanism can be communicated through
wired or wireless connection. In other words, the prov~.ng mechanism and
verifying mechanism can be implemented in any devioes having wired or
wireless signal transmitting and receiving functions. Although the
~.nvention has been described in its   53 preferred embodiments, it is
understood that modifications or variations will be apparent to thane
skilled in the art without departing from the spirit or scope of the
invention.   54 Claims: 1.. A system compr~.sing a first mechanism tar
proving equality or inequality of two d~.screte logarithms and a second
mechanism for verifying said equality ox inequality, wherein the first
mechanism comprises: a first public information memory storing a designated
operation scheme, two input numbers (hereinafter, denoted by a and (3), and
two ~aredetermined bases (hereinafter, den4ted by g and h); a private
~.nformatiQn memory storing private information (hereafter, denoted key x)
which is a discrete logarithm of  to c.he base g; a random number generator
far generating a first random number tlzereaf ter, denoted by r) ; a
converter for converting the input number a, the input number ~i and the
base h to produce a' , Vii' and Y' using the first random number r and the
pr~.vate information x as follows: ' = ax: 



p' t fir; and Yr _ hxr~ wherein sa~.d ' , ~i~ and Y' are sent to the second
mechanism; and a pro~ring section far proving equality of a discrete
logarithm of x' to base ~ and a discrete logarithm of ' to base ~3 and
equality of a discrete logarithm of a' to the base g and a discrete
logarithm of Y' to the base h, and   55 the second mechanism comprises: a
second puhlm infarmation memory storing the designated operation scheme,
the twa input num~aers a and (~, and the two predetermined bases g and h; a
verifying section carresponding to the proving aecCion, for verifying
equality of a discrete logarithm of the received a' to base a and a
discrete logarithm of the received Vii' to base p, and equality of a
discrete logarithm of the received a' to the base g and a discrete
logarithm of the xeceived y' to the base h; a checking section for
ck~ecking the received ~' and y' to determine equality ar inequality
thereof; and a decision section fax deciding whether proof of the first
mechanism is acceptable, depending an results of the verifying section and
the checking section. 2. The system accardmg to c7.aim 1, wherein the
proving seatic~n comprises: a first prQVer far proving the equality of the
d~.screte logarithm of a' to base a and the discrete logamthm of Vii' to
base ~; and a second proven far proving the equality of the discrete
logarithm of u' to the base g and the discrete logarithm of y' to the base
h, and the verifying section comprises: a first werifisr corresponding to
the first proven far verifying the equality of the discrete logarithm of
the   



5~ received a' to base oc and the discrete logarithm of the received ~3' td
base ~; and a second verifier corresponding to the second prover, for
verifying the equal~.ty of tk~e discrete logarithm c~f the received a' to
the base g and the discrete ~.agarithm of the received y' to the b~.se h.
3. The system according to claim 2, wherein the checking section comprises
a third verifier for verifying the equality of the received ~' and Y' . The
sy$tern accaxding tra aJ,aim 2, wherein the check~.ng section comprises a
third verifier far verifying the inequality c~f the received ~' and Y, , S.
The system according to claim 2, wherein the check~.ng section comprises a
comparator for comparing the received ~i ~ and Y' 5. The system according
to claim 1, wherein the proving section comprises a single prover fax
proving the equality of the discrete logarithm of a' to base a and the
discrete logarithm of Vii' to base Vii) and the equality of the discrete
logarithm at a' to the base g and the discrete logarithm of Y' to the base
h, and the verifying section comprises a single verifier far verifying the
equality of a discrete logarithm of the   5~ received a' to base  and a
discrete logarithm of the received ~i' to base Vii, and the equality of a
discrete logarithm of the received a' to the base g and a discrete
logarithm of the received y' to the base h. The system according to claim
6, wherein the checking section comprises a verifier for verifying the
equality of the received Vii' and Y' . 8. The system according to claim 6,
wherein the checking section comprises a verifier far verifying the
inequality of the received. Vii' and y' . 9. The system according to claim
6, wherein the checking section comprises a comparatar far comparing the
received (i f and y' . 



~0. The system according to claim 2, wherein the first prc~ver comprises: a
second random number generator far generating a second random number; a
first converter for converting the a.nput number a, the input number p to
produce first comm~.tments corresponding to respective ones of said a and
~i using the second random number; and a first response generator for
generating a fret response using the first random number r and the second
random   58 number) in response to a first challenge reoeived from the
first verifier, arid the first verifier comprises: a first challenge
generator for randomly generating the first challenge after having received
the first commitments from the first prover; and a second decision section
for deciding whether the first response is consistent with the first
commitments and the first challenge, wherein a result of the decision is
informed to the decision section. 11. The system according to claim 2,
wherein the first proven comprises: a second random number generator far
generating a second random number and a third random number when having
received a first challenge preparation from the fyrst verifier; a first
canverte~ for converting the input number a and the input number ~ to
produoe first commitments corresponding to respective ones of said a arid p
using the second random number, wherein the third random number and the
first commitments are sent to the first verifier; and a first response
generator for generating a first response using the first random number r,
the second random number, and the third random number in response to a
first challenge received from the first verifier, when the first challenge
preparation is valid, and the first verifier comprises:   59 a third random
nurnher generator for generating a fourth ~'andQm number; a first challenge
preparation generator for generating the first challenge preparation from
the base g and the input number a using the fourth random number; 



a first challenge generator for generating the first challenge us~.ng the
fourth random number after having received the third random r~umber and the
first commitments from the f~.rst prover; and a second decision section for
deciding whether the first response is consistent with the first
commitments and the first challenge, wherein a result. of the decision is
informed to the decision section. 12. The sys'~em according to claim 2,
wherein the first prover comprises: a second random number generator for
generating a second random number; a first converter for converting the
input number a, the input number ~3 to produce first commitments
corresponding to respective ones c~f said a and (3 using the second random
number; a first automatic ck~allenge generator far generating a first
automatic challenge from the first commitments; a first response generator
for g'enerat~.ng a first response us~.ng the first random numlaex r and the
second random   60 number, in response to the first automatic challenge;
arid a first proven text generator far generating a first proven text
composed of the first commitments and the first response, wherein the first
proven text is sent to the first verifier, and the first verifier comprise:
a second automatic challenge generator for generating a seaand automatic
challenge after having received the first commitments from the first
pravex; and a second decision $eatian far deciding whether the 



first response is consistent with the first Commitments and the second
automatic challenge, wherein a result of the decision i$ informed to the
decision section. 13. The system acGarding to claim 2, wherein the first
prQVer comprises; a second random number generator fax generating a second
random number; a first converter far converting the input number a, the
input number p to produce first commitments corresponding to respective
ones of said a and ~ using the second random number; a first automatic
challenge generator far generating a first automatic challenge from the
first commitments; a first response generator for generating a first
response using the first random number r and the second random   61 numbex,
in response to the first automatic Challenge; and a first proven texr
generator for generating a first proven text composed of the first
automatic challenge and the first response, wherein the first proven text
~s sent to the first verifier, and the first verifier comprises: a second
decision section for deciding whether the first automatic challenge and the
first response included in the first proven text is consistent with each
other, wherein a result of the decision is informed to the decision
seotion. 14. The system according to claim 2, wherein the second prover
Comprises: a third random number generator for generating a third random
number; a second converter for converting the bases g and h 



to produce second commitments corresponding to respective ones of said g
and h using the third random number; and a second response generator for
generating a second response using the first random number r and the third
random number, in response to a second challenge received from the second
verifier, and the second verifier comprises: a second challenge generator
far randomly generating the second challenge after having received the
second commitments from the second proven; and a third decision section for
deciding whether the   62 second response is consistent with the second
Commitments and the second challenge, wherein a result of the decision is
informed to the decision section. 1S . 'The system aCCC~rding to Gla~.m 2,
wherein the second proven comprises: a fourth random number generator for
generating a fifth random number and a sixth random number when having
received a second challenge preparation fx~am the second verifier; a second
converter for converting the bases g and h to produce second commitments
corresponding to res~aeative ones of the bases g and h using the fifth
random number, wherein the sixth random number and the second commitments
are sent to the second verifier; and a aecQnd response generator for
generating a second response using the first. random number r, the fifth
random number, and the sixth random number in response to a second
challenge received from the second verifier, when the second challenge
preparaWan is valid, and the seaand verifier comprises: a fifth xandam
number generator for generating a seventh random number; a second challenge
preparation generator for generating the second challenge preparation frr~m
the base g and the input number a using the seventh random number; a second
challenge generator far generating the   63 second challenge using the
seventh random number after having receiw'ed the sixth random number and
the second commitments from the second prover; and a third decision section
far deciding whether the 



second xesponse is consistent with the second commitments and the second
challenge, wherein a result of the decision is informed to the decision
section. 16. The system according to claim ~, wherein the second prover
comprises: a third xandom num?aer generator for generating a th~.rd random
number; a second canvexter for converting the bases g and h to produce
second commitments Corresponding to respective ores of the bases g and h
using the third random number; a third automatic chal7.enge generator for
generating a third automatic challenge from the second ~pmmitmeritS; a
second response generator fax generating a sec4nd response using the first
random numl5er r and the third random number, in response to the third
automatic Challenge; and a second pxoven text generator fc~r generating a
second proven text composed of the second commitments and the second
response, wherein the second proven text is sent to Ghe second verifier,
and the second verifier comprises: a fourth automatic challenge generator
for   64 generating a fourth automatic challenge after having received the
second commitments included in the second proven text from the second
prover; and a third decision section for deciding whether the second
response is consistent with the second commitments and the fourth automatic
challenge, wherein a result of the decision is informed to the decision
section. 17. The system according to claim 2, wherein the second prover
comprises; 



a third random number generator for generating a third random number; a
second converter for converting the bases g and h to produce second
camrnitments corresponding to respective ones of the bases g arid h using
the third random number; a third automatic challenge generator far
generating a third automatic challenge from the second commitments; a
second response generator far generating a second response using the first
xandom number r and the third random number, in response to the third
automatic challenge; and a second proven text generator for generating a
second proven text composed of the second automatic challenge and the
second xesponse, wherein the second proven text is sent to the second
verifier, and the second verifier comprises: a third decision section for
deciding whether the   65 second automatic challenge and the second
response included in the second prven text ~.s consis~.ent with each other,
wherein a result of the decision is informed to the decision $eatioz~, 18.
The system according to claim 6, wherein the single prover comprises: a
second random numt~er generator for generating a second random number; a
commitment generator for converting the input number a, the input number ~
, the base g and the base h to produce commitments corresponding to
respective ones of said a, Vii, g, and h using the second. random number;
and a response generator for generating a response using the first ram.dom
number r and the second random number, in response to a challenge received
from the single verifier, 



and the single ~rerifier comprise: a challenge generator far generating the
challenge after having received the commitments from the single proven; and
a second decision section for deciding whether the response is consistent
with the commitments and the challenge, wherein a result of the decision ~s
informed to the decision section. 19. The system according to claim 6,
wherein the single proven comprises:   ~6 a second random number generator
.fox generating a second random number arid a third random number when
having received a challenge preparation ram the single verifier; a
commitment generator for converting the input number a, the input number a
( the base g and the base h to produce commitments corresponding to
respective ores of said a, g, and h using the second random number, wherein
the third random number and the commitments are sent to the single
verifier; and a response generator for generating a response using the
first random number r, the second random number, and the third random
number in response to a challenge received from the single verifier, when
the Challenge preparation is valid., and the single verifier comprises: a
third random number generator for generating a fourth random number; a
challenge preparation generator for generating the challenge preparation
from the base g and the input number a using the fourth random number; a
challenge generator far generating the challenge using the fourth random
number after having received the third random number and the commitments
from the single prover; and a second deeisi.on section far deciding whether
the response is consistent with the commitments and the challenge, wherein
a result of the decision is informed to the deciSic~n section.   67 2D. The
system according to claim 6, wherein 



the single pro~rer comprises: a second random number gene~'ator far
ger~erating a second random numbsr; a commitment generator for converting
the input number a, the input number (3 , the base g and the base h to
produce commitments correspo~'ading to respective ones of said a, g, and h
using the second random number; a first automatic challenge g'eneratt~r for
generating a first automatic challenge from the commitments; a response
generator far generating a response using the first xandom number r and the
second random numbex, in response to the first automatic challenge; and a
proven text generator for generating a proven text composed of the
commitments and the response, wherein the proven text is sent to the single
verifier, and the single verifier comprises: a second automatic challenge
generator fQr generating a second automatic challenge after having received
the commitments from the single prover; anal a second decision section for
decid~.ng whether the response is consistent with the commitments and the
second automatic challenge, wherein a result of the deGisian is informed to
the decision section, 21. The system according to claim 6, wherein   6~ the
s~.ngle prover comprises: a second random number generator for generating a
second random number; a commitment generator for converting the input
number a, the input number ~i ( the base g and the base h to produce
commitments corresponding to respective ones t~f said a, ~, g, and h using
the second random number; 



an automatic challenge generator for generating an automatic challenge from
the commitments; a response generator for generating a response using the
first rarldom numbex r and the second random number, in response to zhe
automat~.c challenge; axed a proven text generator for generating a proven
text composed of the automatic oha7.lenge and the response, wherein the
proven text is sent to the single verifier, and the single verifiez'
comprises: a second decision section for deciding whether the response and
the automatic challenge ineiuded in the proven text received from the
single prover is consistent with each other, wherein a result of the
decision is informed to the decision section. 22. A proving device for
proving equality or inequality of two discrete logarithms, comprising: a
public information memory storing a designated operation scheme, two input
numbers (hereinafter, denoted by a and ~), and two predetermined bases
(hereinafter, denoted by g   69 and h) ; a private information memory
staring private intoxmation (hereafter, denoted by x) which is a discrete
logarithm of oc to the base g; a random number generator for generating a
first random number (hereafter, denoted by r); a converter for converting
the input number a, the input number ~i and the base h Lo produce a' , ~3'
and y' using the first random number r and the private information x as
follows: ar ~3' - ~r; and Y~ _ hxr~ wherein said a', ~' and y' are seat to
the second mechanism; and a proving section for proving equality of a
discrete logarithm of a' to base a and a discrete logarithm of 



' to base ~3 and equaJ.~ty of a discrete- logarithm of a' to the base g and
a discrete logarithm of y' to the base h. 23. A verifying device for
verifying proof provided 1~y a proving device for praying equality or
inequality of two discrete logarithms, comprising: a public in~vrmation
memory storing a designated operation scheme, two input numbers a and Vii,
and two predetermined bases g and h; a verifying section corresponding to
the proving devioe, for verifying equality of a discrete logarithm of a' to
base a and a diaorete lagarithrn of ~' to base ~, and equality   ~o of a
discrete logarithm of a' to the base g and a discrete logarithm of y' to
the base h, wherein said a', ~' and y' are received tram the proving
device; a checking section far checking (3' and y' to determ~.ne equaJ.ity
or inequality thereof; and a decision section fc~r deciding whether proof
of the Eirst mechanism is acceptable, depending an results of the verifying
section and the checking section. 24. A zero-knowledge proving method in a
system comprising' a first mechanism far proving equality or inequality of
twQ discrete logarithms and a second mechanism for verifying said equality
or inequality, the method comprising the steps of at the first mechanism,
a) storing a designa.red operation scheme, two input numbers (hereinafter,
denoted by a and (~), and two predetermined bases (hereinafter, denoted by
g and h) in a first public information memory; b) storing private
information (hereafter, denoted by x) which ~,s a discrete logarithm of a
to the base g in a private information memory; c) generating a first random
number (hexeafr.er, 



denoted by r); d) converting the input number a, the input number ~3 and
the base k~ to produce a' , ji' and y' using the first random number r and
the private information x as (allows:   71 a' _ acr i (3' .. (ir; arid y' _
h"~, wherein said a') Vii' and y' are sent to the second mechanism; and e)
proving equality of a discrete logarithm of ' to base a and a discrete
logarithm of (3' to base (i and equality of a discrete logarithm of a' to
the base g and a discrete logarithm of y' to the base h) and at the second
mechanism, f) storing the designated operation scheme, the two input
numbers a and (3, and the two predEtermined bases g and h in a second
public information memory; g1 verifying equality of a discrete logarithm of
the received oc' to base  and a discrete logarithm of the received ~3' to
base ~3) and equality of a discrete logarithm of the received a' to the
base g and a d~.sGrete logarithm of the received y' to the base h; h)
checking the received Vii' and y' to determine eguality or inequality
thereof; and i) deciding whetk~er proof of the first mechanism is
acceptable, depending on results of the verifying section and the checking
section. 25. The method according to claim 24, wherein the step e)
comprises the steps of: e.l) proving the equality of the discrete logarithm
of a' to base  and the discrete logarithm of p' to base ~; and   72 e.2)
proving the equality of the discrete logarithm of a' to the base g and the
discrete logarithm of y' to the base h, and 



the step g) comprises the steps af: g.l) verifying the equality of the
discrete logarithm of the received a' to base a and the discrete logarithm
of the received (3' to base Vii: and g,~) ~rerifying the equality of the
discrete laga.rithm of the received a' to the base g axed the discrete
logarithm of the recei~red y' to the base h. 25. The method according to
Glaim ~~, wherein the step h) comprises a step of verifying the equality of
the received Vii' and y' . 27. The method aocarding to claim 25, where:Cn
the step h) aamprises a step of verif~ring the inequality of the
reee~.ved(3' and y' . 28. The method according to Glaim 25, wherein the
step h) aamprises a step of comparing the received Vii' and y' . 29. The
method according to claim 24, wherein. the step e) comprises the step of
proving the equality of the discrete logarithm of a' to base a and the
discrete logarithm of ~' to bass ~, and the equality of the discrete
logarithm of a' to the base g and the discrete   73 logar~.thm of ~y' to
the base h, and the step g) comprises the step of ver~,fying the equality
of a discrete logarithm of the received a' to base  and a discrete
logarithm of the reCewed Vii' to base Vii, and the equality of a discrete
logarithm of the recezved a' to the base g and a discrete logarithm of the
xeceived Y' to the base h. 30. The method according to claim ~9, wh~;re~.n
the step h) comprises a step of verifying the equality of the received Vii'
and Y' . 3~.. The method according to clam 29, wherein the step h)
comprises a step of verifying the inequality of the reeeivec~ ~3 ` and y' .
32. The method according to claim 2~, wherein the step h) comprises a step
of comparing the received Vii' and Y' . 



33. The method according to claim 25, wherein the step e.l) compxises the
steps of: generating a second random number; converting the input number a,
the input number ~i to produce first commitments corresponding to
respective ones of said a and (i using the second random number; and
generating a first response us~.ng the first xandom number x and the second
random number, ire response to a first challenge received from the second
mechanism, and   74 the step g.l) comprises the steps of: randomly
generating the first challenge after k~av~.ng received the first
commitments; and deciding whether the first response is consistent with the
first comm~.tments and the first challenge, wherein a result of the
decision is provided to the step i). 34. 'the method according to claim 25,
wherein the step e.1) comprises the steps af: generating a second random
number and a th~,rd random number when having' received a first challenge
preparation .from the second mechanism; aanverting the input number a and
the input number ~3 to produce first commitments corresponding to
respeat~.ve ones of said a and p using the second random number, wherein
the third random number and the first commitments axe sent to the second
meohaniem; and generating a first response using the first random number r,
the second random number, and the third random number in response to a
first challenge received from the second mechanism, when the first
challenge preparation is valid, and the step g.7.) comprises the steps of:
generating a fourth random number; cgenexating the first challenge
preparation from the base g and the input number a using the fourth random
number; generating the first challenge using the fourth 



random number after having :received the third random number and   the
first commitments from the first mechanism; and deciding whether the first
response is consistent with the first commitments and the first challenge,
wherein a result of the decision is provided to the $tep i). 35. The method
according to claim 25, wherein the step e.1? comprises the steps af:
generating a second random number; converting the input number a, the input
number ~ to produce first commitments Corresponding to respective ones of
said a and ~ using the second random number; generating a first automatic
challenge from the fuse commitments; generating a first response using the
first random number r and the second random number, in response to the
first automatic challenge; and generating a first prQVen text composed of
the first commitments and the first response, wherein the first proven text
is sent to the seCOnd mechanism, and the step g.2) comprises the steps of:
generating a second autamatiC challenge after having received the first
commitments from the first mechanism; and deciding whether the first
response is consistent with the first commitments and the seCOnd automatic
challenge, wherein a result a the decision is provided to the $tep i?.   ~s
36. The method according to c7.aim 25, wherein the step e.l) comprises the
steps af: generating a second random number; 



converting the input number x, the input number ~i to produce first
commitments corresponding tc~ respective ones of said a and ~i using the
second random number; generating a first automatic challenge from the first
commitments; generating a first response using the first random number r
and the second random number, in response to the first automatic challenge;
and generating a first proven text composed of the first autamatiG
challenge and the first response, wherein the first pro~ren text is sent to
the second mechanism, and the step g.1) comprises the steps of: deciding
whether the first automatic chal7.enye and the first response included in
the first proven text is consistent with each ether, wherein a reBult of
the decision is provided to the step i). 3~. The method according to claim
25, wherein the step e.2) comprises the steps of: generating a third random
number; converting the bases g and h to produce second commitments
corresponding to respective ones of said g and h using the third random
number; and generating a second response using the first random   77 number
r and the third random numlaer, in response to a second challenge received
from the second mechanism, and the step g.2) comprises the steps of:
randomly generating the second chal7.enge after having received the second
commitments from tha first mechanism; and deciding whether the second
response is consistent w~.th the seoond commitments and the second
challenge, wherein a 



result of the decision is provided to the step i). 38. The method according
to olairn 25, wherein the step e.2) comprises the steps of: generating' a
fifth random number and a s~,xth random number when hav~.ng received a
second challenge preparation from the second mechanism; converting the
bases g and h to produce see~ond commitments corresponding to respective
ones of the bases g and h using the fifth random number, wherein the sixth
random number and the second commitments are sent to the second mechani$m;
and generating a second response using the first random number r, the fifth
random number, and the sixth random number in response to a second
challenge reCei,ved from the second mechanism, when the second challenge
preparation is val~.d, and the step g.2) comprises the steps of: generating
a seventh random number; generating the seoond challenge preparation from
78 the base g and the input number  using the seventh random number;
generating the second challenge using the seventh random number after
having received the sixth ran.dam number and the second commitments from
the first mechanism; and a third decision section for deciding whether the
second response is consistent with the second commitments and the second
challenge, wherein a result of the decision is provided to the step i). 39.
'fhe method aocarding to claim 25, wherein the step e.2) comprises the
steps of: generating a third random number; converting the bases g and h to
produce second commitments corresponding to respective ones of the bases g
and h using the third random number; generating a third automatic challenge
from the 



second commitments; generating a second response using the first random
number r and the third random number, in response to the third automatic
challenge; and generating a second proven text composed of the second
commitments and the second respon$e, where~.n the second proven text is
sent to the second mechanism, and the step g,2) comprises the step$ of:
generating a fourth automatic challenge after having received the second
commitments inc7.uded in the seoand   proven text from the first mechanism;
and deciding whether the second response is consistent with the aecond
commitments and the fouxth automatic Challenge, wherein a result of the
decision is provided to the step i). 40. The method according to claim 25,
wherein the step e.2) comprises the steps of: generating a third random
number; converting the bases g and h to produce second carramtments
corresponding to respective ones of the bases g and h using the third
random numbex; generating a third automatic challenge from the second
commitments; generating a second response using the first random number r
and the third random number, in response to the third automatic challenge;
and generating a second proven text composed of the second automatic
challenge and the second response, wherein the second proven text is sent
to the second mechanism, and the step g.2) comprises the steps of: deciding
whether the second automatic challenge and the second response included in
the second proven text is consistent with each other, wherein a result of
the decision is 



provided to the step i). 41. The method according to claim 29, wherein the
step e) comprises the steps of:   $0 generating a second random number;
converting the input number a, the input number p , the base g and the base
h to produce commitments corresponding to re$pective vx~es of said a, Vii,
g, and h using the second random number; and geners,ting a response using
the first random number r and the second random number, in response to a
challenge received from the second mechanism, and the step g) oompr~.ses
the steps of: generating the chalJ.enge after haring received the
commitments from the first mechanism; and deciding whether the response is
consistent with the commitments and the challenge, whexein a result of the
decision is provided to the step i). 42. The method according to claim 29,
wherein. the step e) comprises the steps of: generating a second random
number and a third random number when havzng received a challenge
preparation from the second mechanism; converting the input number a, the
input number P , the base g and the base h to pxoduce commitments
corresponding to x~especti.ve ones of said ) Vii, g, and h using the second
random number, wherein the th~.rd random number and the commitments are
sent to the second mechanism; and generating a response using the first
random number r, the second random number, and the third random number in
97. response to a challenge received from the second mechanism, when the
challenge preparation is valid, and 



the step g) comprises the steps of; generating a fourth random number;
generating the challenge preparation from the base g and the input number
using the fourth random number; generating the chaJ.lenge using the fourth
random number after having received tl'xe third random number and the
commitments from the first mechanism; and deciding whether the response is
consistent with the commiC,ments and the challenge, wherein a resu~.t of
the decision ~.s provided to the step i). 43. The method according to claim
29, wherein the step e) comprises the step$ of: generating a second random
n~mbex; converting the input number x, the input number (~ , the base g and
the base h to produce comm~.tments corresponding to re$pective ones of said
x, Vii, g, and h us~.ng the second random number; generating a first
automatic vhallenge from the commitments; generating a response using the
fixst random number r and the second random number, in response to the
first automatic challenge; and generating a proven text composed of the
commitments and the response, wherein the proven text i9 sent   82 to the
second meah,anism, and the step g) comprises the steps of: generating a
second automatic challenge after having received the commitments from the
first mechanism; and dec~.ding ~rhether the response is consistent with the
avmmitments and the second automatic challenge, wherein a result of the
decision is pro~rided to the step i). 



~4. The method according to claim 29, wherein the step e) Comprises the
steps of: generating a second random number; converting the input number a,
the ix~put dumber ~i , the base g and the base h to produce commitments
corresponding to respective ones of said a, ~3, g, and h using the second
random number; generating an automatic challenge from the commitments;
generating a response using the f~,rst random number r arid the second
random number, ~.n respon.s~ to the automatic challenge; and generating a
proven text composed of the automatic cha7.lenge and the response, wherein
the proven text is sent to the second mechanism, and the step g) comprises
the steps of: deciding whether the response and the automatic challenge
included in the proven te~ct received from the first mechanism i$
consistent with each other, wherein a result of   83 the decieiar~ is
provided to the seep i) . 45. A computer program instructing a computer to
implement a first mechanism for proving equality or inequality of two
discrete logarithms and a second mechanism for vax~ifying said equality or
inequality, the program comprising the steps ot: to implement the first
mechanism, a) staring a designated operation scheme, two input numbers
(hereinafter, denoted by a anti (3), and two predetermined bases
(hereinafter, denoted by g anal h) in a first public information memory; b)
star~.ng pri~rate infaxmation (hereafter, denoted by x) which is a discrete
logarithm of a to the base g in a private information memory; c) generating
a first random number (hereafter, 



denoted key r) ; d) aanverting the input number a, the input number ~ and
the base h Ga produce a', Vii' and y' using the first random number x and
the private information x as follows; a. = ar~ ~3' _ ~ir; and Yr _ hxrr
wherein said a' , ~3' and y' are sent to the second mechan~.sm; and e)
pro~ring equality of a d~.screte logarithm of ' to ba,~e a and a discrete
logarithm c~f Vii' to base ~ and equality of a discrete logarithm of ' to
the base g arid a discrete   B4 logarithm of y' to the base h, and to
implement the second mechanism, f) storing the designated apexation scheme,
the two input numbers a and ~, and the twa prede,term~ned bases g and h in
a second public ir~.fc~rmation memory; g) verifying equality of a discrete
logarithm of the received a~ to base a and a diacxete logarithm of the
reeei~red ~i~ to base (3, and equality of a discrete logarithm of the
recei~red ~~ to the base g and a diacxete logarithm of the received y' to
the base h; h) aheckit~g the received (i' and y' to determine equality or
inequality thereof; and i) deciding whether praof of the first. mechanism
is acceptable, depending on results of the verifying section and the
checking section. 46. Th.e computer pragram according to claim 45, wherein
the step e) comprises the steps of: e.1) proving the equality of the
discrete lagarithm of oc' to base a and the disaxete logarithm of (i~ to
base Vii; and e.z) proving the equality of the discrete logaxithm of a' to
the base g and the discrete logarithm of Y~ tc~ the base h, and the step g)
comprises the steps of: g.i) verifying the equality of the discrete
logar~,thm of 



the received a' to base a and the diecrete logarithm of the received ~' to
base Vii; and   85 g.2) verifying the equality of the d~.screte logarithm
of the received ' to the base g and the discrete logarithm of the received
Y' to the base h. 47. The computer program according to claim 46) wherein
the step h) comprises a step of verifying the equality of the received y
and y' . 48. The computer pxogram according to claim 46, wherein the step
h) comprises a step of verifying the inequality of the re ce ived Vii' and
Y' . 49. The computer program according to claim 4~, wherein the step h)
comprises a step of cornpaxing the received Vii' and Y' 50. The computer
progxam accord~.ng to claim 45, wherein the step e) comprises the step of
proving the equality of the discrete logarithm Qf a' tc~ base  arid the
discrete logarithm of Vii' to loose Vii, and the equality of the discrete
logarithm df o~' to the base g acrd the discrete logar~.thm of Y' to the
base h, and the step g) comprises the step of verifying the oquality of a
discrete ~.ogarithrn of the received a' to base a and a discrete logarithm
of the received ~3' to base Vii, and the equal~.ty of a discrete logarithm
of the received a' to the base g and a disaxete logarithm of the received
Y' to the base h.   86 5~.. The computer program according to a7,aim 50,
wherein the step h) comprises a step of verifying the equal~.ty of the
received (3' and y~ . 52. The aamputer program accaxding to claim 50,
whexein the step h) campr~.ses a step o~ verifying the inequality of the
reoei'v'eti Vii' and y' . 53. The computer program according to claim 5D,
wherein the step h) comprises a step a comparing the received ~3' and y' .
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