;I mopqge3eTdh6T&T. i na~~~~w~ *@00002* group operdtion. There has been known
the Chaunmis schene that allows a prvver to canvin.ce the verifier about the
equality ar inequality of SzQ and m', which is disclosed in "Zeroknow edge
undeni abl e signatures”, Advances in Crygtalogy, Proceedi ngs of Euracrypt’
X990, LNCS473, Spr.inger-Verlag, pp. 458-464, 1991. This Chaum s schene,
however, enploys different proving systens to prove respective ones of the
equality and inequality. Especial.J.x, the systemof proving the inequality
cannot be performed without the verifier and the~cefore ~.t ~s inpossible
for the praver sol el ZRRO-FNOWLEDGR cPROWINGA lsiviyEM TAGS emagpeen proposed
anot her proving schene that enploys the sanme proving systens to prove both
the equality and inequality. See "Efficient convertible undeniable

si gnature schenes", Proceedi ngs of 4th Annual Wrkshop On Sel ected Areas in

Crypt ography, SAC 97, August 1997. ?although this schene allo r
solely to prove both the ea%l%{*j té and inee,~uality and the egmﬂl}'m%@[ﬂlﬂm@

t hereof has been qualitati GRRUNG %) THE INYENEIEWsadvant a

important information. Mre specifically, the inforrnaticrn n is'"¥8"xown
by the verifier, leading to a contradiction such that, when indicating that
a nessageim Fﬁemtoﬁ“&lﬁn%%veﬁgf%ﬁi gnature on mis involuntarily passed.

SUP~I ARY OF THE ZN VENTI _ N object of the present invention is to
provide a zer oltehedgener oxl-o0.RLT,AA] PEHAGL Al oWag e oane

protocol to be used to prove the equality orf inéequa

| ogar i t hneechmuliaidso\iomgpirbei fg omer leky t@zﬂ_{;@éﬁ,i .. thout | eaking

i mportant _information. X-ecording f:gl%t he }f)’resent r?\}té'rt;'y: %?,&%f%vgtteem

i ncl udes Hgarifhmeechanrhnié aruirabliengoe udd i fry 19fdeni B8Ee ~MAkid el t WO
di screte logarithms and a second nmechani smfor verifying said equality or

i nequal i t3- rFpEdpnneE hidrg Reliatedudles: a first public information nenory
storing a desi %n%t eqd operation schenme, two i~.put nunbers (hereinafter,
denoted by a and“E3}abimEiamrtpregepseposrst hya Shauphbaees nat timordanst ed by

g and h); iLvate i nformtiqn nemazy storing private information
(hereaft&&p%gﬁ t%gciayt%t VhiSETPE GReRQ ey ItggaVﬂlirFﬂlituf af to sehé-base g;
a random e generat i a first random nunber (hereafter,
denot ed gfﬂ%&;@&g&cgﬁ er‘%ﬂerrEf %ﬁ"tc ng‘aﬁ‘?cﬂ%iﬁw@tf‘ﬁﬁut Appekeniabie i nput

nunber ~igiandttibe HAsEndl 0 )Rr &ndca dde o@N@hY _Using the first random
nunber x and the private i mg{(%r Egtylgon 5 él(se’ef S?I gﬂg:g%ﬁﬂp CRSERtLop of (i r;
and Y, _ah~ordber@-grogRicd od' medhle @Ndntredfe he second

mechani sm and a proving section farﬁ'pr ﬁgﬁgbeaﬁgﬁt%&o%énﬁi 8ete

| ogarit hitawé @' relntiasmshdpand @] dbsor.et FhkRg3r L tHmiQf oV jej_erh&npaos_ce ~i and
equality of a discrete logarithmof a' to the base g and a discrete

| ogar i t hiPBf9yPuUR & it iiehasanbr usek tihe genepsto®ahal SMpuRth HdRsy a second
public inf(gr mat i on menory storing the designated operat~.on scheme) the two
i nput nuftBBr¥ 3F FhPTEVatinleY he 4 wiiomestise comi nakdrseges mgiandbtsided
verifying,s I rr ondi,hg to the proving section, for verifying

equal i r,gyo‘?ﬁa&%%stg?‘gt gﬁgoga'ﬁ't HAPEE ¥ht® debrdyabe keybasomwdmand a

di scr et egt@garddd Raqk b celyved Vii' to base Vji, and equality of a

di screte logarit hmagg'déﬁg égctgklkevgd'gg‘&%etﬂ@“ degided By dpxevisie

| ogari t hthefedlag ikgCaiFv VAT e h: a c ir~ ection far

checki ng the recei \?gd \flgllq"E %lné(fq:ﬁt%t %ggéﬁe‘%ﬁ‘%o&ﬁ% i Pgbi?‘ci%ﬁ‘ué{l Ety

t her eof ;g"aafdac HeCii S teLAbiaRi Q% degidi whet-her proof of the first
mechani smis accept abl e, de%gﬁdilng on ggg&:}t%s of the %r‘?‘?%’?‘?&tSecti on and

t he chediier fprgectyi ofi. tiie anigliat@rkocan 1B REGH =l I,_,ge Pé\?’:isxﬁ&_gttﬂ nvention, the
proving section may include: a first proven for pr v?ng t e(?ual ~. ty of
the di scr@@alagerPEhI@f ad 18 base(rg Sud- ) he AbssFABERIVOIRLEL N of (i7 to
base Vii ;. ang a second proven for proving the equality of the discrete

| ogar i t FHEDRATHES BYstRm Nesdeay sapgovheg diesheetien bgarptdviref tye to the base
h, and 2rifying section conprises: a first verifier corresponding to
the fi r?@ﬁ#gégn&f%?‘a%if%% ﬁgetﬁ‘%mé%@dﬁqrﬁtef legr dikreg e kogarit hm of
tk~e regRh-vYediA A and the_djscrete |ogarithmof the received ~3'
to base ~3: gﬁgga&(g%con%"@éfpff?’a?lm ndFAYLEa ima sesdanapedven, fox
verifying the equal ~.ty of the discrete logarithmof the received a' to the
base g and the discrete logarithm Q the received 'y' to the base h. zn an

enbodi nment, the checking section may include a 5 I Er far
verifying the equa~.ity of the received (3" and y' [\\“\mmmmm“ mbodi ment ,
t he checking section nmay include a third verifier far veggmeityi Nng the

inequality of the received ~' and y'. In still another enbodi nent, the
checking section may include a com-aarator for conparing the received (i’

v o - o . Y - o




Fig. 1 is a schematic diagram showing a first basic schene of a

zer o- knowl edge proving system according to the present invention; Fig. ~is
.a schematic diagram showi ng a second basic schene of a zero-know edge
provi ng system according to the present invention; Fig. 3 is a schematic

di agram showi ng a third basic schene of2a zero-know edge proving system
acaarding to the present invention; Fig, 4 is a schematic di agram show ng a
fourth basic schene of a zero-know edge proving system according to the
present invention; Fig. 5 is a schematic diagramshowing a fifth basic

schene of xQ: L ~nowl edge provi ng system according to the pxesent
invention?%Eﬁg.g%é¥%E%$§chenatic di agram showi ng a sixth basic schene of a

zexo- knowl edge pROML s S YRLAMAGHR (Hd Gt Do DhERE EndcNKaNbENa Fig. 7 i

a bl ock diagram showi ng a zero- knowl edge provi ng system according to a

first enbodiyepteofcdhiaficessat véAVENY Abour Fhe. edudlsitdy Brock diagram
showi ng first proven and first verifier in a zero-know edge prQving system

accor di ng iheqgaaseepreE ereedeABn*, ovhibR D& edtildsedenhi operdtig. 9 is a

bl ock di agram show ng first proven and first verifier in a zero-know edge
provi ng skavebedss ordiangapdeasigmatthmdiodRdeanced irthdyyresedptyi nvent i on;
Fig. 10 is a block diagramshowing first proven and first verifier in a
zer o- knowPsdgeedings mf SoeKYRECoFhg INES473 ouFpHinamsodEreAg: oPR he

present invention; Fig. 1~ is_a block diagramshow ng second proven and
second vefPPr&§4 ~nllrer GRACHIRIGE Iﬁcé\?-‘ﬂ‘%g E?‘%‘?‘é‘?ﬁa@@@iﬂ’ﬂ’ﬁgd&gﬂent

proving systems to prove respective ones of the equality and
inequality. Especially, the system of proving the inequality
cannot be performed without the verifier and therefore it is
impogsible for the prover solely to prove the inequality.
There has been proposed another proving scheme that
employs the same proving systems to prove both the equality and
inequality. See “Efficient convertible undeniable signature
schemes”, Proceedings of 4th Annual Workshop on Selected Areas
in Cryptography, SAC/97, August 1997. Although this scheme
allows the prover solely to prove both the squality and
inequality and the efficiency thereof hasg been qualitatively
analyzed, it has a disadvantage of leaking important
information. More specifically, the information m* is known by
the verifier, leading to a contradiction such that, when
indicating that a message m is not signed, the signature on m

ie involuntarily passed.

SUMMARY OF THE INVENTION



a fifth enbodi nent of the present invention; Fig. 12 is a block di agram
showi ng second proven and second verifier in a zero-know edge proving
system according to a sixth enbodinent f the present invention; Fig. 13 is
a bl ock di agram showi ng second proven and second verifier in a

zero- know edge proving system accordingto a seventh enmbodi ment of the
present invention; Fig. 14 is a bl ock diagram show ng a zero-know edge
provi ng system according to an ei ghth enbodi nent of the present 8
i.nventian; Fig. 15 is a black diagramshowing a prover and a first

verifier in a zghcoiuad %@.%h@r%éé&ms}iﬂvéﬂb%ﬁo:@iﬁw drdvagal Rt Begibodi ment

of the present invention; Fig. is a block diagram show ng a prayer and a

fir$t verkhbeledde pmaringk @Qﬁt&dmﬂ)rnteuhoﬂga§Y§\ﬁm§b&.Qfeors@h€9p":§fo@3I enth
enbodi nent of the present invent~an; Fig. 17 is a block diagram show ng a

prayer anticabéiwatd \ar ipiiose the equridyk newieekges ity icfg ddgetete accor di ng
to an el eventh enbodi nent of the present inventiaon; Fig. 18 is a bl ock

di agr am shegRuE-RNY @nel kadawieg gehemovivey s9Sekm tar gorotiengtt withewiel f t h
enbodineni of  the present inventican; and Fig. 1~ is a block diagram
shaw-. ng a%3&+08 ITRATEAGE pREQTARF ¥t em according to a thirteenth

enmbodi nent of F$ﬁﬁyr sent i Mention. DESCRI PTI ON aF THE PREF-~, ' ~RED
EMBODI MENTS | n EfeFPe e TSN LEVEREE b & WELEW, 1pChvdes) dar e
primes, weere qfe(c‘?{a%)i’sma?grgpr&rin% %rc]xgzaﬂt? 'S a‘:!rleqeula'iqg}r}t Sf Ot];wc‘;jl 9
discrete logarithms and a second mechanism for verifying said
equality or inequality. The first mechanism includes: a first
publie information memory storing a designated operation
scheme, two input numbers (hereinafter, denoted by a« and p),
and two predetermined bases (hereinafter, denoted by g and h);
a private information memory storing private information
(hereafter, denoted by x) which is a discrete logarithm of « to
the base g; a random number generator for generating a firat
random number (hereafter, denoted by r); a converter for
converting the input number «, the input number f and the base
h to produce «’, B’ and y' using the first random number r and
the private information x as follows:
o = afy
g’ = f%; and
v’ o= BF,
wherein said ', B’ and y’ are sent to the second mechanism; and
a proving section for proving equality of a discrete logarithm
of o' to base a and a digcrete logarithm of B’ to base § and

equality of a discrete logarithm of o’ to the base g and a

discrete logarithm of y' to the base h.



group of order g on nmodulo p. stemoutlines 1. First basic schene Referring
to Fig. 1, the systsmhas a prQVving nechani sm 100 and a verifying nechani sm
150. The proving mechani sm 100 i ncl udes a random nunber generator ~.al, a
public infox~maticrn menory 102, a private information nmenoir 103, and a
vari abl e converter 104. The random nunb®&r generator 141 generates a random
nunber r a ~ The public information nenory 102 stores p, . g, h, a and ~3,
where p and g indicates the group Qperatiori, g and h are first and second
bases, respectively, and a and ~3 are input nunbers. The sane public

information arersbasgond raddblich IAEAIAELT QN -BBERE Yo Bk, Of the verifying

mechani sm 150. The pr~,vate information nenory stares private

i nf or mat i Ampermatlsh YhaEbBE stodtin ddiigehtl | pd hm of
a to the base g, that is,lqﬁx = |ag§§%@Tr$gngﬁgg% %ﬁ%béegﬁﬁ{e?e@gb%?aﬁ%% t he
publ i ¢ i nfowo~tapio nmurersy «183dahd dikie tRei Wb GridieeiplineR PRSES ¥y 103
Qutput p, 9, g, h, a, ~, x, and r to the variable converter 104. The

vari abl e corvért 8rvadifyises selresen varragpesdti ogprd ot gtoving3' , y' as
follows a° - ar nod p; Vii'! wpr nmod p; andy ~- h'~ nod p . The proving

mechani smeEGE1SRNSCY esd fying\peual ity @f sheiscuete Jogamithy néctiami sm
150. The E_r oVi ngdmechan' sm 100 furt i ncl udes a fi xst groven 105 and a

second pr &FERTER. * T FFEt“ﬁr&/é‘ng%Sr‘b’f%\ﬂé&at%h@qﬁﬁl by Beqiveddi screte
e Vii, T

I i thng, of ~ tqg the,b d.~' the b . h d
107 provel {18 ARt ¢ 9781 SRR B o AFBEETA HAE=ELFhE Of Flihe base g and
*tc~ th T i £ vi hani,sm 15b further . i first
verifier Tesetied e BG VBE pded' SR A RN tkadibunat B8R 2 decisi on
tion 155.q e fji iof ] 5 if the, P4 th
i screte Toacsiifhre 5 S e i 8 SRELKLES fEailbn) PO PONEMEE Bhe' T e

equal ity kacy¥ered idanihen doh@avetinihe aldan i t BESud S Laed. The
second verifier 15% veri f’i es about the equal ??flsgf t he é(jj'ﬁ~'Ls‘;ceifratg?%s}—}aggZari t hns
of a' to &hd padwigicandeytitn fdre deaddihgamtstlidr theogquel thy firaterified,
then the verification acceptance is determned. The third verifier 154
verifies Bpohanise igqagtepiable (idepending amdcedufltist ofsthervérefyivaat p~
y~, then the verification acceptance is determ ned. The decision section
1~~ deci dBECHIRT dfGatheyclhecking @esEiene | ogarithms of a to the base g and
n the verification results of the first to third

(i ttr the bas%h Wae , .

verifiers 1-27 645N 752 FLATBRCECRE| Be RuGHMNEndBYEntReR, ttHhe equal ity is
deci ded, deci sion _section 155 outputs “OK' and_otherw se 2. SecQ ~d
basi c sct%%ﬁ%cs%ﬁg?%ﬁr%n’é ¥ i3 Pﬁ"‘%t KF$HEM ﬁﬁg_ BEOFRA _r’r'ﬁ‘errechani sm
200 and deqifiiicyl BY ERENASRP Goodheciltl W4 B9 BECHALL $M-200,h0C! udes a
random nunber generator 201, a p,ub(I3| C I nformat~.an nmenory 05, a private

i nf or mat i dinsavener ¥o388itien bR Bvathabhse FINUAAL £ slRhd B}%v&%nﬁsg number
generator 201 generates a random nunber r a Z/ qZ. The public 1 nformation

menory 2Q2-cstimgeshp, equalitih ofa thaddVedretEhd caaretBMbbF i RlOkRBE i ON are
stored in a public informati on nmenory 251 of the verifying nechan~. sm 250.
The privdtasa gf endatherdimouate 208asithesofhni vabeche base h, and the
verifying section comprises: a first verifier corresponding to
the first pfover, for verifying the equality of the discrete
logarithm of the received «’ to base o and the digcrete
logarithm of the received B’ to base B; and a second verifier
corregponding to the second prover, for verifying the equality
of the diascrete logarithm of the received o’ to the base g and

the discrete logarithm of the received y' to the base h.

In an embodiment, the checking section may include a



information x Satisfying a ~ g" nod p, which is the discrete logarithmof a

to the base g, that is, x = logga. The random nunber generator 201, the
public informati on menory 202 and the private informati on nenory 203 out put
p, 9, g, h, a, ~, x, and r to the variable Converter 204. The variab7.e
converter 204 uses these ~rariables to produce a' , Vii' , Y as follows a
-ar nod p; Vii' - ~3r nod p; and y' - h"x nod p . The provi ng nechani sm
200 sends these a' , ~' az~d y' to the verifying nechannm 250. The proving

mechani sm 200 further includes a proven 205, which proves the equality of

]2 O SCaieal QQRLHATE Y Vi b APty 300 M nd et vbgsy | and

the equal ity of rete [ og ns of” a ase g an to the

base h.  gnd Jhe Ve[ ishbl Ay MERbereRe2 5 enE e g eleddesnandy r st veri fier
252, a second'verifier 254, and a decisir~. section 255. The first verifier

252 verifijgs1aheus therEouatriky dbr tharidyiegetee imgardltinysoafths to the
base and (3" to the base ~i and the equality of the discrete |logarithns of
X' to therkasgevgdagrd ayid 0. t lin add lhanbfhdéhesdodqmeht | | Ese artesdkany
verified, then the vex~zfication acceptance is determ ned. The second
verifier 2B4tienifaesirmaiode shecwpredtiary foir vompaning yheaxeceivedif’i s
verified that (3" - y', then the verification acoeptance is determ ned. The
deci si on s&88ty'on 255 decides the ecsuality of the discrete |logarithms of a

to the base g anc the vex~ifa.cation resul%s gf the first ang,and 54 are
all verificati oRCEHEEHNG T ENOFRET RAPCThOLJERP F P L R85 ot Bt s . .

3. Third basi hene, Ref I, to Fig.. 3,.th t ~ ~ the b h
o e RS oSehE Kehet LA Aol Gt ot BRI Wby e e bace
proving meehant e SPGANAiBCHEEL KUk TRENRR! 2N askny M@ MEChani sm
300 i ncludés a random nunber generat or 1, a publio information nenory

302, a prma&fe'té\fmggﬁtﬂt% BeNpr 3 Bheecapd aﬁl&@ﬂea@haagg@/%ﬁ &he304. The
random nunber generdtor 301 genherates a random nunber r Z/l g~. The public

i nformati gnsEREDE V1A i3her 68 @) b the baseafdand theedisgeepablic
information are stored in a public information nenory 351 of the

ver ~. fyi xiggaettianicsiny350c thd Joalee hpri The everifiiyimgt seathenonay 3p3 stares

private ~.nformation x satisfying a = g* mad p, which is the discrete

| ogari t hmigelede oo tidissweyifiantfon verifying-de equality of a
discrete logarithm of the received o’ to base o and a discrete
logarithm of the received B’ to base B, and the equality of a
discrete logaxithm of the received «’ to the base g and a
discrete logarithm of the received y’ to the base h.

In an embodiment, the checking section may include a

verifier for verifying the equality of the received f‘ and y’.
In another embodiment, the checking section may include a
verifier for verifying the inequality of the received B’ and

y/. In still another embodiment, the checking section may

include a comparator for comparing the received B’ and vy'.

BRIEF DESCRIPTION OF THE DRAWINGS



The random nunber generator 301, the public information menory 302 and the

private information nmenory 3a3 output, p, g, g) h, o~, -3, x, and r to the
vaxi abl e converter 304 _ The var~. abl e converter 304 uses these vari ables
to praducea’ , Vii' , y' asf allowsa - a mdp; -~ fir nod p; and y'

- h'~ md p . The proving nechani sm 3009sends these a'( ~3' and y' to the
verifying mechani sm 350. The provang nmechani sm 300 further includes a first
pravex 305 and a seaand proven 306. The first proven 305 proves the
ec,~uality of the discrete logarithnms of a' to the base a and Vii' to the
base Vii. The segond,ptQvV, L Qv efelinkYaOf i #&e IsHssler et e

| ogarithnms of a%clfgd E‘h{égbggheé%%gﬁéeyﬁ?%%e baégéh. The verifying

mechani sm urther , L PGoihila f bestinerddrem 3bzordisecondheerifier
353, a thi%g%\;&éar ioki %r Z%gﬁ and%ac@gegi si or syfecti on 355. The first verifier
352 veri fiolﬁsesaé%utint\,ggtg@@g& ~.t.y of the ciiserete logarithnms of a" to the
base a and p' to the base ~i and, if the equality is verified, then the
verifi,oatian acceptance is determ ned,. The second verifier 353 verifies
about the equality of the discrete Iogarithms of a to the_hase, 14 g and
y' to the base IFignd2 if ahechamedlict dipgrae shawidd fhERCPRR RAFIF i cati on
acceptance is determned. The third verifier 354 verifi es all%)tgh% he
i nequal i t yeciieme cofn@ yeranmovkedge pEoving rPRFEThAFCOFRTEL VO Y09 nan the
verification acceptance is dete~' mned. The decision sec~ion 355 deczdes

t he i nequab¥eserdy EWeN§iSEiete | ogarithms of a to the base g and p to the
base h when the verification results of the first to third verifiers 352354
are all verification acceptances. H hen the inequality is decided, the
dec~. sion secti 35 t put S, o OK" rahwSert of euath basie schene
Referring to ~' %&9'4,5 g%egs%/(??een%%acgagag?%@~%g rr%chani sm 400 and a
Verifying g@i&ﬁé'ﬁn 45Qy o TREoWI Q3 prevthgnbpatebaGidonetiidgsta tndom nunber
gener at or . a pu&ic information nenory 402, a private information
menory 403pr@§'éh@ MRlengbbg; converter 404. The random nunber generator 401
generates a random nunber r a z/q2. The public information nmenory 402
stares p, g, g, h, and Vii. The sane public information are stored in a
public informati on nenory 457. of the verifying mechani sm 450. The private
i nf or mati on mentTig.4@3 ist ar sshematis diparannBRPG as%@i"’{f: i #8%*< g" nad p,
which is the discrete logarithmof a to,the base %f?th t.nis xtﬁelogg. The
r andom nunsehetR el & FereoknovHRAFY MLV ings BYRETT ATRETFY 482°3Rd t he
private informati on nenory 403 output p, q, 15 g, h, a, Vii, x, andr to
t he vari abPEe%%‘h‘?/éﬁV&nt&@éi The var~. abl e converter 404 uses these

vari ables to praducea' . (i' . y' as follows a' - ar nod p ; ~3" - ~3r nuad
p; and y, T hxr ~d p . The proving nmechani sm 400 sends these a', Vii' and
y' to the verifyhng neqghani aBhémskid ke showbehaniiita0babict her

i ncl udes a prover 405, which proves the equality of the discrete |logarithns
of a' to thenbascof AMbro3knbelédge haseingasgstée amediingy tef thee discrete
| ogarithnt of c~' to the base g and -y.' to the base h. The verifying
mechani sm @ggsémtweﬂtridnudes a first verifier 452, a second verifier 454,
and a decisio~'x section 455. The first verifier 452 verifies a3~put the
equality of the discrete logarithnms of a' to the base a and Vii' t,o the
base ~i and the equality of the discrete |ogarithns of a' .t e base g and
y' t4 the base hFigf § Hes@ &ghgMpEie %aﬁblshw@é??f? esdﬁ(tt%%ﬁtsgﬁe

verification acceplance = s detgrmlned. o system according to the

present invention;

Fig. 7 iz a block diagram showing a zero-knowladge

proving system according to a firet embodiment of the present

invention;



The second verifier 454 verifies about the inequality of (3" and y' and, if
it is verifiedthat ~ ~vy'" , then the verification acceptance is

determ ned. The deci sion section 355 decides the inequality of the discrete
|l ogarithnms of to the base g and (i to the base h when the verification
results of the first to third ver~.fier% 352354 axe all verification
acceptances. Wien the inequality is decided, the dec~.si.on section 355
aut pute "O-C and ot herw se i~ 5. Fifth basic schenme Referring to Fig. 5,
the system has a proving nmechani sm SO0 and a verifyi ng nmechani sm 550. The
provi ng nmechani sm 500 i ncludes a random nunber generator 501, a public
informati on nenory 502, a private information nenory 503, and a vari able
converter 5Q4. Fhg randor) MIRR' qU88LIRIMowEIY FENEE FhRSred labadgm-aENDer T
a Z/qz, Tha publi€ information nmemaXy 502 stores p, q, g, h, and Vii
where p aRrgrd fiBe €At £SzdMe keAlBdge aiadvion, sgstel dceywiifiy ¢ and second
bs~ses, respectively, and a and ~3 are input nunbers. The sanme public

i nformat i Grecahe Shbtdindnt afptthei preésdror netvienniorpory 551 of the verifying
mechani sm 550. The private information nmenory 503 stores private
information x satisfying a = g" nod p, which ig the discrete logarithmof a
to the base g, t~rat is, x = logga. The random nunber generator 501, the
public ~. nfarmafi@n %Eﬁb%yb§@9kaaﬁa$ﬁ%“ﬂﬂFW%P@ FRFSE RESVSF #BRDEYT8D3

out put p, g#.gh h, a, ~3, x, an ddr to the variable cr~2¥verker 504. The
vari abl e VEHGEHEEr IBGH FRRSKOAWSBIGE RERES FESPEBAREINRES § 59

fol Zaws: &', .= .ar P Mid - promd p.and - hxr ~d p . The proving
mechani sm%ﬁdsswgé)g%%e@e 05 ,thFi Br%%%flq-y'lqvgngﬁgn(/eri fyi ng nmechani sm 550.

i ~ The proving nmechani sm 500 further inc7.udes a first prover 505 and a
second prover 506. fihe first graver 505 proves the equality of the
discrete | ogariphgs 0f @ of B1bBR 88&SranfRnoWihg ElEsanRved ahBierssgond
prover 506 proves the equality of the di,ecrete logarithnme of a' to the
base g angeyifiertie dasrhkndhBeddepdoving Bpsbani smedxallnurbhar i ncl udes
a first verifier 552, a Second ~rerifier 553, a conparator 554, and a
deci si on Seuotthoam&ibimetite offi the mevddriterinSBRAtveni fi es about the equality
of the

Fig. 11 ig a block diagram showing second prover and
second verifier in a zero-knowledge provimng system according to

a fifth embodiment of the present invention;

Fig. 12 is a block diagram showing second prover and
second verifier in a zero-knowledge proving system according to

a sixth embodiment of the present invention;

Fig. 13 is a block diagram showing second prover and
gecond verifier in a zero-knowledge proving system according to

a seventh embodiment of the present invention;

Fig. 14 is a block diagram showing a zero-knowledge

proving system according teo an eighth embodiment of the present



discrete logarithnms of a° to the base a and p' to the base (3 and, if the
equality is verified, then the verification acceptance is determ ned. The
second verifier 553 verifies about the equality of the discrete |ogarithns
of a° to the base g and y' to the base h and, if the equality is verified,
then the verification acceptance is det®rm ned. The conparator 554 conpares
~' and y' to determ ne whether Vii' ~ vy’ The deci sion section 555 deci des
the inequality of the discrete logarithns of a to the base g and ~3 to the
base h when the verification results of the first and ve~'ifiers 552 and

553 are akhweaeibhgati on acceptances and the canparatar 554 determ ne that

Vii' ~vy'. Wien the conparator 554 determine that (3' ~ Y, the . decision
section 555 decides the equality of the discrete logarithnms of a to the
base g and ~ to the base h. ~. Sixth basic scheme Referring to Fig. 6, the

system has a prBignglirechanibdovkOdi Anchia shewi fiy i & preeiaangm650retThe
provi ng nmechani sm 600 18 includes a random nunber generator 602, a public
i nf or mat | FRTHERSY L1600 zexopkhoul edge frmovdhpagystemaaccddingand & vari al al e
conveYtar 604. The random num-aer generator &0~. generates a random nunber
r ~ Z/ qZ. “FRER pRBPeH et phaF e rorREfRty 16Wentiaxes p, g, g, h, and Vii.
The sanme public infQx~m-ation are stored in a public information nenory 651
of the verifying mechani sm 650. The private znfarmati an nenory 603 stores

ivate inf j ti i = q" d which is the discret
private | ol en e SBLSLYLON Ao Bl D L O strl e
sencr i of vEPles byl il LhsRLI LOB RO MUGpIEPEL VRS

convert er teffld, ek iveht 2BF et kO PHIetE 6Q4e fhese variables to
praducea’ ( Vii' , y' as follows OG~ - ar nod p ; Vii' - fir nod p ; and
y' - h"~ mad p . The proving nechani sm 600 sends these a' ( ~' and y' t:a
t he verifying mechani sm 650. The provi ng nechani sm 600 further includes a
prover 60S, whillg.plGvés & helegjuadlaptgmoshdwimelias pretver| agara thirstof a' to
t;h.e base a and ~' to the base p and the equality of the discrete

Zogar i t hngeifien ip phaepasenqylasge yroving mystess schordimy ey isnyi ng

nmechani sm 650 f%rtggr includes a first
eleventh embodiment of the present invention;

Fig. 18 is a block diagram showing a zero-knowledge

proving system according to a twelfth embodiment of the present

invention; and

Fig. 19 is a block diagram showing a zero-knowledge

proving system according to a thirteenth embodiment of the

present invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

In the preferred embodiments described below, p and g are

primes, where g|(p-1), and g, h, « and p are all elements of a



verifier 652, a conparatar 654, and a decision section 655. The 19 first
verifier 652 vexifies about the equality of the discrete logarithns of a'
to the base a and (i' to the base ~i and the equality of the discrete

|l ogarithnms of a' to the base g and y° t? the base h, zf these equalities
are both veritie,d, tk~en the verificatron acceptance is determ ned. The

conparat or 654 conpares ~' and y' to determ ne whether Vii' ~y'" . The
deci $i on section 655 decides the inequality of the discrete |logarithns of a
to the base g and ~i to the base h when the verification result of the

first verigump 652ordeveayidn catdu@d accept ances and the conparator 654
determ ne that p' a~ y' . when the conparatar 6S4 determne that (3" =vy' ,
t he deci sififfteBcPUBRiBSE deci des the equality of the discrete |ogarithns of
to the base g and ~ to the base h. Enbodinents 1. First enbodinment 1.-~.)
syst em conf lguFaFEbnbaetergahegeto Fig. 7, the system has a proving

mechani sm 700 apd_a vezi fying nechani sm 750. The provi ng neck~ani sm 700

i ncl udes a randBfif SRS %bﬁgﬁataar TR SyskepuBps ca | prerbhahineicbanieny ry 702,

a privat e ,iynf i memry 70=-, a ri.ab7,e converter 704, a first proven
702 Ia\rlld al?@cghgaélr\g%%lr@yﬁgym‘?ﬁgé‘?%s.r%/gtgopr O?Eﬁ E%V:'i"rﬂ:l“t?ﬁé’s"né?@eia%id rpan\d/om
cootton’: 255RhEEe 2 kadid b e PR on S 6L, OF A AR

section '~08. The second proven inclu

gener at or méhBr a1 GEC QRpkLt rrefGlen: , d c . onse
section 712. l‘%e ?ﬁ'n%%rﬁunberﬂg%\er at tcc))rn %l?g%}t%@’ aglgs\%a??‘gﬁélgﬁ%onverter
704, the tbnsértgoviera.705 and the second graver 709 may be inplenented by
runni ng correspondi ng progxans on a conputer. The verifying mechani sm 750

i ncl udes a publThe irEmGiomhubeefaaratot, 101 fdéfdraces b-exnd SR, mansecond
verifiex 755, a th.~rd verifier 758, and a decision sect~.on 759. The first
verifier ¥58 ZM%udes a first C'vallenge section 753 and a second
deci si az~ section 754. The second verifier 755 includes a second chall enge
section 756 andi€ tMDLdCALRFRYAE 108 MEBATY SV02 BY@LRSr Bt werdfiter o752, the

second veriqflieq«i‘rE 55, the thzrd verifiex 7S8, and the decision section 759
may lie i‘# HPEg=LY i NgHSAERE PRI PP GRREREIGM: & Gdithi are The

first 7 first verifier 752 icate with each oth
such thatt Pt ShefREobHE adSy  FepkrEly Sty S Somicf athe HEBREr st proven
705 to t hehi if = o | | t, fromth
(irst vexiTierts, e fafe gidic hebshalldl (B8R b oa SR o 1] 1
is sent fiomBrinaeibhr REmBEPVENL G0 chl bhey iRt m\é%haﬁkﬁ] 7&¢. The first

verifier 752 determ nes ether the first response t Zs consistent with
the first comiheepirivité 7idfamtitiohZherdd, e brokel shaddignge ¢ [1] . The
seovnd proven 709 and the second vexifier 755 comrunicate w~.th each et her
such t hatinfeeowdicony saeiafyingth ang wbd] pi swisirtt ifer abet Besseeond proven
709 to the second verifier 755, a second challenge a[2l is sent fromthe
second verqgaretPTssipmde tther hassegortdhasr dPenx769logmd a second response
t[2] is sent PrTﬁmthe second proven 709 to the second ~| verifier 755.
[

The second ver PeFaHaem Juy 5 GENGRRt Perl Ahe EhecBWRL f@ sisirsation i s

chat < Cdlenbiny"p 6388 N0 SATELE TER Srind b bafPn 1Y e Eteteng
enbodi ne i sghlsbed,. | i) e_random.n er generator 701
gener at e 'awr'aé(lij(b)grar'] gﬁnt%se.l)l:(i rg %b%}ﬁét\%fjﬁgbggb??%v xﬂ:fe&'r mi‘ongmam)ry 742
stores p. G, OTh vir Al /idonvERees a1y RIS Enasd! ARG 3L stored in a

public information nmenory 751 o e verifying nmechanism
producec’, B’', y' as follows:

af of mod p;

B’ = B med p; and
¥ = h™ mod p.

The proving mechanism 100 sends these «’, B/, y' to the



The private information nenory 70~ Stores pri~rat~e information X
satisfying a = g" nod p, which is the discrete logarithmof a to the ba$e
g, that. is, x = laggac. The random nunber generator 741, the publ~. a
info~nativn menory 7p2 and the private information. neno 7c73 output p, q,
g, h, a) Vii, x) and r to the vari abl e onverter 7Q4. The vari abl es p, q,
g, h, a and ~i are also referred by the first pra~rer 70S and the second
proven 7d9. The variable converter 704 uses these variab5.es to praduaea' ,
Vii' , y'" as follows a. ~ ari - fir; and Y. _ hxr. The px~o”vring nechani sm
700 sendsvenhéSpine mecl@nisandsY. to the verifying nmechani sm 750. These a',
Vii~ and Y' are also refexred by the first prpver 705, the second pravex
749, the first The pmying méchenidnm & Fo2rhdb6imiiulied flrsd prdtdSt
prover/~rsrif ier In the fixst prover 705, the second random nunber

gener at or 17962R feraacondapravien i tfinbahes E7rét Fordwen? 10Ehprbisteigonmi t ment
section 70" 7 #fes the second random nunber s[1] to conpute the first,

cQmi t r neRTERV A ICTathg diforete [lngarishmg ofmd po ghd basel o andTpe first
conmmi t.men Chon 707 sends the first conmtnments v[1] and v[2] to the
first ver#?istgr?e ?%?%?‘ti%e‘%ﬁ%@rﬁ%%ﬁa%ﬁ%mwem Ehe nequesl uyr f verifier

752, aftefpdadidozarkessi ;ﬁme fdrst_commtments v[1] and v[2], the first
chal | enge secti gﬁ%%ﬁ%%% y ébééngraY%strpég %ﬁs& IcREH I Ende Epg)base gz axed
sends it ack to the first prover 7@ of the proving nechanism 7QQ When
having received the first challencle ¢ [1] , the first response section 708

of the first prRdererOByLaMELs i SR Joted L. - s [1] * r
c [1] mX q. The first response pﬂfﬁ]i?i %ent ?ﬁﬁpﬁéﬁg%?é?:ﬁé?&.fier ' 752

of the verdrfifilegy WB2hamismecthDveknribe {87 Sty w8Rirfi €Lr¥By g SgEQNd
ho ; érﬁ"’;réﬁ'vgﬁg] ~C

deci si on section 754 deci des whet her v[i]Ja' - at~i~ no
_ ~t |iafmd@cpeionfeediayudsi.ty i$ verified, then the ver~, fication
accept ance zs %ﬁternined. 23 1.4) Second prover/verifier

e first verifier 152 verifies about the equality of the
discrete logarithms of «’ to the base « and B’ to the base p
and, if the equality is verified, then the verification
acceptance is determined. The second verifier 153 verifies
about the equality of the discrete logarithms of «’ to the base
g and y' to the base h and, if the equality is verified, then
the verification acceptance is determined. The third verifier
154 verifies about the equality of §’ and y' and, if it is
verified that B’ = y’, then the verification acceptance is
determined.

The decision section 155 decides the equality of the
discrete logarithms of a to the base g and § to the base h when
the verification results of the first to third verifiers 152-
154 are all verification acceptances. When the equality is
decided, the decision section 158 cutputs “OK” and otherwise
“NG” .

2. Second basic schemne



In the second prover 709, the third random nunber generator 710 generates a
random nunber s[~] a Z/gZ. The second conmm tnent section 711 uses the thir~
random nunber s[2] to conpute ~.he second conmtnents v[3] and vl [4] v C3
_g~1lz1 ~dpi and v [4] - he ~a~ nod p . The second comm-.tnent section
711 sends the second conmtments ~r[3] &nd v[4] to the second verifier 75S
of the verifying nechanism 750. In the second verifier 755, after having
recei ved the second conmtnents v[3] and v[~], the second chall enge section
756 randonmly generates a second challenge c[2] ~ Z/gZ and sends it back to
the second proviesrdi@9ref tbheigl oy) NhTRGRRBHSHALY %ngmﬁg,?gﬁ&?ﬂgﬁlé}&e wed
0

the second chal l enge c[2], the second résponse sect’ion e second
proven 70900canditsesver iyt ogimecisRonse 2602] | thd Hroving Abkchadism 2de] mad
g, where x is private information stored in the private information nmenory
702 and r insludes ed randombexmpen eyateedtby 2R, raapdehiaus AESekhagRREr at or
701. The second response tC2] is sent to the second verifier 755 of the
veri fyi ngMABeRam m asprivate hinfsovendonenefiomr 2085, anteat hartableeci si on
section 757 deci des whether v[~]a,c , gtl21 nod p; and v[4]y,c _ h~(zl nad
p. If the“PRNGSY 2404 verified, then the verification acceptance 24 is
determ ned. 1, 51) |~eCisian The third verifier 758 verifies about the
equal ity of ~ Ly TpdgRUes GeneTaber 120 qaneratss @ yandon nambere

vexi ficatje gEELPt ance is determ ned. The decision section 7S9 out puts
"OK" when the ‘verification results of tk~e first to third verifiers 754,
75~ and ~S8 ar 1 LT I .acc rw se the, decis~an
seCtian 759 ou?%%t %U}S%%&irgﬂﬁ%%il?’ﬁ g%h&y nazygt‘):g’%ggn ! t%’ tgf'(e%{/ef‘i fying
mechani sraiq§4_athéNeafd Buuliee i WReAnd e 2reSbeopell Leniipht] and vi21
are seat to the verifying nmechanism 750. The first commtrients vCl] and
v[2] may befcamatitn mdeomerisly iofg the chart Sanéb Reahah e SaE, ti me when the
second commtnents v'[3] and vC4] are sent. Thereafter, the first challenge
c[1] and the sd@bendrivatée enforvgciomayeieysi2onl baoees hyiveasd back to the
provi ng mechani sm 700. After' having sent the first and second chal |l enges
c[1] and ifermptionne satiafving ¢ee@idnedspondusht 1€ the] dhscrdteC2 | may be
simul tan ous%¥8§§nt to the verifying nechani sm 750. The present enrradi ment

provi des "I ndfi e e EHRODRPR Fciidie £8 Broviamethe equal ity of the
di screte | ogari % the third rifisr 758 may verify about the
i nequal ity of €b$pg%ﬁé$%y%“§ﬁ8F ??n?¥aWQ¥'é§FVngﬁ E&EﬁlQJlnfOFma¥l?%en t he
verifi catjepRragcsept &y 1 164, i , e present enbodi nent
al so provi de?a zer o- Enoﬁé’ggié'g%?‘ov. n&“‘é@ﬁéﬁeﬁ?loﬁé Egrzo(%?lhﬁé‘%ﬂfg PheBual ity of
the disceetn, | @9®,| khMBnd r to the variable converter 204.
The variable converter 204 uses these variables to
produce «’, B', y' as follows:

o = af mod p;
ﬁl
Y = B mod p.

g* mod p; and

The proving mechanism 200 gends these a’, B’ and y’ to the
verifying mechanism 250.

The proving mechanism 200 further includes a prover 205,
which proveg the equality of the discrete logarithms of «' to
the base « and B’ to the bage B and the equality of the

discrete logarithms of «’ to the base g and y/ to the base h.



25 2. Second enbod~.nent 2.1) Systemconfiguration Referring to Fig. 8, the
s~rstem according to the second enbodi nent includes a proving nechani sm BO~
and a verifying mechani sm 850, in which a first proven 807, and a first
verifier 857. are different fromthose of the first enbodi mrent as shown in
Fig. 7. Therefore, ~'ig. 8 shows only te first proven 801 and the first
verifier 851, and other ~unctianal blocks are the sane as shown in Fig. 7.
The first proven 8ol includes a second random nunber generator 802, a first
comm tment section 603, and a first response section 804. The first

ver~. fier 651 ~ThelwseiEyarki methahodh SRYE FRFrERSF A AREECH 80,863, a first
chal | enge section 854 and a second dec~.sian section 855. As in the case of
the first verbbilenedds, theetbndtverifien 261, amid an fddcstsiver kkbefo®51 may be
i npl enented by running correspond~.ng prograns an a conputer. The first
proven 80%5AndThdefnatsverdfier 25BFRrifoamubast chs thueadhy obheathesuch
that first chall enge preparation zs sent fromthe first verifier 852 '"to
the firstIpEEvRte sPgaritige ebmfi toehheVioreq camudvE?]tarder badenf mmber

wW 1l] are ggnt framthe fikstéfxover SOl to the first verifier 851, first
chal | enge™8% [ 4§t Yh OE1Fhe, 1AL Lomrrhes @f w/ekPithe eI dask tQ the

first 8 fi ] i t f t first

A IURE N N R 2R R e
the fi t € i jstent ;wath t fi t i t C7
e 111 Stcngshanes Gl Lo BBl 90t ARG 155, GO T, CT ]
b[1] . Mrzgsdefniilada0RBhat | Gk @@%ﬁ@t?{ﬁ”j{“ ggl?b?,dimt 4w bl Qﬁodescri bed

bel ow. 2.2) operation In the first ve t he t'hird random nunber -

gener at orvediiX igenehatep’ ragdonemheies vark £idat idh [abebpEagbgZig The first
chal | enge preparation section B53 uses the random nunbers afl], bfll to

conput e fdatsirmimabl.enge preparat ion Af 11 Al11 - ga~l~ab(J ~d p, The

first chaIJ.engg preparation A[1l] is dent to the first proven 801. In the
first proven 80he gdheigiwomeatintolfhuideidegetbracquaBildy gehethat es random
nunber s Z##%ﬁg zlﬂz and wf1] s Z/gZ.. The first comm tnent section BO3 uses
the rand F&r 1e9pithne dnpuke e BRsei gsand dintict et base | 2 whard v f 21

After having received

Yh[e f1 i ]rsfthg Xlglf’_gﬁggg‘bf%'b%]e%ﬁ\ic}% %f?ﬁflé ré&rg‘)ﬁ;tthg]ng? g%&%r‘fﬁ‘ﬁi&ieﬁﬁl?g? he first
COm! ek 98k §00 % ST bHE, L1l SRIILLETT e hle By 20, 200 1
when havigeeineasi ks dd8 dildhSkection 255 outputs “OK” and otherwise
“NG” .
3. Third basic scheme
Referring to Fig. 3, the system has a proving mechanism
300 and a verifying mechanism 350. The proving mechanism 300
includes a random number generator 301, a public information
memory 302, a private information memory 303, and a variable
converter 304.
The random number generator 301 generates a random number
re z/qz.
The public information memory 302 stores p, ¢, g, h, «
and f. The same public information are stored in a public

information memory 351 of the verifying mechanism 350.



commtnents v C1] and v C2] and the random nunber w [11 , the f first
chal | enge section 854 sends the random nunbers afll, b[1l] as the first
challenge tQthe f~.rst proven 802. \Wen having received the first

chal  enges a[ 11, b[1], the z~ first xesponse section 804 conputes

gad ~a~~l ~ nod p and proves: A~1~ - gall®labt1l ~d p, | f the equa 1 i ty of
A[ 1] and ~a ~I~ ab mnod p is not proved, then the proof is term nated.
When the equality of Al1l] and gaC ~a~Cl ~ nod p i.s proved, the first
response section 804 conmputes a first re$ponse t~7.]: t [1] - s [1] +r (a
[1) ~w [1] ) Mofelur MBI inrbtmar {GNIRMATTREY FESALALRA ket he random

nunber generator 701. The first response 7.] is sent to the first
verifier 8nEormatibe #idfiisfeing €= 8Blnod he, segendidechsi @usaeld on 85S
deci des whether v[1l]a~fatll*WU? _ affil npd p; arid v[2]~"t~"dIlywxl~ -
t(11 md pogakithe efjuwaltiot hesbass id,i ethatt hep the MeeLifi cati on acceptance
is determned. 3. Third enbodi nent 3.1) System configuration Referring to
F~.g. 9, the syThemamwbmr diuget ogetmratarr d0a bk neuttl ficn dnifdesaaiqu ovi ng
mechani sm 900 and a verifying mechani sm 950, in which a first prvver 901
and a fir §emeEYi 3 Perammh thg private rinfiormasionhoerecny 303 otikpst Brbodi ment
as shown in gi.g. 7. Therefore, Fig. 9 shows only the first prover 901 and
the firstSveftffed 0¥ @ ‘gdr Jth&her YREL Rk CavEsERE 4P4- t he sane as shown
in Fig. 7. The first_pryver 941 incl s_a_second random nunber 2B
generator 902, éF i?%;l%@éﬁnF?ﬁ%ﬁﬁt%%gﬁﬁoHs§83€hﬁﬁ§iW%ﬁi%ggﬁanﬂ?ic chal | enge
section 9 j/f Sta,resp Lon 905, and a first proven text sending
section Qggéd%ﬁ%ifirsf e%%f?gﬁﬁggﬁ'includes a first automatic chall enge
section 952 and a segend greglgi gn section 953. The first cdmm-. tnent
section 903 uses a random nunber s [1] to convert oc and ~ to produce
f~rsGcomitments ~p/[ 4. & ape ¥l 24nd The fixst automatic challenge section
904 produces first automatic challenge ¢ f ~, j fromthe first commtnents
v f ~ 1 and vf2]. The’'f+rlst¥ mespgonse section 905 conputes first response
tCzl fromthe first automatic cha~.lenge 3 1] using the random nunber r and
t he randoBfupHsering mechFnem 3G sendeebhesxta’sefdi s sectoobh®06 sends the
first conmtpents v[I| and v[27 and the first response t[ll as a first
proven té%?r{%%%qaamﬁFpéPl%@r $Q-er 951. In the first verifier 951, the first

[ hal I.en ‘ . .
automatic cha T%59%r0v1ng mechanism 300 further includes a first prover

305 and a second prover 306. The first prover 305 proves the
equality of the discrete logarithms of &’ to the base a and g’
to the base 8. The second prover 306 proves the eguality of
the discrete logarithms of o' to the base g and y’ to the base
h.

The verifying mechanism 350 further includes a first
verifier 352, a gecond verifier 353, a third verifier 354, and
a decision section 355.

The first verifier 352 verifies about the equality of the
discrete logarithms of «’ to the base « and B’ to the base
and, if the equality is verified, then the verification
acceptance is determined. The second verifier 353 verifies

about the equality of the discrete logarithms of o' to the base



section 952 produces first automatic challenge c'Cl] fromthe first
commtnents v [1] arid v [2] . The second deci sion section 953 determ nes
whet her the first response t(1) i.s consistent with the first avrnmtnents
v[1.] and v[2] and the first automatic challenge ¢' [1l] . As in the case of
the first enbodiment, the first prover ¥0~. and the first verifier 951 nar
be i npl enmented by runni ng correspondi ng prograns on a conputer_ Mre
detail ed operation c~f the present enbodinent will, be described bel ow
3.2? Operation zn the f~.ret prover 901, the second random num ~er 29

gener at or P@Adgpnaiaitde babdom Apdbarrs caklbg@&97 isTheri Fisd, comay t ment
section 903 uses the random nunber s[~.] to conpute the first commtnents v

[1] and vth2] verificdtiom'ackebtant®diyp detenthingd/ ~. ~~W-~d p. The first
automati c chal |l enge sectiazx 90~ produces first automatic chall enge a[ 1]
usi ng the firstThonmimbnvenifiprahik wexdjfieplabdet Alge-)inegHadihtypof q, g, h,
a, p, a , [3 .,y , v_£1] , VvV [21 ? , where Hash indicates a hash
functi on $UcEAsy' ~aBRA- AL itnhisclversfaedndhali féati Onalthuntheon. The first
response sectipn 905 aonput~s a first responset [1] t [1] - s [1] -r r cC
[1] me~d JETHRLFREICT Scrapkanem heARtergéngfat ed by the random nunber

Poxt (v T1] . viropeedich S8hsoF el Bhctds e el b o e 51, Tn
et ot BB G by TBLAS £ bR Sl 202
Sechaes whrtnepe Al ARSI UEnd RO LGN ghonciars a0 92
354 are all verification acceptances. When the inequality is
decided, the decision section 355 outputs “OK” and otherwise
“NG”

4. Fourth basie scheme

Referring to Fig. 4, the system has a proving mechanism
400 and a verifying mechanism 450. The proving mechanism 400
includes a random number generator 401, a public information
memory 402, a private information memory 403, and a variable
converter 404.

The random number generator 401 generates a randbm number
r e z2/g9z.

The public information memory 402 stores'p, g, o, h, o
and B. The same public information are stored in a public
infoxmation memory 451 of the verifying mecharism 4%0.

The private information memory 403 stores private
information x satisfying o« = g* mod p, which is the discrete
logarithm of « to the base g, that is, x = logg.

The random number generator 401, the public information

memory 402 and the private information memory 403 output p, q,



vi[2] ~ o tl~~pt ~1~nod p . zf the equality is verified, then the
verif~. aati Qn acceptance is determned. 4. , FQUrth ernkyadi nent 4.71)
system configuration ~teferring to Fig, 7..0, the systemaccording to the
fourth enbodi nent ~.ncludes a pro~ring nechani sm 10D0 and a ~rerifying
mechan~. sm 1050, in which a first prové8 1001 ~d a first verifier 7.051 are
different fromthose o the first enbodi nent as Shawn in Fig. 7. Therefore,
Fig. 10 shows only the first proves 2001 and the first verifier a051, and
ot her functional blacks are the sane as shown in ~"ig. 7. The fir$t proves

1001 i ncl ydes, a,second LARAPM HWIRER 92081 8t Qinddda): aokirst conmi t ment
section 7.7003, a first automatic chal 7. enge section 1004, a first response

section 1005, afHeavirisile ReAVERtELX05SRASNENESE v sk0QE tEhe first
verifier 1051 includes a second devi sion section 1053. The first conm t nent

section 1@@dduses’ a F'angomaubdiabwskl] to convert a and ~ to produce first
commtnents vfll and v[2]. The first automatic chall enge section 1004
produces f~.rst automti=ceChmd page c[1] fromthe first commitnent v[1] and
v[2]. The first response section 1005 conputes first response t[11 fromthe
first automatic chal IEngefcMed ®4i At he random number r and the random
number s[1]. The first proyen éext sendi ng section 1006 sends the first
automati c chal l enge ¢ [Ilhanﬂo he'first response t [1] as a first proven

text tot 31 first verifier 7.051 I|n the firgt verifier 1051, the
second de%ﬁ?i Bﬁo‘é%@irﬁ:\f"ﬁn&%‘ 685 PRI SIRRE her ‘f hgngi ¥st* A Snati ¢

cha3. | eng . I gpﬁi. e with the fixst response t[1l]. As in the case
of the fi &se?lgié%%ﬁnnéén ) lt%h‘eatfspfst praver 10QlL and the first verifier 1051

m ay be it~plenprt ash-dy gl RREAEN S& F ARRPEINGERE P AN AME: QN RoeRPPuESer . Mre
detai 7. ed operation of the present enbodinment will be described bel ow 4.2)

Oper at i onwhiichhprévesttHy evealifplof i deeendts aspithiipebfgenaiat or 1002
generates random nunbers s [7.] a z/qz. ~h.e :first oorranitnent section
1003 uses theebasadomndufbeto sfHd Haeeoprnmd ehcheghalisy cbmhe nents vfl] and
vi2] v [1]] = a hl nc~d p~and v Lz ] , ~H rn nod . The first automatic
chal | engedégereion haprrighoguedse ' itcsthaubasatd crshal xepdeie [Hseudi-ng t he
first conmtnents v(1], and vf2] ¢ f~.] 9. h. ar ~. '

_ ~ z/qz) = Hlsh(p, q,
.~ LY LV [1Fhe v\q_lj.]fy)mg TReh3n =R 4@%’566?%%@‘5%6&‘?36}@‘3?. éogiE%?rput es a
first resB%Q%&érO]ész, a gecond verifier 454, and & decision section
455. The first verifier 452 verifies about the equality of the
discrete logarithms of «' to the base a« and $/ to the base § and
the equality of the discrete logarithms of «' teo the base g and
v/ to the base h. TIf these equalities are both verified, then
the verification acceptance is determined.
The second verifier 454 verifies about the inequality of
f’ and y’ and, if it is verified that B’ # y’, then the
verification acceptance is determined.
The decision section 355 decides the inequality of the
digcrete logarithms of o to the base g and f to the base h when
the verification results of the first teo third verifiers 352-

354 are all verification acceptances. When the inequality is

decided, the decision section 355 outputs “OK” and otharwise



t [1] - a[1] +r c [1] nod q, where r ie a random nunber generated by the
random nunber generator 70l. The first proven text sending section 1006
produaas a proven text (c[1l], t[1]) and send it tQthe first verifier 32
1.051. Iri the first verifier 1051, the second deai, $i an section 1053

deci des whether: ¢ [1] Hash(p~ g~ J~hHfa, ~ a r ~ .Y attl~/a~ nod p,
(it~ ~~~,a mad p) . 2f the equality is verified, then the verification
acceptance is determned. 5. Fifth enbodi nent 5.1) System aonfi guxatian
Referring to ~'ig. 1~., the systemaccording to the fifth enbodi nment

i ncl udes awNm~avi ng nechani sm 1100 and a ~rerifyi ng neohani $m 1z50, i,n

whi ch a second prover 1101 and a second verifier 1151 are different from

t hose of thé&.f Fagthepdmitt medicmas shown in Fig. 7. Therefore, Fig. 11 shows
only the second proven .1pl and the second verifier 1151, and other

functi onal bl ocRefareinddcsdg.as, shimaveyiateri has7a Fherser medhanayer 3. 101
includes a fourth random nunber ganerator 1lb, a second comm tnment section
1103, and>4°s@B8nd Ye&Eordw gechapism 50 - TThe preving wechendeml30i ncl udes
a fifth random.nunber nerator 115k a second chal |l enge preparation section
7.153, a g&e@nﬂ%mﬁ%& PHNIENSACHTd 581t he rRkids) sindoamaeéenon 17. 55.
As ‘in theng ggyo% %he finsttenboginezZt, t he second proven 17.07. and a
second vel I e? 1051 IRy B8 PrpRerati P FeRahni T e SpSRELAGLDr ogr ans
on a CoNMPULBLercasEode second prc~ver 1101 and the second verifier 1151
conmuni cat e mnt% each other such that second chal |l enge preparation A[2] is
sent tramthe sgeond ek ki e C s S
aQrux~itments ~r [3l \%Flddkgﬁ%i%%nfﬁgn oﬁ]éﬁu%gerﬂﬁeaa%éﬂégﬂt romt he
s~:cond grager/d301l to the second verifier 1151, second chal |l enges al 2] and
b[2] are sent fromthe second verifier 2151 to the second prover 1101, and
a second resporiBe ubliici $nfemaficmichergesonkyprees, 1401g) oh he second
verifier 1151. The second verifier 1151 determ nes whether the second
response ®pPR]R.i shesrspserdtg iindlcahessthorgr@pmopemabisny |@larmhth wé] , t he
random nupper gz% and the second challenges a 12] and b [2] . Mare

det ai | ed. TH5¥Y St Resrninkaspds dipsrerbbueientand »1and Besc idwdtbel ow. 5. 2)
" Operation_zn the first verifier. 7.251, the fifth random nunber generator

11S2 genetdt €8 T-andfh AtHBerS infgpmatioy are strgedeidml RuRiGcenge
preparati SEEH13R g‘ééo%‘fﬁ%lkh ke ‘gg,]%qz{%zn}()r% 3@?’%‘%‘%%@%%'0“1 eornpute

second challenge prepara The eeaand

chal | enge prepQE@tbgﬂvﬁiéii.fbfﬂi@&ohoméﬂﬁqﬁ%&%n%fg§éégér '(EE in the second

graver nD1l, the foruth random nunber generator generates random
nunbers s{rformafiad RnsatdHyingz 602 . ThEASES ok GOTE LNk seFtion 1103

uses the random nunber s L2l to conpute the second commtnents v [31 and v
14] v [ 3dgarigbmnofod o thenBase3d, wHad] is,hgt a~1egad p.
The random number generator 501, the public information
memoxy 502 and the private information memory 503 output p, q,
g, h, a, B, x, and r to the variable converter 504.
The variable converter 504 uses these variables to
producex’, B’, y' as follows:
o = o mod p;
B’ = B* mod p; and
¥y = ™ mod p.
The proving mechanism 500 sends these o', B’ and v/ to the

verifying mechanism 550.



Atter h~.ving received the second chall enge preparation Al 2] fromthe
second vexifier 1151, the ceGOnd comm tnent section 1103 sends the second
commtments v[~] and v[4] and the random nunber w[~ ) tc~ the second
verifier 1157. , In the aeaond verifier 1151, when having received the
second commitments ~r [3 ] and v [4] add the random number w C2] , the
second chal | enge section nb4 sends the xandom nunbers aC2], b[~) as the
second chal l enge to the second prover 1101. wk~en havi ng fecei ved t he
second chaJ~lenges a [21 . b C2] . the second response section 1104

conput es ga~-abt @he%\plr@“%eghﬁﬂfém ﬁ%ﬂh@@tlﬁﬁu&dﬁm&h éf Fg ep%c?sgeorr -

equality c~f A t21 and gat~lab~z~ nod p I's not prove

term nat ed0s5\VaAl & heedeRlproigr 060 AC2 Trang i gat abrd vk 5% Brb%-eBr the
second response section 1104 conmputes a second response t ?¥f - 'S
C21 + x r efmal iy ~ofv €3 ddsnrdty, 1c1gaene:hms| sftdre qur ichat }aagé~& Qﬁ-ﬁﬁ ~.0n
stored in the private informati on nmenoz?y 703 and r is a randon1nunber
gener at ed tBythfcbagmhdom Ahrbescapwheraver $OF . prifvess cbendquabiponse t[~] is
sent to thE gcond verifier 1151. In the second verifier 1151, the third
deC| a| Qn 8. F1Rrrelas g ogari BBwS e theFovtes Pasen g-and v2to whe-Dase -~ gt t~l
Hd v[4]Y,iBta~+wcal } httzl nd p. 35 Tf the ec~ua7.it~r is
verlfled then the v~rificatior-~ acceptance is determned. G Sixth

enbodi ment 6. 1) temc ur.at i.on e to Fi he system
according to tﬁgégﬁrrﬁfXﬁﬁg ?ﬁﬁaqlﬂthgbdg &gdﬁﬁcﬁa %%h 1200
mechani sm,12 [ et-1201 verifier 1 are dlfferent
from Chose o%i% £‘%§§hs oa%céﬁ& .ﬂ§§g¥T g%ef%ﬂcomp a_or %éih over 1201
and t he sgeeish Merdddrebnlasd, and bl ocks are the sane as shown in F~.g. 7.

and a verifying and a second first enbodi nent only the second ot her
functional The Becdddeprogeifl0Esenobudfted dHthitd thandGmTHIPIF the

discrete logarithma of «’ to the base « and ' to the base B
and, if the equality is verified, then the verification
acceptance is detexrmined. The second verifier 5§53 verifies
about the equality of the discrete logarithms of «’ to the base
g and y’ to the base h and, if the equality is verified, then
the verification acceptance is determined. The comparator 554
compares £’ and y’ to determine whether B’ = y’.

The decision section 555 decides the inecuality of the
discrete logarithms of a to the base g and f to the base h when
the verification results of the first and verifiers 552 and 553
are all verification acceptances and the comparator 554
determine that B/ # y’. When the comparator 554 determine that
P’ = y', the decision section 555 decides the equality of the
discrete logarithms of « to the base g and # to the base h.

6. Sixth basic¢ gcheme
Referring to Fig. 6, the system has a proving mechanism

600 and a verifying mechanism 650. The proving mechanism 600



generator 1.2p2, a second comm tnent section 1203) a second automatic
chal | enge section 1204, a second response section 1205, and a second proven
text sending section 1206. ~'he second verifier 1Z51 includes a second
automati c chal |l enge section 1252 and a third decis~.on section 1253. The
second commitnent section 2203 uses a r¥ndom nunber s[2] to convert bases ¢
and h to produce second corrnnitnents v [3] and v [4] . The second
automati c cha~.lenge section 1204 produces second automati c chal | enge c[ 2]
fromthe second coommitnents v[3] and v[4l. 'the second raspanse section

1205 COMULRS waes0x! a9kl Slnk AU 415 CHONL AN IR ehal | enge

c[2] using the private information x e random #8™r andom

nunbr s[Zmemotyeseepdenﬂne&en1hg5fm§§ﬂg1ngmg té&g %&Qin] ggf%second
as

commtnents v[3] and v[4] 3G and the second espvhnge t econd
proven texeonvegtehes®econd ~rerifier 1257.. In the second verifier 1251,
the second automatic chall enge section 1252 produces second automatic
chal | enge ¢' C2The rzanddre neaben dyemsmatore A0S aiddraand: W 4hndohhguditdy d
deci si on sect|?n 1253 determ nes whet her the second response t [2] is
consi st enf #Zt he second commitnents v [3] and v [4] and the second

automati c chalnﬁﬁg UE&H&] ~1s in the case of the first enbodi nent, the
second pxn-~rer P LRECERRIGIRD WEFPEY e§02 Z8pnedy Phedi ng) ement ed by
running c n [O a co uter. Mre detailed operation of
the pr ese%{l& 5@1 g{aﬁa ﬁoba:gic é’g rbéf’?ﬁNStQIE? et AUEcn the
second proNe-rlAlLly 1 m n enerator 2202 generates random
nunbers s(2] E Z/'qZ. %ﬁokgeaan %%e Vﬁﬁhﬁy PFS a?lEESG%%es t he random
nunber af 2] toqmgnpg&eaggelﬁfggmyilgﬂ § %h§? g%+4 ] v[3]
e secon

ggta~ nmod p; and v [4] - hs~~~ nad al I enge
secti on 120Ebymacdones Q&Eﬁlﬁymgt Qnat%n:m@,aaﬂ | g8, QIBZ]thHSHEQcI-g@ second
a1

commtments 'u" [ ~ | arid v 41 a[2] -~s ~/qZ) - Hash ~P
x' . ~ . logaritym 6f]«.toy tlhé?b)aae Jheckmacand kespDRsQ. section 12p5 COWput es
a second response t [2 ] 2] =a[2] +xr ¢ [2] nod q, 37 where x is
the private i nFBenBaRdPMm Y geperatrmioolyunbbe pgetbktatiedtdyhathenr andom
nunber generator, 701.
memory 602 and the private information memory 603 output p, o,
g, h, «, B, x, and r to the variable converter 604.
The variable converter 604 uses these variables to
producea’, B‘, y' as follows:
o/ = of mod p;
g/ = B" mod p; and
¥ = h* mod p.
The proving mechanism 600 sends these «, B’ and y’' to the
verifying mechanism 650.
The proving wmechanism 600 further includes a prover 605,
which proves the equality of the discrete logarithms of «' to
the base « and B’ to the base § and the equality of the
discrete logarithms of o’ to the base g and y' to the base h.

The verifying mechanism 650 further includes a first

verifier 652, a comparator 654, and a decision sectien 655, The



The second proven text sending section 7.206 produces a proven tent (vC3l,
v[4], tf211 and send it to tha second verifier 1251. In the second vexifier
1251, the second automatic chall enge section 1252 produces second au~onatic

challenge ¢' f21 ¢' L21 (e 2/ - Hash (p, g~ g h~ mP~oc' , ~ , Y r v C31
~ v C41 ) . Thereafter, the thixd decistbn section 1253 deci des whet her
vL3la~~"m- g~lzJ ~d p~andv (4] Y~"' tzl - ht h~nmad p . If the

equality is verified, then the verification acceptance is determ ned. 7.
Sevent h enbodi nent 7.1) Systemconfiguration Referring to Fig. 13, the

syst em acchimitnystafibe &Y eridifaeBodbARNtrid @ j rg%%% ism
130D and a verifying neche.rtism 1350, in whi cfgﬁgggggoﬁgo%ﬂﬁé;%ler ?501 and
a second @@9%@%@36?#%@ ¢ihbf basate fandnpt hosectef Halge Bissd tepbodi nent as
Shawn in Fig. 7. Therefore, Fig. 13 shows only the seoand prvver 1301 and

t he secon®dEAityi of 4w 1disgregeol ngarithms icdnal b adtes maxe thengayre as
shown in Fig.. 7.. The second prover 1301 includes a third random nunber 38
gener a~or "F3¢8e Ragedynd ldorkeereftuakitiiam ars0both verificdut-henat tie

chal | enge 3 7.304, a second response section 1305, and a second

proven text %iglr‘iggthﬁn s%‘{:‘ﬁ%?“?%é%&%@é’@énd Tee| ¢orepared®r 6hél udes a

third decigm-Ql.zeSECt] 1353. ., The second conmitnent section 1303 uses a
rands~m m‘f% g(rg&(saf' ta{él%ganv‘g?tda}a?&‘é‘nﬁ WHSERY &' pFotfiuce second commi t mBnt s

Vi8] and VL4l Fhe secontrdlanall oehallange eretlon 1304 Produces seco-nd

automatic challenge c[21 Tromthe second conm [4 ]
The secondises@Easks tei u cong of egp ] t he
second aut omati c Cha Iengg@cé[EZQlﬁiq% %ﬁgef)éi vaté3 ?§~E§$§bﬁ%%§n%8ﬂl he
random nukberverahitattibn xasdom oIy fskal. vdPersacrg gyoven text sending
section 1306 sends the second automatic ck~allenge c[2] and the second
response VePifiratiaeeendppanven drekithiocbigasaonndswedetbenidaShat N the
second verjfier 1351, the third decision section 1353 deternines whether
the secondi’ regponsiéel hel gomprrElSe ¢iftt Wiethrahee selong’ aut pnatde chal | enge
c[2]. As in the case of the first_ enbodinent, the second prcver 1307. and
the secontCSEFI SBCEASH BaY dreides shene@abity @inthg dbserstondi ng

progr ams ; uter. Mare detailed operation of the present enbodi nent
will be dgé%%%gﬁﬁbg oﬁ’/‘v,t""i."_‘%ﬁe %Bﬁﬁagi%‘?ﬁlétf’héh‘ée]ew by ayer 1301, the
third random nunber generator 1302 generates random nunbers s[2] a Z/qz.
The second commitnent section 1303 uses the ratzdam nunber s[2l to conpute
t he secorghs@imshients v [3 ] and v [41 39 v[ 3] -gsmnodp . and v |

41 - h~cz7 ~dp . The second autornatia chall enge section 130 produces
second aut dnatfiesehavbedeef 2] using the seac~nd conm t ment

1.1) System configuration

Referring to Fig. 7, the system hag a proving mechanism
700 and a verifying mechanism 750. The proving mechanism 700
includes a random number generator 701, a public information
memoxy 702, a private information memory 703, a variable
converter 704, a first prover 705 and a second prover 709, The
first prover 705 includes a second random number generator 706,
a first commitment section 707, and a first response sectionb
708. The second prover 709 includes a third random number
generator 710, a second commitment section 711, and a second

responge section 712. The random number generator 701, the



vi~] and v[4] c¢c f~] (e z/qZ) = Hash (p, 9. g hr a~~a ~ -~ Y Vv[3] ~
v[4] ) . The second response section 1305 conputes a second response t. [~
| t [2] - s [2] ~- xr c f2] nod q, where x is the private information and
X 1s a random nunber generated by the random nunber generator 701. The
second proven text sending section 2308%produces a proven text (cf2], tf2])
and send it to the second verifier 13 51. 2n the second verifier 1351, the
t hi xd deci sion sectz.on 1353 deci des whether: ¢ [2] Hash (P, gr g~ h. a~ ~
. (~ .Y . g< <zl ~~ohlnmdp, ht ~z1 /Y. ¢ ~2~nod p) . If the

equal ity hariebléi eshvdhenr 08, Verd friGat | AP o i ned. 8.
E~. ght h enbodi nent 8. 1) Systen{configjﬁgtpggvgggiﬁéing F%éngssﬁgT4, t he
syst em acpepdeng7o Qe kel dhphensiod BNtruhasng S PdponiRaiapleg4i)0 and
a verifying 40 nmechani sm 1.450. The proving nechani sm 2400 1 ncludes a
random nufRbef ¢emputarnr 7.401, a public information nmenory 1402, a private
information nenory 1403, a variable converter 1404, a prayer 1405. The
prover 1405 i ncTigiéers fydpgnueckaniem 78Abénchetas & @ublde6 informamidiment
section 1407, and a response seQian_140%. The random number generat or

1401, t he"§BPFRbL{ Y cndareEr varbiiethdSenea prosaid veas fagy BB5i mpl enent ed by

running c ncli rans, on conputer. The verifying_mechani sm 1450
i ncl udes gﬁ{b{ej%ﬁ?%rﬁﬁ%f:g?ﬁgti%dﬁe SEBES‘T?G%I"?I} P -velfei &krayso 3
second veyLfj \ Cl S4.Qn.s ion 1459) The fLrst yerifier 1452
i x~al udeg&%é%%ﬁﬁlg%gzeggg%??%% Alfgg% Sgngﬁéig%ll%%f &8, ghﬂ s%’&"{i%n 1454. The
flist verbdddid Wedaibhesseciil #01 T oaL athq ad;k0e 006k SO0 BREL ! o

may be inplenmented by running correspondi ng prograns on a ¢ uter.
The proven dectifd @ﬁdlléﬁ?élééiti‘éﬂr bk eand 40 4 HAQMHBLEAL &n Ed At seCh ot her
such that conmtnments ~r[1] , v[2] , v[3] , v[4] is sent fromthe proven
1405 to tTa7 f i e Feriatiesrifind, 7a2¢heohé enger versensr f7oum the first
verifier 1452 back to the prayer 1405, and responses t[1], t[2] is sent
from t he Prigeiverdbser o7%he dnd shevéecisiom B&SRickhess imsy beerifier 1452
determ nes whether the responses t [7,] (t [2] is consistent with the
comi t rertPiEMented Dy pyning rgrresponding proghams hah | @ rempiters. 2)
operation An ogﬁrﬁ%lon of the present enbodinent wil|l be described in
detail. The randdnt htibet*Y&Fer’ford /8 JdiEtalesibienntiim

communicate with each other such that first commitments v[1]
and v[2] are sent from the first prover 705 to the first
verifier 752, a first challenge c¢[1] is sent from the first
verifier 752 back to the first prover 705, and a first response
t[1] is sent from the first prover 705 to the first verifier
752. The firgt verifier 752 determines whether the first
regsponse t[l] is consistent with the first commitments v[1] and
v[2] and the first challenge c[1].

The second prover 709 and the second verifier 755
communicate with each other such that second commitments v[3]
and v(4] is sent from the second prover 709 to the second
verifier 755, a second challenge c[2] is sent from the gecond
verifier 755 back to the second prover 709, and a second

response t[2] is sent from the second prover 709 to the second



41 nunber r a Z/gZ. The ~ub7.ic information nenory 1,402 stores p, q, g, h,

a anal Vii. The sane public information are stored in a. public information
menory 1451 of the verifying nechani sm 1450. The private i nformati on nmenory
140 stores private information x satlsfﬁlng a = nod p, which is the
di screte logarithmof a to the base g, *that is, x = lagga. The random

nunber generator 14D1, the public in.fc~rmatian nenory 1402 and the prorate
i nformation menory 1403 output p) q, g) h, a, Vii, x, and r to Che variable
converter 1404. The variables p, g, g, h, a and ~ are oleo referred by the

prover i.4@Bifile 7555t Ther bbbend MGA ARG Ghe SEEMM AWy mheehe%% The

varlable converter 1404 uses these variables to produce' , ~3~, Y as
fol | ows sec:ond~respc(rrse| tdej dig, condvetentheiph mmmg;mﬁaabmﬂrﬂ&ﬁtéends
these a' , Vii' and y' to the verifying nmechani sm 1450. T 2~ese a' , p' and

Y are al ¥63} edred rett lkendt hhepsenand theslenpe 4[3]st and second ver~.fiers
1452 and 1459. 9.3) ~ro~rer az~d first verifier In the prover 1405, the
second randonrhdﬁbé@ﬁi@ﬁéPétor 1405 generates a randon1nunbers s[1], s[2] a
Z/ gZ. The conmm fment section_1 07 uses the random nunbers sé , Sl 2a to
conpute the co 995“%?19DL? Q/HffﬁentveT%ﬁd%mQPH]¥F1@ peidesqmier ~d pi
42 ] ~ ~s.; ﬁl p i v[3] _gstal nod p; end v [4 - h~~~a nod p. The
comt-, t men seé%lon 1407 sends the commitments v[1], v[2], v[3], v[4] to

the first verifdgr f%ﬁﬁ%moﬁuﬁﬁﬁk égkﬁg ﬁﬁﬁxﬁgﬂégﬁpéé5ge %ﬁ@#ﬁﬁnﬂﬂJ

verifier 1452, after having rec e Cco enge gectlon
1453 randgn@yz erates a challenge c a z/gZ and sends it back to the
prover 140 of the proving mechani sm 1400. Wen having received the

chal | enge ¢, thme gupORseisRshiohtAbmety TR pitoves §4Oé rrnut S
responses t[l] t[2]: t [ 1] -s[ 1] +r c nod g; and - s [2] +x
r ¢ nc~d anpd'f. heTherrpamecpmtﬂslponﬂésrmaﬂ_ﬂc}n arle ptbred Hend mmlma:e first
verifier 1452 of the verifying mechanism 1450. In the first verifier 1452)
t he seconthffutiadiopnmesery ofbl of the verifying mechanism 750.

The private information memory 703 stores private
information x satisfying « = g* mod p, which is the discrete
logarithm of « to the base g, that is, x = logm.

The random nunﬁer generator 701, the public information
memory 702 and the private information memory 703 ocutput p, g,
g, h, «, g, x, and r to the variable converter 704. The
variables p, g, g, h, « and f are also referred by the first
prover 705 and the second prover 709.

The variable converter 704 uses thege variables to

producenx’, B’, vy’ as follows:

a’ = @& ;

1= pr.,
B g*; and
y = <.

The proving mechanism 700 sends these o', B’ and y' to the
verifying mechanism 750. These o’, ' and y' are also referred

by the firsr prover 705, the gecond prover 709, the first to



1454 deci des whether v [1] a. ~ Ctmnod p; v[2]~~c _ ~tlz1l nc~d p. v [3)
a ~g~~"~nodp; aridv [4] y" ~ht taWnod p . If the equality is
verified, then the verification acceptance is determ ned. 8.4) |~ecisivn
The second verifier 7.458 verifies about the equality of and y' arid, if it
is verified that ~3' - y' , then the 223 verification acceptance is
determ ned. The decis,ic~n section 1459 outputs "OK" when the verification
results of the first and second verifiers 1454 and 1458 are a-.
verification acceptances. O herw se the dec~.sion section 1459 outputs "N-"
a', Vii' &hdryl' veryferssemt,t 05t hgwyergaf yi ng nmechani sm 750 at the sane tine
when the commitnents v [1) , v [~] , v L3] , v [4] are sent to the
veri fyi ng nechan?krified4 prower presehiterenbodi ment provi des a zer o- know edge
provi ng scheme for proving the equality of the discrete logs.rithns.
However, the thi® dEha diretepraes: ), vehef yeabolitraviden negbetity of (i’ and
Y arid, if it is verified that p' ~y' , then the verification acceptance
i s det er nPRRIE2HY (Hibs gensEatemear Fremdomt namibewisisit ealZdazpr ovhe efil met
zero-knomég%ﬁﬁﬂfr vin% schene for proving the inequality of the discrete

: e M55 RBN(0 Y. uBessfbeepeednd ixpRdam ou estilnga 4 fig.

| ogarithns

25, the s r @i, to the ninth odi i ncl udes a proving
mechani smé( e:(r%gl%ag\l'}gg}:f‘fﬁ %&qﬁn?’iﬁ)l@?g?’%z,]ﬁ which a first prQrer
7,501 and a fiWqH]VQr&ﬂ”eﬁmQSQJ-ﬁﬁf different fromthose of the eighth
enbodi nent as Shawn in Fig. 1%’ ~erefore, Fig. 1S shows c~nl~r the first
pro~rer 1S01 ardzfhe Eﬂﬂs&ba ifier 1551, and other functional blocks are
the sane as shown in Fig. 14. The first prover |501 inc~. udes a second
random nuitieef igene cainef triai st BANT § Tesin &L ¢ hib08 1 120 3ot ri2nk §SPONSe

44 section 1S04. The first verifier 1552 neludes a chal | enge prepaxation
secti on 3933, aadchée] engecisedtivan 654 and 7825 6EOtHe ORSkfydmgsect i on 1555.
As in the case of the eighth enbc~dinmen~., the first p~rvver 1501 and the
first vefMehenigmsi15@my 1~e i npl emented by running correspondi ng prograns
on a oonputer. The first proven 801 and the first verifier 851 comunicate
with each ot hefPste® §3ft vesifenye’ i epdtari baving sramsitvely 6hwet he fir st
verifier 2551 to the first oven 1501, conmi, tment s v I 1] , vJ[2] , Vv
[ 3], \f%["’sg? o ’a“?%fﬂifoﬁﬁfﬁrﬁmﬁﬁﬁi V\f?gr'e toEnfirFnshsel atiges #epEdORN 1501 to

the first Lf I i.d.b t f the first

vori 11 or T panid Fertle Bl HerdaoBhre e G P Bpnde (2
t f t igst 1 fri i.f .. Th irst

Ver 11 or TS0 ot or o as TekobRETT e Sepbhe KRS et BRbieh Tl ¢f on

with the commWhamtitavingllece¥vd®khe Fikdt] chaly difhd c,[labetﬁénﬁﬁfgé‘unber w
.and the challenge a and b. Mare detail ed operation of the present

enbodi nenespphde Featdser 7bedobetlow,£i1¥s2) pEpesat oy doipliesf &l sirateri f~. er
1551, the third random nunber generator 1552 generates random nunbers a, b
s z/ qz. response t[1]:
tll] = s[1] + r ¢[1) mod q.
The firat respense t[1) is sent to the first verifier 752 of
the verifying mechanism 750.
In the first verifier 752, the second decision section
754 decides whether
villa’® = «*® mod p; and
vi2]p’® = g mod p.
If the equality is verified, then the verification acceptance

ig determined.



The chal | enge preparation section 1553 uses the random num ~ers a, b to
conpute chall enge preparation fi: A = ga ab nod p . The chall enge
preparation Ais sent to the first proven z501. zn the first prc~ver 1501,

t he second random nunber gel ~erator 1502 generates random nunbers $ [1] , s
[2] a Z/gZ and w 45 a Z/ qZ. The comm2Bnent section 1503 uses the random
nunbers s [11 , s [~] to conpute commtnents v[1] , v[21 , v[3] , v[4l v

[1] - a ~l~md p | v[~) - ~sfll nod p; v[3 ~- g:.1z1 nod p; and v [4 ] -
he cxI nod g . After having received t he chal | enge prepaxaG c~rr A fromthe
first verifier, 1 gls tq1 onnlt Ee(llon 1503 sends the commtnents v
[1] , v [2] , ‘? ec%c%éfwgﬁa %ﬁﬁknnnunber wto the first verifier

1551. In the fi t dth t t
EORAKITRU AL A PRI G

section 7 ﬁérﬁéﬂﬁﬁid‘%éﬁﬂe%”g@qe x augbéé Lp8 cggi/lqezﬁge,rhg the first

p~' over 01. when havi'ng recewe enges a e response
section 1§e&oﬁ@rm¢me&n&@ﬁbsaeél&m RISRCEhe ALiTL A8 3hdFRdn ?mbe:ll:f

equality c~f A and ga a nod p is not. prcwed, then the proof 1Is ternlnated
Wen the equabimpytofche ardogd sbmiiinghts. [P oxedl v fld1g response section
1504 conputes response t[1], t[2]: t [1] ~s [1] +r (a+tw) nod qg; and t [2]
- s [2] + x r (&b smgd grmmhqneandis a random nunber generated by the
random nunbex generator 1401 and ~c is the private information. The
responses t [1]V {4}  RI"l gnasemt. to the first ver~. fier 1551. zn the first

verifzex 1551, the second deci sion section 46
The "second commitment section 711 sends the second commitments

[2

v[3] and v[4] to the second verifier 755 of the verifying
mechanism 750.

In the second verifier 7535, after having received the
second commitments v[3] and v[4], the second challenge section
756 randomly generates a second challenge c¢[2] € 2/gZ and sends
it back to the second prover 708 of the proving mechanism 700.

When having received the second challenge <¢[2], the
second responge section 712 of the second prover 709 computes a
second response t[2]:

t[2] = s8[2] + x r ¢[2] wmod q,
where x isg private information stored in the private
information memory 702 and r is a random rumber generated by
the random number generator 70l. The second response t[2] is
sent to the second verifier 755 of the verifying mechanism 750.

In the gecond verifier 755, the third decision section
757 decides whether

vi3la’® = g™ mod p; and

V[4]Y'c - hu[zl mod p.

If the equality is verified, then the verification acceptance



1555 deC~.des whether v [1] a, istw) ~ attn nod p; v [~] ~ istW ~ ~t (i
nmod pv [3] a, is+w) _ gt(al mad p; and Vt~ 1 Y, (atw? _ he (21 nOClL ~7 .
If the equality is ver~.fied, then the verification acceptance is

determ ned. 10. 'tenth enbodi ment 10.1) System configuration Referring to
Fig. 16, the systemaccording to the te¥ h enbodinent iriclt,~des a proving
mechani sm 1600 azad a verifying nmechani sm 1650) -in which a prover 1601 and
a first verifier 7.651 are different fromthose of ~, he eighth enbodi nent
as shown in Fig. 14. Therefore, Fig. 16 shows only the prover 16pl and the
first verlfl 651, .and other functional blacks ara the sanme as shown in
Fig. 14. The éﬁ%ﬁﬁﬂl d601 i ncl udes a second random nunber generator 1602, a
comi t ment sectlgﬂ % §s automati c chal | enge section 1604, a response
section 1605, and‘a proven text sending section 1606. The fxxst verifier

1651 incl udes ariy AULQERL {6 LAl SRGCvELEEI QD abcR? L& ~EqdaBoopist geci Sion

section 1653. The comm tnent section 1603 uses random nunbers s[1l], s [2]

to corxvertnd,(3nd9 8ndith 0 vereduee woqarigt meny's, then] thev [2] , v [3] ,
v(4] . The autonatlc chal | enge section 1604 produces autonmatic challenge c

fromthe cogrti®@tisonyhéteptvdride iy determiddd. The response section 1605
aanputes responses t [1] , &7 t[2] fromthe automatic chall enge o using

the private infdmidectsiont dsctrizmd GFOncuteuts “W¥J whenr Bheom nunbers s[ 2],
9[2]. The proven text sending section 1606 sends the conmtnments v[1] ,
v[2] , v[S}ferlfﬂ[dﬁtla?ﬂdrﬁﬁelt%scgforté@sf@rFZ]to thars) V&§l§lﬁ¥%v7a$f4fte7 to the
first verifier 1651. In_the first verifier i.651, geauto tic chal |l enge

section 16804 gt daes 2alt Bekt §catisn éﬁ@%p"c"‘ncf%m plrr $hits v [1]
v [2 , Vv The second i sion section 1653 determ-.zres
mhgter zh§69ﬁéﬁéh§@%F %5]759t°ﬁ§ﬁu9 Fs ggﬁsistent with the commitments v
[7.] , v [2] t ayt.o he case
of the eighth eﬁbdd? Ythéa%zﬁé/égifGS% an% f??igﬂ,ﬁ§P9§€§F %@ﬁiﬁ%%l may
be 1 npl emept eaié%afn%“eaﬁa FHES ERPIIBG POR BN V31¢0BRYIBl2) Mot

detail ed operation of e present enbodi nent w | d. be described bel ow.

Z0, 2) Oper gdhdne? R Heh el sy olig Wehani BR $8CONArHea Fdest NusleL brg@tar at or  16D2
generates random nunbers s [fi s [2] a Z/qZ. The comm tnent section 1603

uses the rapdorarmirte] smay e ae[nl] tbothemmrﬁycﬂw (ren’h'ﬁnimmt%‘_’:ﬁ/ gtikthe v [ 2]
, v [3] , v [4] v[1l] ~ as~I~ nod p; v[Z2] (it'~~ nod p; [3] J gw ~2~ ~d
p ~ and v[#3me dix@-whad phe Thmecnd connitmens I\e[ridea@écm[ﬂah areen§r-oduces

the automatic challenge ¢ using the comm tnents &k & v[ 3] v[Q
48 C (E z/Bmreafijemy( the firgt qhalleng%c{llr gnd \phe] second|chalkesge, | 41

o Léép%”siﬁaéfﬁoeﬁgl%ﬁ Casalaly? Seh A GE ) W oraviiy PRt E
| nformat i ofo@nd Aeces AabRRGONRAN TR fggaer_ﬁ&%&%nhhshaffgﬁgwm%r

gener at or
and c[21, the first and second responses t[l] and t[2] may be

gimultaneously sent to the verifying mechanism 750.

The present embodiment provides a zero-knowledge proving
scheme for proving the equality of the discrete logarithms.
However, the third verifier 758 may wverify about the inequality
of B’ and y’ and, if it is verified that §’/ = y’, then the
verification acceptance is determined. In this case, the
present enbodiment also provideé a zero-knowledge proving

scheme for proving the inequality of the discrete logarithms.



The proven text sending section 16~~ produces a proven text (vf2l , v[~] ,
vL3] , v[4l , t L1] (t f2] ) and send it to the first verifier 1651. rn
the first verif~. er 1651, the automatic chall enge section 165 produces
automatic challenge ¢c': C ( E Z/gqZ) - HaSh (p, C[, 9, h, oC, ~r =~ . ~

, Y or vfl. I, v[2], vf3], v[4]). '"here#dter, the second decision section
-1653 deci des whether v[1]~,~~ - actll mod pJ v [2] ~j, ¢c~ o0 ~t ul read
~7: v L3 , c~- gt fz1 nod p; and ,~C ~]Y.~~ - htlzl nmood p. If the

equality is verified, then the verification acceptance is determ ned. 11.
El event h enbodi nent 11.H_é) S%st emconf iguration Referring to Fig. 17r the
syst em accor 4 r%qctf‘-d ERBOYLHE%| event h enbpdi nent i ncludes a proving

mechani sm 1700 verifyjng. i.sm 17s0, i.n which a pxaver 1701 and
'ml f%gfrnexéllqg%ﬁr ent

a first vt~rifi romthose of the eighth enbodi nent as
shown in Fig. 14, JThereforg, nF.g.g 1Trshavecen! scddrelipmozenti@odecmd t he
first verifier ihﬁfl&%gl %tshzrfé?ugn'czci onaP@bI anks are the sanme_as shown in
.Fig. 14. T{aso@{ MEN thiRhakBCh ings aeehdni anB0n mudk aeveybhsind or 2702,
a conmi t mefit ~8&ction 170K an automatic chall enge section 1704, a yresponse
sect ~. on %.Qéhaﬁ’m“ Ry OveNwhexh &ehidistgpseves B0 FIG aTRATEE YT Gier
1751 includes a second decision section 1753. The Gomr tnent 82Cti On 1703
u. seS randggy nypbed st firkine $k3h tiosmmfetheafipyt EEIRFIRNSRS BF BIRE
commtments v[1), v [2] , v [3] , v [4] . The autonmatjc %vhallgg]ge ction
1704 produgesrayt onat ithexedbrengBlie. f& (ﬁhot"ﬁe%‘%ﬁl?‘?rm P! v[%‘f,f v [3]
, V[4 ] . The x~esponsa section 1705 conputes.respo St [ from
t he aut onataind thel farefe veriding 8he rﬁl?dgé’tt anFW?ﬁ%% %,10%%% ?E%ld%qn?
nunber r and the random nunhers_s[1], s [2] _ ~'he proven text sending
secti on 17@8veeAdsshem dit Ya@-alirc chal | enge ¢ and the responses t[11, t[2]

as a proven text_to the first vegifi - ol BebBga fdridony efivbeer 1751)
the seCOnd deci sﬁiﬁ éjejfﬁtr é?‘]:oi"egisgg%tgr;cnll%n%%s% whet her t he responses t[1],

t[2] is consistent h t | CniltaldepREenceoRs amd tshé€icase c~f the
ei ghth enb&ﬁq%ﬁg?rt %ﬁ‘préb@er%lﬂlg ié‘?\%l the first verifier 1751 may be

opor ot on: FeREe G RO e e B g Dol o, 11, 3)
Oper ati pn Zdhatlﬁ%neég%ﬁépalﬂéﬂiori h@fﬁﬁecﬂrﬁ's:’r,aradfdar;ﬁt noheEkengam &e&EP1 1702
gener ates zandom nunbers s[1], s[~] a Z/qZ. The comm tnent section. 1703
Uses the r amgioamAUnl becand [dHciesbp] sect tomsite (A8 LB MARS &F P87 , v
L2V e L 2] ST P Yot o1 Indta FEShPivatisier-og2! X
may be implemented by running corresponding programs oOn a
computer.
The first prover 801 and the first verifier 851
communicate with each other such that first challenge
preparation is sent from the first verifier 851 to the first
prover 801, first c;:mmitment vi1] and v[2] and random number
w[l] are sent from the first prover 801 to the first verifier
851, first challenge a[l] and b{l] are sent from the first
verifier 851 back to the first prover 801, and a first response
t[1] is sent from the first prover 801 to the first verifier

g51. The first verifier 851 determines whether the first

responge t[1] is consistent with the first commitments vil] and



The automatic chal l enge section 17p4 produces the automatic challenge c
using 'the cammtrnents v[1], v[2], Vv[3], vf4] ¢ ( s Z/qZ) - Trash (p, q,

g, h, a, (3, a , vii' , Y . vfll, V[21, ~[3], v[4]). The response section
1705 conputes the response t[1], t [~ t [~] - s [1] +r ¢ mad gq; and t L2]
- s[2] +xr cnod g, where x is the gfivate information and r is a random
nunber generated by the random nunber generator 1401. The proven text
sendi ng section 1706 produoes a proven text (p, t [1] , t [2] ) and send it
to the first verifier 171. In the first verifier 1751, the second deci sion

section 1753.decj des ether: ¢ = : , i ' 1", Y
i 31yt ?Vvqﬁgbwﬂﬂﬁmsgr wggpgﬂmégge?g}ﬁbﬁéhpi}lﬁéjbgz%[l&zﬁ&ﬂ

, t~/a. ~ ~ nod p)
If the lity IS i.hiad i f 4 i KRR aAE ewi BL
deter nm-n ga?i.ZMOH%wﬁéﬁ#%lg§b88%¥§§%6%¥?f;Egﬁnbffﬁéégz} 16, a nodification

of the figrgt ) Shown in Fig. 7 may be constructed as a twelfth
enbQCi ineﬁ%.dggg? ég?agﬁ?ﬁh enbodi nent, the verifying nmechanism 75p is
provided with a gp #Ht3enl858 in place of the third verifier 758 and a
deci si on section 18 in place of the decision section 759, of the first
enbodi ment as shawhé NEisy vEREFtenpEilat dhel8B8rd orgadass MAWRrand y' to
determ ne whether Vii' - y'. The decision section 1859 decides the equality
of the di senetatbpges? tdererates tiedaerivioexsi ahll edvliXls ©Z/Ae first and
second verifiers 75~ and 757 are verification acceptances and ﬁhe
conpar at or 1958THet Eirsthahedenge Preparafien Fﬁ%tk§hnﬁ§@aﬁﬁﬁs6§ “det ermi ne

that Vii' ~vy', the decisiqgn secLion 1859 deﬁldes t,h ine%yality df the
di screte Imegdem rugbens a i r bddht ¥ SATRMCReAtTRE ¥ Fig. 7.9, a

nodi fication of the eiﬁﬂph enbodi mrent as shown in Fig'. 14 may be
Canet x~u. Gr&PPraEigntitrl’eent h enbodi nent. In the thirteenth embodi nent,

the verifying ni sl 4h0 | ovided with a canparator 1958 in place of
t he second verrgﬁgf 1§£%Sé§nahégp%éci$ion section 1959 in place of the

deci si on d%%%t ifﬁ?s%“éﬁaﬁe g?cieﬁ&{:ﬁtﬁdsﬁpwﬁﬂeﬂb sef? ©5 tHhawiren Fig. 14. In
S,

ot her wor e thirteent nbodi nent provi des the zero-know edge proving
schene fon,pfeY BE1the equality or inequality of d~scx~ete logarithns. The
Gonpar at ar 1958 conpares ~3' and Y' to determ ne

In the first provar 801, the second random numbexr
generator 802 generates random numbers a(l] € Z/qgZ and w[l] €
z/q%. The first commitment section 803 uses the random number
8[1] to compute the first commitments vI[1] and v(2]:

v[1] = «*™ mod p; and

vi2] = g°™ mod p.

After having received the first challenge preparation
A[l] from the first verifier 851, the first commitrent section
803 sends the first commitments v[1] and v[2] and the random
number wll] to the first verifier 851.

In the first verifier 851, when having received the first
commitments v[1] and v(2] and the random number w[l], the first
challenge section 854 sends the random numbers alll, b[l] as
the first challenge to the first prover 801.

When having received the first challenges al1]l, b[l]), the



whet her ~' ~ y'. The decision section 1959 decides the equality of the

di screte logarithns when the verification result of the second verifier
1454 is verification acceptance and the conparatar 1958 determne that ~' C
Y' . when the conparator 19S8 determine that ~' ~ y', the decision section
199 decides the inequality o the discret® logarithm As described above,
provided with g, h, a (~g" )mad p E C3, and ~3 a G where Gis a group of
order q on nod p, ~3 ~ h" mod p or ~i = h" nod p can be efficiently proved
wi t hout ind~catng x and h" mad p. rn addition, a prover can prove it
solely. zt_shoul d be not canh~ | LI gt o PX@ pesveand fir st
verifier aglfﬁﬁuﬁQﬁagﬂsgnSgﬁ%ﬂgéégg‘secgﬁgé%ﬁ$2ugi fourth enbg%inents and a
combi nati on of nd geRay®rL cond verifier as described in the above
fifth through sgggatﬁ %ﬁbggingﬁggigan be arbitrarily conmbined to form

anot her en‘gﬁdéﬂgrg 11kjeoBr 83 ENtadd e Hd*8h. mddh ¢ hies abovpreweddithems, a
provi ng nmechanismand a“verifyi ng nmechani sm can be comruni cated through

wired or W.helgssofarneer@fatéd. ot her words, the prov~.ng nechani smand
verifying nmechani smcan be inplenmented in any

a[gev[l“oes havi ng wi r%g or
wirel ess signal wHenoha egnglaoy of@elilli |Etgdf9|n09‘}|3 on&edapt ABUBFCY
~.nvention has been described in its 53 preferrg%_enbodinents, [
under st oodthéafirmsdifaspanisenseotiom b s CORBURES |2 P ER5pAFEREITD ?hﬁﬁé
skilled in the art without departing fromthe spirit or scope of the
invention. 54 ©f&i ms:sl). +Arsyal ﬁﬂt@ﬁﬂrﬁp i%y a first mechanismtar

proving equality or inequality of twy d~.schre j second
mechani sm WHRT® ¥ | ¥§idh g oSsrd éﬁ'ﬂ%‘f"f t%ﬁri?){al%ﬁgq% l%@%%&ﬁéﬁpﬁﬂtﬂﬁg first
mechani sm conpri ses: first | Gl i B HokhBIfarslesi gnat ed
operation 9@58ﬁ%§°¥v&§ﬁ'np engggéégr%%ﬁgﬂggﬁ% ?grgﬁdenoted by a aﬁd (3), and
t wo ~aredetergkggg es (hereinafter, dend4ted by g and h); a private

~.nfornatiaﬁrnenory Storing private information (hereafter, denoted key x)

which is a di Scrﬁ?%ﬂé)%!xisith%gﬁ.fié@ g51he thaseegond demiddmonasbeioyener at or
far generating a first random nunber tlzereaf ter, denoted by r) ; a

converter 365 geRVELS iviGdHee | nput nunber a, the input nunber ~i and the
base h to produce a' , Vii' and Y' using the first random nunber r and the
pr~.vate infor matiop 2 EH¢ | | ove ) med g and
v [2] p, {afi]«~wli]} - Bt[l] mod D.
Tf the equality is verified, then the verification acceptance

ig determined.

3. Third embodiment

3.1) System configuration

Referring to Fig. 9, the system according to the third
embodiment includes a proving mechanism 900 and a verifying
mechanism 950, in which a first prover 901 and & firet verifier
951 are different from those of the first eﬁbodiment as shown
in Fig. 7. Therefore, Fig. 9 shows only the first prover 901
and the first verifier 951, and other functional blocks are the

same as shown in Fig. 7.

The first prover 9501 includes a second random number



p' t fir; and Yr _ hxr~ wherein sa~.d ' , ~i~ and Y are sent to the second
mechani sm and a pro~ring section far proving equality of a discrete

| ogarithmof x' to base ~ and a discrete logarithmof ' to base ~3 and
equality of a discrete logarithmof a to the base g and a discrete

| ogarithmof Y to the base h, and 552¢he second nechani sm conprises: a
second puhl minfarmati on nmenory storing the designated operation schene,
the twa i nput numaers a and (~, and the two predeterm ned bases g and h; a
verifying section carresponding to the proving aecC on, for verifying

cqual 11y oLepoflor o4, | Q93LLLBM GlntdiprieaBbyech 3o 0 batges and a

-di screte ari e recelve to base p, and equality of a

discrete | QoaphhbiR AndiNRrcBCEEYEMLR 9040 LNE1bas Crdaithen sdosaon! 205,
| ogarithm of the xeceived y' to the base h; a checking section for

ck~ecki ng hhe seepisedrovetndekt sendigicesecntorqded it yThar filmequal ity
thereof; and a decision section fax decidi ng whether proof of the first
mechani sm iveracteptgdl encledeadanfimt resomatiof chalblansd Bech§ose??? on and
t he checking section. 2. The system accardng to c7.aim 1, wherein the
provi ng seahfcansemnpt ideedsianf sectiqy O¥8r far proving the equality of the
d~.screte logarithmof a' to base a and the discrete [oganthmof Vii' to
base ~; and a seBemdE ity EAMMAETSRE\AGRE 10Re 283 UBFST @ FENERE BREBREL e

| ogarithmof u' to the base g_and the giscr fe I&g@rt hnlof_yggto t.-he base

h, and theSal i $9i FRIERS FoRNS dindd PESTUGE (E1RE \GEFMEFURRES Y EYpaidi ng t o
EEZ first Brfg (.an 'I‘l-?é f/i%'rsitf 'uggrrégfc & uaiilliegl eOfseé@forgiﬁﬁf %&%thg‘Qrﬂfge of
automatic challenge cll1] from the firet commitments v[1] and
v[2]. The first response section 905 computes first response
t[1] from the first automatic challenge ¢[l] using the random
number r and the random number s[1]. The first proven text
sending section 906 sends the first commitments v[1] and v(2]
and the first response t([l] as a first proven text to the first
verifier 951.

In the first verifier 951, the first automatic challenge
section 952 producezs first automatic challenge c'[1] from the
first commitments v[1] and v([2]. The second decision section
953 determines whether the first responge t[1] is consistent
with the first commitments v[1] and v([2] and the first
automatic challenge c’ [1].

As in the case of the first embodiment, the first prover
901 and the first verifier 9551 may be implemented by running
corresponding programe on a computer. More detailed operation
of the present embodiment will be described helow.

2.2) COperation

In the first prover 901, the second random number



5~ received a' to base oc and the discrete logarithmof the received ~3' td
base ~; and a second verifier corresponding to the second prover, for
verifying the equal ~.ty of tk~e discrete logarithmc~f the received a' to
the base g and the discrete ~.agarithmof the received y' to the b~.se h.

3. The system according to claim?2, whgxein the checking section conprises

a third verifier for verifying the equality of the received ~' and Y . The
sy$tern accaxding tra aJ,aim2, wherein the check~.ng section conprises a
third verifier far verifying the inequality c~f the received ~ and Y, , S.

The system accordi to claim?2, erein the check~. ectjpn gonprises a
conpar at 096@%‘{&%%3‘% ﬁ&%ﬁ%ﬁ%ﬁ%@&‘ npnberg, l?rﬁ £ %% ‘sytﬁ‘érﬁc rdi ng
to claim erei.n the.proyi ction_c i irngl e_p f ax
provi ng  FEROTIEEHT oo PR it sPogarrehaard S8 EeR s 11

di screte i P e Vi d the equality of the discrete
Iogarithn#ggaééfégyéﬁmgykgggﬁg~gﬁ@ t g g#%@iete | ogarithmof Y' to the base
h, and the verifymg segtilopoqopprises a single verifier far verifying the
equality of a discrete |ogarithmof the 5~ received a' to base and a

di screte | ogaritRhnzof <t pElr gpaiyed ~i' to base Vii, and the equality of a
discrete logarithmof the received a' to the base g and a discrete

| ogarithm of tIhe ddebreduyomdtnct habhdsngd. sckitw cay Stenpacduees Mixsa cl ai m
6, wherein the checking section conprises a verifier for verifying the
equal i ty st icectipldangeic [dnasyny. tBe Mrstsyommataerordlhlg &l cl ai m 6,
wherein the checking section conprises a verifier far verifying the

i nequal i ty[3f: the received. Vii' and y' . 9. The system according to claim

6, wherein the checki sectjon conprises a conparatar far conparing the
received (i f andly! ?g 27az)

= Hash(p, a, g, h, «, B, «', B'.y' ., vI1], v[2]),
where Hash indicates a hash function such as “SHA-1”, which is
a one-directional function.

The first response section 205 computes a first response
t[1]:

tll] = g{1] + r c[1] mod q,
where r is a random numbar generated by the randoem number
generator 701.

The first proven text sending section 906 produces a
proven text (v{1], v[2], tI[1]) and send it to the first
verifier 951.

In the first verifier 951, the first automatic challenge
gection 952 produces first automatic challenge c’ [1]:

c'[1] (e Z/qZ)

= Hash(p, qQ g, h, o B, «, By, vIL]l, vI2]).

Thereafter, the second decision section 953 decides
whether

villa' ¥ ™ = ¢*? mod p; and



~0. The system according to claim2, wherein the first prc~ver conprises: a
second random nunber generator far generating a second random nunber; a
first converter for converting the a.nput nunber a, the input nunber p to
produce first comm-.tnents corresponding to respective ones of said a and
~i using the second random nunber; and®® first response generator for
generating a fret response using the first random nunber r and the second
random 58 nunber) in response to a first chall enge reoeived fromthe
first verifier, arid the first verifier conprises: a first chall enge
generator for rargenBye §énesL gitithgnddg first challenge after having received
the first coonomtnents fromthe first prover; and a second deci sion section
for deci di igrhehetgual i threi i veati fiesipotieni tthe argiiEient i vht Hcddidricest
commtnments and the first challenge, wherein a result of the decision is

i nforned i® ddtemeoidi on section. 11. The system according to claim 2,
wherein the first proven conprises: a second random nunber generator far
generating a second random nunber and a third random nunber when havi ng
received a first challenge preparation fromthe fyrst verifier; a first
canverte~ fbr FoWFGEr & WY nput nunber a and the input number ~ to
produoe first comm.tnents corresponding to respective ones of said a arid p
usi ng the secéﬂ&)rﬁKﬂBﬁTdﬂﬂﬁéﬁPrﬁﬁé?%in the third random number and the

first it t t t first i fi ; d first

?ht””} ﬁ%@%&f%?ﬁ}”% F‘ﬁjars?ﬁr e@i{s% AU RGCPRE 9 agce %fawﬁtﬁnb ‘)
first chg%ﬁe%g‘g@écel vediﬁsfo%ﬁ%ﬁgl{lgr s%}{/ag{rl%&ngpggb ec}l %]ﬁ;ea%%&?g? chal | enge
prepar at inkHani %Al 1650 Anth Wi ohi ASELMA IdRE,COIPL | &6F'a £13%c2 third random

nurnher generator for generating a fourth ~" andQm nunber; a first chall enge
prepar at inarigener ab®1 {14 PEteraht NBrdeHosesbt Chiad | £eR: Ri@RaLAEhON from

the base g and the input nunmber a using the fourth random numnber;
as shown in Fig. 7. Therefore, Fig. 10 shows only the first
prover 1001 and the first verifier 1051, and other functional
blocks are the same as ghown in Fig. 7.

The first prover 1001 includes a second random number
generator 1002, a first commitment section 1003, a first
automatic challenge sectibn 1004, a first response section
1005, and a first proven text sending sectien 1006. The first
verifier 1051 includes a second decision section 1053.

The first commiﬁment section 1003 useés a random nunber
8[1] to convert a« and B to produce Ffirst commitments v[1] and
v[2]. The first automatie challenge section 1004 produces
first automatic challenge ¢[1] from the first commitment v([1)
and v(2]. The first response section 1005 computes first
responsge t[1] from the first aﬁtomatic challenge ¢[1] using the
random number r and the random number s[1]. The first proVen

text gending section 1006 gends the first automatic challenge

¢l1l] and the fixst response t[l] as a first proven text to the




a first challenge generator for generating the first challenge us~.ng the
fourth random nunber after having received the third randomr~unber and the
first conmtnents fromthe f~.rst prover; and a second deci sion section for
deci di ng whether the first response is gonsistent with the first
commtnments and the first challenge, wherein a result. of the decision is
informed to the decision section. 12. The sys'~em according to claim 2,
wherein the first prover conprises: a second random nunber generator for
generating a second random nunber; a first converter for converting the

i nput number ' oBynber ~3 to produce first comm tnents
correspOndEHf%(ﬁ%%ggggﬁﬁveyones c~f said a and (3 using the second random

nunber; a first ﬂyte?if'éﬂffii%sekvéfiﬁme 1980 ¢r chersdeandgdaet aion Eeetionst
automatic challenge fromthe first conmtnents; a first responég ener at or
for g' enerahgy Netieriiinels whephesethes £imgtt Netanatoc CRAUORNBE T Hex % and t he
second random 60 nunber, in response to the first automatic chal |l enge;
arid a firgbnpioveit tvedth gbeefitrst ﬁaﬂngéﬁeFé&Iﬂg a first proven text

conposed of the first commtments and the first, response, e first
proven text is semtin cheheaberef whe fref R I FE‘F \t;%\?l :3}'{’3frb conpri se:

a second automatic chall enge generataor for nerat | aghd~aepat i c
chal | enge apoeramdvitiey fiaesi veaiter 190 g it i hePeBAB) Crdutli

pravex; “and a second, deci si on Seati an. f@cdsSi dhdifs Matklsed! beration
of the present embodiment will be described below.
4.2) Qperation
In the first prover 1001, the sacond random nurber

generator 1002 genearatas random numbers s(1] € 2Z/gz. The first
commitment section 1003 uses the random number s[1] to compute
the first commitments v[1] and v[2]:
v[1] = «*™ mod p; and
vzl = g mod p.
The first automatic challenge section 1004 produces first

automatic challenge c[1] using the first commitments v[1] and

vi2]:
c[1] (e Z/gZ)
= Hash(p, @, g, b, &, B, «, B,y . VIL], viz2]).

The first response section 1005 computes a firgt response
t[1]:

t[1] = sf{1) + r c(1] mod g,
where r is a random number generated by the random number
generator 701.

The first proven text sending paction 1006 produces a

proven text (c(l1], t[1]) and send it to the first verifier



first response is consistent with the first Commtnents and the second
automatic chall enge, wherein a result of the decision i$ infornmed to the
deci sion section. 13. The systemacGrding to claim2, wherein the first

pr Qver conprises; a second random nunber generator fax generating a second
random number; a first converter far cotfverting the input number a, the

i nput nunber p to produce first conmtnents corresponding to respective
ones of said a and ~ using the second random nunber; a first autonmatic
chal | enge generator far generating a first automatic challenge fromthe
first comugaents; a first response generator for generating a first
response using the first random nunber r and the second random .61 nunbex,

in response to ThetherfirswtverdfierChedl engeheaBdednd i dadi R 8Bet E4K
generator for generating a first proven text conposed of the first

aut omat i ¢ 1653l Heajdemmnehatdiezf:i r st response, wherein the first proven text
~s sent to the first verifier, and the first verifier conprises: a second
deci si on section €6] deci ding whether the first automatic chal |l enge and the
first response included . in the first proven text is consistent with each
other, wherein a resdfastdP t Be @ecitsidonfi s*inBdived to the decision
seotion. 14. The system according claim 2, ein the second prover
Conprises: a third random nunber ‘bttélﬁé* at'Eﬁ‘nC]i ﬁbr\é\gg{{ér'gtm%-ﬁé -third random

number; argegpo decﬁfgivief:ryl 9% (rg.[:i FLLY P enend thg evgxgls fieat i%rﬁd agceptance

is determined.

5. Fifth embodiment

5.1) System configuration

Referring to Fig. 11, the system according to the fifth
embodiment includes a proving mechanism 1100 and a verifying
mechanigm 1150, in which a second prover 1101 and a eecond
verifier 1151 are different from those of the first embodiment
as shown in Fig. 7. fTherefore, Fig. 11 shows only the second
prover 1101 and the second verifier 1151, and other functional .
blocks are the same as shown in Fig. 7.

The second prover 1101 includes a fourth random number
generator 1102,‘a gecond commitment section 1103, and a second
response section 1104, The second verifier 1151 includes a
fifth random number generator 1152, a second challenge
preparation section 1153, a second ¢hallenge section 1154 and a
third decision section 1155, As in the case of the first
embodiment, the second prover 1101 and a second verifier 1151
may be implemented by running corregponding programs on a

computer.



to produce second commtnents corresponding to respective ones of said g
and h using the third random nunber; and a second response generator for
generating a second response using the first random nunber r and the third
random nunber, in response to a second chal l enge received fromthe second
verifier, and the second verifier conpri¥ses: a second chal | enge generat or
far randomy generating the second chall enge after having received the
second commtnents fromthe second proven; and a third decision section for
deci di ng whet her the 62 second response is consistent with the second

Commi t ment s andq) A€ S&4AD Grehak! g@gg,aﬂ@%ﬁi Eeéoﬁ&%(%t@‘;e hg sdeci sion is

informed to the decision Section. e system a Ing to da~.m 2,

wher ei Nt RRnEEABLALHOMaD LRIPBEESS : sl Makh seass@reMIREigegener at or for
generating a fifth random nunber and a sixth random nunber "when havi ng

recei ved aprepecationd [Hnge peapafedn ahd xeathihessbfiond &1 kbekhea second
converter for converting the bases g and h to produce second commtnents
cor r esponaiergniopresea dditly e senesd oforimnereas esv @3 hnahdh widi]ngndheahddm h
random nunber, wherein the sixth random nunber and the second comm tnents
are sent tumbRE €éLbrare eenti romathk Fergndnpreoesnohissl gendheat secdud
generating a second response using the first. random nunber r, the fifth
random nuBELEigndliHe Heeerdy ﬁhﬁg}ﬁnﬂﬁﬁoé\r[zﬂ nan@ g bhls i xtep sgnse E6nd

chal | enge Eeceived fromthe second verifier, when the second chall enge

pr re;gar AVl PTG, Veid e Liahathy iSﬁFQF‘dSB%‘F‘?‘;SméSJ:O_Ja fngd: & )éanﬂalml
brepar at: Bacgnd et R £130, 87 Belty T ShEoReE L Ges piBE PR T frrom

the base geagflatiei /Rt 1AHADEI %, Usldafol fe-SRYENLY drandempupber: a second

chal  enge generator far generating t _ second enge using the
seventh r anderen WHelsedbhal rAgybike o8 WaebohdEatdnt! RikAndaR saddies and

the second commitnents fromthe second prover; and a third decision section
far deci dcogmitmdrivay 3¢ and v[4], the random number w([2] and the
second challenges al2] and b[2]. More detailed operation of
the present embodiment will be described below.
5.2) Operation

In the first verifier 1151, the fifth random number
generator 1152 generates random numbers al2]l, b(2] e Z/gZ.

The second challenge preparation section 1153 uses the
random numbers al[2], b[2] to compute second challenge
preparation A[2]:

Al2] = g*lBPR mod p.

The second challenge preparation A[2] is sent to the second
prover 1101,

In the second prover 1101, the foruth random number
generator 1102 generates random numbers s[2] € Z/qgZ and w[2] €
Z/qZ. The second commitment section 1103 uses the random
number s[2] to compute the second commitments v[3] and v[4]:

(2]

v[3] =g mod p; and



second xesponse is consistent with the second conmmtnents and the second
chal l enge, wherein a result of the decision is informed to the decision
section. 16. The system according to claim~, wherein the second prover
conprises: a third xandom nunf?aer generator for generating a th~.rd random
nunber; a second canvexter for conver®fng the bases g and h to produce
second comm tnents Corresponding to respective ores of the bases g and h
using the third random nunber; a third automatic chal 7. enge generator for
generating a third automatic challenge fromthe second ~pnmtneritS;, a
second responsg[gpqpqpuoqmﬁﬁﬁ,generating a sec4nd response using the first
random num 5er r and the third random nunmber, in response to the third

aut omati ¢ Chal A@nge h-an%gareee ORsl Y @acbadt clgellerjeOpréparagbger ati ng a
second proven text conposed of the second commtnents and the second

responsea [pefebm dHee speeaadver Didir Uast ,i she emcdrel Goemsementd verifier,
and the second verifier conprises: a fourth automatic chall enge generator
for 64 sgeptsmt iT0E a&chdsr the asgamat icomehantrte ey Bt emdhsnl#hganéddiaved t he
second comm tnents included in the second proven text fromthe second
prover; aaddemtmimzmedizdi ba thetdanentovedefiel g-Sdhet her the second
response i s consistent wwth the second conmtnents and the fourth automatic

chal | enge, wheF®ithen seesnft verifinr ddéilsi BReR 3G FedeLy Ent eci si on
Se0tT 0N, L Lerd SRR 20G 0% 1 65 1S S e "ESHERT chBa2 oG08, PrOver

the second challenge section 1154 sends the random numbers
al2], bl2] as the second challenge to the second prover 1101.

When having received the second challenges a(2]1, bl2],
the second response section 1104 computes g2« mod p and
proves:

Al2] = g*®e®® mod p.
If the equality of Al[2] and g*®®®! mod p is not proved, then
the proof is terminated. |

when the equality of A[2] and g®@eP® mod p is proved,
the second response section 1104 computes a second response
t[2]):

t[2] = 8(2] + x r (a[2]+w[2]) mod q,
where X 1s the private inforhation stored in the private
information memory 703 and r is a random number generated by
the random number generator 701. The second response t[2] is
gent to the second verifier 1151.

In the second verifier 1151, the third decision section
1155 decides whether

v[3]er @RI el od p; and

VH]Y,(amm[z]} = nt® mod p.



a third random nunber generator for generating a third random nunber; a
second converter for converting the bases g and h to produce second
canrnitnments corresponding to respective ones of the bases g arid h using
the third random nunber; a third autonatic chall enge generator far
generating a third automatic challengé5fron1the second comm tnents; a
second response generator far generating a second response using the first
xandom nunber r and the third random nunber, in response to the third
automati c chal |l enge; and a second proven text generator for generating a

second pr t 5de0f £t B, s@tndhauverbficateival laecgptandet he
second X pggﬁ%gé&ﬁg$g?ﬁ&fh§ second proven text is sent to the second

verifier,, segond verifier conprises: a third decision section for
deciding'ﬂﬂg%ﬁ%?ﬁ%ﬁe 65 second automatic chall enge and the second

response included in the second prven text ~.s consis~.ent wth each other,
wherein a result of the decision is infornmed to the decision $eatioz~, 18.
The systemgc@Eisdhngmbodiheitm 6, wherein the single prover conprises: a
second random nunt ~er generator for generating a second random nunber; a
commi t ment gemenat System corflaurBhRg§co®he i nput number a, the input nunber ~

, the base g and the base h to produce conm tnents.corr di t0
respective oneRefersang & Kig- 18, ER% Wﬁfﬁ“h&c?ﬁﬁdls&o'ﬁ%&q{réaﬁ %Fn nunber ;

and a response generator for generating.a r. hng 8 fhiihgt ram dom
number r ﬁ?hpcillﬁ@%eéaﬁauﬁi%&o%rﬁﬁﬁﬁgrr? 9?“#%3%3222 #%a}gchal Iffglrjfgg recei ved

fromthe sing e vehbtherin which a second prover 1201 and a second

verifier 1251 are different from those of the first embodiment
as shown in Fig. 7. Therefore, Fig. 12 shows only the second
prover 1201 and the second verifier 1251, and other functional
blocks are the same a& shown in Fig. 7.

The second prover‘lzol includes a third random number

- generator 1202, a sacond commitment section 1203, & gecond

automatic challenge section 1204, a second response section
1205, and a second proven text sending section 1206. The
gecond verifier 1251 includes a second automatic challenge
section 1252 and a third decision section 1253.

The second commitment section 1203 uges a random number
s[2] to convert bases g and h to produce second commitments
v[3] and v[4]. The second automatic challenge section 1204
produces second automatic challenge ¢[2] from the second
commitments vi3] and v[4]. The second response gection 1205
computes second response t[2] from the second automatic
challenge c[2] using the private information x, the random
numbef r and the random number g(2]1. The second proven text

gending section 1206 sends the second commitments v[3] and v(4]



and the single ~rerifier conprise: a challenge generator far generating the
chal  enge after having received the conmtnents fromthe single proven; and
a second deci sion section for deciding whether the response is consi stent
with the commtnents and the chall enge, wherein a result of the decision ~s
informed to the decision section. 19. ¥he system according to claim 6,
wherein the single proven conprises: ~6 a second random nunber generator
.fox generating a second random nunber arid a third random nunber when
havi ng received a chall enge preparation ramthe single verifier; a

conmi t ment__geper at or_ for t) t i %gggrnat keesbnpwd nunber a
( the basémg gﬁﬁ ?ﬂﬁxﬁg§§%%8¥§ép$g%hé%ggbﬁgyéﬁgnts é%rrggponding to
respectivgeggga 6gr Jé}'%ﬂgg“ and h using the second random nunber, wherein

t he third™random nuniber and the conmtnents are sent to the single

verifier; and arfeSponsR.@Rneeatplef AR UENEhat saghral raspaasecusi ng t he
first random nunber r, the second random nunber, and the third random

nunber in.La3PERSE S&-tacihabbangeodmeai wedohdoantdmatsinghalieny¢i er, when
t he Chal | enge preéparation is valid., and the single verifier conprises: a

third randompnuabet genaeaions tommbemerta vid] aandur (4 r aflenthi%der; a
chal | enge preparation generator for generating the challenge preparation
from the Bas¢sgoanskedtion @t denseninesyhnghencthe HAPaRGER? er; a
chal | enge generator far generating the challenge usinqﬂéqe f urhgxrandom
number af tdR) haei fepe erteinie Withethh| $RFh FORMALMETE ahtd /'t RBYcONM t nent s
fromthe single prover; and a secon eeisivﬁ? section far decidi ng whether
t he respoR&e FBEC%WEQQé(ﬁﬂFqWFFﬁctﬁ%ﬁii%ﬁ%qiﬁe L-and the chal | enge, wher ein

a result of the_degisi,on is inf.oined.t0.t el Si.C~ - D. The
system accor di nﬁstﬁncﬁ% rﬁa§,e e#g?enflxost gﬁﬁbgggtlné['ﬂg, rl:h%e%te'ceﬂd pr@\?e:@

1201 and the second verifier 1251 may be implemented by running
corresponding programs on a computer. More detailed operation
of the presént embodiment will be described below.
6.2) Operation
fn the second prover 1201, the third random number
generator 1202 generates random numbers g(2] € Z/gZ. The
second commitment section 1203 uses the random number z[2] to
compute the second commitments v[3] and vI4]:
vi3] = ¢*® mod p; and
vie] = helZ] mod p. |
The second automatic challenge section 1204 produces
second automatic challenge c[2] using the second commitments
v[3] and v[4]:
al2] (e Z/gZ)
= Hash(p,‘ g, g, h, o, B, a', B'.¥, vi{3], v(4]).
The second response section 1205 computes a second
response t [2] :

t[2] = sl2] + x r ¢[2] mod g,



the single pro~rer conprises: a second random nunber gene~'ator far
ger~erating a second random nunbsr; a comm tnent generator for converting
the input nunber a, the input nunber (3 , the base g and the base-h to
produce commtnents correspo~' ading to respective ones of said a, g, and h
usi ng the second random nunber; a first37automatic chall enge g' eneratt~r for
generating a first automatic challenge fromthe commtnents; a response
generator far generating a response using the first xandom nunber r and the
second random nunbex, in response to the first automatic challenge; and a
proven text‘%eneratoLEfor eQ§ratin?WgFﬁroven t ext conposed of .the

conmi t ment® 5y % A8 FBE LG HBES] A &n ekt L PRILR UOST e singl e
verifier, ﬁ%géfﬁ%%dsg?gkﬁeVﬁﬁ&iﬁfémﬁﬁggﬁ%, - £S969nd automatic chal | enge
u

gener at or generating a secon i Cc chal 'enge after having received

the commit ment s thp0MLES8 ShRAlR Eéﬂﬁeéénﬂ}ﬁ_;{ R cEe6ANT2 66 GhadRitegeat i on for
deci d~. ng whet her the response is consistent wth the commtnents and the
second autfRidnC relel enge, whagreknzp) rasdlder@dl itheodeks Sddbrids i nformed to
t he decision section, 21. The system according to claim®6, wherein 6~ t he
s~. ngl e prarerfieanpeEses: a second random nunber generator for generating a
second random nunber; a comm tnent generator for converting the input

nunber a, the i dputhausdemd-ivefrifherbbzsl g tdned sehondasetdmatocpr oduce

comm tnments corresponding to respective ones t~f said a, ~, g, and h using
t he secondheddgvgenaadeion 1252 produces second automatic challenge

c’/[2]:
¢’ [2] (e Z2/gZ)
= Hash(p, @, g, h, «, B, &', B’y , vI[3], v[4]).
Thereafter, the third decision section 1253 decides
whether |

vi3le e = gl med p; and
v[4ly' o ® - B med p.
If the equality is verified, then the verification acceptance

is determined.

7. Seventh embodiment

7.1) s§stem configuration

Referring to Fig. 13, the system according to the seventh
embodiment includes a proving mechanism 1300 and a verifying
mechanism 1350, in which a second prover 1301 and a second
verifier 1351 are different from those of the first embodiment
as shown in Fig. 7. Therefore, Fig. 13 shows only the second
prover 1301 and the second verifier 1351, and other functicnal
blocks are the same as shown in Fig. 7.

The second prover 1301 includes a third random number



an automatic chall enge generator for generating an automatic chall enge from
the commtnents; a response generator for generating a response using the
first rarldom nunmbex r and the second random nunber, in response to zhe
automat ~. ¢ chal | enge; axed a proven text generator for generating a proven
text conposed of the automatic oha7.léenge and the response, wherein the
proven text is sent to the single verifier, and the single verifiez
conprises: a second decision section for deciding whether the response and
the automatic chall enge ineiuded in the proven text received fromthe.

singl e proaeirarsdrc DRSS st deatingh comphtuttteseckionel #0% reHAGCTE t he
decision is inforned to the decision section. 22. A proving device for

provi ng enuahﬁmﬂcoph&hb@ﬂﬂﬂiﬂ?@tépnt%boﬂdé%ﬁ%ﬁ@mﬁoﬁé?P?%ﬂ%,égﬁﬁﬁﬁnising: a
public information menory storing a deﬁé§

(?ated oper at | scﬁ&g;, two i nput
nunbers (¥l maflt ar segadIREPVER e¥hd® ,lpﬁnﬁef’gbo’ﬁrje%g%'er ed bases
(hereinafter, denoted by 69 _and h) ;. a private in | nory
staring m@%vﬁﬁﬂ-gk%t}gﬂ (W#B%?e%,tmpggl%q})g%%d icisgsggdi screte

| ogarithm of oc_to the base g; a_random n I r at Heperating a
first randon1nJPSe?efﬂﬂgéﬁwwgﬁyﬁﬁénﬁgﬁﬁug§q%)? gsggn%egé%é&#or c%%verting-
t he i nput er a.  t ' ef, &l e difnitneeee a' , ~3'
and y' ust %%ecpmrggér%%gmg{:%eb ?6 ﬁ?&&% ngié\é}g?gci nformati on x as

fol lows: @fy r%'ﬁld- vTh] . aNfhe secdhdl auvbRitid drldeade sectidh Y30dre seat to

t he second mechani sni and a proving section for proving equality of a
di scret e hRgAIddsNEeeEnd altomasie ahabliengdlicsialeteohoybe i sdworst

commitments v[3] and v[4]. The second response section 1305

computes secoﬁd response t[2] from the second automatic
challenge c[2] using the private information x, the random
number r and the random number s[2]. The second proven text
gending seétion 1306 gends the second automatic challenge e[2]
and the second response t[2] asg a second proven text to the
second verifier 1351.

In the second verifier 1351, the third decision secticn
1353 determines whether the second response t[2] is consistent
with the second automatic challenge c(2].

As in the case of the first embodiment, the second prover
1301 and the second verifier 1351 may be implemented by running
corresponding programs on a computer. More detailed operation
of the present embodiment will be described below.

7.2) Operation

In the second prover 1301, the third random number
geﬁerator 1302 generates random numbers s[2] € Z/qz. The
second commitment section 1303 uses the random number s[2] to

compute the second commitments v[3] and v[4]:



' to base ~3 and equald.~ty of a discrete- logarithmof a to the base g and
a discrete logarithmof y' to the base h. 23. A verifying device for
verifying proof provided 1~y a proving device for praying equality or
inequality of two discrete logarithnms, conprising: a public in~vrmation
menory storing a designated operation 38henme, two input nunbers a and Vii
and two predeterm ned bases g and h; a verifying section corresponding to
the proving devioe, for verifying equality of a discrete logarithmof a to
base a and a diaorete lagarithrn of ~' to base ~, and equality ~0 of a

di screte logarit f=9"“01i§§ agggd and a discrete logarithmof y' to
t he base h, mherggkﬂsaigla', ~ s&n% y' are received tramthe proving

device; a checkimgpﬂeqlﬁpNJﬂﬁﬁigﬂecking (3" and y' to determ-.ne equal.ity
or inequality theréof; and a decCision section fc~r deciding whether proof

of the Eirst nmesh@nisdBrids aacennt od| chaldeperdeagram resd paodf:cehe verifying
section and the checking section. 24. A zero-know edge proving nethod in a
syst em compebat ngitandtics chadtbage sniXlauspngvihg #epend topmovitngdgual ity of
twQ discrete logarithns and a second nechanism for verifying said equality
or inequahilBy, andev Mt:thod conprising the steps of at the first mechani sm

a) storing a designa.red operation schene, two input nunbers (hereinafter
denoted by a and §F3] @d&/9% predeterm ned bases (hereinafter, denoted by

g and h) in a first public information mory; .b) storing priyate
i nformation (her eaf teiasgdRot €d By B %HECW‘ 4 8TV §’ch t’eprl[ég tithmof a

to the base g 5.2 pLIYAL ¢ LALeLIRLIAN JPTRGK: oSipSEP R edbnd 11 7St random

response t[2]:

t[2] = s[2] + x r ¢l2] mod g,
where x igs the private information and ¥ is a random number
generated by the random number generator 701.

The second proven text sending section 1306 produces a
proven text (c[2], t[2]) and send it to the second verifier

1351.

In the second verifier 1351, the third decision section
1353 decides whether:
cl[2] =
Hash{p, q, g, h, «, B, «', B" /Y,
gcm/a, e(2] wed P, htm/v,crz] mod P) .
If the equality is verified, then the verification acceptance

is determined.

8. Eighth embodiment
8.1) System configuration
Referring to Fig. 14, the system according to the eighth

enbodiment has a proving mechaniem 1400 and a verifying



denoted by r); d) converting the input nunber a, the input nunber ~3 and

the base k~ to produce a' , ji' and y' using the first random nunber r and
the private information x as (all ows: 71 a _acr i (3" .. (ir; aridy" _
h"~, wherein said a') Vii' and y' are sent to the second nechani sm and e)

proving equality of a discrete logari®Amof ' to base a and a discrete

| ogarithmof (3" to base (i and equality of a discrete logarithmof a' to
the base g and a discrete logarithmof y' to the base h) and at the second
mechanism f) storing the designated operation schene, the two input

numbers 3..and.(dn A¥h ! h%fe\ﬂ@rg{éﬁ?ftzﬁerdﬁa&%mb@@@@ théndidy ianrangefond

public intormation nenory; g riTying equality of a discrete |ogarithm of

the receiypflepCaerdrdane 14000 8 PsTictiafbegat idhmaiorhaoecesved ~3' to
base ~3) and equality of a discrete logarithmof the received a' to the

base g apgifate. S6¥@iveatiegameinbny of4dhe ar saeiskbe yeortwenttiesr Bade, ha h)
checking the received Vii' and y' to determ ne eguality or inequality

t her eof ; paoser) L4e%i diThe wrevirels (i dofclotleshe $é¢and masian sHmbar
accept abl e, depending on results of the‘verifging section and the checking
sect i on. gBBerTher nktHod sacoomitmgnt Fedatdom 2407 wsid s JaFP°5EEp o)

conprises the steps of: e.l) proving the equality of th?ldiscnegf | ogarithm
of a' tooes5donaktP] he TissEpBEm| % BEPEF2EOT t B Has &1 VAREARLG2 6. 2)

B0V 09 e Al 130 P8 SELELE ALY ML ol i fase 9 and e
running corresponding programs on a computer,

The verifying mechanism 1450 includes a public
information memory 1451, a first verifier 1452, a second
verifier 1458, and a decision section 1459, The first verifier
1452 includes a challenge section 1453 and a second decision
section 1454. The first verifier 1452, the second verifier
1458, and the decision section 1459 may be implemented by
rurning corresponding programg on a computer,

The prover 1405 and the first verifier 1452 communicate
with each other such that commitments wv([1], v[2], v[3], v[4] is
gent from the prover 1405 to the first verifier 1452, a
challenge ¢ is sent from the first verifier 1452 back to the
prover 1405, and responses t[l], t[2] is sent from the prover
1405 to the first verifier 1452. The first verifier 1452
determines whether the responses t[1l], t[2] is consistent with
the commitments vI[l], v([2], vI[3], v[4] and the challenge c.

8§.2) Operation

An operation of the present embodiment will be described

in detail.

The random number generator 1401 generates a yandom



the step g) conprises the steps af: g.1) verifying the equality of the
discrete logarithmof the received a' to base a and the discrete |logarithm
of the received (3" to base Vii: and g,~) ~rerifying the equality of the

di screte laga.rithmof the received a' to the base g axed the discrete

| ogarithm of the recei~red y' to the Base h. 25. The nethod according to

@ aim~~, wherein the step h) conprises a step of verifying the equality of
the received Vii' and y' . 27. The nethod aocarding to claim25, where:Cn
the step h) aanprises a step of verif~ring the inequality of the

reee~.ve ._an ' 8. The method according to G aim 25, wherein the
step h) g&%ﬁ??sgsgaZQ %b of conparing the received Vii' and y' . 29. The
met hod accor di g tw @ N2 brmdP L5 ifkmdriye 1802 Pstdred0mNr kSey, the step of
provi ng the equa?' y JT the discrete logarithmof a to base a and the

di screte ghaop! i thia tane phiBl Dasenforrardohhere adtady iof at pebliiccrete

| ogarithmof a to the base g and the discrete 73 logar~.thmof ~y' to

t he base jafozmdtife mdnerygL460npf itdes vera fying rdchagrianf yith§.t he equality
of a discrete logarithmof the received a' to base and a discrete

| ogarithm of t ke rpCeread Vnifornat basaeyiory 3403 t OBV EEf a discrete

| ogarithm of the recezved a' to the hase g and a discrete_]ogarithmof the
xecei ved iviforpat ben bastisEFONg Ther 9Bt R Rec (RGN G ¥t BHR | 58S wh~; re~. n
the step _h) conprises a step of verifying.,the equality of the received Vii'
and Y . lzgarithe ekthée 55@0@%‘?%@4 5¥‘€‘Fai‘7‘?29’,‘ WETETh the step h)

32 "The met hod TRE CERUAT, TIPET PRIE Ainar8tn THe BPLRT I YESRArioe 2 sl ep
of COnpa%%%%rghf45?95&¥%§mykgavggg fﬁformation memory 1403 output p,
| g, g, h, « B, x, and r to the variable converter 1404._ The
variables p, g, g, h, « and § are also referred by the prover
1405, the first verifier 1452 and the second verifier 14%58.

The variable converter 1404 uses these variables to

producea’, B', y' as follows:

9

a’ = o;
g’ = p*; and
v/ = h*™.

The proving mechanism 1400 sends these «', f’ and y' to the
verifying mechanism 1450. These a/, p’ and y' are also referred
by the prover 1405, the first and second verifiers 1452 and
1458.

8.3) Prover and first verifier

In the prover 1405, the second random number generator
1406 generates a random numbers s[1], s[2] € Z/qz. The
commitment section 1407 uses the random numbers s[1], s{2] to
compute the commitments v[l1]l, v[2], vi3), v(4]:

vi1) = «*™ mod p;



33. The nethod according to claim25, wherein the step e.l) conpxises the
steps of: generating a second random nunber; converting the input nunber a,
the input nunber ~i to produce first commtnents corresponding to
respective ones of said a and (i using the second random nunber; and
generating a first response us~.ng theé?first xandom nunber x and the second
random nunber, ire response to a first challenge received fromthe second
mechani sm and 74 the step g.1) conprises the steps of: randomy
generating the first challenge after k~av~.ng received the first

conmi t ment s; aQﬁFSegighngm&ggéper the first response is consistent with the
first conm-.tne and the fitst challenge, wherein a result of the
decision is prq&%ieg &ﬂﬂt%&d$b§paﬁa. 34. '"the method according to claim 25,
wherein the step €. 1) conprises the steps af: generating a second random
nunber and a t Rppqndr gr@omegupher when having' received a first challenge
preparation .fromthe second nmechani sm aanverting the input nunber a and
the i nputmalinitdehe BeeEime Fiors tepdemihamermmitnenes pohi ng’ 12 -

respeat ~.ve ones of said a and p using the second random nunber, wherein

t he t hir dvEndoniaiutbethanfitdte visrigier obdid mfhtEeaXer %t o t he second
nmeohani em and generating a first response using the first random nunber r,
t he secondeclaardem Adgdber, and the third random nunber in response to a

first challenge received fromthe second nechani_s fdirst

chal | enge pr epdithttihen 884 ayeE £ gt lﬁﬁg' sﬁ%ﬁ.hfyghg\gﬁgg?}ég%dt%{eést eps of:
generating a fourth rando nber; cgenexafl L’ ] e

pr epar at i ARSI he tgﬁsféﬁ]@{ﬁ?ﬂget ﬁgcigﬁﬁﬂt f%%%@%@ ugi ﬁ%n%%%%{}?t h random
number; geney ALING I e/l bSEngNalddde UaLRIS Nend PrickBr 1405 of the

proving mechanism 1400.

When having received the challenge ¢, the response
gection 1408 of the prover 1405 computes IesSponses t[1]1, tl2]:

t[1] s[1] + r ¢ mod g; and

s[2] + xr ¢ mod q.

t(2]
The computed responses t[1l], t[2] is sent to the first verifier
1452 of the verifying wmechanism 1450.

In the first verifier 1452, the second decision section
1454 decides whether

villa'® = o« mod p;

V[2][5’°’ - ﬁtlll med p;

v3la't = g med p; and

vi4ly® = h"® mod p.
If the equality is verifiied, then the verification acceptance
is determined.

8.4) Decigion

The second verifier 1458 verifies about the equality of

g/ and vy’ and, if it is verified that g’ =y', then the



random nunber after having :received the third random nunber and t he
first coonmtnments fromthe first nmechani sm and deci di ng whether the first
response is consistent with the first commtnents and the first chall enge,
wherein a result of the decision is provided to the $tep i). 35. The net hod
according to claim25, wherein the stef#e.1? conprises the steps af:
generating a second random nunber; converting the input nunber a, the input
nunber ~ to produce first commtnents Corresponding to respective ones of
said a and ~ using the second random nunber; generating a first automatic

chal  enge fromthe fuse copmmt : ing a first response using the
first ranH%ﬁ?ﬁLﬁﬂ§¥”¥a&ﬁﬁpggécggg%%%mggﬁgéﬁéhunber, in response to the
first automatic_challenge; Il f & redgprbiddenthext conposed of
the first comm LNe %Clg‘%gnt %g‘g??@'g?“%té’sggﬁg‘e‘ wherein the first proven text

|s sent t%e%?fiéft%?}p JRGHRRI §M LAt itRe §hePsdhdhd Gemriess 148t sirebs of :

generating a second autamati C chal |l enge after having received the first

commi t ment 5T QR tdhe KiksicimReNaN &fferaadcdeci dittgmhisehehet decisig:
response Is consistent with the first conmtnents and the seCOnd automatic

chal | engegevhesgi e regyhtsa nere. deci sion is provided to the $tep i?. ~s
36. The hethod according to c7.aim25 wherein the step e.I)_conygéses t he
steps af: generat, g anéeyom@yraﬁdeﬁmmuﬁhém@ verifying mechanism

at the same time when the commitments v([1], v[2], vI[3], vi4]

are gent to the verifying mechanism 1450.

The pfesent embodiment provides a zero-knowledge proving

scheme for proving the equality of the discrete logarithms.

However, the third verifier 758 may verify about the inequali;y

of B’ and y' and, if it is verified that g’ # y'., then the

verification acceptance is determined. In this case, the

present embodiment also provides a zero-knowledge proving

ascheme for proving the inequality of the discrete logarithms.

9. Ninth embodiment

9.1) System configuration

Referring to Fig. 1%, the system according to the ninth
embodiment includes a proving mechanism 1500 and a verifying
mechanism 1550, in which a first prover 1501 and a first
verifier 1551 are differxent from those of the eighth embodiment
as shown in Fig. 14. Therefore, Fig. 15 shows only the first
prover 1501 and the first verifier 1551, and other functional
blocks are the same as shown in Fig. 14.

The first prover 1501 includes a second random number

generator 1502, a commitment saction 1503, and a response



converting the input nunber x, the input nunber ~i to produce first

comm tnments corresponding tc~ respective ones of said a and ~i using the
second random nunber; generating a first automatic challenge fromthe first
commtnments; generating a first response using the first random nunber r
and the second random nunber, in respéhse to the first automatic chall enge;
and generating a first proven text conposed of the first autamati G

chall enge and the first response, wherein the first pro~ren text is sent to
t he second nechanism and the step g.1) conprises the steps of: deciding

whet her %Qg};g%ﬁi%&“} OB §1 £LE! el R 20851 Nend s CERANIEbaC! uded I n

the firs ext iI'sS consistent w each e , wherein a reBult of

the deci g}:gﬁai«ét%zp\ee%% cho155¢, S&%@lail)lengé-s«!&@idf?tlm a6a08 dsegor cl ai m

25, wher the step e.2) conprises the steps of: generating a third random

nunber; gapyelbh Nekdierbases. g mndirh the pasduse wec@idhthmm t ments
corresponding to respective ones of said g and h using the third random

nunber ; anHogeneain! itig £isetoprbvesidideandi tigs tiiardt nerifdatdoh$51 77 nunber
r and the third random num aer, in response to a second chal |l enge received
f r om t hemagchadimesented bynd.utingics toprgsRPnEomp HEnsramge 08t @ps  of : '
randomy generating the second chal 7. enge after having received the second
conmmi t neAPRERE®M t ha first mechani sm and deci di ng whet her the second

response i s consistent w-.th the seoon% cgnnitnents and %he second
chal | enge, whef# rfigst prover 801 and the first verifier 851

communicate with each other such that challenge preparation A
ig gent from the first verifier 1551 to the first prover 1501,
commitments v[1], v([2], vI[3], v[4] and random rumber w are sent
from the first prover 1501 to the first verifier 1551,
challenge a and b are sent from the first verifier 1551 back to
the first prover 1501, and responses t[l], t(2) is sent from
the first prover 1501 to the first verifier 1551. The first
verifier 1551 determines whether the responses t[1], t[2] is
consistent with the commitments vI[1], vi2], vI[3], v[4], the
random number w and the challenge a and b. More detailed
operation of the present embodiment will be described below.

9.2) Qperation

Ih the first verifier 1551, the third random number
generator 1552 generates random numbers a, b € Z/gZ.

The challenge preparation section 1553 uses the random
nunbers a, b to compute challenge preparation A:

A =g'd® mod p.
The challenge preparation A is sent to the first prover 1501.

In the first prover 1501, the second random number

generator 1502 generates random numbers s8[l], s{2] & Z/9Z and w



result of the decision is provided to the step i). 38. The nethod accordi ng
to olairn 25, wherein the step e.2) conprises the steps of: generating' a
fifth random nunber and a s~, xth random nunber when hav~.ng received a
second chal | enge preparation fromthe second nechani sm converting the
bases g and h to produce see~ond commi $hent s corresponding to respective
ones of the bases g and h using the fifth random nunber, wherein the sixth
random nunber and the second conmitnents are sent to the second mechani $m
and generating a second response using the first random nunber r, the fifth

random nughgy gz andrth @ ciinX EReAANSRM IINTEED 3 | fsd£ RN FRrHomanGesons
chal  enge reCéi,ved fromthe second nechanism when the second chal | enge

preparati gnis v@all~td congutdecdingRmenty ¢Onpr ivsl@g ,t krd33f epfsbf : generating
a seventh random nunber; generating the seoond chal |l enge preparation from
78 the base g anilit keofMpubdnpmber using the seventh random numnber;
generating the second chall enge using the seventh random nunber after

havi ng r ecei ved t2ie =Xt hmednpdam nunber and the second conmitments from
the first nmechanism apgla third decision section for deciding whether the
second responsé’ﬁ?'s] Cofsi st Bwi 8A9t he second commitments and the second
chal | enge, mhere#g a Lg@plt of the decision is provided to the step i). 39.
‘fhe met hod aocar®di g™t o S 25, wherein the step e.2) conprises the

e o oo iR St BB G S A0aL e Do or 1 L
and h UST pge tAG diiveds EROACMBALTIE BRRECALAY GeeiBh! I534 irRdd Grehal | enge
commitments v (1)}, vI[2], v[3], vI[4] and the random number w to

the first verifier 1551.

In ﬁhe first.verifier 1551, when having received the
commitments v([1], vi2], v(3], v[4] and the random number w, the
challenge section 1554 sends the random numbers a, b as the
challenge to the first prover 1501.

When having received the challenges a, b, the response
section 1504 computes g® o« mod p and proves:

" mod p.

A =g«
If the equality of A and g*o® mod p is not proved, then the
proof is terminated.

When the equality of A and g®«° mod p is proved, the
response section 1504 computes response t[1], t[2]:

t[1]

t[2]

s[1] + r (a+w) mod q; and

5[2] + x r (a+w) mod q,

where r is a random number generated by the random number
generator 1401 and x is the private information. The responses
t[1], £[2] ies sent to the first verifier 1551.

In the first verifier 15%1, the second decision section



second comm tnents; generating a second response using the first random
nunber r and the third random nunber, in response to the third automatic
chal | enge; and generating a second proven text conposed of the second
conmmitnents and the second respon$e, where~.n the second proven text is
sent to the second nechanism and the48tep g,2) conprises the step$ of:
generating a fourth automatic chall enge after having received the second
commtnments inc7.uded in the seoand proven text fromthe first nechani sm
and deci di ng whet her the second response is consistent with the aecond
conmm t e a f e utomati ¢ Chal l enge, wherein a result of the
decisionq%§5pgg3? g% to t éastep i). 40. The nmethod according to claim 25,
wherein the stgpipy2pviconpgi®egchihg, steps of 1 generating a third random
nunber; converting the bases g and to produce second carrantnments
correspondi ng {921 @spekt izvet@nesdop; t he bases g and h using the third
random nunbex; generating a third automatic challenge fromthe second
conmi t nent s; gemﬁrﬁﬂfﬂb a geCbmabdr pspande using the first random number r
and the third random nunber,. in response to the third automatic chal |l enge;
and generatingVé4kﬁéﬁﬁd prhV@nWbéxp-conposed of the second automatic
chal l enge and the second response, wherein the second proven text is sent
to the sdéoRBienedwakiteamisaerifted: dheg shecyaptfiead igre ageepsante deci di ng
whet her the second automatic chall enge and the second response included in
the secor§ PEBYEWRt is consistent with each other, wherein a result of
the decision is '

10. Tenth embodiment
10.1) Ssystem configuration
Referring to Fig. 16, the system according to the tenth
embodiment includes a proving mechanism 1600 and a verifying
mechanism 1650, in which a prover 1601 and a first verifier
1651 are different from those of the eighth embodiment as shown
in Fig. 14. Therefore, Fig. 16 shows only the prover 1601 and
the first verifier 1651, and other functional blocks are the
same as shown in Fig. 14.
The prover 1601 includes a second random number generator
1602, a commitment section 1603, an automatic challenge section
1604, a response gection 1605, and a proven text sending
section 1606. The first verifier 1651 inc¢ludes an antomatic
‘challenge section 1652 and a second decision section 1653.
The commitment section 1603 uses random numbers g[l],
s[2] to convert «, B, g and h to produce commitments v([1i],
vi2], vI[3), v[4]. The automatic challenge section 1604
produces automatic challenge ¢ from the commitments v[1], v[2],

v{3), v[4]. The response section 1605 computes responses t[l],



provided to the step i). 41. The method according to claim29, wherein the
step e) conprises the steps of: $0 generating a second random nunber;
converting the input nunber a, the input nunber p , the base g and the base
h to produce commitnents corresponding to re$pective vx~es of said a, Vii

g, and h using the second random nunbet7; and geners,ting a response using
the first random nunber r and the second random nunber, in response to a
chal I enge received fromthe second nmechanism and the step g) oonpr~.ses
the steps of: generating the chalJ.enge after haring received the

commtnents fromthe first nachani and Ldi t he response is
consi st erft [3di £FOMHEDE Ak THEHSS cglﬁif%’ﬁ%e c%g‘ﬁggﬁgg?e ex‘;ﬁ]e a result of the
deci sion js. proyided_to t ' : ! hogn@ss s <t @ [eh ai m 29,
wher ei n. Jterég:g’f"‘ fj%)xCo'fr%%l%%ﬁh&eﬁg’%%%srg@ ggﬂreler ating a second random

number a“sdhﬂ thigd g@&&’@x‘f‘t{‘é&@%n\&ﬁﬁ@ bayzing neoei yedde il | enge

preparation fromthe second nmechani sm converting the input nunber a, the

i nput nu iRmentBevhape SrANd vi[he, base] hard theodesponssaritt [iEnt & (2]
correspondi ng to x~especti.ve ones of said ) Vii, g, and h using the second
random nugder praRenetaxt e tie fdreandert hisrbassand the commtnents are
sent to the second nechani sm and generating a response using the first
random nunber mn the Seesndvemifdem AGFbertheamitonetifi R+ AN N nunber in
97. response to a challenge received fromthe secgng necqgnisnl when t he
chal | engesaxrtdpar 4658npreduces dutggtic challenge cf from the

commitments v[11, v[2], vI[3], v[4]. The second decision
section 1653 determines whether the response t(l1], t[2] i=
coneistent with the commitments v[1], v([2], v[3], v([4] and the
automatic challenge c¢’.

As in the case of the eighth embodiment, the prover 1601
and the first verifier 1651 may be implemented by running
corresponding programs on a computer. More detailed operation
of the prasent embodiment will be described below.

10,2) Operation

In the prover 1601, the second random number generator
1602 generates random numbers s[l), s(2] € Z/qZ. The
commitment section 1603 uses the random numbers e[l], s[2] to
compute the commitments v[1], vi{2], vI3], v[4]:

v[1] = ®* mod p;

viz] = p*™* mod p;

v[3] = g™ mod p; and
vi4] = 1*® mod p.
The automatic challenge section 1604 produces the

automatic challenge c uging the commitments v{1), vI[2], vI[3],

v(4]:



the step g) conprises the steps of; generating a fourth random nunber;
generating the chall enge preparation fromthe base g and the i nput nunber
using the fourth random nunber; generating the chad.lenge using the fourth
random nunber after having received tl'xe third random nunber and the
comitments fromthe first nechanism &hd deci di ng whet her the response i$
consistent with the conm C nents and the chall enge, wherein a resu~.t of
the decision ~.s provided to the step i). 43. The nethod according to claim
29, wherein the step e) conprises the step$ of: generating a second random
n~nbex; convertdngs tARANRUHBHMBEIgX.g,t g kNPt anynpesy’(~ , the base g and
the base h to produce comm-.tnents corresponding to re$pective ones of said
X, Vii, g, and h us~.ng the second random nuiber ;v Enevdtlngvasli r st
automatic vhallenge fromthe comm tnments; generating a response using the
fixst random nultherraspendet hec oo ik 0Samdopvbesbdre daspoagpohstl to t he
first automatic chall enge; and generating a proven text conposed of the
commi t nentd2hnd t he response, wherein the proven text i9 sent 82 to the
second neah, anism_and the step g)_ conprises the steps of: generating a
second aut omat i €l®ha IsdAde+aFt @rMPhdng"fecei ved the commitnents fromthe
first mechani sm _and dec~. ding ~rh%%Per the response is consistent with the
avmmi t nent s andtpﬂe’ééﬂgﬁd+aﬁt5dﬁﬁ? &hal | enge, wherein a result of the

deci si on Qﬂﬁegéoﬁ rljsdei:%et %rg.brgtgt;eﬁ)fc@rﬂation and r is a random number
generated by the random number generator 1401.

The proven text sending section 1606 produces a proven
text (v[i], v[2], vI[3], v[4], t[1], t[2])) and send it to the
firgt verifier 1651.

In the first verifier 1651, the automatic challenge
section 1652 produces automatic challenge c’:

¢’ (e Z/qZ) = BHash(p, q, g, h, «, B, «', B' /vy,
vill, v[2], vI3], v[4]).

Thereafter, the second decision section 1653 decides
whether

v[1la’® = o*® mod p;

V(218 = ™ mod p;

vizdle® & (2]

H

g mod p; and
vialy® = h*® mod p.
If the equality ig verified, then the verification acceptance

ig determined.

11. BEleventh embodiment
11.1) System configuration

Referring to Fig. 17, the system according to the



~4. The nethod according to claim?29, wherein the step e) Conprises the
steps of: generating a second random nunber; converting the input nunber a,
the i x~put dunber ~i , the base g and the base h to produce commitnents
corresponding to respective ones of said a, ~3, g, and h using the second
random nunber; generating an automati &?chall enge fromthe conm tnents;
generating a response using the f~ rst randomnunber r arid the second
random nunber, ~.n respon.s~ to the automatic chall enge; and generating a
proven text conposed of the automatic cha7.lenge and the response, wherein

the proven text is sent tq t, n | naRdah ey & @dgh conpri ses
t he step§ﬂ§W3n%ECFW$ﬂ§1W$éhl%ﬁal?ﬁggrgé%onsgﬁgﬁﬁbthe AUt omat i ¢ chal | enge

i ncluded _in. .t r ~ct ceiMegnisom &ir SO0 e Siwic$
consistewﬁERﬁéﬁinga@%sg?ééﬁfF%aggfe?n a resul?&gr 83 the decieiar~ is
provi ded 4&5;51%15&981i dra dEEfciet@NBHORItIDsRYLANthaseiginth reyleddBapht er to

i nplement  a tirst mechanismfor proving equality or inequality of two

di screte logardihas and, ausecandretehani By f a7 shewsfgnkg e Preyel ity or
i nequal ity, the program conprising the steps ot: to inplement the first
mechani sSm7@) =SiAthags frdesrgnatied 0pet atansh osbmenEUNEWPRaHp RL ers
(hereinafter, denoted by a anti (3), and two predeterm ned bases

(her ei naf 4% tiewamedabysigowmdn FEgi-nl4. first public information nenmory; b)

ogar i {Am of aThe REVBRSETGL 1RCaUBrPy A STHTD FASE B NG (Tl el T ot g
afirst rfg%gvnéq%ggg&t&ggéeéééé?&h 1703, an automatic challenge section

1704, a response section 170%, and a proven text sending
section 1706. The first verifier 1751 includes a second
decigion sgection 1753.

The commitment section 1703 uses random numbers s(1],
a[2] to convert «, B, g and h to produce commitments vii],
v[2), v[3], v([4]. The automatic challenge section 1704
produces automatic challenge ¢ from the commitments v(1], v(2},
v(3], v[4]. The respénse section 1705 computes Iresponses t 1],
t[2] from the automatic challenge C using the private
information %, the random number r and the random numbers 2[1],
s[2]. The proven text sending section 1706 sends the automatic
challenge ¢ and the responses t(ll, t{2] as a proven text to
the first verifier 1751.

In the first verifier 1751, the second decision section
1953 determines whether the responses t([1], t[2] is consistent
with the automatic challenge <.

As in the case of the eighth embodiment, the prover 1701
and the first vaerifier 1751 may be implemented by running

corresponding programs on a computer. More detailed operation



denoted key r) ; d) aanverting the input nunber a, the input nunber ~ and
the base h Ga produce a', Vii' and y' using the first random nunber x and
the private information x as follows; a. = ar~ ~3 _ ~ir; and Yr _ hxrr
wherein said a° , ~3' and y' are sent %8 t he second nechan~.sm and e)
pro~ring equality of a d~.screte logarrthmof ' to ba,~e a and a discrete
| ogarithmc~f Vii' to base ~ and equality of a discrete logarithmof ' to
the base g arid a discrete B4 logarithmof y' to the base h, and to

i npl enent the second nechanism f) storing the designated apexation schene,
the two i pfuthauptsseanta exibddinentn dvilie Hewdepeedesd @jdnhRed bases g and h in
a second public ir~ fc~rmation nenory; g) verifying equality of a discrete
| ogarithm of the-3edtioragiarn to base a and a diacxete |ogarithm of the
reeei ~red ~i~ to base (3, and equality of a discrete |ogarithmof the
recei ~red ~~ tol? H*h&EOVErahd0h dihecwerend orpndanh muobetrhgenersiared y' to
t he base $5 2) aheckit~% tge received (i' and y' to determne equality or

i nequal i t Y’ ATBEEATETd LRRAIgR PUTRRF anRdthers ftladt %faZ&-heTherst. mechani sm

[ t [ | t th ifying ti dth
checking CaEtghvt geiRoB LAfp ids EhaPandai coliag PELbi o8 LSO wher oi n

the step rhse . e, provi.ng_t equality of the
di screte ?%mgﬁarl t k?nl%%o?oé@&@%&g%s‘gﬁal'aﬁﬁ% hevg"i]s'aye[?i’l ogarithmof (i~ to
base Vii; and & @) Rresing.ihg,equality of the discrete logaxithmof a' to
the base g and the discrete logarithmof Y~ tc~ the base h, and the step g)
conprises the sif@ps=op3Mgmby werifying the equality of the discrete
| ogar ~, t hm of

vI3] = g°¥ med p; and

vIi4] = h*® med p.

The automatic challenge section 1704 produces the
adutomatic challenge ¢ using the commitments v[1], v[2], v[3],
vi4]:

¢ (e Z2/qZ) = Hash(p, q, g, h, a, B, a', By,

viil, v(2], vI[3], vI[4]).

The response saction 1705 computes the response t[1],
tf2]:

t{1]

gf1] + r c mod g; and

1

t[2] s[2] + xr cmod g,
where x is the private information and r is a random number
generated by the random number generator 1401.

The proven text sending section 1706 produces a proven
text (e, t[l], t[2]) and send it to the first verifier 1751.

In the first verifier 1751, the second decizion section
1753 decides whether:

c = Hash(p, q, g, h, « B, «', B’',y,

O(tu']/d'c md pl ﬁt[l]/g,ﬂ mod P,



the received a' to base a and the diecrete logarithmof the received ~' to
base Vii; and 85 g.2) verifying the equality of the d~.screte logarithm
of the received ' to the base g and the discrete |ogarithmof the received
Y' to the base h. 47. The conputer program according to claim46) wherein
the step h) conprises a step of verif? ng the equality of the received y
and y' . 48. The conputer pxogram according to claim46, wherein the step
h) conprises a step of verifying the inequality of the re ce ived Vii' and
Y' . 49. The conputer program according to claim4~, wherein the step h)
conprises a step of cornpaxing 8 /gecgbyas WP /andndd $0. The conputer
progxam accord~.ng to claim45, wherein the step e) conprises the step of
provi ng thetRguadidlitef isheedistsdt aHengahet erifitibe~abasptamrd d t he
discrete logarithmof Vii' to loose Vii, and the equality of the discrete

| ogari t haedfleteimimed.he base g acrd the discrete logar~.thmof Y to the
base h, and the step g) conprises the step of verifying the oquality of a
discrete ~.ogarithrn of the received a' to base a and a discrete |logarithm
of the received ~3' to base Vii, and the equal ~.ty of a discrete |ogarithm
of the rec@?vebatfty ombedpBeBt g and a di saxete |ogarithm of the received
Y' to the base h. 86 .5~ . The conput.er. program aordi,ng,_to a7, ai m50,
wherein the st F1P"oripr Figs ﬁs'staeﬁ‘ogf"félg?? ?}?r?ggit%ﬁ‘g gﬂ]ﬁ%};~ ty of the
recei ved ' V-~ Tk ﬁggp p ALL] i o i 50,
whexei n ?ﬁéo%frg%n%)ascas?#éyg_ glgs 'stthegﬁgﬁggéﬁgyl ng ié%eglgnéqﬁg%l t;ﬁof t he
reoei " V' Eﬁbo&/irhe'ntﬁ.”d T the Bwelfig CRHEBHLREND! AHA2¢PLHG NEe biyrfiled M SD,
wherein the step h) conprises a step a conparing the réecelfved ~3' and y' .
. A3L. A As A 15 A3 4 AR 08 ANeENraforALBSE irf\pAaeACEABRASERAd AN. AN A
@ AF. AU, . AYE. AY. A3l . Au@ Aa. AY. A&a. A(l . A". A. ANE. Aa, E. Aa. Al . Asal . A; | . A

| . A(, E. Aserifidy |758s @ AFdedidioN shetAbn AlSEAALABladeach iseAs, Y. A A A LA
ACA AL A9 AN A(. AN A 2. As. AL A . AuL. AsY. AN@. A
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variations will be apparent to those skilled in the art without

departing from the spirit or scope of the invention.
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a first public information memory storing a
designated operation scheme, two input numbers (hereinafter,
denoted by o« and f), and two predetermined basés (hereinafter,
denoted by g and h};

a private information memory storing private
information (hereafter, denoted by x) which is a discrete
logarithm of « to the base g;

a2 random number generator for generating a first
random numbey (hereafter, denoted by x);

a converter for converting the input number «, the
input number p and the base h to produce o', f/ and y' using the
first random number r and the private information x as follows:

o = of;
R’ = g%; and
y' = b,
wherein said a’, #’ and y’ are sent to the second mechanism; and

a proving section for proving equality of a
digcrete logarithm of o' to base « and a discrete logarithm of
£’ to base P and equality of a discrete logarithm of «' to the

base g and a discrete logarithm of y' to the base h, and
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the two predetermined bases g and h;

a verifying section corresponding to the proving
secticn, for verifying equality of a discrete logarithm of the
received o’ to base ¢« and a discrete logarithm of the received
B’ to base B, and equality of a discrete logarithm of the
received «’ to the base g and a discrete logarithm of the
received y' to the base h;

& checking section for checking the received B’ and
y' to determine equality or inecuality thereof; and

a decision section for deciding whether proof of

the first mechanism is acceptable, depending on results of the

verifying section and the checking section.

2. The system according to claim 1, wherein

the proving section comprises:

a first prover for proving the equality of the discrete
logarithm of a’ to base « and the discrete logarithm of B’ to
base B; and

a second prover for proving the equality of the discrete
logarithm of &' to the base g and the discrete logarithm of y’
to the basge h, and

the verifying section comprises:
a first verifier corresponding to the first prover, for

verifying the equality of the discrete logarithm of the
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verifying the equality of the discrete logarithm of the
received o’ to the base g and the discrete logarithm of the

recaived y’ to the base h.

3. The system according to claim 2, wherein the
checking section comprises a third verifier for verifying the

equality of the received B’ and y'.

4. The system according to claim 2, wherein the
checking section comprises a third verifier for verifying the

inecquality of the received p’ and y'.

5. The system according to claim 2, wherein the
checking section comprises a comparator for comparing the

received B’ and y'.

6. The system according to claim 1, wherein
the proving section comprises a single prover for
proving the equality of the discrete logarithm of o' to base «
and the discrete logarithm of B’ to base B, and the equality of
the discrete logarithm of «’ to the base g and the discrete
logarithm of y’ to the base h, and
the verifying section comprises a single verifier

for verifying the equality of a discrete logarithm of the
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P’ to base B, and the equality of a discrete logarithm of the
received o’ to the base g and a discrete logarithm of the

received y' to the base h,

7. The system according to claim 6, wherein the
checking section comprises a verifier for verifying the

equality of the received B’ and y'.

8. The system according to c¢laim 6, wherein the
checking section compriges a verifier for verifying the

inequality of the received B’ and y'.

9. The system according to claim 6, wherein the
checking section comprises a comparator for comparing the

received B’ and y'.

10. The system according to claim 2, wherein
the first prover comprises:
& second random number generator for generating a

gecond random number;

a first converter for converting the input number
o, the input number B to produce first commitments
corresponding to respective ones of said « and B using the

second random number; and
a first response generator for generating a first

response using the first random number r and the second random

0% ()-,#10%& ()-F:'10%& ()- f10%& ()-L !'10%& ()-4 \\"""""_ b@
- _acce
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the first verifier cowprisses:
a first challenge generator for randomly generating
the first challenge after having received the first commitments
from the first prover; and
a second decision section for deciding whether the
first response is congistent with the first commitments and the
first challenge, wherein a result of the decision ig informed

to the decision secticon.

11. The system according to claim 2, wherein

the first prover comprises:

a second random number generator for generating a
second random number and a third randem number when having
received a first challenge preparation from the first verifier;

a first converter for converting the input number o
and the input number B to produce first commitments
corresponding to respective ones of said « and f using the
second random number, wherein the third random number and the
first commitments are sent to the first verifier; and

a first response generator for generating a first
responge using the first random nurber r, the second random
nurber, and the third random number in response to a first
challenge received from the first verifier, when the first
challenge preparation is valid, and

the first verifier comprises:
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a third random number generator for generating a

fourth random number;

a first challenge preparation generator for
generating the first challenge preparation from the baze g and
the input number o using the fourth random number;

a first challenge generator for generating the
first challenge using the fourth random number after having
received the third random number and the first commitments from
the firat prover; and

a gecond decision section for deciding whether the
first response is consistent with the first commitments and the
first challenge, wherein a result of the decision is informed

to the decision section.

12. The system according to claim 2, wherein

the first prover comprises:

a second random number generator for generating a
second random number;

a first converter for converting the input number
%, the input number B to produce first commitments
corresponding to respective ones of said « and f using the
second randem number;

'a firat automatic challenge generator for
generating a first automatic challenge from the first
commitments;

a first response generator for generating a first

response uging the first random number r and the second random



10101 1109 ()-1 1109 ()-!& 109& ()-!9 109& ()-!> 109%& ()-
109& ()-wOyly2y3y6yLyfyz];  10'19 110%m& ()-! 110%) .) & ()-

C110%8& ()-& 10%m& ()- 10 10 10F.!'10% ()- z'{||~~--}rg\=  10!!10%& ()-
10m 10m 10mt! 10%m& ()-! 9FM 109& ()- FM 10%m& ()- !& !10%m& ()- ?| dEg\ =
10! 1 109& ()- SL109%& ()-Y &MLOY% ()-F 169& ()-f @ 109 ()- 109 ()- F{dEg\ =
10! 1 109& ()- &LOY& ()- 109& ()- s109& ()-109& ()- 10%& ()- ~dEg\=  10!!
(109& () -

number, in response to the first automatic challenge; and

a first proven text generator for generating a
first proven text composed of the first commitments and the
first response, wherein the first proven text is sent to the
first verifier, and

the firgt verifier comprises:

a second automatic challenge generator for
generating a second automatic challenge after having received
the first commitments from the first prover; and

a second decision section for deciding whether the
first response is consistent with the firast commitments and the
gecond automatic challenge, wherein a result of the decision is

informed to the decision section.

13. The system acgording to claim 2, wherein

the first prover comprises:

a second random number generator foxr generating a
gecond random number;

a first converter for converting the input number
o, the input number f to produce first commitments
corresponding to respective ones of said « and B using the
second random number;

a first automatic challenge generator for
generating a first automatic challenge from the first
commitments;

a first response generator for generating a first

response using the first random number r and the second random
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nurber, in response to the first automatic chéllenge; and

a first proven text generator for generating a
first proven text composed of the first automatic challenge and
tha first response, wherein the first proven text is sent to
the first verifier, and

the first verifier comprises:

a gecond decision section for deciding whether the
first automatic challenge and the first response included in
the firet proven text is consistent with each other, wherein a

result of the decision is informed to the decision section.

14. The system according to claim 2, wherein

the second prover comprises:

a third random number generator for generating a
third randem number;

a second converter for converting the bases g and h
to produce second commitments corresponding to respective ones
of said g and h using the third random number; and

a second response generator for generating a second
response using the first random number r and the third random
number, in response to a second challenge received from the
second verifier, and

the second varifier comprises:

a gecond challenge generator for randomly
generating the second chellenge after having received the
second commitments from the second prover; and

a2 third decision section for deciding whether the
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the second challenge, wherein a result of the decision is

informed to the decisgion section.

15, The system according to claim 2, wherein

the second prover comprises:

a fourth random number generator for generating a
fifth random number and a sixth random number when having
received a second challenge preparation from the second
verifier;

a second converter for converting the bases g and h
to produce second commitments corresponding to respective cones
of the bases g and h using the fifth random number, wherein the
sixth random number and the second commitments are sent to the
second verifier; and

a second respongse generator for generating a second
response using the first random number r, the fifth random
number, and the sixth random number in response to a second
challenge received from the second verifier, when the second
challenge preparation is valid, and

the second verifier comprises:

a fifth random number generator for generating a
seventh random number;

a second challenge preparation generator for
generating the second challenge preparation from the base g and
the input number « using the seventh random number;

a second challenge generator for generating the
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received the sixth random number and the second commitments

from the second prover; and
a third decision section for deciding whether the
- second response is consistent with the second conmitments and
the second challenge, wherein a result of the decision is

informed to the decision section.

16. The system according to claim 2, wherein

the second prover comprises:

a third random number generator for generating a
third random number;

| a second converter for converting the bases g and h
to produce second commitments corresgponding to respective ones
of the bases g and h using the third random number;

a third automatic challenge generator for
generating a third automatic challenge from the second
commitments;

a second response generator for generating a second
regponse using the first random number r and the third random
number, in response to the third automatic challenge; and

a second proven text generator for generating a
second proven text composed of the second commitments and the
second resgponse, wherein the second proven text is sent to the
gecond verifier, and

the second verifier comprises:

a fourth automatic challenge generator for
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the second prover; and
a third decision section for deciding whether the
second regponse ig consistent with the second commitments arid

the fourth automatic challenge, wherein a result of the

decisgion is informed to the decision secticon.,

17. The system according to claim 2, wherein

the second prover comprises:

a third random number generator for generating a
third random rumber;

& second converter for converting the bases g and h
to produce second commitments corresponding to respective ones
of the bases g and h ugsing the third random number;

a third automatic challenge generatocr for
generating a third automatic challenge from the second
commitments;

a second respongse generator for generating a second
response usging the first random number r and the third random
number, in responsge to the third automatic challenge; and

a second proven text generator for generating a
gecond proven text composed of the second automatic challenge
and the second response, wherein the second proven text is sent
to the second verifier, and

the gecond verifier comprises:

a third decision section for deciding whether the
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result of the decision is informed to the decision section,

18. The system according to claim 6, wherein

the single prover comprises:

& second random number generator for generating a
gecond random number;

a commitment generator for converting the input
number o, the input number B , the base g and the base h to
produce commitments corresponding to respective ones of gaid «,
f., g, and h using the second random number; and

&4 response generator for generating a response
uging the first random number r and the second random number,
in response to a challenge received from the single verifier,
and

the single verifier comprises:

a challenge generator for generating the challenge
after having received the commitments from the single prover;
and

a second decision section for deciding whether the
response is consistent with the commitments and the challenge,
wherein a result of the decision is informed to the decision

gection.

19. The gystem according to claim 6, wherein

the single prover comprises:
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received a challenge preparation from the 8ingle verifier;

& commitment generator for converting the input
number «, the input number B , the base g and the base h to
produce commitments coxresponding to respective ones of said «,
f, g, and h using the second random number, wherein the third
random number and the commitments are sent to the single
verifier; and

a response generator for generating a response
using the first random number r, the second random number, and
the third random nunber in response to a challenge received
from the single verifier, when the challenge preparation is
valid, and

the single verifier comprises:

& third random number generator for generating a
fourth random number;

a challenge preparation generator for generating
the challenge preparation from the base g and the input number
a using the fourth random number;

a challenge generator for generating the challenge
using the fourth random number after having received the third
random number and the commitments from the singie prover; and

a second decision section for deciding whether the
response is consistent with the commitmente and the challenge,
wherein a result of the decision is informed to the decision

section.
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20. The system according to claim 6, wherein
the single prover comprises:
a second random number generator for generating a
second random number;
| a commitment generator for converting the input
number o, the input number B , the base g and the base h to
produce commitments corregponding to respective ones of said «,
B, 9, and h using the second random number;
a first automatic challenge generator for
generating a first automatic challenge from the commitments;
a response generator for generating a response
using the first random number r and the second random nﬁmber,
in response to the first automatic challenge; and
& proven text generator for generating a proven
text composed of the commitments and the response, wherein the
proven text is sent to the single verifier, and
the single verifier comprises:
a second automatic challenge generator for
generating a second automatic challenge after having received
the commitments from the single prover; and
a second decigion sectien for deciding whether the
response 1s consistent with the commitments'and the second

automatic challenge, wherein a result of the decizion is

informed to the decision gection.

21. The system according to claim 6, wherein
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a second random number generator for generating a
second random number;

a commitment generator for converting the input
number «, the input number f , the base g and the base h to
produce commitments corresponding to regpective ones of said «,
B, g, and h using the second random number;

an automatic challenge generator for generating an
automatic challenge from the commitments;

a regponse generator for generating & response
using the first random number r and the second random number,
in response to the automatic challenge; and

a proven text generator for generating a proven
text composed of the automatic challenge and the response,
wherein the proven text is sent to the single verifier, and

the single verifier comprises:

a secend decigion section for deciding whether the
regponse and the automatic challenge included in the proven
text received from the single prover is consistent with each

other, wherein a result of the decision is informed to the

decision section.

22, A proving device for proving equality or inequality
of two discrete logarithms, comprising:
a public information memory storing a designated
operation scheme, two input numbers (hereinafter, denoted by «

and B), and two predetermined bases (hereinafter, denoted by g
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a private information memory storing private

information (hereafter, denoted by x) which is a discrete
logarithm of a to the base g;

a random nurber generator for generating a first
random number (hereafter, denoted by r);

a converter for converting the input number «, the
input number B and the base h to produce o', B’ and y’ using the

first random number r and the private information x as follows:

r

o = oo
g’ = p% and
y = hxr’

wherein said «’, B’ and y' are sent to the second mechanism; and
a proving section for proving equality of a

discrete logarithm of o’ to bage o and a discrete logarithm of

B’ to base B and equality of a discrete logarithm of «' to the

base g and a discrete logarithm of y' to the base h.

23. A verifying device for verifying proof provided by
a proving device for proving equality or inequality of two
digcrete logarithms, comprising:

a public information memory storing a designated
operation scheme, two input numbers a« and f, and two
predetermined bases g and h;

a verifying section corresgponding to the proving
device, for verifying equality of a discrete logarithm of o/ to

bage « and a discrete logarithm of §’ to basge B, and equality
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determine equality or ineguality thereof; and
a decision section for deciding whether proof of
the first mechanism is acceptable, depending on results of the

verifying section and the checking section.

24, A zero-knowledge proving method in a system
comprising a first mechanism for proving equality or inequality
of two discrete logarithms and a second mechanism for verifying
said equality or inequality, the method comprising the steps
of:

at the first mechanism,

a) storing a designated operation scheme, two input
numbers (hereinafter, denoted by o and B), and tweo
predetermined bases (héreinafter, denoted by g and h) in a
first public information memory;

b) sBtoring private information (hereafter, denoted
by x) which is a discrete logarxithm of « to the base g in a
private information memory;

c) generating a first random number (hereafter,
denoted by r);

d) converting the input number o, the input number
B and the base h to produce o', B’ and y’ using the first random

number r and the private information x as follows:

10%08' (3 -chackint0sECERs (forSicherkda@R @ndSy@ue%ds ()-3 14
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x
o' = o;

B’ = B*; and
y' = h*,
wherein said «', B’ and y’ are sent to the second mechanism; and

e) proving equality of a discrete logarithm of «f
to base a and a discrete logarithm of B’ to base P and equality
of a discrete logarithm of «’ to the bage g and a discrete
legarithm of y’ to the base h, and

at the second mechanism,

f) storing the designated operation scheme, the two
input numbers « and B, and the two pradetermined bases g and h
in a second public information memory;

g) verifying equality of a discrete logarithm of
the received o’ to base « and a discrete logarithm of the
received B’ to base B, and equality of a discrete logarithm of
the received o to the base g and a discrete logarithm of the
received y' to the base h;

h) checking the received B’ and y' to determine
equality or inegquality thereof; and

i) deciding whether proof of the first mechanism is
acceptable, depending on results of the verifying section and

the checking section.

25, The methed according te claim 24, wherein
the step e) comprises the steps of:
e.l) proving the equality of the discrete logarithm of o’

to base « and the discrete logarithm of B’ to base B; and
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€.2) proving the equality of the digerete logarithm of a«f
to the base g and the discrete logarithm of y’ to the base h,
and

the step g) comprises the steps of:

g.1) verifying the equality of the digcrete logarithm of
the received o' to base o and the dizerete logarithm of the
received B’ to base f; and

g.2) verifying the equality of the discrete logarithm of
the received «’ to the base g and the discrete logarithm of the

received y/ to the base h.

26. The method according to claim 25, wherein the step
h) comprises a step of verifying the equality of the received

g’ and y'.

27. The method according to claim 25, wherein the step
h) comprises a step of verifying the inegquality of the

receivedp’ and y’.

28. The method according to claim 25, wherein the step

h) comprises a step of comparing the received B! and y'.

29, The method according to claim 24, wherein
the step e) comprises the step of proving the
equality of the discrete logarithm of «' to base « and the
discrete logarithm of B’ to base B, and the equality of the

discrete logarithm of @' to the base g and the discrete
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the step g) comprises the step of verifying the
equality of a discrete logarithm of the received a’ to base «
and a discrete logarithm of the received §’ to base B, and the
equality of a discrete logarithm of the received «' to the base

g and a discrete logarithm of the received y’' to the base h.

30. The method according to claim 22, wherein the step
h) comprises a step of verifying the equality of the received

' and y'.

31. The method according to claim 29, wherein the step
h) comprises a step of verifying the inequality of the received

B’ and y’.

32. The method according to claim 29, wherein the step

h) comprises a step of comparing the received f/ and v .

33. The method according to eclaim 25, wherein
the step e.1) comprises the steps of:

generating a gecond random number;

converting the input number o, the input number 8 to
produce first commitments corresponding to respective ones of
Said « and B using the second random nunber; and

generating a firat response using the first randem number
¥ and the second random number, in response to a first

challenge received from the second mechanism, and
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34, The method according to claim 25, wherein

the step e.l) comprises the steps of:

generating a second random number and a third
random number when having received a first challenge
preparation from the second mechanism;

converting the input number o and the input nunber
f to produce firgt commitments corresponding to regpective ones
of said « and f using the second random nurber, wherein the
third random number and the first commitments are gsent to the
second mechanism; and

generating a first response using the first random
number r, the second random number, and the third random number
in response to a first challenge received from the second
mechanism, when the first challenge preparation is valid, and

the step g.1) comprisés the steps of:

generating a fourth random number;

generating the first challenge preparation from the
bage g and the input number « using the fourth random number;

generating the first challenge uging the fourth

random number after having received the third random nurber and
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the step e.l1l) comprises the stepzs of:

generating a second random number;

converting the input number «, the input number g
to produce first commitments corresponding to respective ones
of said o and B using the second random number;

generating a first automatic challenge from the
firsr commitments;

generating a first response using the first random
number r and the second random number, in response to the first
automatic challenge; and

generating a first proven text composed of the
first commitments and the first response, wherein the Ffirst
proven text is sent to the second mechanism, and

the step g.1l) comprises the steps of:

generating a second automatic challenge after
having received the first commitments from the first mechanism;
and |

deciding whether the first responsé is consistent
with the first commitments and the second automatic challenge,

wherein a result of the decision is provided to the step i).
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of said « and B using the second randem number ;
generating a first automatic challenge from the
first commitments;
generating a first response using the first random
number r and the second random number, in regponsge to the firat
automatic challenge; and.
generating a first proven text composed of the
first automatic challenge and the first regponse, wherein the
first proven text is sent to the second mechanism, and
the step g.1) comprises the steps of:
deciding whether the first automatic challenge and
the first response included in the first proven text is

congistent with each other, wherein a result of the decision is

provided to the step i).

37. The method according to claim 25, wherein
the step e.2) comprises the stepe of:
generating & third random nuwnber;
converting the bases g and h to produce second
commitments cofresponding to respective oneg of said g and h
using the third random rumber; and

generating a second reaponge using the first random
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randomly generating the second challenge after
having received the sesond commitments from the first
mechanism; and

deciding whether the second response is consistent
with the second commitments and the second challenge, wherein a

result of the decision is provided to the step i),

38. The method according to claim 25, wherein

the step e.2) comprises the steps of:

generating a fifth random number and a sixth random
number when having received a second challenge preparation from
the second mechanism;

converting the hases g and h to Produce second
commitments corresponding to respective ones of the bases g and
h using the fifth randem number, wherein the sixth random
number and the second commitments are gent to the second
mechaniam; andg |

generating a second response uzing the first random
number r, the fifth randem number, and the sixth random mimber
in response to a second challenge received from the second
mechanism, when the second challenge preparation is valid, and

the step g.2) comprises the gteps of:

generating a seventh random number;

generating the second challenge preparation from
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the second commitments from the first mechanism; and

a third decision section for deciding whether the
second response is consistent with the second commitments and
the second challengs, wherein a result of the decision is

provided to the step 1i).

38, The wethod according to claim 25, wherein

the step e.2) comprises the steps of:

generating a third random number;

converting the bases g and h teo preduce second
commitments corresponding to respective ones of the bases g and
h using the third randem number;

generating a third automatic challenge from the
second commitments;

generating a second response using the first random
nuber r and the third random number, in response to the third
automatic challenge; and

generating a second proven text composed of the
second commitments and the second response, wherein the second
proven text is sent to the second mechanism, and

the atep g.2) comprises the steps of:

generating a fourth automatic challenge after

having received the second commitments included in the second
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with the second commitments and the fourth automatic challenge,

wherein a result of the decision is provided to the step i).

40. The method according to claim 25, wherein

the step e.2) comprises the steps of:

generating a third random number;

converting the bases g and h to produce second
commitments corresponding to respective oneg of the bases g and
h using the third random numbex;

generating a third automatic challenge from the
gecond commitments;

generating a second response using the first random
number r and the third random number, in regponse to the third
avtomatic challenge; and

generating a second proven text composed of the
second automatic challenge and the second response, wherein the
second proven text is sent to the second mechanism, and

the step g.2) comprises the steps of:

deciding whether the second automatic challenge and
the second response included in the second proven text is
consistent with each other, wherein a result of the decigion is

provided to the step i).

41. The method according to claim 29, wherein

the step e) comprises the steps of:



10 s!109%& ()- 10%& ()- 10%& ()-10%¢& ()- @10%¢& ()-F
L10%& () -"~nnnn"oSoyodEnbC 10 vy,|10%& ()-*10%& ()-(310%& ():

' 10%& () -3%40%& () - @L! 10%g& () - yoooop\ ppppdE: / 10g 109g710%g& (?-5

10%g9& ()-310%g& ()-210%& () - &OM 10%&' () - Y.th%@&'()-ppppquqqu./ 10g@
109%& ()- 10%& ()- 3 10%& ()-3 SmMLO%&' §9 - sép??ﬁ(ibaép?$ ()-

10 OrprrdE:/ 10910%& ()-,M 10%&' ()- L10%&' () - - . .
10&%9??-18%&'()-rrr.sTsssdE:/ 10g' - 109&' () -3%10%&' ()-f#nl0%& ()-!10%& ()- @
109 ()- MLO%&' ()-stt@ntttdE:/ . . .

10g3" 109’ () - 2S10%&' (&éhgg%?/%ﬁﬁé)- |, égg{g Qn&ojfrp%%&r(, M 109 ()-ttuRuSUTuUUUX
uubC 10g@ 10947&’ () - f @O%re 1) 2 10°F

1002100 () STI0NE () cEABEM: feky wasy OV SEHRAOGT cho trpue mumber § |

f109%0& ()-10%& ()-109%& ()-Y 910%&

MLOYAE () -BHEDWBSe( - e shawpbeb & £80brdd Q4 &ofnni Bmd A & vedponding
to respective ones of said «, f, g, and h using the second
random number; and

generating a responge using the first random nurber
r and the second random number, in responge to a challenge
received from the second mechanism, and

the step g) comprises the steps of:

generating the challenge after having received the
commitments from the first mechanism; and

deciding whether the response is consistent with

the commitments and the challenge, wherein a result of the

decision is provided to the step i).

42, The method according to claim 29, wherein

the step e) comprises the steps of:

generating a second random number and a third
random number when having received a challenge preparation from
the second mechanism;

converting the input number «, the input number g,
the base g and the base h to produce commitments corregsponding
to respective ones of said a, B, g, and h using the second
random number, wherein the third random number and the

} commitments are sent to the second mechanism; and
generating a response uging the first random number

r, the second random number, and the third random numbar in
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when the challenge preparation is valid, and
the step g) comprises the gteps of;
generating a fourth random number;
generating the challenge preparation from the base
g and the input number « using the fourth random number;
generating the challenge using the fourth random
number after having received the third randowm number and the
commitments from the first'machanism; and
deciding whether the regponse is consistent with
the commitments and the challenge, wherein a result of the

decision is provided to the step i).

43, The method according to claim 29, wherein

the step e) comprises the steps of:

generating a second randem numbexr;

converting the input number «, the input number B ,
the base g and the base h to produce commitments corresponding
to respective ones of said «, B, g, and h using the second
random number;

generating a first automatic challenge from the
commitments;

generating a response using the first random number
r and the second random number, in response to the first
automatic challenge; and

generating a proven text composed of the

commitments and the response, wherein the proven text is sent
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the step g) comprises the steps of:
generating a gecond automatic challenge after
having received the commitments from the first mechanism; and
deciding whether the response is consistent with

the commitments and the second autcomatic challenge, wherein a

result of the decision is provided to the step i).

44 . The method according to claim 29, wherein

the step e) comprises the steps of:

generating a second randem number;

converting the input number «, the input number B ,
the base g and the base h to produce commitments corresponding
Lo respective ones of said «, #, g, and h using the second
random number;

generating an automatic challenge from the
commitments;

generating a response using the first random number
r and the second random number, in response to the automatic
challenge; and

generating a proven text composed of the automatic
challenge and the response, wherein the proven text is sent to
the second mechanism, and

the step g) comprises the steps of:

deciding whether the respense and the automatic
challenge included in the proven text received from the first

mechanism is consistent with each other, wherein a result of
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implement a first mechanism for proving equality or inequality

of two discrete logarithms and a second mechanism for verifying

said equality or inequality, the program comprising the steps

of:

Lo implement the first mechanism,

a) storing a designated operation scheme, two input

numbers (hereinafter, denoted by « and B), and two

predetermined bases (heréinafter, denoted by g and h) in a

first public information memory;

b) storing private information (hereafter, denoted

by x) which is a discrete logarithm of o to the base g in a

private information memory;

¢) generating a first random number (hereafter,

dencted by r);

d) converting the input number «, the input number

f and the base h to produce «', B’ and y/ using the first random

number x and the private information x as follows:

r

o/ = o
B = B*; and
vy = b,

wherein said «', B’ and y’ are sent to the second mechanism; and

e) proving equality of a discrete logarithm of af

to bage o and a discrete logarithm of B’ to base p and equality

of a discrete logarithm of o’ to the base g and a discrete
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received B’ to base f, and equality of a discrete logarithm of
the received o’ to the base g and a discrete logarithm of the
received vy’ to the base h;

h) checking the received B’ and y' to determine
equality or inequality thereof; and

i) deciding whether proof of the first mechanism is
acceptable, depending on results of the verifying section and

the checking section.

46. The computer program according to claim 45, wherein
the atep e) comprises the steps of:
e.l) proving the equality of the discrete logarithm of «f
to base o and the discrete logarithm of B’ to base B; and
e.2) proving the equality of the discrete logarithm of «f
to the base g and the discrete logarithm of y/ to the base h,
and
the step g) comprises the steps of:
;:}.l) verifying the equality of the discrete logarithm of
the received o/ to bage o and the discrete legarithm of the

received B’ to base f; and
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g.2) verifying the equality of the discrete logarithm of

the received «’ to the base g and the discrete logarithm of the

received y’ to the base h.

47.

the step

received

48.

the step

received

49,

the atep

Y.

50.

equality

h)
ﬁl

h)
B

h)

of

The computer program according to
comprises a step of verifying the

and y’.

The computer program according to
comprises a step of verifying the
and y’.

The computer program according to

comprises a step of comparing the

The computer program according to

claim 46, wherein

equality of the

claim 46, wherein

inequality of the

claim 46, wherein

received f’ and

claim 45, wherein

the step e) comprises the step of proving the

the discrete logarithm of «' to base « and the

diserete logarithm of B’ to base f, and the equality of the

discrete logarithm of a’ to the base g and the discrete

logarithm of y’ to the base h, and

the step g) comprises the step of verifying the

equality of a disgcrete logarithm of the received o' to base o

and a discrete logarithm of the received f' to base B, and the

equality of a discrete logarithm of the received o’ to the base

g and a discrete logarithm of the received ¥/ to the base h.



51.

the step

received

52.

the step

received

53.

the step

Y.

a6

The computer program according to

h) comprises a step of verifying the
g’ and y’.

The computer program according to
h) comprises a step of verifying the
g’ and y’.

The computer program according to
h) comprises a step of comparing the

¢laim 50, wherein

equality of the

claim 50, wherein

inequality of the

claim 50, wherein

received B’ and



