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| NVENTI ON The present invention relates to informng a recipient device of
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services are very popul ar today. Besides text-based short nessages, neans
are also required for transmtting nultinedia data. A nultinmedia messagi ng
service (M) is a service which has been devel oped for transferring
nmessages with various content types, suchqas video, audio and inmges. The
3GPP (3rd Generation Partnership Project) specification TS 23.140 v. 6.7.0

"Ml timedi alNEGRBING RESIPYENE DEMEE OFFMESSAGEAC ORTENT PROPERTHESIgE 2",
Sept enber 2004, describes the basic functions of the MM5. A multinedia

nmessagi ng s [ d in an environ nment conprising different

net wor k typELgL@ﬁ%ﬁgéggWi@ﬁr onment nmay conprise 2G and 3G networks and
provides all the neTRaSHEYerRGhVeRRNS BRI fb@NINGLH tddifiEhBd&wes afimes- such
as delivery, storage g)gg%{ﬁtl fication functionality. An MMS rel ay/server is

n
r esponsi bl eS#gf Cef ©$randl i ng of inconing and out goi ng messages and
for the transfer of nessages between different nessaging systens. An MVBS
user agent BACSKBROUWNE @bOiHE INEEMTA@N transmitting or receiving

mul timedi a nessages,. The MMS user agent is an ap, plication | ayer function
that provides usersSRPIHMERRAGGHPEMNV St@fe\)’leéVVPOEE‘%(S% %rﬁf%%?eé(t’kﬁﬁ? medi a
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cat egori zat - cdrasisiAg Wiférent network types. The 3GPP MMS environment may
15 comprise 2G and 3G networks and provides all the necessary service ele-
ments for multimedia messaging, such as delivery, storage and notification
functionality. An MMS relay/server is responsible for storage and handling of
incoming and outgoing messages and for the transfer of messages between
different messaging systems. An MMS user agent resides on a mobile terminal
20 transmitting or receiving multimedia messages. The MMS user agent is an ap-
plication layer function that provides users with the ability to view, compose
and handle multimedia messages (MM).

Multiple content types may be transmitted by MMS. An MM de-
scribes the content type of the message, for instance “jpeg” in the case of an
25 image in the jpeg format being transmitted. An originator user agent adds an
identifier of a MIME (multi-purpose Internet mail extensions) content type of an
MM to the MM PDU (packet data unit). The identifier of the MIME content type

is transferred by an intermediate MMS relay/server to a recipient user agent.
The 3GPP MMS also supports content adaptation. A number of con-
30 tent classes is specified in an OMA (Open Mobile Alliance) specification “MMS
Conformance Document 1.2”, Candidate Version 27-Jul-2004. The content
classes illustrated in Table 1 define content categorizations. Each content
class defines particular requirements which a user agent must support in order
to support the content class. An identifier of one of the content classes may be
35 included in an MM from an originator user agent if the content of the MM is in



cl ass defines particular requirenents which a user agent nmust support in
order to support the content class. An identifier of one of the content

cl asses ™uQ 2b@/d4gdkuded in an MM from an ori gi nat or userCagev4/o0c4che
content of the MMis inconformance with requirenents of the content class.
This content class identi fier, as well as other content information, such
as an indication of presence of DRM (Digital R ghts Managenent) protection,
may be provided by an origina tor MVS usep agent to the MVS rel ay/ server.
The MVB rel ay/server may use this content class information for identifying
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network el epeEFtBRSSRAPTION ORSHEUAIVERTIOR reci pi ent devi ce may define if
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what is stated in the independent claims. Some embodiments of the invention
are disclosed in the dependent claims.
According to an aspect of the invention, a content class of a data set

20 for a message to be transmitted to the recipient device is defined. A network
element transferring messages to the recipient device specifies at least one
information element in a message to the recipient terminal such that the infor-
mation element comprises an indication of the content class. The message is
transmitted to the recipient device.

25 According to another aspect of the invention, a network element
transferring messages to the recipient device may define if a data set for a
message to be transmitted to the recipient device comprises an element the
usage of which is restricted. The network element specifies at least one infor-
mation element in a message to the recipient terminal such that the information

30 element comprises an indication of usage restricted content in response to the
data set comprising one or more elements the usage of which is restricted. The
message is then transmitted to the recipient device.

The term “data set” refers generally to any kind of set of information
capable of being transmitted by messaging to the recipient, and may include

35 multiple media types. The term “content class” refers generally to information



data set conprising one or nore elenents the usage of which is restricted.
The nmessage is then transmtted to the recipient device. The term"data
set" refewegemasakly to any kind of set of infornationpcaabe€owbicbei ng
transmtted by nessaging to the recipient, and may include nultiple nedia
types. The term "content class" refers generally to informationassoci ated
with one or nore requirenents that the data set fulfils w thout being
limted to content classes specified for ghe 3GPP MM5. It is also to be
noted that the definition of a content class of a data set or definition of
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I nvention; longs to and/or if the use of the content is restricted. This is important for de-
vices with relatively small memory/processing resources, such as many mobile
phones. Further, as less processing of a received message is required, less
20 battery resources are consumed. |

BRIEF DESCRIPTION OF THE DRAWINGS

In the following some aspects of the invention will be described in
greater detail by means of some embodiments with reference to the accompa-
nying drawings, in which

25 Figure 1 is a block diagram illustrating a multimedia messaging sys-
tem; ‘

Figure 2 is a flow diagram illustrating a method according to an em-
bodiment of an aspect of the invention;

Figure 3 is a flow diagram illustrating a method according to an em-

30 bodiment of an aspect of the invention;

Figure 4 is a flow diagram illustrating a method according to an em-
bodiment of another aspect of the invention;

Figure 5 is a flow diagram illustrating a method according to an em-
bodiment of another aspect of the invention; and

35 Figure 6 is a table describing exemplary headers for multimedia



Figure 3 is a flowdiagramillustrating a nethod according to an enbodi nent
of an aspect of the invention; Figure 4 is a flow diagramillustrating a
met hod acwordeangs49e an em bodi ment of anot her aspect of PChaIionvensicon;
Figure 5is a flowdiagramillustrating a nethod according to an em

bodi nent of another aspect of the invention; and Figure 6 is a table
descri bi ng exenpl ary headers for nultinedi anessages. DETAI LED DESCRI PTI ON
OF SOVE EMBODI MENTS OF THE | NVENTI ON Sonegenbodi ments of the invention will
be described in the following in a system supporting the 3GPP nultinedi a
nmessagi ng safegsage$MVB); it should, however, be noted that the application
of the invention is not restricted to such systens. Figure 1 shows an
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to retrieve ssages by initiating MM delivery and to negoti ate
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multimedia messages. The MMS agent 11 may further be arranged to com-
pose multimedia messages, submit multimedia messages to the MMS
server/relay element 20, present multimedia messages, and present notifica-
tions of multimedia messages to the user, for instance. The terminal 10 com-

20 prises a transceiver for communicating with a mobile network 30. For instance,
the mobile network 30 may be a network supporting GSM services, a network
supporting GPRS (General Packet Radio Service) services, a third-generation
mobile network, such as a network according to the network specifications of
the 3GPP, or a network supporting a plurality of telecommunications tech-

25 niques. In the case of the 3GPP compliant mobile terminal, the terminal 10
may also be referred to as a user equipment (UE) or a mobile station (MS).

A network element 20 comprising the MMS server 21 and MMS re-
lay 22 functionality is connected to the mobile network 30, or in an alternative
embodiment it is included in some network element of the mobile network 30.

30 The MMS relay/server 21, 22 may be a single logical element or may be sepa-
rated into MMS relay and MMS server elements, possibly residing in separate
devices. The MMS relay/server element 20 provides the following functional-
ities: receiving and sending of multimedia messages, conversion of messages
to multimedia message format (for instance from facsimile to MM), conversion

35 of multimedia messages to other message formats, message content retrieval,



A network el enment 20 conprising the MVB server 2 1 and MMS re lay 22
functionality is connected to the nobile network 30, or in an alternative
enbodi nernwoi2noa/s4oacl uded i n sonme network el ement of thecmwniob€ometowor k 30.
The MMS relay/server 2 1, 22 may be a single |ogical elenment or may be sepa
rated into MMS relay and MVS server elenments, possibly residing in separate
devi ces. The MVB rel ay/server el enent 20 provides the follow ng functional
ities: receiving and sending of mnultinmedi a nmessages, conversion of nessages
to multinmedia message format (for instance fromfacsimle to WM,
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functions in the user agent 11 and the MMS server/relay element 20, reference
20 is made to the 3GPP specification TS 23.140 v. 6.7.0 “Multimedia Messaging
Service (MMS); Functional Description; Stage 2”, September 2004, in particu-
lar Chapters 5-7.
The mobile terminal 10 and the MMS server/relay element 20 com-
prise memory, a transceiver for arranging data transfer, and a processing unit
25 comprising one or more processors. Computer program codes executed in the
processing units may be used for causing these devices 10, 20 to implement
means for providing inventive functions relating to arranging utilization of con-
tent properties, some embodiments of the inventive functions being illustrated
below in association with Figures 2 to 6. In one embodiment a modified MMS
30 user agent 11 and a modified MMS server 21 and/or relay 22 perform at least
some of the inventive functions illustrated below. The modifications may be
implemented by specific program code portions in a software for implementing
the MMS user agent 11 and MMS server 21 and/or relay 22. However, it is to
be noted that the inventive functions may be performed by some other entity.
35 A chip unit or some other type of module for controlling the device
10 and/or 20 may, in one embodiment, cause this device 10 and/or 20 to per-



conprising one or nmore processors. Conputer program codes executed in the
processing units may be used for causing these devices 10, 20 to inplenent
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performat |east sonme of the inventive fugctions illustrated bel ow. The
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multimedia messages would belong to some content class. In step 201 a mes-
20 sage is received. The message may be a multimedia message or other type of
message the contents of which are to be transferred as a multimedia message
to the recipient terminal 10. The message may be received from an originator
MMS user agent (11), another (originator) MMS server/relay element (20) if the
originator of the message resides in an area of another MMS servér/relay ele-
25 ment 20, or another content provider that may be outside the MMS environ-
ment. A content class of the content of the message is defined in step 202. It is
to be noted that, in an alternative embodiment the content class of only some
of the content of the message received in step 201 could be defined in step
202. The content class may be defined in step 202 on the basis of a content
30 class indication in the received message. Thus, the MMS relay/server element
20 may be arranged to check an information element indicating the content
class in order to define the content class in step 202. Alternatively, the content
class is defined 202 on the basis of an analysis of the content or on the basis
of a modification to the content. In one example the MMS server/relay element
35 20 may perform an adaptation of the content of the received message and
specify an appropriate content class for the content as adapted.



to the recipient termnal 10. The nmessage may be received from an
originator MVS user agent ( 1 1), another (originator) MVS server/relay

el enent (WO)0ddfo48492 ori gi nat or of the nessage resides | RCAUFIANLE0646 anot her
MVS server/relay el enent 20, or another content provider that may be
outside the MMS environ nent. A content class of the content of the nessage
Is defined in step 202. It is to be noted that, in an alternative

embodi ment the content class of only somesof the content of the message
received in step 201 could be defined in step 202. The content class may be
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The recipient device 10 may be arranged to adapt the processing of
20 the message content in accordance with the content class defined in step 302.
The processing is to be understood broadly to cover one or more further ac-
tions relating to the message content, for instance storing of the content, pre-
senting the content, or modifying the content. Thus, the content class indicated
in the message may have impact on further actions on the message content. In
25 the embodiment of Figure 3, the processing of the message content is adapted
on the basis of a check for support of the content class.
In step 303 the terminal 10 checks if the content class is supported.
In one embodiment this step 303 is performed by comparing the content class
defined in step 302 to predetermined content classes specified as supported
30 by the terminal 10. The predetermined supported content classes may have
been specified on the basis of the properties of the terminal 10, for instance
screen properties and supported applications in the terminal 10, and could be
stored in a specific terminal capability file, for instance. If the content class of
the received message is supported, the message may be further used 304 in
35 the terminal 10 as appropriate. Typically, the content of the message is pre-
sented and stored.



The recipient device 10 may be arranged to adapt the processing of the
nmessage content in accordance with the content class defined in step 302.
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could be stored although it is not possible to present the contents of the mes-
20 sage as such. If appropriate adaptation is available, content adaptation into a
presentation format or a class supported by the recipient terminal 10 may be
performed in step 306.
Figures 4 and 5 illustrate another aspect of the invention, namely
| the indication of DRM protection in a message to the recipient. Figure 4 illus-
25 trates functions that can be applied in an intermediate device such as the MMS
server/relay element 20. In step 401 a multimedia message or another type of
message (fo be transmitted as multimedia message to a recipient) is received.
The content of the message may be checked in step 402 in order to define if
DRM protection is applied for any portion of the message content. For this pur-
30 pose a body part of the received message may be analysed in step 402. In an
alternative embodiment a specific header or other type of information element
in the received message indicating the presence of DRM protection is checked
in step 402 in order to define if at least part of the message content is DRM
protected. If DRM protection is applied on the basis of the check 402, 403, an
35 indication of DRM protection is specified in step 406 in a multimedia message
to be transmitted to the recipient terminal 10. In one embodiment, a specific



message such that the content would be presentable in the recipient
termnal 10. If no adaptation is available, the nessage content may be
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step 307 the nessage could be stored although it is not possible to present
the contents of the nessage as such. |f appropriate adaptation is
avai l abl e, content adaptation into a presentation format or a cl ass
supported by the recipient termnal 10 may be perforned in step 306.
Figures 4 and 5 illustrate another aspect of the invention, nanely the
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message in response to the information element indicating data protection. If
20 DRM protection is applied on the basis of check 502, 503, a DRM activity may
be initiated in step 504. For instance, the MMS agent 11 may invoke a DRM
client in the terminal 10 for handling the DRM protected content of the received
message. The DRM client may then encode, decode, and/or store the DRM-
protected content, for instance. For more details on DRM functions and avail-
25 able usage restrictions provided by these functions, a reference is made to
OMA DRM specifications. Thus, the recipient terminal 10 may be arranged to
adapt the further processing of at least some of the message content by initiat-
ing a DRM process. In one scenario the message comprises a locked (en-
crypted) media object such as a music video presentation, which can only be
30 unlocked (decrypted) by an unlocking (decryption) key obtained by a licensing
procedure with an external licensing server. The procedure for obtaining the
license and the unlocking key may be initiated on the basis of the DRM protec-
tion indication in the received message.
Alternatively, if no DRM protection is applied, the message content
35 may be used as appropriate without any specific DRM functions in step 505.
Typically the message content is presented and stored.



protection. Simlarly as described in association with Figure 3 and step
302, there are alternative enbodi nents for arranging the indication of this
cont ent pwopesdoss49e the recipient termnal 10. I n one erbDAIIVRH000645
specific header of the nultinmedia nessage is checked in step 502. On the
basis of steps 502, 503, the termnal 10 may be arranged to adapt one or
nore further actions on the content or part thereof of the received nessage
in response to the information el enment inghcating data protection. |If DRM
protection is applied on the basis of check 502, 503, a DRMactivity may be
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step for the indication of the content class and/or the application of DRM pro-
20 tection (in step 302 / 502, for instance). If no indication is available, the termi-
nal 10 could proceed (instead of step 303 / 503) to analyse the content of the
received message in order to identify the content class and/or the application
of DRM protection.
In one embodiment an indication of the content class and/or the ap-
25 plication of DRM protection is specified in an MMS header of a transmitted MM
PDU. Thus the MMS server/relay element 20 is arranged to add at least one
MMS header comprising the indication of the content class and/or the DRM
protection. In an alternative embodiment the indication of the content class
and/or the application of DRM protection is specified in a notification message
30 informing the recipient terminal 10 on a received MM. Thus, the content of the
received message and the indication may be transferred in separate mes-
sages. On the basis of the content class indication and/or indication on the ap-
plication of DRM protection the recipient terminal 10 may, instead of the em-
bodiments illustrated above in connection with Figures 3 and 4, determine
35 whether to request the transmission of the message content from the MMS
server/relay 20.



server elenent 20 is not required to generate the information by itself,
whereby the | oad on the MVS rel ay/server elenent 20 is not expected to in
crease. |Wwotb@rms49e no i ndi cati on of DRM protection andfom/remni/@nt4ec| ass,
the MVS server/relay elenent 20 may be either arranged to anal yze the
content of the received PDU to determine this information on applied
content class and/or DRM protection or omt the indication of content class
and/or DRM protection in the retrieval/defjvery PDU to be transmtted to
the recipient termnal 10. In a simlar fash| on as in the enbodi nent above,
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maxi mum res?r%ourteid%?aipefd iin?armation on the DRM protection method or type. Thus, on the
basis of a detected more detailed information, the recipient terminal 10 may be
20 arranged to adapt further DRM procedures in/after step 504 of Figure 5. For
instance, the content class may specify the use of prevention of forwarding
(Forward Lock), whereby the forwarding of the content is prevented in the ter-
minal 10. Other exemplary DRM protection methods, which could be indicated
in the DRM header field of Figure 6 or in other kind of DRM indication headers,
25 are Combined Delivery and Separate Delivery. It is to be noted that the appli-
cable usage restriction methods are not limited to the DRM methods but any
kind of usage restriction may be indicated to the recipient terminal 10. For in-
stance, time specific restrictions, user restrictions, user group restrictions, fi-
nancial restrictions, device restrictions, or application restrictions could be indi-

30 cated.
As already mentioned, a content class is associated with or speci-
fies one or more requirements, which a data set (which is part of the content of
a multimedia message or the message as a whole) fulfils. The requirements
may be specified as appropriate to classify transferred data in order to support
35 interoperability between devices. Thus transferred (payload) data sets with
similar properties would be associated with same content class. Some exem-



age/ vi deo, applicable presentati on nmechanism and/or an applicable

DRvhet hod. The header field "X-Mrs- DRM Content” nay be used to indicate the
presence wb D482t ent . Thi s header field could sinplyPhaxreovheoss ue
"Yes' or 'No'. The headers are optional, as sone nessages may not belong to
any content class, and sone nessage nay not contain any DRM protected
content or are not available for the MVS server/relay elenment 20. It should
be noted that there are al so nany alternapve ways for indicating the
content class and/or the DRM protection or instance, a single header

?Oul d be usgrry Té@lwmémncﬁegbrlwm@Thw be @pptied| sl helidated hlerormpemu-f i ed,
or instanc t

anot her enbﬁﬁgﬁb%{% 1 Héeb 8@ &qlt: é'g%% %gegga %&%@Fgﬁtemﬁﬁoﬁhgﬁ ai | ed

i nf or mat i ontem, itegeliakinat of eonieoh bﬂmmﬂ)rmattoﬁﬂee cohient, \ddeo fermeigfdshef a
det ect ed -

ot anged t obduEhh Y orfiqftcnithe, P (PEfedFifolRiatib g ”%é@é”t?’?rs For
i nstancd t matehithesonienksERhpraipelion SnoldﬁeOfJ-B@ ‘@ﬂ“t?ﬂteﬁéﬂtﬂréﬁﬁ'ﬁﬁ %f‘%ar di ng

(Forwar d Lomﬁmfwﬁ@rc%%ﬁthpof fetaicl, nonfRiirh (e §i9810PRI30 KB RS &V i?rémehtt he
ter mnal 10. Oher exe Dﬁg{l}grot ection net hads, which cou %e!
e

i ndi cated i fPrt%é)@F@\/l'rﬁé é?la §- 8 NGRS CAMPIIRING: AR IMAGe C3RN
i ndi cati on kergettan @Joekeormw oeérDg) lbeerayssaadt@r(ﬁrramtwe W ythe | MIMS t o

b ted that th ' t.hod L m.ged t
Che. DRV et ABXENERIaY Sigminh a0dH “F88 22l i Pare aFeh. Bhfer Bl the ! e
reci pi efd t egaipieat tettindta0 |smwamnofethetneqmremeots‘ assodiatediwith onspecified

t t : |
oatri ot i ondY dfféienf PRUBGHTEY ChiiR cladsdt AL 'défﬁﬁﬁﬁé‘*“é%ﬁwe‘?’é Sady
menti oned, thectenméral 16 mey inigatesappiopriate frther actiepren the basisnel the Gadr e
requirement ?ent%éérbfathg%éeﬁé& nﬁé@’é‘a@@ F\%%féndéf |ftéqﬁ‘1éé§if§'§ss§éla?ed with

mul ti medi a nessage or nessage a

ui renents na
be speci fi eﬂ‘%@aéﬁpm?ﬁq eﬁ%sst s &%%@qy ?r’@rﬁ@‘!"@l]l Léi naay q?%rr@ geff Ing g

suppor t14 nt @h@@@lﬁ abhilap|¥ rh@ﬁmeg A6y ferestoridd tse Meavzager Ifatbt( thayliserdhagat a
e assocliated wt saneg ass.

Soms exenp! By EH: °r£cﬁeh{a‘3§a¥\@admeecpweﬁe TSV bE spta EsShie ciefea i n
one em bodi irstdnden t he header of Figure 6 are: SI ze of content, text fornmat
Of e, con tent. . A0S OBl B8k sGb BANEIBE phfiprt ankeat.
| nf or mat i onakaniilizadeta plassifyrdite content: text, image-basic, image-rich, video-basic,
20 video-rich, megapixel, content-basic, content-rich. However, the indication of
content types is not limited to any specific content types. In one embodiment
the properties specified in Chapter 7 of the OMA specification “MMS Confor-
mance Document 1.2", Candidate Version 27-Jul-2004 are utilized in the
classes text, image-basic, image-rich, video-basic, and video-rich. Referring to
25  the embodiment of Figure 6, the header field “X-Mms-Content-Class™ may thus
have one of these values. For instance, predetermined specific binary values
for each of these content classes may be applied, on the basis of which the
MMS user agent 11 and the MMS relay/server functions 21, 22 define and
identify the content classes of multimedia messages.
30 It should be noted that the embodiments described above could
also be applied in any combination thereof. It will be obvious to a person skilled
in the art that, as the technology advances, the inventive concept can be im-
plemented in various ways. The invention and its embodiments are not limited
to the examples described above but may vary within the scope of the claims.
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of the content, DRM protection node of the content, and presentation for
mat of the content. For instance, a nmaxi mum size of <30 kB is a requirenent
for a baswo 20evgesoel ass. Thus, a nessage conpri sing an PORFR0040M6i6 be nore
than 30 kB in order to be associated (for instance by the MVB server/rel ay
el ement 20 in step 202) with the basic inmage class. Further, the recipient
termnal 10 is aware of the requirenents associated with or specified by
different predeterm ned content classes. fgter identifying the content
class, the terminal 10 nmay initiate appropriate further actions on the
basis of the con tent class of the received nessage. For instance, if a
nmessage assCGLAfVI8d with the basic inmage class is received, the termnal 10
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Chapter 7 ogagﬁe%%éég?'ﬂ%gtqj@s{ "MV Conformance Docunent 1.2",

Candi dat e Versi on 2defining zocantantclass lof sedatarset ier aInagssage: toxlpe transmit-

i mage- basi Cyod oy ' - basic, and video-rich. Referring to the
enbodi nment ‘g‘d@ggrr%b@?r{t#gqﬁgéder field "X-Mrs- Content - Cl ass” ma]\é t hus
have one of these vBPeEEING-&Y thadteiwe elgment: algastrnabeimationgiggey

val ues for paghnessidic&s tho Rb@pient dagizessubhythae tiie mfbadation dérehtisom- of
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conbi nation thereof. It will be obvious to a person skilled in the art
that, as the technol ogy advances, the inventive concept can be im pl emented
in various ways. Th2. Armethodaas daimed én elaodi, rechiag acd etz gidhiin &iptithet he
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1. Ane Tor arranging indication of a nmessage content property for a
reci pi ent i HomimedJeegjved mssseer,ramdhereasiggt AHIERErem conpri sing a

3. A method as claimed in claim 1, characterized in that the
content class of the data set is defined on the basis of the data set that has
20 been adapted by the network element.

4. A method as claimed in any one of the preceding claims, char-
acterized by
receiving the message by the recipient device,
25 checking the content class in the information element, and
arranging further processing of the message content in accordance
with the content class.

5. A method as claimed in claim4,characterized by
30 checking, in the recipient device, if the recipient device supports the
content class, and
adapting at least part of the data set if the recipient device does not
support the content class.

35 6. A method for arranging indication of a message content property



reci pient device and a network elenment for transferring nessages to the
reci pi ent device, wherein a transferred nessage nay specify a property of
the nes swgepoendbioa r a ct er i z e d by defining a cecranoocbmss of a
data set for a nessage to be transmit ted to the recipient device,

speci fying, by the network el enent, at |east one information elenment in a
nessage to the recipient device such that the information el enent com
prises an indication of the content classy4 and transmitting the nessage to
the recipient device. 2. Anethod as clained inclaimc har acteri z
e d in thatfot kerespicatin d asssafinghsysiena tsetmessabing reydieon cdmeprigisg <2 of a

content class, '%ﬂ'ﬁ&%&é gﬁg %egt\lfvrr%ﬂfgfe\‘r‘? %Pﬁéﬁﬁ&ﬁ@%@%&&ﬁ&% recipi- . _

ori reglpl
glnator InNn clalm¢cC
that the carntaaviad, agierein alimngtarredsmessagel diayhepecify a peopsity of bie mes- dat a

set that h e%rhgq?)&qg ,q;&éaebgetwork el errent 4. A nethod as clained in
any one of e prece I V]

ng clains
t he nesSage by the d%ctﬂ"%ﬁ #r dataset &or %ﬁ@@ﬁﬁﬁ@ t@ ke t%}%ﬂ?dé@%‘%gﬁ&{eﬁtng

i nf or mat i ony&g)icdreHnprised aﬁréléﬂﬁﬁhﬂmefwddé%fvm@ﬁ%%ﬂﬂct@ﬁ t he message
content I n accordance COﬂ ent

claim4, char a qpqc\ngmfg E’yzth W9”i:ﬁ%\€'ﬁ?nﬁt5r%aﬁt PRE 'pééﬁ%t'éﬂ?ell%g'gpte i f
t Pet LeCIdplt Ata ?%@s@ge&bﬁherré&ptdm Ct}les;mamllnalni‘suc:H ted theumdfordation eteraent et part
o] e data set | nt t I
e N N T
reci pi dot hcmrapnmegamerrg e elemarte theegsagsg nfnggﬂbtlémﬁﬁﬂﬂ’qﬁdl, ahdlg a

reci pient device a to th

reci pi ent device, r\ﬁ%er el n@ﬂ{ér ans%gﬁggé?ﬁ{t%%idgeffiage;r ogerue/ of

the mes sage, c har acter i zedbydefiningif a data set for a

message to be t ranSTHAh%{hb@ asNaifRel iRicBdlin 68 hafr G@NEE i 22 dibyel enent t he
usage of which is restri ct%
receiving the message by the recipient device,
15 checking the information element, and
initiating one or more further actions on the usage restricted element

in response to the information element indicating usage restriction.

8. A method as claimed inclaim6or7,characterized inthat
20 an indication of DRM (Digital Rights Management) protection is specified in the
information element if the data set comprises a DRM protected element.

9. A method as claimed in any one of the preceding claims,

characterized inthat the network element is an MMS (Multimedia Mes-

25 saging Service) relay/server and the message is a multimedia message, and
the information element is specified as an MMS header in the message.

10. A network element for a messaging system, the network ele-
ment comprising means for transmitting a message to a recipient device,
30 characterized inthatthe network element comprises:
means for defining a content class of a data set for a message to be
transmitted to the recipient device, and
means for specifying at least one information element in a message
to the recipient device such that the information element comprises an indica-
35 tion of the content class.



speci fying, by the network device, at |east one information elenent in a
nessage to the recipient termnal such that the information el enent com

pri ses arwOndicasdsen of usage restricted content in respomFEpgotbs dat a
set conprising one or nore elenents the usage of which is restricted, and
transmitting the nessage to the recipient device. 7. A nethod as clained in
claim6, char acter i z edbyreceiving the nessage by the

reci pient device, checking the informati oygel ement, and initiating one or
nore further actions on the usage restricted element in response to the

i nformation el enent11.nAi networy elsagat rass clainedoim cBimMATfechiod rasc ¢eained in
claim6 or . t f o158 Mo
(Digital '941?31 l\}ﬁﬁgéteﬁ'een t"‘%rr%téée ?ﬁtngl ésr'?%ﬁé@d Fd’“aglﬁﬁg tﬁ % dﬁ[ﬂ?@rﬂat | o];1

el enent |f ﬁl”lleedatatsxetsm theo slssw EOIRNE gw@sead@atl@mémr@nmeceyedm%{sm as
clainmed in ding claims, char acteri zedin
that the ne?gm%rtﬁaeﬁogﬁ%rﬁtﬁfdgﬁﬁﬁﬁm (Mul timedi a Messagi ng Service)

rel ay/s@rver and the nessage is a nultinmedia nessage, and the infornmation

fe| ement is speC| f ' 6112 aA ﬁétvMMEéll@rﬁEﬁff las relaifeed s skge. 10or A, H@P\wrhcei enent

or a nessa e network ele nment co ans

transmtti ng g\"?i)n}f p%@q% SIRMe P &Lra r%rté’ qe’}&e"ﬁ[ céor}t(e)?t 988 4 in

that the ne@ﬁ/\mrekdabesmrﬁn thenpasis e therdates sébothatl bbisrbesyn adapied diyt thel rsis of a

data set for nl?%?eg,ge to be transmtted to the recipient device, and neans
g

for specinyV 5t one information elenent in a nessage to the
reci pi et device such that the information el enent conprises an indication

of the content cl a5§31%\ étv{l:ﬁk"é?éﬁleﬁ{ tmé§s ’Eﬁ@térﬂ HrnBtwdhk Sleb a r

acter i zedin enevvor errent ranged to defjne the
content cl ag¥ndfcamnprisiag am§éﬂ3cfﬁrttl’ﬁ99mi§!n§ af n@%@ﬁ?eﬁ‘ﬂ ac reEdRienh #ie¥iSes on i n

a received eﬁﬁéﬂ%ié?mzt&e ﬁ%éﬂ'ﬁb rwtwgrmélbmentb%mp‘hg@gtmrk el ement as
clained in claim 10 or

lf 'tP t he.n hwor k
el enent is arrangedMeé8nNgder ﬁlé "E“HQ 'Earffaéﬂtseglf%rsg rgqasqe}gg Q’a ERSUE) e(f
basi s of5 t hihed@icibismttdévied chmpribesan atemeerittheyudaye ofevhicbiikrestrictedt and

means for specifying at least one information element in a message
to the recipient device such that the information element comprises an indica-
tion of usage restricted content in response to the data set comprising one or
more elements the usage of which is restricted.

20
14. A network element as claimed in claim 13, character-
ized in that the network element is arranged to specify in the information
element an indication of DRM (Digital Rights Management) protection if the
data set comprises a DRM protected element.
25

15. A network element as claimed in any one of the claims 10 to 14,
characterized in that the network element is a MMS (Multimedia Mes-
saging Service) relay/server and the message is a multimedia message, and

the network element is arranged to specify the information element

30 as a MMS header in the message.

16. A network element as claimed in any one of the claims 10 to 15,
characterized in that the network element is arranged to specify the
information element in a message comprising the data set.

35
17. A mobile terminal for a mobile messaging system, the mobile



13. A network element for a messaging system the network el e nent
conprising neans for transmtting a nessage to a recipient device, ¢ h ar
act e rwD2mon4geon that the network el ement conpri sesPCEEFaRve4/600646def i ni ng
if a data set for a nessage to be transmtted to the recipient device
conprises an el enment the usage of which is restricted, and neans for
specifying at |east one information elenent in a nessage to the recipient
device such that the information el ement ggnprises an indica tion of usage
restricted content in response to the data set conprising one or nore

el ement s tht@ruﬁr@@oﬁipﬁMMg:mémsrfestddewlmia rﬂléssa!gmﬁbmoa knedsaging netwock ai ned

| 13
arr anged 1 ety s hdr st €17 gL dnihd hckile SRR HRSBSE TR | ©
(Digital Rights Managensnfor ghesking |a@n|nf®rnn$i6)rd@tl%m§€t indiegling @ canteri/
protected epg B?a asét E%Wﬂégd %&Wwé‘t@d%@hé’%’cél%@m@s@,ﬁ e%4nd he
g

clainms 10 to he network el ement is a
MVB (MR i nedi a Masrr@agsﬁgr %the@)pr@@wst@f \ﬂé@ d&ﬁ% sefhdn ASEQKRD CPsW'

mul timedi a {RSSHAEnt dBSs.t he network el ement is arranged to specify the

i nformati on el ement as a MVS header in the nessage. 16. A network el enent
as clainmed in any one of the clains 10 to 15, c har act er i zedin
that the network el ¢geAtmbbilatarangsidas dasmed i glairhel 7, if baved cde il zednt i n

messag ng <o Mah hermoRls: PatEhs, ahebaf P Ltk @&r‘f&ﬁ"e%%.s%r?%’;shé-
rressagemropoaemn‘mgmmglleéemnal ehdrrent characteri zedinthat
the robile term nal yfROARBHISE aﬁgﬁg%rﬁaﬂpeahsgiﬂahg,g%grthaﬁ eéggﬂrfyuagbwnt

i ndicating a content class o a set conpris y or | cat in the
recei ved neHdlageoniend clasans sEpPordRhpt i ng processing of the data set in
accordance with the content cl ass. 18 A mobile termnal as clained in
claiml7, char act er.i n that the nobile termn lﬂOE rranged

to check if the conf®@nf Fﬂ%@ tﬁ*érng‘@bﬁ@'r?éﬂop {MRSSAGG sYsterhi thel et he
nobi | e {®r n’cérﬁhnalsco@ﬁwr%i@g?%é@s%f aagsvifg Bt essagefrom & eeshaigingreétwiork t he

content cl asFement ahd means for processing usage restricted data, character-
i zed inthat the mobile terminal comprises:
means for checking an information element in the received mes-
sage, the information element indicating that the usage of at least one content
20 element comprised by or indicated in the message is restricted, and
means for adapting one or more further actions on the restricted
content element in response to the information element indicating data protec-
tion.

25 20. A mobile terminal as claimed in claim 19, characterized
in that the mobile terminal is arranged to initiate processing of the restricted
content element in response to the information element indicating the usage
restriction.

30 21. A mobile terminal as claimed in claim 19 or 20, character-
ized in that the mobile terminal is arranged to detect the indication of DRM

(Digital Rights Management) protection, and
the mobile terminal is arranged to initiate a DRM activity for a DRM

protected content element on the basis of the indication.

35
22. A mobile terminal as claimed in any one of the claims 17-21,



19. A nmobile termnal for a nobile nessaging system the nobile term nal
conprising neans for receiving a nessage froma nessagi ng network el enent
and nmeanswbanogsmessi ng usage restricted data, ¢ h a r PaTEFI100€0006461 z e d
in that the nobile term nal conprises: neans for checking an information
elenment in the received nes sage, the information el enment indicating that
the usage of at | east one content el enment conprised by or indicated in the
message is restricted, and neans for adapjzng one or nore further actions
on the restricted content elenment in response to the information el enent

i ndi cati ng datar prootee i zieoth.in20at themésdagetis eninolimedia chessage, andcl ai m 19,
character. o h bj I L r :
initiate processi ngthéf Fletr‘cﬁhérllér’|eﬁsst rgfrgbggd ggnafll'efﬁlg g‘fé@?ﬁ@km?ﬁoﬁe{%gﬁ\%gg "ﬁ gar][ he

i nf or mat i oM@ imeader atitheaeceiyedinesssgge restriction. 2 1. A nobile
termnal as claimed in claim19 or 20, c har acter i zedin that
the nobile termnal is arranged to detect the indication of DRM (D gital

R ghts Managenment) protection, and the mobile ternminal is arranged to
initiate a DRMactivity for a DRM protected content el enent on the basis of
the indication. 22. A nobile terminal as clained in any one of the clains
17-21 ,char acteri zedinthat the nessage is a nmultinedia
nmessage, and the termnal is arranged to check the information el enent in
an MVB header of the received nessage.



