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VETHOD OF DATA COLLECTION IN A DI STRI BUTED NETWORK

This application is based on and clains priority to
wW@anisar23sy. 60/ 838,610, filed 5August 18, 2006 PCAAH2007/076255

Serial No. 60/838,735, filed August 18, 2006.

BACKGROUND OF THE | NVENTI ON Techni cal Field The

present invention relates generally to data collection

in distributed networks. Brief Description of the
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Web servers deliver web-based content to Web browsers over the protocol known
as HTTP. Because HTTP is a stateless protocol, a known HTTP protocol extension
enables a Web server to provide state information to a requesting end user Web browser.
In particular, a Web server may include in its reply a header that instructs the client to
remember a small piece of state information (a “cookie”), and to include a copy of that
information in future requests to the server. In this way, the Web server can track
whether it has seen the client browser previously, and this tracking information can be

used to build a browser-specific profile that may then be used to inform some other

control function, e.g., what type of advertisement to serve within a web page that will be
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and this tracking information can be used to build a
WO2eesH32338peci fic profile that may then be use®CTAIS2007/076255
i nform sone other control function, e.g., what type of
advertisenent to serve within a web page that will be
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i nformati on BRIEFSUNMMARY OFTHE INVENTEONC| i ent s
(call ed "user agents") as such entities interact with
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Vvia.cookies, .although one. or assive techni ques
sorgi Jefa Bl Pt e o7 TS RR o e o Bt i
embddliek0P kdt &f ARCRInEE Pide8s BA\rfEamhs CaHakdath ®hnfirRe affatal 8tem.

user agent navigates across sites, a CDN-specific
The gysigletracks user agents, preferably via cookies, although one or more passive
techniques may be used. In a typical implementation, a user agent is a cookie-able device
having a cookie store. As the user agent navigates across sites, a CDN-specific unique
Identifier (a Master ID) used by the system to correlate user agents is generated.
Preferably, the unique identifier is stored as an encrypted cookie. The Master ID always
represents one user agent (and, thus, one cookie-able device’s store), but this does not
mean it is one “user,” and it does not guarantee that the user agent is associated with a
human user. The system tracks user agent behavior on and across customer sites that are

served by the CDN, and these behaviors are classified into identifiable “segments.” A

“behavior” is an event that a user agent (as identified by its Master ID) makes on a site.
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correlate user agents is generated. Preferably, the
waondage2isglentifier is stored as an encrypted c®OKUS2007/076255

The Master |ID always represents one user agent (and,

t hus, one cookie-able device's store), but this does

not mean it is one "user," and it does not guarantee
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cus@moreo §wt bpfa'ates e tranfactoma isins (e. Sy tveb mftesatrmluclommmﬁrd mechase

us ed t he cuystoner r. athers) for_.other purposes
hm}é)%i @Vem ey p aS&yﬂ&m{"@etéﬁm@ ﬁ?glﬁ% Fuing S on e ike) may
use thek@htemlBALEAE HITHARNGBEE: thS user aBQlts Maf 4@RL tBOsite and, in
service. In this exanple, a given CDN custoner that

Pmmpéﬁrawésth@r a pfa:heldmtusomgenmstlécel(yetogne anatummt@i engityfe.g., a

S -pur hase [ i nvent or,
softWARERLENS RPN B By sl S o Sty ke Ui o P BF
servitekd)thoe@yuserSagehil endsy Hkemid be @aﬂtcﬁﬂl 8., hihn@f YTEEH © Bpeaiadit
the user agents that access the site and, in

fambtg,tqs,r@mgamon At riad Ofé‘ebﬁﬁfﬁ%{‘#ar user agent is likely
to R%ﬂ%%%‘ﬁtaegaﬁﬁgﬁ’ Eéfv%l 5 | A= maﬁﬁll FI WAEBN pﬁ&a 0v1der

"bot" e site can use t dn to of er t
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use ::Irl'i(l)et egg}l alélﬁ ga XEHBPIG ﬁ%st?ﬁl%fe[? l%ﬁl PI@ ?té%gl acturer; Customer

web site that provides information services about new and used products. Customers A
and B have (or may benefit from) a business relationship under which they share
information about the end users who visit their respective web sites. In this example, if
both Customer A and Customer B use the CDN to deliver their sites, the data system
herein may be used by one or both customers to facilitate and extend such data sharing,
as the CDN can use the data system to collect the behavior information of user agents
who visit both sites.

Another use case is a “targeting” service. In this example, the CDN service
provider uses the data system to facilitate targeting of advertisements, e.g., by generating

a user profile of a user agent and providing that profile to an ad serving engine.
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A third use case is a "partner" service. In this
exanpl e, the CDN service provider uses the data system

W@ aooga2ssele f ederated services on behal f of tweCDUSHOIQ76255

entities that 20 use the CDN. As an exanple, Customer
A is a product manufacturer; Customer Bis a web site
that provides information services about new and used

products Custoners. A.and B.have (or na enefit from .
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ti nts, e.g. ener at.i. 30a user profile
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sonme of the nore pertinent features of the invention.
mattey; berei way be éplemented: be construed to be nerely

il t] . . Fgi.al kts.C {

at APER 1§ FeprSPAASE B SRATHE Bl Bondc R S R G of
Figdeflf erent manner or by nodi fying the invention as wl|

be F(jescri bed. 5BRI EF DESCRI PTI ON. OF THE DRAW NGS .
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arcHiRYERE foP Dslind DAl VBRI A SEIder eof T eference s now

made to the followm ng desCriptions taken in

corfjigure tliipn nwir¢ Hethilel tHododipgrayi eftpnomatwidivgent of thewhilinh:
b hFi.g\;lJéﬂ% 1 11 s..a representative content delivery network
SO FOSRBOIBIEET 10 matter herein may be

| Migure BtiBektrates a priéc@yifi8wasiciaded ®R 88 R¥hat] R rAdGe
_ . server of the content delivery network of Fidgure 1;
initipteg 3¢ an glgesgresents a hi gh | evel view of a online

b i.ar - |l ecti ' i.n th
05 A P LS B b
detRigired ilhockesdi rapesdantnive avergirbiidi tha niclodestahiet Givepments.

R BB AeSEREToR of N IEL usra vk B onmery

opeftsiBiRet Mhddr Ae&YinRl haRitA8F bS GhYBhented in a content delivery

network, such as illustrated in Figures 1 and 2. Use in a CDN is a not a limitation,

however, as the subject matter may be implemented in any environment in which one

entity operates a distributed network from which third party content is distributed.

In a representative embodiment, a distributed computer system 100 is configured

as 2 CDN and is assumed to have a set of machines 102a-n distributed around the

Internet. Typically, most of the machines are servers located near the edge of the

Internet, i.e., at or adjacent end user access networks. A Network Operations Command

Center (NOCC) 104 may be used to administer and manage operations of the various

machines in the system. Third party sites, such as Web site 106, offload delivery of

-4 -
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Figure 6 illustrates a process flow associated with a
segnment operation; 20Figure 7 illustrates a
woepseesat ati ve user profile that includes a seCT@S2007/076255
segnents. DETAI LED DESCRI PTI ON OF AN | LLUSTRATI VE
EMBCODI MENT The subject matter described herein may be
inplenented in a content delivery network, such as
res 1. and 2. Use in a
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COUS‘FtF PEgs 28 phpedata fom @éﬁfl%ﬁertf‘és Geeteentes thatdaa aeress a region

o ERISARFSha SR ol pispSoulendis gotice

facilitatgaohitaidgalogging, ﬁlentgdiillmg,r mm&cm?fmpmdaitﬂzqr opeatibeditand

rovi ders of fl oad the| content del i ver aliasin
s inchonk SERSOARESS BRVEH S5HCCHE TB9F the neui Aavell as
the S¥rv&UBaHQRB RSO AR, BaficAH 184 LI PRADBN STddYy Adb&ling
service provider's authoritative donain name Service.

medbagissklSs whishtis agbonitetivuifon contpntalomaisbeire anaged &y thaoCDN.

ut ed co ut.er ste t n
A ollfulocodd G BEmRaR G a8 R b e B b e ep R e fpation
(e.gll@hcidata ﬁohﬁalﬁgs tontbrt] ctacilingdiioad balhdifsN Aa Yhealils to the edge
i nclude other_ infrastructure, such as a distributed
Scf‘i%& Ariduptered BrEigyiste w8 machined8 cempsiseisagunedity hardware

aH ShtePPLRiuk @]&(Ij_sg@rl) 989 ?u ﬁ{ %erﬁ&%éﬁ%@ﬁl%rﬁé? ?‘%”hgt% Rinux

5T oss a regl set eglons passes
or vdaget) 204 dtiheppbac kneeandnmycsapp]mtlbﬁm%hlﬁz Td fatilama chi®nt

to f I t t t l.oggi n alerts i1]in
dehﬁ%ﬁf&%%'ﬁ%'ﬁt 0L R he%%rf%ﬁﬂ?ﬁw% TeCi oA drhpippLEA s, such o
an HEOB W, OX§D2§1 i B8 RE bR Ko E %n?tcnliﬂg Pﬂﬁ@é {0, 4 he

netmork as well’  as the server |oads and pfovid
distributed dita cpﬁwmn@rmds 1 @adndithedike o The RS proey Q0htypéitiallpg

inclgg?%goﬁrwgss %gé%%}gfeﬁgﬁeé%%ﬁh Bl‘}llg ! hs%%ﬁtﬁgltanggerfp%cess to fac1f1tate one or

more functions associated with the content delivery network.

A CDN edge server such as shown in Figure 2 is configured to provide one or
more extended content delivery features, preferably on a domain-specific, customer-
specific basis, preferably using configuration files that are distributed to the edge servers
using a configuration system. A given configuration file preferably is XML-based and
includes a set of content handling rules and directives that facilitate one or more
advanced content handling features. The configuration file may be delivered to the CDN
edge server via the distributed data transport mechanism. U.S. Patent No. 7,111,057
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15 A distributed data transport nmechani sm 120 nmay be

used to distribute control information (e.g., netadata
woaoasapzege content, to facilitate | oad bal anci RQE/USRE7/076255

the like) to the edge servers. As illustrated in

Figure 2, a given machi ne 200 conpri ses comodity

hardware (e.g., an Intel Pentium processor) 202

runni ng eratin stem kernel (such,as Linux
i lu%ﬂtffsa?rwﬁ% @KJTO%SH%‘EW’?D@%&’@%‘? 1V$1155 AN MARREIRE dgs) SEERF Fepignt control
mfcgﬂlgﬁoﬁ‘ -and Sl & (IJﬂ'lEIaéd%e %%E@égnn%pﬂﬂyﬂrﬁﬁﬁﬁﬂ c§§5é’ P&%%wﬂ‘ee fboy the
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I t
whe; SRt (6 O lnieR o TR 1IN 4B gRe SEver onaghyTores (§-hes)
receli MEBud3F R YorkEift, 1PAERs! % ihdt it €Sr DhafdBOnaTBOhRE ed
therewith an edge server manager process to facilitate

hostmameassaeiatest Witk 8tei requesh sié doiratser mitch thth@dg?@nn@n process

ver ne rk 25 e server Sugc
reieff b Batost i i E A, e SRS v SRS R R B R ne
con€igiita€ih ﬁtﬁﬂioldé&&ﬂnrfem @411 hpiidié eleablnesO Mt handling process is
domai n-speci fic, custoner-specific basis, preferably

desgriedgn RWQ{Q 6349ilP@s that are distributed to the
edg Wi V,
CO0R N LRSS AR AR PP O B et e
des¢riteddurtesn asisghn Oﬁhmfm’eﬂmﬂbr ﬂ&tl adbllgrgon wystam amch as shown generally
dire t|v s that faC|I|tate one qQr noye 30 advance

in FagHe dndn HuhEammie- s piaed thite LT 5a8a SevFomashine(Shelas
shol i 4 du¥e D PrhsttRed Beltdd t6 ﬂgz@ucﬁear $én d’dt@c&ltb%uon routine 302, and
| NoO.

stributed data transport nechahism U.S. Patent
thatthd CDNBigludes b uhmueat@scrdnedéneTW) thatfrcczeswtels;,gnrbcﬂseest oranages and

oS B TR P00 P SRS SBROE) A

repreBéritiRlendbdiaeht REink] @MbRbO R int ih BenjhdMonelivh £Eontent
provider itself, or (via an extranet or the like) the

deliyeitnasvors ithioyeh thiziistnonalimitisionpdhatlaster msluges terfollowing
abs?%t\fgﬁc‘u)oﬁg%@er C%%ﬂltl%g n?ogiglgeeﬁfllr ¥o arel ngag ﬁ{odﬁfeoﬁl%s #nd ata

I'ves a I't” séarc
anaBysisi mot&ﬂe $09. eRésnlting daed i¢ btoped ia reprsitorne310host nanme
ass ed wth the request. If there is no match, the
edg %PIOSPF?E E"}“&E‘tléd?"ﬁe request. If there is a

TerHﬁﬁcﬁB the edge server process |oads netadata fromthe
—f“%!con rguration file to determne howit will handle the

r e qliesfollowinegt tetmaindlogpds ywed ¢e e costedesicthe bdgedt matieSdescribed
herF?atent No. 7,240,100. 10A CDN such as described above
Wy be extended according to the subject matter
desesBROARLBLMA SIS &1 ClkliPrHglayi or data
col lection system such as shown generally in Figure 3.
l*n ContentdBravigérea CP) t A s/chsiel pEd’ldeh,edssm@i toee addigh customer.
seryer nmaching (such, as shown in Figure 2) has been

&xt erfgeslPomsin §%wag %S%}‘V%F@ﬁh%iéf’tépeld}lfteé&?? igs 9py ParHgular
30240 V%%ﬁ gaﬁ LiiBeddily B;eéty&eﬁff@reﬁ{ Web&es.( ﬁ@%{@fe@m

bel o recel Ves, ocesses, manages an
advertiser who serves images off of one domain but within web pages of many

different content providers. The cookies set by these objects are often referred to
as “third-party cookies.” For the purpose of this document, a Cross-Domain

service also is assumed to be CDN customer, regardless of the relationship (if
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15stores client machi ne user agent behavi or data
received fromthe edge servers. A representative

weaenbwsdizsnt i s i nplemented within or in conjun®CiTars2007/076255

with a content delivery network, although this is not
alimtation. The cluster includes the foll ow ng
abstract functions: user correlation nodul e 304, data

renpyv ul.e 306, and ata an si s nodul e ;308

RocHvS el B N S g P s S LTE Gy ROV ggfpose web site
ab oy AhMRANEL fhe X185 LHBMAINREVIEEL @WjecthRbdABtiRY. The
following termnology is used in the context of the
subCementrifaovider Ueskae + Becholer el by a GCoteneRtovidemin mpartidular

of a nt ent Prow der. 25 Content Provider (CP)

do
ng%%né‘?’ir%‘: HET 88" assumed to be a CDN cust oner.
Sejpy L
coﬁf?“et?“ﬁbﬂdpam o E B RRHERR (o ket Sodm B2 8ider, ora
obj@Eﬂ% in different websites. For exanple, an

adve S o .seryes | mages off of one domain but
o Fabte T - Sl Restaped 4 1 BB ACTOBEE SR vt dor s,

TheM% Emafte! TRY ddER Gs QP i oﬁﬁﬁlnhg i

30as eﬁ)r% party cooﬁlﬁeg Oﬁﬁ%ﬁglﬁ%&%ﬁ%&g{lﬁ IS s

docammﬂtrgeagnﬁa@sasdhnnberdbaémw: ce also is assuned to be
cust regrdl the relationship (if. any)

?DZIP Bt v tgiéfhel%]é’ Nviertice pravideninghg namespace

prOé/fad@6nt¥ﬁ19§<ﬁné’iﬁ%oﬁthﬁﬁlr%%5ﬂh%téﬁﬂ)9h the Oross-Domain

Service's objects are e dde Cont ent Provi der

@ooMiagter IDACoakik i-elteebokiy sat iGalk BhktePDowmatecontainiag the Master

partjcular domain to track a user agent. Content

Provi‘der ID - a unique |ID assigned to a user by a

GONGER A ROV iA‘Eeartomﬁ?111f‘id@ﬁ){iﬁ)able web client. In most cases, this will

correspond to a particular machine’s browser. Typically, a user agent is

instantiated when a web browser is opened on a client machine. If different
browser types are opened on the same machine (e.g., one IE browser, and one
FireFox browser), there are two user agents. Although not meant to be limiting, a
user agent typically is associated with a cookie-able data store (i.e., a data store in
which cookies are capable of being persisted). As used herein, a “user agent”
need not be limited to a browser or a browser plug-in; the user agent may be an
out-of-browser application, a process, a thread, or any other program. As will be
seen below, the system has the capability of characterizing a given user agent as
being associated with either a human user (or, more generally, an “acceptable
user’”’), on the one hand, or an automated agent (e.g., a bot, or more generally, an
“unacceptable user”), on the other. An automated agent thus may be thought of as
any activity that is not human activity. The ability to characterize a user agent as
associated with a human versus an automated agent provides a significant
advantage, in that it enables the CDN service provider to provide a customer with
a prediction about the nature of the user agent that is then making a request for

some service at the customer’s site. As will be described, typically this prediction
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Master ID - A unique ID assigned to a user across the
system Master Donmain - The domain used to correlate a

wais@s/oz23ae fferent domain IDs in an active appr aThS2:®3/076255

descri bed bel ow. Domai n | D Cookie - A cookie set by
the CDN service provider in the nanmespace of a Content
Domai n contai ning the Master I D. Master | D Cookie -

The cqoki.e set in the Vaster Domai n _¢ontaining. the,
VSt BTN EE B ReTeAHEnE Ry G LB G N GG U g
cl iRfintiall, dPRRinsCRSRIated Bith oMer CTROENESRLRS TR Frediction may

particular machine's browser. Typically, a user” agent
i s Herig thefiormtodd vahéd nsea soasb (BUSWsert répgeseperadniidenge value. The

on VHS S HE e e HHemies, APaEeniiesyd Broe. Ghp GR@ e
Fi re@htenidift QYB6]) chdrl@EoraéReiciatidfien A 9HEaS usd dakdl AOser

not meant to be limting, a user agent typically is
as fgentandgs wireqrest to doksustamirsitethe systen erqvides the epngent a

pererap gt L& GORA R R SRR EprBlRs Bhrugepos gt g wer

| i nigbmds hgosiated MEES h@rharduder oVaiutpk@diagent] the cus@mer then
agent may be an out-of -browser application, a process,

a tiMFes AEIVEr acHA breRRAnsp i e Asdigtionyi The N&/Symanrepessenimore
th . zapahi Lj f .60 {Z1

o oY LETARALNE CRDR e Qo LHAT LR Ry be oo
humaaore (fbecke{sSrassoetatezl wme VTS yor iBrequaakeptsabhe mme fing-,

o S35 PRSALIN o SRR AT s

UsePUBBEIL AN MU, at ed agent thus may be thought of as

any activity that is not human activity. The ability
t o Rytigrably. ¢hd preseat inventicgeacks dsenssgratsawithinand hetaveen sites (or

o SRR oAl e B BB B R e
usert driRladioh teoduicC3HL QREd fokr tis pupbegdi ction about the

nature of the user agent that is then making a request
The agiyganated/ingr wark ankwllewst oner's site. As will be

descr § .cal | y.this.predict] Ny f.upct | f
e LB R ot R S DO SIS AhE

(i ncl petsdiged PDoRAin HY Cyokid O MBdon thigswe fhsdleddWbédh ioéhiFled,
CDN custoners). The_ prediction nmay be in the formof a .
val i dthgecderedplesyne fugthey) actiga Ifngirredisent sheusehivrthe Mpster Domain
val uey, JHagi V4R % represented as a nunber, a

percentage, a code, or in any other 5convenient
sy holf, the bagrabvee notgureseapa dbster ADicookie)| genarateypnembinigee ID and

case, the er ent . npke re st to € customer
o't st MpSee b and B s DS FEADF 4 Aot Resent a
VUS 't Rikstet N0ic6aMtie kAPt BRIV, GELIAMON, ﬁﬁfi‘f SalfOREERLNRS to be

that the user agent i's associated with a hunan user or
an auseamthed andram Domaie acy Boower IR bevkit.akes a gi ven

actj og_i.n response_to the-predigtion. .The VU

et eReifeck SRS Bad o BECOHER! BAPER LT sy Ty such that
humantheV gst&aD) candowebd @t by £ DdmalidED € oBR¥ Withih M2 dR¥nain’s
nore "buckets" associated with a VUS (or its

equi vBYBPRCES 0 t hat nore fine-grai ned predictions

about the client machi ne user agent can be provided.
Usgy Correl ati on Mdul e Preferably, the

pr SeRtH ™ ent i on tracks Users Agents within and

bet ween sites (or 15 CDN domai ns) using one of two

nmet hods, an active nethod, or a passive nethod. The
user correlation nodule 304 is used for this purpose.
The active nmethod may work as follows: 1. Upon
requesting an object in the_,Content Domain, check if
the user has presented a Déﬁéin I D Cookie. If so, this
user has already been identified, 20therefore take no
further action. If not, redirect the user to the

Mast er Domai n
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to acquire the Master ID. 2. If the User does not
present a Master |D cookie, generate a new unique ID
wanaes®er3sshe Master 1D cookie it in the Master PDEABRIDT076255
If the user does present a Master |ID
cooki e, decrypt the ID, validate it, and if valid,
re-encrypt it to be 25set in the Content Domain as a
3., Redirect. t he back t

| D ki er t he
ot o s S BRI st B ket WER pis Yistes iservice. The
Mast eUsé@ﬁﬁQhﬂQ)@’h@@mtbr@@s@ tORR. Qyi rfPoeké Bro‘NsElhddEs not

the domai n's nanmespace. 30For exanple: . Assune t hat
t he Upesetdke Remem I @ocﬂ@@nahym_m&_ psinpgpacdivehen it

oo SuetRunl? Sl ) BEASoeS0 Bl he BERH RGeS o e 0

I D cowVeabmrhMevmmNWxszme ace, when it
re uests ht t //VW\ANxzcorrifoog so the browser is
dbe bigen &es aogjpresent a Master ID okie The Master Cookie (e.g., 26) is

2. The Us
g\g\gg %%B?gééﬁﬁﬁwwﬁ&ga%he l\/astereCooEire

(e.3). Th26jowser BahernedBe@edkack tb v yamiAbe 8If? Mdster TD=26,
nanespa The browser is then redirected back
to vl Jﬁ?‘zseﬁ‘@ﬁf?‘b%lf gnd elspmats the Dosmaig ID\fproke wehs wavw.xyz.com
foo. gifmahd.al so sets the Domain I D Cookie in the
WWw. Xyz. com 1lOnamespace. For tracking and billing

For prarlpog esq biilimg ﬁﬂpb&esghe N RevihaDbiaiddbkCeokia adddor thidaster

.ably. with I '
D i aret bR sk e e Se B wolindh b gt it our?) She Sageserver logs
are HRAProeOeaDHaRe Mer LHRIHER! meatIE eAsQiels&[beH‘B@le@ as
descCri bed bél ow. The passive met hod may wor k as

* bt passive mdhod may evarkes ’é:dﬂgwsser ver record (in a log
n b Fles e Bepie R Bae B HR) Rt Caer [phCookies i
I [ ne) sérbecdw(th @g ®bfeenmi n User Cookie is served with an
ob) Z?C%-Iave the edge server record (in a log line) if a Cross-Domain User Cookie is
served with an object.

Note that separating the User Cookies from the other cookies may require some
oftline processing to understand what name/value pair corresponds to “username=ID" for
the particular domain. The CDN service provider may separate out the User Cookies in
real-time, or it may choose to log all cookies and then separate these out in some offline
processing. Furthermore, if usage patterns suggest that a cross-domain user cookie was
served to the same user as a per-domain user ID cookie, the CDN service provider may
record the cross-domain user cookie in the log line corresponding to the per-domain user
ID cookie, and vice versa.

At this point, for each per-domain user ID cookie there is (a) a set of recorded
actions and (b) a set of associated Cross-Domain User ID Cookies seen while serving
objects in that particular domain.

To create a complete picture of a user’s actions across the CDN, the service

provider may then perform the following:
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Note that separating the User Cookies fromthe other

cookies may require sone 20 offline processing to
waonosroetzsad what nane/ val ue pair corresponds t @CT/US2007/076255

"usernane=I D" for the particular domain. The CDN

service provider may separate out the User Cookies in

real-tinme, or it may choose to log all cookies and

then separate these qut in _so | i ne_processin
Fur t Her nbreie 1o it %Iglaomt!&-@ﬁﬁgf% ﬁa@e@r{d E1oat Dprmain_Cookes
cross- dog@apg Ui&%aﬁ?%é@th@%ﬁ@ﬂﬁ?aﬁ chi @&”Boﬁﬁﬁ{ User-ID

as a per- donaln user cooki e, the Vi ce
prOV|deeraMﬂzauecord the Cross- donaln user cookie in

the Log Line corres er-d ser
cookiie] ERbel foide 3R 8 D! Gy i BTN B er 1D
per - donamomgfoﬂl@@@ﬁgte there is (a) a set of
recorded actions an ﬂ@%ﬁ set of associ at ed
{Cdi

Cr osii- Dofar 21l ¢enkies|iD st.addpllwhiociatesidreyilgnain User ID
obj ects tﬂ %?gi ikﬁﬁ | ar domain. 30To create a

conpl et e i Ser's actions across the CDN,

the BervRepedpbeps dbrandei) Uhemdd@edf de D her tﬁ@UDW\lllﬂ@:hanges
i. Create two lists: Domai n_Cool des (DC) and

Cr d98e eignarerPtis presbee idemejcation setieaies flo nobisty wava qogkies. A
conl'g Iﬁtt:nt cthlﬂl d 1sairobén'i:5%}r11}ﬁf ale)I? E[Phq‘gdp%%fl(?elrp %%ﬁl Q/gxgzﬁﬁyare

or a kles I'n assocl at
nowamﬁssbabnaln User I D 5Cookies to the CDC list. For al
coo i at.ed Per -

th 1
I es I@?ﬁi‘?ﬁ ‘S&c god 41?'1 3’&"}5@ S]Sé’?an ﬁ?ﬂsg%?@g‘éa’fhlgh ¥EE lmrgguced in
the ?ﬂ@f P( i 'sﬁecﬁ‘ﬂ;ta'tll)n n?x‘c&cﬁﬁfn Pghe?@eaﬁrcaﬁd?le if¥erder Shecifies an Etag

changes. her passive
valuedeharn feingag o nbjscth e nhent dlnt wathes geyohjgro wilt sprcifg shat Btdgdvalue

wheRAERATE b 1T VT EP P A" ROTPADLBE PR TR Snd Beive

idedtification Sdhente vaitROSERIbRe. Mash@d a fildt tifheaReleagests £ dhiect from
whi ch were introduced in the HITP 1.1 specification.

a giA@z:@qrﬂ«?rﬁ@rQVédqrﬁl@n@bb €ighitesicpanand ¥ direefed Yo C@@é@dgeu seever.
t
heek ey Bt S ARV GorRPul S5 M IBPThe bR gopver

senree mtaﬂj;]eon,gsphdfléym@ﬂﬁ@ﬂamﬂ]ﬁ) mﬁheHEEfEE flekdlofod HEIERDOM{DI’Q @¢bponse.
one passi, ¥1g§ t‘hdent f| cation schems wor ks

s
Whep fHeRiaNSCAEHESIE e §idq (ap! Fretugeta e B GBI gl ipispegized by

thef:?’i \eBd&H N5 g%ff RAtin E{eqyw%m@{m&me& g., test.com
I's direct edge server. The edge server

t haTtn mmne@etMestae@mﬂlcmdas atdets. dlarewsiviest the fird.time user

reay by Brobiest R e SeLgrs Bated B cpiBs ook’  Birseg sorver
gen@ﬁte‘é\vﬁﬁﬁ“ﬁ MR ster m\&eg B THéI Bl § §ertf&ﬁh§d dftoli@Nfle VRAKLIDSs 2

the sanme obj ect It is recognized by the Etag header
date, gef, intSTRIpiéng the ddpsten IPHe batie mymbieEaDsacendsethat have elapsed since

the start of a given time. Thus, for the Unix epoch, the encoded date would be I January
1970 00:05:05. When the edge server serves the object, the encoded Master ID is then
specified in the Date field of the HTTP 200 OK response. When the browser next visits
the site (and requests the same object), it is recognized by the Last-modified header that
is specified in the HTTP GET or HEAD request. The Date specified in this request is
then decoded to obtain the Master ID.

-10-
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In a variant, the Master IDis encoded as a date.
Here, assunme the first tinme user requests an object
WO rH30228?. comand is directed to a CDN edge seCVAIS2007/076255
The edge server generates a new Master ID, e.g., 305.
The edge server then encodes the Master ID as a 25
date, e , interpreting the Master ID to be the

e Sy 71 PR A
alscintrBdwwel sl teeriTP AN UREX fid i, Q%rQ Ehs%e HheRst i KeBRquests

server serves the object, the encoded Master IDis
an anrmﬁ fropetesticoataridrs divectehtoea €D etlgsfervie TETEe Gervexgenerates
en the . next t he srte and

 nsE BT B e ot ec 1R Dl 4 05 S s

haslh- ﬂﬁfcﬂﬁi@ dh tHeadadieamiyr THhwddes @eﬂv@r Hee §ér(résﬁﬁe loBJ el:th @péﬁﬁ'f}—ﬁg the
GET or HEAD rgﬂuest The specified in

Magtergilibigra CanteraviDadieddietithe éﬂélr‘ﬁ HOKHesporss: eWhperthe browser

non JeROBE Sba Rt ol BrllUED, s b o PRARA e Teng MDs
headt®i ERat it spesified iiff the Al TTMGEfesrdlEADSeqest. he first time
user requests_an object fromtest.comand is directed
o Qf cRicctigebews 6 mereiyidl lesrghive erapples s g egiven HAWP
heame% o N 1D R E FTo B0 S Fechallhe 83 Collction
meﬂm afrthe PesciiTheestige Fles wehnighe s erefsretie as)bqr\aclbadmg a

n th ter. ID a. Cont ent fre h
v BT ek BB iosink e e abkn Mrater H1Cs fioe bR gaca
thatSh behefviddl e REHA A that NS DIRerABIREJubs fdrtpak dg e q\@ryter@& (such

by the Content-MD5 header that it specif
as epibppdigE thegidentifRpDin @qUBét) ma@‘almﬁﬂr@d t he above ar e
’g)éo\{ca;l]!yleﬁllrg a{:t t Ia\r/ng{]og' gor ve teﬁgl’lfl I%Ie% %.1 ocrI%gV ev%n'ﬂgﬁ content
doma'imiso rRrefetabiy, howked| hdithat ﬁletabﬁveiﬂd1q:a§sﬂrd ree]imqm:srﬁaé ted®n

of the present invention. This technique is also
certaigrsifes. @ detgrmiged gy g Ré’ﬁ‘dlidﬁ‘g@f the GIbAustore, ekt as

DatEﬁ%rﬂeFﬁ&{z{@tTrQ%fbﬂﬁﬂéﬂed in the given header field is
S ot herw se expected in that field.

O HBre ctaea:zhmilwwe:nodlﬂct 3%srkem@ inpet a\desieeof dabx @sitsclormsponding
i.n_an al so be used.

t0 3By B L DG AT Ol MR ERHTE, FRERATEGes  ar o

uses Qnusgf Mﬁ&ll@&'m@ﬁkﬁpﬂot&%ﬂﬁpﬁ%dr%sef erably,
however, neither the active nor passive techniques are

usedl dhe seartsdPomaintBy MagterdBt er mi ned by the provider

h bot h. d
o e T R BEhENE (ncflaifliery g&%‘%@%ﬁ@%&%@e 308

t akes Tae rdfopiy URLS®F iheSeqies@abopjedlVif Svagasiespondi ng 20
to a user s |nteract|on with the CON. Each unit may

corf ailine pothe gsqsii e: A user rrachl ne's | nternet

Pr ofo A T . er
o RS SoRke LRI MErHARR, ol Qi fmlRELS
PC)sTed val (Desmes érdneyrtlm‘mnmg p};dRh.defr or the requested
obj ect (J f Per—lfa)loln%ltl)ll I?ger ID Cookies

»  Cross-Domain User ID Cookies

o All data returned to the user associated with the request
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250 Tinme of the request All cookies associated with

the request, including but not limted to: Cookies
wa@eesheg23she content provider Per-Domain User POY/US2007/076255

Cooki es Cross-Domain User | D Cookies 300 All data

returned to the user associated with the request

Preferably, these units are provided together, such

th he system can see t the user_ did over tine.

Asaéfe%?iﬁ%% 8&‘8%?%@“%‘{1@%? toﬁ?tg?feﬁ thatthe sygignycqngsee what
the Bas Sqbodpitagh a Data Renoval Modul e 306. This nodul e

W ll renmove: 5 Any personally identifiable information

( PI A3 2 firsTpeocassarg stem preferaplydhedata inphsta thpphighe DasnBemsval

edj rd ipfornption Social security nunber, 100
Mo%lﬁgp%. ‘i‘ﬁls tqsﬁﬁ:flw

“@%Hen builds and/ or augnents a

prof i lagyaeseshinl Renifidbie hf@nlYash epm).D. As an
alternatyl ve tofiltering PH, the system may sinply
extract @uilhposerfsiname

o Address and telephone numbers

o Credit card information

o Social security number,

o Other

The module then builds and/or augments a profile associated with the Master ID.
As an alternative to filtering PII, the system may simply extract out non-PIL
CDN Cluster and Edge Service Implementation
Figure 4 illustrates an implementation of the above-described subject matter. The

system comprises two major operational portions, a data cluster 400, and an edge service
402. Only one edge service instance is shown; of course, this service operates on all or
some significant portion of the CDN edge servers. (As used herein, “edge” server is not
intended to imply any particular CDN configuration or architecture). The edge service is
used to capture the online behavior data, which is then provided to and processed by the
data cluster 400. Generally, the cluster is a collection of machines that digest edge server
machine access log data. It accepts access log data as input and produces so-called
“identity” and “segment” data as output, as will be described. The cluster also provides
a point at which the content delivery network service provider, its customers, and its
partners, may explore the system’s corpus of data, produce (e.g., manually, or in an
automated manner) reports, and develop new and/or refine segment definitions. As will
be described in more detail below, to facilitate high performance, the cluster preferably is
organized into three principal stages: data acquisition, data processing and storage, and
data retrieval. The data acquisition stage is implemented on a Log Processor/Download
Receipt Processor {(LP) 414. The data processing and storage stage is implemented on a
Database Node (DN) 416. The data retrieval stage is implemented on a Front End (FE)
418. An analysis node AN 420 typically functions in an “off-line” manner. AN 420
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CDN Cluster and Ed .e Service Inplenentation Figure 4

illustrates an inplenentati on of the above-descri bed
weuabjs@erssatter. The 15system conprises two mapOT/US2007/076255

operational portions, a data cluster 400, and an edge

service 402. Only one edge service instance i s shown;

of course, this service operates on all or sone

profieRi S GEagled b fupince o peonrunioeh b oy oayeer ubsets
thﬁ@!iégr@gélt@g steNiR8dti guration or architect ur e). The

edgé servi‘ce Is used to capture the online behavior
datEhe dultd dhstesconipements owill de descoibathth porcdessEbEldy. t he

Edz& data cluster 400. Generally, the cluster is a
ion of machines that digest edge server nachine
acChfse h@q)r&efaely tIqu @ﬁé‘s&ﬂb%eﬁﬁ@ﬁsstﬁaﬂ RGufRlthe afgel sei%e
and produces so-cal dentity" and "segnent™ data

ideniyy aud mmnenagpwmqnsb érhd@sﬁcﬁl‘bfé@fe Iméeruerusd by amdeptity &

SeelfeRt SEFE: iR i el £ 160 S8R Ehe 460 by R/ I85 ¥REdves

incledd the EITPEWeY iyl 4)30E Pty Sssliattall servep mﬁwgee (§1>s6 .process 410,
manual | or in an 25 automated manner) ‘gorts and

as Pé%\@@ll%qbg%émb%@h o GIDY epsipreeBaissire e e dasioeAsy P
opepa‘% fes dn m%n éf- 3 i teﬂﬁﬂle B@hﬁw ci})tepatloﬁg Fdrigh sﬁte@% g E)nce

uster I'S Oorgani ze
thlstﬂn a@mn@ﬂmh{ﬁd el cuSibﬁ@E a1ay dh;b analsle| ue@ndnit operatiadsa Preferably, both

imp %%%ﬁét}sc{ng a&gé&%{l?ﬁ%ﬁ@? @ﬁ@ﬂnd ?ttéghz{sgst ]rérlo%(\gigfll to &eeedgg ge?ver
ma&’ar BChroeas/ @,“ﬁ} SRy Baesbel AY &%ﬁ?&?i;guﬁé-f)thél% sef 404

ata proce g and storage stage |  emented on a
integ@tsDatttla b gtven Nboéer (DR enm&l 1n'l§mcci at &thr@tghl achgival d@elithough
thi LEB enented on a Front End (FE) 418. An anal ysi s node

1S ARPAEH! fcally functions in an "off-1ine" manner. AN

4200A1tRG QN indefeadt 1SEL Hiahiahd, 28 YR beifnpldnf@ted R C %)ro gram
performng off-line analysis on | arger subsets of the

dcsgggcﬂ tganas gyruldrhigaded BastCGI procesylgtepiag dorgeguastsrirom a local
eqn Rchindh b{ﬁtﬂhﬁl Iggstgﬁlk dk&g{ﬁ%? v\%%ts%f\Jex Bl%%l?é’gr process.

Serw ce ere ar fera
Althxpghahe ﬁnnsudsﬂmaty descrtitsedi Iﬂ:khhﬁ 1ﬁﬂ$&naﬁdidlmaeip septemeiptotesses

nd se eratjons. These servi are inpl enent ed
(Isignda&h bt 1%5 &n%@@ﬁléwtm@e?wwvaéq@mSqrﬁerrzv@mg@ Rrocess.

Th eBl%qglg ﬂ@ﬁthg"é‘ﬁd 0 af o ﬁghsl are ahidGd HE Fequests,

t he roxy 408 a |ts asso ate server
usurmtlngethe rerhwsted opjeot essmlelf&,au:as obﬂle\f'lm#egum eacg iHGELP header

t t
or Ry KPaAD o reamen et Bt Fetiioyirrainss. Melaerrvermpnager
protdde RsbdntlsGReH afddas (HATH B§idnsS bé&(ﬁm) it & ehikddpaity Somain
accon{)JI i shed, the custoner may al so enabl e segnent

congpledhby mngIphSB(mey) ‘et 15 the domain in which the system sets the

canonical Master ID (AKID) cookie. The request to the abmr.net domain will itself result
in a redirect back to the original customer domain, for the originally requested object.
Typically, the only addition to this redirect is that the value of the AKID in abmr.net is
embedded in the request as a variable/value pair query string. The edge server manager
process will then set a customer domain-specific cookie, the value of which will be the

same as the AKID 1n abmr.net. Segment operations are less complex, in that the user
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i npl enentations are configured through netadata that

is provided to the edge server nanager process, as
woe@sioeass? y described. As seen in Figure 4, thecr®S2007/076255

server 404 interacts with a given cluster front end FE

i nstance 418 through a firewall 422, although 15this

i's not required. Al t hough not neant to be

limting, 1SS may _be .inplepented as a C progra
only;frekes ohale RAYTadD thit ol P ME el S Bah s g server
m '\E/iléélt 5106438 issBing AFEMBRE Pedub QT RettiPGR|se R SEOMBAGon of the user.

chines that “run ISS typically also run the edge
Thegespoase toethiagequeptrio iteelfa redireeto faytwitichecistomedrinpetadata ig then

ibed b i, i.mpl epent.ed in.t
conflER A kLGSRl S e gt 1 pi e SRR R fogppyt grom
whiBR¥ndiBert@ké Y& vérAnii@eB5to€ess 84/ SltradPiha €S mdHt @98 ffation from the
Broadly, 1dentity and segment oger ations are triggered

requsit angrinelyde itgep headgn isthe finakTRGP aequget totthrecustagus Srigih server.
obj%ggﬁﬁt SECI‘i&Eﬁ feature of the HITP request (e.g. HITP
he value). On requests that trigger
| deTd édapledpaitay bperationshauinbgbjatv@l relaR(RkePiro ¢€lsSed to
responds with a redirect (HITP response code 302) into

seTvg 8 hiTkegep Andipr dereaits” objeetsnAlhprgiungsyneanktodoNipiting, good
. t oo Fort ) _
can@8opE e L b OBl B AL HELE B  pica

visit echesite. t Alfhduegh abtmeme to He timitingyigbbd tarslédate osats breithosa

.redirect back,to the o inal cust r domain, for the
objeSH R RPFAF PhTBeI%HY § | g PRgs A04{F 91 DESE PigFs yiiroughout the
i hbdrR)) "9 " [ . ; L
givifobard TOiRA DR EAd kuitcdiat AVEld ol afaiht situations
wheya eichbies byewsges neyer acgepsrapy soekiey . ThRlyeeneblg éheseystear to perform a

chelR AR et BT e Rhevm bRE%% Bihe CufOih R 1 ssipmer

profeVEhad dné BEmMAId ddokies 3BNEitle lsessDRAPTBREMARAT @ok@RF thdrthe

. less complex, in that the user only nmakes a single
trigges phissts mannatiedicessairys Voien tiipgerabifgessare pishipds servet he

| .
ma D EY Flo ROAAEE RRERS (oMt ey bOLEH R B
cookieSphrgairt df thhireguestoloes hot, theh ttiseinbnayer peicemGets theodppropriate
ggi cg}ecustomar tadata is, then configured to chase.

coogede &HQPWP“PF?e"rL?‘Edi SEQULT PLICULUE useq 0 fetsh dhe ey gnanager

proé@0HLSlirddi CAA-AsD i 1RNBERSE: &I8S8n S TYVRAN TR W& irect is only
process can extract the segnent infofhation fromthe

foroed e ({ 1)athel uian dhsipieeséntedathe apprepdae cookiehigithénthé opeTsPon a
reguest, to the.customer, origin server. ldentity
reagsSRST 1 ler R S5O0 PRy ey B Pt RO g @) the
"ex&AkeS GbfecOR re@lcgdéant pages are selected to serve as
“trigger" and/or "execute" objects. Al though not neant
t o HeueiSrhewa die rgaet flow damdicdnese fpagexeatte objreighat includes

i, Lng t [ IS qfi S
e A O BEOGE B, B R Rl 4B TR (R
prod8s hafdgder (@hogpestrattung) ifatie: Kbfleatfer & te tdrpsaiveljodiis. In
. that appear on the majority of |anding pages and/ or_on
this r?@%’ianﬁ%g}@% e‘iﬂﬁ’rséﬁ’&ﬁ BRTAGRHETUFVER S B ﬁ@ﬁf’i}d reqyest et ISS

macg’ilﬁ SleSTrr %vva;ia{ mﬁz ay 'dét@ﬂm*ﬁ%c? 8%%N’§ ﬁ%kﬁ? o84 Akl A0, é&it by

t uat i ons where end- user eérs never accept any
the €800K)i vlsich fidrey thmadidl rddivecSlpedtam tThigedirest toation points the user

to the abmr.net domain; it includes in the query string an encrypted string that contains: a
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custoner domain. |If the custoner property has one or
WOoers/02138ki es set (either session or permanent PCT/US2007/076255

cooki es), then the trigger objects may not be

necessary. \Wen trigger objects are used, edge server

manager process net adata checks if a request for the

fingersty B e CH RS MHESET Ao oL or g ethe et Beb R detser in the
custtoﬁf‘er @%ﬂﬁfﬂ Ay E a8 feQRkieoriiBe LG RBRICARIN. 218 YAt HEld, the

Execut e” obj ects are used to force the server nanager
custprrmc égm;altnomae b dtarems dirbnu Shemaniernf dha propettynfonigstance, the CDN

cal I this redirect is only forced
ma ERaLy Gl R bl Ao 1 oS e B R e the
custofiel A6MafNE e RMEH1S. @I)mo 'As?%eéz?ﬁlbﬁ?ﬁrefﬁ the®dgk kérg&@hanager process
obj ect, or one already set in the custoner domain),
reCeiyRs tkl@)esmcm@e frepelSdt astd relgyethis jespanse tetbe etld-usEBF gure 5
sh t
oy bR ot PUTE oot R et B RO 6 e

abmraleti@hain Tﬂhishbqnﬂs&nﬁhﬂkﬂﬂc GEbra R rrABMK HED eoﬁd@ ealaefrit efy.
process mana (9g- host operatlons but the bl ocks

Sel'Yf'éﬁJé‘?CB%(gth‘F@ rr@@ foy dherdman es Pmmﬁf@wéa@vaafl ﬂweqwéon to
on 139 i (R T RAR . AP P S04 RE Boufn BB TGS AT CON-

maragedn®hS. heKBP nouichime takes omanfige dolbywidpabiorSDN) whi ch

forms the actual redirect |ocation. This redirect
| ocati on points the user to the abnr.net domain; i

P ndresaeae iKIbh df Eisarsgr Riesqni %t%ﬁ%ﬂyaﬁéﬁﬂ ileptifigy. thﬁatlSS
(0] I O

i s L RN R L
c usthe niestedivasennA KI1D fcmtms us@n ahd: the usarhms eithdarhe cust oner

domai n Thi,s .| ast t he custonmer domain, nmay be
dlffePerﬁ‘)’?"‘rIB@l%‘gkﬁén@ of the property, for instance,
t he CPN AR SR ED tHaloheQRARaR thyWwik BXROBIE ceet, and
"my.exanple.com"™ in which case the 5 custoner ‘domai n

is exanple.com As seen in Figure 5 the edge server
mariS@ ovillpe-cetabs usee's diKiEstottheonespmysd fforotine |dSS cumter.

el ays t.hi S o0 the end-user. The
%‘5%?1 ‘?’Z‘E% \]/]Egaqftﬁedt‘?—ﬂel’iscéﬁ’z redirect and fol | ows
thls request to the abnr.net domain. This request
b NG 4GS HNBdSERTTS. FURE BRE gﬁlé.l;@s G QK RARIBY, Hien IS§ ré{¥ues the
Server process (g-host) data for the abnr.net
dormaine AKBhsOfterwee dSStvellrfel:hLm&le next ¢age.10 an | SS
machi ne a det er. the | P address through a
DI\IS‘J’O BES 9’%%%%18 ﬁﬁﬁgﬁé@a '¥4me) . The 1SS machine
takes one of the follow ng actions: Reset the AKID.
Pr ei*ei abt1§‘ QSS' §§r{ds RrSSLObSKIE FUBLOBRES BE 9XIul B tedCRID bb&le, with an
I'SS attenpts to retrieve the AKID for the (CPID,
eXp@E’tﬁIﬁl\w "NevpalExpifedt [$hnlso gemarates & radivectciocmsitoarthdtas paferably

1derft],ﬁ:\:}ﬁ'|oi [ ok hl{;ﬁl %%rerrequeas? gxctegte thatl corllqtgi%s gls%)gc%{l q]ﬁgr% srtllgr/lgan

argument, the value of which is the same as the AKID value ISS just set. Once the user
follows this second redirect, the edge server manager process executes a final mode of

customer metadata designed for identity operations. This metadata path extracts the
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oavalid AKIDthat is newer than the one in the data

cluster, 1SS will re-set the user's AKID to the one
WO 2008/02288Y1 from the data cluster. Ot herw se, | BETmiSkd07/076255
fall to the next case. Rei ssue the sane AKI D.

If the user presents a valid AKID, then ISS re-issues
the 20sanme AKID. Otherwise, ISSwll fall to the next

se. Create a new AKID. This i, fault | .
ARGty frop e ap iy S e g cuptoragh et A TEh it wit his
vah®e it AIfeteYdind®s Mis bhRnddd e RYGER floW EWse@ﬂng?&Rﬂ' fe@hdsR object,

of "Never Expire." |ISS also generates a redirect
| ocksgmsnt epesatiang preferably identical to the original

us reguest except .that,it contaips a .speci uer

ot o SR BB Rlotb RS s fogiol B ofle RS wict HiSiufromer
requiR® séyshédt VistblifationSmh i FrstIRtdetedeGR Al Por S&hcd, T Dot

this second redirect, the edge server nanager process

mitigaiencastoper.iinarestpglieqs st wey brehospieradimshsegueingaedn a
choln NN, Q0ERTLLENR B0y BB B8 B o
otharpaitposey (enaaighiing M), Rllaeqkdses mayt keqtité Segvigdnt thformatidhs The
term nates  this extended user-request flow by serving
only piber BBty icquisuhivstabls searaent oReration’ i das the
: i
R R Py bl RIS o ol G Rbt e
sharell setretdeydet the messge digest sigstham cleat Wil mceonijmny all segments sent
¢ mtigation” ﬁ]lust oner, interest.i %9 r eﬂuest s may be
© e U pgY ey TereiuesHilaw & 998 AT R Reckout |
cl i Ok ard) fpRdPriakiOfeqfest UBé YPkent hRtadh@ firtd BEO&!BHHeRxistence of
usi ng the behavioral data for other purposes (e.g.,
the AXABeopkig iméhe)custamer raspasss sa nalye isawpt presenseepi ittdoes not match

i.af or mat i oply .other piece of infarmation
o ol VBl Bl MR kB NP Ot BRR: R acapeet oy
servinsthe i&juestad objeet. TDMesané presepfed b sl8 valit Hovag e thediméthdata
encoded string.to act as the shared secret key for the
eXtragls Y diees pT wieymetign fromide requept, a&c rgHRPsE hostname of the
. S . I I . .
cosBEREE A a3 £ OB RELSM A v ERBHANES) o o
requehie repgrehjecnphtidaipane othe ohigtlabrehjoest tquerestiing epuesy ofing of

the AKID coqgkje in the cu r request. If a value i
the fEEnFloEaheRt ARJD: FRlup T AR HOPrSsEt G 18 GHETBLIAEESE. and
custéilet Hbh¥int £FhS of thB@AstbEr &SHSN DB FNESIri IR BUREstPFIRE B8 Se server

finishes the request by serving the requested object.
marjagen frecasathga ijsnesseforedrd isauest wethi dbmhoetelparajn withithe
. adat.a extract.s ious pieces of information from
infop e Trig frohiey Tn YT TERrts M ygientarkiogier fever matager
prod@sSkeie tese HTTPI HRad@ s f@fevE Sl folhird re@@HISS nakéESf@y 854 particular

host: host nams/ﬁ)r operty of the original request, .
endugefifegicsh bl ecqachglsynior thierrguest prefergblydnslydesdhe pesieraendomain
and WShfhddpuery string of 20 the original request,

| D value of the AKID presented in the original
r edihés tsegment fetoh't mqeest doatmnnet ieayereaflt inhecachiSkioNRY the case of

omaj n gf g{ge ori ginal request. The ed%e server
thip Hiesdge PHEs MAGELPIQCSSS AREFR YOEHEIEqest torjw ISS

maci?;lrrﬁf_%'rp-lﬁ§§wiﬁ QIR ik Rk ke tﬂenm_tr[ggﬁéé ggmag-em ietehsiedmin

eaders in the request. e server nmanager

segipeigaefosnitaepor thie AKTHTIEN tieackarrslifedrdagvadugterf d8Salie parses the
resp%gs%utgsptrow}igie gr,ﬁly(%ic’os]; gergr}lgr{t? pl%%gsgtlm%alfgrrthe given customer domain.
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25 end-user request. The cache key for this request

preferably includes the custonmer domain and the val ue
WQR008[2238K] D. This "segment fetch" requesPCTAIS2007/076255

abnmtnet may result in a cache hit. In the case of a

cache m ss, then the edge server manager process

issues a forward request to an | SS machine. 1SS w ||

. retrieve the value of the AKI d turns aro nd
Findl, 9 € 4B B2 565t et e gl e np et st U o
"sedriéht CRRRIseZBentdal @ YSURE redpOc IS BeREHRE forlthemanager

response to provide only those segnents provisioned
progess (in fee afinvanet dompriontipicadiygs an empiyrhodyywith SSHE T eadérghat

r.esponse..(e. g.. a URL-encoded string of the
Con%glg’gﬁérggﬁgﬁtpﬁvzls\'}é elﬁigsegl@ﬁﬂtesﬁ?ri%:val ue "). The response
(i.el, Stegaine! 133D % LRegMBNAgRBDRARE %38, <sighatufte."gbnT . net
domain) typically is an enpty body, wth an HTTP
andga AHELE faspense sodaicrs. W00% eoommtigprégq S6T SR BHNBERY PEPAESS

i . 1 . N -
oo R P B it SRR e ST D 58, gl eage
the ¢ventinfla exchbhitR, mesiaonfoe tleodbent(iet JomaRAQOwEs thédregonbéiSode to

e seryer gﬁg@ger process receives this response

I

ed
a te’(“B%%*’ﬁﬁéPedHF?t_e( TERRORSE FRACTWPhaMptadatie stedits cpmstyucts redirect
locdtioR s ‘m%ehﬁes& 65t S¥EHRst § jeft, &ﬁf@a@a Rbin the g&%ﬁﬁ&@h@ad%?fmm the
the ab d t ode to a

.net domain rewites the response
respoespmeml§S r ddistanodr nidEdER reesipenthis 32dmd3H Mstrudied toddtase the

s used to construct a redirect 10 ation usj t he

redifep DS ede o FeT btier Pits ST iomms LTS P Biop RER HobtRame

"isdaRGBRR et YO RURN rEJoDBs td Sorh€ SHEP 8 Mokt (RBR S SThd ek BB brocess
net adata receives this 302 and is i'nstructed to chase

issuphiereqiiestewhichTp banstiese againy/ieyr theabegort petedase sCpevehipntly, the
HT’%{P1 ?%%efses%g{ with OO(H%I#E ?%c{]uﬁgtttg %glﬁ% éll?ts ¢ ¢ ﬁl'eargcme'ﬁr,:tgytfétch the

resol ves er g- process:
segraitdgformptiar) @ssalbs Sugiablelvd theGeesid, reaqesCld absir han ditedibmr net
agai n, by the abnr.net netadata. Conveniently, the

metg igried do feal yath: thigireqpestuses thegontentsrof dlgss fieadsrs to recreate
e D ek Pt SR RE ok R BB e halEBIE e S 1
inclodesdalmvalvetas a Theciad BT Thekques hastt 4 XESiSgned Sep Daexd). Then, it

wi.th thi.s. request uses the contents of these.headers
recriajey g PUAIEL RS R ARt FStRIGLS Foesdp e Qs p g @S
provifé MahdRqasst heRadTTe rdgi8st Bhder PR IR G tomeFdmaih$, which now

~ includes this value as a special HTTP request header
inclpdeg thesHSd Pyequesiipateit a" ). Then, it 20recreates the

ori g-nRale request. .Finally, &b~ SSU this request to
e T SRS Dot 188, | HeR IRE R P host
ThetR giRenteguesibn besdedes biyahe éde setiel BiRg Proves)servhd 4
now i ncl udes the HTTP request header:
respoysq fepmdhe il g1g§@'_vgatpéhe end user.
segnent _1%3Dval ue%0, <si gnat ur e>". The segnent
operation concludes by the edge server manager process
serving the 25 response fromthe origin server to the
end user.
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Data Cluster As noted above, the cluster preferably is

organi zed into the foll ow ng stages: data acqui sition,
waolae08/0p13dgessi ng and storage, and data retri ev®CT/US2007/076255

Preferably, each stage is parallelized and may be

scaled as | oad requires. Each stage is now descri bed.

5Data Acquisition There are several possible nethods

D by which the cluster acquires data. Access |ogs
—at%@—‘é%ﬂded by edge servers to a CDN Log Delivery

SerXi f&ed bRk, hétlusth Prdfli@b/ 1h‘§fg%ﬁlz§d Rith BRI B118@nR stages: data
source. As nO]{.e above, acceéss OgS are processe I§

acqnmitionndata prictssihgl ang sRiragse ssbdaga (et_ﬁ?vallﬂrefélfh‘@yL@gh stage is

parslelioat A Ry e e Rt P ¥kl 1O gpfed "

|| Kata AckhfsfionPr ocess (i-ftpd) oper ative in an LP
machi ne accepts these log files, and when LDS

conphese e sw@allﬂmsmlg;m@tb@cism which theeclpgteraacqpiresciatas Access
s A5, SRRSO S SR URYESS e

clusfterl’mbrimary\&farmhi‘te S’ESQM PoE ek ﬂdgi&rﬁplfobéseed bﬁitnabhines
to be processe t he_second process_open

callﬁql Ia~eg Praeseiopt d43444.18he Lpg Dedvaysaryice ) @"é é%stt% LPs
Lt h
via Y Skhien ECRED. b8 BN, R SR IUET 9 BB -

opetdtige e BB inesthidRlaccdptetheef lop diles, hﬂtbwhémEDSfcotﬂphates its FTP
equest, the source |P address, a he val ue of AKID

DUt geréﬁ?rb ﬂ&‘fb”gﬁf B’éoceﬁsfm‘?‘f?ég‘ l%tﬁ‘gg‘ e indQ aidiyesiey where a

secORIOPMESLss (1]_15550%§§Mn9ﬁ@§? Seaching IndBRRI i, h?\ﬁ?cnftl'lceiegén& @‘ﬁcess

one or nore havi ors.”™ Preferably, this is done w
finds alfdh &hat tarreadypto hetniredesiesl, theseednidguecess opent it file2@nchorpresses

each content prqvjder (. [of0) ecifies mappi,n
i it GRECHeRRY: ey o P oa B et S s R Jfocess
pref@Bibey tieh@fiesahs folEﬁ)&ﬁngﬁélﬂs ‘hBb aquested URNY, tHel refdrer, the time of the
preferably the second process ents a behavior

req%?@b the Sourcetls agdross. aBd e Wérerf(ASKID epd CBHY cackipe if they were
spe&ﬁg&'[ ggqugat t—]@g s@éépgmﬁi_proéesT ﬁl}t}gg 8 ﬁﬁ)‘gg 'flggi\éﬁ? P%ey or more

S peC| I ona ts an’i
“behmmaf’l Breferdiiigsthisdp domt witha baheviclanay, iviech isa cminflguration that,

det ai | ed bel ow. avi or..250peratio cifie
for gay ﬁpn@nb@ﬁakﬂ%@?awg e, (SPeeitiot2 fappge 0? &‘3533 feferer Wﬂ%

exp?égﬁoﬁ ?Hi%:ﬁ) IR @%r@ $ehaibrb ABS dakl bORRAG QNI e;ﬁ'bifei‘a%?y the
CPI D, and CPDOVAI N. Preferably, the second

quarews henits abehavieropetativadhe DatrbesgNodh{I2N) fotrecord the

B N S R RO PR e —

idef§ bPéraANS/ ENRB bperhBbnstard H¥RAbLAKIDhBRNRWIRH bERW, AB¥havior
be aggr fgat ed into a single
operation specifies an event’s behavior name (its “behavior_id”), time, AKID, and source

IP address. An identity operation specifies an AKID, CPID, and CPDOMAIN.

Preferably, the second process has an internal cache through which it aggregates these
operations, preferably in an LRU-managed data structure. In this model, multiple
operations/events for a given AKID/behavior pair may be aggregated into a single

operation, with operations emitted to DNs per a given cache eviction policy. This
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30operation, wth operations emtted to DNs per a
gi ven cache eviction policy. This significantly

WO 2e0816233PDN wor kl oad and reduces LP/ DN net wor kKPCT/US2007/076255
performance requirenments. Preferably, the system al so
supports an online nodel of data acquisition via
downl oad recei pt processing. In particular, the edge

e P O N arbate RS prlers et phas:
requiféRRsts. f or certain objects or content provider codes.

The requested URL, referer, access tine, source |IP
addirefsrablyplee sveten alselsuppphs e okline medal of datp acquisitipel sid

(bt Lecelpt .. S map these recei pts/requests
dovlrog 1Bl F O sipg e el s 5 Sl SRS RS Bl e
conflp@¥e to pére d6WRIRATRENELHIDSV AL REQRProcedstrs EURPHSr certain

on machines called DNs 416, using a process (i-dn).

objecy ongepisa RIS Viser aedss-abhe ragpestechRdy safery. geesse Hag) §purce IP
bl . . . g an ;

oA, OO ] JU Bl o PRl 1} TR A D may

thesewedpipts/regpuests gusdhyviassi gned to a DN, and DNs are often

assigned several, K serial nunbers. The third process 15
préﬁgﬂ§H¥§&ﬂﬁiﬁ¥5§E§E$mo princi pal tables: a behavior
t abA enotihdve! GEQ %im !%g&%k’éeg bndl@bfts a eﬁrhakad(ﬁﬂtnh&ﬁﬁs ecalled

tabl e, which reco identity data. The behavior ta
DNs#bo,esingafpyesess {iedn)i n a behavi or record, which records

be i or dat ata), over.ti far. a partic r,

A pRinoRe st sEAR Y, B Sbvely PraterarTy purRlip S i detl into
part@QUHR) €:8B 8€lwhichsh Richtifed BY € Bdral niinBe@ FHEAREMal Humber is uniquely

contiguous intervals. The identity table records an

assigaeshioiadPNotnddaNaewrpiteg asgond se iaNyurplgrs.s Thadhird process
Thie it : . _ ' |t eh _
prefS ey 0 R, 8BS URER 38 RO B phavior o,

€ user has
and@aQaddreisy tabke, whirh rbeorés identitysiagureltie belipiiciadably stagesinformation
Qsite "score" based on historical data for a given

in aﬁ}ge viorReOTHr VRSP FOGARRESAYIST 4ty (GehidrtaeyRetime deteh pasicular
(AKAB) ¥t Ror” 85 OTEsladiBf ?gtl&‘ ﬁréféﬁﬁlg %f@él‘lééﬂe%gg lbg%égoéﬁ?goé\%ﬁts into a

fromother Segnments for a giv us
numbef bilemdiguousiservads. s be identityatable records seggpmaidtionfbetwen

j , d f [ t, th tem. .
(R PO B ngfdend At b EanR TR L1 dhe s wsers
identty ghthé BRk haC QIS dBR i MEPéRMticsa PG RedRékRNa Odprhdh® typically is a
confi dence of that score. To naintain segnment

conipepitt TREPICO Arasadrm ibpopieal dawdonmpeivenipes. dhs @gmarny inpatsite any
-t h | q1 ehavi or L dentity.table, is
eives el 8 e o BRERE: Bt 30t IR AL LT ooy gmpthes
sege@REnia gadronr apaldoiihilosed a@Berds RafhinQfcelthid s8hbht, Fora
.into a serial nunber. ldentity data are
given user, and for a given segment, the system preferably stores a most recent score, a
last time at which that score was updated, and a notion of the confidence of that score.
To maintain segment information, the DN process maintains a segment table that, like the
behavior and identity table, is partitioned. In particular, preferably behavior and segment
data are partitioned on a hash of the AKID into a serial number. Identity data are
partitioned on a hash of the (CPID, CPDOMALIN) pair into a serial number. The DN

behavior, identity and segment tables constitute separate DN services, each of which
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30 partitioned on a hash of the (CPID, CPDOVAIN) pair
into a serial nunber. The DN behavior, identity and
W eensien233 abl es constitute separate DN servi ceBCTAARINTN76255
of which preferably has its own serial nunber space.
I f desired, each service can be run on its own set of
DNs. Each serial nunber of each table preferably is

e B B P IEASE, PG R R R e
set HEORE EHRORES] AuRShJY bh @R8 pAitE@ABIY)is stoftIThiikYbwts@itdse

_ Uupdate ("identity operation"), segnment query, and
imagelentity query. Another operation, the segnent record

upﬁttegggcsegnent operation") can occur asynchronously
fr _ operation. These operations are now
desTHd DRel 41 oft@eedr¥ll findpBRkaNd: BEh LR 18Edr@ Mpddtd € behavior

i -dn process fetches the record l0associated wth the
operbionak idsatitygpecad iupgate (“ifdentity oppsetéom piscamenfrquernt aeg identity

auef AR RS e seris e BAREL SrblBP oA i) bifEocour
asyRchroduudlyyram hhe diher Speritionu plirteopdistiobals sovs SeitEbBEd.

data. Upon receiving an identity operation, the i-dn
pr depurerelying abehpdor epegatipng thediingiracssifaiehes the record

assGRRESR iitﬁ the e?ﬁfoinp&géﬁnglift ifi it d&g%ﬁt &Hgt, gﬁkﬁée&‘tgﬂﬂ%ﬁcessing, the

record nerely recor 5 an association, a
i-drf protdse kheprvattes tiemepord badkppoithedatabihe MHeipsodebsthen inviokds a

.. the Library, i-s hat, provi des. segnent dat e and
hbrgré(gﬂh‘lﬁcfl' ér?hgﬁg%%é‘&f%%r\ﬁ%‘ﬁéﬁﬁ‘ti gn resmot s in
_UpC@ﬁ&ﬁre@éivfn?ZagF@én%Yﬁ@ﬁer&f&ﬂrﬁfétiﬁinfﬁbcésQ?et&ie\é% AR 1N

the segnent les, "according to the rul es established
assoapated woth thegepezatioanceating it it does not existl Thisegordwagyely records

oSSR AR S ol R B BLBRRR e v

i-snathat plovides Be gicdy uplfe ilttsegficheGRey sippgrtARhE dperdtida results in
client. Upon recelving a segnent query, the process .
updateg AT fheyeiReant segmenisior theggivery ARSD b thersegmepidaklas, according to

" the tﬁﬂgét QeabliedilG Joﬁﬂ%ﬁ?%&?ﬁé%ﬂhg%{%ﬂ litarhhen provi des

segnent strin
Upon receiving an identity query, the i-dn process fetches the record of the

requested (CPID, CPDOMAIN) pair, and it then provides the corresponding AKID to the
client. Upon receiving a segment query, the process i-dn invokes the i-sn library to fetch
a segment string for the requested AKID, and it then provides that segment string to the
client.

Data Retrieval

The cluster’s Front Ends (FEs) 418 provide an HTTP interface to the cluster. The
CDN may have one or more external networks that use this interface to fetch data from
the cluster. The FEs obviate querying clients to know where data is hosted in the cluster
(which DNs are assigned which serial numbers), and they also act as a load buffer to
protect the cluster from high query (high network) load. Upon receiving an identity or
segment request from an edge service ISS component {as will be described), an FE

determines which DN to query for the information, issues a query operation to that DN,
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Data Retrieval 25The cluster's Front Ends (FEs) 418

provide an HTTP interface to the cluster. The CDN may
waams/ansoor nore external networks that use tBRCES2007/076255

interface to fetch data fromthe cluster. The FEs

obvi ate querying clients to know where data is hosted

in the cluster (which DNs are assi gned whi ch seri al

umber s and al so act oad buffer to

roadh SR bt BC PP PSP P O SRR, B ACRPIH B gk kg the 158
clinpad. Upon receiving an identity or 30 segment request

froman edge service |SS conponent (as will be

d esés pise df)en inkigeee deot Patailibrrytidicnoor 426 ixpreviged for lomgterm

sorp g 00T IebBlEd yBod P BBl il Brhflon i ggnores on he
colFeB@d daar be ﬂég&ﬂt&n@ﬁﬁﬂf tyfcdiopedtesGh ic6ijunction withthe AN, A

al so seen in ure 4, a Data Library (DL) node 426 is
CDpi qigtomsd agcssses ébﬁgc sysiemsinghageal meana, REpOYE AasAEEat or

conﬂﬁg@ﬁzﬁ&% Hn?)(l llﬁé ?ﬁ éﬁaggﬁ{ehﬁrﬁg& %éﬁ%t?? Erge ndtic O?Ifls [&RO B\trzﬁlable via

an éxyanetgiortyl, vpxes Webservives oninuingtoticn cohtenicnbmadier. A CON
cus oner._accesses fhese systens in the usual manner,
1Lh DR SeRvicpiavider dhgtt By the GA SYSHTHgany convenient

maﬁ{'g? Q;-d%”&m usd ﬁh%lscg%( rhi&t a?t@nﬂ Vier omh E%Chﬁﬂd‘@gﬁ Dy M Master D

avai | abl e via an tra porta Vi a
tracked,iby gagy/objehfenewobwmr pmflletﬂxyrsegment or the lifhe CDN
use .of. the data s%stem in

f
oy T BT s s A Gros Hab gevers) g eotaagheRt” por
us e(ra& agem Mébzenftht 2 u§é&>§>qracﬁtch@;n Mi&,us@yagxaég)efwéeh? sites

tracked, by a e/ obj ect view, by user profile
andsséagnp helr cbiek ﬁtmam indae reth@ns lnese Bestponed ch@pesqs mdtadata in

the Eﬁsﬁoﬁ‘&y ¢ &@Jnaxgrés eﬁ'@g e 1ce unc:’uorhaﬁlil to create and * {eset”)

agemnen rac e user gents

IDsbed maﬁ]beﬁl d:bGSC aI’WIh1$d ﬂlmabwb%dle’scﬁlbddcéysﬁh‘f @AY dedokées for
rel evant Thi s conmponent conprises netadata in
persgfingdhe H%tnb groser ASRE R Loadorfefils 180k FreqwiacTs 1At passive

schgﬁ{&cﬂdvggggﬂ% Yclifef£reate (and "reset") IDs, as

escrib ove. Wiile the above-descri bed system
rel (bgs oRata§allieetsorf oxd Rrecessiag Hrgspohgibleloi protéssingdegs and

o e e ok R TER S i o
delivaded ffoRh HRAHRNo 2BV 6@%&1@& (& other 88 RLESInAl Rodeding each log
processi ng | ogs and 20buil ding the user profiles. This

hneo pém@tpr@wsmsg thape tiedRb phttergto adahaviera|For pxamiply, a line w1th
. QS%HJ‘Q wouﬂlsmcrement an “cp_user” behavior for that user agent.

(c) Off-line Data Analysis — data from the online system is gathered into an
off-line system, where it can be processed for other users. One use is to provide an SQL
interface to the data via the AN. Another use is to produce reports for a CDN customer
portal.

(d) Real-time Profile Retrieval — when configured to do so, servers at the edge
retrieve the user profile from the data cluster and then include this information in the
forward request to the customer origin. This is the method customers use to take action

on the behavior data.
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delivered fromthe CDN | og delivery service (or other

source) and processing each log |ine, which processing
wWoages/0e1389 URL pattern to a behavior. For exanpP€T/U&2007/076255

line with "...cp.com.* would increment an "cp_user"

behavi or for that user agent. (c) Of-line Data

Anal ysis - data fromt he onI i ne systemis gat her ed

intﬂlﬁcpi‘ 25 off-Ilnes v% re it ca rocessed
for LA SY5E0} an b ps W@Yt Peslvae r?e’§ es.
I Nt £FkAGSe éé%e‘ié"@“ﬂl%h@héf"’ Serliee, ﬁNhlﬁ?@H?fé a%%n'@DNQ:ystomer

produce reports for a CDN custoner porfal
thatRpatatasiamet ¢f demdins Gairepesties (usingiteenCRON Mayurse thet ystgm to obtain

ser.ve at the e retrieve S rofil.e . from
infcp e GEaSE fhg St {48 UK Rl aEtihs R e ST o BRR: Bt | 1
infdrRetiGOmh AR us@IIbE e cuStohRE (3 WEie@<YEbr &hb@dﬁpos@ (Se.l &d
t he met hod custoners use to take action on

serviieth dynypiceanignt gepgeatign: & g Ekam 4an smlﬁps,e@mp@ theg@PN
cusgh{e} ﬁ‘{)a? Q)? 1ta¥qot% s?tfes £ 5.1)(4 Ee%:'rhd the CDM\S%IJVfCé %réﬁc?er(fﬁg%'\lhs%r agent

service
data:adScbsBI‘th sztebaByapellyahg $headzssgtthe)CDdbmlae pmmd@f g dete@@ine
(usjn g use the systemto obta
that. 1o phits NS%G@*S@H@ Vé%feﬁ‘l“‘a%é?ﬂt hat paly 3 ef axt%B&@mes

visit §@d AS&ls t)tl‘féP g?igﬂél ﬂ?% hﬁ YerRid f&r}ﬁ%}{e H?&Qﬂfﬂﬁn about

used by t e cu ers) for other purposes
the fember, of aehjuests Wiang spe:tyfﬁramcherme s Espongmhtefoat(é on 3%oof uskrs are

respspaPlifef 10 TR0 Exoefte B ) IntPIt RETRaENHE STy pushocher can
obtdih @MicH @dork ﬁ@éfﬁl&la@éﬁfou@ﬂﬁ@%m@@h@hﬁ:‘é bPER dsBieagehis@Rd, Bifs,
anal i/ZI ng the data, the CDN Service provider may

presyatab Mﬁhﬂécmh]alselﬁoﬂ)am‘fle\&th@emt@ser agent s also visit

Si te hat o 30/ agent.s

vi §if ‘l’%g Eu PN aanot rlgae%\]rrﬁ? lcet @%&s?%ﬁ’%@g]ﬂ@ CDN
custosrd tHaOoﬁHrﬁlt\es g eahqabosimbito®. aowtb tifkeatretifieénddsers purchase

requests that a specific audience is responsible for
lrm(tel igventay,itpms, suchas gyent tigksis heotel reomsy ralrl_uw@@fs ang the like) may

C e gl%ﬁlsto oBtafn ﬁif&%latloh réb?llﬂ'tﬁe Ry Qg s &Qf%cggg tﬁéjsci[eoamaf in

taln nmuch nore use dat a out
pmtbelﬂmgwhq:ihércspanﬁcwirelsensa@enag difitly tabd an tabiosnatqulr eansityréed. ya

softy ARG S OHOY. TOE FSHIOH® (BERPHEBIG o oL T NP o

VNS Ih SN s &g b AT Bl ost Rdly BPS MIRS.8, hiRRDACHHiO8Rratiint ©
e g., a \?\iﬂt?%smeogt vvh?(ch endﬁﬁéers pﬁ@chaée&%ﬁ}n tned

(e
facilitleseitiggtion afihot andicthersitedvands. {Thelbet mitigatior furctionaljty may

s dse R R el 2R oGt R G PR B B D here vors

meﬁll@@pﬁalvtﬂ%nand in particular, whether a part| cul ar user
agent is likely to be an autormted entity g}
20 Hihise cpiss e “prrtngsoseryice. THethis exampig tleCéD rﬁenge provider

used ik 915%&&81?1 tb %r&flﬁeefedéljg%d%gﬁrtlces 4 %ehzﬁf of twe or more entities that

use the CDN. As an example, Customer A manufactures a line of products and has a
web site describing its products; Customer B is a web site that provides information
services about new and used products, such as the products A manufactures, Customers
A and B have (or may benefit from) a business relationship under which they share

information about the end users who visit their respective web sites. In this example, if
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service to those user agents nost likely to be valid

(i.e., human). This operation facilitates mtigation
woRMB®R238Md ot her site frauds. The bot m tigat POWUS2007/076255

functionality may al so be used for other types of

sites (e.g., friend-based social networking sites)

where bots are also prevalent. 25A third use case is a

! t " i ce. this , the CDN service
voth PYbREF ADECsibios H e b CE BBy en s Sl abgryseem
her&ife 'hi/dggﬁ%s&i‘bP 8RAbT both ch OIS o PLRItARhhd ESSnd Aath ddBSsharing,
t he . As an exanple, Custoner A manufactures a |line

as thy ChpMNoehnotss therdhthspstem teetolleéttthe befpuior fifgmation of user agents

R STl s b R ot
and@ustdieer /B Ofet6 b EivenPRoUIICBEE s6rASe tHabiR TR So BRonfdteBA (Bstomer

have_ (or may benefit fro a business relationship
If(twﬂi

AsigiaeH bt EnstomeyAgpd BouserRoCRAY iosielipioheir s, Bedatisystom
redfhaf b B b RRPR I 5 A gl

been&d CustomehBisrsitei Tas, infohaatiiat canshiat Bmhaesdeto Fadifigitdregiven
_useﬂaby one or _both custoners to facilitate and extend
ACUYINE (- R atCHVIEA & B YY, 2duatipeTeent IO Kiding sl Ve therosrapramefigna henefit,
or thonigy! | ect the behavior information of user agents who
visit both sites. As another exanple, Custoner A may
be Ansboiwmé caetive largegng? sagyicd hnitiis@xampirg theR“DNfservicea

_gi.ven oduct or service that .it desires to pronpte on .
Pro R BRE R AR PR o eigia BT AER A BREe RS o, Phgererating
a usePProfi: sk ﬁs\éﬁﬁ%énh 8id prdbides thb1RoflRIS af Y8 KEMMELSIR. MRie

be used by Custoner A to identify if a given user
systagpemeferably exesgtes psingirfagehasepment scorigubustnres loBicstossistablish
. [ s.inf Qn..can_then.be shar tg facilj e _a.
o3 Sechdl B Gy S0lyeg See i (2 a R ANID, | Befiondellolp fiven
AKD maydiengapped inte Be SiicdsSasfonlowt.i Baiadach elefvidr IDIQcidtbEwith

|ike). Another use case is a "targeting"” service. In

an AK {12, takeamogt regant epgsky fepwhich dhese siisatentyfasthehehgyios ID.
: L Caet i . T
DetEHEhE e e bF font bR, L2 87 sbihcling A0HREA BRIk e midppin:
of the epochliimghichabospreeénts ecduoredn Madtiplgrthé mgnbergif @eentdnethat epoch
system ferably executes or interfages to,segnment
by BT e DS B I 0o sl s i, ST e B BLIMeL pgmsat
behh@br RAGAt AXID ¥ SrenIROFRAK of Bhr RARDLAKHIA. RaRaMERn B8icanay
for a given AKID may be mapped into segnents as
therf gsirt Goscgomnts wditd the has with thegreategditgnaty amdtshleatransd flpm
thatls éﬁ g nost recent epoch for which there exist events
°6¢ that behavior |D. Determne the age of those
ev enid@heraisg case By whetg ttheaCDINNGrc€ piovRIRE rinsMBe §ys@M b Behalf of
m dpoi nt of the epoch in which those events occurred.
a cugtomar thay prqyédes gripeeh engiag tavitke like)t Hae cepompr frgytracture
. I . . . . i
it} 00 0 15, A5 B4 Ry RSB A s fen
invénsorty e ., bde kewsoidt, paid tehatndrthetiike) thaaina@ be rétmed by the
selectiogtlogic_nay then sort the segnents to find the

CUSIQHIET RiSEHCH LR BAPTORSS (RtASHET R8FIAARE el BN &R GHETY $YRFS into
the dAfth SSHELME inventive data system is accessed so that whatever data or profile

the CDNSP has about the user agent can be provided as an input to the bidding algorithm.

The particular manner in which the customer accesses the data system may be varied.
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Anot her use case is where the CDN service provider

runs the system on behal f of 25a custoner that
wOrasidzsd a search engine (or the like). The cestasern7H76255

infrastructure includes or is associated with a

bi ddi ng nmechani sm by which third parties can bid on

inventory (e.g., ads, keywords, paid text, and the

like). that be returned custorrer S search
For exgin E’ﬁ éﬁﬁ@e‘n%h%’e@s%?g‘ﬁﬁgﬁf eXfutey In (hreANEpiprovider’s
infr4RIcHrE VR inflraliBend ?%?Bss@@ QLASE-bdrAe Th BMRG Y At a

systemis accessed so what ever data or profile 30
custolrer @rbmgmscmm (o kgonithen) ia geovidasiamith edditionsl dedrmaation

(ot B broele B0 Dise St e iyl Sl B wdl e P e o bighmore

cffe@ﬁyelp@nuﬁglhe@hto For exanple, the data system may have
a nodul e t hat execut es in the content provider's

Qutpptsr ast ructure, of the information may be passed

out of r C toner's.biddin
e Ol s Oyt ie o S TRRO0 T ert it SR
namef¥ adiefriids @QBsoctutedl with B gnwiiGMadﬁefrCID |"Eheséd fmdMdBue @hirdiBEbe in
such data) so that the third _parties can _bid nore
the Eorpy fialugs FSPressntipg 24as8as e S Maleel- %me@ns Jikelp fale, Male=0.5
n
e G BB Ml SR el relafy 3 B B A i S
confjieren shdrst @xg.) Dierddte@bmiacke cmdldeaceai76 %) rdjachef thes¢ ey be a
form,of val ues representing guesses (e.g., Ml e=0.9
eSS |ikely male, Male=0.5 10 nmeans no guess,
Mal g5Quch, prefisbly Hﬁ: r¥fileGE B ied gﬁ{rerggrﬁﬁog9 it #R3§c8nform to a
perhaps W th confidence scores
glvqrnd@ar ghema ymprssen@umdé listend (petc:ntﬂlse%lbu@chascﬁﬂIDW% e

Gotn Mol BRI Ccamishlge n RS ahRR il Rt teydls o

dat a spiecmy) A representative list of potent| al
attributes is as follows: 15 CGeneral Interests: (e g)h
a

rel ativeo | Apaites Bagehrlidoothel N ASRUYR. ispeasr. hogleys bagke

pro/college within as relevant; teams

&<

o News — International, National, Regional
o Finance

o Entertainment — Movies, particular people

Current Shopping Interests:
o Auto
o Home appliance
o Travel
* Demographic Information:
o Age
o Gender
o Income Level

o Location of home (e.g., ZIP code granularity)

Internet Behaviors
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hi erarchy) Sports - Baseball, football, NASCAR,
soccer, hockey, basketball; pro/college within as
WO 2008022389 teans News - International, Nati onBCT/US2007/076255
Regi onal 200 Finance Entertainnent - Mvi es,
particul ar people Current Shopping Interests: Auto
Honme appliance 250 Travel Denographic Information:
Age Cender, Inco Level 300 Location of hone (e.g.,

ZI'P code gfEMPRLPS {815 sPent PBURERET 88N avi or s

o Degree of Internet purchasing done

A representative user profile is shown at Figure 7. This data herein is merely
representative. It should be appreciated that the user profile does not include any
personally-identifiable information (PI1).

The above-described infrastructure may include one or more variants. Thus, it
may be desired to extend the functionality to provide more detailed information filtering
or processing. As referenced above, the system may include user clustering or
correlating functions to track user agents across devices. Thus, if a given content
provider or ad serving entity puts user ids into files served by the CDN, the CDN server
provider architecture as described above preferably includes the capability to process the
information and determine that two different cookie IDs (or other identifiers) represent
the same person or entity that is accessing the given site (off-loaded to the CDN, in whole
or in part) from two different locations (e.g., home versus work) or, more generally, with
two different devices. The system includes appropriate functionality {e.g., correlation
algorithms, clustering algorithms, or the like) to enable the service provider to filter out
duplicate information.

As noted, the CDN service provider (by virtue of its service) has access to a large
amount of data that is collected as end users browse to sites that have been off-loaded (in
whole or in part) to the CDN. Many of these end users, however, will not be associated
with a unique IP address because their particular client machine is located behind a
firewall. Thus, the present invention may be extended by having the service provider (a)
monitor given request data streams (e.g. the requests originating behind an enterprise
firewall) and (b) execute clustering algorithms against the resulting data in an attempt to
extract useful information, e.g., how many unique IDs are associated with the data,
whether a given cluster corresponds to a given set or subset of users, or the like.
Representative clustering algorithms include, without limitation, k-means, SVM (using
forward-fitting or mutual information as the feature selection algorithm), or the like.
More generally, clustering algorithms are useful to extract other information about given

users who have been identified according to the general techniques previously described.
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o Amount of time spent online per day o Degree of

I nt ernet purchasi ng done A representative user
Whe@BioRzEs3¢ s shown at Figure 7. This data herei RCTAIS2007/076255

nmerely 5 representative. It should be appreciated that

the user profile does not include any

personal ly-identifiable information (PII). The

aboye- de rlbe infrastructure, na |nc .ude ne or nore

varrahfted fsthe datagg equé)n&@g}n}cg]& P%Hﬂt £ pEpsent ‘invention
ma)f é&&?ﬁi‘o@ﬂﬁllh_{%ﬁnﬁt‘i’o@ﬁs‘éﬁﬂ %?cl‘[@é&eﬂjﬁﬁ@%@tﬂeﬂ @1559{15@51' L%@r agent

iltering or processing. As referenced above,
assmc@mthawasmrlmde a hwmvan beingt @roppgsemlrtom@omatai mm;]imc

progriRph gP . CORPR T RBPIAErG Pedfy CBRoet STty Wiges
spettSESivérurhtith Of hblre SnBRY, me@xltésme Chh 7t AR ;ﬁ@&ﬁa%@d ¥fftem on

rovider architecture as described above preferably
site j¥n éhﬁﬁdé@ likgly thafhisientityis mot §r ytemated process (oerattickat bad chat

has g? cﬁ‘ ‘teasfc %?bu}c%m%]{oﬁéﬁ %Ek&g 90%‘ rgsaiel:é%é] re%]iw?ctn{q Veer’t} %tgp

|ers) epr es € sane person

Lﬂcmslse,dmﬁsmrgagéiﬁengtedm catal®” (pafé (epse eyt ©“guchabdMNpagk)) that
whol e 150r in_part) fromtw different |ocations
the yser ggent pomare el assoestrg wath 2 yspan ysen ap abpywogdmet bao

exp?dtécf fols c}ﬁ'ﬁ%' %%ﬁng IBE%«?%? Ay an‘Eé ﬂlégrfsA?ﬁ%éﬁE{e sBifare

nct I rre at |
routgres SBIEbe ngplellngmbd férprovidingtthis ahd Iot?n)er typeenﬁdﬂitﬁy tierimination

S rvice. rovider to filter out dupl.i tion
(e.g HP%‘&'P ‘f’h“éﬂ%‘fm eOHFXAS AHeHPEDE #& ck(ffs f ?rg g‘fa“aF]E’§f the

like$ %Vdn%%ﬂéaﬁnéﬁ CESS of Gncforl B5YFad0R B alifte OB R telRHe
Is collected as end users browse to sites that have

wheiths a uséif agentaid edlc(wtrbqwﬁh@edactom 1mzlude), fctr@xamebclﬁm/mnyof

t hese.e user wev.er socj at ed .
COf el ATRTATRA LI Siea? BUBHEE vadtssenth Loy Ry Sl Poee ravo
witlClebgitt to@@hirmeort patdcairiht@bwithd ga/dcnlobﬁtéﬁ{ proviliBti8emiiiSan
present invention may be extende havi ng the

amayigt of téae grabhasassedAToms dast bfovgﬁlwwsw@w@@m@at gf time that the
clxeﬁttrﬁ%% L(S@I‘ %‘se]pl Hfs ﬁe@ﬂ Hﬁﬁﬁesd%r&ggi %chpgro%m&%gs@h and a

enterprise I rewal and execut e clustering
nunddeg of IR dukateessayatheeliertt hrechiws wkdr aggnidat dedmasascisttd emtin b@iven

PSS R E D i RSP "CRtEseniaiE . AGHCAG A T el to

mmﬁﬁﬁr Ei%%ﬁoa'égﬁ defbs8 IR sR&L orWonBitRSSIm AT dé?e‘f'ﬁ‘]&au@ﬁ of Rformal”
ke. Representative clustering algorithnms 1nclude,

(humnn hilse)t behivibt eani hﬂ’madcramsna@\ﬂmt( asd perhaps over a given time
e, fea

Jforward-fitt.] nformati.on as t
perigd] SR AR PRIANE T ookl P iRehets eogBinfanpy e wser
agetlisiadseeihed vatlgovdlider.ar e useful to extract other
i nformati on about given
In particular, and based on the factors, the system provides an indication of its
confidence that the user agent is associated with a human user. The indication typically
is in the form of a valid user score (VUS). The higher the VUS, the more likely the user
agent is associated with a human user. (Of course, the term “highes” is relative; a
“lowest” value may represent a better score). In one embodiment, a VUS is calculated as
follows. There are a set of data sources (the one or more factors described above) from a

network layer up through an application layer. The system analyzes the determined
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users who have been identified according to the

general techniques previously described. As
waeoesw2zaove, the data coll ection techni ques aeCoMS$R003/076255

to the present invention may al so provide information

useful in characterizing whether a particul ar user

agent associated with a Master IDis a human being, as

opposed to an .ayt omat ed machi ne, ogra r .progess.
R D M SR S T
“noPﬂﬁﬁFtﬁﬁna!nQ_eﬁaﬁ@i%a \ggﬁé Y)g@ité‘, 6n REthiMQHESreRMUERES a site, By

visited sites X and purchased an item on
comgiinipg vpe phanre attribytdsivigimieyn wéighted higorithme,iat YalidUsestScare (VUS)

. auto ed process (e.qg., a,tjicket,bot that has a . .

is sEHRTER e B BT soTin hinu et S EEMIES el By 8% gfen i

assdcefed FithaGBralhun®h vweP Pid Rlticlldde@yritBm Wdighth 8seddS@ill depend
agent visited a "catal og" page (versus, say, a

on thy facgaradbe typagé pite, thennatang of getbyityathetis dﬁ@lq%tpé)emomealy and the

jkedssociated with a human user, as a bot would not be 10
expected to spend tine viewi ng a page intended to be
r edd a bAplsdfeen fhgeedlph Mg AiohQictibiBIaltsan The parfutiacdatcan
for providing this and other types of entity

be qyitg varipd. nAunigigatien aption gaydpepds. Ay SHaEife sery Mg vsn dumugy or

. " A .

atefiETBLR (B e ke mbithe udhe 2R proviBine 3 et mbipe pser

agent witle ¥ ddwatqudlityof detverenionénpiiet dient macliss useg egdnt ksa subset of
ticke These.factors include, for exanple,: .

ServErs Brtas E&E‘B?t W lﬂé%drsfg cwgﬂcifar ByoHHe ‘gﬂ%? giher client

madFis WsBLa RS thAARRE bedh dHAFLAAEd 118y REVAIPELRATIEs BAL, AAd the
with respect to one or nore pages associated wth a

likegiTherlegientewhighrthe Cldknt niohmp nseragentiroqualityod! serviee is hewered

has passed Q l.ast .br owsi sessi 0 an _amount of
may B g PERESH oh 08 Ve AR, £ AR PR ip o B sl by o
muléipld sTehe WU dn @oftuidst, 8N4 phtiowiah WU SSBSSdifed wahd olieiiii®ine

of I P addresses the client nmachine user agent has been
usenageptisapwgiagd With what e vesien belienes e hwgan qysedhat client

I r r [ Ve, heal ' i),

maqt 6 0 B iy el FBRBF B LAY ot B el oalh) ofepvice be
rouil tte g high-phofoamascesset disetveas, detterlikenat i on of "normal "

(et L kel behayt o, 6on be, Toder ack 025, T80 5L s o

detdifing dhRihel DB st AR £30ciRE Hith MHuenHOAEIBNGRotAD trying
the user agent is associated wth a valid user. "25In

to dpterminguvhether argivdsassedagsnt sipeatads or is not ibots yldtieapproach, which

pr ovj indication.of. its confidence,that the user .
nas o] S0y p BV AEEL Ao highh RGBS S e Bival o 6 asity
chah%epdl B& slighaine (dhet e fR it tifRdy & inbskiSEideSRPr erhe\béhique

The higher the VUS, the nore Iikely the user agent is
desgribeddicsnin i basechomthepiemise shat the(spptemoivesel usehegeneerglit for
. "higbers ative; a " " eser
QRS B ot VR A LB g
hun@sh user), but typicaily the VUS will depend on the user agent being found to have
exhibited such “normal” human behavior across multiple CDN-supported sites (or
domains), perhaps over some time period or according to some other criteria that tends to
show such normal behavior. Thus, if a user agent looks “normal” (i.e., human) on one

site, that does not mean that the user agent is associated with a high VUS; rather, that
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30 follows. There are a set of data sources (the one

or nore factors descri bed above) froma network |ayer
waQpoasezadgh an application layer. The syst em amairfises7/076255

the determned attributes to extract out indicators

of normal human behavior. Wat is indicative of

"nornal human behavior® may vary by site, or even

W t ndlf areas of ,a site. By co
usef et Bttt ED o P o, thess G g SRETARm Ay Phas over
sondéSBVenIeRE BeriddShusSadge ﬁﬁéi‘tagéhttlﬂefa‘é‘@ EaeRbrd 48 m&EVi ce

provider's confi dence that this user agent is 5
siteg{demaina;t thel systeani Hmy:b@rewmctmmgncrg@e fts “Tordidsaee’) thatithe user agent

thmweights used wil | the .factors,
R e A S S L R S R
“noBfaln Pliurdn) baRdlidhBay dikRr across sitel/d8mbidk, JdaRatFeLAte A one set of

flagged, a mtigation action is taken. The particular
actigny is drraalnwhie gisited wathaget of agtiensganpealact i on may

' nofllréd‘%'o ’frﬂfu n%?or? ﬁ]é'bg glseg:i %6? ch%ﬁ@ﬁg gf S&Q Thust, for
alternatlve en machi’né” User agen
examptn(i“ﬂ'teng—bhkﬁel” bd:1emetwmkingt&teslsmrof&gemﬁecmdt»\htha“fhmtyots,”
gual it ervice, routing the cl.ient nachlne user
Whla’@ét?ta %naéei%mg:@ﬁ thyt a@féwetp gequgstiiFgndship with Jggitimate psqrg The
bot b GGl OmARARES chfipdRUIRILS deal Bfsefol Lftls sgonario,

Herefthe VOJSiIab(srsdec)ksefsr Cavtay) fagtods thaeark indicatithef d élgcmlebdtpe g.,a
cthe user ent's .qualit

sl el il ForS s e P e P pRogE et SpUBs or otter

infdrRden frof tﬁéf@rp%ﬁles Anf AFAAIIE tHel ﬂi@rsrf@mehﬁ,ela&%eﬂﬂ eflichYs.”
a multiple of the VUS. In contrast, if a particular

SuchyUfiend sasiditiond actipnsiaralikdly enbe &ﬁa@matn@ “u@efneafgbwts iTus, the
CDﬁ %IQI% aﬁ%‘S?ldg\ﬂ Itn %tld t Gihe (Seosc\{u%er P\?»éogrgh es}/tg %u Ittzrggli Q/gﬂﬁn(or some

equp/raﬁzfneﬁatte)ihmﬁﬂmi therseﬁzﬁitevpioad&i’ghﬁtﬂdehtai thhtya gfrticular user agent
rvice, be routed to a high-performance set of

is as jspgrbot” Frsoperthirimdesipble autsuated ety fpe et Mmpseaginerhat).
t herihah,oadek 1@31 fUReL o &%39&1&&9 b@Pfé‘bSaﬂrg 40368y & 2 CDN
det erm ni ng ether a user a I's assocl at’e

custbmmalrlﬁ wilbdependion bppdbedser agdnty amegnitndeded mtmanEwnh the site.
whet iven._use ent si nat IS, or i

Hoye\er thishoflstilineh the fite Ay Wik DHSCEDRS BN THhps Pyfig provide

an 4didded bR MSitiohtforN)l ghl y advant ageous, as bot devel opers
can easily cﬁange a bot signature (once the bot it
i dehei Cfait%bﬁ')‘itcﬁbammbetdéieréue alksp tn}ay bEtvsed siotply tpuidag a glvcn user

.i.hed s, based em se. t hat

agelgt5a%essg 1c10us ]Heca col ecteacli QN Jsex ?%?caa %01‘* %fé sitecag B% P(f omail'ysm

andq;r@imtﬁﬁh c&lﬂt@r behaalonmn@thext firt. TBEXK $n herdeRet Yok bRMMAIB Ewhich is
oi nt of view of a human user but typically the VUS

not \melatlt tabpdimiting, 8 tekei bet ma@ éﬁtgebéﬁ% by 6@ Y&S & tiekotesite A.
Ind%ﬁl{iattl e Sdet 01 'ﬁ?égrth 152? Q?o‘éfg?cﬁ g%fa'ix‘(%ﬁ %et!'m:leh hpgh?y

support over
activé nserpef sited md hlgh]q'raﬁtltfguzteos dm‘rberotchetr sites.i Ilﬁilisa:akd@ dlie system
tenﬂig to 30 uch nor mal behavi o){? Thus,. i.f a user
builds a fist frféaﬁ%u A and then usgs ihat)lispier SREPrefiction pp agother

tickd0ge. not nean that the user agent is associated with a
hi gh VUS; rather, that user agent nust be found to
| ockhe'date syafein may olss baubdd tplidersify esd ohitguitansthepty pésagfonline

LV ti,me riod. . Thys, .he user agent

it 2l SRICe R T O oan RETE S o RS, e Syt om
may be expected to increase its "confi dence that the
user agent really is associated with a human user. In
nmeking this determ nati on, yhat is or is not



5 "normal " (human) behavi or may differ across

sites/domains, so that for site A one set of actions
wo00smeRad, while at site B another set of actPOmAISR@7/076255

nor mal . The "bot" mitigation function nay be used

for other types of sites. Thus, for exanple,

“friend-based" social networking sites are often

inf cted w nd-pots," which_are a t ed .
o A¢ S nPdihe, 198 PRiYIFE 1o HOU B GAF gy g services on
behhBQF bhd B R0t te entit@s Ay PQntéi g}é{ffde?s aRdeild éiff‘ihb@ Rdr the

t echni ques descri bed above are also useful I th
lﬂieéd@nhwedaeemereeqomky&ebmbednal ysis | ooks for cert al n

or.s that. are i.ndi at| of a frien

o SRR A einH Sy Ry Yo Sreg Il e befo?
(Iegltlnate) user profiles, scrape user |IDs or other
informati on fromthose profiles, and then adds the
users to the user agent's "friends." Such
"friend-addition" actions are likely to be associ ated
with friend bots. Thus, the 15 CDN service provider
may provi de the social networking site custoner a VUS
(or sone equivalent data) that reflects the service
provider's confidence that a particular user agent is
a "friend-bot" or sonme other undesirable automated
entity (e.g., a nessaging bot). The above
exanples illustrate that the particul ar bot-revealing
activity for a CDN custoner site will depend on how
the user agents are intended to interact with the
site. 20 However this is acconplished, the data system
descri bed herein may be used to provide an associ at ed
bot mtigation. The data system as descri bed
herein al'so nmay be used sinply to flag a given user
agent as suspicious. Data collected on user agents on
one site can be used for analysis and prediction of
their behaviors on other sites. Thus, in the ticket
bot exanple (which is 25not neant to be limting), a
ticket bot may be identified by its VUS at ticket site
A. Independently, it may be determned that there is a
strong correl ation between highly active users of site
A and highly active users of other ticket sites. In
this case, the systembuilds a list of such users of
site A and then uses that list for bot prediction on
anot her ticket site. 30The data system may al so be
used to identify and mtigate other types of online
site frauds, such as click fraud, search engi ne fraud,
and the like. As al so noted, the CDN service
provider may al so provi de federated services on behalf
of one or nore of the entities (e.g., content
provi ders, ad serving entities, or the like) that have
been previously described. Having described our
i nvention, what we now claimfollows below CLAI M5
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1. In an Internet-based content delivery network (CDN)
in which participating content provider CDN custoners
of fl oad given content for delivery from content
servers managed by a content delivery network service
provi der, a nmethod conpri sing: tracking a client
machi ne user agent acro i\&Jé,’urallty of content
provi der donmi ns bei ng nanaged by the content dellvery
ne i e r mat.d on
1. q e%@?g?ggﬁ%& ecP %@1‘&%}% c{ehvglg'dnetwork O@aﬁﬁggr\{r}}@% cgaatmg content
provider ClpNr ¢ustainpers |0di@oadogw$ntcomhent/ lfmied¢hvat}efrennc¢memsmrwrs gnanaged by a
t rovider with data
content delfib G PRIBHTBIALE Fr o QAT PV or v notwor k
tracking i dienp Hwhmerussr egaftiagrnss @ plhrelity he coltemnpromlehidnmains being
d bHSer g n user, wherein
fmanage #ﬁ% cgﬁgapéﬂ [ f uenceg Vﬁﬁﬂhd%?gpg?actors wher ei n
using efopmation senarated dyithe Itwélnerte mﬁwd@i Aseridet tp pargicipating content
provider, w | {8 S(\!Ilvrcc'etép ek é’s thB gaﬁicﬁ Hp)?romf A thﬁt isa function
pur chase-to-cata fat 1 8 espect to one
of the cont% rdelipray él@tvay-'k@@r‘meemowdﬁhs aogﬁdyzeﬁﬁ MMGhept @mcbme user agent is
associated ﬂﬁﬁ'ﬁ'ﬂﬁma‘ﬁhs@%&ﬁﬁh& iz} 1E Mueﬂ@éﬁl B’f‘ﬁ §@cdofff5&3%‘ aw!hgl%ﬁn the set of

br owsi n SESSI on, an anopunt of tine

factors inclyde $ng oty yer@@é N dewreaingp pisited hyuthiengieat gnﬁ:qhm user agent, a

purchase~tob£a‘?éll’§% RegS BRI With r8fdc@oSHIE! nte pAzRdERERES wﬁiﬂea glven content
clien nachlne user agent has been assoclated wt

provider doglagq VB AMoURE ol dne ghat has passe@fro%aﬁ@rﬁwangge%@e@m @@gunt of time
that the clienf rfalcRinEuderM3ehEhdd Hebf ofBRY ﬂ@ﬁn§£ QNﬂrQﬁserﬂﬁng sessmn and a number

ar ating,. cont ent ovider with a profil t he
of IP addresgf:s, %’ﬁtc 1%&6?1? & SEF aggglgws been assocglted-pwgh Hed ﬁb’%ﬁ ggw period.
described in clain11 further |nclud|ng t he steps of:

ma tern1n |Qn ardin ther, the clle t
?ﬁFg% tb%‘i.as &15%% eiiéB %g\’hﬁrg% sqT¥ise DEpvides the participating
content proﬁldbﬂﬁﬂh acrafle bf thealignt thadbivge @dek @8dnt.MaCchi ne user agent
Is determned to be an automated agent, taking a
mtigation action. 4. The nmethod as described in
3. cl Theniktidibsselescrited i elaith a nph@\iheleding iee fapd dfci pat i ng

makﬁ%g% e(ﬂﬂ& rﬁggz\}/tﬁog]g ré?%\nl‘%gg b@g@?@é{"gﬂi?? gi%l{ ackl ?IgEe {IQ@% O%ph rgpresents a

human useroorseaoishgtad tgaitpatd ng cont ent prOV|der wherein the

T S TR R LT

action. 5. The nethod as described in cIa|n11 wherein the
service provides the participating content provider
with information to facilitate ad dellvery 6.
4. Théhegwedibed as ddesibed bedldim ¢ whiernid théheereica privddssethe maeticipating
content pro%{dgy ngtﬁﬁnfo%]aﬁ&{ Ha8h83%§&1e%9 ma%ﬁ'igne Ris Qrvé%g{ a(\:%és a content provider
ormation I'nput®to an 1 nven
domain of @ gryehd Hparticipating lontfh’e prestitierd vslsercies’dlel mdnd rpacticipatinfg content
ci pating
provider hall gglgfﬁ%gsgglgtvl&gﬁﬁ@ fRn e PLAYRARR LaAylite:BR0L)
I nternet-based content delivery network (CDN) in which
. pa l
B R B ap e i el Sir e P s, B2 partcipating
content propgeryilh infgrreaticariodanilitgd 4 iyeryet wor k servi ce
provi der, wherein a CDN content server is responsible
for serving content froma plurality of content
provi der domai ns bei ng managed by the content delivery
network service provider, a system conpri sing: a
tracki ng nmechani sm associated with a content server
for tracking a client machi ne user agent across a
plurality of content provider domai ns bei ng managed by
the content delivery network service provider fromthe
content server; a data collection and processing
mechani sm for receiving ad® processing client machi ne
user agent tracking data generated by content server
tracki ng nmechani sns; and




a data retrieval nmechani smcoupled to the data
coll ection and processing nechanismto provide
information to a first participating content provider,
wherein the data retrieval mechani sm provides a score

6. t HEte methadf dsnddstidifedoin %lbhtci:ln Qﬁzﬂie@ﬂh e Ebﬁ&ﬁfel Ypraeide® ﬂkﬁ&_ participating
servi.ce provi.der's canfidence that the client machine
content proviler il jnfarmation far dprulie an i ERtaD RN BRI Muner of
the score is influenced by a set of factors, wherein
t set of.,factors,include one qf: .diversity of CDN,
7 dgﬁhel Héetﬁ?%iaﬁegesﬁg}b?cﬂénc&?‘%tl ﬁgheﬁ?lﬂe sé‘?”éﬁeﬁt proyided to the
participatinguontdna peoviderdatafeeg page ratio with respect to one or
nore pages associated with a given content provider

domai n, an anount of tine that has passed froma | ast
8.  briovei Ingersetshased coztentdelivety ndtwbil€CDNpin whieh phitiiating content

. i ne r ent has en ,onlipne ng a _current
provider OO Hoftd Sad BE0A oMo TR POR B GPnBol iRt managed by
content delivery setwonkasérvite ppséderagheteirha €D eontasisseeven ierksprisible for serving
' i ' .. 9 .The syst as descr, bed
content ronfl, KAty b BT BI-Ridsr domains i el RELRSAEGHE ety nework
service provigenaispsemaompofinge of the client nmachi ne user agent.
. s D i,n .claim i.n the. dat a.
o ot DRI BTRSRAEE SR oL e YASHR 05) kfin wer
agent across agdwralityof casteat pronidentlopaimsibeing rdamaged by theecontemd delivery network
serviceproﬁ%%{iirbrﬁ!tﬂ@&dn@&t%%&em provi der, wherein the second

I'ci pating contént provider has a business
a data eollertiomaid progessingtrhechhiset fop ageeivirigrand processing elient machine user

agent trackidy ¥4 gferated by content server tracking mechanisms; and

a data retrieval mechanism coupled to the data collection and processing mechanism to
provide information to a first participating content provider, wherein the data retrieval mechanism
provides a score that is a function of the content delivery network service provider’s confidence that
the client machine user agent is associated with a human user, wherein the score is influenced by a
set of factors, wherein the set of factors include one of: diversity of CDN domains visited by the
client machine user agent, a purchase-to-catalog page ratio with respect to one or more pages
associated with a given content provider domain, an amount of time that has passed from a last
browsing session, an amount of time that the client machine user agent has been online during a
current browsing session, and a number of IP addresses the client machine user agent has been

associated with in a given time period.

9. The system as described in claim 8 wherein the data retrieval mechanism provides a

profile of the client machine user agent.

10. The system as described in claim 8 wherein the data retrieval mechanism tracks the
client machine user agent across a content provider domain of a second participating content
provider, wherein the second participating content provider has a business relationship with the first

participating content provider.
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