1 CRYPTOGRAPHI C SYSTEM AND METHODOLOGY FOR SECURI NG SOFTWARE CRYPTOGRAPHY
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sensitive information as they are transmitted between or stored on such devices.

15
Currently, there are two broad approaches to securing user information on such
devices. Conventionally, Hardware Security Modules (HSMs) that provide for
secure, tamper-proof containers for cryptographic processing perform these
operations in hardware, isolated from software applications. The first documented

20 HSM was described in US Patent 4,168,396, Sept 18, 1979, and was designed for
copy protection of personal computer software. This concept was later extended to
a hardware module providing data security (US Patent 4,352,952, Mar 3, 1980).
Examples of present HSMs include “smart cards” built info both contact cards
(ISO/AEC 7810 and 7816 standards) as well as contactless cards (ISONEC 14443

25 standard).

In mobile phones and other computing devices, such HSMs are fypically not present
or not accessible to software applications, and cryptography is performed within the
host operating system, isolated using operating system mechanisms. However, an

30 attacker or hacker who has gained access to the operating system has many
techniques available to overcome these mechanisms, and therefore gain access to
the user’s information.
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SUMMARY OF THE INVENTION

20 A cryptographic system and methodology constructed in accordance with the
present invention comprises a secure software sandbox operating as a cryptographic
sandbox, with a tamper-proof virtual layer surrounding the sandbox to protect the
sandbox from reverse engineering, debugging, or tampering. A plurality of
applications may communicate with the sandbox to request for cryptographic

25 operations to be performed, and to retrieve the results of the cryptographic
operations from the sandbox.

BRIEF DESCRIPTION OF THE DRAWINGS

30 FIG. 1 illustrates a block diagram of the processing system of a device performing

systems and methods in accordance with an embodiment of this invention.



FIG 4 illustrates a flow diagramof a process for accessing encrypted
storage in accordance with an enbodinerg of this invention. 10 FIG 5
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FIG 1. One skilled in the art will recognize that the device may incl ude
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invention. The device 1 includes a processor 5, a non-volatile nenory 10,
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25 advantageously applied to a variety of system and application software, inciuding
security tokens, software cryptography, and network encryption. Moreover,
embodiments in accordance with the present invention may be performed in a

variety of different platforms, including other mobile phone operating systems such

as RIM Blackberry®, Microsoft® Windows Phone, and the like, other operating

30 systems such as Apple Mac OS®, Microsoft® Windows, UNIX, and other operating
environments such as web browsers and embedded devices, and the like.
Therefore, the description of the shown embodiment in accordance with the present

invention that follows is for purposes of illustration and not limitation.



15 the processes being utilized. In other enbodi nents, the device software
and/or firmvare can be stored in any of4a variety of conputer readable
medi a appropriate to a specific application. A though a specific device is
illustrated in Figure 1, any of a variety of devices configured to store
encrypted cryptographi c data and perform cryptographi c operations can be
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variety of devices configured to store encrypted cryptographic data and perform
cryptographic operations can be utilized in accordance with embodiments of the
20 invention.

A cryptographic system and methodology constructed in accordance with an
embodiment of the present invention is provided as shown in FIG. 2. In the
described embodiment, a cryptographic sandbox 108 provides a method for securely
25 storing and processing cryptographic keys and data for a piurality of client
applications 104, with a tamper-proof virtual layer 110 within the sandbox to protect
the processing and data from unauthorised observers. The cryptographic sandbox
108 may comprise both a secure virtual processor 109 as well as a secure virtual
storage 119 in order to allow the client applications 104 to both perform secure
30 processing as well as secure storage.

The cryptographic sandbox 108 may include a cryptographic virtual machine 109 to
act as the secure virtual processor. The cryptographic virtual machine may include a
secure cryptographic module 115 to perform cryptographic operations, including



The virtual machine 109 may conprise a virtual machine interpreter 111 and
a set of virtual machine codes 112. Theése virtual machi ne codes may be
based on a 32-bit RISC instruction set architecture built solely for the
purpose of execution within the 15 virtual machine interpreter. This
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underlying operating system. This technique may involve a system function callback
handler passed to the virtual machine in order for the virtual machine fo execute
functions from the underlying operating system and detect whether these changes
have occurred. The system function callback handler may provide access from the

30 virtual machine to the underlying operating system’s file system, processes, and
memory. The system function callback handler may provide access to system
fingerprinting functions such as retrieving of device identifiers in the underlying
operating system. The virtual machine will then determine based on the changes, if
any, what the new execution flow should be.



20 perform cryptographic or security-critical functions within the virtual
machi ne. These function calls nmay inclusle function calls nornally nade to
t he underlying operating systemfor such functions. These function calls
may al so include function calls for additional functions perforned
specifically by the virtual machine. These function calls may be
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software library or a network interface such as a TCP/IP network connection. This

interface may comprise a set of program function calls for the client applications to

20  perform cryptographic or security-critical functions within the virtual machine. These
function calls may include function calls normally made to the underlying operating

system for such functions. These function calls may also include function calls for
additional functions performed specifically by the virfual machine. These funétion

calls may be transparently intercepted by the virtual machine so that the client

25  applications can continue to use the native function calls exposed by the underlying

operating system.

The virtual machine interpreter may also provide a function 123 to securely update
the set of virtual machine codes from a trusted party 122. The codes may be signed
30 by the trusted party and verified by the virtual machine before the updating process
is allowed to replace the set of virtual machine codes used by the virtual machine.
The virtual machine interpreter may provide secure access 103 to functions 102 in
the underlying operating system. This access may be protected by the use of
techniques to detect when the functions have been modified or moved by an external
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105" that starts and provides access to the cryptographic s
by employing techniques 116 to prevent debugging of the virtual machine. These
techniques may include a technique to prevent a debugger from being attached to

the virtual machine. These techniques may include a technique to detect when the



9 Wthin the sandbox, the cryptographic virtual machine 109" is started
when the application starts, which | oads the tanper-proof virtual |ayer
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use in the virtual machine. 3
15 virtual machine. This function may include the zeroing of information within the

virtual machine. This function may include the processing of a different set of

cryptographic data or algorithms.

The tamper-proof virtual layer may intersperse the techniques for protecting against

20 reverse engineering and the techniques for protecting against runtime analysis so as
to render either form of analysis ineffective. This may include a technique to
intersperse the techniques for runtime analysis with techniques for reverse
engineering that require time-consuming manual reverse engineering for an attacker
to bypass. This may include a technique to separate the techniques for reverse

25 engineering with techniques for runtime analysis that prevent automated runtime
analysis. This may include a technique to repeat these techniques multiple times
within the tamper-proof virtual layer such that the total analysis time required would
be infeasible.

30 FIG. 3 illustrates how this cryptographic system is started in accordance with an
embodiment of the invention. The computer processor 124’ starts the underlying
operating system 101°, which then executes the client applications 104’. The client
applications can send requests 106’ and receive responses 107’ through a sandbox
interface 105’ that starts and provides access to the cryptographic sandbox 108’.



CLAIMS 1. A product for providing cryptography to applications being
performed on a device conprising: 5instguctions for directing a processing
unit to: provide a cryptographic sandbox that includes: a virtual
cryptographi ¢ machine that perforns cryptographic operations, a sandbox

i nt er f acWithimtthe esaridbex, the)argptogtaphic Mitealy prachirepi0d’ d estatted nwhén aihea

[ i t [ i ti d tr. 1t | t f t . ' ti
e 1 or noRbireRRh SieRRy e Tk G chGerdront Al LAY 2o Hie Sdtdn,
and a negiaghineadiBhe Idads NPePT SRSl dbdies P12t Qifich NBrovigd M Wed | egéure15

2. The product of claim1 wherein the instructions for providing the
cr ypt ogr eypicgraphigdenctionst hty, asdperiosmsuntinne: depryption 148eusingphegirdpai c

sandhlox Lacl : r ' tQr .St yyptographi.c
eys Sandashe Hifareten 7 Gl biiplack Mt pitc BhRE A8 W3 itivase
storage ¢odes. t The cedesnbely pspdde thé anficdebuggita] teshriiedy #96! 1© bEelkepsted

4. The product of claim1 wherein the secure virtual storage is outside
the virtipdheXdtya) MaEdinghi ¢ nmachine. 5. The product of claim 1 wherein the
i nstructions for providing a sandbox including a virtual cryptographic
machi ne further conprise instructions to provide the virtual cryptographic
machi ne KiG.h dlusinatesahowethiei crgptographic edystem accesses the encrypted storage in

10 accordance with embodiment. The virtual machine interpreter 111°, after starting up,
performs encrypted writes 117’ fo and encrypted reads 118’ from an encrypted
storage 119’. The encrypted reads and encrypted writes may use an AES key
stored in the encrypted codes. The information in the encrypted storage may
comprise other cryptographic keys 120’ or other cryptographic data 121°.

15
FIG. 5 illustrates how the cryptographic system has trusted access to operating
system functions in accordance with an embodiment of this invention. The virtual
machine interpreter 111°, after starting up, verifies functions 102’ from the underlying
operating system 101’ before calling these functions in order to ensure trusted

20 access 103’ to these functions is possible. This function verification may comprise
function pointer checks.

FIG. 6 illustrates how the cryptographic system securely checks for updates in
accordance with an embodiment of this invention. The virtual machine interpreter
25 111’ after starting up, connects to a trusted party 112’. This connection may
comprise a secure socket layer (SSL) connection. If the trusted party indicates that
an update is available, the virtual machine interpreter will download a new set of

encrypted codes 112’ for use in the virtual machine.

30



30t hat obfuscates operation of the virtual cryptographic machine from an
underlying operating system 11 6. ThdoOproduct of claim5 wherein the

i nstructions for providing the virtual machine interpreter includes
instructions for directing the processing unit to: receive a

funct i orCEAIMSf r om an underlyi ng operating systemin the nmachine
interpreter, 5Sverify the function call with the nachine interpreter, and
performthe function call in the virtual cryptographic machine in response

to the funqtigmpedhét ReIpavidig dhistographin® Bb?ﬁ’éﬂﬂon@f béih?hﬁéﬁor‘{‘ﬁ@d &hat he

instructions for providing the cryptographic 0 sandbox rther conprise
i nstructions 4eYi¢R 6QMAESHNEe virtual cryptographic machine with a

USSP e A AR, o o T

cryptographic 15 sandberovide bustgptiogeaptit Bgndbdaii@indid@ed: | ayer within
the virtual cryptographic nachine that Erot ects the cryﬁ_t ogr aphi c
processi ng and data from unaut hor®z¥Ruak &ryptographic maghingnhéhadr o peciorms

claim8 wherein the instructj f Ar ovi di t he tanper proof 20l ayer
I nclude instructions that pr%@?@gr%ﬁglgtog\é é&w‘%’f ual machi ne codes in an

encrypted formthat are decryptedaasardboxi inteffacelthalvracsived regaesisi ofprof
thelO cryptographic operations from a client application and
transmits results of the cryptographic operations
performed by the virtual cryptographic machine to the
client application; and
a media readable by the processing unit to store the instructions.
15
2. The product of claim 1 wherein the instructions for providing the cryptographic
sandbox further comprise instructions for the cryptographic sandbox to
include:
a secure virtual storage for storing cryptographic keys and data.
20
3. The product of claim 1 wherein the secure virtual storage is within a memory

space of the virtual cryptographic machine.

4. The product of claim 1 wherein the secure virtual storage is outside the virtual
25 cryptographic machine.

5. The product of claim 1 wherein the instructions for providing a sandbox
including a virtual cryptographic machine further comprise instructions to
provide the virtual cryptographic machine with a virtual machine interpreter

30 that obfuscates operation of the virtual cryptographic machine from an
underlying operating system.



virtual cryptographic machi ne 10. The product of claim11 wherein the _

I nstructions for providing the cryptogndaphic 25 sandbox further conprise
instructions for directing the processing unit to provide the virtual
cryptographi c_nachine with anti-debuggi ng techni ques to prevent debugging
the virtuaP- ctigptsgdugthpt aiohimavhereinTikre pnstiuctions! forl arovidinghéneivirtodle

i nst ti : el t. ryptographi ¢ 30sandbox further conprise
nat ructi ons rvEBe MR RGuieE M ichBes for MRERRE e pracdiSing UF to
connection to a treseine fafuingtionledaar Fone awh%'é!@ﬂyiﬁp BpeRitRg Syaéal irthe.
and upload the update to nenory. 12 12. A nethod tor providing a virtual

crypt ogr aphi d“gﬁ'ﬂiﬂﬁcb&tefﬁfﬁtﬁierfpr m ng cryptographic operations in a device
Wi thsa processi ng i §B fORAOH BaRWith the mabRREMERGefy! SRSt to perform

a cryptographic operation froman applic interface

performed by the perforasithg fyetiem calperihotha Mrtddiecypittraphiad Md#chine in
operation usi ng a virtual crtyé)to raphi c mia:_chl ne being perforned by the
processi ng sySERANSE e function call being verified.

7. The product of claim 1 wherein the instructions for providing the cryptographic

10 sandbox further comprise instructions to provide the virtual cryptographic

machine with a cryptographic module that performs the cryptographic
operations.

8. The product of claim 1 wherein the instructions for providing the cryptographic

15 - sandbox include providing a tamper proof layer within the virtual cryptographic

machine that protects the cryptographic processing and data from
unauthorized users.

9. The product of claim 8 wherein the instructions for providing the tamper proof
20 layer include instructions that provide a set of virtual machine codes in an
encrypted form that are decrypted at runtime to allow normal operation of the

virtual cryptographic machine

10.The product of claim 1 wherein the instructions for providing the cryptographic
25 sandbox further comprise instructions for directing the processing unit to
| provide the virtual cryptographic machine with anti-debugging techniques to

prevent debugging the virtual cryptographic machine.

11.The product of claim 1 wherein the instructions for providing the cryptographic
30 sandbox further comprise instructions directing the processing unit to:
establish a secure connection to a trusted party,
determine whether an update is available, and

upload the update to memory.



transmtting a result of the cryptographic operation using the sandbox
interface. 1013. The nethod of claim 122further conpri sing: storing
encrypted keys and data and an encrypted storage, and accessing the
encrypted keys and data to performthe cryptographic operation. 1514. The
met hod of t2.afAnmeshedheiosi pravidingnar yisluall aryplogoaphis sandivox dongerfornipace

of the virtual cryptographi ¢ maching. .15 .. The nethad of claim 13 wherein
t he encrypt e%’@gﬁ%@g& gB@\ﬁaﬁRPﬁ '%ar?%r%'englﬂgc%r%?sﬂﬁg@fﬁ f FPAPTSES: at i ng
system 20 16. Th@eﬂawﬁgdaof'e?déﬁt”l!ol%ef'l’éfﬁlhér chPIBGraphitd ‘operation from an
obfuscating the operation of the virtual cryptographic nmachine from an

under | yi ng og®pPlcatian ya sandbasinterfageperionrd by the arosessingusysitem;

conpgi Si ng: L Vi ' . d : d I, ng.oper at.i.ng
cysrem it he macRETHEME Ukl HeerkGal Eha S vaRBrAE
nmachi ne i nt empacHine beimgdperformed by the processip@rdyeternpang he function call in
the virtual cryptopraphip machi ne in 30response to the function call being
verified. 18. The tafsAutlingra sesilrf the ghintesrapbisppaiatign using the sandbaxng
the cryptograhBigc@perations in a cryptographic nodule of virtual

crypt ogr aphi c nacﬁlne.

10 13. The method of claim 12 further comprising:
storing encrypted keys and data and an encrypted storage, and

accessing the encrypted keys and data to perform the cryptographic
operation.

15 14.The method of claim 13 wherein the encrypted storage is within a memory
space of the virtual cryptographic machine.

15.The method of claim 13 wherein the encrypted storage is within a memory
space of an underlying operating system.
20
16. The method of claim 12 further comprising:
obfuscating the operation of the virfual cryptographic machine from an
underlying operating system.

25 17. The method of claim 16 further comprising:
receiving a function call from an underlying operating system in the
machine interpreter,
verifying the function call with the machine interpreter, and
performing the function call in the virtual cryptographic machine in
30 response to the function call being verified.

18. The method of claim 12 further comprising:

performing the cryptographic operations in a cryptographic module of
virtual cryptographic machine.



13 19. The nethod of claim 12 further conprising: provi ding a

t anper proof layer within the virtual dByptographic machine that protects
t he cryptographi c processing and data from unaut hori zed users. 5 20. The
met hod of claim 12 further conprising: provi ding the virtual
cryptographi c machine with anti-debugging techniques to prevent debuggi ng

the virtuakqgcC i chi pe,,. 1021 . The nethod of claim 12 further
conpri si _ng{lg'en{gttglg)éﬁéﬁlgE’é%é?r@eﬁjf]@r}%r?ﬁg&rfsmzt 0 a trusted party;
det er ni ni ng whet hqyro@idingf)dQé:ﬁhpfe@brééfilg?é%ﬂ%@ﬁl&%@hﬁﬂuﬁﬁ&?ﬁ%réﬁhi@vlﬂéﬁﬁihée;

and upl oadi n% t he update to nmenory. :
hat protects the cryptographic processing and data from unauthorized users.

5
20. The method of claim 12 further comprising:
providing the virtual cryptographic machine with anti-debugging
techniques to prevent debugging the virtual cryptographic machine.

10 21.The method of claim 12 further comprising:
establishing a secure connection to a trusted party;
determining whether an update for the cryptographic sandbox is
available; and
uploading the update to memory.
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