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(57) Abstract

The invention relates to the alteration of a segment (230) and an offset (240) used to form an effective address (220) of the default
interrupt handler routine. The method comprising a number of steps. First, a trap address (210) of a default interrupt handler routine
is provided. This trap address includes a segment (230) and an offsct (240) normally used to calculate the effective address (220) via
conventional circuitry. However, a unique segment is produced by performing an arithmetic operation on the segment (230). Thereafter,
another arithmetic operation is performed to produce a unique offset. These unique segment and offset values may still be used by the
conventional circuitry to still produce the same effective addresses so that only one default interrapt handler routine is required. While this
alteration produces a unique segment (230) and offset (240) which can be assigned to an interrupt, the segment and offset are modified
appropriately to still use a common default interrupt handler.




effectively account for an unexpected (spurious) interrupt (referred to as
a "fault condition") caused by either hardware or software.

Currently, upgiegsiaeiiencing a fault condition, the default pgmtssseans
handl er routine Is accessed. Unfortunately, the default interrupt handler
routine is only able to determ ne whether or not the interrupt is
associated with a predeterm ned set of external interrupts (e.g., a hard
disk interrupt, a tinmer error, a NM, etc.) supported by one or nbre
programabl e | QIGYITHNI AND METHOD KORGRAP AIDDRESS WIAPFRTIFOR
controllers. Suc{h&eter on is acconplished by checking the state of
various | ogic A |]lsRL% ~g., latches, etc.) associated with the PI(C(s).
If the fault condition is based on any of the predeterm ned set of
interrupts, a nunber assigned to that interrupt is |loaded into a status
regi ster. Thus, the content BAGKGEROIBIROF EHEINMENTNat es t he cause of
the fault condition. Oherwise, a null value is |oaded into the status
regi ster whi chy of f ey HErTEALGANTESNOf the cause of the fault condition. As
aresult, the origin of a tau condition is rarely ascertained since only

fifteen types of inferrupts.can pe detected t urrept | VT. O
course, it is possibrePIESCHANENEIONS aﬁ?ﬁ@%i‘%gé@???ﬂﬁﬁ\ﬂ‘ﬂ%ﬁ?@m in which
each entry of pagichldily, the presiad invention elattdt6 a systemdarid nethodifot er r upt

handl i ng routine. Thi.s may .be ssible solution if .stri.ct nory size _
constraints di #%ﬁ?ﬂ%?&gﬂ%\@\?@?‘fﬁm °§I%“§HI’9?‘HB °T‘i°g1'et ed anount of
avai | abl e codesegmert adtdbffseysedits calviilath uri effectivg adéiess. i nitial i zation,
syst em performance woul d be unnecessarily

2. DESC FAR TED (9)

For many years, interrupt handling of an electronic system has
been accomplished through the use of an interrupt vector table (IVT)
generated by system Basic Input/QOutput System (BIOS) firmware. An
IVT usually features a number of entries (e.g., 256 four-byte entries), each
capable of containing an address of a routine intended to handle
interrupts. At start-up, system software usually loads an identical
address into each entry of the IVT. This address is directed to a default
interrupt handler routine responsible for handling interrupts anticipated
to occur during initialization (e.g., a hard disk interrupt, timer interrupt,
non-maskable interrupt “NMI”, software invoked interrupts such as trap
instructions, etc.). However, this interrupt handling technique does not
effectively account for an unexpected (spurious) interrupt (referred to as a
“fault condition”) caused by either hardware or software. '

Currently, upon experiencing a fault condition, the default
interrupt handler routine is accessed. Unfortunately, the default interrupt
handler routine is only able to determine whether or not the interrupt is
associated with a predetermined set of external interrupts (e.g., a hard
disk interrupt, a timer error, a NMI, etc.) supported by one or more
programmable interrupt controllers (PICs) such as INTEL® 8259
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sacrificed to substitute run-tine code in BICOS for fault handling code
which is rarely used.
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controllers. Such determination is accomplished by checking the state of .
various logic circuitry (e.g., latches, etc.) associated with the PIC(s).

If the fault condition is based on any of the predetermined set of
interrupts, a number assigned to that interrupt is loaded into a status
register. Thus, the content of the status register indicates the cause of the
fault condition. Otherwise, a null value is loaded into the status register
which offers no indication of the cause of the fault condition. As a result,
the origin of a fault condition is rarely ascertained since only fifteen types
of interrupts can be detected by the current IVT.

Of course, it is possible to develop. an interrupt handling
mechanism in which each entry of the IVT is loaded with an address of a
unique interrupt handling routine. This may be a possible solution if
strict memory size constraints did not apply. However, since BIOS only
has a limited amount of available code space and supports IVT during
and after initialization, system performance would be unnecessarily
sacrificed to substitute run-time code in BIOS for fault handling code
which is rarely used.
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SUMVARY OF THE | NVENTI ON One enbodi nent of the invention pertains to
a nethod for producing an effective address. The nethod conprise a nunber
of steps. Fi kghooMmaddress of a software routine is provi dGTUBPEAM4ddr ess
i ncludes a segnment and an offset used to calculate an effective address of
the software routine. Next, an unique segment is produced by performng an
arithnetic operation on the segnent. Thereafter, another arithnetic

operation is perforned to prSUMMARYQF THE DIVENTIONVI | € bot'h t he” Segment
and offset have been nodified, the effective address remai ns unchanged.

One embodiment of the invention pertains to a method for
producing an effective address. The method comprise a number of steps.
First, an address of a software routine is provided. This address includes
a segment and an offset used to calculate an effective address of the
software routine. Next, an unique segment is produced by performing an
arithmetic operation on the segment. Thereafter, another arithmetic
operation is performed to produce a unique offset. While both the
segment and offset have been modified, the effective address remains
unchanged. |

3
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- 3- BRI EF DESCRI PTI ON OF THE DRAW NGS The
features and advantages of the present invention will becone apparent from
the follow ng detailed description of the present inventi uSosalss N

Figure 1 i VOB ystrati ve bl ock di agram of an electronic systemutilizing
the present invention. Figure 2 is an illustrative bl ock diagram of
an interrupt vector table (1VT) produced by a system executive such as BICS

firmnare. Fi gur g i’,ﬁ@&ghgﬂbﬁmmdsonvent i onal--operation
VE

in calculating the efféctl I ess.

The features and advantages of the present invention will become
apparent from the following detailed description of the present invention
in which: '

Figure 1 is an illustrative block diagram of an electronic system

utilizing the present invention.

Figure 2 is an illustrative block diagram of an interrupt vector table
(IVT) produced by a system executive such as BIOS firmware.

Figure 3 is a block diagram of the conventional operation in
calculating the effective address.

Figure4isan illustrative flowchart of the operational steps
necessary to produce the IVT of Figure 2. ‘

Figure 5 is an illustrative flowchart of the operational steps to
produce a unique segment address of the default interrupt handler
routine of the electronic system of Figure 1.
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Figure 4 is an illustrative flowchart of the operational steps necessary to
produce the IVT of Figure 2. Figure 5is an illustrative flowhart
of the operatwomaBisst eps to produce a uni que segment addr essPCiFUSR@44I2f aul t
i nterrupt handl er routine of the electronic systemof Figure 1.

- 4- :

DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention relates to a system and method for
ascertaining an origin of a fault condition by modifying a segment and an
offset used to form an effective address of an interrupt ha'hdling routine
without altering the effective address.

In the following description, some terminology is used to generally
describe certain features or characteristics of the present invention. For
example, an “electronic system” may include a computer (e.g., a portable,
desktop, server, mainframe, etc.) or any other hardware equipment
supporting interrupt handling. “Information” is generally defined as one
or more bits of (i) data, (ii) address, and /or (iii) control. An
“interconnect” is any medium used to transfer information from a source
to a destination such as one or more wires, buses, trace lines or fiber
optics as well as wireless medium. A “system executive” is a software
agent that provides an mtermedlary software control layer between
hardware and a software application. Examples of a system executive
include, but are not limited to an operating system or Basic Input/Output
System (BIOS).

Referring now to Figure 1, an illustrative embodiment of an
electronic system 100 employing the present invention is shown. In this
embodiment, electronic system 100 comprises a processor subsystem 110,
a memory subsystem 120 and an input/output (I/O) subsystem 130.
These subsystems are connected together through a chipset 140 and a
number of interconnects such as a host interconnect 150, a memory
interconnect 160 and an I/O interconnect 170.

Processor subsystem 110 includes one or more microprocessors
1151-115m (“m” is a positive whole number) connected to host
interconnect 150. Each microprocessor, for example microprocessor (uP)
1153, includes a code segment (CS) storage element 116. Normally, CS
storage element 116 is a 16-bit register which contains a segment. A

“segment” is a portion of the starting address of a predetermined block of
memory containing information such as an interrupt vector table (IVT)
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DESCRI PTI ON OF THE PREFERRED EMBCDI MENT The present invention
relates to a system and nethod for ascertaining an origin of a fault
condition by rmodifying a segnent and an of fset used to for fective
address of . r?q9ﬁ353¥r upt handling routine without altering the erfective
addr ess. In the follow ng description, some term nology is used to
general |y descrl Eg cert n features og characterl stics of the present

i nventi on. is eqierpplatad, howeverafhat (Sstarags element Hénput er

(e.g., a portxﬁiynecdiﬂigmwomst agelal%tri&ébﬁ 8%y bikkize) Or any other hardvare
equi pnent supporting interrupt handling I nf'ormation" is generally defined

as one or nore bi addr ess control. An
"interconnect” |sivger{§$ sé‘i’f?ﬂs] use(?iéfso f'? 151 %@ﬁegl}ﬂg‘fl%gh #¥m a source to
a dest i nati onnemonnest 160 end inchudes apleastsonememery element 125nes or fi ber optics
as wel|l as wg, t agent that
provi des an m%?ﬁ%@oﬁ@ﬁ%ﬂ%@ﬁﬁglﬁo& V\c/giea% ar V\c/zre and a
sof t war e appirandemaacesgrenmsiry {DBAM) capableof oading 2 systémekeaidivebut are not
limted to a I (Bl OS).
Referring no&vut&galé—%gé ﬁi{gga‘ﬁ ﬁ%ﬁ.ﬁ%@&%ﬁ&%t EXr?hﬁg‘ el ectronic
system 100 empstem mdvﬁ@bv%wﬁﬁomramnomm Washingtenelbodi nent ,

el ectroni c sys¢ m“&t@d)mwe%asﬂ@at%a%ma gﬂhﬂ#ﬁ'g edfTENDI'Y
subsystem 120 and | nput / R?ﬁMﬁ E’SéI/O) subsyste 130 se subsystens are

connect ed togﬁi‘%gﬁﬂ)’tfﬂ‘i"ﬁﬂ’@h H memaryangd the dike) may be gsed @bnnect s such
asta host |?tﬁéﬁ17ogﬂm@meﬂmpslﬁha@5pvmahﬁtlﬁéﬁ qg;coﬁ@gl} gngj an 1/0 -

i nt er connec rocessor i ncl udes, one, or nore

m cropr ocess&PEE eﬁfgiteﬁ!ma(mWFgcﬁaf?géﬁéé@ I‘@Pfﬁf?‘f’é@ﬂw ected to
host i nt ercoriﬁaﬁbryléiﬂbsydi&ﬁflzm croprocessor, for exanple m croprocessor
([err]) |

The I/O interconnect 170 provides a communication path between
a plurality of peripheral devices 1351-135n (“n” being a positive whole
number) contained in I/O subsystem 130. The I/O interconnect 170 may
be a Peripheral Component Interconnect (PCI) bus, Industry Standard
Architecture (ISA) bus or any other type of bus architecture. Itis
contemplated that I/O interconnect 170 is shown as a single bus,
although it may include multiple buses connected together through
bridge circuitry in which each peripheral device 135;-135; is connected to
at least one of the multiple buses. One peripheral devices 135; isa non-
volatile storage element which contains another system executive, namely
a Basic Input/Output System (BIOS) code. Other peripheral devices may
include, but are not limited or restricted to a mass storage device 1352
(e.g., a hard disk drive, a compact disc-read only memdry “CD-ROM”
player, CD recordable player, digital tape drive, a floppy disk drive, a
digital video disk player, etc.), a transceiver device 135, (e.g., a network

interface circuit “NIC” card, a modem, etc.) and the like.

Referring now to Figure 2, IVT 200 produced by a system’exécutive
(e.g., BIOS) in accordance with the present invention is shown. IVT 200 is
a table featuring a plurality of entries 2101-210y (“1” being a positive
whole number). Each entry corresponds to an interrupt supported by

e
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1151, includes a code segnent (CS) storage elenment 116. Normally, CS
storage elenent 116 is a 16-bit register which contains a segnent. A
"segnent” iweoepsatti on of the starting address of a predel”ﬁ"ﬁ%s%‘“al ock of
menory conftaining informati on such as an interrupt vector table (IVT)

- 5- 200 of Figure 2. It is contenplated, however, that CS storage
el ement 116 m&@c%&t&mgmeﬂs §lovat, eack batrn QR0 HE10, GEresportsible fort . Si ze.

Menory subsystem 120 is connected to chipset, 140 via nenory

\ i_nt erconnect
160 and i nci PRONIIiRg ajtepaddzess toa FicIORIPERsEcH (e granicranroenssgs 4151 Rgrmr y

el ement 125 #ign(?%t’).oﬁﬁEHa ammm&éa%égﬁ{&mmmm menory
hishe

(DRAM capabl € | oadi N, a system executlve such _as an operating system
such as a WW WherE wdpmdamﬁgeﬁy@wbm%eéérwo crosoft

Cor por at i on Qéfaite sispt Nifher$utine té be fetcHed kGRS eldAURIVEXS, T hat
non-vol atile menory (e.g., any type of read only nenory "ROM', FLASH nenory
and the |ike9 Tele used as menory element 125 in lieu of volatile nenory.
O course, it is contenplated that a nmenory controller 126 may be

i mpl ement ed Wi t hiAs sheow $n Bighse3; ferech®¥entional INTEL®anicképrovdsssrconnect 170
provi des a compyni.cati o at h bet n_&. ral iy of peri,pheral devices
1351-135n ("HY "%*H’gesangé’?ﬁ’f%‘l’\ﬂﬁﬁﬁ rFaI}il.ll 3 'fs’é%%ﬁg? g affress o subsystem
130. The |/ Cassotietedomitie tie defaultinterrapthielienioatiab isCalquiatediby| nt er connect

(PCI) bus, | piishhoceb@ et Ff.6R1 - EfdViR &dghlins 195 ofbfBaRbNEr 1YPE Of

bus architec _
220. The segment 230 is multiplied by sixteen (16) and added to offset 240

obtained from trap address 220. The resultant sum is equal to the
effective address of the default interrupt handler routine as defined by
the first equation:

D

(1)  Effective Address = Segment(routine) x 16 + Offset(routine).

Since the effective address is dependent on the segment and offset,
concurrent adjustment of both the segment and the offset may be
performed without modifying the effective address. It is the
manipulation of these factors forming the effective address which can
provide a mechanism to indicate the origins of a wide variety of fault
conditions, without requiring 'multiple default interrupt handler routines.

Referring to Figure 4, a flowchart illustrating one technique for
preparation of the IVT of Figure 2 is shown. Initially, an address of the
default interrupt handler routine is determined because this address is
well-known to all procedures within the system executive as well as any
sub-routines linked to the system executive. In particular, early
initialization code (used to set up the IVT) has access to the address of the
default interrupt handler routine in order to form permuted versions of
that address (Step 300). For clarity, this address assigned to the default
interrupt handler routine is referenced as trap address “TRAP_ADDR.”

Next, an index parameter (referred to as “IDX") is initially set to a
predetermined value (Step 310). This predetermined value represents an

-7-
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contenplated that 1/O interconnect 170 is shown as a single bus, although
it may include nultiple buses connected together through bridge circuitry
i n which eachwiedoispdeer al device 135[err]-135[err] is connectreiisss/zd41d east
one of the multiple buses. One peripheral devices 135[err] is a non-

vol atil e storage el ement- whi ch contains another system executive, namely a

Basi ¢ Input/mwnﬁnﬁemﬁﬁvﬂﬁhzﬁ@% 61 th8lenBfsiof BRS VT s GhidrRYy
i ncl ude, but are not ll{)egivajd trlcted to a nmsg, storadge devite 1352

"(e.g., a hard B keddp epsurg thatiig st nEFWE pl ayer,
CD recordabl e QQmﬂl@uttcaﬂ:etrﬂmﬁbeiMéﬁmeaofﬂiéﬂWdﬂﬁs(ﬁ) fholdified @ di gital
vi deo di sk play etc ansce ce on a et wor k
interface ci rc Iet’mW)‘% a S &erg}gétﬁm%éq\g& offset

Referring now stordd muhepﬁrhciﬂﬁni&ﬁtedren&yc(ﬁldpb&wammaeMﬂ ve (e.g.,

BIOS) in accor m{; sent |nvent|on I's showmn. IVT 200 is a table
featuring a pl ﬂ?kﬁﬁ ;Lséa%%}:ﬁgeg 2101-210r ("r" being a positive whole

nunber). Each entry corresponds to an |nterrupt supported by

- 6- Beforesheprdeteroipevalugof DX #)modified, the ej ect roni ¢ syst em
100. As shown, TW'MR&&&&&%&&&%J&%&R@W%@&?g&r ZEEOV' ding a
trap address to a m croprocessor m cr 6pr ocessor f fe I gure 1).
The trap addre@lﬂerﬂé@?Y@ﬁé%émﬁ X@%&P@S@W Yalag tosaefirsbportigni ch, when

conbi ned, prodyFERAP_ADDRCind/ subtiidiifg aaécoa\aqﬁea&eﬁimeddatu%%dmlant errupt
~ handl er routlneto be tet mmaﬁ%15of ut{lg 1.

As shown in Fi gfspRdportigio
first portion (e.g., the segment) is altered to produce a unique value by
adding a dynamic value (IDX x 16) to its current value. As a result, the
contents of each entry of the IVT differs from the contents of other entries
because IDX is unique for each entry. As a result, the first calculation of
the unique segment starting at the first byte of a four-byte entry may be
represented by the second equation:

(20 MEM[IDXx4+0]= SEG(TRAP__ADDR) + (IDX x 16).

Next, the second portion (e.g., the offset) is altered to counteract
the effects from altering the segment. This ensures that the effective
address remains constant without modification of internal calculations
(see first equation) to produce the effective address of the default
inferrupt handling routine. In accordance with the embodiment
described above, the unique offset would be reduced by IDX x 256
because a four-bit shift of the segment (effectively a 20-bit value) would
be tantamount to a 8-bit shift in the offset (effectively a 16-bit value). The
calculation of the unique offset starting at the third byte of the entry is
shown in the third equation: '

(3)  MEM [IDX x 4 + 2] = OFFSET(TRAP_ADDR) - (IDX x 256).

Referring now to Figure 5, the processing steps for a fault
condition is shown. Upon detecting a fault condition (e.g., an unexpected
interrupt), the content of the CS storage element is moved into a general

-8-
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architectures and other conpatible architectures, the effective address
associated with the default interrupt handler routine is cal cul ated by

m cropr ocessqyodokaderof Figure 1 retrieving segnent 230 of traepusekRddds 220.
The segnment 230 is nultiplied by sixteen (16) and added to offset 240
obtained fromtrap address 220. The resultant sumis equal to the effective

address of th‘i:tﬂﬁééé%éisi&?&éﬁ%ﬂmwrﬂi&@i&é}?ﬂié?coﬂ%\tdl%w the first
equat i on: '(e]él)' Ef f ectj ve Address = Segnent (r.out:i ne) 16" +
Of f set (rout i n&pntained in the gener R‘HEO@#FE&W\Pée%gg&%ﬁ%"&*&g’é'r@%t on the
segnment and ofi§ ¢Step 205 Thiia ineddbsaty it PRddide da0hbex Whidag¥R:1 and the
n
i

of fset may be perf.orne ] ut . nodi f he effective address. It is the
mani pul ati on dgaRH’rBE@’l %MW A SPULPYR MERIMRE s whi ch can

provi de a mechanismto indicate the origins of a wide variety of fault
condi tions, w thouMoregpedificedlypam illystratide fangetof impuetrinteptuptsfedtures r out i nes.

Referring to Fi ' | BY.; Wall or
preparation o@?%%mgy%ﬁ%ﬁgé%#i&éﬁ%ﬁé?%ftﬁlr%rl#@%%ﬁa%ﬂ ess of the
def aul t i nt er rshiftingaiglit by 4y warcomeenientljodlignithe #VT loéseh endrytintosthaddr ess i s

wel | - known to J Yl Xhfetl as any
sub-routines Illé’ar?kg%h?o&gﬁﬁgeﬁgyst em%%ﬁ%ﬁgpart#%ﬁ@% y
initializati o TRARADDRESS tean Stbitmumber whirh unaguely cepresends 2 he addr ess of
the default i ; t?ﬁ-ﬂ efhif | ' : :P}é)% versi ons of
t hat address %Etﬁg%uggb . géc')r. C g-?_s?tltrg,ﬁntt’%ilgﬁgg%?{é‘g%éa Sl gﬁggﬁ%‘gﬁt he def aul t
i nterrupt handPert §0b(icardbdiing testing of the ysthm.ess ' TRAPADDR. "

Next, an index parameter (referred to as "IDX") is initially set to a

predet ermi ned val ughe3Ps# S9AO rardbaké cir@ttBt @ed BYERC Yinifadt@RECQERNT S an
e PC BIOS vendors to check progression of the power-on self test (POST)
operations. Each task in POST is assigned a code value, namely a 8-bit
value, written to a particular I/O address (e.g., I/O location 80h where
“h” indicates a hexadecimal number) immediately prior to executinga " -
POST task. In addition, each input interrupt may be written to the
particular I/O address to monitor input interrupts during testing of the
electronic system. Thus, on system failure prior to an OS boot, the last
code value issued to the system can be examined as well as the spurious

interrupt. Besides Port 80h cards, spurious errors may be reported
through many other types of reporting mechanisms such as, for example,
storing the code value into a history log in non-volatile memory and/or
elements of the system memory data structure (e.g., BIOS Data Area
“BDA” typically at physical address 0x400) as shown in Step 420.

While various embodiments of the invention have been described,
those skilled in the art will realize that other embodiments of the
invention are easily foreseeable without departing from the spirit and
scope of the present invention. Moreover, well known circuitry and
operational steps are not set forth in detail in order to avoid unnecessarily
obscuring the present invention. The invention should, therefore, be
measured in terms of the following claims.
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entry nunber from which indexing of the entries of the |IVT begins. This
predeterm ned value is (i) checked to ensure that it still remains in a

gi ven range e(;gl val ent to the nunber of entries of the | Iy d

nodi fied (iW Herement ed or decr enent ed) after altering the segrrent and
of f set stored in the particular indexed entry (Steps 320 and 350). As a
result, |1 DX operates as a counter. Bef ore the predeterm ned vaI ue of
IDX is nodified, the TRAPADDRconmlnthelndﬁ ”ﬁl]tll u u

200 of Fi QUFWﬁtis%laﬂnbaﬁsi‘d by adding a first dynam vaI ue
to a first portion of TRAPADDR and subtracting a second’ predeterm ned val ue
froma second portion of TRAP_ADDR ( St eps 330 and 340) In particular, the

adding & dynam ¢ Wl ul fr%‘%g@&?éf i RO SR deieiue ol e by

contents of each pravidingn address,of acﬂowgmutmuseéawmfehmg)f ot her
entries bec ‘{?[gg I arfdg first .
cal cul ati ona’é(ﬁlq tfiﬁiéa%@’gieég nt g@g:&glﬁ%ﬁﬁdﬁﬁngfalsr@@%% e of a four-byte

entry may beoff: ue@bﬁmceh:uwemefe@@e dress of thesoftware routingpy VEM IDX x 4 +

0] SEG( TRAP_A| %ﬁ?\lﬂ&@ehco eration JNEthe segBnt8 pR6duda@ tion (e.g.,
t he offset) I s al eredt C

ount e the effects fr ring the segnent.
Thi s ensur esunigae segmaent differin @(fgflé%n?‘!?rf’y %ﬁm&n t hout
modi fication of iddfiriddg ﬁ@kﬁmﬁﬁﬁc rdﬁﬂmfﬂ\@%tfsaqu bdxiaeato produce the
effective address of t def Q?grru andl i n utine n accordance
with the eanm‘IHﬁH?f é@&? O%Hbseff'? %‘g B’F‘%g’é eW&?IdeBe reduced by
| DX x 256 begfe girst nfudiber Sotthatthe effeétivienddeeg remhinseintharigede| y a 20- bi t

val ue) would be tantanmount to a 8-bit shift in the offset (effectively a
16-bit value). The calculation of the unique offset starting at the third

byte of the entry,is spQWechdd bP@afnll i/ WhééiPihe3tep of performing the

arithmetic operation on the segment includes the step of:

multiplying together a dynamic number and a first static number
to calculate the first number; and |

adding the first number to the segment to produce the unique

segment.

3.  Themethod of claim 2, wherein the dynamic number is an
index number indicating an entry of an interrupt vector table containing
the address.

4.  Themethod of claim 3, wherein the static number is equal to
sixteen.

5. The method of claim 2, wherein the step of performmg the
arithmetic operation on the offset includes the steps of:

multiplying together the dynamic number and a second static
number to calculate the second number; and _

subtracting the second number from the offset to produce the

unique offset.

-10-
SUBSTITUTE SHEET (RULE 26)



-

(3) MEM[IDX x 4 + 2] = OFFSET(TRAP 256) . Referring
now to Figure 5, the processing s““ ﬁm! ’Eﬂ) condition is shown. Upon
detecting a Wwosdgsisiandition (e.g.l\® ecr | nt errupt ) PCTISO¥MMI9ent of
the CS storage el enent is noved into a gener aI pur pose register

(Steps 400 and 410). Thereafter, the contents now contained in the general

pur pose regi ster aige Shﬁk%tﬁ&ﬂbﬁﬁaﬁkgh&h@ﬁéﬂ%rd c g 4k Thi's i

necessary to produce n |ndex has al1 ing with the | VT entry
that caused tHBde»n ny aansaﬁtentryo anmmtéfﬁeferfqb&

il lustrative rfapgddadssi nput interrupts features 256 |nterrupts whi ch can be
encoded using a 8-bit value (0 to 255). By shifting right by 4, we
conveniently align the | VT offset entry into the Ieast significant byte of

the CS register. T S, W@%ﬁ@ an 8-bit
nunber whi ch uni quely represen{)a(’fa%rﬁ‘inéghgﬁﬁl erru Bt nunber
may be utili zeaqwglttatwc-hdndxedmﬂdﬂfsesm 80h" card dur| ng testing of the

el’ectroni c system The "Port 80h" cards are currently used by PC
manuf acturers and PC BI OS vendors to check progression of the power-on self

test (POST) operatigns. Theahethad bf Elain?OShhefeir ft oR9trérsigiie ival ue, nanely
a ‘8-bit val ue, ten to rticular 1/0O address (e.g., I/ O location 80h
where " h" mdﬁ?:%lr? rerupl ‘%ﬁ‘ﬁber) i mredi ately prior to executing a
POST task In addition, each |nput interrupt may be witten to the
particular 1/0 address to nonitor input interrupts during testi ng of the
el ectronic system %hus Inen elsrtroninsysiiem aangthpd comprisin Bleps of:t he | ast

code val ue issued t;ﬂ-owlﬁn(é & h@Hrs @5t ?Eofﬁ)&ﬁf@xﬂﬁﬂn@ﬁsé@itlleéﬁdﬁﬂﬁgs purious
start-up of the computer system, the address including a segment and an
offset used to calculate an effective address of the software routine;
adding a first number to the segment to produce a unique
segment; and
subtracting a second number from the offset to produce a unique
offset, the second number being a factor of the first number so that the
effective address remains unchanged.

10.  The method of claim 9, wherein the adding step includes the
step of multiplying a dynamic number and a first static number to
produce the first number.

11.  The method of claim 10, wherein the dynamic number is an
index number indicating an entry of an interrupt vector table containing
the address.

12. The method of claim 11, wherein the static number is equal
to sixteen.

13.  The method of claim 10, wherein the subtracting step
includes the step of multiplying the dynamic number and a second static
number to produce the second number.

- -11-
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-interrupt. Besides Port 80h cards, rors ry be reported through
. many other types of reporting rrechanl MF{WE m,rm,Lexarrpl e, storing the
- code val ue | 8’3?5 J’n story log in non-vo nd/ @erRisedmies of the
systemrrerm& structure (e.g., BIOS Data Area "BDA" typically at

physi cal address 0x400) as shown in Step 420. Whi | e vari ous

enmbodi nrents of the inventio been des those skilled in the art
will realize thatl4oth éﬁ‘%ﬁ#ﬁgaﬁ’énlﬁ W%Féem%awcé}‘gn Rerd$ 4. f.or eseeabl e
Wi t hout depajdieR ufribefiridietingian dntyrst ananperuph vedtor pblkscntainingent i on.

Mor eover, wel | own circuitry and operational steps are not set forth in
detail in orHe? S%voi d unnecessarily obscuring the present invention. The
i nvention should, therefore, be nmeasured in ternms of the follow ng clains.

- 9- AII\/SV\hatlscIalrredls

1. In an el ectrorife syHeargthad péelpiy 14 oviarein; thy seqond statisnumber is

provi ding ang @Qﬁ'i@%—ﬂ &eﬂ%ﬁi"%ﬁ sixoutine used at |east during start-up of .
t he conputer stem the address ‘i ncluding a segnent and an offset used to

cal cul ate an effectlve address of the software routine; performng an

arithmetic operatjon ni to produce a unique segnent differing
fromthe segnent bY a%?ﬁs&mﬁ% mgand

a storage element;

a microprocessor in communication with the storage element, the
microprocessor processes a system executive contained in the storage
element to produce an interrupt vector table, each entry of the interrupt
vector table including an address segregated into a segment and an offset,
both of which are used to calculate an effective address of a default
interrupt handler routine, each segment is increased from an original
segment value by a first unique value while the corresponding offset is
decreased from an original offset value by a second unique value being a
factor of the first unique value so that the effective address of the default
interrupt routine remains unchanged.

17.  The system of claim 16, wherein the storage element is a
non-volatile memory element containing the system
executive including one of an operating system and a basic
input/output system (BIOS) code.

-12-
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performng an arithnmetic operation on the offset to produce a unique offset
differing fromthe offset by a second nunber, being a factor of the first

nunber, so tKkaseoseyef fective address remai ns unchanged. PCT/US982441%1, ¢
met hod of claim 11, wherein the step of performng the arithmetic operation
on the segnment includes the step of: I! mul tiplying together a dynamc
nunber and a first static number to cadifate the first nunmber; and
adding'the first nunber to the segnent to produce the uni que segment.
3. The nethod of claim2, wherein the dynam ¢ nunber is an index nunber
i ndicating an entry of an interrupt vector table containing the address.
4, The nmethod of claim 3, wherein the static nunber is equal to sixteen.
5. The nethod of claim 2, wherein the step of performng the arithnetic
operation on the offset incl udﬁs—b—he—s-t-epe-e-f-a-m mul tiplying together
the dynam ¢ nunber and a second st at| er tp calculate the segond
nunber; and subtra%i ng thg S nunbey fromthe offset to produce
the unique of fset. - N §§ -10-
SUBSTi TUTE SHEET (RULE 26 ~
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6. The nethod of claimb5, wherein the dynam c nunber is an index nunber
indicating an entry of an interrupt vector table containing the address.
7 The met hod of claim®6, wherein the second static nungefuseszamual to

t\-/vo- hundr e&"%??t{?lﬁ’fty-si X. 8. The nethod of claim1, wherein the
software routine is a default interrupt handler routine. 9. In
an el ectronic system a nethod conpri /49 the steps of provi di ng an

address of a software routine used at |east during start-up of ~the conputer
system the address including a segnent and an offset used to cal cul ate an
effective address of the software routine; adding a _first nunber to
the segnent to produce a uni que segnent; and raghiing a second
nunber fromZMg of fset to produce a uni que offset, the second number bei ng
a factor of tlaefirst numbeTRAPOADDR(L) the effective address remains

unchanged. To—Th PRRI2PT claim wherein the addi ng step
i ncl udes t he (st ej } 4 mc nug oer and a first static nunber.
to produce t2#@>f|rst nunber. 11. Th¢ method of claim 10, wherein

t he dynam c nunb¢r is an index nunber jndicg¥ing an entry of an interrupt
vector table confaining .

220

— SEGMENT | OFFSET
— TRAP_ADDR{R) 20 o

210,

SEGMENT FROM IVT OFFSET FROM IVT

(W/0 ALTERATION) - (W/0 ALTERATION)
MULTIPLIER
{x16)

i 1151

EFFECTIVE /
ADDRESS

FIG. 3



t he address. 12. The nethod of claim1l, wherein the static
nunber is equal to sixteen. 13. The nethod of claim 10, wherein

t he subtract iywgoemige | ncl udes the step of nultiplying the dpeBWSes24¢itber
and a second static nunmber to produce the second nunber.

-11- ' 14. The nethod of,glaim 13, wherein the dynanic
nunber is an- index nunber indicating ‘gntry of an interrupt vector table
cont ai ni ng the address. 15. The method of claiim 14, wherein the
second static nunmber is equal to two-hundred and fifty-six. 16. A
system conpri si ng a storage el enent a mcroprocessor in

communi cation with the storage el enent, the m croprocessor processes a
system executive contained in the st errent to produce an interrupt
vector table, each entry of the interopgt=—vtctor table including an address
segregated into a segnent and an of fset, '

300
DETERMINE ADDRESS OF THE J
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¢ 310

SETIDX EQUALTO A /
PREDETERMINED VALUE
(e.g., 255)

18

ox =0 YN DONE
7 320
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i - 340

SUBTRACT A SECOND DYNAMIC
PREDETERMINED VALUE FROM
THE OFFSET (IDX x 256)

!

DX=IDX-1 [~-350
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both of which are used to calculate an effective address of a default

I nterrupt handl er routine, each segnent is increased froman ori gi nal
segment val ue by a first unique value while the correspongipacdbiast i s
decr eased ﬂWBHVéﬁ"original of fset value by a second uni que value being a
factor of the first unique value so that the effective address of the

default interrupt routine remains uncq4afped. 17. The system of

claim 16, wherein the storage elenment is a . non-volatile menory

el enent contai ning the system executive including one of an

operating systemand a basic I nput / out put system (BI OS) code.
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