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Method and Server of Remote Information Query

Cross Reference to Related Patent Application
This application claims foreign priority to Chinese Patent Application No.
201410342598.2 filed on July 17, 2014, entitled “Method and Server of Remote Information

Query”, which is hereby incorporated by reference in its entirety.

Technical Field
The present disclosure relates to the technological field of communications, and in

particular, to methods and servers of remote information query.

Background

With the rapid development of the Internet, the number of Internet users increases
daily. Some of these Internet users may hack into Internet systems intentionally to engage in
illegal activities, such as data theft. Therefore, an issue of analyzing the security of the
Internet users emerges.

In existing technologies, information needed for the security analysis of a user is
obtained using a remote query approach to determine whether the user is a secure user
when the security of the user is analyzed. However, remote query approaches, such as RPC
(Remote Procedure Call), Soap (Simple Object Access Protocol) or Rest (Representational
State Transfer}, etc., are based on TCP (Transmission Control Protocol)/HTTP (Hypertext
Transfer Protocol). When the security analysis of a user is performed based on these
protocols, a development of a corresponding software module at a client side is often
needed in order to facilitate a construction of a corresponding query request. A
development of a corresponding software module for a content server to which the query
request is directed is also needed in order to recognize this constructed query request. In
short, when performing the security analysis of the user, the existing technologies need to
construct and recognize the query request, thus resulting in a complicated recognition

method.
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Summary

This Summary is provided to introduce a selection of concepts in a simplified form that
are further described below in the Detailed Description. This Summary is not intended to
identify all key features or essential features of the claimed subject matter, nor is it intended
to be used alone as an aid in determining the scope of the claimed subject matter. The term
“techniques,” for instance, may refer to device(s), system(s), method(s) and/or
computer-readable instructions as permitted by the context above and throughout the
present disclosure.

Embodiments of the present disclosure provide a method and a server of remote
information query. By adding a type identifier corresponding to a type of query request in
existing query requests, a simpler and highly efficient recognition of user security may be
realized.

A first aspect provides a method of remote information query, which includes receiving
a query request sent from a client side; obtaining content of a type field of the query request;
obtaining a type of the query request based on the content of the type field; adding a type
identifier corresponding to the type and a domain name of a preset authorized Domain
Name System (DNS) into the query request to obtain a target query request; sending the
target query request to a local DNS to enable the local DNS to send the target query request
to the preset authorized DNS according to the domain name of the preset authorized DNS in
the target query request; and receiving a response message that corresponds to the type of
the query request from the preset authorized DNS.

A second aspect provides a server, which includes a receiving unit, an acquisition unit,
an adding unit and a sending unit. The receiving unit receives a query request from a client
side and obtains content of a type field of the query request. The acquisition unit acquires a
type of the query request based on the content of the type field. The adding unit adds a type
identifier corresponding to the type acquired by the acquisition unit and a domain name of a
preset authorized Domain Name System (DNS) into the query request to acquire a target
guery request. The sending unit sends the target query request acquired by the adding unit
to a local DNS to enable the local DNS to send the target query request to the preset
authorized DNS according to the domain name of the preset authorized DNS in the target

2



10

15

20

25

30

WO 2016/011239 PCT/US2015/040726

query request, and receives a response message corresponding to the type of the query
request from the preset authorized DNS.

The method and the server of remote information query provided by the present
disclosure first obtain a query request sent from a client side, and add a type identifier and a
domain name of a preset authorized DNS to the acquired query request for sending to the
preset authorized DNS. Finally, the method and server, by the preset authorized DNS, return
a response message of this query request. Therefore, the disclosed method adds a type
identifier corresponding to a type of a query request into an existing query request based on

a DNS protocol, thus achieving a simpler and highly efficient recognition of user security.

Description of the Drawings

FIG. 1 is a schematic diagram of a method of remote information query by a client side
in accordance with existing technologies.

FIG. 2 is a flowchart of a method of remote information query in accordance with a first
embodiment of the present disclosure.

FIG. 3 is a distributed management system in accordance with the present disclosure.

FIG. 4 is a schematic diagram of a server in accordance with a second embodiment of
the present disclosure.

FIG. 5 is a structural diagram of the example server as described in FIG. 4 in further

detail.

Detailed Description

To make objectives, technical solutions, and advantages of the embodiments of the
present disclosure more comprehensible, the technical solutions in the embodiments of the
present disclosure are clearly and fully described herein with reference to the accompanying
drawings in the embodiments of the present disclosure. Apparently, the embodiments to be
described represent some and not all of the embodiments of the present disclosure. All
other embodiments acquired by one of ordinary skill in the art based on the embodiments
of the present disclosure without making any creative efforts shall pertain to the scope of

protection of the present disclosure.
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In order to facilitate understanding of the embodiments of the present disciosure,
exemplary embodiments are explained and described in further detail herein in conjunction
with the drawings. These embodiments, however, do not limit implementations of the
present disclosure.

The method and the server of remote information query provided by the embodiments
of the present disclosure are applicable to scenarios in which a security analysis is performed
for an electronic commerce user, especially scenarios in which a security analysis is
performed for a remote electronic commerce user. In the present disclosure, a security
analysis of a remote Internet user is performed based on a DNS (Domain Name System)
protocol. The DNS protocol per se is a relatively simple protocol, and thus a remote
information query with a high efficiency may be achieved.

FIG. 1 is a schematic diagram of a method 100 of remote information query by a client
side in the existing technologies, which includes a client side 102, a local DNS 104, an
authorized DNS 106, a DNS 108 and a second-level DNS 110. In FIG. 1, the client side 102
first sends a query request to the local DNS 104. The query request includes a URL (Uniform
Resource Locator) address, for example, “www.alipay.com”. If the IP (Internet Protocol)
address corresponding to this URL address is 110.75.142.111 and the client side 102 does
not send this query request for the first time, the local DNS 104 directly returns
“110.75.142.111” and “www.alipay.com” to the client side 102. “110.75.142.111" represents
an IP address corresponding to the URL address sent by the client side 102 and
“www.alipay.com” represents an alias name of the URL address sent by the client side 102.
Since this URL address does not have an alias name in this example, an alias hame that is
returned is the same as the URL address.

It should be noted that the IP address is the one that is locally cached after the local
DNS 104 acquires the IP address from the authorized DNS 106 in response to the client
side 102 sending the query request to the local DNS 104 for the first time. This IP address is
deleted from the local DNS 104 after a TTL (Time-To-Live) ends.

As can be seen from the above example, the local DNS 102 and the authorized DNS 106
in the existing technologies merely resolve the URL address sent by the client side 102, and
return the IP address corresponding thereto, and do not support queries for other
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information. For instance, when analyzing a security issue associated with a user,
information such as a location in which the user is located and whether the user has already
been included in a blacklist is needed to be queried.

FIG. 2 is a flowchart of a method of remote information query according to a first
embodiment of the present disclosure. As shown in FIG. 2, the method includes:

$210 receives a query request sent by a client side and obtains content of a type field of
the query request.

A content server receives a query request, for example, receives a request for querying
a location of an IP address “192.168.22.1". The content server is located between a client
side and a local DNS, and is used for modifying the query request sent by the client side
(such as adding a type identifier corresponding to a type of the query request) and sending
the modified query request to the local DNS. The query request includes content of a type
field of the query request. In an embodiment, the content of the type field of the query
request may include a query for a location to which an IP address belongs or a query about
whether the IP address is included in a blacklist. In this example, the content of the type field
of the query request is a query for the location to which the IP address belongs.

It should be noted that the content of the type field of the query request may further
include a query for data information which is not changed frequently, for example, a query
for the air quality, etc., of ZZ District of YY City in XX Province.

$220 obtains a type of the query request based on the content of the type field.

It should be noted that a particular number of types of query requests may be defined
in advance. For example, one thousand types of query requests, which are represented as q;,
dz, --» Qo0 respectively, may be defined in advance. When contents of type fields of query
requests are different, types corresponding to these query requests are different. For
example, when the content of the type field of the query request is a query for a location to
which an IP address belongs, a type of the query request may be g,, and when the content
of the type field of the query request is a query as to whether the IP address is included in a
blacklist, the type of the query request may be q,. Similarly, when the content of the type
field of the query request is a query for other data information which is not frequently
changed, the type of the query request may be q;, wherein 3 < i £ 1000. For example, when
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the content of the type field of the query request is the air quality of ZZ District of YY City in
XX Province, the type of the query request may be qs.

S230 adds a type identifier corresponding to the type and a domain name of a preset
authorized DNS into the query request to acquire a target query request.

It is noted herein that the domain name of the preset authorized DNS is applied in
advance. Optionally, the domain name may be a second-level domain name, for example,
“alipay.com”. The preset authorized DNS is used for resolving a query request including the
domain name, i.e., resolving all query requests for “*.alipay.com”. The preset authorized DNS
may be formed by a module that is newly added in the authorized DNS for resolving query
requests including the above-mentioned domain name as shown in FIG. 1. Thus, the preset
authorized DNS in the present disclosure has the advantages of simple design and low
development cost.

When the query request includes an IP address of the client side, method block $230
may further include: arranging all segments of the IP address in a reverse order, and adding a
type identifier corresponding to the type and the domain name of the preset authorized
DNS thereto sequentially to acquire a target query request.

For example, if the IP address included in the query request is “192.168.22.1%
“1.22.168.192” is obtained after arranging all segments of the IP address are arranged in a
reverse order. If the type of the query request obtained at $220 is ¢; and the domain name
of the preset authorized DNS is “alipay.com”, a target request that is obtained is
“1.22.168.192.q;.alipay.com”after q; and the domain name of the preset authorized DNS are
sequentially added to “1.22.168.192". It can be understood that the obtained target request
is “1.22.168.192.q,.alipay.com” if the type of the query request obtained at 5220 is g, after
g, and the domain name of the preset authorized DNS are sequentially added to
“1.22.168.192".

It should be noted that, when the query request does not include an IP address of the
client side and includes other address information such as a URL address, the address
information also needs to be arranged in a reverse order. Moreover, the type identifier
corresponding to the type and the domain name of the preset authorized DNS are
sequentially added thereto to generate a target query request. For example, if a query
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request received by the content server corresponds to a query for the air quality of
Shangcheng District of Hangzhou City in Zhejiang Province, a target query request that is
generated is “shangcheng.hz.zj.qs.alipay.com”, where qs is the type (a query for the air
quality) of the query request, zj represents Zhejiang Province, hz represents Hangzhou City
and shangcheng represents Shengcheng District.

$240 sends the target query request to a local DNS to enable the local DNS to send the
target query request to the preset authorized DNS according to the domain name of the
preset authorized DNS in the target query request, and receives a response message
corresponding to the type of the query request returned from the preset authorized DNS.

Upon obtaining the target query request, the content server sends the target query
request to a local DNS. In response to receiving the target query request, the local DNS
searches for the preset authorized DNS through a recursion/iteration mode based on
“alipay.com” in the target query request. Alternatively, address information of the preset
authorized DNS may be directly recorded in the local DNS. In response to receiving the query
request including the domain name of the preset authorized DNS, the local DNS sends the
query request directly to the preset authorized DNS.

It should be noted that a recursion/iteration mode of searching for a preset authorized
DNS belongs to existing technologies, which is not redundantly described herein.

It is noted herein that, when the content of the type field of the query request at $210
is a query for a location to which the IP address belongs, the response message includes
information which identifies the location of the IP address. When the content of the type
field of the query request at 5210 is a query about whether the IP address is included in a
blacklist, the response message includes information which identifies whether the IP address
is included in a blacklist. Similarly, when the content of the type field of the query request
at $210 is a query for other data information which is not frequently changed, the response
message includes identification information corresponding to the other data information
which is not frequently changed.

In the above example, when the type of the query request is gi, the information which
identifies the location to which the IP address belongs may be a code associated with an
area. Optionally, the response message may further include other information such as
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service provider(s), etc. When the response message includes other information, the
response message may be represented in segments, e.g., “10.0.0.25”, where the last
segment is designated as information that identifies the location to which the IP address
belongs.

For another example, when the type of the query request is q, the information which
identifies whether the IP address is included in a blacklist may be a one-digit number.
Optionally, the response message may further include other information, such as a number
of times of login and a number of times of committed crimes. When the response message
includes other information, the response message may be represented in segments e.g.,
“127.0.0.1”, where the last segment is designated as information identifying that the IP
address is included in a blacklist. When the IP address is included in a blacklist, the last
segment may be 1. When the IP address is not included in a blacklist, the last segment may
be 0.

After the local DNS receives the response message returned by the preset authorized
DNS, a correspondence relationship between the IP address and the information which
identifies the location to which the IP address belongs is cached in the local DNS.
Alternatively, a correspondence relationship between the IP address and the information
which identifies whether the IP address is included in a blacklist is cached in the local DNS.

For instance, in the above example, when the IP address included in the query request
is “192.168.22.1” and the returned response message is “10.0.0.25", a correspondence
relationship between the IP address and the returned response message is cached. Before
the end of TTL, the local DNS directly returns the response message “10.0.0.25” to the client
side when the local DNS receives the above-mentioned query request again and the type of
the query request is Q1.

In the present disclosure, it should be noted that the client side needs to negotiate with
the local DNS and the preset authorized DNS in advance regarding information represented
by each segment in a response message. For example, the client side may negotiate with the
local DNS and the preset authorized DNS in advance to use the last segment in a response
message to represent information that identifies a location to which an IP address belongs.
Thereafter, if desiring to obtain the location of the IP address, the client side may directly
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resolve information of the last segment in response to receiving a response message
returned by the local DNS. In an embodiment, the client side may record content
represented by received identification information in a tabular format. An example of

tabular content recorded by the client side is given as follows:

24 Beijing

25 Hubei

In the above example, when the response message received by the client side is
“10.0.0.25”, for example, the information of the last segment “25” is directly resolved, i.e., a
location to which an IP address “192.168.22.1” belongs is found to be “Hubei” by querying
the above table.

As described in the foregoing embodiments, after the location to which the IP address
belongs in the query request is acquired, a security analysis module or software may
perform an analysis of the security of the Internet user(s) who use(s) this IP address. For
example, if the acquired location to which the IP address “192.168.22.1" belongs at the
beginning is “Hubei” and the location to which this IP address belongs is “Beijing” after half
an hour, this IP address is listed as an unsafe IP address because the location has changed
quickly within half an hour.

The method of remote information query provided by the present disclosure first
obtains a query reguest sent by a client side, adds a type identifier and a domain name of a
preset authorized DNS to the obtained query request, which is sent to the preset authorized
DNS thereafter. Finally, the preset authorized DNS returns a response message for the query
request. Therefore, the disclosed method can implement a highly efficient remote
information query under an existing software configuration environment of the client side.

It should be noted that the disclosed method is applicable not only to the security
analysis of Internet users, but also to a distributed management system. FIG. 3 shows a
distributed management system 300 provided by the present disclosure. An authorized DNS
302 may be an authorized DNS provided in the first embodiment. A first local DNS 304 may

be responsible for querying respective locations to which IP addresses belong. A second local
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DNS 306 may be responsible for querying a blacklist and a whitelist of IP addresses. A third
local DNS 308 may be responsible for querying system resources. In response to receiving a
target query request sent by a client side, the authorized DNS 302 in FIG. 3 obtains a type of
the target query request by analyzing the target query request. For example, when content
of a type field of the query request is a query for a location to which an IP address belongs,
the query request is sent to the first local DNS 304. Thus, the workload of the authorized
DNS 302 may be shared, and a problem of resource consumption due to database
synchronization in existing technologies may be avoided.

Corresponding to the aforementioned method of remote information query, the
embodiments of the present disclosure further provide a server 400. The server 400 may be
the content server given in the first embodiment. As shown in FIG. 4, the server 400 includes:
a receiving unit 401, an acquisition unit 402, an adding unit 403 and a sending unit 404.

The receiving unit 401 is used for receiving a query request sent by a client side and
obtaining content of a type field of the query request.

The acquisition unit 402 is used for obtaining a type of the query request based on the
content of the type field.

The adding unit 403 is used for adding a type identifier corresponding to the type
obtained by the acquisition unit 402 and a domain name of a preset authorized DNS
{Domain Name System) into the query request to obtain a target query request.

The sending unit 404 is used for sending the target query request obtained by the
adding unit 403 to a local DNS to enable the local DNS to send the target query request to
the preset authorized DNS according to the domain name of the preset authorized DNS in
the target query request, and receiving a response message corresponding to the type of the
query request from the preset authorized DNS.

Optionally, the query request may include an IP (Iinternet Protocol) address of the client
side.

In an embodiment, the adding unit 403 is further used for arranging all segments of the
IP address in a reverse order and adding the type identifier corresponding to the type and
the domain name of the preset authorized DNS thereto sequentially to obtain the target
query request.
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Optionally, the content of the type field of the query requests may include a query for a
location to which the IP address belongs or a query as to whether the IP address is included
in a blacklist.

Optionally, the response message includes information which identifies the location to
which the IP address belongs or information which identifies whether the IP address is
included in the blacklist.

Optionally, the server 400 may further include: a caching unit 405 which is used for
caching a correspondence relationship between the IP address and the information which
identifies the location to which the IP address belongs in the local DNS or caching a
correspondence relationship between the IP address and the information which identifies
whether the IP address is included in the blacklist in the local DNS.

Optionally, the client side negotiates with the local DNS and the preset authorized DNS
in advance on respective information represented by each segment in the response
message.

The method provided by the first embodiment of the present disclosure is embedded in
the server 400 provided by the second embodiment of the present disclosure. Therefore, the
details of a process of operations of the disclosed server are not repeatedly described
herein.

The disclosed server first obtains a query request sent by a client side, adds a type
identifier and a domain name of a preset authorized DNS to the obtained query request,
which is sent to the preset authorized DNS thereafter. Finally, the preset authorized DNS
returns a response message for the query request. Therefore, the disclosed method can
implement a highly efficient remote information query under an existing software
configuration environment of the client side.

One skilled in the art should further understand that objects and method blocks of
algorithms of each example described in the disclosed embodiments of the present
disclosure may be implemented in the form of electronic hardware, computer software, or a
combination thereof. In order to clearly describe the exchangeability of hardware and
software, the above description has generally described the composition and method blocks
of each embodiment in terms of functionalities. Whether these functionalities are
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performed by hardware or software depends on specific applications and design constraint
conditions of the technical solutions. One skilled in the art may use different methods to
implement the described functions for each particular application. However, such
implementation should not be considered to be outside the scope of the present disclosure.

The method blocks of the method or the algorithm described in the embodiments
disclosed herein may be implemented by hardware, software module(s) executed by
processor(s), or a combination thereof. The software module(s) may be deployed in a
Random Access Memory (RAM), an internal memory, a Read Only Memory (ROM), an
Electrically Programmable ROM, an Electrically Erasable Programmable ROM, a register, a
hard disk, a removable disk, a CD-ROM, or any other storage media well-known in the art.

For example, FIG. 5 shows an example server or apparatus 500, as described in FIG. 4, in
more detail. In an embodiment, the apparatus 500 may include one or more processors
(CPUs) 502, an input/output interface 504, a network interface 506 and memory 508.

The memory 508 may include a form of computer readable media such as volatile
memory, Random Access Memory (RAM), and/or non-volatile memory, e.g.,, Read-Only
Memory (ROM) or flash RAM, etc. The memory 508 is an example of a computer readable
media.

The computer readable media may include a permanent or non-permanent type, a
removable or non-removable media, which may achieve storage of information using any
method or technology. The information may include a computer-readable command, a data
structure, a program module or other data. Examples of computer storage media include,
but not limited to, phase-change memory (PRAM), static random access memory (SRAM),
dynamic random access memory (DRAM), other types of random-access memory (RAM),
read-only memory (ROM), electronically erasable programmable read-only memory
(EEPROM), quick flash memory or other internal storage technology, compact disk read-only
memory (CD-ROM), digital versatile disc (DVD) or other optical storage, magnetic cassette
tape, magnetic disk storage or other magnetic storage devices, or any other
non-transmission media, which may be used to store information that may be accessed by a
computing device. As defined herein, the computer readable media does not include
transitory media, such as modulated data signals and carrier waves.
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In an embodiment, the memory 508 may include program units 510 and program data
512. The program units 510 may include one or more modules as described in the foregoing
embodiments. For example, the program units 510 may include one or more of a receiving
unit 401, an acquisition unit 402, an adding unit 403, a sending unit 404 and a caching
unit 405. Details of these units have been described in the foregoing embodiments, and are
therefore not repeatedly described herein.

The foregoing exemplary implementations describe the objectives, solutions, and
benefits of the present disclosure in further detail. It should be understood that the above
description merely represents exemplary implementations of the present disclosure and is
not intended to limit the scope of protection of the present disclosure. Any modifications,
equivalent replacements, improvements, etc., made without departing from the spirit and
principles of the present disclosure shall be included in the scope of protection of the

present disclosure.
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CLAIMS

1. A method implemented by one or more computing devices, the method comprising:

receiving, by a content server, a query request sent by a client side and obtaining content of
a type field of the query request;

obtaining, by the content server, a type of the query request based at least in part on the
content of the type field;

adding, by the content server, a type identifier corresponding to the type and a domain
name of a preset authorized Domain Name System (DNS) into the query request to obtain a
target query request; and

sending, by the content server, the target query request to the local DNS to enable the local
DNS to send the target query request to the preset authorized DNS according to the domain
name of the preset authorized DNS in the target query request and receiving, by the content
server, a response message corresponding to the type of the query request from the preset
authorized DNS;

wherein the content server is located between a client side and a distributed management
system, the distributed management system including the preset authorized DNS and one or
more local DNS, and wherein each local DNS is responsible for a different type of querying
information based on a type of the target query request; and

the client side negotiates with the local DNS and the preset authorized DNS in advance

regarding respective information represented by each segment in the response message.

2. The method of claim 1, wherein the query request comprises an Internet Protocol (IP)

address of the client side.

3. The method of claim 2, wherein adding the type identifier corresponding to the type and
the domain name of the preéet authorized DNS into the query request to obtain the target query
request comprises:

arranging a plurality of segments of the IP address in a reverse order; and

sequentially adding the type identifier corresponding to the type and the domain name of
the preset authorized DNS to the plurality of segments of the IP address that are in the reverse

order to obtain the target query request.
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4. The method of claim 2, wherein the content of the type field of the query request
comprises one or more of a query for a location to which the IP address belongs and a query for

whether the IP address is included in a blacklist.

5. The method of claim 4, wherein the response message comprises one or more of
information which identifies the location to which the IP address belongs and information which

identifies whether the IP address is included in the blacklist.

6. The method of claim 5, further comprising one or more of:

storing a correspondence relationship between the |P address and the information which
identifies the location to which the IP address belongs in the local DNS; and

storing a correspondence relationship between the IP address and the information which

identifies whether the IP address is included in the blacklist in the local DNS.

7. A content server comprising:

one or more processors;

memory;

a receiving unit stored in the memory and when executed by the one or more processors
receives a query request sent by a client side and to obtain content of a type field of the query
request;

an acquisition unit stored in the memory and when executed by the one or more processors
obtains a type of the query request based on the content of the type field;

an adding unit stored in the memory and when executed by the one or more processors
adds a type identifier corresponding to the type obtained by the acquisition unit and a domain
name of a preset authorized DNS (Domain Name System) into the query request to obtain a
target query request; and

a sending unit stored in the memory and when executed by the one or more processors
sends the target query request obtained by the adding unit to a local DNS to enable the local
DNS to send the target query request to the preset authorized DNS according to the domain
name of the preset authorized DNS in the target query request and to receive a response
message corresponding to the type of the query request from the preset authorized DNS;

wherein the content server is located between a client side and a distributed management
system, the distributed management system including the preset authorized DNS and one or
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more local DNS, and wherein each local DNS is responsible for a different type of querying
information based on a type of the target query request; and
the client side negotiates with the local DNS and the preset authorized DNS in advance

regarding respective information represented by each segment in the response message.

8. The server of claim 7, wherein the query request includes an IP (Internet Protocol)

address of the client side.

9. The server of claim 8, wherein the adding unit is further configured to arrange a plurality
of segments of the IP address in a reverse order and to sequentially add the type identifier
corresponding to the type and the domain name of the preset authorized DNS to the plurality of
segments of the IP address that are in the reverse order to obtain the target query request.

10. The server of claim 8, wherein the content of the type field of the query request
comprises one or more of: a query for a location to which the IP address belongs and a query for

whether the IP address is included in a blacklist.

11. The server of claim 10, wherein the response message comprises one or more of
information which identifies the location to which the IP address belongs and information which

identifies whether the IP address is included in the blacklist.

12. The server of claim 11, further comprising a caching unit stored in the memory and
executable by the one or more processors to cache one or more of a correspondence
relationship between the IP address and the information which identifies the location to which
the IP address belongs in the local DNS, and a correspondence relationship between the IP
address and the information which identifies whether the IP address is in included the blacklist in
the local DNS.

13. One or more computer-readable media storing executable instructions that, when
executed by one or more processors, cause the one or more processors to perform acts
comprising:

receiving, by a content server, a query request sent by a client side and obtaining content of
a type field of the query request;

obtaining, by the content server, a type of the query request based at least in part on the
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content of the type field;

adding, by the content server, a type identifier corresponding to the type and a domain
name of a preset authorized Domain Name System (DNS) into the query request to obtain a
target query request; and

sending, by the content server, the target query request to the local DNS to enable the local
DNS to send the target query request to the preset authorized DNS according to the domain
name of the preset authorized DNS in the target query request and receiving, by the content
server, a response message corresponding to the type of the query request from the preset
authorized DNS;

wherein the content server is located between a client side and a distributed management
system, the distributed management system including the preset authorized DNS and one or
more local DNS, and wherein each local DNS is responsible for a different type of querying
information based on a type of the target query request; and

the client side negotiates with the local DNS and the preset authorized DNS in advance

regarding respective information represented by each segment in the response message.

14. The one or more computer-readable media of claim 13, wherein the query request

includes an Internet Protocol (IP) address of the client side.

15. The one or more computer-readable media of claim 14, wherein adding the type
identifier corresponding to the type and the domain name of the preset authorized DNS into the
query request to obtain the target query request comprises:

arranging a plurality of segments of the |P address in a reverse order; and

sequentially adding the type identifier corresponding to the type and the domain name of
the preset authorized DNS to the plurality of segments of the IP address that are in the reverse

order to obtain the target query request.
16. The one or more computer-readable media of claim 14, wherein the content of the type

field of the query request comprises one or more of a query for a location to which the IP
address belongs and a query for whether the IP address is included in a blacklist.

17

MCSLLP



17. The one or more computer-readable media of claim 16, wherein the response message
comprises one or more of information which identifies the location to which the IP address
belongs and information which identifies whether the IP address is included in the blacklist.

18. The one or more computer-readable media of claim 17, the acts further comprising one
or more of:

storing a correspondence relationship between the IP address and the information which
identifies the location to which the IP address belongs in the local DNS; and

storing a correspondence relationship between the IP address and the information which

identifies whether the IP address is included in the blacklist in the local DNS.
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