1 Description Title of Invention COMMUNICATION DEVICE, COMMUNICATION METHOD AND
PROGRAM Technical Field [0001] Embodiments of the present invention relate to a

communication device, a communication method, and a program. 10 Background Art [0002] IC
(Integrated Circuit) cards that incorporate an integrated circuit capable of information recording and
computations have been put to practical use. Particularly, 15IC cards, also called smart cards, that
include a processor in an integrated circuit and realize advanced information processing are widely

used for various applications today as a meaﬁgsglf_i %%ement or a means of personal identification in

daily life. [0003] In general, information processing'on an IC card is performed upon 20receiving a

command issued from an external device which can communicate with the IC card. As for commands

issued to the IC card, there are various typlea th? cause the IC card to execute information input and
. . . 1 f,ho Vel:llhon

output, computations, security processing or the like." Therefore, many IC cards developed recently

incorporate @0 epetAtiLSySIDEWICE| efdneaN herehafidrasiamOS) ek porides a platform
25for executing such a group of commands in its circuit. There are cases where a plurality of kinds of
OSs arg incorporated into an IC card in order to allow the IC card to work in conjunction with a plurality
of external devices conforming to different Spesifieatioirgiand expand the versatility of the IC card.

[0004]
[0001]

Embodiments of the present invention relate to a communication device, a
communication method, and a program.
10
Background Art
[060027
IC {Integrated Circuit) cards that incorporafte an integrated circuit capable of
information recording and computations have been put to practical use. Particularly,
15 1C cards, also called smart cards, that include a processor in an integrated circuit and
realize advanced information processing are widely used for various applications
today as a means of settlement or a means of personal identification in daily life.
[0003]
in general, information processing on an IC card is performed upon
20  receiving a command issued from an external device which can communicate with
the IC card.  As for commands issued to the IC card, there are various types that
cause the JC card to execute information input and output, computations, security
processing or the like. Therefore, many IC cards developed recently incorporate an
operating system (which is referred to hereinafter as an OS) that provides a platform
25  for executing such a group of commands in 1ts circuit,  There are cases where a
plurality of kinds of (Ss are incorporated into an IC card in order to altow the IC
card to work in conjunction with a plurality of external devices conforming to
different specifications and expand the versatility of the IC card.
[0004]



As techniques related to the IC card incorporating a plurality of OSs, techniques described in Patent -
Literature 1 and Patent Literature 2 below, for example, are known. For example, Patent Literature 1
discloses a technique that incorporates an OS for contact IC cards and an OS for contactless IC cards
into one 5circuit and holds link infoimation to data manag-d by each OS to thereby enable data sharing
between the OSs. Further, Patent Literature 2 discjoses a technique that manages processing history
of each individual command to thereby prevent another command from being executed by another OS

during execution of 0 Gitation List Paten [0005] Patent
Literature 1.JP 2002- 5@%%?%%5%%? |terature kn S?}%%S fffﬁ? fﬂks ﬁ@ngfnary of Invention
Technical Pneﬁlmml{ﬁﬂaﬁ)ﬁpﬁﬁbmé‘vEnMG:Mrm]oand&mhetmﬁmﬁ%&hlwﬁmse a function of a
second OS of an I carqﬁ‘ usm%a protoc at C wgrk in nction only with a first OS of the IC
card, for exaers}riﬁiorff1 i EUch G Case. If &h Thite rface g?‘ g%@gﬁfg g@éﬁ-ﬁﬁaﬁtﬁ%ﬁﬁﬁﬁ OS is prepared
by making mpelifisation to thE secontOF; thedesudity lovefnfihesecand Qg desneases. Further,
application of the techni Z:‘ih losed in Patent Literature 1 or 2 raises the necessity to add a
function’to bBfifE&ad \E}fﬂg %p%% YEsih %‘W&Xﬁé%&%%?%&?@ﬁ% Bl%ﬁ?aof the OS
itself [0007] sBaring between the OSs.  Further, Patent Literature 2 discloses a technique that

manages processing history of each individual command to thereby prevent another

command from being executed by another OS during execution of 2 command by a

certam OS.
10
' Citation List
Patent Literature
[0005]
Patent Literature 1. JP2002-259922 (A)
15 Patent Literature 2: JP 2007-122289 (A)
Surmmmary of Invention
Technical Problem
[0006]
20 However, a situation occurs where it is desirable to use a function of a

second OS of an IC card by using a protocol that can work in conjunction only with a

first OS of the IC card, for example. In such a case, if an interface that accepts a

command from the first OS is prepared by making modification to the second OS,

the security level of the second OS decreases.  Further, application of the technique
25  disclosed in Patent Literature 1 or 2 raises the necessity to add a function to both OSs,

which causes a possibility of reducing the versatility or extensibility of the OS itself.

10007

Embodiments of the present invention provide a novel and improved communication

device, communication method,



and program that enable calling of commands between OSs without decreasing the security level of
the OSs. Solution to Problem [0008] 5According to one aspect of the present invention, there is
provided a communication device which includes a first operating system that executes commands
belonging to a first command group, a second operating system that executes commands belonging to
a second command group different from the first command group, and a determination unit that, when
a first command belonging to 10the first command group is received from an external device, inputs
the first command to the first operatina%%stem, when a first response is output from the first operating

system as a FOSHRINEHY th frePleorAlnaRaTl femEndsthetestrOSsorishoe thsrentanpahelevice, and
when a secorgceaiimarfdpelrngdlg to the second command group is output from the first operating
system as a response to the first command, 15inputs the second command to the second operating
system and t§8hlﬁfﬁbi% Brelesnd response as a response to the second command output from the
second operqgogggystem to the first operating system. [0009] Further, when the second command
belonging to the second command 20group is received from an external device, the determination unit
may inptit the second’¢6RifAREPtonthespetoidhsperating systeio, anetaiberoaidedand response is

output from thgSecARNd.ORERING SYSIEMAsA.Lespanse to the second command received from the
external device, the determination unit may t(l%%%rﬁl e %rea(%:lcr)lﬁg YSRGS WHESxternal device.
25[0010] Furtisarmpedfitstiopgirating sistermmapdnglode a cesmand-aonyersiom Upik that converts at

o2t o CORIAROIRe. RS S Y WIRRY IR SO BRGES BEongr g the second

command group, and a determination unit that, when a first command belonging to

10 the first command group is received from an external device, inputs the first
command to the first operating system, when a first response is output from the first
operating system as a response to the first command, transmits the first response to
the external device, and when a second command belonging to the second command
group is output from the first operating system as a response to the first command,

15  inputs the second command to the second operating system and then inputs a second
response as a response to the second command output from the second operating
system to the first operating system.
[0009]

| Further, when the second command belonging to the second command

20 group is received from an external device, the determination unit may mput the
second command to the second operating system, and when a second response is
output from the second operating system as a response to the second command
received from the externa! device, the determination unit may transmit the second
response to the external device.

25 [0010]

Farther, the first operating system may include a command conversion unit
that converts at least one command belonging to the first command group into &
command belonging to the second command group.

[0011]



Further, the commands belonging to the first command group may contain a header section and a
data section, and the command conversion unit may convert a command by extracting a command
belonging to the second command group from the data section of the command belonging to the first
command group. 5[0012] Further, the first operating system may further include a conversion table for
converting a command belonging to the first commgnd group into a command belonging to the second
command group, and the command conversion unit may convert a command by referring to the
conversion table andpaug%%;riq_%% commceitén0 0 belonging to the second command group associated

Jo TR 6% eepumang, gipwp e fpstaiperating system

with the command belonging

may include hdfirkt coctintemet comversiefonihhatcanvers PLIBRstaRe GarImaRd helenging to the first
command group into g 15 command belonging to the second command group, and a second

command corVarsiaA thPHATemisRTReRhssngne fathswrud sgmgtodtedinsficsmmand group
into another ﬁwﬂm@@@bﬁma&ﬁﬂﬁﬁﬁﬁ%ﬁﬁﬁ%%&deE?HBné%%é]ﬁfwghe“ the communication
m

device may further include a third operating 20 system that executes co nds belonging to a third
commarfy ar Q.Pp}%i]ifferent from the first command group and the second command group, and the first

operating system mainglids adicetsommand-CoRVBESia Al iial converts atleast ong command

belonging to the first command group into a command belonging to the secon commandrgroup, and a
second comiINETESE etRIBHHItplah sBv ierthedi 36 demstambaronmisnd: betomginy to the first

the 5600n Comtag 5 Bt oy g LR L B0t command, the
determinatiofClNR hisiPreane Wferivatiuni@identifyirgpariapphedtion ofite.seeandmperating system
LD e e e e e B R troand blongmg o
the first command group.
[0013]
Further, the first operating system may include a first command conversion
unit that converts at least one command belonging to the first command group into a
15 command belonging to the second command group, and a second command
conversion unit that converts at least one command belonging to the first command
group into another command belonging to the second command group.
[0014]
Further, the communication device may further include a third operating
20 system that executes commands belonging to a third command group different from
the first command group and the second command group, and the first operating
system may include a first command conversion unit that converts at least one
command belonging to the first command group into a command belonging to the
second command group, and a second command conversion unit that converts at
25 least one command belonging to the first command group into a command beionging
to the third command group.
[0015]
Further, when the second command is output from the first operating systemn

as aresponse to the first command, the determination unit may rewrite information

30  identifying an application of the second operating system and contained in the



Further, the commands belonging to the second command group may contain a header section and a
data section, and when the second command is output from the first operating system as a response
to the first command, the determination unit may input the second command to the second operating
system only when the header section of the second command satisfies a predetermined condition set
in advance. 10[0017] Further, when the seconc%response as a response to the second command
is not output from the second operating system even after a predetermined time interval has elapsed
from input of the second command to the second operating system, the determination unit may input

the second cOTHAASANBEHE SEEBTHHRgJerantryessmmed Sagsimoterst tablerhafrer, when the second
response as Fasnase lodivisesand RO AN B OMRKL ftom e second operating system even

after a predetermined time interval has elapsed from input of the second command to the second
operating syi@h@]the 20determination unit may input a response indicating occurrence of an error to

the first operating sy$tgm{OQLA SRS ggﬁ%rgqg%gtgotﬁngéggé Aspect a%fdthe {l)resent invention, there is
[ IC d u%g 8%

provided a communication method in a commu tion device Inc 1S %g%f)erating system
that exebute S eeamTabrisi etorigingnd a diast sotivnaacigrbep drdasetenthopadatnggystem that

executes corgmangls ' ond comman up different frgm the first command group,
which includes the st{aﬁp?s{%ro%,g&v%ﬁéﬁ %ﬁ%%lgcs)r%rrﬁ%?%l %eedf(c)gr{g?n%r% THETrEL Wrﬁgﬁﬁr&i’&ﬁﬁ% received
from an extermal Weyitwinbettimgiiefrsheodinarcstodthe fisst-operaingsysionunmhan:a first

30response i tput from first operating system as a response to the first command, 6
transmitting t'%eg%ﬂrg ?gé%%%tggl ?os?ﬁg%x%glrtxnuag#ﬁgs&%&%ﬁ@r?? HEHRIE APEHALbRYing to the
second commd&nrdagroup is output from the first operating system as a response to the first command,

inputting, the @?ﬁg d command to the second operating system; and inputting a second response
output from the second operating 5system as a response to the second command output from the first

operating system to thetfiest wpenatingysie s 10020s 4 response to the second command is
not output from the second operating system even after a predetermined time interval
has elapsed from input of the second command to the second operating system, the
determination unit may input the second command to the second operating system
15 again.
[0018]

Further, when the second response as a response to the second cornrﬁmd 18
not output from the second operating system even after a predetermined time interval
has elapsed from input of the second command to the second operating system, the

20 determination unit may input a response indicating occurrence of an error to the first
operating system.
[6019]

Further, according to another aspect of the present invention, there is

provided a communication method in a communication device incloding a first

25 operating system that executes commands belonging to a first command group and a
second operating system that executes commands belonging to a second command
group different from the first command group, which includes the steps of, when a
first command belonging to the first command group is received from an external
device, inputting the first command to the first operating system; when a first

30 response is output from the first operating system as a response to the first command,



Further, according to another aspect of the present invention, there is provided a program causing a
computer controlling a communication device to 10 function as a first operating system that executes
commands belonging to a first command group, a.second operating system that executes commands
belonuing to a second command group different from the first command group, and a determination
unit that, when a first command belonging to the fiést command group is received from an external
device, inputs the first command to the first operating system, when 15 a first response is output from
ransmits the first response to the

the first operating syste response to the first command, t

external dele:E:%B:S%lﬁ W ggne ?s“%%%ﬁ&“@% rﬁé%ﬂxﬁe%??&hg?g’tﬁ’@%ﬁ?@%ﬁwgroup is output from
the first opeiatingzaystemas:anrdspensadto theuirst compmansh MPYisthese6apd\cemmand to the
second operat then inputs a second response as a response to the second

ing system and
20comman f&ﬁf%ﬁ%ﬁ&ﬂ%ﬁ g@éﬁ%@%@rﬁ%ﬂﬁﬁ%f@ﬁﬁ?ﬁ?ﬁ@ thBmeBE iy Spstash. Advantageous
Effects of InygationJQ0adh; A siaseibed ahove. ths.communication Jevige, k%ﬁe@%@%‘?“”icfﬂon
e cafling o

method, and the program according to embodiments of the present invention en

commands BENBeR OBt sreaRiP B ERE Mty e fvrotih SGSnBriBiDYsEnption of
Drawings [0022} firs{bigAlsigy s @ pattern diagram showing an overview of a commuri cation
device 30according to a first embodiment. 7 [Fig. 2] Fig. 2 is a block diagram showing a logical
configuratiorﬁo&‘ﬁ% intermediate layer according to the first embodiment. [Fig. 3A] Fig. 3A is an

éggj?,B | Fig. 3B is an illustrative

st g SIS LA SATILIR ot S A S
logical configteiden ef arfigstroperating systenpeecocdirnepttiibesficshambodimentieviigibA] Fig. SA is
B e L OF B 0 ST S e TR B T 2 gy @ command
command group, a second operating system that executes commands belonging to a
second command group different from the first command group, and a determination
unit that, when a first command belonging to the first command group is received
from an external device, inputs the first command to the first opeﬁaﬁng system, when
16 a first response is output from the first operating system as a response to the first
command, transmits the first response to the external device, andwhen a second
command belonging to the second command group is output from the first operating
system as a response 1o the first command, inputs the second command to the second
operating system and then inputs a second response as a response to. the second
20 command output from the second operating system to the first operating system.
Advantageous Effects of Invention
[0021]
As described above, the communication device, the communication method, and the

program according to embodiments of the present invention enable calling of commands

between OSs without decreasing the security level of the OSs.

b2
ot

Brief Description of Drawings
10022]
[Fig. 1] Fig. 1 is a pattern diagram showing an overview of a communication device

30  according to a first embodiment.



embodiment. [Fig. 5B] Fig. 5B is the latter half of an illustrative diagram for illustrating command
conversion processing by a command conversion unit according to the first embodiment. 15[Fig. 6]
Fig. 6 is a block diagram showing a logical configuration of a second operating system according to
the first embodiment. [Fig. 7] Fig. 7 is an illustrative diagram for illustrating three processing paths in a
communication device.  [Fig. 8] Fig. 8 is an illustrative diagram for illustrating a relationship between
types 200f external devices and the processing paths in Fig. 7. [Fig. 9] Fig. 9 is a flowchart showing a

flow of a trark%eﬁro?‘fitjnation determination process according to the first embodiment. [Fig. 10] Fig. 10
is a flowchar g% FISWA R A A AR BB B U SR R GTh BB e mbodiment.
25[Fig. 11] Fgydhisadlawehart shawing.ifiewof a second command execution process according to
the first embodiment. [Fig. 12] Fig. 12 is a block diagram showing a first alternative example of the

intermediate e’ atc6i8int tdstae HEsEAMsIHasrn shqpige1m) Fgnias biferdiagiam showing a
second alterpgtivg.ggample of the 30intermediate layer according to the first embodiment. 8 [Fig. 14]
Fig. 14 is a pattern diagram showing an overview of a communication device according to a second
embodient!{Hg 3 B3] Py, 3B is anidertaidrpadirerowiy wirgarcsentidearefiefotetint operating
system accoicgg?gngcé,the second embodiment. 5[Fig. 16] Fig. 16 is a block diagram showing a logical

configuration of an intermediate layer according to the second embodiment.
[Fig. 4] Fig. 4 is a block diagram showing a logical configuration of a first operating

system according to the first embodiment.
[Fig. 5A] Fig. 5A is the first half of an illustrative diagram for illustrating command
10 conversion processing by a command conversion unit according to the first
embodiment.
[Fig. 5B} Fig. 5B is the latter half of an illustrative diagram for illustrating command
conversion processing by a command conversion unit according to the first
embodiment.
15 [Fig. 6] Fig. 6 is a block diagram showing a logical configuration of a second
operating system according to the first embodiment.
{Fig. 7] Fig. 7 is an illustrative diagram for illustrating three processing paths in a
communication device.
[Fig. 8] Fig. 8 is an illustrative diagram for illustrating a relationship between types
20 of external devices and the processing paths in Fig. 7.
[Fig. 9] Fig. 9 is a flowchart showing a flow of a transfer destination determination
process according to the first embodiment.
[Fig. 10] Fig. 10 is a flowchart showing a flow of a first command execution process
according to the first embodiment.
25  [Fig. 11] Fig. 11 is a flowchart showing a flow of a second command execution
process according to the first embodiment.
[Fig. 12] Fig. 12 is a block diagram showing a first alternative example of the
intermediate layer according to the first embodiment.
[Fig. 13] Fig. 13 is a block diagram showing a second alternative example of the

80  intermediate layer according to the first embodiment.



[Fig. 17] Fig. 17 is a block diagram showing an example of a hardware configuration of a
communication device. 10Description of Embodiments [0023] Hereinafter, preferred
embodiments of the present invention will be described in detail with reference to the appended
drawings Note that, in this specification and the drawings, elements that have substantially the same
function 15and structure are denoted with the same reference signs, and repeated explanation is '
omitted. [0024] Further, description will be given in the following order. [1] First Embodiment 20[1-1]

Basic Configttgatio&i:‘ omwunication Deyice 1-2%5xample of Flg,vv of Communication Process [1-3]
First Alternativ&Examplé [1-4]%%@3&8%&8?1% e BXAHBIET 27 SEE6R B o HTHEW D810 25] [1] First
EmbodimentddvikkBasietigniioiisadian eiBoaimettication Device Firstly, a basic configuration of
a communication devjce according to a first embodiment of the present invention is described with
reference to ﬁ‘:g% ?ﬁé@ g %%(f)é@é%? lagram sﬁowing a logical conﬁgLE)ratmn of a first

operating system according to the second embodiment.

5 [Fig. 16] Fig. 16 is a block diagram showing a logical configuration of an
intermediate layer according to the second embodiment.

[Fig. 17] Fig. 17 is a block diagram showing an example of a hardware configuration

of a communication device.

10 Description of Embodiments
[0023]

Herenafter, preferred embodiments of the present invention will be
described in detail with reference to the appended drawings. Note that, in this
specification and the drawings, elements that have substantially the same function

15  and structure are denoted with the same reference signs, and repeated explanation is
omitted.
[0024]
Further, description will be given in the following order.
[1] First Embodiment
20 { 1-1] Basic Configuration of Communication Device
[1-2] Example of Flow of Communication Process
[1-3] First Alternative Exampie
[1-4] Second Alternative Example
[2] Second Embodiment
25  [0025]
[1] First Embodiment
[1-1] Basic Configuration of Communication Device
Firstly, a basic configuration of a communication device 100 according to a

first embodiment of the present invention is described with reference to Figs. [ to 6.

30 [0026]



Fig. 1 is a pattern diagram schematically showing a communication device 100 according to the first
embodiment of the present invention. An external device 10 and the communication device 100 are
illustrated in Fig. I. [0027] 5The external device 10 is a communication device that can communicate
with the communication device 100. For example, the external device 10 may be a reader/writer that
reads and writes information recorded on the communication device 100. Further, the external device
10 may be an information processing device that prgvides an arbitrary application to a user by using
functions mounted on_10the communication device 100. [0028] On the other hand, the
communication devic&€0b s aysicemdisBrmieratisalzshasng comuetsistionoddiar 1C chip.

Further, the commuiatioR deyised0RMELRR A caTRURSRIAL moguledgdded iy ap iformation

communication 15tenninal such as a cellular phone. The communication evice 10 provides a
command grohAist Bgscamynisstioadaverg (st midusteatiohireBded in its device or various
computationsys-gescribed later. Then, when a command is input from the external device 10, the
communication device 100 executes processing corresponding to the command and outputs a
responséito the exterhaf dstaomlde 200029k Refemingcmibigdéyibethanmunisationidayice 100

includes a cogpmunication, UL 410, an intewpedigte layer 120, a firewaléFW 0, a first operating
system (referred to herﬁnaqltqer as a%gltcg)eé@lmf% %}éﬁ%‘ﬁéﬁg&é”r% ﬁ%’%@/ £ e( FiePfo’hereinafter
as a second @8J60iRB[DOBGRdIs and heitermfiumisttioneunitidd Orsia communieation interface that

mediates co Jnication of the cammunication devjce 100 with the external device 10. Input of
commands f%%qﬁﬁﬁerggﬁh%i%% #?%eg %%Fﬁr%é%ﬁii%%e’@i@ﬂ%ﬁﬁﬂ%ﬁfﬁ%of responses from
the communidatisn thevice t0estantasbizxterapplievioa 804 QrtepedomTaa ey aibthe.gymmunication
unit 11010For t%%mlgll%h\évhetn thg 10 communication device 100 performs contactless communication
with the external device T&,lﬂ%}e SO ication unit 110 can be implemented as a communication
interface conféf#ig to standard specification such as NFC (Near Field Communication).

On the other hand, the communication device 100 is typically implemented
as a contact or contactless IC card or IC chip. Further, the communication device
100 may be a communication module included in an information communication

15 terminal such as a cellular phone. The communication device 100 provides a
command group for executing input and output of information recorded in its device
or various computations, as described later. Then, when a command is input from
the external device 10, the communication device 100 executes processing
corresponding to the command and outputs a response to the external device 10.

20 [0029]

Referring to Fig. 1, the communication device 100 includes a
communication unit 110, an intermediate layer 120, a firewall (FW) 130, a first
operating system (referred to hereinafter as a first OS) 140, a second operating
system (referred to hereinafter as a second OS) 160.

25  {0030]

The communication unit 110 is a communication interface that mediates
communication of the communication device 100 with the external device 10.

Input of commands from the external device 10 to the communication device 100
and output of responses from the communiéation device 100 to the external device

30 10 are performed through the communication unit 110.  For example, when the



[0031] The intermediate layer 120 is a logical hierarchy provided between the communication unit
110 and the first OS 140, the second OS 160. The intermediate layer 120 determines either one of the
first OS 140 or the second OS 160 as a transfer destination of a command input from the external
device 10 and transfers the 10command, as described in detail later. Further, the intermediate layer
120 outputs a response returned for the transferreq d:ommand to the external device 10 or further
transfers it to either one of the first OS 140 or the second OS 160. Furthermore, a means of controlling

access to memory of the firééos 3[618 and the second OS 160 or the like is provided in the
intermediate 18YRPISEAHBIG6%5F 1V PHIKPRFAR BS55E sroviaunatisre vt dstaxs@8ss or command

input and outuyideoro, bieing periennaed:difsetly beivernihadishoP14Q aachihasgegnd OS 160. In

this embodiment, the firewall 130 is logically implemented in practice by a memory control means
included in tﬁ%t?ﬁﬁ%cﬁ‘rféﬁ‘i%q%ﬁeﬁof%%ﬂﬁﬁ’iéﬁ%@%?bé@b@ﬁa@ﬁﬁm\%ﬁ%e firewall 130 may be
implemented ymphysigalbrglividing a memory area between the OSs, for example. [0033] The first OS
140 and the second OS 160 execute input and output of information held by the communication device
100 and%recﬁg?é%ined computations 25 according to input commands. In this specification, among

commands which arg gxgauiaRe if thecammunisasion %?é@&%}ﬁpgo%iasa %Eﬁ%ﬁmneds executed by

the first OS 140 is referred to as a first command group, and a set of commands executed by the

second OS TeOEyaleren wnid Headohe Bomrandlytbapermddrhgie, thodise@8diae may be
Java Card (registemriadamario (5 At i Speprsk PR 100:30may be Eelica, (edistered trademark)

OS or the like. Specific configurations of the 11 first OS 140 and the Secon according to the
embodimentdgssigpeEutipeel dararaent eyt f0084he exteTing dvaodd oidhecdentthaication device 100

oot CdnleT iRl s e dpgteene b e oo
second OS Tetpimstertritied. 0086 ransferred command to the external device 10 or further
transfers it to either one of the first OS 140 or the second 0S 160. Furthermore, a
means of controlling access to memory of the first OS 140 and the second OS 160 or
the like is provided in the intermediate layer 120.
15 [0032]
The firewall 130 is provided to prevent data access or command input and
output from being performed directly between the first OS 140 and the second OS
160. In this embodiment, the firewall 130 is logically implemented in practice by a
memory control means included in the intermediate layer 120, which is described
20 later. However, the firewall 130 may be implemented by physically dividing a
memory area between the OSs, for example.
[0033]
The first OS 140 and the second OS 160 execute input and output of
information held by the communication device 100 and predetermined computations
25 according to input commands. In this specification, among commands which are
executable in the communication device 100, 2 set of commands executed by the first
OS 140 is referred to as a first command group, and a set of commands executed by
the second OS 160 is referred to as a second command group.  For example, the
first OS 140 may be Java Card (registered trademark) OS, and the second OS 160
30  may be Felica (registered trademark) OS or the like. Specific configurations of the



Fig. 2 is a block diagram showing a detailed configuration of the 10intermediate layer 120 according to
the embodiment. Referring to Fig. 2, the intermediate layer 120 includes a packet translation unit 122,
a determination unit 124, a temporary storage unit 126, and a memory control unit 128. [0036] When a
communication packet is received by the communication unit 110, 15the packet translation unit 122
translates the content of the communication packeé)gnd directs the determination unit 124 to determine
the transfer destination of a command for the first 140 or the second OS 160. At this time, the
command acguired from the communication packet s stored in the temporary storage unit 126. [0037]
20The detei ffﬁraﬁ IRt e StSanhEs Wi et iagimian enpdigmg 46 s Hisee dmand group to
be transferreghtgithgdirst OS 140 (which is referred to hereinafter as a first command) and a command
belonging to the second command group to be transferred to the second OS 160 (which is referred to
hereinafter d&&4écond command) the above-described command received foul' the external device

25is, for example. 10038l ery 39S ARUHBAN ABURTHRNING AN SYALAIG Of a format of a

command received by the communication device 100. Referring to Fig. a command 50 includes a
commarid hé&ardiesi Aigheprgssiamismig dutse setworebavaoithee faemasated iedder section 52

contains a coibpRARGods don Ping NG e Ah 1 M FRMINANM. A PA'REIR [gLexecuting the

command or the like, for example. Onthe other hand the comman ta'sectiori 54 contains data to
be processefby #ieed timeaedist tHe lifkeiskigstrdredrocessing to select an application may be
implementeq@ﬁ tting a code to command selection of an application to the 5command header
section 52 and including an application code for identifying an application to execute the command into
the command data sEtgichis4 bfooBd]dEmrdgtewnigatideiailud tadiiafersdo sheheommand code

Contai%d inimgrmediate tayer 120 according to the embodiment. Referring to Fig. 2, the
intermediate layer 120 includes a packet translation unit 122, a determination unit
124, a temporary storage unit 126, and a memory control unit 128,
[0036]
When a communication packet is recéived by the communication unit 110,

15  the packet translation unit 122 translates the content of the communication packet
and directs the determination unit 124 to determine the transfer destination of a
comumand for the first OS 140 or the second OS 160. At this time, the command
acquired from the communication packet is stored in the temporary storage unit 126.
[0037]

20 The determination unit 124 determines which of a command belonging to
the first command group to be transferred to the first OS 140 (which is referred to
hereinafter as a first command) and a command belonging to the second command
group to be transferred to the second OS 160 (which is referred to hereinafter as a
second command) the above-described command received form the external device

25 s, for example.

[0038]

Fig. 3A is an illustrative diagram showing an example of a format of a
command received by the communication device 100. Referring to Fig. 3A, a
command 50 includes a command header section 52 and a command data section 54.

30 The command header section 52 contains a command code for identifying the type of



header section 52, for example, and when it determines that the above-described 10command
received from the external device 10 is the first command, the determination unit 124 inputs the first
command to the first OS 140. Then, when a response as a response to the first command (which is
referred to hereinafter as a first response) is output from the first OS 140 after that, the detelmination
unit 124 outputs the first response to the packet4ranslation unit 122, so that it is transmitted to
15the external device 10 through the communication unit 110. [0040] Fig. 3B is an illustrative
diagram sho&iﬁn&)an exgn&plg{g{fﬂ&@n{mat of atres%?nse trans ittgﬁj grjg)im he comr%uni tion device
100. Referring to Fig. 38; aF&&ionse 60 hcltides 4 Fe8PBRRR (A setifo B 53HT & statds section 64.
The 20respahsetiiatseitiba Garonntdidsidatatrensireshali geastaie dasractesadtf@yecuting a
command or the like, for eXﬁ%?Ie %e other hand, tga'e statu;wiection 64 contains status infoi'nation
I

indicating witStREPESSERORSST a ESRREREERHE SRS A AR ISBHB AN Dr the like. [0041] 25N

this embodirmeplithieredavaseonhed fitenheetersination nibiRdtnnuts the first command to
the first OS 140, the secc%{%d command to be transferred tQ the second OS 160, instead of the first

respons, is SHBRAGRH5E FHUB S 2 26! LIRS AR HFIEB EAiFIIEIIAS 8 etermines that

the second ceplmanshis tRuidmsaieRiing0 e SRPsRangeodecontained in the command header
section 3052 shown in Fig. 3A, for example, and inputs the second command to the second OS 160.

After that, Wﬁ%q{"%]response as a response to the second command (which is referred to hereinafter as

a second response) ig,OUMRUTRRI R AR00IH QS B NS ARIGHT DA ML 24 iRUES the second

response to the first OS 140 that has output the second command, rather than transmitting it to the

external devit@des STHER, Hwkeretsemiet sadporseiseisemnsathet thembaie fiescdsd 40, the
determjpation, Hiif.hd4QUIRLHING fiTStiesRANs& a4 Ragkstansiationupit 122, so thatitis

transmitted to the external device 10 through the communication unit 110.
determination unit 124 inputs the first command to the first OS 140. Then, when a

response as a response to the first command (which is referred to hereinafter as a first
response) is output from the first OS 140 after that, the determination unit 124
outputs the first response to the packet translation unit 122, so that it is fransmitted to

15  the external device 10 through the communication unit 110.
[0040]

Fig. 3B is an illustrative diagram showing an example of a format of a

response transmitted from the communication device 100. Referring to Fig. 3B, a
response 60 includes a response data section 62 and a status section 64. The

20 response data section 62 contains data acquired or generated as a result of executing
a command or the like, for example. On the other hand, the status section 64
contains status information indicating whether execution of a command ends
normally or ends abnormally or the like.
[0041]

25 In this embodiment, there 1s a case where, after the determination unit 124
inputs the first command to the first OS 140, the second command to be transferred
to the second OS 160, instead of the first response, is output from the first OS 140.
In such a case, the determination unit 124 determines that the second command is
output by referring to the command code contained in the command header section

30 52 shown in Fig. 3A, for example, and inputs the second command to the second OS



[0042] Further, when the determination unit 124 determines that the command 10received from the
external device 10 is the second command, it inputs the second command to the second OS 160.
Then, when the second response as a response to the second command is output from the second
OS 160, the determination unit 124 outputs the second response to the packet translation unit 122, so
that it is transmitted to the external device 10 throygh the communication unit 110. Determination as to
15whether the second response as a response to the second command is input to the first OS 140 or
transmitted to_the tgort‘éal deyice 10 can be made by temporarily storing a flag value or the like for

r
determining = tranSfar daetinkitha AtoRHE tmp ETSRINSHIA LR GRICRS 6 OTBMaRa Aibc0943] 20Note

that, when arégsRaNgEhafemAiASPRNSSISHIE S§RARE) CORMAN i AL QutaHE fram Hhemecond OS 160
even after a predetermined time interval defined in advance has elapsed from the input of the second

command td*HEFEEREIN &8t 186, FTRREEmREO I Watdsn tedhe Al P E 24 dhptihpue thaisecond
command taipecss e %A% AR AAGHYEI: ISR SIRRIRR.25.2165PaYSR (0 the second

25command is not output even after a predeteimined time interval has elapsed, the détermination unit

124 ma§ notifh i EEOSsPanseftHnabE avant & omdhefit @ﬁi?&fbtthﬁgiaiqbé@m@l eoiftaining status
information ifﬁﬂ%ﬁ?&ﬁffﬂ@%&’%ﬂfbé SllstoPR $AQ.JOLSHAMBIE M0 eégﬂmt gescription of the

intermediate layer 120 according to the embodiment is continued byf erring to Fig. 2. [0045] The
temporary sttt teeteriporidry s ldsoonghahd scana vesptinsemBdtbhanged between the
packet transﬂg@i@] unit 122 and the determination unit 124

Further, when the determination unit 124 determines that the command

10 received from the external device 10 is the second command, it inputs the second
command to the second OS 160. Then, when the second response as a response to
the second command is output from the second OS 160, the determination unit 124
outputs the second response to the packet translation unit 122, so that it is transmitted
to the external device 10 through the communication unit 110. Determination as to

15  whether the second response as a response to the second command is input to the
first OS 140 or transmitted to the external device 10 can be made by temporarily
storing a flag value or the like for determining a transfer destination into the
temporary storage unit 126, for example.

[G043]

20 Note that, when a response as a response to the second command is not
output from the second OS 160 even after a predetermined time interval defined in
advance has elapsed from the input of the second command 1o the second OS 160,
for example, the determination unit 124 may input the second command to the
second OS 160 again. Alternatively, when a response as a response to the second

25  command is not output even after a predetermined time interval has elapsed, the
determination unit 124 may notify the first OS 140 of the occurrence of an error by
inputting a response containing status information indicating timeout to the first OS
140, for example.

[0044]



and between the determination unit 124 and first OS 140 or the second OS 160, control data or the
like. The temporary storage unit 126 can be implemented by using RAM (Random Access Memory),
for example. [0046] 10The memory control unit 128 controls the operation of each of the first OS 140
and the second OS 160 in order to avoid that memory access occurs concurrently between the first
OS 140 and the second OS 160 and a failure occuts, in the communication device 100. The memory
control unit 128 can be implemented by using a kndn MMU (Memory Management Unit), for
example. Alternativelg/r, the 15first OS 140 and the second OS 160 may be mounted on physically

different IC c

[0047] The dqgaglﬁgiggégigy;@fggﬂ

described ab

described above, may be |

hips, an

hodrsedpipnoicinirermetimaehéloimsentabip ihe mebrdimedntrol unit 128.
g@giigltg_rmediate layer 120 according to the embodiment is

ove with reference té%‘:lgs. 2 and 3. Note that the 20intermediate layer 120 may be
implemented &§4°kernel of the communication device 100. Specifically, a common management

function group of the Wg%%%%ﬁé%éf%{fg%@j%ﬁ}%%}}%90%%5%%§%%%§6%%§6%hmh is

fthe communication 8

] 25Fig. 4

is a bI(_)CI5diagmmmwwdéhai@mmmmwﬁtﬁégim f¢@mccetdingnd i embodiment.
Refering o Figy . 0e O848 lucene et srosuon pRvipNISDL L7 po gpplcations 1504

and 1508B. [0

e Tirst execution environment IS a software group t

for the first OSohit0! tdaexeciielihe firsteommandygreumeTngtirat En be implemented by

10

20

30

using RAM (Random Access Memory), for example.
[0046]

The memory control unit 128 controls the operation of each of the first OS
140 and the second OS 160 in order to avoid that memory access occurs concurrently
between the first OS 140 and the second OS 160 and a failure occurs in the
communication device 100. The memory control unit 128 can be implemented by
using a known MMU (Memory Management Unit), for example. Alternatively, the
first OS 140 and the second OS 160 may be mounted on physically different IC chips,
and power supply to each IC chip may be controlled by the memory control unit 128.
[0047]

The detailed configuration of the intermediate layer 120 according to the
embodiment is described above with reference to Figs. 2 and 3. Note that the
intermediate layer 120 may be implemented as a kernel of the communication device
100.  Specifically, a common management function group of the intermediate layer
120 for the first OS 140 and the second OS 160, which is described above, may be
implemented as a kernel of the communication device 100.

[0048]

Fig. 4 is a block diagram showing a detailed configuration of the first OS
140 according to the embodiment. Referring to Fig. 4, the first OS 140 inciudes a
first execution environment 142 and applications 150A and 150B.

[0049]
The first execution environment 142 is a software group that provides a

platform for the first OS 140 to execute the first command group. The first

at'provides a 30platform



execution environment 142 mainly includes a first command translation unit 144, a first command
execution unit 146, and a first storage unit 148. [0050] The first command that is input to the first
OS 140 by the determination unit 124 of the intermediate layer 120 is first converted into a format
which is executable by a CPU (Central Processing Unit) or the like of the communication device 100
by the first command translation unit 144 and outprg to the first storage unit 148. Then, the first
command is executed by the first command execution unit 146. [0051] 10The applications 150 (150A

and 150B) are arbitrary applications that,operate on the first OS 140 by execution of the first
command. THEFEHP RSO ih%fvaglg‘/rﬁ%ﬁﬁf&e & OHEY SR EBHL RS AT 18Gic¢ only or the

like. Which ofithe applisations dRAARd 49R IS execktadds datermined based on an application code
or the like contained in the command data section 54 of the first 15command by setting a code to

command seé&tdn of an application to the command header section 52 of the first command, for

example. [0052]  fRdsEmhedifeRbdRRINE ARPIEAIOR 1208 SiRXRGUBAIQIHNGAISt command,

input and output of information corresponding to the application 150A, 20predetermined computations

or the like is p&torthednigracgiateilay pedpBAs st satpistirsthéora sy Righdg exgamtatls of the
imermediate%?%%é dAR23proce SR NERNEN MR- Wik RS ARRICANRR d2UB:I$®)Eeuted for the

first command, the first command is converted into the second command by a command 25conversion
unit 152 incliieretiny teeapplicaisiptisoBniid Hradestnd totherfantsiorage unit 148.  Then,

the first command is executed by the first command execution unit 146,
[GO51]

10 The applications 150 (150A and 150B) are arbitrary applications that
operate on the first 0S 140 by execution of the first command. The term
"application” involves an applet, software containing a simpler logic only or the like.
Which of the applications 150A and 150B is executed s determined based on an
application code or the like contained in the command data section 54 of the first

15  command by setting a code to command selection of an application to the command
header section 52 of the first command, for example.

[0052]
In this embodiment, when the application 150A is executed for the first
command, input and output of information corresponding to the application 150A,

20  predetermined computations or the like is performed, and the first response 1s output
to the temporary storage unit 126 of the mtermediate layer 120,

[0033]
On the other hand, when the application 150B is executed for the first
command, the first command is converted into the second command by a command

25  conversion unit 152 mcluded in the application 150B, and the second command is
output to the temporary storage unit 126 of the intermediate layer 120.

[0054]
The conversion of a command by the command conversion unit 152 can be

realized by a technique shown in Fig. SA or 5B, for example. Figs. 5A and 5B are



output to the temporary storage unit 126 of the intermediate layer 120. [0054] 16 illustrative diagrams
for illustrating examples of command conversion processing by the command conversion unit 152.
[0055] In Fig. 5A, a command header section 52a of a first command 50a contains 5a command code
indicating that the command is the first command. Further, a command data section 54a contains a
series of information constituting a command headifé section of the second command after conversion.
Then, the command conversion unit 152 extracts theé command data section 54a of the input first

command 50a and outputs it to thereby convert the first command 50a into the 10 second command.
[0056]  OHvEEBREIENES IPHYUSHIAEEFAMRIT MeeRiBresefom s Ot BrArSFEBAPNand 50a

contains a copuapssededndicating that he command is the first command, just like in Fig. 5A.
Further, a command conversion table TBL I is held 15in advance in a storage area available to the
command col&&lon unit 152. Then, the command conversion unit 152 acquires a command code of

the second commang,gsgogiated.with,the semmandeoos corained Indhe LoRRapg:hgader section

52b of the input first commar]cf 50b from the command conversion table TBL | and outputs it to thereby
convert the fissicomandsadsopdisslinictiudbaguomandnsl teoriskapmpe20in Khelexaiple of Fig. 5B,

the first commang. X can &?dh"?%xeg%lﬂﬁ?nﬁ‘g SELANG FA0HMAAG Ch, A8 e I sLAemmAnd X2 can be

converted into the second comman
header section of the second command after conversion. Then, the command

conversion unit 152 extracts the command data section 54a of the input first

command 50a and outputs it to thereby convert the first command 50a into the
10 second command.

[0056]

On the other hand, in Fig. 5B, a command header section 52b of a first
command 50a contains a command code indicating that the command is the first
command, just like in Fig. 5A. Further, a command conversion table TBL1 is held

15 inadvance in a storage area available to the command conversion unit 152.  Then,
the command conversion unit 152 acquires a command code of the second command
agsociated with the command code contained in the command header section 52b of
the input first command 50b from the command conversion table TBL1 and outputs
it to thereby convert the first command 50b into the second command. For example,

20  inthe example of Fig. 5B, the first command X1 can be converted into the second
command Y1, and the first command X2 can be converted into the second command
Y2.

[0057]

As is understood from the illustrations of Figs. 4 and 5, when the first

25  command is executed by the first OS 140, the first response or the second command
1s output from the first OS 140 to the intermediate layer 120. Then, as described
earlier, the first response is transmitted to the external device 10, and the second
command is input to the second OS 160.

[0058]



[0057] As is understood from the illustrations of Figs. 4 and 5, when the first 25command is executed
by the first OS 140, the first response or the second command is output from the first OS 140 to the
inteimediate layer 120. Then, as described earlier, the first response is transmitted to the extemal
device 10, and the second command is input to the second OS 160. [0058] 17 Fig. 6 is a block
diagram showing a detailed configuration of the seggnd OS 160 according to the embodiment.
Referring to Fig. 6, the second OS 160 includes a second execution environment 162 and applications
172 and 174. [0059] 5The second execution environment 162 is a software group that provides a

platfoini for the secoﬁd%@@@&iﬁ%ﬁ%&ﬁ@%ﬁ@%’é&ﬁ%ﬁ%@@%i Secerr@kEbution
environment {&2.maibhinclude s ARt conaanh I anpiatianHni:-164: &sqepndgamaand

execution unit 166, and a second storage unit 168. [0060] 10The second command that is input to the
second OS 156 ERPthexgevsioni ARYIBPGIfNY Do snthanpheaneendiéllagen 120 is first converted into a
format whichyisygyecutable by a CPU or the like of the communication device 100 by the second
command translation unit 164 and output to the second storage unit 168. Then, the second command
is execufed by the seEbnhaceondraasriiesecotionnimint 662 15f0Rdt are group that provides a

platform for the second OS 160 to execute the second command group. The second
execution environment 162 mainly includes a second command translation unit 164,
a second command execution unit 166, and a second storage unit 168,

[0060]

10 The second command that is input to the second OS 160 by the
determination unit 124 of the intermediate layer 120 is first converted into a format
which is executable by a CPU or the like of the communication device 100 by the
second command translation unit 164 and output to the second storage unit 168.
Then, the second command is executed by the second command execution unit 166.

15 [0061]

The applications 172 and 174 are arbitrary applications that operate on the
second OS 160 by execution of the second command. In this example, when the
application 172 or 174 is executed for the second command, input and output of
information corresponding to each application, predetermined computations or the

20 like 1s performed, and the second response is output to the temporary storage unit
126 of the intermediate layer 120. Which of the applications 172 and 174 is
executed is determined based on an application code or the like contained in the
command header section 52 of the second command, for example.

[0062]

25 The second response output as a result of execution of the second command
by the second OS 160 is transmitted from the intermediate layer 120 to the external
device 10 through the commumication unit 110 when the second command is
received from the external device 10 as described above.  On the other hand, when
the second command is output from the first OS 140, the second response is input to

30  the first OS 140 by the intermediate layer 120.



The applications 172 and 174 are arbitrary applications that operate on the second OS 160 by
execution of the second command. In this example, when the application 172 or 174 is executed for
the second command, input and output of information corresponding to each application,
predetermined computations or the 20like is performed, and the second response is output to the
temporary storage unit 126 of the intermediate Iayelr 120. Which of the applications 172 and 174 is
executed is determined based on an application code or the like contained in the command header
section 52 of the second command, for example. [0062] 25The second response output as a result of
execution of tH€%Hdcond command by the second OS 160 is transmitted from the intermediate layer

120 to the external dgyiggel@:ne ge%ﬁpmmﬁc?{ﬁqﬁi&a W ddhwher Bie,aaGRpM ¢ommand is
received from the external device 10 as described above. On the other hand, when the second

command is 86thESsH khernrssoEbrbe frp e 1D shridis mppeidhesesestst OS 140 by the

intermediate [Rye 29 okHARGH, and ST RFANCHRARRRR AP U BYETLIMNeseRONd OS 160
and input to the first OS 140 is processed by the application 150B that has output the second

commangl, fothekepnpiasdhe siaptitce erelimethsagenad apemagias MherfirderispopgmiBahat contains
the execution,esilkiherRsaand semmand. Hhen. e distiaseansads e it ihe

intermediate layer 120 to the external device 10 through the communication unit 1 %64] Note that
the first storagsumittiggiamditid sécond storage unit 168 may be 10those divided virtually by the
function of th mrﬁwory control unit 128 described above. Specifically, the first storage unit 148 and the
second storag)e unit 168 may be configured by physically a single recording device. [0065]

Note that the first storage unit 148 and the second storage unit 168 may be

10 those divided virtually by the function of the memory control unit 128 described
above. Specifically, the first storage unit 148 and the second storage unit 168 may
be configured by physically a single recording device.

[0065]
[1-2} Example of Flow of Communication Process

15 The basic configuration of the communication device 100 according to the
embodiment is described above with reference to Figs. 1 to 6. Summarizing the
above description, paths of processing by the communication device 100 are mainly
three kinds of paths shown in Fig. 7.

[0066]

20 Referring to Fig. 7, a first processing path is a path in which the first
command received from the external device 10 1s executed by the first OS 140, and
the first response output from the first OS 140 as a result is transmitted to the
external device 10 (Pla, b).

[0067]

25 A second processing path is a path in which the first command received
from the external device 10 is converted into the second command by the first OS
140, and the first response containing a result of executing the second command by
the second OS 160 is output from the first OS 140 and transmitted to the external
device 10 (P2ato d).

30  [0068]



[1-2] Example of Flow of Communication Process 15The basic configuration of the communication
device 100 according to the embodiment is described above with reference to Figs. Ito 6. Summarizing
the above description, paths of processing by the communication device 100 are mainly three kinds of
paths shown in Fig. 7. [0066] 20Referring to Fig. 7, a first processing path is a path in which the first
command received from the external device 10 is ?@(ecuted by the first OS 140, and the first response
output from the first OS 140 as a result is transmitted to the external device 10 (P la, b). [0067] 25A

second processing path is,a path in whigh.the first.command received from the external device 10 is
converted into the sé%(gl?f&dc%%%sg% BYthe ﬁr%?%gliv C%H%’ ﬁ?@‘ﬂ}gtcf)égw &¢5htahing a result of

executing thersecoadaemandad dy1he seeondddS ABGdsAME frem dhe fisstdasmd 40 and transmitted
to the external device 10 (P2a to d). 30[0068] 19 A third processing path is a path in which the second
command re@é%ﬁqﬂﬁ?&u&%&ﬁﬁ? c%glbéga&)@ﬁ?félalﬁ?ﬁ?ér’%’é@éﬁﬂ B&Eg"ahd the second

response outRitdsam @b serond OS 160 as a result is transmitted to the external device 10 (P3a, b).
[0069] = A case is assumed where a communication protocol between the external device 10 and
the cominunl@468h device 100 supports the first conu-nand only. The external device 10 in such a

case is shown as an £xigeal.dawice 1o FigninlAoL0TbR exeratepyiee-1@ain Fig. 8 can

issue the first command and use an = _
device 10 and the communication device 100 supports the first command only. The

external device 10 in such a case is shown as an external device 10a in Fig. 8.
[0070]

10 The external device 10a in Fig. 8 can issue the first command and use an
arbitrary application operating on the first OS 140 by a first processing path P1 of the
communication device 100, In addition, the external device 10a can issue the first
command and use an arbitrary application operating on the second OS 160 by a
second processing path P2 of the communication device 100. At this time, it

15 appears to the external device 10a as if only the first command is executed by the
communication device 100. This means that it is not necessary to make
modification to the external device 10a in order to provide arbitrary application
services of the first OS 140 and the second OS 160 to a user.

[0071]

20 Further, an external device 10b whose communication protocol with the
communication device 100 supports the second command is also shown in Fig. 8.
The external device 10b can issue the second command and use an arbitrary
application operating on the second OS 160 by a third processing path P3 of the
communication device 100. At this time, if the second OS 160 of the

25  communication device 100 is provided with a special interface for accepting access
from the first OS 140, there 1s a possibility that the interface is abused by a user who
makes connection through the external device 10b.  However, in this embodiment,
because the second OS 160 accepts only the second command as usual, the security
level of the second OS 160 does not decrease.

30 [0072]



arbitrary application operating on the first OS 140 by a first processing path P1 of the communication
device 100. In addition, the external device 10a can issue the first command and use an arbitrary
application operating on the second OS 160 by a second processing path P2 of the communication
device 100. At this time, it 15appears to the external device 10a as if only the first command is
executed by the communication device 100. This means that it is not necessary to make modification
to the external device 10a in order to provide arbitfary application services of the first OS 140 and the
second OS 160 to a user. [0071] 20Further, an external device 10b whose communication protocol

with the communicatidftd@ifcb! 188 LOBGORHE HIY S8 AR Skl ROBEREKaUMIN Fig. 8. The

external devigeddabGapyishiedien SRR COBIBANHPRL SRR RIS ARRliFAtIOR;gPgrating on the
second OS 160, by a third processing path P3 of the communication device 100. At this time, if the

second OS TEAH HE vsadinmshie Avsledssiretiondpiemdes ivmmracgsebiathaterface for accepting
access from gagfirstAsn 140 Ibererima pessiblidnaiheointerface is abused by a user who makes

connection through the external device 10b. However, in this embodiment, because the second OS
160 accépts mzrgﬂhe second command as usual, the security level of the second OS 160 does not

decrease. 30[0072] ROreryinoRi0fid $04L ﬁéﬁs@&%@ﬁﬁﬁiﬁgod@@&%ﬂ%ﬁéﬁm%% { %%%munication
mbodiment. FI

processing by the communication device 100 according to the e g. 9 mainly shows a flow
of a transfer dexitibridetpHivinaiio aoprovessabpnyadetefroin shiorrumita 20:0£¢H6 intermediate layer

120. 5[0073],R&feming 19,Fid, 2 e fransfe (SJI E@ton telruination process starts triggered by
reception of a co[%ﬁﬂml{nication plgc et from tLe@ter al dg\ﬁnecreec.tedvt%rgﬁgfhmt %lcc‘:a(?r%%?&ﬁlkc%aﬂion unit 110
(S1202). Thesreedive thtoiherianmipetion pacigetisintitten into the temporary storage unit 126.

10 [0074]

Next, the packet translation unit 122 translates the content of the
communication packet and, when the first command or the second command is
contained in the communication packet, directs the determination unit 124 to
determine the transfer destination of the command ($1204).

15 [0075]

. Then, the determination unit 124 determines the transfer destination of the
command by referring to the command header section 52 of the received command,
for example, and identifying the command as either the first command or the second
command {(S1206). As aresult, when the received command is the first command,

20 the determination unit 124 inputs the first command to the first OS 140. Further,
when the received command is the second command, the determination unit 124
inputs the second command to the second OS 160,

[0076]

Upon input of the first command, the first OS 140 executes the first

25  command (S1208). An execution process of the first command by the first OS 140
is described in detail hereinafter with reference to Fig. 10.

[0077]

Fig. 10 is a flowchart partially iltustrating the flow of the first command

execution process by the first OS 140. Referring to Fig. 10, after $1206 of Fig. 9,



10[0074] Next, the packet translation unit 122 translates the content of the communication packet and,
when the first command or the second command is contained in the communication packet, directs the
determination unit 124 to determine the transfer destination of the command (S1204). 15[0075]

Then, the determination unit 124 determines the transfer destination of the command by referring to
the command header section 52 of the received cojnmand, for example, and identifying the command
as either the first command or the second command (S1206). As a result, when the received
command is the first command %Ot ed %er}mination unit 124 inputs the first command to the first OS

140. Further 65AEh tHE TS 8% &R RIBUHECBHREMAMARY Gertihinaidrdiflt 124 inputs

the second caminRAddeihel 5RE0IY @ﬁtﬂﬁ@ﬂmﬁﬁ] Upon input of the first command, the first OS 140
executes the first 25command (S1208). An execution process of the first command by the first OS 140

is described (HH8il hereinafter with reference to Fig. 10. [0077] 21 access to memory of the first OS
140 is permitted by thednemony¢eBiehaRitkedofh the.intermegdiaie:laver 120 firsty(S1402). [0078]

Then, the first command translation unit 144 that has received the first 5command in the first OS 140

translatés th8FPEREshitihe diER P Soriibranilaiee hs BxgcomplaTdandees Yatut imtetwier, the first

(cgmg)ni Oeox%ejeti%wr%@ @eedies hedis! SRHRANGARAXEREA NG 1a6 Walla dormat
" the first command converted into the executable format (S1406).

[0079]
In this step, the process branches off depending on whether the application
10 150 that operates by execution of the first command performs conversion of the
command or not (S1408). For example, the application 150A shown in Fig. 4
generates the first response as a response to the first command without performing
conversion of the command (S1410). In this case, the generated first response is
written to the temporary storage unit 126 of the intermediate layer 120.  After that,
15  the process shifts to S1210 of Fig. 9.
[0080]
On the other hand, the application 150B shown in Fig. 4, for example,
includes the command conversion unit 152. Therefore, when the application 1508
operates, the first command is converted into the second command by the command
20  conversion unit 152 (§1412). The second command generated in this step is written
to the temporary storage unit 126 of the intermediate layer 120,  After that, the
process shifts to S1210 of Fig. 9.
[0081]
The description returns to Fig. 9. 'When a response as a response to the

first command is output from the first OS 140, the determination unit 124 determines

[
=il

whether the response should be transmitted to the external device 10 or transferred to
the second OS 160 (S1210).
[0082]

At this time, when the first response is output from the first OS 140, the

30  determination unit 124 transmits the first response to the external device 10 through



In this step, the process branches off depending on whether the application 10150 that operates by
execution of the first command performs conversion of the command or not (S1408). For example, the
application 150A shown in Fig. 4 generates the first response as a response to the first command
without performing conversion of the command (S1410). In this case, the generated first response is
written to the temporary storage unit 126 of the intefnediate layer 120. After that, 15the process shifts
to S1210 of Fig. 9. [0080] On the other hand, the application 150B shown in Fig. 4, for example,

includes the command conversion unit herefore, when the application 150B operates, the first
command is%‘(%nc\?é?{@a‘%ﬁ%lﬂ?e“?&c%%i%} A AADS RO %Cr‘?asgffc&\%‘?sion unit 152 (S1412).

The second commarnchgenekated inthisdstie pdn witehdohhel [ermpoBEssterIae tnihdd 6s0f the

intermediate layer 120. After that, the process shifts to S1210 of Fig. 9. [0081] The description returns
to Fig. 9. Wh%\ﬁ%l?i%ﬁ%ﬁef[gé@%%ﬂa@@@ A5 DRI LB hTARERES A GER S CRBREDS 140, the

determinatiom, Wpdt sk2drdetarmanes whether the response should be transmitted to the external device
10 or transferred to the second OS 160 (S1210). [0082] 22 the communication unit 110 (S1212), and
a seriesof p@@éééing by the communication device 100 ends On the other hand, when the second

command is output frogarthefirstas b4Mhthedeierpinatian, unit d24-aRyts the secand ¢ammand to
the second OS 160. 5[0083
second command (S1214). An execution process of the second command by the

second OS 160 is described in detail hereinafter with reference to Fig. 11.
[0084]

10 Fig. 11 is a flowchart illustrating the flow of the second command execution
process by the second OS 160. Referring to Fig. 11, when the second command is
imput to the second OS 160 as a result of the determination in S1206 or $1210 of
Fig.9, access to memory of the second OS 160 is permitted by the memory control
unit 128 of the intermediate layer 120 firstly (S1602).

15 [0085]

Then, the second command translation unit 164 that has received the second
command in the second OS 160 translates the second command and converts it into
an executable format (51604). Further, the second command execution unit 166
executes the second command converted into the executable format (S1606).

20 [0086]

Then, the second response as a response to the second command is
generated by the application 172 or 174 shown in Fig. 6, for example (S1608). The
second response generated in this step is written to the temporary storage unit 126 of
the intermediate layer 120.  After that, the process shifts to S1216 of Fig. 9.

25  [0087]

The description returns to Fig. 9. When the second response as a response
to the second command is output from the second OS 160, the determination unit 124
determines whether the response should be transmitted to the external device 10 or
transferred to the first OS 140 (81216).

30 [0088]



Then, upon input of the second command, the second OS 160 executes the second command
(S1214). An execution process of the second command by the second OS 160 is described in detall
hereinafter with reference to Fig. 11. [0084] 10Fig. 11 is a flowchart illustrating the flow of the second
command execution process by the second OS 160. Referring to Fig. 11, when the second command
is input to the second OS 160 as a result of the de Dmination in S1206 or 51210 of Fig.9, access to
memory of the second OS 160 is permitted by the memory control unit 128 of the intermediate layer
120 firstly (S1602). 1(%}0%%54 Then, the segond command translation unit 164 that has received
the second commandin' e%%%o‘?‘l}beﬁ)%el%eé’? PRI SRCS T LI A RITneb VRS it into an

executable famnaid8deRdidtisithe: 112 seeRAtCHRMABEEXepUHQN Y Rk LeGa¥eadiss:the second
command converted into the executable format 81606%20[0086] Then, the second response as a

response to tHe BRI FRmARE g ensmtdd bithedpsmdaisrriey olgrevessingim terig. 6, for

example (S1608hhesesandkespansgigenerated in this step is written to the temporary storage unit
126 of the intermediate layer 120. After that, the process shifts to S1216 of Fig. 9. 25[0087] The
description rétHY to Fig. 9. When the second response as a response to the second command is
output from the secoish @3 4&6: thedsiarninetiennitdiddeiarpings wheiher ie regponse should
be transmitted to the external device 10 or transferred to the first OS 140 (S1216). 30[0088] Li At
this time, whéfthdsdeshaisanemund 19 tdaeiie dhircarend wensmmel taabicBrsoDtheddetermination unit

124 Iransmitg i sRCANAESRIRSBALDR prleRaldevige AbHaHaD LG eR) ug!ﬁ%%}%i&“ unit 110

(51220), and a series of processing by the’communication ends.
the second command, for example. The first response is thereby generated (S1218).
10 [0090]

Then, the first response generated based on the second response is
transmitted to the external device 10 through the communication unit 110 (S1212),
and a sertes of processing by the communication device 100 ends.

[0091]

15 An example of the flow of the communication process by the
communication device 100 is described above with reference to Figs. 9to 11. Note
that, although the example in which the second command converted from the first
command by the first OS 140 is executed by the second OS 160 with no particular
restriction is shown herein, restrictions may be imposed on transfer of commands

20 between OSs through the intermediate layer 120 as in alternative examples of the
embodiment described hereinbelow.,

[0092]
[1-3] First Alternative Example
- Fig. 12 1s a block diagram showing a configuration of an intermediate layer

25 120 according to a first alternative example of the embodiment. Referring to Fig.
12, the intermediate layer 120 according to the alternative example includes a packet
translation unit 120, a determination unit 124, a temporary étorage unit 126, a
memory control unit 128, and a condition holding unit 132.

[0093]



On the other hand, when the second command is output from the first OS 140, the determination unit
124 inputs the second response to the first OS 140. At this time, the second response is processed by
the application 150B that has output the second command, for example. The first response is thereby
generated (S 1218). 10[0090] Then, the first response generated based on the second response
is transmitted to the external device 10 through the.communication unit 110 (S1212), and a series of
processing by the communication device 100 end .%0091] 15An example of the flow of the
communication process by the.communication device 100 is described above with reference to Figs. 9

to 11. Note that, althdUt5iF BREIEQARNIERE WHicH tHaridce RandifomEing s sisiiaaé infedivanse first
command bystheHy st Qi kathis areeHiedRsiesecomd RS89 ¥itlgo particular restriction is shown

herein, restrictions may be imposed on transfer of commands 20between OSs through the
intermediate 599%?’]120 as in alternative examples of the embodiment described hereinbelow. [0092]

[1-3] First Alternativersxample Eig- s aplark dagtam showing & sonfisration of an inteiediate
layer 25120 according to a first alternative example of the emboﬁ?néﬁ. @g‘i‘éﬁ]@%&ﬁgﬁfoiz’ the

intermediate Yajjel T20sicramgaditneOsitbAdsperaxianthlenociy desmpetmtdy anslatiobeinit 120, a
deteimination g ALETIRANIRAGPUINLAZS AREIONSonaluni 128, anls condidor
0 I a

holding unit 132. [0093] 24 The condition holding unit olds a conaitio i defined in

advance for the sarbrachridinenio 158 transfesreasto thiy seban th©ScbE0.B884hd whicbr example, a
command co&%@@gﬂlg}% %déh% e af.the command for which tr er from tfg first OS 140 is
permitted, among command codes t ateé%ri]} be %Sﬁfg%%iéa&l igotlk\événgélrrﬁirﬁ d'heRAEr Y8852 of the
second comriesSridy) b chddtbimihatioanalitidAhokding it 182 sdootils casearohdy thben the second
comma w@i%@g)@@i% the command code held by the condition holding unit 132 is output from the
first OS 140, the determination unit 124 can transfer the second command to the 10second OS 160.

[0095]

Further, for example, an application code which specifies an application of
the second OS 160 for which calling from the first OS 140 is permitted may be held
in the condition holding unit 132. In this case, only when the second command

15 which contains the application code held by the condition holding unit 132 is output
from the first OS 140, the determination unit 124 can transfer the second command
to the second OS 160. Further, the determination unit 124 can transfer the second
command to the same application of the second OS 160 until an application code
which specifies another application is selected subsequently in the condition holding

20 unit 132,

[0096]

Thus, according to the alternative example, it is possible to restrict the
transfer of commands from the first OS 140 to the second OS 160 according to the
type of the command or the like. The security of the communication device 100 is

25  thereby further enhanced.
10097

Note that, when the determination unit 124 does not transfer the second
command output from the first OS 140, the determination unit 124 may notify the
first OS 140 that the second command is not transferred by returning a response

30 containing a predetermined error code to the first OS 140, for example.



[0095] Further, for example, an application code which specifies an application of the second OS
160 for which calling from the first OS 140 is permitted may be held in the condition holding unit 132.
In this case, only when the second command 15which contains the application code held by the
condition holding unit 132 is output from the first OS 140, the determination unit 124 can transfer the
second command to the second OS 160. Further, the determination unit 124 can transfer the second
command to the same application of the second 160 until an application code which specifies
another appl't{r?ﬁeggf is selected subsequently in the condition holding 20unit 132. [0096] Thus,
according to ternative example, it is possible to restrict the transfer of commands from the first

OS 140 to thqm@&@@ﬂ@&l@gﬁgmghe type of the command or the like. The security of the
communication device 100 is 25thereby further enhanced. [0097] Note that, when the
determination unit 124%idédyobiPshSerig sevuing doinmitmrsaipef sointenasitietoayeno, the

determinatiopygnit dadimaw Aakbothe:fiksh 2914940t hegecand eommang ishat trangfgrred by

returning a response 30containing a predetermined error code to the first 05 140, for example. 25
[0098] [P-4] Sechsdustaiediitfelmseshilaccordipgyto thesal bt el icigraniesinoivitey a parfiguration of an

intermediateay g0 pINGI0AsREA0Y alte e SxAmAle SlE-pqdinent. Referring to Fig.

513, the intermediate layer 120 according to the alternative ‘example in es a packet translation unit
120, a determimativheanital2mitl i oransestosaytbisil 126:mal meroryreottiol wunit 1328, a
managemen j 134, and a table operation unit 136. [0099] In the management table 134, a
unique application code which identifies an 10application of the second OS 160 is held in advance in a
format associated orde-tiee management table 134, a unique application code which identifies an

160 application of the second OS 160 is held in advance in a format associated one-to-
one with an arbitrary external specification code, for example.
[0100]

Then, when transferring the second command output from the first OS 140

to the second OS 160, the determination unit 124 refers to the management table 134,

15 rewrites the external specification code contained in the second command to the
above-described application code and then inputs the second command to the second
OS. Specifically, in this alternative example, the management table 134 serves as a
correspondence table for hiding the unique application code of the second OS 160
from the first OS 140. In this case, the external specification code is also a code

20 which identifies the application of the second OS 160, and the external specification
code may be an arbitrary character string using alphabets and numerals or the like,
for example.
[0101]

The table operation unit 136 is an interface for registering, changing or

25  deleting a combination of the external specification code and the application code in
the management table 134. For example, the table operation unit 136 receives a
command for management table operation which does not belong to the first
command group and the second command group from the external device 10 through
the communication device 100 and registers, changes or deletes the combination of

30  the above-described codes in the management table 134.



one with an arbitrary external specification code, for example. [0100] Then, when transferring the
second command output from the first OS 140 to the second OS 160, the determination unit 124 refers
to the management table 134, 15rewrites the external specification code contained in the second
command to the above-described application code and then inputs the second comniand to the
second OS. Specifically, in this alternative example, the management table 134 serves as a
correspondence table for hiding the unique application code of the second OS 160 from the first OS
140. In this C@se he external specification code is also a code 20which identifies the application of the
second OS 180"%hd the external specification code may be an arbitrary character string using

alphabets and numeralsopithedie. irexample R T e kable spsration Rl 1385 an interface for

registering, changing or 25deleting a combination o the external specification code and the application

code in the rfsREgerReqhamlcesanpdihsssammd, @felébis igdeaddornutie fas R8diessatommand for
managemeniHabie.AReyiemvhich dRRSNEREIBE e irst commank 9rauR.apd the second

command groug from the external device 10 through the communication device 100 and registers,

change$ or d3 traebmmeeificd brssothe dbsvbsiehcnbedbie tiebinhgrenianegtment table 134.
2610102]  sechipouding o R alicinalive srampleniie slgye. applizaion fads Wiyl identifies each

application of the second OS 160 is hidden from the first OS 140, and the exte al specification code
which is registetsglinrellscedant &mandgerieristdbiel 484 can be specified instead. It is thereby
possible to flfét enhance the security of the communication device 100 and reduce the effect of a
change in the app‘ication of the second OS 160 on the first OS 140. [0103] The first embodiment of the
present invention is désdiilseehaltnslimenitiof the present invention is described above with

10 reference to Figs. 1 to 13.  According to the embodiment, as described in relation to
Fig. 8, it is possible to use application services by the first OS 140 and the second OS
160 of the communication device 100 through the device that supports the first
command only. This eliminates the need to support a plurality of communication
protocols between the communication device 100 and the external device 10, thereby
15 expanding the versatility of the communication device 100. Further, because it is
not necessary to provide each OS with a special interface for accepting access from
another OS, the security level of the OS does not decrease.
[0104]
Further, restrictions may be imposed on exchange of commands between the
20 OSs by providing the intermediate layer 120 with a means of filtering transfer of the
commands. Further, information such as the application code which is necessary
for execution of a command by the second OS 160 may be hidden in the intermediate
layer 120. This enables further enhancement of the security of the communication
device 100.
25  [0105]
[2] Second Embodiment
In the first embodiment, the example in which only one means of converting
the first command into the second command is provided in the first OS 140 in the
communication device 100 is described. However, a plurality of means of

30 converting the first command into the second command may exist.



10reference to Figs. Ito 13. According to the embodiment, as described in relation to Fig. 8, it is
possible to use application services by the first OS 140 and the second OS 160 of the communication
device 100 through the device that supports the first command only. This eliminates the need to
support a plurality of communication protocols between the communication device 100 and the
external device 10, thereby 15 expanding the versajility of the communication device 100. Further,
because it is not necessary to provide each OS with a special interface for accepting access from
another Os,giﬁ galecurity level of the OS does not decrease. [0104] Further, restrictions may be
imposed on (P'I nge of commands between the 200Ss by providing the intermediate layer 120 with

a means of filtering trapsfariok theeammanss EHsthatAPTRAlIaN SUhAS.ie-ABRIIEaGN code which

is necessary for execution of a command by the second OS 160 may be hidden in the intermediate

layer 120. THSEASBIALA e SARA B REMRET hEthe BrrRgRb N EommRsisatina @diige 100.
25[0105] [2] ﬁg@@@@ﬁ[ﬁﬁﬁfﬂﬁ%ﬂtdewc@z@@iﬁ%@é@999%&5&5@&0%&%?@'h}i"hiCh only one means

of converting the first command into the second command is provided in the first OS 140 in the

commuriicatiSH B o5 Hds @ breavaiosbve st s 30y efsaveadSf BBtonbeting the first
command integhgEecondepHRRMMAY; SXish R (:[AHR is cotnbeedd 5 Fo %%%%Ld&g\%ram

schematically showing a communication device 200 according to a seco iment of the present
invention. RefeHHfyEs thiycammuaieginmunichtidbn device 200 includes a communication unit 110, an
5intermediat r 220, a firewall 130, a first OS 240, a second OS 160 and a third OS 180. Further,
the communication device 200 is connected to an external device 10 through the communication unit

110. [0107] In this edtobaisrehodivecitehe sdiateckiper 1226r 2248 vgidagiie ke plageded

10 between the communication unit 110 and the first OS 240, the second OS 160 and
the third OS 180.  The intermediate layer 220 determines one of the first OS 240,
the second OS 160 and the third OS 180 as a transfer destination of a command input -
from the external device 10 and transfers the command. Further, the intermediate
layer 220 outputs a response returned for the transferred command to the external

15 device 10 or further transfers it to another OS.  Furthermore, a means of controlling
access to memory of the first OS 240, the second OS 160 and the third OS 180 or the
like is provided in the intermediate layer 220.
[0108]

The first OS 240, the second OS 160 and the third OS 180 execute input and

20 output of information held by the communication device 100 and predetermined
computations according to input commands.  Specifically, the first OS 240 executes
a first command which belongs to a first command group, the second OS 160
executes a second command which belongs to a second command group, and the
third OS 180 executes a third command which belongs to a third command group.

25 Turther, the first OS 240 inciudes two command conversion means that convert the
first command into the second command and the third command, respectively, as

described later.

[0109]



10between the communication unit 110 and the first OS 240, the second OS 160 and the third OS
180. The intermediate layer 220 determines one of the first OS 240, the second OS 160 and the third
OS 180 as a transfer destination of a command input from the external device 10 and transfers the
command. Further, the intermediate layer 220 outputs a response returned for the transferred
command to the external 15 device 10 or further trgnsfers it to another OS. Furthermore, a means of
controlling access to memory of the first OS 240, thie second OS 160 and the third OS 180 or the like

is provided in the int%énn;%dia If%/er 22&&%108 The first OS 240, the second OS 160 and the third OS
180 execute input and”205 GGt SR HiEh P By tHa S AR R SRR h SRR 2K

predeterminagptRautaliansiaceer ding l i SOMIMARES: Sregificall the frsh,OS 240 executes a
first command which belongs to a firsﬁécommand ﬁrou , the second OS 160 executes a second

command witAPBS ofRE RF s Lescdnd G, abertRe third OB IBE executes a third
command wiighelongs to a third command group. 25Further, the first OS 240 includes two
command conversion means that convert the first command into the second command and the third

commafid, respectivElg; 43 Besbipskdisgernychogjngs dutaiied soidinaatinmiof tirtir®©380 includes an
execution emvropnsaiang applicatianadust likedhe copf iﬁwafi@,gh%fﬁ?ﬁ WWi%]?égsogv nin Fig. 6,

for example, and executes the third command and outputs a third response. [01 Ig. 15 is a block
diagram sholiiigseeidiancn vspmigaratidn atdreriise®Bs2AW AcevrafiPto tFeedimodiment. Referring

to Fig. 15, the first Q5240 ﬁg&gQ%i’"ﬁ%?hgée I '&n ironment.142 and lications 250A and
250B. The first exécution e()r]vironmen% 142 inc%uélesczalg%‘rs%l %o%aﬁgﬁg%?a%gfa%gh 2hafr%lrts 1fL44, a first
command exesunsrduxicat®andinlfGestrdyet ahitdusufuttier, hethppticatppiit@250A includes a

com Ay CORAHRIUN AR P BROLEAIPL AR IURS S SRS G ETsIRD 4 1 2528
command conversion unit 2528,
[0111]
The applications 250 (250A and 250B) are arbitrary applications that
operate on the first OS 240 by execution of the first command. Which of the
15  applications 250A and 250B is executed is determined by the method of selection
using the application code or the like contained in the command data section 54 of
the first command, for example.
[0112]
In this embodiment, the command conversion unit 252A converts the first
20 command input from the intermediate layer 220 into the second command to be
executed by the second OS 160. Further, the command conversion unit B converts
the first command input from the intermediate layer 220 into the third command to
be executed by the third OS 180.  Such conversion of the command is performed by
extraction of the command from the command data section 54a or acquisition of the
25  second command or the third command associated in the conversion table or the like,
as described with use of Fig. 5, for example.
[0113]
Fig. 16 is a block diagram showing a detailed configuration of the
intermediate layer 220 according to the émbodiment. Referring to Fig. 16, the

30  intermediate layer 220 includes a packet translation unit 222, a determination unit



The applications 250 (250A and 2508) are arbitrary applications that operate on the first O_S 240 by
execution of the first command. Which of the 15 applications 250A and 250B is executed is
determined by the method of selection using the application code or the like contained in the command
data section 54 of the first command, for example. [0112] In this embodiment, the command
conversion unit 252A converts the first 20command input from the inteiinediate layer 220 into the
second command to be executed by the second OS"160. Further, the command conversionbunit B
converts the first command input from the intermediate layer 220 into the third command to be
executed by Tﬁifﬁr@gr%%??@ﬁ%ﬁ%h%@sméfwe&ﬁﬂm HeHdrmed by extraction of the
command frgm iy command data section 54a or acquisition of the 25second comr_nand or the third
command associated in the conversion table or the like, as described with use of Fig. 5, for example.
[0113] Fig. 16 i¥BHI8 SOMBYRAATSHOWRYS d tesesiseddontisuramomoiantiomtaimidiate layer 220

according to ghe amRedimentiRelRAND RAigx L6 be AQInEsmEd! fogfiohplides a packet
translation unit 222, a determination unit 29 224, a temporary storage unit 0, a memory control
unit 2285[01 #af direciReriaiessrnmincaibA ddedetisménethedrivysthedestimaimioatiion unit 110, the
packet translaliomunit 22%uansiaies the Fenienh 6l ke cemmEpisationPagket Sand directs the
determination unit 224 to %etermine the ’tra%s%%r%ies(?ﬁﬂaﬁgr%tfgg ﬁ:ﬁoanmaS?l? or t%g 1Tflljrlsst 8§’_240_, the
second OS 189 ermeatire- O aBFomttisisaimeythe:tompacnd acuereddifribmtthepoemmunication

packet is stog%jfe'{get%ﬁ%@.orary storage unit 226. [0115]
[0115]

10 The determination unit 224 determines the transfer destination of the
command by reference to the command header section 52 of the command received
from the external device and in accordance with a command code or the like
contained in the command header section 52, for example. When the determination
unit 224 determines that the command received from the external device 10 is the

15 first command, for example, the determination unit 224 inputs the first command to
the first OS 240. Then, when a first response is output from the first OS 240 as a
response to the first command after that, the determination unit 224 outputs the first
response 10 the packet translation unit 222, so that it is transmitted to the external
device 10 through the communication unit 110.

20 [0116]

Further, when the second command is output as a response to the first
command, for example, the determination unit 224 inputs the second command to the
second OS 160. Then, when a second response as a response to the second |
command is output from the second OS 160, the determination unit 224 inputs the

25  second response to the first OS 240 that has output the second command, rather than
transmitting it to the external device 10.

[0117]

Further, when the third command is output as a response to the first

command, for example, the determination unit 224 inputs the third command to the

80 third OS 180. Then, when a third response as a response to the third command is



10The determination unit 224 determines. the transfer destination of the command by reference to the
command header section 52 of the command received from the external device and in accordance
with a command code or the like contained in the command header section 52, for example. When the
determination unit 224 determines that the command received from the external device 10 is the
15first command, for example, the determination upjt 224 inputs the first command to the first OS 240.
Then, when a first response is output from the first OS 240 as a response to the first command after
that, the determination u it{féz(ﬁ égﬁ))gts he first response to the packet translation unit 222, so that it is
C

transmitted 8" HRE KRS {hidgly BBt LS RS s tisghresagnse (oFurther, when

the second agefrandISeu Rk s supsPenseta b dirshaormmand:forSxamplss (b determination
unit 224 inputs the second command to the second OS 160. Then, when a second response as a

response to HEER S5 EDAImand is output from the second OS 160, the determination unit 224 inputs
the 255econ[.bqqgﬂ>onse to the first OS 240 that has output the second command, rather than
transmitting it to the external device 10. [0117 Further, when the third command is output as a
response to the first E8FRTAPRTAFS SEXASSpIBIt e detepmimEticirirficeRunpplgnAeatiipdsssmmand to

the 30third_0&é@&%£a%@w&%@ yatrféefqmmaamw%&%@&9@%&%&8&%@%&5 30 output
from the third OS 180, the determination unit 224 inputs the third response to the first OS 240 that has

output the thies EsHeRInde dekemiRaioramsdidrant fostfe e dihe deviod OF [60x8]the  The

temporary st@ﬁ@ggqiﬁ@%@&&m%{g@yﬁéqﬁg commands and responses exchanged between the
packet translation unit 222 and the deteimination unit 224 and between the deteimination unit 224 and

first OS 240,[ﬂié§econd OS 160 or the third OS 180, control data or the like. [0119] 10 The memory
180 i duder t0 avord o maokb ) TACL L 22 oSl ae e o MG i DS 630~ fhe second 05
160 and the thirsc@8A8O bofeladaliarhiot €Sl i tineoodimmn uniddtihat desice1 00: J1R2 Qs
concurrently among the first OS 240, the second OS 160 and the third OS 180 and a
failure occurs in the communication device 100,
[0120]
15 Note that, although not shown in Fig. 16, restrictions may be imposed on
exchange of commands among the OSs by providing the intermediate layer 220 with
a means of filtering transfer of the commands iﬁ this embodiment also, as in the first
embodiment. Further, information such as the application code which is necessary
for execution of'a command by the second OS 160 or the third OS 180 may be
20  hidden from the first OS 240.
[0121]

The second embodiment of the present invention is described above with
reference to Figs. 14 to 16.  In the case where three OSs are incorporated into the
communication device 200 as in this embodiment, by providing the first OS 240 with

25  aplurality of conversion means that convert the first command into the second
command and the third command, respectively, for example, if is possible to use
application services by the three OSs through the device that supports the first
command only. This eliminates the need to support a plurality of communication
protocols between the communication device 200 and the external device 10, thereby

30  expanding the versatility of the communication device 200.  Further, because it is



15Note that, although not shown in Fig. 16, restrictions may be imposed on exchange of commands
among the OSs by providing the intermediate layer 220 with a means of filtering transfer of the
commands in this embodiment also, as in the first embodiment. Further, information such as the
application code which is necessary for execution of a command by the second OS 160 or the third
OS 180 may be 20hidden from the first OS 240. [0;21] The second embodiment of the present
invention is described above with reference to Figs. 14 to 16. In the case where three OSs are

incorporated into the communication devige 200 as in.this embodiment, by providing.the first OS 240
with 550 Pl S SO R CO TP e B S oS0 EP bmmand and

the third conumahe, Csspeetivelyitideexamie Otig passibléctodase. application services by the three
OSs through mgﬁevice that supports the first command only. This eliminates the need to support a
plurality of C(.[) nication protocols between the communication device 200 and the external device

10, thereby 30expangingidheresatbiypefthercommmricatiandayicenl8Bautheschesayse itis 31 not

necessary to provide each OS with a special interface for accepting access from another OS, the

security Tevel UHHA SRS HBKE It 8 a9 6 P59 FARABI A SFHRSSI3URSIRY 8dimand
conversion maansdkeashl 98 AgoiInpihisiRbodimanhdtds.feasibledr£lassiicaeammpand group

executed by one OS into two sets and provide a plurality of command conversion means
correspondinBSt tRECHIS S Eive Kue X HBPlex apIdh o AHOSebah ey tisbosgparts both of a

command 0ral{ahaadiaGaTARICER A A GRmAN BHAURY BraNirecqmypunication, the first O
et

240 may include a first command conversion unit that 10 converts rst command into a command
for radio consfaRBaEHMNEha SEEONY Lhamsierbestive isisreominen eonresisneifitbetommand into

a comnignd {oL WR ARIPMIPIEAHARA RHERAEORIDHANRN, Ré.GMmROING. R Lommand fitering

processing by the inteimediate layer 120 shown in Fig. 12, for example, more detailed setting of the
security levetehanatifecanitsrabO 8nis babibtedednththibrsiafetyrofnd into a command for wire

communication. In such a configuration, by combining the command filtering

processing by the intermediate layer 120 shown in Fig. 12, for example, more

detailed setting of the security level than the units of OS is enabled, and the safety of
15  the communication device 200 is further enhanced.

[0123]

It should be noted that a series of processing according to the first and the
second embodiments described in this specification is typically implemented by
software operating on a computer provided in the communication device. Fig. 17 is

20  ablock diagram showing an example of a configuration of hardware by which a
series of processing according to each embodiment operates.
[0124]

In Fig. 17, a CPU 902 controls the overall operation of the communication

device. In ROM (Read Only Memory} 904, a program describing a part or the

25  whole of the series of processing or data is stored. In RAM 906, a program, data or
the like to be executed by the CPU 902 is temporarily stored. An MMU 908
controls access to memory from the CPU 902.  Further, although not shown in Fig.
17, an additional application may be further stored by incorporating nonvolatile
memory such as EEPROM (Electrically Erasable and Programmable ROM).

30 [0125]



15the communication device 200 is further enhanced. [0123] It should be noted that a series of
processing according to the first and the second embodiments described in this specification is
typically implemented by software operating on a computer provided in the communication device. Fig.
17 is 20 a block diagram showing an example of a configuration of hardware by which a series of
processing according to each embodiment operates, [0124] In Fig. 17, a CPU 902 controls the overall
operation of the communication device. In ROM (R&ad Only Memory) 904, a program describing a part

or the 25whole of the series of prQcessing or data is stored. In RAM 906, a program, data or the like to
be executed by the ggfl égﬁj isg @’nﬁ ?&%@1&0?863 A%elvﬁsﬂ@/b(?@@cffﬂ%@%lcgé\ggt@%eﬁ%ry from the

CPU 902. Fushescralihougle aabshewrdadhia. Bué arvaddiionahapalicatianray befustheystored by
incorporating nonvolitile memory such as EEPROM (Electrically Erasable and Programmable ROM).

30[0125] 32FONNECiglEBE Y e ROM 904, the RAM 906 and the MMU 908 are connected to one
another thropmfze bus 910. An input/output interface 912 is also connected to the bus 910. [0126]
5The input/output interface 912 is an interface for connecting the CPU 902, the ROM 904, the RAM
906 andPthe MMU 908SvBRH/ SRHI URIeHaEh Tircist a1 intpofpy)for connectivmheiEaiN Bircuit 914

transmits angheaeoivesod, AAENNICRM RS RMINIDE el dRVise AR i seplpimity with a

predetermin([a((}:il%%communication protocol. The communication circuit 914 may support contactless

The communication circuit 914 transmits and receives a communication
packet with the external device 10 in conformity with a predetermined

10 communication protocol. The communication circuit 914 may support contactiess
communication conforming to standard specification of 1ISO14443, contact
communication conforming to standard specification of ISO7816 or the like, for
example.

[0128]

15 The preferred embodiments of the present invention have been described
above with reference to the accompanying drawings, whilst the present invention is
not limited to the above examples, of course. A person skilled in the art may find
various alternations and modifications within the scope of the appended claims, and
it should be understood that they will naturally come under the technical scope of the

20 present invention,

[0129]

For example, the processing described with use of Figs. 9 to 11 is not
necessarily executed according to the sequence shown in the flowcharts. FEach
processing step may inciude processing executed in parallel or individually.

25  [0130]

Further, for example, the number of applications of each OS is not limited to
the number indicated in this specification. The applications can be added or deleted
according to need by the method of rewriting the content of EEPROM described
above, for example,

30



communication conforming to standard specification of 1IS014443, contact communication conforming
to standard specification of 1507816 or the like, for example. [0128] The preferred embodiments
of the present invention have been described above with reference to the accompanying drawings,
whilst the present invention is not limited to the above examples, of course. A person skilled in the art
may find various alternations and modifications W%Ein the scope of the appended claims, and it should
be understood that they will naturally come under the technical scope of the 20present invention.
[0129] For example, the processing described with use (ﬁiFigS. 9 to 11 is not necessarily executed
according to the sequence shown in the fi% = o processing step may include processing
executed infpardliel or individually. 25[0130] Further, for example, the number of applications of
each OS is not limited to the number indicated in this specification. The applications can be added or
deleted accofting tENBEHBY the method of rewriting the content of EEPROM described above, for
example, 338-Referenpgeignsdagt{Qda3tim0command 52command header section 5 54command

data section 60response _
5 command data section

60 response
62 response data section
64 response status section

100, 200communication device
160 110 communication unit

120, 220intermediate layer

122, 222packet translation unit

124, 224determination unit

126, 226temporary storage unit
15 128, 228memory conirol unit

130 firewall

132 condition holding unit

134 management table

136 table operation unit

20 140, 240first operating system

142 first execution environment
144 first command translation unit
146 first command execution unit

148 first storage unit
25 150, 250(A, B) application

152, 252(A, B) command conversion unit

160 second operating system
162 second execution environment
164 second command translation unit

30 166 second command execution unit



62response data section 64response status section 100, 200communication device
10110communication unit 120, 220intermediate layer 122, 222packet translation unit 124,
224determination unit 126, 226temporary storage unit 15128, 228memory control unit 130firewall
132condition holding unit 134management table 136table operation unit 20140, 240first operating
system 142first execution environment 144first cormnand translation unit 146first command execution
unit 148first storage unit 25150, 250(A, B) application 152, 252(A, B) command conversion unit
160second opéegatingsg Osr;[ rsrgolrngecond execution environment 164second command translation unit
ge unit
172, 174 application

180 third operating system



30166second command execution unit 168second storage unit 172, 174application 180third operating
system 35 CLAIMS Claim 1 A communication device comprising: 5a first operating system that
executes commands belonging to a first command group; a second operating system that
executes commands belonging to a second command group different from the first command group;
and a determination unit that, 10when a first com d belonging to the first command group is
received from an external device, inputs the first command to the first operating system, when a
first response is output from the first operating system as a response to the first command, transmits
the first response to the external device, and w cond command belonging to the second
command group is output 15from the first operating system as a response to the first command, inputs
the second cagmmand to the second operating system and then inputs a second response as a
response to {Hégelond command output from the second operating system to the first operating

system. A communication device comprising:
5 a first operating system that executes commands belonging to a first
command group;
a second operating system that executes commands belonging to a second
command group different from the first command group; and
a determination unit that,
10 when a first command belonging to the first command group is received
from an external device, inputs the first command to the first operating system,
when a first response is output from the first operating system as a response
to the first command, transmits the first response to the external device, and
when a second command belonging to the second command group is output
15 from the first operating system as a response to the first command, inputs the second
command to the second operating system and then inputs a second response as a
response to the second command output from the second operating system to the first

operating system.

20 Claim2
The communication device according to claim 1, wherein, when the second:
command belonging to the second command group is received from an external
device, the determination unit inputs the second command to the second operating
system, and
25 when a second response is output from the second operating system as a
response to the second command received from the external device, the

determination unit transmits the second response to the external device.

Claim 3

30 The communication device according to claim 1, wherein



20 Claim 2 The communication device according to claim 1, wherein, when the second command
belonging to the second command group is received from an external device, the detemiination unit
inputs the second command to the second operating system, and 25when a second response is
output from the second operating system as a response to the second command received from the
external device, the determination unit transmits the second response to the external device. Claim 3
30The communication device according to claim I, wherein 36 the first operating system includes

a command conver Jl_ﬁ% nit that converts at Ieﬁst one command belonging to the first command group

into a command bel B B S IP RoAHSS BRTHIBNE SRV AT HIAR BBRAT SRR device

according to£lRi#st 3nwbeigifind belbeeomaads-belopaing 4o the fhshcommand group contain a
header secti% and a data section, and the command conversion unit converts a command by

extracting a 10/ SR EFSRBAH TARSEEYAd command group from the data section of the
command belonging to the first command group. Claim 5 The communication device according to
claim 3, wherein 15the first operating system further includes a conversion table for converting a
command b&@dﬁiﬁg to the first command group into a command belonging to the second command

group, and The communication device according to claim 3, wherein
the commands belonging to the first command group contain a header
section and a data section, and
the command conversion unit converts a command by extracting a
10 command belonging fo the second command group from the data section of the

command belonging to the first command group.

Claim 5
The co_mmunication device according to claim 3, wherein
15 the first operating system further includes a conversion table for converting
a command belonging to the first command group into a command belonging to the
second command group, and
the command conversion unit converts a command by referring to the
conversion table and acquiring a command belonging to the second command group

20 associated with the command belonging to the first command group.

Claim 6
The communication device according fo claim I, wherein
the first operating system includes a first command conversion unit that
25 converts at least one command belonging to the first command group into a
command belonging to the second command group, and a second command
conversion unit that converts at Jeast one command belonging to the first command

group into another command belonging to the second command group.

30 Claim 7



the command conversion unit converts a command by referring to the conversion table and acquiring a
command belonging to the second command group 20 associated with the command belonging to the
first command group. Claim 6 The communication device according to claim 1, wherein the first
operating system includes a first command conversion unit that 25 converts at least one command
belonging to the first command group into a commg d belonging to the second command group, and a
second command conversion unit that converts at egast one command belonging to the first command

group into another command belonging to the second command group. 30 Claim 7 37 The
communication devicE SO THY EABIATICH AtRRFdBEorrimn: 1. furtheniedroprsiniig system that

executes commandsheionsioade:2 1isd& ML LU AEIEDL AR, e i slggmmand group and
em inc

the second command group, wherein the first operating syst s a first command

conversion UEHRREGHOERE Hersatiorthe frfanimeiod girgrotideiv st condmamehgndup into a
command belanging e, the second command group, and a second command conversion unit that
converts at least one command belonging to the first command group into a command belonging to
the third®command getiprE@ErnSsTHereonsmdnicalion deviceratoardingdn oiainhd, wherein

when the se¢gpd.command is.output frar 4 %‘ﬁ%ﬁﬁ&ﬁ%ﬂ%&.‘tﬁ%@g as a response to the first

command, the determination unit rewrites infofm | HPPHcAtdA of the second
operating systenmand edataimeddritthecsecdrdeomndandac eondling ¢oral pregetednined

corresponde&g‘&g le hefore inputting the second command to the second gperating system. Claim 9
20The communicgtglic()%1 egiggeaggc):%%ﬂ?ﬁg&t}[%%‘?g%ef%w{g@a elong e B AR H8I8H R g to the
second comgrand groupcoontainidtleagder sedtionaniardatamaestiop, and

10
Claim 8
The communication device according to claim 1, wherein
when the second command is output from the first operating system as a
response to the first command, the determination unit rewrites information
15 1dentifying an application of the second operating system and contained in the
second command according to a predetermined correspondence table before

nputting the second command to the second operating system.

Claim 9
20 The communication device according to claim 1, wherein
the commands belonging to the second command group contain a header
section and a data section, and
when the second command is output from the first operating system as a
response to the first command, the determination unit inputs the second command to
256 the second operating system only when the header section of the second command

satisfies a predetermined condition set in advance.

Claim 10

The communication device according to claim 1, wherein



when the second command is output from the first operating system as a response to the first
command, the determination unit inputs the second command to 25 the second operating system only
when the header section of the second command satisfies a predetenuined condition set in advance.
Claim 10 The communication device according to claim 1, wherein 38 when the second
response as a response to the second command i§ not output from the second operating system even
after a predetermined time interval has elapsed from input of the second command to the second
operating system, the determination unit inputs the second command to the second operating system

again. 5 Claim 11 ThaeBHIn HieRHSFRRRIR ESEESTRREEE dsisraondiroramand 15 fen the second

response ascatiesfengatio e seconsheammand ispehastputiomthesacand arglating.system even
after a predetermined time interval has 10elapsed from input of the second command to the second

operating sySEEEIHE B H RS EHARISIATE 4p S aeroand apstrBeeshierEe Be an error to the first
operating sygtefn(iaith 12l apeomaunicatienmeiheding cammupsation devige di%glﬂding afirst

operating system that executes commands belonging to a first command group, and a second
operatin:g system that executes commands belonging to a second command group different from the
first commang greup, the method comprising the steps of: when a first command belonging to the first
command group is received 20from an external device, inputting the first command to the first
operating system; Theghenaiestiasperise sscoughng frovfativelfishaperating system as a response to

the first command, trangmifting (e b besP R85 QMR XA 95V G immand is not
' outpuf from the second operating system even after a predetermined time interval has
10 elapsed from input of the second command to the second operating system, the
determination unit inputs a response indicating occurrence of an error to the first

operating system.

Claim 12
15 A communication method in a communication de‘vice including a first
operating system that executes commands belonging to a first command group, and a
second operating system that executes commands belonging to a second command
group different from the first command group, the method comprising the steps of:
when a first command belonging to the first command group is received
20 from an external device, inputting the first command to the first operating system
when a first response is output from the first operating system as a response
to the first command, transmitting the first response to the external device;
when a second command belonging to the second command group is output
from the first operating system as a response to the first command, inputting the
25  second command to the second operating system; and
inputting a second response output from the second operating system as a
response to the second command output from the first operating system to the first

operating system.

380  Claim 13



when a second command belonging to the second command group is output from the first operating
system as a response to the first command, inputting the 25second command to the second operating
system; and inputting a second response output from the second operating system as a response
to the second command output from the first operating system to the first operating system. 39 A
program causing a computer controlling a commuE' ation device to function as: a first operating
system that executes commands belonging to a first command group; 5a second operating system
that executes commands belonging to a second command group different from the first command
group; and a deteimittaBEHEHT FRAEHheh SORIRIEH rMpmavdlBE ohgrrrmrmeatien. dsiinsail group is
received from,as;gxternal device, inputs the first command to the first operating system, 10when a first
response is output from the first operating system as a response to the first command, transmits the
first response to the @iFStPRCERBES Ak that gisertessewamatrhehergtissionding to the second
command group s, QuitpHt from the first operating system as a response to the first command, inputs
the second command to thé second operating system and then inputs a second response as a
15respofse to the sécsaanEoMmataimeoTiemforhete ges snthoperatingopgstert to shrefidst operating

system. COMMUNIEATIRNRECE. SRMMINMSATIONMETHOD AND PROGRAM

a determination unit that,

when a first command belonging to the first command group is received
from an external device, inputs the first command to thé first operating system,

10 when a first response is output from the first operating system as a response

to the first command, transmits the first response to the external device, and

when a second command belonging to the second command group is output
from the first operating system as a response to the first command, inputs the second
command to the second operating system and then inputs a second response as a

15  response to the second command output from the second operating system to the first

operating system.



ABSTRACT Provided is a communication device including: a first operating system that executes
commands belonging to a first command group; a second operating system that executes commands
belonging to a second command group different from the first command group; and a detennination
unit that, when a first command belonging to the first command group is received from an external
device, inputs the first command to the first operatmsystem, when a first response is output from the
first operating system as a response to the first cofimand, transmits the first response to the external
device, and when a second command belonging to the second command group is output from the first

operating sy<téWASENEspEHIY tkhd st eMMARI GRS ESEHAR ddhg ¢diihdlsecond

operating system and then inputs a second response as a response to the second command output

from the second operating system to the first operating system. Representative Drawing Fig. 2
ABSTRACT

Provided s a communication device including: a first operating system that

5  executes commands belonging to a first command group; a second operating system
that executes commands belonging to a second command group different from the
first command group; and a determination unit that, when a first command belonging

to the first command group is received from an external device, inputs the first
command to the first operating system, when a first response is output from the first

10 operating system as a response to the first command, transmits the first response to
the external device, and when a second command belonging to the second command
group 1s output from the first operating system as a response to the first command,
inputs the second command to the second operating system and then inputs a second
response as a response to the second command output from the second operating

15  system to the first operating system.

Representative Drawing

Fig. 2



