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SENSOR DEVI CES W TH RFI D COVMUNI CATI ONS BACKGROUND

[ 0001] Sensor nodes may be used to nonitor and/or
wore@sosBed/ar i ous things such as tenperature, heoi/us1095/041391

vi bration, light |levels, sound |evels, etc., and

report the information thus gained to another device,

ioe, SEISAR RIS TEE REMT EMBRINGATRORS ™

information wirelessly by radio transm ssions whenever
directed to do so by an external device. It is
frequently desirable t?; ?ﬁpnsor nodes i n areas
t hat have no conveni ent” source of el ectrical power, so
battery- powered sensor nodes may be used. However, in
many applications it may be infeasible to replace or
recharge depleted batteries whenever they becone

[0081]s c har gSehseneasdgh may beaweibio mendtos and/er measiue yarinsthiags such
Extending battery life as |ong as possible may be a

as temperaturedivatidity) vitaktisig lighidewsds sofindlrvtleote. poarpett the
sensor nodes feasible. [0002] Sone sensor nodes may

mfdrﬁiﬁﬁoﬁ BN ik A5 M RRB e Fich nizaeréthel 1Hfo|h@19ﬁ&{‘ﬁlay BE %ﬂﬁtﬁed
and may enter a Iom#pomer for a ong perlo

P

1nte%;(5) d S{e}ﬂﬁ%@ a%gr‘ﬁ X%@ﬁgﬂ%&ﬁ%ﬁf} tflg P%SQF?SF%Q%&P&&% \{v1relessly
of tlne the se S ed u

by Qi arR SRS Ve Sgc ER o soreat BTG Sepier fris Heatenty
spends asleep (in a | ow power inactive node), then

desisalle &0 ysepvwl ersoiedepin grasthet hage npsoramignhgource of electrical
operations may be reduced substantially. However,

poverastsiattetyi-pavdrbe sasbanodes alag b8 uyedralffoweves vinenany applications it
consi derabl e el ectrical power. In addition, if the

may BOHTEasTNE fdpRate beidBhdtg@idphited DittcRioR kxmené«eeﬂi@ betome

to nonitor for an indication
discharged enough to render the sensor node unusable. Extending battery life as long as
possible may be a major factor in making the use of battery-powered sensor nodes
feasible.
[0002] Some sensor nodes may take sensor measurements only at infrequent
intervals, and may enter a low-power mode for a long period of time between such
measurements to reduce power consumption and extend battery life. If the per cent of
time the sensor node spends awake (powered up for a sensing operation) is a small fraction
of the time it spends asleep (in a low-power inactive mode), then battery power
consumption due to the sensing operations may be reduced substantially. However,
transmitting the data wirelessly may consume considerable electrical power. In addition,

if the sensor node must remain awake, or awaken frequently, to monitor for an indication

that it is to transmit its data, battery life may be reduced even further.
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that it is to transmt its data, battery |ife may be

reduced even further. BRI EF DESCRI PTI ON OF THE DRAW NGS
w(Q 0068F78¢he i nventi on nay be understood by refRCT/URYOS/®41391

the follow ng description and acconpanyi ng draw ngs

that are used to illustrate enbodi ments of the

invention. In the drawings: Fig. 1 shows a bl ock

di agram of a sensor device, according to an enbodi nment

of the inveni,i Fi ' m of

anot her sen%&@&@ﬁ@%@mmﬁsmm of

the invention. Fig. 3 shows a flow diagram of a net hod

of nmeasuring and transmtting sensor data, according

to an enbodi nent of the invention. Figs. 4A and 4B
[008Bow a fThanseatiprameypbe andeestdmibyofeferaiog tosihadoldewling description

processing data in a sensor device, according to an
andedtReEp AR Mg @hwills that\weniise@ fo ilfuk@ate enHoiiens oIl the kavention. In

di agram of an RFI D sensor system according to an

pdrent of the invention. DETAI LED DESCRI PTI ON

the?g%gg%gfn the follow ng description, nunmerous specific

eroth heRbG &gk St iEY SiShkatvbe. SelbR S ulepent o

these specific details. In other instances, well-known
the dgyeatiot-s, structures and techni ques have not been

shown in detail in order not to obscure an

undEigs2 shrmovsayblotk dhigeang eSanokher sensor ©0a5coReding énates

to "one enbodi nent”, "an enbodi nent", "exanple
embBoig@ntroFlic invemion. ous enbodi nents", etc., indicate

that the enbodi nent(s) of the

Fig. 3 shows a flow diagram of a method of measuring and transmitting sensor

data, according to an embodiment of the invention.

Figs. 4A and 4B show a flow diagram of a method of receiving and processing
data in a sensor device, according to an embodiment of the invention.

Fig. 5 shows a block diagram of an RFID sensor system, according to an
embodiment of the invention.

DETAILED DESCRIPTION

[0004] In the following description, numerous specific details are set forth.
However, it is understood that embodiments of the invention may be practiced without
these specific details. In other instances, well-known circuits, structures and techniques
have not been shown in detail in order not to obscure an understanding of this description.
[0005] References to “one embodiment”, “an embodiment”, “example
embodiment”, “various embodiments”, etc., indicate that the embodiment(s) of the

5

invention so described may include a particular feature, structure, or characteristic, but not
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i nvention so described may include a particul ar

feature, structure, or characteristic, but notevery
weniwedsTsent necessarily includes the parti cul apCT/US2005/041391

feature, structure, or characteristic. Further, the

di fferent enbodi nents descri bed ny have sone, all, or

. I |p@@%
eve?ﬁ%%?élptﬁﬁf%éc%%taw}g \%Iclﬁgg‘s ég Erl p{l]iqg) fr']egfgg% S'E gE:BPéj gcteristic.
" cted al on tht

P Yo R Sy Mo BT T BT OB B e Shtefagres

these terns are not i ntended as synonyns for each
desgtibpsfor pthenembodimeptsr t i cul ar enbodi ment's, "connect ed”

may be used to indicate that two or nore elenents are
[0006] di r ecin thhyellavahg descabtion andahingsothedermsiicohpledtind

ot her. "Coupl ed" may nean that two or nore elenents co

“copR@tdt, Calehg With@h&i€ HerivatiRess afly HetRed. , It Biwuld BeYind@to6d that these
may not be in direct phyS|ca or electrical contact.

term® AL fbt H%d%& g%\ﬁr@ﬁ%ﬁ $3Uach ORYr. rﬁﬁte{ A SEMh R REnts,

port 1 on at processes éctroni ¢ data

rom j.eqgi sters nd/ to trapsfo
“ooa@led SEbEaRg ™ et RN ddpors AR It et vt o
stored in reglsters and/ or menory. A "conputin
elegrlaatlpemﬁ?t %19/ f&%\r%h §rs eComRledr may mean hat Bee of %1096[ Hepayts co-
The term"wireless" and its derivatives may be used to
opaiigs or inxactiwithueach otlbetiug ey nsayseranay, natbe hiodirect physical or
techni ques, communi cati ons channels, etc., that may
cleGigipangbhigat € data t hrough the use of nodul at ed
el ectronmagneti c radi ati on through a nonsolid nedi um

[008RE ter MRORSmPQlockEml ’)’mﬁ}h?etfelttﬁ enfasSRA &lsieeYt £ 8sviblohat

not contaln any mnres hough 1h sonme enbodi nents
probi i BBl pbB eI i1 Bt ppeglo daa
intq e R eCBIAE ﬁi%&me& & SPrh mariben nl0T %eﬁjo%aAc ‘eompilting
platform” may comprise one or more processors.
[0008] The term “wireless” and its derivatives may be used to describe circuits,
devices, systems, methods, techniques, communications channels, etc., that may
communicate data through the use of modulated electromagnetic radiation through a non-
solid medium. The term does not imply that the associated devices do not contain any
wires, although in some embodiments they might not.
[0009] As used herein, unless otherwise specified the use of the ordinal adjectives
“first”, “second”, “third”, etc., to describe a common object, merely indicate that different
instances of like objects are being referred to, and are not intended to imply that the
objects so described must be in a given sequence, either temporally, spatially, in ranking,

or in any other manner.
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i nstances of |ike objects are being referred to, and
are not intended to inply that the objects so
walemensised nust be in a given sequence, eitherPCT/US2005/041391
tenporally, spatially, in ranking, or in any other
manner . [ 0010] Vari ous enbodi nents of the invention may
i rrp| e i 3 i. i =y
10088} 1o o 2oy O bt e SRR e Rl G G one or
i.npl enment.ed. as instructi gns,stor on a..
cOm B e SR R G AR S o G Pl g o be
_ executed by a conputing platformto performthe
impgraenied ankisEesions peerdmay amachine-readahle Bredawa anhieh mayibg aead
may i nclude any nechanismfor storing, transmtting,
andorxecigedby arcgmipnfing platfomm td perforichewperaieis|desdribed herein. A
machi ne (e.g., a conputer). For exanple, a

madBdidadatle achdiing A dhdhide @y hebbhick® fHoLadriag tansmiEhy, or
ROM ; random access nenory (RAM; magnetic disk

( Om acces _m
rec%té%%rﬂﬁ bifm aofmérfl ?@daﬁfeq;glaa?ﬁ%dggrggs i’gé’q &)gl:fbdgt&ﬂ.gm{r example, a

ces; electric optic a r form

f. pro at ed. si gnal.s . d. arrier i nfrared
mafipREPBRR i B9 b R o9 sy LR e el

antennas that transmt and/ or receive those signals,
megpry, (RAM)magnete disk stagage megip; ahtisal strsags Wﬁ&lﬁsﬂ%ﬁh ¢Bory

i nvention may use a radio frequency identification
dev{dRF] dbctrica), aptical, senustical deviheeform ofipragagatedl yignelsie g e carrier

data into and out of the sensor device, thus reserving

waw] inffayedromeils, Higital dignads Misointonfacts. anBjor patehis thagranbmit and/or
comuni cat1ons function to operate w thout consum ng

]fcgggﬂﬁgyg%géaqﬁiigﬁdg@@g@rd battery, the_sensor node
may be a ened only for sensing operations and the

00 SCt BBl bl T B QAL GEL) MGG,
bR R BONL 20 SR CaL L ons, belvacn QLNEE | orihe
sensso?rzlzgirce,dﬂen\g feiérvfan%%%{tgriynpgov&tfe? fc;arr]che sensor node. By permitting the
communications function to operate without consuming any power from the onboard
battery, the sensor node may be awakened only for sensing operations and the effective
battery life may be significantly extended. In some embodiments the RFID logic may also
be used as a data relay point for communications between other devices.

[0012] Fig. 1 shows a block diagram of a sensor device, according to an
embodiment of the invention. In the illustrated embodiment, sensor device 100 may
comprise three main components: a sensor node 130 for sensing and/or measurement
operations, an RFID tag 110 for communications into and out of the sensor device 100,

and a set of queues 120 to hold data while it is being transferred between the RFID tag 110

and the sensor node 130.
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enbodi nent of the invention. In the illustrated
enbodi nent, sensor device 100 may conprise three nmain
W@ eovpofBi S a sensor node 130 for sensing andP@r/US2005/041391
measur enent operations, an RFID tag 110 for
comuni cations into and out of the sensor device 100,

d a sef,.0f .hol d _d [ b i :
003 ot or P B ST o gt i BN Aok ok i B e
. hode 130.[0013]. Wthin the context of this, djsc]osure
circyft P f‘g’écﬁﬁ% ingaming B IYRRY %er%/u'i&lfo‘%afﬁ%{f% usea
recei ve incomng radio frequency ener g%y through its
portipn efihat engegy ta PEVET itHAWBICITEHEY, BWeIngyate tapeifniry fosmediate a
circuitry, and operate that circuitry to nodul ate a
radioafibqmenheyesigreh toytraisgriadats outtthrenghnilte ahédrma .o (Notealthogph some

the antenna. (Note: although some technical literature
tecHBid 2 NiferhtQredRfeRAoRnt D (a8 fle8B4tingda nfodised sbed r&hendhn
rather than "transmtting the signal, in this

o GFHTEE 4 DA S50 LERIAI b e S ethy B L) d b
sl A A e R Bt S e 0 B8R0 B iy o

transmtted data conprises an identification code that
perfogaradditional eneeativps. O sogne ghodiments thedraumsmigteddatp qopnprises an

association, may identify the sensor device 100. The
idefRHidatiba godeatiatiident diey tHeeREIblag thRFE iDrespaidmg, end by association, may

currently existing or yet to be devel oped that uses

ideftif9 thO'&cABbEvRE €00 THEBIFED itfp @A 1 gYardSeasiflo RID SedhhnoRgy
for the RFID circuitry. In some enbodi nents, the RFID

curltfggy %%%ti‘??%{r 7 1B Gevefope8 atht 0 @nd Py BQURchBHE M energy as

mt that data as a part of "a transm ssion
fromthe .ante ln..so enbodi ts.. the
a pepif U SFE BFTR et e ST SrOR R pts, 8 EIRp 0 may be
through its antenna, and wite that data into i nbound
abl?q@é@é‘? datp froppeythqund puigas 14HmdfEanswiat tgéfégltaa%s w%%ffaar y
storage for data that is being passed
transmission from the antenna. In some embodiments, the RFID tag may be able to

receive data that has been received through its antenna, and write that data into inbound
queue 122.

[0014] Queues 120 may be used as temporary storage for data that is being passed
between RFID tag 110 and sensor node 130. The queues 120 are shown as an inbound
queue 122 for data that is being transferred from the RFID tag 110 to the sensor node 130
and an outbound queue 124 for data that is being transferred from the sensor node 130 to
the RFID tag 110, but other embodiments may use other arrangements. Some
embodiments that transfer data in only one direction may use only an inbound queue or
only an outbound queue, but not both. The queues 120 may be physically implemented in
any feasible manner, such as but not limited to shift register buffers, addressable memory,

etc. In some embodiments the queues may be comprised of non-volatile logic that

5
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between RFID tag 110 and sensor node 130. The queues

120 are shown as an i nbound queue 122 for data that is
wheiagsssansferred fromthe RFID tag 110 to t heCHER®05/041391

node 130 and an out bound queue 124 for data that is

being transferred fromthe sensor node 130 to the RFID

mafr®fnd #¥starl wheﬁéﬁ%{ric%gg%rgﬁg@@% %ﬁ?@gﬁéﬁgédixgg?tg t]ixenqueues

arrangenents. Sone e
only one djrection use only an. i nboun ueue .ofr.
g i Y B S G BOR Y PRSEr BicHPE P O RGPy only he
may be physically inplenmented in any feasible nmanner,
povsgrarceaeddiyithe BE Iﬁ it%nflébﬁhwgé HF pRtepadyby ahepgmbediments may use
addressabl e nenory, etc. In sonme enbodi nents the
otheuieclesqueaysubke ag usipg veletileddgin powersidatyi the battegy i the sensor node.
thatmaintains its state when el ectrical power is

[001 8]0V ed. ThésenOdrncRlel1adintip b iséd® SRR Sendyg Bgerations. The
i npl enented with non-volatile | ow power |ogic that can

: . . ¢
em PR AR SRRl derb BB WERRCHEY LD, Enbly B2 2
se he ni gues uch as ' vol atil.e-l ggi ¢
af§F04F A Higring: ek FoingRenc Bl TS o P30 18} Separ node
sensor node 130 may be used to perfqQrm sensi.ng.
130ymay alsp hage, orhayeaiBir At 10: & HRERAL ébﬁwi bélégoféﬂ%é?ﬂ oA
processing unit (CPU) 131, a nmenory 132, a battery
temp8Ritura sersot la MBxdity sehisema daki ssgsaroetai (gt dlowpAgpyuse there are too

converter 135. The sensor node 130 may al so have, or

mafpedithat mbpbé asel)l The A/B eos@titer $38 magsalleutsigel from such a
limted to a tenperature sensor, a humdity sensor, a

senbdrIAl BRNSOH int6 b Wigifal VhluS AR IRCHUEQ Y e @Egﬁta%g%ic in sensor

many types that may be used). The A/ D converter
take a signal from such a sensor and convert it
nocl{éﬁ]t%c())‘a di gital value that can be processed by the
pgital logic in_sensor node 130. [.0016] The,CPU 131
(0086 e TRECPHSTER SiseHts HofERwy 11 FEmom S hedpd iy
read/ wite/operate upon data in nmenory 132. Menory 132
reagygyite/opgrric spon grtatin memeryi1 3} Memory 132 may comprise volatile and/or

non-volatile memory of any suitable type. Battery 133 may provide electrical power to
operate the various parts of sensor node 130. Clock 134 may be used to provide an
operational clock source and timing information to CPU 131. In some embodiments,
sensor node 130 may enter a low-power mode by stopping or slowing down clock signals
to all logic except that needed to maintain the low-power mode, such as a sleep timer. In
some embodiments, sensor node 130 may reduce the voltage level to various circuits when
in the low-power mode. Either or both techniques may be used as a method of reducing
power consumption. Data gathered from a sensing operation may be written into
outbound queue 124.

[0017] In some embodiments, sensor node 130 may spend much of the time in a

low power mode, awakening to an operational mode long enough to take a sensor

6
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non- vol atile nmenory of any suitable type. Battery 133
may provide electrical power to operate the various
wW@06851864 sensor node 130. C ock 134 nay be usedr/us2005/041391
provi de an operational clock source and timnm ng
information to CPU 131. In sone enbodi nents, sensor

megsl%g&nélng QWitg{ﬁtg géleganlt e i %’)\%{1 q?)gg? 8Qélueslt29f pﬁ{(ﬂﬂezﬁ Feturning back

own ¢ s gna gi c éxcept t

needed to intain the |o nmode suc
to  oeROweF G HBLL B IPRiaAKS BLhG P meR o W%@? 0 may
the voltage | evel to various circuits _when
later seiripysibe datgdeom the avehoupd qBenewhacthp M&@éagﬁw%‘@t% By
as a nethod of reducing power consunption. Data
incomingat@trofmagnetic mdiatibmgnd pransthit diat daiy Withowt furtheninvalvement of
out bound queue 124. [0017] In sone enbodi nents, sensor

theREEOr Actfe 18AY 16 R6ME ciM6dinRhts _{izeitth ABtal ffond tHeORWITDWRI1 10 to the
node, amakenlng to an operational node | ong enough to

1nb5ﬁ§fq1%ld? 924 n Fedgdd tﬁéi'ge% o%ﬁ)gl ‘{’% e }{5'?0 el ¥t Al Fom the

nto ueue enre urnlng back to a

. e.unti

ARG L aon S BeaPEF o7 BRY PGt mgans. such
data from the out bound queue when the RPID tag is

as byt pUkimiser! t9yan intesiPhtg the BoseRpd§Aeli ¢ radiation, and
transmt that data without further involvement of the

[0048hsor nbdsnk3gubddimevselueng dui lowroayerwadeiarsdeepainger may be
fromthe RFID tag 110 to the i nbound queue 122 may

subgRuglyt the oBBNERLitAOkNd fowabEbY fhettatte8t thus y&iuchat potat a
fromthe inbound queue 122. Such a wake up action nay

co#lﬁmaﬁbrgt%earne&n@}ﬁeﬂn%wf I8¢ Blaﬁexgqﬁ@ Shay B ndcaatll leéhded over

ted to an interrupt to thé sensdor node 2307 [0018]

ol PR TROETE Bl R OR phe
t d
B A2 L X LML B BEED g ety

may be significantly extended over
powered sensor node for taking measurements, and 3) using the queues to decouple the

operations of the sensor node from the communications operations provided by the RFID
tag.

[0019] An external device such as an RFID reader (not shown) may be used to
gather sensor measurement data by polling the RFID tag 110 to read the data in outbound
queue 124 and transmit that data to the external device. The external device may then
process the measurement data and/or combine measurement data from multiple sensor
devices for processing and/or forward the measurement data to another external device. In
a similar manner, the external device may transmit data to sensor device 100 through the
RFID tag. The data may be packaged into a packet or other format, and may be addressed
so that if multiple RFID tags receive the message, only the one that is addressed will act

on it. In some embodiments such data may include instructions or configuration

7
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that of conventional battery-powered w rel ess sensor
devi ces by conbining these three features: 1) using
wo b@olostsser y- 1 ess RFID tag for comruni cati ons, PCY/USBORNH1391
the batterypowered sensor node for taking
measurenents, and 3) using the queues to decouple the

R R AL

ext ernal device such as an RFI D .reader (not sho
propess gaeasiremenath e ssrset apdsieeferrrisrng t%s é!%fé‘ lsﬁep@??%q«@‘a Qheue,
the RPID tag 110 to read the data in outbound queue
3) ivithe r&FIDrtag sinduld identifydtse vhentpelledxdevihrtherde @i@éa pakgular
external device may then process the neasurenent data
qu@e@/f@my ganip)rec.neasurenent data frommultiple sensor
devi ces for processing and/or forward the nmeasurenent

L0 R0 HREwSXbIBER Eg%ﬁb?ﬁatﬂd? éhsdt Bdvied, aBEHNBS ¢
[0 tgﬁe ext er llzlgd%%?%el%na?/ ransmt0 datsa Sto sénsgr dewgcoear1

0 h h.th
bR B T Rl R SRR
b T P B EBR LS SRR B o

enbodi ments such data may include instructions or
conyeniEnepandtolasity ndosieprpnding, elesperts aSFignt! anst2 pedpheded kxg.and 2xx
1) when or if to take neasurenents, 2) how to process
to inBiastd tisyaniys péﬂﬁortﬂ‘sémﬂemﬁmctimc{ﬁorkmﬁmple n¢raaiyni@2tih@ig. 1 may
data in the outbound queue, 3) how the RFID tag should

corr&pOid fo¥mérhss! £32uh e, Q?'a'ltﬁgug}f‘w)ari@ﬁ%ﬁ%dlh@nﬁsl ¢fahe Mvention may
particul ar queue of any data, 5) etc. [0020] Fig. 2

notsolgcfvrvﬁ:i‘ae% iR ltl?g Kes E&%@%ﬂrﬁé 1?994 H}%ﬁts%gﬁkﬁp i HEY 26 B ma Berform the

accor e I nvention. Sen

devi ce, 200 . be much e the sens
sorgROReGionsEn e s ey 2 asap e ol e gh s BaTomyedditions!

an additional queue 226. Faor conveni ence and cI ari t%(v
opesaiane by satinges estereerndsfopyardingde for camanumicaiiens hgfweaytwo

| xx and 2xx
external devices.
[0021] If RFID tag 210 receives inbound data that is to be forwarded to another
external device, such as another RFID reader, it may place that data into transfer queue
226. When RFID tag 210 is later polled by that other RFID reader, it may read the data
from transfer queue 226 and transmit that data to the other RFID reader. Any feasible
method may be used to distinguish between data that is to be forwarded in this manner and
data that is to be ignored.
[0022] Fig. 3 shows a flow diagram of a method of measuring and transmitting
sensor data, according to an embodiment of the invention. In the illustrated embodiment
of flow diagram 300, actions 310-350 may be performed by a sensor node, while actions

360-380 may be performed by an RFID tag, although other embodiments may vary from

this arrangement. At 310, the RFID node may awaken from a low-power mode. This
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to indicate they may performsimlar functions (for
exanple nenory 132 in Fig. 1 may correspond to nenory

wWQ@3Reios78kd g. 2), al t hough vari ous enbodi nents BET/UR®05/041391
invention may not be limted in this respect. In sone
enbodi nents sensor device 200 may performthe sane

acttgg %{a tﬂe%%%ér{:d B\?ngn lbygaM 3, sugh ?Qﬁuth%\f hﬁﬁtea%)a cQ&Hter time-

Ponar operations by acting as

store and- f or r conmu S bet ween tmo
outm'é%tatnaaéfw@'a By A gg@tﬂe SF‘FSOFeﬁtab%Fé dzolgw SERRAT Jay be any
i nbound dat a that is to be forvvarded t o anot her
feasikle dyneatf sgasor.cad mayche interag) or peernriHorbhe senger devige. 1330 the
pl ace that data into transfer queue 226. When RFID tag

sengoriBadisg ay & ppokssed. Bych patessingenayRehiprise ade feasibte avtipn, such
read the data fromtransfer queue 226 and transmt

as Hul ﬁbt saftéd fonk e nRir& 6f thBFbRWiRad ey corfeitirige@sdnalog value to a

met hod may be used to distinguish between data that is

dtg%tzﬁ r}%ﬁlgg 9 F@B\%ﬁ%ﬁﬁﬂe tr':ﬂ% ?e%%‘fﬁ‘{% ;tS BO?F%%ggpgtatr gz]tclvééglﬁé’ mRtiple
neasur,i nd tra sm
rea{Bit Al ARG Aue Drrehit IR BT ER o8 Hediren © et
illustrated enbodi nent of flow di agram 300, actions
Onpithe dafg isrysubeblp Eormp thdati jnay be a¥idEn ih o @ufhwé gueue at 340.
actions 360-380 nay be perfornmed by an RFID tag,
Theadehbaruglde atdyehenaetnod tartetiewpayevaoge.f r om t hi s
arrangement. At 310, the RFID node may awaken from a

[ooiz:qv\f povesoip e 13thi, SIRCRF I tagayaynecdivé GORFHO polt a83130. An RFID
f easi bl e neans, such as but not linmted to a counter

polf I'n?f BQ l:’ltecu‘.?f) g&‘ tRE AR @stﬁﬂtédsfron‘%n B2ODrBRICS 8RR intended to

e rea sensor be any feasible type of
actla%@%geeRFﬁ? gagggx g%ﬁe Ig §§1I?riaén‘ésa§1e ﬁéﬁl%% ellloglr %}Q@tf%eaga %ay
sctigdieay RAGD 18 WRPOGHRES Ohfbe BETAGREc hist cBIPgRFI#E he RFID

converting an analog value to a
poll may be directed to one or more specific RFID tags, and the RFID tag of Fig. 3 may
have to determine if the poll is directed to it. Specific polls may indicate the intended
target RFID tag in various ways, such as but not limited to modulating the electromagnetic
radiation with a destination address. Once the RFID tag is activated, either by a non-
specific or specific poll, the RFID tag may read the previously-stored data from the
outbound queue at 370 and transmit that data at 380, along with an identification code that
identifies the particular sensor device. In some embodiments, that identification may have
been wholly or partly encoded in the RFID tag itself during manufacturing. The
transmission at 380 may also include other information not specifically described herein.
[0024] Figs. 4A and 4B show a flow diagram of a method of receiving and

processing data in a sensor device, according to an embodiment of the invention. In the

illustrated embodiment of flow diagram 400, actions 410-450 may be performed by an
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digital value, 2) converting the raw reading to
normal i zed data, 3) averaging nmultiple readings, 4)
WO ed06/06T364 Ng a tabl e of val ues, 5) treating thecOasm05/041391
with an algorithm 6) etc. Once the data is in
suitable form the data may be witten to an out bound

eue 34.0.
R Gl i M 45500 b R Ssbiott B Bt
may receive an RFID poll at 360..An.RFID pgll
embqduents Y D] [EOTPARis FFTARFFIIGNG ﬁg’ﬂﬁ*&ftﬂ@ae‘}cre shtizn 4%%%(%% the
reader that is intended to activate the RFID tag. In
RFEutag neaylrectivaean addresied RBID mepspeed cndringiiass SoNRIYAY anay
activate any RFID tag within range of the RFID reader.
desfiimatioh»ddressfoo tiermedssgd. Ha aREitiDn bt message aaydiontaut eflicr o
one or nore specific RFID tags, and the RFID tag of

addFdsSes)3 dBYindiANEohs) odeithesdinfemiation, leec. PDhd ddstnationectiads may be
to it. Specific polls may indicate the intended target

Fl i i Qus: i -
analy zatg F{a flI% ntg raﬁ\ég{ﬂ&%gﬁltt VY FiresSHED tRSsdAlbr Jb@fce_tﬁdﬁ"lsta 54 £drhing the

ronagnetic radiation wt

me 5T LB A 08 B 6% LG 0 o

tag may read the previously-stored data fromthe
messagth sAvdbeguiira igto By mbepad fvaas $h#25t hat data at 380,

along with an identification code that identifies the
[00R5ir t i cul Hire sestsoode ewvyasvakemfirsorreownpouérmaedest 46@aihis

identification may have been wholly or partly encoded

awdk@nfnBend3eRrikgdted b ahy feduiblogedmBuiicA @k Uy itigexpikhigon of a time-
transm ssion at 380 may al so include other infornation

n hibdGRAkh fifg hhe b AEiRidtind (B8 %Ahafger AfinddHlpt or
Out'4§{ %ﬁg(\'/ev&gﬁ##ow %’I ‘ggr aén o? a nmet hod (L)]f r ece)rvi%%g and P
rocessi ata.in a sensordevi rdi
oS RehtvaRnt e R AP on S Hovhes 7 SEfedtich? i/ nbound
enbodi ment of fl ow di agram 400, actions .413- 4%97 ge
quege gt Hriaed Bt I@ﬁﬁﬁgwag,e DYgfessed By theirasorgnda s r?g;‘g/“ﬁ
perforned by a sensor node, although other enbodi nents
prooasyinganay ificlode athi fasibleantiemsnch asiig ot imiedioe d) eyamingng the
4A, at 410 the
contents of the message and determining how to interpret those contents, 2) reconfiguring
the sensor node operation based on the message, 3) changing the sleep timer parameters
based on the message, 4) changing sensor processing operations (see 330 of Fig. 3) based
on the message, 5) erasing data from one or more queues in response to an
acknowledgment that the RFID reader received that data in a previous transmission, 6)
etc. After all processing actions have been completed, the sensor node may return to a
low-power mode at 475.
[0026] Returning to 415, if the message is not addressed to the sensor device
performing the operations of flow diagram 400, then the destination address may be

analyzed again at 420 (Fig. 4B) to determine if it indicates that the sensor device should

act as a store-and-forward network node for the message. Any feasible addressing scheme

10



10

15

20

25

RFID tag may receive an addressed RFID nessage, i.e.,

a nessage containing a destination address for the
woreesAagmse4 | n addi tion, the nmessage may cont ai NPOT/DSL005/041391

address(es), data, instructions, overhead infornmation,

etc. The destination address may be anal yzed at 415 to

e e R T
soriot e e lrsier gt b Rpounired e s s

455. [0025] The sensor node may awaken from a
mehmvfopmetrer soder devidsin, thernicinitywal did messageympe be igngied: ed

by any feasible neans, such as by the expiration of a
Hotwet®, Dttie ddstinstivieaddrdle tidivates shatwhid deinsag ddeice shauld ket as a store-

i nbound queue may trigger an interrupt or other signa

and-RbaRURKNENB e hisRNGOK 13 ortiB 0B SHARSe WhikteR thtb @aransfer
fromthe inbound queue at 465, and that" nessage may be

ro ed by the sensor node at 470. Such processing
qu%ﬁ)?%lgﬁgl ude any feasible action, such as but not

limted to: 1) exam ning the tents of the ssa .
(00285 et etpromhlster e ot T4 GF D' R8s Nesivbnpler By, but this
~reconfiguring the sensor node operation based on the
timedma genth® RIgPaiegderghat icasseciatpd withdhe festingfianegdsiress 9bthe

on the nessage, 4) changi ng sensor processing
mesyage stbfedris tfesemsB3Quede. gy t1@)ashasatnand¢tbrmimed smyalepend on

5) erasing data fromone or nore queues in response to

the3HAdRRGASOWIRAR A etk coifruritida Beddeved TE€ RFED t&%‘lﬁfay respond
data in a previous transm ssion, 6) etc. After al

o RGBT AR08} OB BSGR BT R 3 o i
oS A9y DB RIRERG o 00 S50 0

[00%i8?g ram éSgOS S{’IQ\SQ atb?oeck%ieaségnllq gtf ;i;u? IQF?S génesgrs syg?e)rln, ba%cording to an
embodiment of the invention. In the illustrated embodiment of Fig. 5, RFID reader 590
may be a device that polls various sensor devices 500 that are within RFID
communications range by transmitting electromagnetic radiation to the sensor devices and
receiving responses from RFID tags on the sensor devices. Each sensor device may have
a battery-powered sensor node, an RFID tag, and at least one queue to transfer data
between the sensor node and the tag. Communications between the RFID reader 590 and
any one of the sensor devices may follow any of the communications methods previously
described, or other methods not previously described. Some of the sensor devices may
also respond to one or more additional RFID readers (not shown).

[0029] The foregoing description is intended to be illustrative and not limiting.

Variations will occur to those of skill in the art. Those variations are intended to be

included in the various embodiments of the invention, which are limited only by the spirit
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anal yzed again at 420 (Fig. 4B) to determne if it
i ndicates that the sensor device should act as a
wat@cesmad- f orward networ k node for the nessageCT/B83005/041391
feasi bl e addressi ng scheneand/ or network configuration
may be used in this determnation. If the destination
anfApESPuaBPnRl dafioate a store-and-forward
operati on, en it ndy be assumed the nessage i s neant
for another sensor device in the vicinity and the
nmessage may be ignored. However, if the destination
address indicates that the sensor device should act as
a storeand- forward node, the nessage, or at |east a
portion of it, may be witten into the transfer queue
at 430. [0027] At sone later tinme, at 440 the RFID tag
may receive another poll, but this tinme from another
RFI D reader that is associated with the destination
address of the nessage stored in the transfer queue.
How t he association is determ ned may depend on the
addr essi ng schene and network configuration being
used. The RFID tag may respond by readi ng the nessage
fromthe transfer queue at 445 and transmtting that
message to the RFID reader at 450, along wth any
ot her relevant data. [0028] Fig. 5 shows a bl ock
di agram of an RFID sensor system according to an
enbodi nent of the invention. In the illustrated
enbodi nrent of Fig. 5, RFID reader 590 may be a device
that polls various sensor devices 500 that are within
RFI D comruni cations range by transmtting
el ectromagnetic radiation to the sensor devices and
recei ving responses fromRFID tags on the sensor
devi ces. Each sensor device nay have a battery-powered
sensor node, an RFID tag, and at |east one queue to
transfer data between the sensor node and the tag.
Conmuni cati ons between the RFID reader 590 and any one
of the sensor devices nmay follow any of the
comuni cati ons met hods previously
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descri bed, or other nethods not previously described.
Sone of the sensor devices may al so respond to one or
woreooe/05x86d t i onal RFI D readers (not shown). [ 00PO1/UI1ve5/041391
foregoing description is intended to be illustrative
and not limting. Variations will occur to those of
il .in.the art. Those variations are intended to be
“néﬁ%FB%%%d?Q t he various enbodi ments of the invention
which are Iimted only by the spiritand scope of the
appended clains. What is clainmed is: 1. An apparatus,
conprising: a sensor node; a radio frequency
L. i def\naPPHABAOMPRFING) tag; and a queue coupl ed between
the sensor node and the RFID tag to facilitate a
transfer of data between the sensor node and the RFID
t ag2 semusormpseappar at us of claim 1, wherein the queue

conpri ses an out boupd gue to facilitate a transfer
of  BERGiO FP@inenieaRnEson (BED s ARE RFI D tag. 3. The

cor RGN B8 58 B EE e eaior ARG AHHEE KIAD Bl ophge @ ranster
. 4. .Th t f ' inth
dompr scet e pRBENA 4Rt bl Yol RPIFEL",  ancler o

data fromthe RFID tag to the sensor node. 5. The
apparatus of claim4, wherein the sensor node is_ to
2. pr otkssapparpusieficiaimnl, trherein His maugersptises an-phibound queue to
apparatus of claim1, further conprising another queue
faciflitats & transfidaofadata HomtthesdrFoadatp haREID pgovi de t he
sane data to the RFID tag. 7. The apparatus of claim
1, wherein the sensor node is to be powered by a
battery

3. The apparatus of claim 2, wherein the sensor node is configured to write sensor

data into the outbound queue.

4. The apparatus of claim 1, wherein the queue comprises an inbound queue to

facilitate a transfer of data from the RFID tag to the sensor node.

5. The apparatus of claim 4, wherein the sensor node is to process the data in the

inbound queue.

6. The apparatus of claim 1, further comprising another queue to store data from the

RFID tag and to provide the same data to the RFID tag.

7. The apparatus of claim 1, wherein the sensor node is to be powered by a battery

and is adapted for a low-power mode.
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and is adapted for a | ow power node.8. The apparatus
of claim?7, wherein the sensor node conprises a tiner

wo eoosofssdl a |l ength of tine for the sensor nOPRET/US2008041391
in the | ow power node. 9. The apparatus of claim1l,
wherein the RFID tag is configured to respond to an
addressed poll. 10. The apparatus of claim9, wherein
the RFID tag is confi gured to recogni ze a particul ar

ess in th dd s and t transmt the dat
5. ' FEwARe S TG Pt e SeTrobnod OB b g 1o Cortol
address 11. A system conpri SI ng: a radio frequency
length @ tiptei ferthe senseRpeds) torbsd Bie: lowripwer gsdece conpri si ng
an RFID tag, a battery- pomered sensor node, and at
| east one queue to transfer first data between the
RFID tag and the sensor node; wherein the device is to

9. I espishph@td oficlmels wheedid the RIIDthe isRfonBgtieadefespynd to an
retrieving the first data fromthe at |east one queue

Jig! essly transnmitting the first data fromthe
add?&%lgdl\%ag to the RFID reader. 12. The systemof claim

11, wherein the device is configured to transmt the
first data fromthe RFID tag vvhile the battery-powered
sensor node is in a |ow power 13. The system of
10. ¢| als apparajisef €laimeh évf@@qm the RFéDcta&f% Cgmﬁgarefiéo Fesoghige
second data in a poll fromthe RFID reader, place the
parsedanrddetas i the addressad poBasd togremsmitshe datanuraspenss i said
the second data in response to a poll froma second

recégrlitidil €aHepartidularadieé’dod, conprising: taking a sensor
reading with a sensor node; placing first data
representing the sensor reading into a first queue;
and

11. A system, comprising:

a radio frequency identification (RFID) reader; and

a device comprising an RFID tag, a battery-powered sensor node, and at least one
queue to transfer first data between the RFID tag and the sensor node;

wherein the device is to respond to a wireless poll from the RFID reader by
retrieving the first data from the at least one queue and wirelessly transmitting the first

data from the RFID tag to the RFID reader.

12.  The system of claim 11, wherein the device is configured to transmit the first data

from the RFID tag while the battery-powered sensor node is in a low-power mode.

13.  The system of claim 11, wherein the device is configured to receive second data in
a poll from the RFID reader, place the second data in the at least one queue, and transmit

the second data in response to a poll from a second RFID reader.
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transmtting the first data in the first queue froma
radi o frequency identification (RFID) tag. 15. The
woredobos7sef cl ai m 14, wherein said transm tti ngPCT/US2005/041391
conprises transmitting in response to an RFID poll
16. The nmethod of claim 14, further conprising placing
the sensor node into a | owpower node subsequent to
said placing and prior to said transmtting. 17. The
met hod of claim.14, further conprising: receiving an
14.pr| & 1hed, €OMPHSRENG second data; placing the second
data in a second queue; and reading the second data
f r ofekinge ssewo iehdigewih apsox pRdesensor node is not in a
| ow- power node. 18. A nethod, conprising: receiving
dat plating firs dhtarrspresenting tHersengoe neadingliattt a first quduenand
(RFID) reader through an RFID tag; placing the data in

a Oyaleittih S SR Mish@atd i@k lrdt htqaﬁ@frﬁmqadioFﬁ%qaeﬁ@aidemiﬁcaﬁon
andtransm tting the data in the queue through the RFID

jn response to said receiving the poll. 19. The
(Rﬁr%eﬁ?ﬁ%g of claim 18, wherein the poll is an addressed

poll. 20. The nethod of claim 18, wherein: said
placing is powered by energy received in a first

wireless poll fromsaid first RFID reader; and L
15.  The method of claim 14, wherein said transmitting comprises transmitting n

response to an RFID poll.

16.  The method of claim 14, further comprising placing the sensor node into a low-

power mode subsequent to said placing and prior to said transmitting.

17.  The method of claim 14, further comprising:
receiving an RFID poll containing second data;
placing the second data in a second queue; and
reading the second data from the second queue when the sensor node is notin a

low-power mode.

18. A method, comprising;:

receiving data from a first radio frequency identification (RFID) reader through an
RFID tag;

placing the data in a queue;

receiving a poll from a second RFID reader; and

15



said transmtting is powered by energy received in a

second wireless poll fromsaid second RFID reader. 21.
W@\R008/057864 € conpri sing a machi ne-readabl e nedi POT/UBBD5/041391

provi des instructions, which when executed by a

computing platform cause said conputing platformto

et FEATIRE L 05 ATREh A L B PRt

the S nsoq r eadi ng |nto a first queue for l|ater
TeCEIVLe, lon by a radio frequency identification
(RFI D) tag, and entering a | ow power node. 22. The
article of claim21, further conprising awakeni ng from
the | ow power node in response to an interrupt. 23.
19.TheThe tiethod offclaiindi8nwRdreirf the pbBis aoaddrassedypll. awakeni ng
fromthe | ow power node; reading second data froma
5 second queue; and processing the data.24. An article
conpri sing a machi ne-readabl e nmedi um t hat provi des

20]”3%§HﬁkﬂRﬂ§ﬁcﬂﬂhQQ Wh&riexecuted by a conputing

orm cause sai d computing platformto perform

oper a ns conpr | SI recei vin

" Gerits pREe SRRt B epBRF Fisshet i B adieltsf Pofhiiph said firs

first RFIDreader placing the data in a first queue;
RFHQ &sid¢% g an RFI D pol | from a second RFID reader: and

said transmitting is powered by energy received in a second wireless poll from said

10  second RFID reader.
21.  An article comprising
a machine-readable medium that provides instructions, which when executed by a
computing platform, cause said computing platform to perform operations comprising:

taking a sensor reading with a sensor node;

15 placing first data representing the sensor reading into a first queue for later
transmission by a radio frequency identification (RFID) tag; and

entering a low-power mode.

22.  The article of claim 21, further comprising awakening from the low-power mode in

20  response to an interrupt.

23.  The article of claim 21, further comprising:
awakening from the low-power mode;
reading second data from a second queue; and

25 processing the data.
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transmtting the data in the first queue to the second
RFI D reader. 25. The article of claim?24, further

w@ ovp/0s g determ ning the RFID poll from t hePdT/1S1005/041391
RFI D reader is an addressed poll. 26. The article of
claim 24, further conprising determ ning the RFID poll
fromthe second RFID reader is an addressed poll.

24,  An article comprising
a machine-readable medium that provides instructions, which when executed by a
computing platform, cause said computing platform to perform operations comprising:
5 receiving a radio frequency identification (RFID) poll containing data from a first
RFID reader;
placing the data in a first queue;
receiving an RFID poll from a second RFID reader; and
transmitting the data in the first queue to the second RFID reader.
10
25.  The article of claim 24, further comprising determining the RFID poll from the

first RFID reader is an addressed poll.

26.  The article of claim 24, further comprising determining the RFID poll from the

15 second RFID reader is an addressed poll.
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