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.COVMUNI CATI ON OVER PACKET CHANNELS BACKGROUND In order to di sl‘lr'{ kil 2800
store nmul t Wgdiaa6gpta, the nultimedia data is transmtted qv

communi-cation channel. Miltinedia data primarily refers toPST‘&iSB'”a"r'lﬂ' vi sual
data but may also include other types of data. The channel is often
subject to noise and interference, as in the case of wireless channel, and
to congestion, as in the case of wired 5 Internet, both resulting in |oss

of data duriMeETdoD combat data | osses
during transm ssi OHWﬁF%?VI\g?%EBPQEFFOF co?fgméﬂgr—%& Hod of

transform ng the data nessage, represented by a sequence of synbols froma

finite al phabet, by suppl enenting arity data, another sequence of
synbols, to ensure that if conpon MG odeword are altered, bel ow sone

10 desi gnat ed tﬁP@h@ldéFf“ltq%aﬂdﬁiom meltimetdia data, aire theltin@dia dhty ie¥bdsantead i ntact.
FEC therefore provides error resilience by increasing the anount of data
to be sentOVerEEMHBEECaor chapneli MaltineediaaiampninabiBnekts 13 aghid snd WfaLdtd Y not
adaptive to the current state of the channel. FEC does not guarantee that
the data Vuf manplse ipeludeothéraypes obdate (Thekhdnfeltis 6fehQhSect ROMBMGRa A hi gher -

| evel protocol inplenmenting some form of repeat request for data that

t ol er at es iMpnfarense,as irpthe cds6 of wirelesyehan@el, 4rdrto EdgdstioR, 26n ALLELSFRHed
Alternatively, in multinmedia communications the del ay requirenents often

doni nafe #itemey ot refulting inflow StiiAsdRg rRSHiHBAENT S, Making error-free
transm ssion a | esser priority. Basi ¢ autonmatic repeat request (ARQ is an

alternative appromefhodstaa®s s td dbrftRRHBL] 69 ti 4 ARQ oper at es
by Jdividing the data into packets and aszégé‘?‘ﬁ'S a g§SF%eg|8§? error check

sequence roreasdipRER if Phofbd FuaAghnld AL.RYIROSE. The. gl @ packets and

error checks are conmuni cated over eci des
whet her  asequence of symbols from a finite alphabet, by supplementing a parity data, another

sequence of symbols, to ensure that if components of a codeword are altered, below some
10 designated threshold, the original data can be usually extracted intact. FEC therefore
provides error resilience by increasing the amount of data to be sent. FEC does not require
a return channel and is typically not adaptive to the current state of the channel. FEC does
not guarantee that the data will arrive to the receiver without errors, however. A higher-
level protocol implementing some form of repeat request for data that tolerates little errors
) 15  isrequired for this to be addressed. Alternatively, in multimedia communications the delay
_requirements often dominate the error-free transmission requirements, making error-free
transmission a lesser priority.
Basic automatic repeat request (ARQ) is an alternative approach to assist in robust
data communications. ARQ operates by dividing the data into packets and appending a
20  special error check sequence to each packet for error detection purpose. The data packets

and error checks are communicated over a channel and the receiver decides whether a
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_calculating the check sequence and conparing the calcul ated check sequence
to the appegdsss.giror check sequence. |If a di screpancy isr{jﬁwu error
is declared and the receiver requests the transmtter usi e

channel to resend the packet by sending a negative acknow edgenent 5| gnal
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i s inherently chann tive, singe o | ost. ckets are retransmtted,
whi | e FECfeS‘TW;S*fed’é? EF& “5\9‘é‘F¥1’é‘é{Ela‘Ei8° E?géﬁ‘geksé%rgﬁ Yet, ARQ may i ntroduce
significant del ays due to roundtrip propagatjon_ tine and SSI ng tinme.

The | ast Te‘aﬂelswmcxfsgmnmtbeaﬁﬁfrlw?wegosetﬁ’é acigjon qd&ap?ftsﬁlgmp
mul ti medi a conmuni cations. What is needed is a way to conbine the two error
control riEanEsHsr-{e aieﬁtﬁh@v@smm Pfth?LS"?SeNf*@ﬁ WHE%“@OWEWW‘%%}‘%
communi cations and to facilitate nmulti media stream servi ces and user
pl ayback chamnet fodn peeser. Qfien, ﬂmpr@o@aannv@sezh@mypegm@eemaﬁwlsl BRI EF
DESCRI PTI ON OF THE DRAWNGS Figure 1 is a block diagramillustrating the
t ransm sdooverddhaed,zffpctvkbt expadingrtik dagp sizedecnee efrbloatisarissipns @dgure 2 is a
bl ock di agram of one enbodi nent of a group of packets.
communication of control information. The difference between the FEC and ARQ is that

-/ 10  ARQ is inherently channel adaptive, since only lost packets are retransmitted, while FEC
typically adds overhead to all packets. Yet, ARQ may introduce significant delays due to
roundtrip propagation time and processing time. The last condition significantly limits the
application of ARQ to multimedia communications.

What is needed is a way to combine the two error control methods to improve their

15  performance for multimedia communications and to facilitate multimedia streaming

services and user playback experience.
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Figure 3 is a block diagramof a systemto transmt data packets accordi r;sg
to one 5 enbodiment. DETAI LED DESCRI PTI ON The method and appar 4thusiUN 200

"descri bed WM may provi de i nproved channel bandwi dth utilization for
mul ti medi a''cofufi’éat i ons. According to one enbodi nent, thBCT/HSHIHSHB1and

apparatus described herein includes an FEC and ARQ corrponent (which may
be referred to as a hybrj ) RQ). The FEC

conponent is 10 used to i (UDP)
transported nulti nedi a data agai nst channel fades and errors, and the ARQ

conponent is used to ensure efficient channel utilization and r obust ness

to errors in the return channel. As a result, an inproved quality of
nul ti medi a can PEUEDHL isR klogk G@Bfﬁ@ iftyrtratipg by HensmisEioe BhRir RagkaTRCEPrEINg
conventional. methods under |inited channel bandwidth constraints. > 15

The net hodthWGeﬁ\ﬁﬁ‘aWaﬂtus descri bed herein can be used for robust
mul tinmedia. d conmunications over networks including wired (IP) netvvorks

cel I ul ar packetFigutea is pblodlodirgramil ped ersbodiniint of a goawet paakdist el ephone | i ne
networks, as well as many proprietary nonstandard packet-based networks.

| ncor por ati ng Figwfethiaa blocindiagram diiasystenstopposmit datr packets acolrdag teerenuni cat i on
nmet hod and apparatus will facilitate rmultinmedia 20 communi cati on

appl i cat i eamsbodimgdntidi ng nul ti medi a stream ng, distant |earning and nobile

vi deo conmuni cations. 3 1 7 JUN 2005 WO 02/052862 PCT/0S01/45131 In one

enbodi nent, t h@AINREB\BASORIPEEININ i S used on a packet erasure channel,
specifically a channel that provides the |ocations of packets that had

errors during Thé aiR&GH a5 DParards BASKRI rafeasmyeprshmn@kwc&cmjnhan i npl ement ed
at the physi cal |ayer using cyclic redundancy check (CRC). '

bandwidth utilization for multimedia communications. According to one embodiment, the

meethod and apparatus described herein includes an FEC and ARQ component, (which
may be referred to as a hybrid automatic repeat request (HARQ)). The FEC component is
10 used to protect the user datagram protocol {UDP) transported multimedia data against
channel fades and errors, and the ARQ component is used to ensure efficient channel
utilization and robustness to errors in the return channel. As a result, an improved quality
of multimedia can be obtained using the HARQ mefhod compared to the conventional
methods dnder limited channel bandwidth constraints.
| ) 15 The method and apparatus described herein can be used for robust multimedia
communications over networks including wired (IP) netwqus, cellular packet data
networks, wireless LAN’s, power and telephone line networks, as well as many
proprietary nonstandard packet-based networks. Incorporating a software and hardware
support for the robust communication method and apparatus will facilitate muitimedia

20  communication applications including multimedia streaming, distant leamning and mobile

video communications.
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5 An exenplary diagramof transmtting packets, according to one JLT JUN 2005
_enbodi nent, is presented in Figure 1. The nedia data 1 10 is packetized

into a Go ?{"HEﬁgkets (GOP) 120. In one enbodi nent, the size of the GOP
and the packet“sSize are determ ned by the communication nBERMYSK/Béiing -used
and by the requirements of the application. For instance, a |arger packet

size may reduce f,he u headers of the transport 10 protocols.

On .t he ot her hand, %%\e{&f%rﬁ%g?tg%g‘é&{g?tsyﬁ'ﬂgews5$e§(9“Iaé’a@<et‘2§a$lrﬂﬁhmbd del ays
and ineffigig i i error-rate envirgnnments. The appropriate FEC code
is applied {p'g ? %g[y a%B%I' rggthaté)ﬁ%‘?%ef3“’5?@“@1§§f?@53‘ﬁﬁﬁﬂad epbrsgaring y packets per
GOP 130. Thg,, SSfBr?%&cgt together with the parity packets constitute coded
GOP (CGOP). 1'h one énbGaF FERETe chanmel i5oftps dnplsmensed atehe phasibad fayei winghosen

dependi ng the tal erabl e delay, available bandw dth, 15 and/or channel
statisti cs.%g%}éfdrlg ulng?n'éclycg%fgsgg -ations may al so be considered. The parity

-are gengr ated so that they can replace the |ost data packets with

packet s [
little ar no ofBFKEERAY direRmRoEpERitig Racketshwecordilp lareynbpdiateat & May

include the origi.nal data. The data and redundancy packets nmay contain any
addi ti onal PI55P% rfﬁ?i‘%b‘ﬁc, L. g8 siediaglatard 19 sgadketized i 2 Geagest PackegqooPpd for the
overal | sy 5 em control and operation. In one enbodi nent, a 20 GOP nunber, a
packet nu In grecmpadiment, thesizanbithe GOPrad praielict SkaZA6 déEhika tydied uded in

t he packet. In one enbodinent, the parity packets are generated using the
syst emat i cqREBYUC28pP peynrk(Rie uwalted by tieetquiBmEdeoMudiplicRboaPak i tY packets
repl aces the sanme nunber of (any) data packets so that the data can be

decoded i nf#erce, adasseopdsket sizaintag bidecdiRCoveirBO Rle to ROadERYE HERMnBEUSEd tO
generate the parity packets, such as Tornado codes. 4 1 7 J -2005 WO

02/ 0521862 FPET¢AUSO 6 biibr e, elaret facRAEKE aF 8o 15ER BUER0S AN sent from
the transmtter 140 to the receiver 150. The receliver determnes if the
transm t t iimgfidatcs ichigh Beordeeedathamlehts [T aﬂﬁ%&iate FEC code is applied to the
GOP to generate the desired number of parity packets per GOP 130. The GOP packets
. togethcr with the parity packets constitute coded GOP (CGOP). In one embodiment, thc.
number of parity packets is chosen depending on the tolerable delay, available bandwidth,
and/or channel statistics. Additional considerations fnay also be considered. The parity
packets are generated so that they can replace the lost data packets with little or no
overhead. In one embodiment, the redundancy packets may include the original data. The
) data and redundancy packets may contain any additional information, possibly in the form'
of headers, required for the overall system control and operation, In one embodiment, a
20 GOP number, a packet number, FEC parameters and/or the packet sizes may be included
in the packet.
In one embodiment, the parity packets are generated using the systematic Reed-
Solomon (RS) codes, wherein the number of parity packets replaces the same number of
(any) data packets so that the data can be decoded intact. Any other suitable FEC channel

25  code may be used to generate the parity packets, such as Tornado codes.
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can be decoded, the receiver sends an acknow edgenent to the ”a‘isf“;fﬁiffzﬂas
~which termnates the transm ssion of any further redundancy for *th
current CCWOHS)QS(Ehe' 5 transm ssion is then decoded | SO and sent to the
.user 190. 2" HEEE 2and parity packets transm ssion order a®€didlHE1dio one
enbodinent is illustrated in Figure 2. First the data packets of the

current CGOP areTgefk, ¢ iver, .210. The data packets may be
interl eaved with't hertad%P %{:?(&Eze?fi’lﬁ%? ?ﬁg%gf‘gd?seﬁtrﬁ%ﬂ’ﬁ tRRHitet I8 fo th€GOP' s 220.

The parity ket I nding.to._the current CGOP are then sent 230 10
until the a%ﬁowlg(&gg{ﬁé%t% R’? rr%e r‘%&gélf\%ﬁmaﬁﬂﬁlﬁ\?éga@g@ fosr degedeid] Iftthesdateaxi mum

predetermn f parit ackets is reached or exceeded 250. In one
ermbodi nent, hbg%gga%tldgé’ﬁ%crﬁgﬁ“?r s%flg rskaoyisdgpmenttadpe gprsmitemt wiielf or e t he
parity pack&tﬂ%n fsthg sane, . As aresult, the data transm ssion and
processi ng overhea ﬁﬂ?mﬂﬁé"oFQ Uy durthen edundenqydfeidbe surfanb@GORE 70.cTer ent  CLOP
have beeSn l.ost.. I.n one enbodi nent, packets fromdifferent CGOP's can be 15
i nt er | eaved TINGTIOLISheD deended {80 and sent tprthe wseelQ00 process and send the

acknow edgenent _fo. the transmtter. In one enbodi nent, the receiver

i npl enents the G %m’@@gmaﬂm@ﬁmﬂqracadrdixi:g‘lto&ﬁaéﬁ:bad]mcntis

acknow edgepent to the transmtter when the receiver can decode the GOP
data. The ristErtehin Kigyse 2.ditst the datk packas ofithe @inear CGQP Bie sBitto BRMGERG an 20
acknow edgenent to the receiver. The receiver may send nultiple

acknow edgéheitiedate packeth mag derintq@leRved Mith thelat, piiy k@ WFBOhSIcRAdhe used
when the receiver suspects that the first acknow edgenent was (or can be)

| ost on t heGP&ts22A. Blveparit] packens amregoiiel RIY cubeht TG RSark Ylingn: 2851€
acknow edgenent can be sent when the nunber of correctly received packets

exact | J0 equmil the rtinomdriganem tromrt@ivapdmieiaao BARIEHS maxhRun] Eﬁd& ri‘:%‘?’{ edgenent
e

can be sent before the actual decoding takes place to redtice i JUN

2005 WO ORADBAEGArifYGRHIRAL fedbikd br abiad 350! 3 L. I he data packets
arrive without errors no decoding is needed an %t"hbgh{me%kthe&%pa&c%

of the current CGOP  are sent before the parity packets of the same CGOP. Asa result,
the data transmission and processing overhead may be reduced when no packets from the
current CGOP have been fost. In one embodiment, packets from different CGOP’s can be
15 interleaved to give the receiver enough time to process and send the acknowledgement to
the transmitter, o
In one embodiment, the receiver implements the GC)P acknowledgement protocol,
.) | which sends an acknowledgement to the transmitter when the receiver can decode the
GOP data. The receiver implicitly asks for more parity by not sending an
- 20 acknowledgement to the receiver. The receiver may send multiple acknowledgements for
the same GOP. Multiple acknowledgments can be used when the recejver suspects that
the first acknowledgement was (or can be) lost on the return channel.
In an embodiment using RS coding, the acknowledgement can be sent when the
number of correctly received packets exactly equals the number of original data packets.

25  The acknowledgement can be sent before the actual decoding takes place to reduce the
5 _




data can be passed directly to the user application. In an enbodi nent using
_Tornado codi ng, the acknow edgenent can be sent when the nunber? §f JUN 2005

correctly {a%c( /hf&g packets equal s the nunber of original data packets tines
5 sone predeterm ned constant greater than unity. The |attBFTVEIHESBML is

determ ned to provide sone desired probability of correct decoding and is

det er m nedof a0 GARY, ToAA G, FR0S B A ARTPUEGL (FATHNRL K QRuach fn ] the data

packets arrive w decodi can be

passed di rggtgc% H%ésh‘?%lf“ﬁ%t"[atﬁgf'sncat 4lyaQPgSever aI ot her acknowl edgenent

mechani sns "are co m 10 Acknow edgnments packets

i ncl ude the i n.addjtiona i,nformation. The
addi 1 onal i nf dF ﬁ‘éf‘?r“TE L SR N S
server, channel t|st|cs an r. ot her infor n the case of errors
on the r et B AumEstgh frayect l%ﬁéﬁvﬁ‘gpaﬁ’éeé%@f‘alé%%?‘g%°fPH%‘“%1rdaﬁ§’ﬁ‘?'i“'{5é'|m§| mply
sends the maxi mum nunber of packets allowed by the al orlthm and conti nues
to the hextome@sdeermiged eanstapy gr?"‘l‘Fé thagupigy, The "1@’ wQosipntindeteratiaedite stil |l not
decodabl e, the transmtter continues to the next GOP. In an _enbodi nent
using del agfo¥idssomeidgairedprobahiliar of coress Aseadingand 1 Hetemmingd fat sack Tawadss upper -
bounded so that the proposed solution can be used as is w thout adding an
addi t i onalcoge by compaiéss simulasionni@ldh data packets astivrouithaeherarago drepdingisa

hi gher-1evel error resolution protocol. The application can al so be

al [ owed t ceetiedlandyfhe Hata e berpasssdviectlyltethie heenppplicationor 20 si tuati-ons. I n one
enbodi nent, the proposed nethod and apparatus described herein is

appl i cabl e to Sewsbother ahnowlgdgsment rdekinisBG2rd dompariblke @dth thif\bysteAt. t he UDP

| eyel , the |EEE 802.11 network acts as a packet erasure channel if the
physi dal |sakeswleddoienawhadgdneindezhd OGOP anebadnt meydo dontaid duditldbld traffic are
suppressed. In one 25 enbodi nent, at the physical |ayer retransmts and
acknow edgeomitisn. fMhe additiehatriifiringtiortmdy bEWNth2F0im of control messages to the

server, channel statistics and/or other information. In the case of errors on the return
chanﬁcl, such as packet erasures, the transmitter simply seﬁds the maximum number of
packets allowed by the algorithm and continues to the next GOP. If after all the parity is
- 13 sent the data is still not decodable, the transmitter continues to the next GOP. Inan
embodiment using delay-sensitive multimedia information, the delivery time is upper-
bounded so that the proposed solution can be used as is without adding an additional error
resolution mechanism, One embodiment may define a higher-level error resolution
protocol. The application can also be allowed to deal with the unrecoverable channel error
.20 situations.
In one embodiment, the proposed method and apparatus described herein is
applicable to video streaming over IEEE 802.11 wireless LAN. At the UDP level, the
IEEE 802.11 network acts as a paéket erasure channel if the physical layer
acknowledgements that are sent even for the UDP traffic are suppressed. In one

25 embodiment, at the physical layer retransmits and acknowledgements from the mobile
6




WD 02/ 052862 PCT/ US01/ 45131 receiver are suppressed by a multi castl ﬁgda{m 2[;35
addresses in the video stream ng application. UDP connections are

“mai nt ai.ned v@b%ﬂﬁoﬁe’ transmtter to the receiver for data traffic and from
the receiver to the transnitter for acknow edgements. |n oRETAEBUHiAENt

the profile of the comuni cating channel is taken into account 5 to the

FEC t 1., Qf . s.and the parity packets in a

CooP) and. ot e b m LB RAR SR i e e R lute pec

herein. In I . si,ze_and t he_nunber of parity packets may

bgrclhosen s@?ﬁgﬁpﬁﬁg% gg'rt%{iiegniﬂor%g]re?%‘?sm“ﬁ%é?(féf rpEEUPedsapAtic aMe Iengt h

f CLOP wt I ahility is less than the nunber of parity packets

?for RS \(I:Mofbr?gshg(%E%E%vglj’tﬁglsegraf’ﬂ%%ﬂt%éa%[}?%lé BePF Barity packgts ti mes sone 10
i i T do coding). In one

Erbodi ment -t helhEE Do RR s i arol et Bt A Ha B isGtken icasBd | or

t m f ..ol nedi a ta oyer wireless IP network, froma stream ng

ze;\?gr {3 g 5?10 the e}égipﬁaﬁ'ﬁte& ed‘é‘f“\{’ﬁro?fdé%gﬁﬁlﬂé?“Q)Wé%ﬂ%@ﬁkﬁféma €60Pxandr ovi de

he IP netwgrk with.erro resiliency while reducing tenporal latency to

it me)r ove”Sr g@‘&‘}chﬁﬁa&‘%ﬁf&oé‘ﬁc frgthad ppd {‘H)i/?@ml'Sd§FTﬁ‘€dr¥Ffﬁ§1- beanggmb@imestabodi ment

could al so E used to interface with media playback nmechani sms. For

exanpl e on& @ﬁﬁ&ﬂia the npmber pf garity @agkets aay pe yhagereiodhaRthedatsgrahmmbebofar y

f ramewor Kk, Euch that the robust streamng is integrated seanlessly wth

t he pl aybalde<FHEEpUrs @y the fngthraf CEQMwitsa bigl ptobakility d lassrteam thé nunrter eftbodi nent

for streamng nultinedia 20 data over an |IP network with UDP transport

prot ocol . PARE negkets (e ecadingdonis bese tham the nembdr of parity packets!fimes soimdeo dat a, and

isistored within a server 320 in the conpressed or unconpressed form The

Apﬁil i cHt i oredeicaningtheansieatrgreate tifahRinjty @@ Tdrsaduseding)o encode or transcode the

nmedia data and store it in the internal encoder buffer 322. In one

enmbodi nent  t he lreonseddodinayt, ke neing andappassiisileribiivioidn Biuvid bg RedFper ts G oup
(MPEG 25 or other video and audi o codi ng standard. I n one enbodi nent, the
APl provi desantiieof multimedia data over wireless IP network, from a streaming serverto a
receiving device. For example, one embodiment could provide the IP network with error
* resiliency while reducing temporal latency to improve proper playback of data in the
15  streaming setup,
One embodiment could also be used to interface with media playback mechanisms.
For example one embodiment may. use the Intel ® Media Processing Library framework,
such that the robust streaming is integrated scamlessly with the playback mechanisms.
Figure 3 shows the block diagram of one embodiment for streaming multimedia
20  data over an IP network with UDP transport protocol. The multimedia data 310 consists of
audio and/or video data, and is stored within a server 320 in the compressed or
uncompressed form. The Application Program Interface (API) 321 is used to encode or
transcode the media data and store it in the internal encoder buffer 322. In one

embodiment the encoder may be compliant with 2 Moving Picture Experts Group (MPEG)

25 orother video and audio coding standard. In one embodiment, the API provides the
7
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_block 323 with |ocation of the conpressed stream headers. In brie JUN . 2

enmbodi nentywihehRagketi zer and FEC create data packets and | kets.
The nmulti neH(]i'g' ata may be packetized in a non-sequenti al P@hé%{“’?ﬁ’?

Alternatively, different FECs may be used for different nultinedia data

SeQTRNI S (RANGLiRCAN FEXONRoTH blbdPSAuimlo bR dihesR siliih Rl N dal @

[~
packets. The packetized data and parity are store N the internal packet

buf fer 324.1, TheeniiokinRh o4t etﬁt@ﬂméﬁaftéj&g{ﬁaa%%Jé%i%éxﬁtg?b&%&si'@c the

encoder buffer. Spegi%l cally, e | nput/out I's able to
ol S0 pr ov; desanid i MR deDfl AASE etk BT A BB RNER, afRlE o™
o for m 1 heEs el FEUReh B aierdrb bty BB bl Conroe Brsumdtinema "Cont r ol
may sontl  PuaRal Lo EIgRh datCoetted Bh pthetee e BN AR RS BuPEn but f er
O e e A S R o B Wk Behl o SOR S T
Che. var | aDYEOBSPaTE: SeStietv RESHOEAReE (LOHIHGRE 5 B AGNORBHHEF s and

al so manages , the dat g fl ow between the bl ocks and the data buffers. At the
client sid8¢daontherasstidufteramanaekqt pasiteThoARI alse pravides odher #dittoral |/ O bl ock
341 and is_placed into the packet buffer 342. The |/O block is also
responsi bl iaforatiogahett thy coptent okthe packpisdhatisrequid by thedfO. Jhg dungtion ¢fdhedi r ect i on
of jthe client control process 343. The |/0O 20 may al so be used to send
ot'her @ontlf@bloginis éo paiform thetnackes delévsryaver the HonetwWiik antbiogedvide the eaptrohnd FEC
decodi ng bl ock 344 processes the data fromthe packet buffer 342. The
depacket i dinkdetwiaen BES v eoditheglibit derithd ACK depunissidpl Ehd 1D magrsersCt i ng dat a
packet erasures and presenting the nultinmedia encoded data in a formthat
can be pr peestacvem) tities, drop packets from the transmission buffer or arbitrarily schedule the
packet transmission to the Socket API that represents the IP network 330. All three major
blocks representing the server are controlled by a central higher-level process 326, which
15  setsthe variable parameters of these three components using their API’s and also manages
the data flow between the blocks and the data buffers.
At the client side 340 the data from the IP network is received by the I/O block 341
and is placed into the packet buffer 342. The I/O block is also responsible for sending the
ACK’s back to the server side at the direction of the client control process 343. The I/O
20 may also be used to send other control information to the server side. The depacketizing
- and FEC decoding block 344 processes the data from the packet buffer 342. The
depacketizing and FEC 'decoding block is responsible for correcting data packet erasures
and presenting the muitimedia encoded data in a form that can be processed by the

following decoding block. The comprcssed-muitimedia data is passed to the API 345 for

25  the decoding process through the decoding buffer 346. The API decompresses the
' 8




fol'l ow ng decodi ng bl ock. The conpressed nultinedia data is pas§§d6m@5 21
APl 345 for 25 the decoding process through the decodi ng buffer 346. The
API deconpr\@éﬁﬁ&zg,ge S 17 JUN 2005 WD 02/052862 PCT/USO /45131

nul timedi a data and outputs it to the display 350. The cli BRU/VeHAFIBI 343
manages the data flow between the three bl ocks described, controls ACK s
and ot her GRMAUNCR 8 obidud 1% e ARBlY 350, TG ARLNAIS 8961 LRI sgove can
be stored in the nenory of a conputer system'§ (e.qg., et Op DBoX, video
recorders, t ol L UCH | .be executed. .In addjtion, the
i nstructi oﬁg&{? 8QN5§??’gﬁrﬁb}@iﬁg‘%ﬁ%%gﬁ%ﬁ&?égg Sa%“é&%ée‘c%’m"a"“é‘fa{‘%’f %’gb“f vely be
stored on reEEib&r forms of machi ne-readabl e nedi a, including magnetic and
optical disks. For exanple, the method of the present invention could be

stored on machi.ne-readabl e.nedja, suych as. nagnetic di sks or optical disks,
which are acces];hleﬁ'?e °3f csg‘bgﬁgkc";&pf'ﬁ'/g”(t?ﬁds'é‘d gy g ‘foé‘HH’é"élﬂé‘P%di um
drive).. Further, the instructions can be_downl oaded into a conputing
devi ce “over 8y Sﬁé?Pab%e‘f'ai?rfﬁﬂféff%CFdﬁﬁ?Eﬁt ofigpictiony toprFxpsuind dn g4ideny .
Alternatively, the logi¢ to performthe nethods as di.scussed above, coul d
be i npl en@ﬁiﬁl ’H‘Cit'ﬂ"safﬂg?r qr@ﬁgm%%ﬁﬁsgﬂbeaﬂ?ﬂvﬁyF°%@Wﬂﬁﬁv?lﬁaﬁéfﬁqc€°ﬁedi a, such
as discrete ?ard re conponents as | arge-scale integrated circuits
(LSI's), &HpFieas phhecdpscradable medianinglyding waenstic andioptcal Aiske B9y, firmware
such as electrically erasable programuable read- only nmenory (EEPROM s);
and el ect £iamaple, tepomtbed of thegsessnt Ie‘éﬂntr@m@ulﬁh@émdmnmcgihe-r@d@tpiagadiad si gnal s
(e.g., carrier waves, infrared signals, digital signals, etc.); etc. 1
Al t hough skrl 25 magesiic diskyerraptieat diskss whisharediessssibip vid awdisklrive {@cempsert o
specific i exenplary enbodinents, it will be evident that various
nmodi f 1@ at readableamedieh drige)s Fanther,ike in@uctiodear e dovabadeinttoc cvmptiingM t hout
departing fromthe broader spirit and scope of the

device over a data network in a form of compiled and linked version.

Alternatively, the logic to perform the methods as discussed above, could be
implemented in additional computer and/or machine readable media, such as discrete
hardware components as large-scale integrated circuits (LSI’s), application-specific

15 integrated circuit; (ASIC’s), firmware such as clectrically erasable programmable read-
only memory (EEPROM’S); anﬁ eleétrical, optical, ac-oustical and other forms of
propagated signals (e.g., carrier waves, infrared signél;s, digital signals, etc.); etc.

) Although the present invention has been described with reference to specific
exemplary embodimerits, it will be evident that various m_odiﬁcations-and changes may be
20  made to these embodiments without departing from the broader spirit and scope of the
invention. Accordingly, the specification and drawings are to be regarded in an illustrative

rather than a restrictive sense.




I nvention. Accordingly, the o specification and drawings are to be ein an
illustrative Urather than a restrictive sense. 9 17/06/2005 d ains \What

is clained is: 1. A nethod conprising: applying a forward error t,i
code to a group of data packets to create a coded group of packg‘tofs/(gé/zwbs

suppl enmenting a set of parity packets to the group of data packets;
“transmtting the data packets, and transmtting a set of correspondi ng
parity packets after the data packets have been sent; in response to
recei ving an acknow edgenment, ceasing to @and additional parity packets;
and in response to not receiving the acknow edgenent, continuing to
transmt thendaddinhedpackets. 2. The nmethod of claim 1, wherein the data
packets include nulti-media data packets, and the transmtting includes

transmtting OVT.rAﬁ}e‘ﬁineéo . wor k. 3. The nethod of claim?2, wherein

transrn'ttingtherrutl-melaS ‘a packets includes nulti-nedia stream ng

over an Internet. Prqotoco | P) network, 4. The t hod of claim 3, erein
Che 't 1 - ro AP 8 A SR I TREOR Fole A BEPYP A JeiPeakeio TSR EFr 0 over
a wireless network. 5. The nmethod of claim4, wherein the nmulti-nedioa
stream ng Bresp afparkets by snenlsingntingy st ofparitppasketsde thagroup efidata packets;
mul ticasting | P addresses. 6. The nethod of claim1l, wherein the applying a
forward er r otramsarittiag theadatcpabkets) el iremitingh yot od carréspendifig paritypaciatie t o t he
data packets. 7. The nethod of claim1, wherein the applying a forward
error Corr gk Heatqshkets have been sent;
in response to receiving an acknowledgement, ceasing to send additional parity
packets; and
in response to not receiving the acknowledgement, continuing to transmit the parity
packets.
2. The method of claim 1, wherein the data packets include multi-media data
packets, and the transmitting includes transmitting over a wireless network.
3. The method of claim 2, wherein transmitting the multi-media data packets
includes multi-media streaming over an Internet Protocol (IP) network.
4. The method of claim 3, wherein the muiti-media streaming includes streaming
via IEEE 802.11 standard over a wireless network.
5. The method of claim 4, wherein the multi-medioa streaming includes
suppressing physical layer acknowledgements via multicasting IP addresses.
6. The method of claim 1, wherein the applying a forward error correction code
includes applying a Reed-Solomon code to the data packets.

7. The method of claim 1, wherein the applying a forward error correction code

- includes applying a Tornado code to the data packets.
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I ncl udes applying a Tornado code to the data packets. 10 17/06/2005 8. The
met hod of claim 1, wherein the transmtting the group of packets includes
interleaving and transmtting a second and separate group of dat

9. The nethod of claim1l1, wherein the receiver sends nultiple ﬁfﬁ(%?tz%(w
acknow edgenent signals for a group of packets. 10. The nmethod of claim1,
further includes mani pul ati ng the nunber of parity packets in response to
data included in the acknow edgenent. 11. A machi ne-readabl e storage nedi a
tangi bl y enbodyBntheamsdgded ckimfl, wherstthctramsnsttmgabegrabp of packes bcbsisor to
performa nmethod conprising: applying a forward error correction code to a

group of diterlqaingand tiaasmitieg SscondarRibepgaR o ofBtkgickethy suppl enenting
a set of parity packets to the group of data packets; transmtting the

data packets, agdrid aemed ok bR &, Whdreifl thREGFSRRAG BAIBR dckiovidddegicat af ter

t he data packets have been sent; in response to recelving an

acknow edgggﬁﬂ% &Fg?g@ﬁ]%fgéat%ﬁagnd additional parity packets; and in

response to-no € 'acknow edgenent, continuing to transmt the
parity packets.l:ql The C readabl e nedia of .claim 11, whg}r)ei n the

data packets in methe ?Q%bwwd%mm@m%h&mhﬁm H¥| udes

transmtting over a wireless network. 13. The nachine-readabl e storage
medi a of cagkets imrespome o date inghusled it the goknowledgetientredi a dat a packet s
includes multi-nmedia stream ng over an Internet Protocol (IP) network 14.
The machi ne-r eddallmactins-pgdablestoge mediaaidpiBly. enfodyiiga seligenteidf | - nedi a
stream ng includes stream ng via | EEE 802. 11 standard over a wrel ess
networ K. jinstructions executable by processor to perform a method comprising:
applying a forward error correction code to a group of data packets to create a coded
group of packets by supplementing a set of parity packets to the group of data packets;
transmitting the data packets, and transmitting a set of corresponding parity packets
after the data packets have been sent;
in response o receiving an acknowledgement, ceasing to send additional parity
packets; and in response to not receiving the acknowledgement, continuing to transmit
the parity packets.
12. The machine-readable media of claim 11, wherein the data packets include
multi-media packets, and the transmitting includes transmitting over a wireless network.
13, The machine-readable storage media of claim 12, wherein transmitiing the
- multi-media data packets includes multi-media streaming over an Internet Protocol (IP)
network.
14, The machine-readable storage media of claim 13, wherein the multi-media

streaming includes streaming via IEEE 802.11 standard over a wireless network.

11




U 17/06/ 2005 15. The nmachi ne-readabl e storage nedia of claim 14, wherein
the multi media stream ng includes suppressing physical -layer

acknow edgenents via nulticasting |P addresses. 16. The machi ne-f-ye;\g%b/}foof)
storage nedia of claim1ll, wherein the applying a forward error correction
code includes applying a Reed-Sol onon code to the data packets. 17.. The
machi ne-readabl e storage nedia of claim11l, wherein the applying a forward
error correctiori cg&g i ncl udes appl yi ng a  Tornado code to the data packets.
18. The machi nelPeiberehine-sadahlc semmes mediaoLalatm I, whersinthe mulé media ¢ i ng

t he group of packets includes interleaving and transmtting a second and
separ at e ¢FéeANIBE Incldes spppressing phydcal Tayer acluiowialgemanta vieamsiticastige IPredi a of .
claim11l, wherein the receiver sends nultiple acknow edgenent signals for
a group of agdredses.s. 20. The mmchi ne-readabl e storage nedia of claim 11, _
further includes nmanipulating the nunber of parity packets in response to

data incl uded ipgt : t b S LG d
~data 1nclude Im.mmmmm%%g%&aﬁcm ﬁ%ﬁg:@gﬁhéa%gwgtase?go er

to apply a forward error correction toa group o at a

the-oroup o vart Bofbo PR e et HTUREE R el Bolhmict ol BB dolticer < 1o

recei ver over a network; and A receiver to receive a positive

acknow ed #H si gnhal, wherein in response to receiving the
acknow edgenent, the transmtter ceases to send additional parity packets,
12 17. The machine-readable storage media of claim 11, wherein the applying a

forward error correction code includes applying a Torado code to the data packets.

18. The machine-readable storage media of claim 11, wherein transmitting the
group of packets includes interleaving and fransmitting a second and separate group of
data packets.

19. The machine-readable storage media of claim 11, wherein the receiver sends

multiple acknowledgement signals for a group of packets.

20. The machine-readable storage media of claim 11, further includes
manipulating the number of parity packets in response to data included in the
acknowledgement.

21. A system comprising:

An encoder to apply a forward error correction code to a group of data packets to
create a coded group of packets by supplementing a set of parity packets to the group of
data packets;

A transmitter to transmit the data packets to a receiver over a network; and
A receiver to receive a positive acknowledgement signal, wherein in response to

receiving the acknowledgement, the transmitter ceases to send additional parity packets,

12




17/ 06/ 2005 and in response to not receive the acknow edgenment, conti nuing
to transmt the parity packets. 22. The system of claim 21, wherein the

transmtter streans nulti-nedia data packets over an Internet Prloii{aﬁgl 2005
(IP) network. 23. The systemof claim?22, wherein the transmtter s ree{ms
mul ti-nmedia data packets via an | EEE 802. 11 standard over a w rel ess
network. 24. The system of claim22, wherein the transmtter suppresses
physical layer acknow edgenents via nulticasting |IP addresses. 25. The

system of @ndimEesponseieaios reseiv thaarknowledgementecontingiog th Suisorighe padly to  t he
data packets. 26. The system of claim 21, wherein the encoder applies a
Tor nado cogackets.t he data packets. 27. The system of claim 21, wherein the
transmitter interleaves a second and separate group of data packets with
the group of dapa TWRGY&ES of fim 21, wherein the transmitter streams multi-media data
packets over an Internet Protocol (IP) network.
23. The system of claim 22, wherein the transmitter streams multi-media data
packets via an IEEE 802.11 standard over a wireless network.
24. The system of claim 22, wherein the transmitter suppresses physical Iayer
acknowledgements via multicasting IP addresses.
25. The system of claim 21, wherein the encoder applies a Reed-Solomon code to
the data packets.
26. The system of claim 21, wherein the encoder applies a Tomado code to the
data packets.
27. The system of claim 21, wherein the transmitter interleaves a second and

separate group of data packets with the group of data packets.
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