- Title: | NFORVATI ON PROCESSI NG SYSTEM AND METHOD [err] Abstract: A

content key, an authentication key, program data al ong wi fI&Jeki 280% ective
key block (EKB) are transmitted by ap encryption key structure of a tree
structure. The EKB has a structure in which a device constituting a tree

| eaf holds a |eaf key and to Wi e key. A specific effective key
bl ock (EKB) is generated and dﬁgjtirspb}%}?gé@\g a group specified by a specific

node, thus |imting an updateable devic i not belonging to a group
cannoINB@mM@%BHaNg%RQQ %@Nﬁé?ﬁgﬁd@i@ﬁtﬁ%y of the key 0 and so
forth. Keys or data is distributed by an encryption key structure of tree
structure, thereby providing an information processing system and nethod

capable of efficiently and safely distributing data. 18 July 2005 1

DESCR#@HHCH&} NFPRVATI ON PROCESSI NG SYSTEM AND METHCD  Techni cal Field The
present Tnvention relates to an information processing system an

i nformatiop, processing net.hod, .an informati r.di [ er@Ntp -
a, program éiesﬁ’lr?sr%‘itiﬁ’é{eﬂbﬂpumla%ﬁdpopaﬂilgt‘?ﬂgﬁtﬁptégbg&sy em and a met hod
for distributing an encryption processing key jn a system involving an
encr yixlﬁoomatioprlmmessﬂmgmetgaﬂt B nformatiqrh GO m&ﬁ‘){‘f‘@r apdapre 'ﬁg‘ o
information processing system an information processing nmethod, an

i nf or @I!’sttﬁﬁﬁtiﬁgfiﬁé@ihﬁﬂ-aﬂmﬁﬁrmmmal}d ta psyxiemmnanda gnethiod: forgliststutg dthi ch
uses a tree-structured hierarchical key distributing system to thereby

- reducg a IRESAGE UARKL ey TRl | £VSREAAYEVO iRy CAN @ryivn. processing.
Particularly, -_the invention relates to an information processing .system, -an
information processing method, an information recording medium, and a-program- - -
distributing medium, which uses a tree-structured hierarchical ‘key distributing
system', to thereby reduce a message quanﬁty, relieves -loads of a content key. - -

distribution or data distribution when various keys ‘are renewed, and can hold:safety -~ - - -

of data.

Background Art
Recently, various software data (which will be hereinafter called contents) -
~such as game programs, voice data, image data, and so on have been actively
circulated through a network such as an internet, or storage media capable of being
circulated such as DVD, CD, etc. These circulation contents are reproduced by

reception of data by a PC (Personal Computer) owned by a user or game apparatus,




distribution or data distribution when various keys are renewed, and can
__hol d safety of data. Background Art Recently, various soflBualy@08ata (‘which
“wi Il be hereinafter called contents)_ such as ganme prograns, voice data,

| mage data, and so on have been acti\?"ely circul ated through a network such
as an internet, or storage nmedia capable of being circulated su&a as DVD,
CD, ebe byTheamtinig s uhamiosy modiuent of are skapdodue JACHINg LCXKS SRR Hata by
a PC (Personal Conputer) owned by a user or game apparatus, 18 July 2005 2
or by [ JRitAlig dnd r@fgfmﬁciﬁgé@lpgmatw afsehet o R iamdatheelilve dfargextauplee ani t hi n
a recording and reproducing apparatus attached to PC and the |ike, for
exanple, a nenpr ar.d, h I.Slcran h ' il Hybealeny

ut il i ZEBY rﬁé’\r'll\ﬁ’ \?/’egﬁ%‘gu ](lg%gg]??o&ﬁet é{%éﬁggego}rlr%??suge I ?Ig?mat i or¥b
apparatuses such as _a video gape apparatus, PC and the |like have an
interf@;ﬁ@de@mgrfi@mﬁherféO{qﬁ’emegl%ul ation contents froma. network or for.
‘getting access to.DVD;, CD and the |ike, and-further have_contro ans
necessary Iﬁfmmaimmdppémglsmesucbmsemt@deargﬁlmmppﬂmaﬁg:-@W@t PREUsed as

~a menmory . region for prograns and data. Various contents such as music.
data, g4, i Brce OforPF RIS ARE- thR! BircRtiogd confenesmfrom nenmaty ok dou ity
user's instructions. fromthe~informati on apparatus. such : . as a gane

0P3RS0l ¢ M0 SRR BB oA et nise
. for reproducing the contents, and RAM, ROM and the like used as-a memory
fegion for p;ograms and data. .- ... . | o
. Various contents such as music data, image data, or programs. are.called.- -
- from a memory.medium by user’s instructioﬁs.from the informationﬁ apparatus.such v o0
. -as a .lgz;me apparatus, PC and the: like used as a reproducing apparatus or -user’s
_ instructions. through input -means comnected, -and -are reproduced - though - -
information apparatus or a display, a speaker and the like connected.
| Many software contents such as game programs, music data, image data and
the like are generally held in their distribution rights by owners and sales agents.
Accordingly, in distribution of these contents, there is a predetermined using
limitation, that is, the use of software is granted to-only proper users so that
reproduction without permission is not made. That is, generally, the constitution
taking security into consideration is employed.

One procedure for realizing the limit of use to users is an encryption




i nformation apparatus or a display, a speaker and the |ike connected. Many
software contents such as gane prograns, -nusi ¢ data, inmagd8dsaty2208hd  the
|ike are generally held in their dis%ribution rights by owners and sal es
agents. Accordingly, in distribution of these contents, there is. a
predetermined using linmtation, that is, the use of. softm?r islgkgnted to
“only prapssingsef distibutdtconteps.otiantalbniah CHEUPICpEAHPYSCORIGES 1Bt Adde.

That 1's, generally, the constitution taking security into consideration is

enpl oygfte 1§, ﬂﬁ@g@«éufae dadife pasirarisnend hiee likoidncofptad shtaighs an dniesnein
encryption 18 July 2005° 3 processing of distributed contents. Nanely, for

exambl e, ATHOUS E LG EUR FheaDl 67 HEiIptingoaR: dAbapiatremems! ars

and t RE ugh an 1 nt er net e like are distributed,

and neans for decrypting the encrypted contents distri . t i,S, a
decr ygistihutegdy that #i \ae ﬁe?WPHHPykﬁEi\é i% GACTE (Sﬂqu]wri;%n% 58'if]ﬁ§$g 6 g ?6% der .
Encrypted data can. be returned to decrypted data-that can. be used by.:.-
decpy@dmg;ep,r ocessing in... accordance. wi.th the -predeterm ned ‘
procedure.. Data encrypting using .a decryption key for decrypti ng

.processingp Rd: dHaCEYRI BN GetuREN S, destypgediniata chat yoanete kuseds
encryption protessing of. information as. escri bed have been heretofore

 enorygerpting araegl g EeoBiing G BRI med oo e et ypti on
e ordens oo s, oh S HTR BMSE i LY,
an encryption key used for encrypting o ) -
‘method, using an, encrypted -key for.encryption processing of . information as
S e ‘describéd have been heretofore well known.
-. There are a.varicty. of kinds. of forms.of data encrypting::'?nd- decrypting - -
o method using an encryption i(ey and a decrypiion key, but there is, as one example-.
- therefor, a system - called a so-called common key encryption system. In the -~
. common key encryption system, with an encryption key used for encrypting
processing for data and a decryption key used for decrypting data made to be
- common, a common key -used for these encrypting processing and .decrypting is. -
given to a proper user so as to climinate the data' access by an invalid user. As a - -
typical system of the system as described, there is DES (Data Encryption Standard).
The encryption key and the decryption key . used for the encrypting

processing and decrypting as described above can be obtained by applying a

unidirectional function such as a bash function on the basis of a pass-word or the




processing for data and a decryption key used for decrypting data nade to
be - cormon, a common key used for these encrypting procesdBrgly 2005 '
and-decrypting is. given to a proper, user so as to elimnate the data
access by an invalid user. As a typi4cal system of the system as descri bed,

there is DES (Data Encryption Standard). The_ encrypfion _key.and tg]e.
decr ydikefok egampde d ionnidiectionnl frncipn bersib iy _b?n‘ﬁf'é‘é%ﬁ}’pf’"}ﬁ 5

descri bed above can be obtained by applying a wunidirectional function such

‘as a hagh fumehitor obtiincapainpat dongeprbs-frandanrottpet. 1Bodekpngdesthes |i ke,
for exanple. The unidirectional function herein terned is a function which

s TR i S R P 29158 Bl 0 gt i o

~exanpl ,]dfrﬁ nc I's applied wth pass-wor d
determ ned by a user as an . input, and the encr ion key and_th
decr y o yCpbop auasd O dirayBie ko3 Skt dicB i tp gh"8t the
substantially inpossible, fromthe encryption key and the decryption ' _key

thus chitpithddis sabstantially Seipossiblei from s snewyptionvkey And ghe ST RGO
datum thereof. A system naking processing by an encryption key used for

,e_.rlcr-yH&éﬁpﬂl@gbtainéﬁ,%%éﬁws&y 8b@as Yy pidsonok@ywhishdist an alimingipdatugn . . .-
different. algorithmis a systém : so-called a public key encryption.

syster Thg‘ public key. encryption systemis- a _.nmethod using.a public key
that” ¢cai'¥%8: used. by “an unspecific user, in which-with respect to an

Carr] ed out A n AR Blogessing e spctnit BEY HREU R RpRERRRT o -
docunment _  encrypted by the public key can be subjected to decrypting -
pr ocessrioegssing dlyya ycyption key used for decrypting different. algorithm 1s a system .
so-called a public key encryption system. The public-key. encryption system isa-
- :-method using a public key that can be used.by an unspecific user; in which-with:. -~ ..
_respe& to an encrypted document for a specific i_ndividua], encrypting processing is o
.carried out using a-public key issued by the specific individual. The -document - -
encrypted by the public key can be subjected to decrypting processing merely by a.
private key corresponding to the public key used for the encrypting processing. The
private key is owned merely by the individual who issued the public key, and-the
document encrypted by the public key can be decrypted merely by the individual
- having the private key. A typical public key encryption system is a RSA
(Rivest-Shamir-Adleman) encryption. By making use of such an encryption system,

there can be provided a system for enabling decrypting encrypted contents merely

for a proper user.




private key corresponding to the public key used for the encrypting
processing. The private key is owed nerely by the indivﬂ&d&&ﬂmﬁé i'ssued
the public key, and the docunent encg ypted by the public key can be
decrypted nerely by the individual having the private key. A typical

public key encryption systemis a RSA (Rivest.- m_ ¢ - Adl e tion.
By maki ng Jﬁet%? RRRNG 1@“&‘95‘(& oSHSG%t%?n &stcﬁ]ﬁé ggﬂege&g?ge\xsdglgi system
for enabling decrypting encrypted contents nerely for a proper user. 18
July 200StitBidns irhevldontceemtents sire i anerypigdsand stargd igether recfé’a&gso% ¥hpl oys
many constitutions in which contents are encrypted and stored in the

recor g nf 4Bdi fetwiHRh cRDVINECHoakd the 1Rt GRoaitt tiven | fokeusers, prgl/idle t hem
for users, and to provide a content key for decrypting encrypted contents

for onl proper. user. re | r X t4 i i i Gfera
cont erﬂl%ﬁa? fd Oné?lg\/gﬁlrifﬁg%ﬁggt?nog e@%@ﬁggd o(‘f'i}mtQ ﬁg§cfgﬁlgﬂr¥?niggo?%tvsel fr IS
encrypted to.provide it to .a proper user, an n, encrypted t .key is
decr ypkleateuisi pepRosad ca yonsttiaay ]%VWEH:%b'S’/ Qﬂﬂq?jatt key for o‘%&?’eﬁ@gg ! g!ﬂé&nabl e
using the content key. The judgnent whether: or not.a user isgﬂf’gl er is

gener aldpies 6fthé edntenditey: itself éxencyphy! truphevidi dhte AgPIAPSE &3 ore.
di stribdation of contents or .content keys, : for exanple; between>a

cont el cpy UL AP Key 75 WbaAPitd iding'a dediypnion kapdownedsley- anlyidhe ce.
|

I n. gener aut henti cating processing, confirmation: is made of a .nmating

- party, and a sessi on,key. f i |y for comrunication is praduced. ..
- Wen -ﬁﬁ?ﬁ%H??%‘&ﬁ“@ﬁl?gglggtq&S;%%}s]Le\élg,k%gat a, for exanple, contents or a
content key is encrypted using the produced session key. for pcation.
. The. aut hen%/Th%ltjudgme%/l -whether. Q? not a ‘user 3s proper 1% generaﬁy.@arrféﬁ%%f 1or

-executing authenticating processing before distribution of contents or-content keys,: -
- for example; between:a- content provider who-is-a transmitter of. contents.-and- a -
. user’s. device. In. general a;uthenticating prbcessing,‘ confirmation: is made of a =
;- mating party, and a session key. effective -only for communication is produced. .- -
When authentication is established, data, for example, contents or a content key is
encrypted using the produced session key for communication. The authenticating
system includes mutual authentication using a common key encryption system, and- -
an authentication system using a public key system. In the authentication using a
- common key, a common key in the system wide is necessary, which is inconvenient
at the time of renewal processing. Further, in the public key system, computation
load is large and necessary memory quantity increases, and the provision of such a

processing means on each device is not a desirable constitution.




system includes nutual authentication using a common key encryption
system and an authentication systemusing a public key system In the

aut hentication using a comon key, a commbn key in the systemw de is
necessary, which is inconvenient at the time of renewal processing.
Further, in the public key system conputation I|oad is |arge and necessary
menory quantity increases, and the provision of such a procegsiyig20@aNsS on
each device i's not a desirable constitution. 18 July 2005 6 Disclosure of
the I.nvention An exanpl e enbodi nent of the present invention can provide an
information processing system an information processing nethod, an
information recording medium and a pyogramdistributing nedium which
enabl es transm ssion of data safely to a proper user wthout relying on
mut ual aut hentication processing between a transmtter and a receiver of
dat a asPBesHreeithgdeventionn accordance with a first aspect of the present
invention, there is provided an information processing system for
di stri butl Ng\enedible dniBanage ol GRARAR! fndhulieldd Hasde SlrbRaAgl |ess
t han one device selected, e i ndivi dual "device conprising: encryp?lon

pr oc es girocpssip@astdng rantinfotthatipneproicting mptholeyn iatirmafioBreoadingheadimacaidar to
each node in hierarc%@cal ree structure with a plurality of different
devi ceé’r%aﬂne@é@ua%%e fuse, wRish svablst tgpsmisgon of flathe $3iely 19ndl PEIRSE WSFing

decr yptyifghup E‘é??iglg %n%uﬁ%atﬁﬁ%ﬁiﬁﬁi(ﬁl OESSIAE Deflilell Mrlshlittttfd 4 Reeidedsi C€

usi ng the kgé S ereln a nessadge data~distributing neans generates a
r enewaldatapsdlesdcibgdiaho®. whi ch at | east one of the node keys in a group

i ah 15 ondmASHGNARCS R e BHEEaP! HE STSEPLEVGREPT, dhoT oAU IR

enabl i ngfokaxtidl prokestirEBYstbmtBr WBirbtiAL EndrPMREIVRcsdi@d Bat RMpdble SIBEHPLESA W T h
only in not less than one device selected, the individual device comprising: encryption
processing means for holding a different key set of a node key peculiar to each node in a
hierarchical tree structure with a plurality of different devices as leaves and a leaf key peculiar

~to each device and executing decrypting process on the encrypted message data distributed to
a device using the key set; wherein a message data distributing means generates a renewal
node key into which at least one of the node keys in a group constituted by nodes and leaves
connected at subordinate of a top node which is one node of the hierarchical tree structure is
renewed and an enabling key block (EKB) into which the renewal node key is encrypted with
two or more of a group consisting of a node key or a leaf key in the group, and generating and
distributing a message data encrypted with the renewal node key.

Further, in one embodiment of the information processing system according




two or nore of a group consisting of a node key or a |leaf key in éhe group,
and generating and distributing a nmessage data encrypted1§PFWZPH renewa
node key. Further, in one enbodi t of the information processing system
‘according 18 July 2005 7 to the present invention, the encryption

processing nmeans in the device.obtains the r : e
pr dodbsipigsart ipHentEhdnE FGCRRNY) B@?%Eﬂig)m%]gsn@xegu i nge Iégg%%g:l?ng of the

encrypted nessage data by the renewal node ke obt&!égﬁg. Furthe{. in one
emhegdiwahhodé keheyi thtquroaessarg pf Seeerabiing kgy sk iahg SEGUHAE present
i nvention, the nmessage data is a content key that can be used as a

dec&éﬁ?#{fgﬁﬂ K8 ¥he Eér g?é%f MRbiRe denbythe dehawalodeleey, obtinmk enbodi ment  of
thein rn%ltl on prog ssing system according to the present invention; the

message data i s _an. aufhenti i . bibdeb8 ne avkientaceaidi :
pr ocessiﬁﬁ‘f‘ﬁeﬁ:ﬁ?t%r?@g?%%eﬁg%géggdhﬁ%rr@ﬁg}? the | %?gr mat i on prg%essi ng
systemaccording to the. present inyention, the sage i . key. for
gerfer thieepregenininventionr the mespagk ok [fed (‘i%%ﬁf!‘o"f% ﬁiﬁ (gagln}t)éej?i][tsgd %u?t her, in
- one enbodi nent of the. information processing system:according to the

.. P RN piiﬂﬂmyimﬂdct@@thigmgmtdhﬂa is. -an authenti-cation key used in'the
~aut hentl cation processing. Further, in. one enbodi nent of the information

processi pgRYS HRBRCGADSH Rt & thetinbsEaatidn Pmcezlssiingrsyswm.amgsﬁgg data is
a program codé. Further, in one enbodi nent of the information processing

: rs%;tfqg quaglg%{eg{tj[‘lggerﬁtﬁ@;hﬁxep,h%ESz{‘ée e AN authBRHERRGR KRy ddded dh Shel but i ng

. ..authentication processing. .

‘Further, in-one. embodiment. of. the information processing system-according
.= .to the. present invention, ‘the  message data .is:a key for gcnexateingﬁ:l.an, 'ihtegritgf' .

check value (ICV).of the:content.. -

Further, in one embodiment of the information processing system according

- fo the present invention, the message data is. an authentication. key used in the:

authentication processing.

Further, in one' embodiment of the information processing system according
to the present invention, the message data is a program code.

Further, in one embodiment of the information processing system according
to the present invention, the message data distributing means distributes the
enabiing key block (EKB) and an encrypted data comprising a content key usable

as a decryption key for decrypting content data as the message data and an




enabling key block (EKB) and an encrypted data conprising a content key
usable as a decryption key for decrypting content data ad8vH¥ 2883sage data
- and an 18 July 2005 8 encrypted content encrypted by the content key.
Further, in one enbodi ment of the 8nformati on processing system according
to the present invention, the nessage data distributing nmeans and the

de Vi @y ple@iRtdiivgicyytad @ yatheatsneritieyat i on processing means for executing
aut henﬁ)cati on .processing, and wherein.a distribution of the nmessage data
- is perf on_t ik tnfihRANd fAdeSsinprNeaSHiadgordiagween t he
rréssageolg';ﬁg?r.’ .“aics%reirﬁg?(jﬁjilr[\%élﬁ%eﬁa@g 1gnd th([aH ddgfﬁ ce hgssgﬁeen conpl e%ed.
Further, in .one enbodi nent of the Jjnfoy. i on pro S] skem-accor di ng
t 0 tohéhgp Rsesnt IWPO%WW@F@?& idlé’fas (ﬁ%ﬁapﬁggeme%%? n%lg(? r@él g?‘é%gevi ce
between the nessage data distributing neans. and the device,. fmd
wheregpectivedy Mavsage authenticatios proeessinggmeaandor cgerding aUthendicalistr i but i ng
an enabling key. block (EKB) and an. encrypted nessage data that.can be

dec &4n@nhid i Whereir0aistdBuiicRSoft Bregicsageodata idpstioimeti oy thhe message
data. Furttfer, in one enbodi ment of the information processing system

accor di. 0 thep Bt ' LR 1165 Ofe Ve oler @8taS Ididteibutiagh ncl udes
a c%ﬂrléidﬁai} &a&fﬂ‘ﬁh%&tﬁéﬂﬂbﬁhh)%géz}éirg]é)ﬁg‘ggmb \?\A?]?’ll on(.g%node as a topgnode,
cont ai ni ng_nodes and | eaves c{gn{@?t ed at subordinate of the top._node;. ..
- whemepns and thadeyise 1ag O66P CCORIGHS r ucted as a set of devices that bel ong
- to a category defined solely by a kind of a device, a kind of (ﬁpser vi ce or
_a ki nd oFuahenpriagimgembadsnertuef therinfonndien PrASEFMENTY S ARETHIEr mat i on
processi ng system accordi ng. -
to the present invention, there exists a different intermediate device between the ..
message data distributing- means .and the device, and. wherein the message data -
... distributing means:generates. and-distributing an enabling key. block (EKB)-and.an..". = .=~
_ encrypted message data that can be decrypted only in target devices targeted for .
.- distributing the message data: -
‘Further, in one embodiment of the information processing system according - -
- to the present invention, the hierarchy tree structure includes a category group
;. constituted as a group, with one node as a top node, containing nodes and leaves
connected at subordinate of the top node; wherein the category group is constructed -
. as a set of devices that belong to a category defined solely by a kind of a device, a
kind of a service or a kind of a managing means. -

Further, in one embodiment of the information processing system according

to the present invention, the category group further includes one or more




to the present invention, the category group further includes one or nore
18 July 2005 9 sub-category groups in the |lower stage of the hierarchy
tree structure; wherein the sub- category group is constructed as a set of
groups that belong to a category defined solely by a kind of a device, a
kind of a service, a kind of a managing neans. |In accordance with a second
aspect of the invention, there is provided an informati on prisgcREE2OGS

met hod for distributing froma nessage data distributing, nmeans encrypted
nmessage data capabl e of being used only in not |ess than one device

sel ected, conprising: a nessage data distributing step of generating a
renewal node key into which at | east @ne of the node keys in a group
constituted by nodes and | eaves connected at subordinate of a top node

whi ch is one node of the hierarchical tree structure having a plurality of
differ - i : ' NEMBRL, hi Mol -KB)
it o B B SRS, et 38 b
consi stdategonyf graumscenkieyctal asoa et af ghomps that beleng toapategorg defipebsaddly by aand
distrihutin Mess ata_encrypted by the renewal node key; and a

decr ypt ‘h‘t"%"r‘i@é’éc&?ﬁ%ﬁégéﬁela’fceeﬁgﬁ’ﬂﬁ?ﬁﬁ%@m&qaﬂﬁ processing on the
-encrypted mgsS8@RdMRE Withoy sdéshd spackstihs Hvehtlor Wdte ﬁjsgb‘x‘o_@ﬁeﬂ“ah GhfoEmade
different key set of a node key peculiar to each node in the hierarchical
tree streResiing magiod fpreahstml@viqgeggm ar messaga clatad distrbutingy meass | encryptede
enbodi f L. Qf; i 0 rogessin t hod accor di t.0 the. .present

i nvent iqgér%,ga hdeataggag P @Sﬁf%}nﬁr%ggg g&nlé ns?% geﬁg:ﬁhagl VFEELVES ﬂ’gkﬁ& cwlﬁf

obt ai ningsageehta diftribtting Aeof gdnerating evalewadtdeddlay i Whick askhA@nebi tHee
enabl i ng kﬁy bl ock (EKB); and a pessage data decrypting step for executing
decr yptio8fH keys i fegroup constituted by nedes and leayes cuangetedpissubordinate of a top node

which is one node of the hierarchical tree structure having a plurality of different devices as
leaves is renewed, and an enabling key block (EKB) into which the renewal node key is
| encrypted with two or more of a group consisting of a node key or a leaf key in the group, and
generating and distributing a message data encrypted by the renewal node key; and a
decrypting processing step of executing decrypting processing on the encrypted message data
by using a key set in each device holding the different key set of a node key peculiar to each
node in the hierarchical tree structure and a leaf key peculiar to each device.
Further, in one embodiment of the information processing method according to the
present invention, the decrypting processing step includes a renewal node key obtaining step
- of obtaining the renewal node key by processing of the enabling key block (EKB); and a
message data decrypting step for executing decryption of the




- 10 encrypted nessage data by the renewal node key. Further, in ong _
enbodi nent of the information processing- nethod according1SHHW@ﬂg present
invention, the nmessage data is a i@ntent key capabl e of being used as a
“decryption key for decrypting the“content data. Further, in one enbodi nent
of the information processing nethod according to the present invention,

t hencrpgsisdgeestaga data by the ECHeRNodatin key. used in the authentication
processing. Further, in one enbodiment of the information processing nethod
accor di ng,hd, it bae Pigts@iimenhoéthé anformhsiomposgesi aamaethed a‘wﬁ%gﬁslﬂg

of .generating an .integrity check value (I1CV) of contents. Further, invone

embodi ment of . ' | Si BehteRt heyg capatdedifiging usehes pr esent
i n\}gﬂbfj@ﬁ?selnltaéﬁ@%eﬁﬁs@dgfé%‘%%ggﬁagﬁqgut hent i ca;.e?onpkey: used in the,.

aut henti cati gn processing. . Further. .in one enbodi nent of the infor mﬁti on
pr ccdesy R Ofetcl fé’@@&?ﬁﬂ}ﬂgthet??"it?‘fgt dparté'sent i nvention, the nmessage data is

a program code. Further, in one enhodi nent of the . nfort%%tia% p&i@gessi ng
met hod aRemhel, iy oneerbedinaent eftthe dpkimadion PIRSCHYEE IPE 2 aCrUrE but i ng
means di stributes the enabling key block (EKB) and an encrypted, data
CONQr {1 ?ges%n@'qm&ﬂ‘ioﬂf,emwm&@c datz isleor ypthicaticriégn fksy- 4eed yPtHPAg- cont ent
data as e nessage data and an encrypted content encrypted by the content
key. Further. in. nbodi.nent of the information processing: nethod
s Rl by BGpE 11 ™

Further, in one embodiment of the information processing method according

“to the present invention, the message data is a key of generating-an .integrity check
- - .._.value JCV) of contents. - - - L Tl

Further, in-one' embodiment of the information processing method according -~ -
. to.the préscnt invention, the -message data is an authentication key. used -in the..-

- -authentication processing. .-
. Further, in-one embodiment of the information processing method according -
1o the present invention, the message data is a program code.
Further, in one embodiment of the information processing method _according .
to the present inveation, the message data distributing means distributes ‘the.
~enabling key block (EKB) and an encrypted data:comprising a content key usable
aé a decryption key for decrypting content data as the message data and an

encrypted content encrypted by the content key.

Further, in one embodiment of the information processing method according




to the present invention, the nessage data distributing nmeans and the

devi ce respectively have an authentication processing neans for executing
aut henti cati on processing, and wherein a distribution of the nmessage data
is perfornmed on the condition that authentication processing between the
nmessage data distributing neans and the device has been conpl eted. Further,
in one enbodi rent of the information processing nmethod accor di iyJulp2ébhe
present invention, there exists a different internedi ate device between the
nmessage data distributing nmeans and the device, -and wherein the nessage
data distributing neans, generates and distributes an enabling key bl ock
(EKB) and an encrypted nessage data thal can be decrypted only in a target
devi ce ttangeseshnt ISt ' e - e data. .l ccordance with a
third as pelgIs of pfrigglg%lot%’ FHI’?\%%IS'[%I néal{ht%lg@ Z’ﬁﬁ PF a&g&ﬁlea e“‘ferfFWﬁﬁY‘?llﬁiiave

recor di rig audiinticativavpragessing meeint Her eteoutiag authAtaliRY prodessARE WAl WG keY
de keys_ in roup constituted by nodes

into i: I t _one of, the n a_
and | ey\?ésg‘q%‘%}noﬁle%ﬁﬁ%m&?sagﬁ deiargpereamedron the C@@ﬂbgma@t arthenticetio pwcessig of
t he hi ematvedeheitd mbdsge &dtd SGHBLENN RV th %l% fodifibggent devices as
| eaves is renewed and an enablin% key ocgk)h E&¥ﬁ%%gnW%ﬁgﬂ t he renewal
node key is &NERpiraneymbadinent nbite mformativoypowssisg sicting &corlinpeL tHeey
or a | eafesk@YinkBnidae : .and.,.a. nessgge data encrypted by the renewal
node ke? : eSI.:ur ltnhertyﬁf rt}l@%%%& & 80‘?%81}‘?9 b‘ﬁg’?’?‘élqt?nd&}’lﬁﬁtheweﬂe rEpssasdataum
accor di ditritaitingemeptse amhtihé rieent] aid WhGeRE AR Eaddéé cﬁstﬁ@ﬂingtmekey used
for decr§Pti%?@%f81e ts. The information recor ing medi um st or Hhoe
encrypt 8H'CY ’éH@’I“% t38cengbling key blogk (EKB) land taheenceptadahessagte dite hat
Fur t her cad e QReyREPREY B .nformat i.on.recordi ng nmedj um according to
the present invention, ? é£$ﬁ%@?%%ﬁ¥§%ﬂ$%8ﬁﬁﬁwﬁagH@d? &S Bke s
cor r espondenbe adeardarioer withl atihiyg aspect of present invention, there is provided an

information recording medium having stored therein data, storing: a renewal node key into

- which at least one of the node keys in a group constituted by nodes and leaves connected at

subordinate of the top node which is one node of the hierarchical tree structure having a

plurality of different devices as leaves is renewed and an enabling key block (EKB) into

which the renewal node key is encrypted by two or more of 2 group consisting of a node key

or a leaf key in the group; and a message data encrypted by the renewal node key.

Further, in one embodiment of the information recording medium according to the
present invention, the message data is a content key used for decrypting contents. The

information recording medium stores an encrypted content encrypted




content with an enabling key block (EKB) used for obtaining a content key
corresponding to the content. Further, in one enbodi nent of the

i nformati on recordi ng nedi um according to the present invention, the

i nformation recording medium stores an integrity check value (1CV) of
contents. In accordance with a fourth aspect of the present invention,
there is provided a program providing medium for providing ajERpYGE
program for executing decrypting process of encrypted content data on a
conput er system the conputer program conprising: a renewal node key
obtaining step of obtaining a renewal node key by decrypting process of an
enabling key block (EKB) into which the renewal node key into which at

| east one of the node keys in a group constituted by nodes and a | eaf
connectydharengwplotode kgy-e of the top node which is one node of the

hi er ar chi cal .St ra. i . rality of.different dewmi ces ,as

| eaves is reFr?%ﬁleglg H?sf) Elgﬁe%:r#b)? p]tng%l\(vﬁ@gﬂgtlﬁgg%&o%%gor&ngama‘%gﬁbac(:c8ﬁd\§1'il% 9 H'tf of a
node kewesent iavérgiah, thi éyfotnfatRngeaiding Medivie BRYR| cofed@nieite datafbeitlfing a
execut i ng dec,rt%pti ng process by the renewal node key to obtain a_content
key us&gmigat Wi éeFy%{hngﬁwwé&owﬁlﬂméw%&rm%ns@rﬁoa ft keshepreespending of
execut i deRGiyption of the encrypted content by the content key. In
accordance wth a fifth aspect of the present invention, there is provided
an i nf or mathudhepinoes smbgdimemh of the infdinsitionretordmgemediypt sdtordbgs agethe dat a

~capabl e of heing used. only.in not. |ess_than one device se]ected
compr | SFRERRET P EpfBe SHOTEAiRa TSR S B ARF OB CER B, CHerk SathR (Y )eat
| east, cgren@f the node keys in a group constituted by nodes and | eaves
.connected at subordinate of a top node which is one node of the
hi er ar chi calln taceerdanoeuwitiyrae fourthy aspgetaof ithe atdsent inferdiolf ¢haratis qeovided aas

| eaves _I S _renewe and .an enabling key bl ock EKB‘)B'ﬂ énto \M’{i ch,sai d. renewal
node. kEEERIEVIREHRAPN B BrovitpS 2 FOmPYFL RP SR SIOL TR IIE SRGNIE Koy
or a | @adoekedf dnbBrypfidtoffeAtidiita 81 d cHRIPEIeAtYsidn 2hEBSHAREr HBEANCEMAMRIRS aWi t h

sai d renewal

renewal node key obtaining step of obtaining a renewal node key by decrypting process of an
enabling key block (EKB) into which the renewal node key into which at least one of the node
‘keys in a group constituted by nodes and a leaf connected at subordinate of the top node
which is one node of the hierarchical tree structure having a plurality of different devices as
leaves is renewed is encrypted with two or more of a group consisting of a node key or a leaf
key in a group on a renewal node key; a step of executing decrypting process by the renewal
node key to obtain a content key used as a decryption key for the encrypted content; and a

step of executing decryption of the encrypted content by the content key.
| In accordance with a fifth aspect of the present invention, there is provided an
information processing method for distributing encrypted message, data capable of being used
only in not less than one device selected, comprising the steps of> generating a renewal node
key into which at least, one of the node keys in a group constituted by nodes and leaves
connected at subordinate of a top node which is one node of the hierarchical tree structure
having a plurality of different devices as leaves is renewed, and an enabling key block (EKB)
into which said renewal node key is encrypted by two or more of a gfoup consisting of a node
key or a leaf key in said group; and generating a message data encrypted with said renewal

node key to distribute it to devices.




node key to distribute it to devices. 18 July 2005 13 In accordance wth a
si xth aspect of the present invention, there is provided an information
processi ng met hod conprising: a renewal node key obtaining step of
obtaining a renewal node key by decrypting processing of an enabling key
“block (EKB) into which said renewal node key into which at |east one of
t he node keys in a group constituted by nodes and a |eaf connEilwd200d a
subordinate of a top node which is one node of a hierarchical tree
structure having a plurality of different devices as |leaves is renewed is
encrypted with two or nore of a group consisting of a node key or a | eaf
key in said group; a content key obtaining step of executing decryption
process with said renewal node key to gbtain a content key used as a
decryption key for said encrypted cont dAt; and an executing step of

executing de?lrnyﬁ’écbﬂﬂncé)fwiﬁlahdsiﬁﬂca{s?wt%ﬂ' Elggg%éht byvenftbfl (e ﬁgérg%ﬁl«s“;d 4

accordance with a seventh aspect of the present invention, t
provi dedinfmmation procedsingnmethod essprigngs yasteaewdl modelkey obthininiggereoColytgining a

age dat a .capahl e ,of . bei n ed .only in, not.le t one devi ce,
el oot ed SHSHIcHENR dhey PR Peocing: 1o b it Ky Bogh CAEBE BB S Fidhns
for hol dicR@va ndid ESr iR wiiel aﬁl,%ﬁsrt]‘%ﬁe %f‘fh@qll%dgﬁé/ys]ﬁﬁgi@fr?@’ cdn@iit8RabyREeEs 4dy @

hierarchical tree structure with a plurality "of erent devices as | eaves
and a | eafcak spnupsted| toag subagdipaie ofde Wirc rodendhisheis umenepdd edfr 3 picrarghipal deeess  on

id d t istributed t a device using sai,d key set;
vher o n B RRE R B G Be A BHEG A onRe Pt et BREER T,
i Nt 0 Whi @breaf al @@t consistimdf oftdho e AEe ok @Ysafilidyan B4idUReurs @hteht k&dottiinhpdes
and | eaves connected at subordinate of a top node which is one node of the

hi er ar c Hiteof exeadingrdegiyptipe prosessreifesediraaagalirrdsrkebite abtainey casitent key BxH)
B L e e
of said encrypted content by said content key.

In accordance with a seventh aspect of the present invention, there is provided an
information processing system for distributing encrypted messdge data capable of being used
only in, not less than one device selected, said individual device comprising: encryption
processing means for holding a different key set of a node key peculiar to each node in a
hierarchical tree structure with a plurality of different devices as leaves and a leaf key peculiar
to each device and executing decrypting process on said encrypted message data distributed to
a device using said key set; wherein a message data distributing means generates a renewal
node key into which at least one of the node keys in a group constituted by nodes and leaves
connected at subordinate of a top node which is one node of the hierarchical tree structure is
renewed and an enabling key block (EKB) into which said renewal node key is encrypted
with two or more of a group consisting of a node key or a leaf key in said group and generating
and distributing a message data encrypted with said renewal node key, wherein said message
data distributing means generates an encrypted message data encrypted by using said renewal
node key and an enabling key block (EKB) containing one or more renewal node keys
encrypted by using a leaf key or a node key that is not held by devices other than said selected
device, and distributes said encrypted message data and said enabling key block, wherein said
selected device decrypts said encrypted message data with said key set held by said selected

device only and said enabling key block into an original message data.




and distributing a nessage data encrypted with said renewal node key,
wherein said nessage data distributing neans generates an encrypted
nmessage data encrypted by using said renewal node key and an enabling key
bl.ock (EKB) containing one or nore renewal node keys encrypted by using a
| eaf key or a node key that is not held by devices other than said sel ected
devi ce, and distributes said encrypted nessage data and sai d ebha&bhly2§okey
bl ock, wherein said selected device decrypts said encrypted nessage data
"with said key set held by said selected device only and said enabling key
bl ock into an original nmessage data. 18 July 2005 13a In accordance with
an eighth aspect of the present inventi®n, there is provided an

i nformation ocessj ng apparatus_ conprisjng: key set storjng .neans, for

hol di ng one ol $9v8rdapst: e el&é@* SR Jf 0 et RGO (1918 s proadgthamode
in a hi b h ok I js icf f ' as
| eaves :i%gdrgﬁflglg ricg%%bgz%%qﬁg %ﬁ%ﬁgdkg\g iégg,@ﬂogg% rﬁa?ggiri }gﬂ&k}lg% Oqg\eﬂtfgﬁ ei ng
prescri bdiffernt keyr eats bfa nade kenpeoptineth gecboedsiimg hivranobichloredgoreppe iwith an

L o R S A SRR LB i
processi g BERd\SreWiBE ATl flyy Md &i&rﬁftedlapx%eé‘s%m n&ns R AYBHARARe W {ited

renewal node key by decrypting a renéwal” node kKey with which said Tmessage
data is datsbypisag wid node keyaind seisyleaf key storgd ik syidtey et sfoxag mekesyorsekey

tori | t ed dat tai nin nessage.dat a
oncr yos TREBRELSwhERHC S8 SRR FePahd, o et SeSARSER: nbfimted ey
in a gr ugssgenddid tuthed riewabdede Radby tipO A Needall ndlie ksWRAMIWARK a8 a

top node which is one node of the hierarchical tree structure is renewed
and an TBEEREG dep sercnpdvitlekispt, &ketitoapmode kenbeldin aid &ey ssiciptingrivepmsi®y s

ode key Ehse Pithued P Ton B Pmdedletih. SRR ChouplRbar b o °

which at least one of the node keys in a group constituted by nodes and leaves connected at

subordinate of a top node which is one node of the hierarchical tree structure is renewed and
~an enabling key block (EKB) containing one or more renewal node keys encrypted by using
two or more of a group consisting of a leaf key or a node key that is not held by devices other
than said selected device.

In the example embodiment of the present invention, the encryption key distributing
constitution of the hierarchical structure of the tree structure is used to suppress the'r
-distributing message quantity necessary for key renewal as small as possible. That is, the key
distribution method in which each apparatuses is arranged in each leaf by n-division is used
whereby for example, a content key which is a encryption key of content data or an
authenticatton key used in authentication processing or a program code are distributed along
with an enabling key block through recording medium or a communication circuit. In the
example embodiment, only the proper device is able to distribute decodable data safely.

It is noted that the program distributing medium in the exarmhple embodiment is a
medium for distributing a computer program in the form that can be read by a computer to a
general computer system capable of executing, for example, various program codes. The
medium includes recording media such, as CD, FD, MO, etc., or a transfer medium such as a

network, whose form is not particularly limited.




In the exanpl e enbodi ment of the present invention, the encryption key
distributing - constitution of the hierarchical structure of the tree
structure is used to suppress the distributing nmessage quantity necessary
for key renewal as small as possible. That is, the key distribution method
in which each apparatuses is arranged in each |eaf by n-division is used
whereby for exanple, a content key which is a encryption key oi8 &nfend
data or an authentication key used in authentication processing or a
program code are distributed along wth an enabling key bl ock through
recordi ng mediumor a comunication circuit. In the exanple enbodi nent,
only the proper device is able to distribute decodable data safely. It is
noted that the programdistributing nmedi ﬁbin t he exanpl e enbodi ment is a
medi um for distributing a conputer progr in the formthat can be read by
a conputer t®@uth QPR dRRIIE mEUEEMTRP AR RBp&hifX Rtdnip ihakmExarp! e,
vari ous program codes. The nediumincludes recording nedia such, as CD,
FD, MO, “@ngtructign oz funcaing bekvaea di commitrsipregram andet disiri%,utixm owdivo impidst ot
parti cul ld m . | v.200 1 Such a programdi stributin di um
(Bt o AR b Bkl Eamotief pitniiy o RLGHERR S6ft, bl e ton

~defines a cooperative re
bet ween acanppert plogrno @ BRladed i@ aoniputdd Uivklag MReslighMbk MiQFBRIngt Rediugatd ze a
function gf.a predeterm ned conputer programin a conputer system_ |In other
wor ds,  S¥PtYntbECaPPSSHEG Asration; I dhe poraputen sylend fp ablain hpsapertionraad gitfeche

di stri buthig (FBHLHE LBect£XNi bit the cooperative operation in the conmputer
systemto obtain the operation and effect simlar to another aspects. The
ot her obj ect SThefathtrwtgecta fehtardy and adgemiapts bh eheppressen inventin ild e Wippirehe

apparent, fromthe detail.ed scription with reference to the enbodi nents
aﬁg t he f{fgn E]{?{%,ta;lﬁé gescnptlon w?tﬁ refEereerxce to the embodiments and the '




14 acconpanyi ng draw ngs of the present invention. Brief Description of
- the Drawings FIG 1 is a view for explaining an exanpl e ofl8duly200buti on of
an informati on processing systemaggording-to the present invention. FIG
2 .is a block diagram show ng an exanpl e of constitution of a recording.
and reproduci ng apparatus that can_be applied in the information processing
Systejacoﬁquth\drmnlgbmfﬁhepwnt HMERIO8n. FIG 3 is. a tree constitution
view for. "explalning encryption : processing -of . various keys and data
~in the information processing system according to the present .
I nvention.. FIGS. -4A and 4B are views each show ng an, exanple of an

enabling _by hl ack B}, .U | n:distribution of various keys and data in
the-iBﬂ@fMP’GHUOBP&%%?IH‘B'?&%#N em according to the present invention: FIG
5 is a. view showi ng an_ exanpl.e, of distributi 0 SKARhRrafation

decr ypt i ngFHB ot s 8i HEWUET ¢ PAHI B} ieﬁﬁmlPZ?/ oﬁ%@ggt?%g%& of content keys in
the information processing systemaccording to the present invention. FIG

6is gr&egmgg?weﬁﬂa@@ﬂm thegiresentdnieRtior- an enabl i ng key bl ock ( EKB)
in the 1 nfor i on processing systemaccording to the present i nvgnt I on,

FIGS. 7A t ' each EwhIDhRierhmpla of coastitubiong®f dICGIRHIE- of ~ an
- enabling kg§/ébc?§%§ %E%?lif%ﬁt he | n?iogr)nat i oﬁ:@processi ng system according to
t he_ : glrlg Srglg];odlllg%/negnzgépoar}atug'that & g Iaiﬂpﬁgﬁ’&}n #Re information processing system -

according to the present invention.

FIG. 3 is a tree constitution view for. explaining encryption . processing-of . -
. :various keys and datain the:information processing system according. to-the present - .
“ jnvention.. FIGS:4A-and 4B are views each showing an. exam’plfa'-of":an enabling -
- key bléck (EKB) used in-distribution of various keys and data in the . information -
processing system according to the present invention. :

FIG. 5 is a.view showing an example of distribution and an example of -
decrypting processing using an enabling key block (EKB) of content keys in the
information processing system according to the present invention.

FIG. 6 is a view showing an example of a format of an enabling key block
(EKB) in the information processing system according to the present invention.

FIGS. 7A to 7C are views each for explaining a constitution of a tag of an

enabling key block (EKB) in the information processing system according to the -

present invention.




FIGS. 8A and 8B are views each showi ng an enabling key bl ock &EKE% and an
exanpl e of data constitution for distributing content keyéSdH QBAtent's in
the information processing systemaccording to the present invention. FIG
9 is a view show ng an exanpl e of pil%cessi ng in a device in case of

‘distributing an enabling key bl ock (EKB), contepj. keys, . in
the i nforpyeid @A PMACEB sirayioys ceoh sbewing AY %B@H%ﬁ%%‘%@ﬁ? @%ﬁeﬁ?‘?‘gn. FI G

10 is.a view for explaining the situation how to cope with the

case. Wwhere
an enabl i ng ke . - anghr CiBtrititgacentsnbkeyls iandt ﬁ‘éﬂ"PmSoWn&ei on
pr océ‘é’s%‘?fﬂgt}s%’égﬁagag?gégﬁ?gmtﬁo t he pr eser%f1 invention.....: FIGS.

11A. andl nB. are vi ews. each show ng: i Mshwediomr ocessi-ng- for
sendiinformatioEPERACSHYE R yiem Bf\é\%(;c} "f%fgﬁ{eaiﬁg%ont ents : in the .information

. processing systemaccording to the present i m i &k 3 casyfti onal
sendi ng pFIE&e8 sk ragviedy @homngsanaewa}xfesﬂﬁ&?}%esa%%gﬁ ﬁem}\e?]?cati on processing

sequence according to an applicable common key encréﬁéi on %St fh@ the |
- i nf or gREEQRLR Ofe ephBHng Skej rtoak cERB)g coptariekpyesand . CTHEER: FonFI G 13
is a view show ng an enabling key block (EKB), a data constitution for

, ,d'nsi” 5{#8 ﬁi‘)g(g%sgﬁxgtcééé%ﬂ%@c&ﬁﬂn%@@ﬁl@pwsaﬁlﬁmbnﬁonxanpl e by a- -device -

sing system according to the present invention.

FIG 14 is_a view (2) .showi ng an. ' @YD td 6By, withdihieacase .
constituti BHGf dP ’éi~%t‘?‘?’ﬂu%rng"@ﬁngﬁgﬁi‘lﬁp‘?tcd;dﬁbgnhggt, ang a processing

~exanple by a 18 July 2005 16 device jn the infor 1O, Pl ifagiony st em
accor ¢ihrge aa bﬁﬁ)lm@keyltb]imkeﬁﬁ]ﬁga_and Contonts ard'stotet ﬂl.me?ﬁﬁﬁ

.. processing system according to the present invention.... : .-
. .- .. FIGS. 11A and 11B.are views.each showing comparison between processing = ==
.- for sending an:enabling key - block (EKB) and contents ‘in- tl'lc'-,mfonnatlon-‘.--.r

processing system according to the present invention. and a conventional s¢n§1 g

- processing. -
FIG. 12 is a view showing an authentication processing sequence according .

" to an applicable common key encryption system in the information process;ng

system according to the present invention.
FIG. 13 is a view (1) showing an enabling .key block (EKB), a data

. - T . a. N
constitution for distributing an authentication key, and a processing example by

‘ ; i i i ion.
device in the information processing system according to the present inventi

FIG. 14 is a view (2) showing an enabling key block (EKB), a data

constitution for distributing an authentication key, and a processing example by a




FIG 15 is a view show ng an authentication processing seggence @5 a public
key encryption system applicable in the irnformation proce iJHBZQ tem
according to the present invention. FIG 16 is a view showi ng a processing
for distributing an enabling. key block (EKB) -and content keys using the.
aut hentication. principle:. by a. public key encrypti on.s‘%/eil&ﬁ? lin the
pres %nt : éerﬁY]etEE ijﬁ’}g)mﬁl'ti@n Processing sjfslwrs&m@glgdoﬁh%@é%%einﬁé’.’ rstributing
an eSS ng Key bl ock. (EKB) and encrypted. programdata in_ the |l?r]tormat|on

processi n%la mfsn a g&g&@@%#ﬁaﬁmmwﬁ@mmmw@ sequensg by aRIRIC 5 vi ew

showi ng a e production used; in production. of a

content.. integrity check.value. (I. ' Qsinbyykieen presdmg to
i nverltdyosncrFpidon spstesl @é?%\%ﬁ?ﬂthéﬁm Wgﬂ gé%gﬁ?econ tiyt ution for
di stributing an enabling key block (EKB) and an | CV produci ng key, and an

exanqhgﬁﬁgsﬁtmﬁmﬁﬁﬁi,ng in a device in the information processing system
accordi rig

to the present invention. FIG 20 is_a view (2) show nﬁlo% dat a
consti tutions ol ;04 Sidw BHbWiME @Prmbiﬂgr@r d«ﬁylbmmgl@n(-fm@)?}l AL YA
produci ng "and an exanpl e of a processing in a device in the

i nformati on processi syst aceor di atidie mimgplet. hynvaepubbis: kKEYGS. 21A
-and21& 8B '@ﬂ‘é\/\%‘-’-@ﬁﬁﬂg@é% 8gﬁga?%€nég{{tgg%tgpy pref\%ntlpve function where an

applicable content integrity check.value (ICV) is stored.in-a nmediumin t..
18 Jubycr3Ptibn kystenhin Precpiesent IAVER hn. ‘

 FIG. 17 is a view showing a processing fordistributing-an enabling key block .
(EKB) and enérypted program data in the inforlhatio'n processing system according
~ to the present invention.... -
. FIG. 18 is a view. showing -an example of MAC value proquction-:used<‘1n

production . of a.content: int-egrity check value (ICV) applicable. in the present

invention.

. FIG. 19 is a view (1) showing a data constitution for distributing an enabling

~ key block (EKB) and an ICV producing key, and an example of a processing in a

i i : i tion.
device in the information processing system according to the present Inven

FIG. 20 is a view (2) showing a data constitution for distributing an enabling

key-block (EKB) and an ICV producing key, and-an examPle of a processing mn a

i i i ion.
‘device in the information processing system according to the present inventi

FIGS. 21A and-21B are views each for explaining a copy preventive function

. * * 0n.
where an applicable content integrity check value (ICV) is stored in a medium 1

¥
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i
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FIG 22 is a view for explaining a constitution for controlling an
appli-cable content integrity check value (ICV) separatel QSfJPB%nOQScom’en't
storage nediumin the present invention. FIG 23 is a view for expl aining
an exanpl e of category classificatipn of a hierarchical tree structure in
the information processing systemof the present invention. Best node for
Carrying out the.lnvention [Qutline of Systemi FIG 1 shows an exanple of _ &
a cotheptesdnsivicBUPPng system to which.the: data processing systgg; of the ;
present invention can be appljed. The cqr i i hdan spdea

transnmits [GC @ Bnd vigw 0t SKPEHINER CBH%%@IB}e]dgk?gm%i%us @}gont ent

r epr oduci bl e apparatuses on the content receiving,sid PRl at us on

t he cogt Gfﬁhtﬁ{%ﬁ?i Midew wilde (m\@aﬁpymtglyaﬁogh@rg}ﬁ}t‘éﬁt g‘é’ﬁ? enﬁbglr}&glpcont ent

key €@ Ve obtain a content or a content key, and carries out

reproduction of i e data and voice data or execution of various
progrthﬂ'&).fesﬂ’i'é"ég&rﬁﬁﬂ’ge of data between the content distributing sjde 10
- and the content receiving side quésdﬂeé%ﬁﬁﬁﬁd‘)f batepoty alassificatior ebgh as an
" internet oFIGh2dugm wew FILPHAMYRS “ecordi hg nedi um such as DVD, CD. The

" data distributing means on the content.distri | NGvSicde ofOtHenprestat an 18-
Jul'y ﬂ%?a‘}chﬂélitméearsmtctlﬂrﬁ-,-ira-tb%tlémlim‘&“ﬂ’r @583%?&44:‘%y?§?}?a tel eghone circuit
13, nedia 14 such as DVD, CD, etc., and on the other hand, the devices on

t he cont egt " eceiving side 20 i-nclude a pefsonal computer (PC) portable
- appar BYEEEEM23 such as a portabl e device

e R R

Best mode for Carrying out-the Invention - ..

[Outline of System].

FIG. 1 shows an example-of a conient flistributin‘g- s'.ystem-to_~which-.the:data3: TI

i i distributin
.. processing system of the present invention can be-applied. The content outing

| to- various :content .
side 10 transmits a content of a content key encrypted. to- various

ivi i & on the
- - reproducible apparatuses On the content receiving side 20. The apparatus

eived to
content receiving side 20 decrypis an encrypted content or 2 content key rec

i ucti i data and
obtain a content or a content key, and carries out reproduction of image

‘ ‘ between the
voice data or execution of various programs. The exchange of data

iving si i .through a
content distributing side 10 and the content receiving side 20 is executed-throug

i i i uch as
“petwork such as an internet of through a circulatable recording medium s

DVD, CD.

. - . * - - an
The data distributing means on the content distributing side 10 1ncludes




(PD), a portable tele -
phone, PDA (Personal Digi .
recording and reproducin i ersonal Digital Assistangs

| , g unit 24 such as DVD & g+ 8
'

e ity it g e ol g
Comtert distri bﬁ?'nt ent receivirigsi'de 20, contents di stm Balt' 'n these.
as a. ; ing side 10, are obtajned from .c i uted fromthe
25 Sifighifrie, Piatriag pronddisingol RCBEPPE B o TN a] P& 2 Shows.

( ecordi ng and - . shows a
devi ces o : g and reproduci ng device 10 )
ot PIpeki G- G0 G g SR Ked, icct=vACeSS O HhE bonteitevigfalezam & of
MPEG ( Mbvi ng Pi ct ur e. Ex an_lnput/output HF. (Inte-rface' > g
pr ovi,(mRkslddc wipietisoyiah copp g{)mﬁ@ﬂﬁﬁlﬁfﬁﬁgﬁatﬁ% 2%Budh & ¢ W@Hea)%ﬁjicghoa
ROM (Read Only Menory) 160, CP ; encryption processing nme
180, ; , CPU (Centy.al, 1PrOGSESS : g nmeans 150,
e, Lo B s i
_ her 'l , . The input/output |/E 12 - nhected 1o
sugglr}gt@l&;‘#{{cgfgg h A DO UsichCNDAD S Glugilessaang r?agf‘g)fgg‘g, !icdeﬁia%géhﬂi@—ﬁﬁ ~signal
dio tal signa ofe ?Ete&de to output it to the bus 110, and Preog_ram ote.
o 3t ale B, L uREisieds omthe Rentor S IERAES Codec
" the input/output I/F 140 e rough the bus 110 to ou i

. -, , : I . t .

19 suppitestd dissribuied | e %Efeﬁtdg?sﬁﬁ%ﬁngﬂdm 10t arsi ghiaingd {;5}‘@ 05
i nput/ out out / 40 to output i >

put he 140 contains an QI(D tgA c \a?fﬁgrltmtlotthhe bus 110. The
R EPHA ich i herein. Te ~

i nput L auiaticatién idnpisiella t
signal as a cont ent sgp FRORYR 's subjected - an anal og

.. :[Constitution of Device}]

FIG. 2 shows a block diagram of a recording and reproducing device 100 as-

- .one example: of devices. on the. content receiving .side 20 -shown in-FIG. 1. The: - o

-recording and reproducing device-100 has an input/output I/F. (Interface) 120, a

. 'MPEG (Moving Picture Experts Group) codec 130, an I/F (Interface) 140 provided . 7o

. with A/D, D/A converter 141, an encryption processing means 150, ROM (Read .

Only Memory) 160, CPU (Central Processing Unit) 170, a memory 180, and a drive

190 for a recording medium 195, which are connected to each other by a bus 110.

The input/output I/F 120 receives a digital signal . constituting various

contents such as an image, voice, a program, €ic. supplied from the outside to

output it to the bus 110, and receives 2 digital signal of the bus 110 to output it to

the outside. The MPEG codec 130 decrypts MPEG coded data supplied through the

bus 110 to output it to the input/output I/F 140, and MPEG-decrypts a digital signal




receives the D/ A converter 141 whereby to A/D (Anal og Digital) conversion

by the /D, signal is output as a digital signal to the VPEQUY@88% 130, and E

a digital signal fromthe MPEG codecl30 is subjected to.DA (Digital
Anal og) conversion bythe., A D, D/Al%onverter 141, which is output as an
anal og signal to the outside. le, encryption proc [ {RAansu S
const i tu,tgcgi forg%irflﬁﬁ/fﬁﬁ oD Fel 4tenutpyb il Wgt,heks ?@rgge Scal e iqg?egr ated
Ci r(SuPPsl? Py Uty decrypting processing or authentj caﬁ)&qqépgg@ssi ng of
a digital signal as 2@0 ﬁgtwarem1 thereigh ThadBPYY 10, -"4nd out put
encriyptietd dantaiahdid ygt)e ata, to the bus. 110The encryption D ocessi ng
means 150 can be al so realized Igtsslsug)%ﬁ-ed%m thB@utsidecivhich @gulbaﬁﬁt CE)y a
conblie@?fviegrhrpeinalagis'rgml@éfat‘?%é? ard wares. The const tithe processing
means tornmed fromthe software configurﬁ&H @ch‘rxﬁﬂeﬂﬁ%r@vh@@bﬂ er. ROM
160 st_%rjﬁ)s ‘ﬁhwl 13 donvessigrdIbiit K¥-pecdrding and reproducing ans
st or &4 (R 160 and the nmenory The CPU %ﬁo e(iec&{ ﬁé] g Rarfreiavi ce.
180 to thereby ﬁgntr E%ﬁ NEE@WH%@OQ%]‘ 2 8ryg I on_processi ng
meansignabis THPU ﬁﬁr‘ﬁ i gs for exanple, a non-volatile mé)rm{ Ayﬁl ch
stores a programthat, is exg%eﬁ/gynj@ﬁamnal@;mﬂﬁg éfs'g%%iy for -
oper qhé MPEG omlect¥oU 1s SHYICE Key set Used in the encryp{;i on processing

“executed by the device. The key set I 995 th6utsidd.- be expl ained =
later /&'angléxitmﬂ&B,ONHidhvlé@“ﬁm qsqubéiﬁagég o i um 195 capabl e of recording
- and rDeproduci ng digital data to theregg.read g{l%meﬁmcammlﬂe,@ma from

. ing means 15018 constit > _
‘The encryption processing

encrypting, - decrypting

jed - - 1 .

chip LSI (Large Scale Integrated circuit), to e;;ec‘ute

igital signal : itent suppl
ocessing Of authentication processing of a digital signal -as a.COR
. through the bus 110,-and output--encrypted data and decrypte . |
. ' A B . - . . _ e chi [ 7
h tion processing means 150 can be also realized by not.only the on P
.. The encryp

i01 5t hard ware
.. LSI'but by a combination of various soft wares or hard wa
wer . onfi i i1} be described
h ssing means formed from the software - configuratlon will
the proce 1

later.

i ducing -
ROM 160 stores program data processed by the recording and repro g

in d the memory
device. The CPU 170 executes programs stored in the ROM 160 an

necessary for operation of CPU 170,

program that is executed by the CPU 170, data

ption processing executed by the device. The key set

and a key set used in the encry

d data to the bus 110, - G

S. The-constitution of -




the recording nedium 195 to output it to the bus 110, and supplies digital % ]
data.. supplied through the bus 110-to the recordi ng nedi urf 19k 2089 :
recordi ng. The recordi ng medium 195 is a medi um capabl e of storing digital
data, for exanple, an optical disROsuch as DVD, CD, an optical magnetic

di sk, a magnetic, as RAM a magnetic tape, or a se 0039 (%a LLIERPry such

a, and_ in t he NESQ drivies thedﬁmﬂlégrfne bl'y nount ed
on. twil BeieFpia 1§§§§§%ov£§§?ﬁw6195 nay be housed in the recorgll n agg
Ef?g@ si ng

reproduci ng device the re H5y 3001 rEpeodnve) i A

meang.cdbding eadrreprodt gﬁhg?g%)ddoe constltut ed gs .a single on?d;:ﬁr{l LS,

and nmay errpl oy a constitution that fﬂz%disu 1@¢ﬁ:>d@ta df a

soft% hrdiwar £95 [tTr@Epyt |“u e%glg a Key di s |but| ng

cons tutlon] Next the constitution for holdi ﬁgﬁa ? ion processing
tPf it on

key in eac aodatmmwrdmgaﬂﬁﬂ@% ere encrypt ed
dat as‘él?lg dt]ﬁtgg&g%ﬁlseegﬁg%rom the content distributing.sid @iq in FIG1
n%éie Lt gwgo u

to each device on,.the 5 Kofelading sappble@hyte si ng
FIG 3. NlHseresopling Iﬁ?éaﬂ“t{ﬁ\r}nt? in the | owest stage in FI éi k3 aﬁﬁg' ?I:ltﬁl vi dual .
~devices on the content regeiy Sicsl§. 2R-optival magnetctiskeaf

hi er axahiplel an opticsl ¢ digk; 84 m |(?1&9FI G p3 corresponds to a devi cte 18
Jul y 200 21 Each of devices 0 to 15 sto RASEL afaripthes prepcat key -
~assi gfigd £ Magnegdeape, ora semiconductor memorye§ur31 k¢

90. However, -
embodiment, the medium can. be detachab_ly ‘mounted on.the drive.1
| v ing and ~ing device
the recording medium 195 may be housed in the recording and reproducing
... ther _ )

-, 100.- - . N
. ituted as . o
The encryption processing means 150 shown in FIG. 2 may be constitute

stitution -that - is rcahzed by a:

i on
_a single one-chip .LSL and -may employ a ¢

combination of a software and ahardware.

[Tree structure as a key distributing constitution]
Next, the constitution for holding an encryption processing key in each
 device and a data distributing constitution where- encrypted data ar.e.distnbutedl

side 10 shown in FIG.1 to each device on the content

. from the content distributing

g side 20 will be described using FIG. 3.

1 the lowest stage in FIG. 3 are individua

receivin |
1 devices

Numbers 0 to 15 shown i
the hierarchical tree structure

on the content receiving side 20. That is, each leaf of

shown in FIG. 3 corresponds to a device.



a node key) and a | eaf key of each leaf, in the hierarchical t root (
~fromown | eaf nufacture or at the tine of shipnment, or t A8 duly in FIG
3, at the tine of ma afterwards. KOOOO to K11l1 shown in the | owest stage
of FIG 3 are respectivthe |eaf k¥ys assigned to devices 0 to 15, and keys :;
fromKR to Kill described in second node fr_omthgﬁ%%\é\géhGM@\gmc&he node "

keys. In the ¢ st-%%@itﬁgssﬁQMQhefBG c@NPHISMEA &dI“8" ©a devi ce 0-has a

| eaf key Eagh, O%@07“K0, 'KR™ A device 5 has K0101, K010, . QyielSfenic0000 and
node keys KO KR A dg\\;d' ce &%%sﬁf@gdmgwﬂmcmm%w‘, KB YR the tree of
FI Gfrom ownllpall® a 1¢l ALY are described, and the tree structure is
shown as a systematic constitution to left o thé ghhe vdl $1HR e‘dr_

- of V@é“‘sﬁﬁﬁ'ﬁeiﬂ 965 G, tab ithe MR E “iich nore devi ces, may be.
constY¥dted in the tree;-and the parts of the t FICR arelmpectthfedﬁ!ifferent

: £
nunber. of st 0 foUKtinet , hesahin 8vd Bé”‘?sﬁcﬁt%&eé in the tree structure
showrLteTW g ig: E| nc*:) pes s

udes various recording nedia, I é?ﬁme%,in%, CD, MD
of the enbedded type erV.E&eo thYIFE askt lagysalibin Kéﬁﬁ?é{ﬁz}ng e device, or
devi b@&kﬂys\%sl%l?é tl"y‘geé using a flash to nenmory or the like. Further, . . F

~various application service ma eSleys!-n .addi tiron -the- coexi st’ing
_ constbéatd ﬁﬁdeﬁmmﬂhf&)lﬁv?féﬂacg@garg% var Pous application, the hierarchical

tree structure which is a conte r_a.ke | sh.r phidhiieg Oc @il%itft]i(% cal
in FLG 3 y,sapidristitution shown ShS' 3, s ¢ Ccathple! clasrss

ice K010, K01, KO, -
K0000 and node keys K000, K00, KO, KR. A device5 has K0101,

KR 3, only 16 .
- KR. A device 15 has K1111, K111, K11, K1; KR In the tree of FIG..3, only

devices

I 1 B { itation. How GVCI';;
’ il A Cﬂn l _.t - 2 l

o..and the paris of the tree may.

much more devices may be. constituted in the tre

have the different number. of stages.

u AY W in FIG.-3 includcs :
F rther each de iCC included in the {ree StI'llCtUI'e ShO n-m FI
3]

dded type or the
various recording media, for example, pVD, CD, MD of the embe yp

' y .

shown in FIG. 3 is appli.ed.



In the systemin ‘V\:hi ch various devices and applications coexist, for
exanple, 18 July 2005 r 22 2 and -3 a portion surrounded!8yuly@€0%otted"
line in FIG 3, that is, the devices 0, 1, are set as a single group using
the sanme recording medium For exadple, with respect to the device
included in the group surrounded by the dotted |ine, .pr Sh REdis

execut ed . such 4 hag dﬁbg}C{HE%tt@Gﬂh&ﬂin Fmeﬁctwtl%&hﬁﬁ%evé‘g%ﬁgﬁ’o%q a provider,
a co‘hP@Fﬂ’mkéV 0eRE S n’ cormon to devices is sent, or payment dgta {tgr
content charges is al so. 20ey Yt ednRN ek cord gt nfadumedt SRRAMNRE: ("4,

pr ovaesctoas @ SIHE% BENHL B}%anl zation. The organization for tﬁ(;]‘a:rlryi ng out
data transmit-receiving, to _and from - devieRieds bgh ths dottashtldie
prOV}éi..ﬁ%cprtoaﬂwtddvéwterme’rd&Qni“%a‘thicoﬁr&gie%ﬁ%les proggssi ng for sending the
portion surrounded by the dotted Iine of FIG, 3 433 sélatfom a

col | ect ie"gi Wi dhecuf desti tleats comnzon 330.115'%‘?‘%6@%&@%%. A plurality of such
grou&o%u5 néresent inthe tree.of FIG 3. The organi zation ffﬂa@afdryi ng out
data transmi t-r&gﬁi ér}ﬁgséd).iﬁ‘%mﬁlbﬁrmdém'rieesl%&éﬂt,éér BAYIREHY €Rt” provi der
or - a preyidebng fon glé ization functions as nessage data di st‘éidgghg%g neans.
Node keys and | eaf. keys- b oltef @bl deticodpya. PP Hgl%e key
~ cont rentaenthargesors #dg %‘%Frﬁ]#ggievery group by message data .
di stributing neans such as a provide [ asebid gantragsgimezeVing f or
- carrydn%eAbht ofgaamﬁqmr'ﬂtfémﬂ%z%*o"vg% g%%ﬁgga with respect to groups. _
These node keys and | eaf keys are subjected to r,esrc]e?@@ﬁle Aggg@ﬁka@Men a -
key is éugg?gm %’]léi gevieeewath asr et PIOY I et by a key control
e

eent &P | ‘ o
| 1 sending the portion surrounded by the dotted line of FIG. 3,

ovi der or a settlenment organization

- executes processing fo

. .one . A plurality of such -
 that is, data collectively with the device 0, 1, 2, 3 as.one .group. A plurality

7 jzation : ing-out data-. -
- .groups are present in-the tree:of FIG. 3..The organization -Afor‘.cal:rymg

organization functions as message data distributing means. . -

Node keys and leaf: keys- may be controiled collectively by-a single key

distributing
control center, or may be controlled every group by message data

- . . . - -

i ‘ keys and leaf
transmit-receiving of various data with respect to groups. These node key

| is is renewal
keys are subjected to renewal processing when 2 key is leaked. This

P y y vi eitlement
rocessing s executed by a ke control center, a Ppro ider or a s
_ !

organization.

ices 0, 1,2, 3
In this tree structure, as will be apparent from FIG. 3, three devices U,




In this tree s'tructure, as wll be apparent‘fromFIG 3, threeza ices O,
1,2, '3 18 July 2005 23 KOO included in one group hold c A @s‘, KO,
KR as a node key. By utilizing node key common constitution, for exanple,

a common content key c elf held in23to only devices 0,1, 2, 3. For exanple,

if the node key KOO its distributed common is set as a Ritillegyg only

| CONg
the deviCes O aarupdipi ¥ ﬁO@,oKﬂpKfé@ﬁtaeﬂ?dq(gg)?w ?hout execut i ng
new igemdliedgndfﬂwglﬁupl;]g@ﬁ hcol?ﬁm%‘ﬁ ked®

content key Kcon by a .node. key.. KQQ.isiKcprbnimen et keY &40 t he
de“&‘?%ngdeh(eﬂcoﬁ‘]mm mgﬁtl'éltWé‘t\XB’f (k&gg}rn%’by’ being stored , 1, 2, 3.cans
decryption the recordi ng nedium_onl

y. the, ' 1K OBritseliphedd in Enc ( KOO
devi ces.., t.0 ¢ M@kv@bmla%brﬁ@nﬁmek@qﬁ&&ﬁzﬁ in the respective
Kcond!sﬁfﬁlé‘,’tﬁﬂc? a,” Kb) indicates. data into Whiih Kbrb\}'%g sefla$ @toamhokey:
obtain : enc%gstled gge&%yow]@dtﬂmydmiees Rutt BerSWRESE. “at the. tine t,
keys comiaon 1S S ?CR . /7’ KR device 3 are anal yzed b

W 2 At ¥ h pgend then
' ont iy ithout e)r{&Jtmrg REQL §Edding of key- Further, 2 afﬁe-%‘fl‘éﬁ( J
-content key withou , : ‘

... «Kcon) obtained. by encrypting -a new content ke

g
ls Il LI : ! lli [|E ]i: :S :, I" :23 E th[ 1 | l ) g

' i ices. to
in ihe respective devices
i mon node key KOO held in
;- Bnc(KOO, Kcon) using 2. com

. . . .. - . .

» encrypted by Ka..:-« - S thiy R s

' owned by the B
Further, where at the time t, keys . K0011, K001, KOO, KO, KR

o 1 e’ 3

1 1 m m ( g s 1, > )

. K , K .

which renewed
respectively renewed to new keys K (1)001, K()00; K(1)0, KOR,

. dicates a renewal key of
kevs to be notified to the devices 0, 1, 2. Here, K(t)aaa indicatés a
eys to |
Kaaa of generation @ t.-

i ibed. Rencwal of key
The distributing processing of renewal key will be described. Re

i mple, or in 2
(EKB: Enabling Key Block) shown in FIG. 4A m a network, for examp:

y Kcon by a node. key. K00-is . - -~

er, a val'ue Enc(KOQO, obtained. by encrxpﬁé ng a new :

e




data transmt-received in a system (a group of devices 0, 1, 2, 3) to

separate the K00, KO, KR are device 3 fromthe system T18Julyi290end, node
keys: K001, t 00, K(t)0, K(t)R, which renewed respectively renewed to.new
keys K(t)001, KO keys to be notifi@d to the devices 0, 1, 2. Here, K(t)aaa

i ndi cates a renewal key of Kaaa of generation_; J. Th ' L bERY
processi(gl% 01%1 GRAEYB! Sdli@[ywhéﬂn tetitedeyice @, lR%etC%q eggnlgﬂeétk%ys execut ed by
storqeﬁﬁr gabfe const | tat ed by bl ock data called gg enatl)l i[n 6\%%}&2%’0(:‘(
(EKB: Enabling Ke ock g il vHoBdidéibuting mkeWOER!Y 19 e, or in
a 18(BKB) isgostiyl e&&cﬁ ?‘% Bﬂn@%i“&%to supply themto the devilés%s ?g 1, 2.

- The enabling key block (EKB) .is co It Yicui@esy sipiwmnn -feor

di st gePidei crgresphadingeia 93‘?}19 8“?%&2&%3ﬁge§correspondi ng to each | eaf
constituting a tree structure as shown i I 3 %&deKRBZH@U bl ock

( EKB ieseﬁb%%ik’@sbmkl‘(ﬁdiﬁ) i@om@mlcaﬁ?‘geﬁe@'@? g? Rehewal Bl ock).

In.t é]ena I Mg Key bl ock (EKB) shown in FIG 4A, only the device in which

a node ke ﬁflfe)d io be renewed .is constituted as ‘bl ock data having a data E}
-~ comstRensva) ﬁ%' can be renewed. An exanple of FI G}S ﬂfqé@angg?l?mﬁgg& , .o n ¥
the devices 0, 1 and.2 i _ AMEt P16, dAgwnly therjigyicg 1N By data ’ '
formed forIntthe Aenﬁhﬁﬂsg‘é’yol?%é? @g@esw

uting a renewal node key of generation t.
As will be apparent from FIG 3,. the | .C€ ,Q gmj;ktlagtademkrir%_‘fnrd@éﬂjire

L K(t) 0P;nddet xRy KeedRoader é@@kﬁ‘l"? d&dﬁonﬁj@{s‘“‘?‘egnd the device 2 requires

- K(t)001, K(t)00, K(t)O0, K(t)R as.renewal] n €YSK and 4B shows,.in the
constitution that can be renewed. An example of Hct

E.-

P
i,
¥R

i ) d for the : -
.+ .. devices 0;-1 and 2 in the tree structure shown in FIG. 3, block data forme

' i : i : tfrom. "
* < purpose of distributing a renewal node key of generation t. As will be apparen

FIG. 3, the device 0 and the device 1 require K(1)00, K(1)0, K(H)R as renewal nodc

( ‘ de keys. - -
: Vkeys, and the device 2 requires K()001, K(1)00, K(H)0, K(1)R as renewal node key

As shown-in EKB of FIG. 4A, a plurality of encrypted keys.are included:in” * .-

. isia
EKB. The encrypted key in the lowest-stage 18 Enc(K0010, K(t)001). This 1s

i d the
renewal node key K(t)001 encrypted by a leaf key K0010 of the device 2, an

its leaf key to obtain K()001. By -
)00) in

~ device 2 is able to decrypt this encrypted key by
- 1
using K(t)001 obtained by decrypting, an encrypted key Enc(K(t)001, K(

i £)00.
the second stage from bottom can be decrypted to obtain a renewal node key K(t)

in top of
Sequentially, an encrypted key Enc(K(1)00, K(1)0) in the second stage from top

' d k
FIG. 4A is decrypted to obtain a renewal node key K(1)0, and an encrypted Key

‘ i to obtain
Enc(K(t)0, K(H)R) in the first stage from fop of FIG. 4A is decrypted to O



~As shown in EKB of : FIG 4A, a plurality of encrypted keysare included in.
EKB. -The encrypted key in the |owest.- stage is Enc(K0010}8 kgly2608) . This
is a renewal node key K(t)001 enc%pt ed by a | eaf key KOO10 of the device
-2, and the device 2 is able to decrypt.this encrypted key by its | eaf key
to obtain K(t)001. By wusing K(t)O00 [ y L MKO0@ns etr ypt ed
key lgpgkl(ﬁﬁ QR4 otlrt haBY, inrthet 1%%%%;8)@[)& Z@@(ﬁf Sm g%%l?o% can be decrypted
to o In a renewal node key K(t)00. Sequenti al %}%1 arhéeﬂgr)igtlgﬁ%d@y

Enc(K i%(g)o (k((bte) el d hddse nstengeryf fomat GRC H AT s crypted to
obt af erdep‘newal node key K(t)0, and an encrypted key Enc(ﬁ&te@gd((t)R) in
the first sta e,ﬁgom to%]?{ dﬂ@(oéﬁligeﬁyprsyphemmgptﬂﬁt ey EnC *' S 18
Jul yK2005 K()HB- et)dﬁ?” Nt her hand, in the device K 0002{,@3F K0001, a
node key KOOO is not included t r YefyaiaR(t130kesnd Beesaidely alor a

r eneygt)oyde tkeyhird skage fom 19g P?ﬁ%k({?ﬁ; Thae]ﬁde\(/?(():e KO000. KOOO1 decrypts

d key Enc(K000, K(t)00) in the, third i p4Af isFl G 4A
? 2 g%ﬁé{éﬁ,{;&@ﬁ%ﬂ%,ﬁ&é{(@ﬁ@; é@(t)(()éai,n )Qn:' ge%w%} ﬂiedf‘k%te“qqéﬁc‘ ﬁ{ff}%g‘f‘ Kl(t)O) in
sec e

" the stage fromtop of FIG 4Ais decrypted,. a}nq anfﬁﬂﬁr% tﬁd L
.keyEncéKt , @t@@n' tddhRe IERI(KLE)Ag K ERonin: B Tiggt Sippt |@ ecrypt ed

t 0" olkesT t%’(%’t'? " By d%r?Rg so;  the devices 0, 1, 2 can.a gbéaciafq %ngezperwed___ ,
key K(t)R The index,in F| G . ihe sabtin déacesitrés i '

- and FI oA e gega@icd o Qgg’g%r@@{ﬁ Byudifie sob

‘ key
i on

A TeLthagel;el;prg((a’tSR. %%lgqué? iI} FfGt 41 5%hows the absolute address of a node

~ and a leaf key used as a decryption key. ...

. Where renewal of a:node key : K(1)0, K(H)R in the upper stage in the tree

processing of only the. -~
- ¢tructure shown in.FIG.3 is unnecessary, and a renewal processing O ¥

loc i b dto.”
- node key KOO is necessary, an enabling key block (EKB) in FIG. .4B can be use

. distribute a renewal nod key - K(t)00 to the devices 0;1,2: .5 7 o

EKB shown in FIG. 4B can be used, for example, {0 distribute a new content-

- ices 0, 1,
key in common in a specific group. Concretely, it is supposed that the devices U,

i i mon
2. 3 shown by the dotted line in FIG. 3 use a recording medium, and a new com

. - which.
content key K(t)con is necessary.-At this time, Enc(K(1)00, K(t)con) into whic

. i i hi ommon
new common content key: K(t)con is encrypted with K(t)00 into which a ¢

node key KOO of the devices 0, 1, 2 is renewed is distributed with EKB shown 1n

i f
FIG. 4B. By this distribution, distribution of data not decrypted in the apparatus 0

other groups such as a device 4 becomes enabled.

key. Were renewal of anode keié: K(t)O0,

vk TR e
B




structure shown in. FIG, 3 is.,unnecessary, and a renewal proce55| ng of

only the node key KOO is necessary, an -enabling key bl ock® LEY(%? InFiG 4B

can be used to distribute. a rene&gl nod keyK(t)00 to the devices 0, 1, 2.
EKB shown in FIG 4B can be used r exanple, to distribute a new content,

“key in common in a specific grou Congy et el K@¥0 t he
dezl ces Oﬂaz;i is, 7 thd gh@t\ms lﬁyg]t %ﬁggwégfl? Ieﬁg¥YPth§| &ﬁt%%ﬁggﬁﬁgr qu‘glr di ng

di tent k K(t his t
Eﬁc'(‘é?‘t)oo ﬁﬁg‘%;ggg’gg aiaphont e atherbme b ORT a) o1 Fns i o T

encr intd which a cormmon node key KOO of the devices O,

1, 2|srenevved|sdstr| E&@Bphown in FIG 4B. By this
di stri but {Elﬁtﬂbﬁlté?lip Bt Elg%ar"qsﬁ% ecrypted in the apparatus of ot her

groups such as a device 4 bec enabl tiining @Gontee keyaat the, if the
devi ces OFiIG. SZShde\tsry\ﬁ)tallt%HEﬂEr‘:’? Sgggkfe(%\r?)e usi ng K(t)00 obtained by

processi ng EKB, a content key at the t| t gt%cgﬂ 35 20 Bt coir i,
[Dis t @Béﬁm lofya wisiving BKEPi s an exanpl e of
- pr ocbﬂ?g Km(r: dbt °

ining a content key at the tinme t Iﬁ%’ﬁ% Igﬁ&ﬁpces& ng
- of a device ¢ Ekﬁt@ughlcaaeewmlﬁglo%ap E‘?’g E(K(t)oo
...-:-K(t)(m@ﬂlﬁffb ‘%%%OEKE@@VGCO ur)tﬁ content key K(t)con is encrypted.using

le
K(t)00 and EKB sho &t ini BIG { 4BsThasisathissiarpicg2 P fhi ch
,.,encrypbadryrﬁs@&@é‘gg é&tﬁngﬁﬁﬁs a content key K(t)con. As shown in FIG 5,

- a device uses. generation ; %gg ?élﬁt tc&i ored -in the recording
t‘BP

- - mediyich emgptedanmtage@&ak}b by itself to produce a

node ke K(t by the EKB processin SI m Lar aflove.
' t(f&s)shownym FIG. 5, a gewce 0 usegs generation : Et[{)B talt'%rengleﬁﬁfﬂ lpetbr

| i by itself. to
. in the recording medium'.and.a node key K000 stored 1n advance by itself

| produce.a node key K(t)00 by the EKB processing similar to. that described above. -
R 'pr

node key. -
. TFurther, a renewal content key

K(t)con is - dccrypted using a renewal

: - and stored: -
K(t)00 deérypted,s and is encrypted by a leaf key K0000 owned by: itself and sto

.- - jn order to use it later:-

[Format of EKB]

FIG. 6 shows an example of fonnat of the enab]ing key block (EKB). A

' i ing EKB).
version 601 is a discriminator showing the version of the enabling key block ( )

i I ding i ween a function
The version has a function for showing a corresponding relation betwe

ber of
for discriminating latest EKB and a content. The depth shows the num

i distributin
hicrarchlcs of a hierarchical tree with respect to a device of the g

ter for
destination of the enabling key block (EKB). A data pointer 603 is a pom

L=y




‘Further, a renewal content key K(t)con is decrypted using a renewal node
key K(t)O0O0 decrypted; and is encrypted by a |eaf key KOO@O)@V by:.
itself and. stored: in order to use it later: [Format of EKB] FIG 6
an exanple of format of the enabli®dg key block (EKB). A version 601 is a
di scrim nator showi ng the version of the enabling.; ak BBter The
version has a funct iograaftgf,aﬁhﬁ\&h@gndalmg ké}éﬁ’gﬁ’f&? a:gkgél g"ltl(?gﬁ %gt ween a

f undpdisating PRHEP%riThat fng | atest EKB and a content. The. fi5 shows the

. i | | . fEps H
nunber of hierarchies af a hies i,aap pargandia HEPAYELELTS & devi ce of
- the ghpigd putritagfordééltanQEia (l"sg‘;]@l{i%g engbl ing key block (EKB). A data
- _pointer 603 is a pointer for 10§ Jutllf){ éOOS 27 abling key a position of data
part b@iﬁtgpfmgmdamgkapmw §EEU"Y' g pointer 604 is a pointer for
i ndi & I'ng a position of a tag part, anpd g@sir%ngkwéﬁp@mem wBoswed a
poi nt er férai dj, £ atdoR0stardo $ot epample, S1agh AR HE ata part 606 stores, for
exanpl e, flg ving a node key to be renewed it s.toreﬁné/&{dﬁouﬁt}ﬁracrypt ed

keys : in connection with ggrva@mspbmryptﬁﬁ)kﬁyéép. Co¥enewal . node key as
shomnciyp’t@d-GFOS.eX&nfﬂﬁ’ Eltar 07 i s a- tag for indicating a positional

rel ationship of encryﬁt ed riﬁg:‘eé&eys‘ and | eaf keys«stored.in the data part.
An atééﬁ@\hhngodmkey agSheWRI MY ‘Wil |  reference to FIGS. 7A to-7C._FIGS: . 7A

g

‘ _an example for -
- described with reference to.FIGS. 7A 10.7C. FIGS:.7A to 7C show.a p

i i in FIG: 4A as data! The .
sending the enabling key block (EKB) described previously:1m FIG. 4A
. . sending : he T
| node-included-in-an’ .
data at that time is-as-shown in FIG. 7B. An address of a top node.1nC
Loe.aal a-a X 2 .

- ' ' s KR, At this:time, =~
< renewal key of 2 root key K(OR is included, a top-node address is
CLT M ‘

for example, data Enc(K(1)0, KHR) in the up
in FIG. 7A. Next data is Enc(K()0

permost stage is at a position shown -

0, K(1)0), which is at
ina hicrar,chiéal {ree shown

. g 1 b

( )

i = e set to all
K(1)R), L tag = 0, and since data is not exist to right, R tag = 1. Tags ar

in FIG. 7C.
the data to constitute 2 ToW of data and a row of tags shown 1

7hi iti tructure data
The tag is set in order 10 show at which position of the tree §

shows :




~described with ref sending the enabling key block (EKB) described
previously' in FIG. 4A as data. The data at that time iggyag§oshown in
FIG 7B. An address of a top node: included- in: air encryptéd key at that
"time. is used as a top node addres®8 In this case, since a renewal key of a
~root key K(t)R is included,.a top node addre%igi(ﬁ K}I;g@&gﬁhl Saééi e for

exanpl e, _dat a,,Enc : dentHehe yi plaer X vg/at Sition
~-sho nc{l@)}%)‘,(ym (ﬁutpl})g’tg{ﬁ%? ?I}i hi erarj(L:Ihi cal tree shown in FIG 7A Next

data is Enc(K(t)00, the 0Sit] idmhe Ithéttrdtaoﬂandfan]ﬁ@cﬁr evi ous
dat aehmmratcééiati\/\ﬁ’&sémﬂbf SEFS’P&‘?@F?QC’*E&’{’EEI is Islet to 0, and where data is

not exist, atag is set to 1. The t iS set ' (thy. Fap exaigile, (R
t ag) eyl di6fedd@ datascax bstdlaerlmate‘éﬁ%/dé‘i‘%ag‘ff%frf?é“ tlioggdst gge Enc(K(t) O,

K(t)R); L tag = 0, and since data is not exist to,right,:. cedtin Tags
are % E(%I;@t{l %ﬁ hg ifl e félpowimnstart be @ravhdéd/lﬁfngjgiea‘g%#dmge%%ao?' tags
show®4th 9 . The tag is set in order to show at which, pgg&gi,g?kgf_ t he
tree structure da%,atﬁ _eferypled dara-like the constitul®nid¢seribgdsin nCCKxxX,
Kyyy)qu@SBBBil?lﬁ?n qtReSFRE e key data Enc(Kxxx, Kyyy) ... are nore
enuner ated data of sinply encrypted hga\fﬁ dRgsition on the tree:of -an -
encr yaidedB p{evloysbfr‘é’éihag%lkl%ﬂpg tﬁgﬁ%%rg i s%:ogl?m nated by the aforenentioned
tag. For exanple, data constitution as in the follow ng can be provided
- using the @qgi@c(i[q?xlﬁ’tﬁce@-i"n' “correspondencé to the encrypted data |ike
the constitution described in FIGS: 4A and 4B previously w thout using the

af or _g_-ment i 8&6@“&%&)(}@}; I@W‘E)@K( 1)0, K(t)root)

000: Enc(K(t)000, K(1)00) - .

- . However; the constitution u

- ’ - * - ’ * 0u hl a . .
- . to.increase data .quantities,-whi.ch is not preferable in the distribution throug

. e I .
. network. On the other hand, the-aforementioned tag:1s used as index data showimng

key position whereby a key position can be discriminated with less data quantity. -

Returning to FIG. 6, the EKB format will be fusther described. The signature

| senter, a content
is an electronic signature executed, for example, by a key control center,

» - + . p - k
- ‘provider, a settlement organization or the like which issued the enabling key bloc

- (EKB). The device which received EKB confirms by authentication of signature

* that it is an enabling key block (EKB) issued by a valid enabling key block (EKB)

issuer,

[Content Key Using EKB and Distribution of Contents]

sing such an index as ‘described results in. lengthy.data .

P ]
RN EHIPI It




00: Enc(K(t)00, K(t)0) 000: Enc(K(t)O000, K(t)00) However; the constitution
using such an index as ;described results in. |engthy.-datg jyly®gogcrease
data quantities, which is not prefer%ble in the distribution through. a
network. On the other hand; the aforenentioned tag:is used as index data,
showi ng a key position whereby a key posjtian.can be di,scrim W th

| ess data gl irt the Aeramantignédberampleg a desETIRRER i d%ﬁfla'i’i‘% 't her
descri bed. The signature is an electronic signature execut eig, for%g(anpl e,
by a e;gvh\c%g,ptow {RERbRlent eqoRts2AL alang)WiﬂEEKgB,aa slesenpaen Wil Ba M %t i on or
the I1ke I ch 1ssued the enabling key block (EKB). The device which

recei ved .EKB confirns i i SiceRbd e a cbateni ke santha
enabl hﬁ@“&@%‘?ﬂt&’f C(OI*—_:'RE}/M Lshtsﬁ]ggﬂ%@flg d\églt% end Iingwkey bl ock ( EKB)

I ssuer, [Content Key Using EKB and Distributj L @NtLS JUley 2005
29 Whbateinh kéie cacoyRisenbY of efOMSAIHAISTYREC efgéc)‘;r]iag{)rll%n“vvam Srarrlég%{%gf o

exanple in which only the content key is sent along with EKB, a
- descr Eﬁ&fgﬁjﬁdﬂkéy becryptiel b BB and set. of the constitution in which a
cont ent crypted by a content key, and a content key encrypted by. a

content. engiyal ath kigy SBMbwWAR dateaistitutiony Incther snstiutiRephemd: ot ed by
. Fl .

EKB are ‘s€ A and 8.B show this data constitution. In the

e L AR s, U s e,
: QE\IQM s donyeon) B Bl o) B2 KA iXvAich bEftonk Réy RS on key
. encrypied byv a content key-encryption key (KEK: Key .Encryptibn key), and , :
Enc(EKB, KEK) 803 is data in which a content key-encryption key KEK is « -
. --.encrypted by an enabling key block (EKB).
. Here, the. content. klay-encryption key KEK may. be a node key (K000,
- . K00 ...) or a root key (KR) itself; and may be a kéy encrypted by a node key (K0OO; - - .. =
KOO ...) or a yoot key (KR):
FIG. 8B shows an example of constitution where a plurality of contents are
recorded in media, which makes use of the same Enc(EKB, KEX) 805: In such a .
const.ituﬁon as déscribed, the same Enc(EKB, KEK) is not added to each data, but
data showing a linking destination linked to Enc(EKB, KEK) is added to each-data. -
FIG. 9 shows an example of a case where a content encryption key KEK is

~ constituted as a renewal node key K(t)00 obtained by renewed the node key KOO

shown in FIG. 3. In this case, if in a group surrounded by the dotted framg in FIG. 3.,




" wher €

- Enc(EKB, KEK) 803 is data in which a content, key-encryption key KEK is
:-encrypted by an enabling key block: (EKB). W: Here, thegqgpbens = .
key-encryption key KEK may. be a no key (KOOO,: : KOO ...) or a root key

(KR) itself; and may be a key encrypted by a node by (KO0OO; KOO ...) or a

- root key (KR); FIG 8B shows an exanpl e of, consti tuti.on : ality
of coffeedésicar? is mevokeddiarncasapls, i@n‘%ﬁ @&ea §EN #é%i’%gu‘%ng%EKB,
KEX) 805. In such a. constitution as described, the sane Enc(EKB, KEK) is

not a E@k@?cpog@t(ﬂl(@}ltsho&@tm FH6w hgnd atekintg wlaeh RacPBenf ikfled t o
Enc( EKB, ) Ts added to each data. FIG 9 shows an exanple of a case

K 1) o0ReRbs Bt e N hed Y K BB L PR B ™ i s

In this case,
if in a group surrounded by the dott franme §n Fl.G.. Qg 30
the dewiick a@onscms/@la@a:pt%PY&%‘?ﬂiF%fE%éﬁF%ni e ‘:hgarkb%é?&go i‘g’?{b%gt a havi ng
an enabling key bock (EKB) shown in FIG 9 and data iitg whi %r}aa gnt ent
key (i< otherigio thpt & deyices dyrit nwhrespyether Jeticeh Ok by < (REKCE W(% 00),
and data into ich a content is encrypted by a content key (Kcon) are

distri @H{eﬁ'@ to nmenbers of = the.other groups, that is,. devices 0, 1, 2
5 € devices 0, 1, 2 can obtain the content. The right side in

T o BTG SRR e g e BT
ey baekice (s, eeinsed Foatcot BBY nre iarbReL HFIET KUGROBETSRHIANE 12,
K,( -t-.);.O(:),rrl)Scnsg. 1Isl111r{gt rzlleli:af key K000 held by itself from the teceived enablihg key bock.
.- Then, the device 0 obtains a content key Kcon decrypted by-the K(t)00, and further
carries out decrypting by the content key Kcon. The device O can use:the content-as.-
- a-- result of the above -procesé.- The devices 1, 2 are also able to obtain a content key © -
" encryption key (KEK=K(1)00) by processing EKB by the-different procedures and. .. =
are able to use the content similarly.
The de\jriccs 4, 5, 6 ... of the other groups shown in FIG. 3 are not able to
. obtain a content key encryption key (KEK = K(t)00) using a leaf key and a node -
key held by themselves even if they receive the same data (EKB) as mentioned
| above. The device 3 revoked is likewise not able to obtain the - content key
| encryption key (KEK = K(t)00) by a leaf key and a node key, and only the device

having the proper right is able to decrypt and use the content .

If the distribution of a content key making use of EKB is used, in a manner




carries out decrypting by the content key Kcon.. The device 0"can

~ usethe:content as a result of the-above process; The deviiggglyboo8 are al so
able to obtain a content key encrypﬁ on key (KEK=K(t)00) by processing EKB

- by the: different .procedures. and ; are abl e to use the content

simlarl e deV| ce Siheen dahG 3
are néé Céﬁpéb%g h&b%w‘&é&%’?%fﬁtwkéﬁﬁ éﬂbﬁ %tkt ?EISE& = K({y)p(gO) using a
| eaf - key and a node key held by thenselves even i f they receive the sane

dat a bEKBjtrisitebsafiehed above. The device 3 revoked is Iikevvi se not able
to obtain the content key encryption key (KEK = K(t)00) a Ieaf key and

a node key, Mﬁﬂalﬂmg’kéfﬁlmﬂm}fi? Jawonignt hey,m'mpmryptegh@m@nta‘b‘l thedikegecr ypt
and use the content f the distribution of a content key maki ng use of

EKB i used iithesy H henatnonkpbed
conte %Fgwtgﬂﬁy%gél ri géw%dﬁ%ralségﬁugg%%g? ctan %)e di stributed
safely. An enabl.ing nte e ent or
the' | Yhe ennabng ksonbiack bR csbraseft K8 LS bnrdBIRpERMF LA,
t hrough a network, but the enabl i ng key_ bl ock (EKB tr conter ﬁsy d
t he emdsy stoeet unatrecmdn@mfdlumlmhsﬁtsd? i @Daandp Vdfl?\‘g HAHGI P as

DVD, CD and provided to a user: In this case, if constitution is made such

-that -3:a§9 nffe&SnshﬁMtxoﬂ bt ahped sayh daat wptomgnt rkeyeubtlainadg biegeasyBHRE (2KB)
‘store n one and the sanme recording nmediumis used for decrypting the,

of AR ?@a”%lgﬁﬂ%@?)nﬂw o SR B "oy and & nods

can e use only with a;leaf.key and a node

Ky P?A@%[;qgﬂ?gﬁggcgm%pw e valid riaht ;hohder online ohfhind, SaiskFBie

process of an encrypted content .that. can -be used only with a:leaf. key-and a node -
... key- held in advance by the valid right holder only, that is, content distribution for- ... e
| which a usable user’s device is limited can bé realized by a simple constitution.:

.FIG. 10 shows an.example: of constitution in which an-enabling key block -
(EKB) is stored together with an encrypted content are stored in a recording
medium. In the example shown in FIG. 10, stored in the recording medium are
contents C1 to C4, data with the enabling key block corresponding to each. stored
content placed in correspondence thereto, and an enabling key block of version-M

- (EKB - M). For example, EKB - 1 is used to produce a content key Kconl having a
content C1 encrypted , and for example, EKB - 2 is used to produce a content key
Kcon?2 having a content C2 encrypted. In this example, an enabling key bock of

version M (EKB - M) is stored in a recording medium. Since contents C3, C4 is




whi ch a usabl e user's device is limted can be realized by a sinple -
constitution.: FIG 10 shows an: exanple: of constitutionqgnugoss -
an-enabl i ng, key block (EKB) is stoged together with an encrypted content
are stored in a recording nedium In the exanple showmn in FIG 10, stored

in the,recordi ng nmedi ym ar 0 t ,quBa_ ' N&oiHeng key
bl ock P& eEIpSH&e%mf nggctﬁ) { %orli%m@)%gntﬁogﬁa(ce i nmdﬁ%ﬂggggdencg
thereto, and an enabling key bl ock of versionM  (EKB - . FE X | e, EKB
-1 i soutends (8, frb due beptiaimedhy ;é@w@&}@mthﬁaﬁﬂahéngi%’o%éht(%@iﬁe‘?@ypt ed ,
and for exanple, EKB - 2 is used to produce a content key Kcon2 having a
cont edin&2 BXR -YRIEKB 1 D arbinst etcanplin,a diskeitdblnecgsseey thodkaistEKBer 4i on M
(EKB - M is stored in a recording nmedium Since contents C3, C4 is 18 July
2005 pl aced.d8, g gnahémokkpy bl ek diskbutioy) ,
A%EBO A ﬁgcésg%ﬁfféﬁaaéggg@% t&splebfvenal Y by

_conte ents C4 can"be obtai ned by decrypting the enabling

key bl ock (EKB - . Sinc B.- .l EKB .2 e, hqt . i Dy; isk, it .
“i's’ nedB&sy Yo% 36’%]3? He':’—f@?(-(ﬁila,nbué@ or %S}{é%lgic{&?g%f%?&g{elﬁ %éfhs]ﬂ?ﬂe‘ '
respective content keys by. new distribution mneans, for exanple et wor k
- di st ributi JAGSH. lﬂAtaﬁfblltl'\éoﬁh‘bW- a GIRPRIAfINg -ﬁ?@éﬁliaﬁ\-b?il"‘@@ﬂ alcfs?nawﬁ fi]%: -
show. a conparative exanple between a content key . . distribution by
- using dEBbanenC BV asingOFK B cand einvieatiodhls icontemt i kay distgibaition. vJie eht key
is circulated anong a plurality of devices. FIG 11A shows the

convenipna! KGOS, Lty AhE £ piblishersidicaxarIte ITekiigwssehef- an

enabl ing ock B) accor g t'o the'present, invention. :dn FIGS. 11A

and 11B; Ka.(Kh) indicates datasin jch Kb is t -Kaz. JAs;shown - .

" Fi conyentioplacentitifonaenfeBtndid hsP all PROBE, falhgy s, ofsashonn
enabling key block (EKB).according to the present invention.-In FIGS. 11A and .

.+ 11B, Ka (Kb) indicates data-in which Kb is encrypted by Ka.... = - - oot v
. As shown in FIG;'lliA, processing has been heretofore carried out in which-. -
. - validity of a .data...-transmit'—rccéiver.is ‘confirmed, -authentication processing.and ..

- authentication and key exchange (AKE) are executed between devices to co-own a .
session key Kses used in encrypting process of data transmission, and a content key
Kcon is encrypted by the session key Kses. under the condition that the .

" . authentication is established to effect transmission.
For example, in PC shown in FIG. 11A, it is possible to decrypt a content
key Kses encrypted by a session key received by the session key to obtain Kcon,
and further possible to eﬂcrypt Kcon oblained by a stored key Kstr held by PC itself -

to store it in own memory.




validity of a .data-transmt=receiver is confirnmed, authentication
processing. and authentication and key exchange (AKE) arqggyfciehed between
devices to co=own a . session key s used in encrypting process of data
transm ssion, and a content key Kcon is encrypted by the session key Kses.

' under the condltlon that the .authentication, s establ.i t t
- transni ssi & Flforl 1&eaForessing IpRceHiSoR TV E’F‘&' CYTAY qreia?posg?ﬁ{c;de@o

decrypt a cont ent key Kses encry})t ed by a session key received hy the
sessi be distyithedln she ficn mapabledof beingensedobsi enly a 63(@{6*%@6‘@88 1%t ai ned
by a stored key Kstr held by PCitself to store it in own nenory. 18 July

2005 n; 134, WheR s aidai BpRehirssardevide Whpedseat,eauthbmtieatitat a i s
desi relg§Wh l{ie:ﬁ%j}l stri'buted in the fgrm ca%%bl e of bgl ng used for onl y a

recordin deV| e 1101 r gimotdevi ce
i s pré’%‘é &Elﬂgﬁ't ﬁncg{éoﬂmiﬁ%égé‘gbgis %é %M\Me\&ﬂﬁﬁﬁ(gs f%fAéi}(bg 1:‘L‘}ged o)
t hat content keys are enc[ﬁfpt ed, . by the é&?pﬁ sess%ﬁ)n ke@s stfect
di st r respectine sehdopdeys tordled gligabutiog. (?rs & JOREN L@ A lcf Puse a
session key. produced in the authentication. process: and co-owned to

decr y pikeaise abily pb edsec ansessiork &gyaprbdivedi i ¢ onithenticagipn. progess Bidher
hand,. in an exanple maki ng use of an enabling key block (EKB) shown in

the-| Q:?E’(%aﬁé@ﬂ?de&ér?t G- e%%&ve[i/t@& cofiftR ke Gnkedbthinog kofifeliBkey.and - data (Kroot -

"(Kcon) ving. a content Kcon encr ypt ed-by a node key:or- a root key
ca 21;2?&?@5’58 e Buorled§ fhe hptf ik By upe G an ViEITLCKS p?’égﬁgnér o
Obt o r&!%g{é))yshc?vr\]mll%ntt?lec 1%%e?rs?§§§ of aI%bllel}f,fa- enabli mg qgey%cﬂ: él&h&%ﬁﬂj e

data (Kroot (Keon)) having a content key Kcon encrypted-by a nod,e. key-or a root -
key obtained by -processing the enabling key block (EKB) are distributed from a -
. content provider, whereby tlfjev content key Kcon can be decrypted and -obtained by -
oonly the apparatus capable of processing EKB distributed.. -z~ - 2~
Accordingly, for examplé, the useable enabling key block (EKB) is produced
only on the right end in FIG. 11B, and the enabling key block (EKB), and data
- having a content key Kc¢on encrypted by a node key or a root key obtained by EKB
précessing are sent together whereby the PC, the reproducing apﬁaratus or the like
present cannot execute processing of EKB by a leaf key or node key owned by
itself. Accordingly, the useable content key can be distributed to only the valid
device safely without executing processes such as authentication process between

the data transmit-receive devices, the production of a session key, and the process




Accordi ngly, for exanple, the useable enabling key block (EKB) is produced
only on the right end in FIG 11B, and the enabling key blygcj JdgtB). and
data having a content key Kcon encrggt ed by a node key or a root key
~obtained by EKB processing are sent “together whereby the PC, the

reproduci ng apparatus or the |ike resent cannot execute processing of EKB
by a Ifenengeiptingra rewenkksy iﬂm&ﬁ%iﬂjﬁ 158k XCYaccor di ngl y, the useabl e

content key can be distributed to only the valid device safely wthout
executi ng pivhees tesusaable asntaot keyds desirashtpbo disisbptaddedhC, 2 ecgding
transmt-receive devices, the production of a’'session key, and the process

18 J-“'ﬁ%ﬁhdgx%gg’odlgtﬁlelé(?fniteﬂ%yﬁ ERSbITERSY @mcwgmsgm bylel diebaiag giroceskey .

Wher e sea content” key is desited to be distributed to PC, a
recordin and repr.o in ni i al i ck (EKB) capable
of beillﬁé’g‘b‘#‘b@g]s%‘?éﬁd“?@g{btfigaﬁéié%feﬁxg)%&?fgtrhr ?@%ﬁ'&éﬁ?gﬁf& te?ég'y ofz)t ai)n a (F:)ommn
ntent key. [Distributi Of Aut hentj catj K ' ] ' | ock
“CEKE): (s S)baWEntRatio- Kes: PRRE RRmEIReY ik (KR O

enabl i ng key block (EKB) or a key described above, since an enabling key
.bl ock . ( EKB){GuifnrcKey.Systaan)ja cont ent . key . which are.tr ansf er red: bet ween
devi ces. always.nmaintain. the. sane encryption form . there is. the

. Possi bi I t yt hal apRbeGh i EARMiskd fAr gRUegsbithie ke Bloek BKBRloredkeppl ay - ©
attack; whlgh. steals and :records a data transm ssion. channel and.

 there descubrd ok, siaghdR Paplink FATIPRK (BRI ALRGRS SRS,
- exchange proecess simlar to those of prior art between data transfer
. devi cexhialiowe taansfered hetwaen dewirgs. Awaypdnagiaip; thgiJagie eRcryption torm,
there is.the possibility that an invalid copy. is produced due to the:so-called replay - -~ :
-~ attack, which steals. and .records-a data transmission. channel and: transfer-it later
again.j For préventing rsuch= an attack as described, there: is effective means. for: = -
executing authentication process and key exchange process similar to those of prior
. .art between data transfer devices. Now, a description is made of the constitution in -
which an authentication key Kake used when the authentication process and key
~ exchange process are executed is distributed to a device using the aforementioned
enabling key block (EKB) whereby the authentication process in conformity with a -
common key system having a common authenticatibn key as a safe private key is
executed. That is, this is an example in which encrypted message data by EKB is

* -used as an authentication key.

FIG. 12 shows a mutual authentication method (ISOIEC 9798-2) using a




which an authentication key Kake used when the authentication process and
key ~exchange process are executed.is distributed to a deygggyyppsg the

af orenenti oned enabling key block (EKB) whereby the aut hentlcat|on process
in conformty with a comon key system having a commn aut henti cati on key

as a safe private key.is exec I ch
encr y SOBHNAB SN AR UOD Y HRE- '{&ﬁqﬁs}ggﬁg;s 1??1 ﬁa@ E gﬁ wﬁqd@kg
shows ‘a nutual authentication nmethod (1SQO1EC 9798 2) using a 18 Ju 2005
35 commoryinn systeypoiiom sygemasmabe vs¢hariag a9 thoyzaye the capmed lf e
comobn key encryption system other systens nmay be used as |ong as they
are th W Y q@q:])cpup{fn@v%jS‘bdlhébsl:thﬁraﬂdomfmumbar Rbpo b#s, t he
randomn er of 64 bits, nd RO and ID (b), which is owm ID, are

Ra-of %54 Bpd th By Phfeh, b T B o mode. of

DES in order to Ra, Rb and Re to tran t hem The k a key
t o be revdyeproduces Hhecendiony NEthas aégrgof{ B}tﬁv%i%ﬁaa?omﬁﬁy%@ﬁngﬁ% B.
-According.to.the encrypting processing t he key Kab using: the C

~ node. q{e DESH ifi ohic EBOphede OﬁDE&leDUﬂﬂ'SIQI%@ R.&.angleBJtransmHﬁme 1,8t ue- and -

Ra are. subjected to. exclusive OR, in the DES encryption part, the key
Kab i.sp; %fﬁ%{b is- aeH YO eNdofed ﬁﬁﬁ'@é@drﬁlﬁg&b&hwmm@ ptieate Ed:)andmmon _
contlnuous the enc ypted t ext and are subjected: to exclusive

ang- cherd Ged. BrEoita it yefhlpripl s Slratd, e Bl TN T e
2 DES er;g(r)g{é) tolf (]))nE atrntr exgmi;)?g in the Ipsroggsgldng Ssrmg]ﬁigpan Witial vARRCAR Ra are .

- subjected to. exclusive OR; in the DES- encryption part, the key ‘Kab is used for." - .
- encrypting to generate an encrypted text Eland continuously, the encrypted text E1. -
and Rb are subjected:to ex;:}usive OR; in the DES erlxcr.yption pzir-t-, a key Kab.is- -
-.-used for encrypting; and encrypted- text E2 and 1D (b) are subjected . to exclusive
~OR; and in the:DES encryption part, a key Kab is used for encrypting to generate

transmission data (Token-AB) by an encrypted text E3 produced.

B, which received the above data, decrypts the received data by a key Kab
(authentication key) likewise stored in 2 recording element as a common private -
key. A decrypting method of received data, first, decrypts an encrypted text E1 by
an authentication key Kab to obtain the random number Ra. Next, an encrypted text
B2 is decrypted by an authentication key Kab, and the result therefrom and E1 are

subjected to exclusive OR to obtain Rb. Finally, an encrypted text E3 is decrypted




transm ssion data (Token-AB) by an encrypted text E3 produced. B, which
. received the above data, decrypts the received data by a Hgﬁug%%
(authentication key) |ikew se storedgg n a recording el enent as a conmon
prlvate key. A decrypting nethod of received data, first, decrypts an

dte h t t b
R NBxen anthenticgin At Rab! agt %dfe%?“k“ﬁ’éﬁ‘@&“a%“ﬁlﬁ?% ey Kb,

and the result therefromand El are, subjecte exc Y bt ai n
R Fexalibiys GR tengbigin B (tbéxAUE@IﬂscaHSBr%%‘ge i §B) OLbEses,

aut henti cati on key Kab, and the result therefrom and E2 are subjected to
excl uRvovaq;cﬂi) SB? thisaainRd(drk . codutibied wiitabne transmiteé hnymedpasﬁ b) out
of Ra, D (b) thus obtained are coincided with one transmitted by

.B proﬁﬂﬁgﬁﬁ‘%%gicaﬁghs]?’%% tda$ tihgﬂﬁeﬁ Aidnenticates that Ais valid. Next,

essi on ke ses used after. authentication

. (Produci n hod: . To use the rando u ) Ke8SoRr €.
encrypt ed {PIBAUESS 3sFHTIh tggﬁ?gbgéiboen-qgg ?’ﬁ% ?Hﬁ;[ he CB%ﬁnDde
of DES: and are returned to A A, WhICh recei x‘)&d elg above data%(1
dect y(Rmdubing metleid: b -dae ﬂldagand@ﬂl number). Ahege S IOSESEY GREDYPH
decrypting nethod. of the received data is, simlar to the_ decrypting
prac e§§ ﬂnﬁf order dﬁh%gnlzﬁlthbﬂﬁﬂtwmkeynl(alem ithe iEBCdutaalel- of DER R@Ht#%€at i on
is nmade If Rb and out of Rb, Ra. and Kses thus obtained are, coincided.
- with one dto nsmtted by A \Wen, passed the authentication, A-

- aut heft PE%C[ hat .B. is valid. After authentication of mati ng parties
each ot her, the sessi on

cohmruni cat PenAHER TEC6H ﬁpgK Zgﬁgﬂe a'a%zex d (%%rﬂ)ts CAETREREA! AhtaS 5 ahe

-authentication key Kab: A decrypting method. of the received data is similar to-the. - . . -
- decrypting process .of: B, which is-therefore omitted in-its detail..Authéntication is- -~
made if Rb and Ra out of Rb, Ra.and Kses thus obtained are.coincided with one -
.+ transmitted by A. When passed the authentication, A authenticates that B. is valid:
After. authentication of mating parties each other, the session key Kses is used as a-
common key for secrete communication after authentication.
. Where invalidity or uncoincidence is found when the. received data are
| authenticated, processing is interrupted as a fajlure of mutual authentication.
In the above-described authentication process, A and B co-own a common
authentication key Kab. The common authentication key Kab is distributed to a
.devicc using the enabling block key (EKB).

For example, in the example shown in FIG. 12, there may be employed the




Where invalidity or uncoincidence is found when the received data are

aut henticated, processing is interrupted as a failure. of qggH@b 05 ,
authentication. In the above-describgg authentication process, and B _
co-own a conmon aut hentication key Kab. The common aut hentication key Kab
is distributed to a. device usi e ' l.ac : :

ex arrpICQPSti‘Wt“toﬁ'emeW QUL ﬁﬁvﬁﬁ of L@F{h% Ot%%?%b hgﬁ)et? ﬁ@y%ggg%trl%ﬁ?a]ée g%abls July
2005 37 constitution_ in which out of or B, the other crypts. a

Ut heanloan trblinsykenblocknaH) aasResbb X SyoRroBE 1 BREIIo BRI yeY
produci ng a decodabl e enabling key block (EKB) to transmt it to the

ot her bleuk (BEB)ORS trahsihiton tortherithar, sort thier dommitution gnodbisdsa dhird sty ng key
bock (EKB) 't hat can be used by both devices A and B for the devices A and

B to PGS fillef a@%ﬁﬁkh@@@ Jﬁ%?cbfybbhﬁﬁartgbbbmgddw&esmaaid B(fBK. B)

pr odu Istribute it. "FIGS. 13 and 14 show

sedror 1 ces A "B to di s FI GS. |
BT itk AeyiceF Ayt dblo FacgpL R abiheaticBfon e RIb PR b SV &

13 shows an exanple in which a. decodabl e authentication key Kake

- i.s. di(EKB pprogliced faethecdevioes A1 B o disgibyadt-FI' G .14 -shows an-= .~ exahpl e
- in'which the, device 3 out.of:the.devices 0, 1, 2, .3 is revoked _

- to-di-stri by 13 daebdadl ehawt hemniplasi of Key: comstintignt fre wdi¢lkeano,” 1, ~
2. In the exanmple-of FIG 13, a node key K(t)00 renewed using a node key

2, Pl g bl s s tyad, by
A ehabhingoken ipsELERES. 1161 VES Shots An' EREMHe IRHIAY o dobBBabiBl Mot -
* authentication key Kake is.distributed to devices 0,1, 2, 3, and FIG. 14 shows an:"--

.. -example in which the device 3-out.of the devices 0, 1,2, 3 is revoked to-distribute a-. .+ .. -

- decodable authentication-kejz:to only the devices 0, 1, 2. - .

In the example of FIG. .13, a node key K(t)00 renewed using a-node key and-

. a leaf key in the devices'0, 1, 2; 3 is produced and distributed, by producing a
decodable enabling key block (EKB), along with data (b) having an authentication
key Kaka decrypted by a renewal node key K(t)00. First, the respective devices, as . -
shown on the right side of FIG. 13, processes (decrypts) EKB to thereby obtain a -
renewed node key K(t)00, and then decrypts an authentication key: Enc(K(1)00,
Kake) encrypted using the obtained node key K(1)00 to obtain an authentication key
Kake.

In other devices 4, 5, 6, 7 ..., even if the same enabling key block (EKB) is




shown on.the right side. of FIG 13, processes (decrypts) EKB to. thereby

- obtain a renewed node key K(t)O00, .and then decrypts an a:i?ggggoggti on key:
Enc(K(t)00, Kake) encrypted using the obtained node key to obtain

an aut hentication key Kake. In other devices 4, 5, 6, 7 ..., even if the

same enabling, ke |.oc ) 1s 38.18 July..20 r ' , key
K(t) o@e%ﬁ@%ﬁacaﬁj r]%f'd/l;gi‘i f@@%ﬂiha{oﬁmﬁsy%% ﬁ%%&%ﬁ%ﬁg t"r‘?tééﬂg?@’?%@ an
.authentication key can be sent to only the valid device safely. On the
ot her thxaefhret he askempicetion key Ganbe sent 4o oskahs wlihdericesatidyi he devi ce
is, for exanple, revoked by |leak of a key, the device 3 in a group

surrounded OpYhé hehsoriRll theanRngileFBGFIG3 1dr dac exampdedndabicd andid i ng
key block (EKB) with respect to, the only menbers. of the other group,.

that is,.the. .deyi ' i ] '

cnabl (y4edsy FGReTRkeitvoked LAk of LR BBk S B B e 1
FIG 14 ted by th de. k K(t) 00 di.striput ed. .
o s et B T i Gt S e R b i,
devices 0, 1, 2 obtains. an- enabling node keﬁ (K(t)00). by decrypting

. procegsspisi ng. the bulyf ndemybars. of tisdethiceygionpe dhaty is, tthel deviesnl), dhe® f&icei ved
enabling key block. Next, . the devices obtain an authentication Key Kake

by de%ﬁs}t%hﬁantfgﬁ% vai!ﬁgt(t}; @n eﬁaﬁliﬁg\ﬂe?aﬂoék-(EK? and (byuart hethentieatign oup
0

shown- in FIG cannot "obtain a . . fenewal node key (K(t)00) using a

1 ccer #8Y OGHR RuPR I, WBGIHSRE e RACILL (REORY) i AR 1oy
K 00) e s R 1 e el BRE RS SRR, el T
aut hentication key for use. .. . . . .
..+ devices 0, 1, 2 obtains an_enabling node key (K(t)00).by decrypting process usinga. -
.72+ - leaf key or a node key owned-by itself from the received enabling key block. Next; -
the devices obtain an authentication Key Kake by decrypting made by K(1)00. . .
The devices 4;-5, 6... in the other group shown in FIG: 3 cannot obtain a-
-renewal node key (K(t)00) using a leaf key.and 2 node key owned by itself even if
similar data (EKB) is received. Similarly, also in the device 3 revoked, the renewal
node key (K(t)00) cannot be obtained by a leaf key and a node key owned by itself,
~ and only the device having a valid right is able to decrypt an authentication key for
- use.
If distribution of an authentication key making use of EKB is used, only the

valid right holder is able to distribute a decodable authentication key safely with

less data quantity.




If distribution of an authentication key making use of EKB is used, only

- the wvalid right holder is able to.distribute a decodabl e1§%|g@%gcat I.on

key safely with less data quantity. ;38 July 2005 39 [Distribution of

content key using:a public key authenfication and an enabling key bl ock

& publ i LGSR PaEPBR At o | ey aelELIIoR by i v 1O

described. First, a nutual authentication nethod using an elliptic curve
encrypt i on emablig-ksiytblpehgEKB)whi ch is a public key.encryption system
Wi ll be described with reference to. FIG 15. In FIG 15 ECC is used as
the public Jeycefttlondhiz0hs Yistfbutibitpraoyss of shecontent Koy useg aapublénig as
it is a public key encryption systemsimlar thereto. Further, the key size
need not be, 1 L{ Sim i i YHIE Dt BEschdRAO iR TRET
Rb. .. H(C.Y a tﬁxcgﬁg%t?{ni ‘r‘&nc():I %\ ﬁaér?risaﬁhtng %(i)fr tlgﬁik @%Fch received it newy
produces the. random nunher Ra of 64 bits and the random Hiars.
smal | gnutushmutheaticalipg Mathas uging an ellipfic guiyg; ‘?JICI)SB‘?%& °rxp f@'@ﬁégﬁ%@a- by
maki ng a base point G Ak tinmes. is obtained to produce an el eci;iﬁnig

t(?;l; Yl .o

'si gnatwihighAs aPublid kdy ensyptiontsysian,oal] badesoribubwiihnsierence

coordinate), which is returned along with a public certificate of Ato B

In Ralnam?ﬁp_s, HCEOR Gidiphs iR pudlic qevdimayption spdtehi, ttmt ahy system may - -
respectively 160 bi

ts, and therefore, an electronic signature with respect

to 448 bits,in total .i; 146 ' ; |
—cort i ek RO 1045 pIEHEREy RBE SERE AR PRI 0 oc i ¢

Coi nc krycsiza meed ot sk 65 bitgotn GG 45 AR, PRoiEss ol sbnff b 0en
of 64 bits to- transmit-it:to. A. A which received it newly. produces- the. random = - :
o :.number Ra of 64 bits:and the random number Ak smaller.than the prime number-pi- .~ =" -
And, a point Av = Ak x G ébtain‘ed by inakiilg a base point G, Ak times is obtained
:+ ~to produce an electronic signature A, Sig with respect.to Ra, Rb, Av (X coordinate - -
and Y coordinate), which is returned along with a public certificate of A to B.In-Ra
ahd Rb, X coordinate and Y coordinate of 64 bits, Av are respectively 160 bits, and

‘ .therefore, an electronic signature with respect to 448 bits in total is produced.

- B which received the .public key certificate, Ra, Rb, Av, the electronic
signature- A. Sig authenticates if Rb transmitted byh A 1is coincided with one
produced by B. As a result, when coincided, an electronic signature within the
public key certificate of A is authenticated by a public key of an authentication

office to take out a public key of A. The electronic signature A. Sig is authenticated




public key certificate of A is authenticated by a public key of an
authentication office to take out .a public key of A The g @tjoggl c .
signature A. Sig is authenticated 184guly 2005 40 using a pu Iic key of A
taken out. Next, B produces the random nunber Bk which is smaller than the

prime__nunber k x G obtai ned by maki ng a base point G Bk
ti mes U8 %BPBF%A‘&YP?%O qe ! an el ectronic signature B. Sig with respect

to Rb, Ra, By (X coordinate and Y coqrdipate), .which upne

al ong wi t h Nepul} progueses therandpgynd Bﬁfj{1 wﬁhcﬁ ?'83 ?rvie}?fltn LH% g i c key.
certificate, Rb, Ra, Av, the electronic signature B. Sig E

aut hemiuingisdr AfpﬁhattB‘ans Bk xe@ dytairRd By roakingi @@@swwb eB dilBgs ded by
A. As a resu t when coincided, an electronic signafure within the (ﬁ£Ub| icC.

key C%'Bﬁé]ﬁb&%ﬁ)e%x%fdu ﬁﬁ)@l‘é&ﬁ@ﬂfd §gh9ﬁ11@)ﬁ aSpubiitc rdspgcofo Vb, R, Bnt(cat i on

fflcetotake eyo B. The electronic signature B.:Sig. is

t hent bl f. t t. :
of - an epEnRlmatds Vg sapliiBeleh iMfeflis SAREEN G A Aohe kit pebleRke e "

valid: Were both of them have succeeded for authentjcation, B conputes Bk
. x-Av- cegifictderif B.s the: random nunmber, but Av is the point on the elliptic
curve, scalar-tines conputation at the point on the oval curve is
.necessary.)A which Aeceiospiuttespakliz By cantificastes RiheRaowdy, 8ie BIGAIWHC t he X
coordi nate of these points as a session key for use for thereafter

P 'Com@ﬁéﬁfdlfégB(. }ﬁ}lg@foﬁ GOMPRNCKRY if 908 rapkined Dy Be isrooinckdzyd witdy e i on of

64 bit course, a session key may be produced. fromthe Y
L 00 d.lpr}gﬁuceda ™ theA(s:O:c? T4l ulf} & heﬁegolﬂefdeﬁe ah8lectronic signafire within the

.. public key certificate of B is-authenticated by a-public key of an authentication -
-, -office to take out a:public key of B. The electronic signature B.:Sig. is authenticated
.-..using a public key of B takcil out. After the authentication of an ¢lectronic signature.. -
.- has been succeeded: ; A-authenticates B to be valid.

Where both of them have succeeded for authentication, B computes Bkx Av.

(Since Bk is the random number, but Av is the point on the elliptic curve,
scalar-times computation at the point on the oval curve is necessary.),-and A -

computes Ak x Bv, and uses the lower 64 bits of the X coordinate of these points as

a- session key for use for thereafter communication (where a common key

| encryption is a common key encryption of 64 bit key length). Of course, a session

~ key may be produced from the 'Y coordinate, and the coordinate need not be the

lower 64 bits. In the secrete communication after mutual authentication, sometimes,




- lower 64 bits. In the secrete comrunication after nut ual18ajd'tyh2eor?t5i cation,
sonmetimes, 18 July 2005 41 the trapsnission data is not only encrypted by
a session key but is also applied with an electronic S|gnat ulggd
aut henticatlon of an electronic SI Bgraese@glomkdyehﬂﬁ sat! Py ere the
recej eﬂaﬁiﬁhﬁ;s}dmdaﬂalldlw YGH‘&%’ nci dence is found, processing is
inte upte authenticati due to a failure of nmutuon. FIG 16 shows an
exanpl e of td.on process of content keys using a public ke
aut héﬁtql‘é‘af?‘blﬁ%tlé\%gn enabl i ng key bl ock(EKB), ﬁ{u% & hananti s oht i on
hi. process acco ﬂ' NG, th&ntidiicaubt ian Seragnicy SEBRT Nl'ai ned referri ng
execut ed bdihgee content provider and PC. The: cont.enti jerrupted
provi der produces a. ? EiR-diMci@enteps ddundngf%ﬁﬁ%tfl&t us whi c% -is a.
cont gk ﬂ@@gnﬂhdsdaiabuw@ﬂ@iyd)eco cording destination, a node key and a. |l eaf
key owned bya re nmedi um toenc 1;[ content  key E( Kcon)whl ch execut ed
encry t| (gatfx argeﬁmmualrmdberv&&fﬂ ®Md an. (EKB) by a session key Kses
produt®d he aut hentication enabling key hl@ek pregess keysweEAEPs,
which is tﬁ d & odrPexaxﬁ@ﬂd@@r {atr@%f‘é’“ Bhtent key E (Kcon) which

‘executed e ayglon renewal node ke ((jEﬁ% epaRt; i+RY aksEenbicatikn ( EKB) )
encrypt %(11 b}%/ yaatft %xsﬂlcgh&?ﬁnd an enabling key block )
. publicke referring to FIG. 15.35.

g to-the public-key system explained T £

_ process: accordin
ider and PC. The: content. provi

ider. produces 2 .
executed between a. content prov

ich is-a.content key distribution,

y-a. reproducing apparatus whi |
ium to.encrypt-a -

: : ing mediu
ostination, a node key and a leaf key owneéd by:a recording | |
- | y a renewal node. key.and an.

. decodable EKB b

content key E(Kcon):whieh executed encryption b

enabling key block (EXKB) by
PCs, which is-transmitted to PC.
E (Kcon) which executed

encrypted by a session key,

ntication -
a session key Kses produced. by the authentica

ween -'
-process betwe ity

PC decrypts [2 content key

renewal node key and an enabling key block (EKB)] .
7 ducing apparatus and a recording medium.

' its it to a 1ep1O
oafier transmits it toa 1ep
- medium decrypt [3 content key

ing apparatus and the tecording
| enabling key

The reprodua !
~and an
E (Kcon) which executed encryptlon by a renewal node key. @

block (EKB)] to thereby obtain a content key Kcon.

According to the above constitu

tion, since [a content key E (Kcon) which




and thereafter transnits it to a reproduci ng apparatus aftfilddy 2&r di ng
medi um edi um decrypt The reproduci]ﬂ{nz'g3 apparatus and the recording ma
n

content key E (Kcon) which execute cryption by a renewal node key and an
enabling key block (EKB)] to thereby _obtai

a -eptrkey sk aEKBEcor di ng
to theﬁgo e cﬁg{b}gﬁgﬁi@na rshewel padéme?ﬂdqﬁgye%%‘azlﬁgolﬁ%?eMi cﬁ\( 18 July 2005
42 a@* ?%Pi n a rénewal node key and an enabl i ngq_k?e{X }?ﬂ@g‘@id&KB)] de
are transm tted under, %Q%nggm b e aftheniecatlamBeYERd S Between a cont ent
pr ov'aﬁbetran$ml§(§;‘f‘é‘n“§l ertﬁ case where a node key is | eaked, posi.ti vedia ata and
PC for exanple, transm ssion, o gsé’rg{(ﬂe@g Pably Key En@bk@@t.l’?ﬁﬁl‘é‘?r ution of
a prggaap@g@deehym@é@,r@’e&h“bﬁ%eblc ng key block (EKB)] Wile in the above
described exanpl e, a description 2%{9 been nade. of a key nethod for

encr yF%JLS%% %ﬁﬁqataegwatihg}paramsafmaﬁ ‘ication or the like using an enabling
key i (S B) to distribute it, }bhe gons{}ietﬁg%féﬁgggﬁg\i\@&gmmb] ous program
codes are distLi irB6raan codablyiusgnka may be enpl oyed.
That i s, \Aﬂ?‘éhﬁélﬂgérgg%g?rﬁgrssage data by .EKB is use

. ! ; \ . : > . @S2 phegsem this .
is an exanple in code., Thi i bmple, Vi Hbs@ép%g‘@?t}%e&nher el nafter.
‘fore . FI G Wirls® eapefef g brmptt

itution i i i rogram
bling key block (EKB) to distribute it, the constitution 1n which various prog
- enabling

v be employed. Thatis, . . -
codes are distributed using an enabling key block (EKB) may bé employed,

.. code. This constitutionwill be described hereinafter.” ‘ o
B : - . iQ - ted,: 10X :
FIG. 17 shows an example in which a program code 1S -enciyp

e 4 ee .

S .




exanpl e, by a renewal. node. key. of an enabling-.key;blogk (Bk6 to.
transmt it between devices. A device 1701 transmits an enabling key bl ock
(EKB) that can be decrypted by a ndde key and a | eaf key of a device 1702
‘and a program code subjected to decrypting by.a f%r%e%/gllﬂtnode key cont ai ned
in ttlg anabéigﬁgk%@mﬁmﬁb(ﬁomssmgd@w%ﬁ o1 e "devi ce 1702 processes
t he rBE&VEF to obtain a renewal node key, and further eXﬁ%ggé
decrypting of a Pi)ogrﬁg@"%oqﬁe Qﬁlaﬁliﬁg blodkodeKRgyarshibf RELYE" Sbtain a
progr am cofs. dasgtiPRE AAThI'e shown Tn FIG 17, further, progessi,n% by the
program code obtained in the devi&% tﬂlgol?e oSy a8 X@edd &dyt comtaingdn it HBCT esul t
to t hantfjestedetd ABLTYRIARE IFOFETS 3 the device 1701 furtherb;&nti nues
processing on the basis of the result. As.descr] veapabheof 2l ng key
bl ock ﬂgﬁﬁﬁ) RE¢ bk (}EK@)mdwEbUWbWQEEe@ﬁ ?ﬁfdtégﬁly%%ng ppr ocessing by the
rene noc% key contained in the enabling key bl Ofk c&%@olaﬂfe gﬂoﬁbri but ed
wher eby %ﬁr(ggﬁgrgpggﬁﬁ; aévieblcan te distritgited de ihp FRECTPH 5edi Flcodevi ce can
- be di EFPIRE o*the specific device or the group shown in FIG 3, .
[Constitution for_ causing ICV. Integrity Check Value to correspond to a
.1 r.ansishewinoin &t 2nt ] Next, “a description will be nade of the. &ggeéssi ng
constitution in which for . preugnt | ehbbeavilos tof carrcspn ) 4he
integrity. [CJNBﬁtMﬁ}mefO( Ic@vfi’ln'g'sﬁ\pgﬁojll}ge&ﬁt?oéh%orrespond to the content, and
t he presence or absence of the falsification-of-the content .is judged by
conput i ng | {Dhsolisgionnécagently check value (1CV) is,” for exanple, conputed
‘using a has . o in which for -
| Next, a description will be made of the. processing constitutl

i i is produced to - |
. preventing falsification of a-content, the integrity’ check value (JCV) 1s pr

£. the falsification.of the-

-correspond to the content, and the presence or absence

. content is judged by computing ICV. e
The integrity. check value:-(ICV) is, for .example, computed using a ash
| | i CV = Kicv,. C1,
 function with respect to the :content, and is computed by ICV =hash (Kic

i i ation of a content, and a
C2,..) . Kicv is an ICV producing key. C1, C2 are inform

i i io _content -is
message authentication code (MAC) of important .information of the

used.

FIG. 18 shows a MAC value producing example using the DES encryption

ituti age to be an
processing constitution. As shown in the constitution of FIG. 18, a messag

i jvi : M1, M2, ...
object 18 divided into 8-bit units (hereinafter, the divided messages arc

jal value (hereinafter, IV) and M1 are subjected to exclusive OR

MN). First, the init




function with respect to the content, and is conputed by |ICV =hash (Kiev;.
Cl, C2, ...). Kicvis an ICV producing key. Cl, C2 are i1d suiytdddson of a
content, and a- nessage authenticatiéh code (MAC) of, inportant information
of the, content is wused. FIG 18 shows a MAC val ue produci ng exanpl e using

t he c {00 isPM9C RSt NDL GOMut ijhty hODESASnstyphivni parthie edmy tdtut i on
of F::_E%Sﬁg,éagmryéggéagl?o be an obrpj‘ilect is divided into 8-bit units

(hereinafter, the diyide infdushy,, Et hedi ni ti al
_ vaI_uef’{‘ﬁ’é’rfg1r¥$aF§1@g,a¥<\W' @Wg@}ﬁﬁggygjg?%glg%ﬂtlg %1él%@ih\1/ne Ogs)t18 July 2005
44 (result of which is I'1). Next, 11 is intq.a DES : ' rt to
car r y Mt areesubjestachdouskelysiyek SRy H’HFI@{tggﬁft%{r",‘ﬂR% ?agﬁgﬁfl%ﬁ?h?? Eﬁ)
Continuously, El and M are subjected to exclusive OR Qﬁt%Ut 12t f which
is putenh%piidﬂﬁpaﬁ)léfancbi’mﬁy@ypmd psing thedwy 1 {amnanpy B (5hsigatitle Ry 1 (an

out put E Thereafter, this procedure is repeated, and the encrypting

process)n i abhathe- rocekbiagl asplidato allatheessstges.
aut her?tr?%%ilﬁgﬁgcrg %ét?ﬁm%‘. tQﬁeﬁnha hﬁ%%ct i.on fg{s@i?ppl ied to the MAC val ue of
~the content anpd. the.ICV prpduci keyitaareduce. the integrity check..
val ue Thedgpt ENd %Wémﬁqtﬁ?@a?%%%dcee%%_ . a content is produced for
which the fact that. no falsificatiagn | rese is a red,i sgpar ed
With 1OV prBtubash Gmetie Seappict to e MAGHYUNE oF the e i fEW
is.obtained,. the fact that the. content is not falsifjed. is assT{:S;j,' _
and. ifrodh&Mgl Reglitof prathice {ludreptityt icheck avading ideM)onf ithe godldht ' made.
. [Constitution Tor. distributing a producing key Kiev .of.the check val ue
(rev) prbdugé/d SR a content is produced for which the fact that mo falsification 1s. ..
. present is assured is compared with ICV produced on the basis of a new content. If .. - -
the same ICV is.obtained; the fact-that the content:is not falsified is assured, and.if = - .
ICV is different, judgment that falsification is present is made. . :
i [Constitution for distributing a producing key Kicv of the check value (ICV). .+ .- - *
by EKB] +
Next, the constitution in which Kiec which is an integrity check value (ICV)
producing key of a content is sent by the enabling key block will be described. That -
is, this is an example in which encrypted message data by EKB is an integrity check.
value (ICV) producing key of a content.
FIG. 19 and FIG. 20 show an example in which where contents common foa

plurality of devices are sent, an integrity check value producing key Kicv for

authenticating the presence or absence of falsification of these contenis is




Next, the constitution in which Kiec which is an integrity check val ue
(I1CV). " producing key of a content is sent by the enablingi&ayybogk w:ll be
described. That is, this is an exanpbfe in which encrypted nessage data by
EKB is an integrity check, value (ICV) producing key of a content. FIG 19
and Fld@trotaBy RS caxBlipg kel hlvtk (BKEeFeGc dftsbows aperampleonavhighu al ity
of devices are sent, an integrity check val ue produci ng key Kiev for

aut hent i cat oY 8y $4 fiseabited tofdeviees®, dodt ent s
s T8 PGt B B (ke "Fi G 10
shows an exanple in which a decodghl e Jjntegrit h v if1g key
Ki cv i aaddiiG il ghows a&é’\ﬁaEngé? e ,ﬂ!le g?glgﬁd?/ Eﬁ'd%% S \}gﬁ%spg’gﬂg(a?ml ein
which the device 3 out of the devices 0, 1, 2, 3 is reyoked, .anﬁja
decodablevdltd anidtay detmtibly integrity canaki vajur @Foduang keyolkigy IsulisEPuted only
the devices 0; 1, 2. In the exanple of FIG 19, a node key K(t)00 renewed

usi r_‘g--ﬁ-dh?? &ayveed o, 1a2! eaf key owned by the devices 0; 1,.2, 3 along
“WwWith éata b) having a check value producing key Kicv encrypted by a

e oA A P Mo i ke, e

key bl ock  ( He T FI'G 19,  the respective
devi.ces first process (decrypts). EKB.ta therepy, obt.a 0 ,!gg ¥
“K(t)0®& b@éﬁl‘%&“éﬁ%ﬂ'?ﬁﬂg‘éﬂ?&ﬂp@ﬁj}?&eég épﬁoagcﬂggkia@%@eﬂ?‘%%u@?eng: Eklgs
Enc(K(t) 00, Kicv) encrypted using the obtained node-key K(t)0Q to..optain.a
. check.prodating Repddiimgncrypted<byva rshewvel soderkaje(©EY are distgbuted Dy S
cannot obtain a node key K(t)00 renewed by processing EKB by a node key
. and agigahicigya aMeedibl éhsting: Rveblbdk (BEB)RMEs shown on the right side i
. FIG. 19, the respective devices first process (decrypts) EKB to thereby -obtain a
..node kéy K(1)00 renewed, and subsequently decrypt.a check value.producing:-key: - = "+
'Enc(K(t)00, Kicv) encrypted using the obtained node key K(1)00 to obtain-a check .-
- value producing key Kicv.
Since other devices 4, 5, 6, 7 ... cannot obtain a node key K(f)00 renewed by
processing EKB by a node key and a leaf key owned by itself even if the same
- enabling key block (EKB) is received, the check value producing key can be sent fo
only valid device safely.
On the other hand, the example of FIG. 20 is an example in which as the
device is, for example, revoked by leak of a key, in a group surrounded by the

dotted frame of FIG. 3. produces a decodable enabling key block (EKB) with

respect to the only members of the other group, that is, the devices 0, 1, 2 for




enabling key bl ock (EKB) is received, the check val ue produci ng key can be
sent . .to only valid device safely. . On the other hand, the1gyaypbesof FIG
20 is an exanple in which as the devbsce is, for exanple, revoked by | eak
of a key, in a group surrounded by the dotted frame of FIG 3. produces a

decodapl s RRRR. AR iR 8K anFRbIHg! Rey 1956eCEKE dftb (bnhychrelibetse of ¢ he

ot her group, t devi ces 0, 2 for 18 July 2005 46

di stri butj on. t avi ng (a). ag.anab| i greheck
val ue PISABEIS Egymcfié@@‘%ms%méi ?HFF%%yggéﬁegkﬂ?%t%%ﬁ?;efgg(ﬂgg)e key
(K(t)00) are distributed. On the right side of FIG 20, the decrypting
pr ocedlisrittgedhown. First, the devices 0, 1, 2 obtain a renewal node key
(K(t)00) by decrypting process using a |eaf key-or a node. key. owned. by

itsel f fronDhh@ergski vidd ehBbG A0, Kisey dbexypkingNevoicedure, is. shovwis Hiast dbe
obtain a check val Ue produci ng key Kiev by decrypting nmade by K(t)00. The

devi ceg_4; , 16n. Bt ol O b -deChfpting: pRovesd ushigaan a .
- rene‘g\%ﬁlc%ogé1kgyo?tﬁt¢f0%§eﬁftsapﬁlgdg i §a¥ﬁgzg/manﬁd g n}?der%. ﬁey owned by
itself eyen if simlar dat EKB) i i s.received. Simi.arl Nexihe
-devi cdeaf kKgy S emoqde; Y e ﬂy-ﬁ%ﬁg ’i(%ﬁ%" (‘iefg‘(d?)edc%a{’[r%g?éﬁ%?’o Itogg'n%]gxﬁy a
| eaf key and a node keﬁ, :-owned by itself;_ _and only the de igemﬂ hg a .
~val i d theglavices ehithin 2 chedevslye mﬁduwgmm%dﬁﬁéﬂlagénﬁ cOy RO
di stribution of acheck val ue reproduci ng key maki ng use of EKB is used,
conly the vairhg devidds Hosder...iin el ethieo glosp rshbwtnei FiGc Sdeanimot et dal ue
produci ng key safely with | ess data: quantity. ) _
. . T.renewal node key (K(t)00) using a leaf key and a.node key owned by itself even if
.- " similar data (EKB) is.received. Similarly, also in the device 3 revoked, the renewal - - -
- node key (K(t)00) cannot be.obtained by a leaf key and a node key, owned by-itself; -
-and only. the device having a valid right is able to decrypt an authentication key for- .. ..
use.
If distribution of a-check value reproducing key making use of EKB is used,
only the valid right holder is able to distribute a decodable check value producing
key safely with less data-quantity.
By using the integrity check value (ICV) of contents as described above, it is
possible to eliminate invalid copies of EKB and encrypted contents. It is supposed
that for example, as shown in FIGS. 21A and 21B, there is a medium 1 in which a

content C1 and a content C2 are stored along with an enabling key block (EKB)

capable of obtaining content keys, which is copied to a medium 2 without




By using the integrity check value (1CV) of contents,as described above, it
is possible to elimnate invalid copies.of EKB and encrypggdyoposents. |t
i s supposed that for exanple, as shawn in FIGS. 21A and 21B, 'there is. a
~medium1 in which a content Cl and a content C2 are stored along with an

enabl | ng,dif¥a B 9k i FERibicGaRAPLERD AR shatype-denents, kdich cambelustd

copied’'to a nedi out uly 2005 nodi fication. It is possible
to copy EKB and engﬁ%&gd conte whi ch can be used in a device capable
of decHydEFRFCERBA CGEPURY d a constitution in which as shown in

FI'G 21B, integrity check values (ICV (O, C2)) are.s e%( orrespandi ng
t o cont ent sThempé pyositiod edcoustitutipe inespidy ﬂ%é}’ﬁ’é’éﬁ H %%Efe 1R n?e@qﬁyCZ))
shows. I CV = hash (Kiev, C, C2) which 1is an integrity check val ue of

cont entige KOFRAHES @rvi((tq,-mg% hasdiofddedrrespondiigt cadanisyroptripstbreddn
content C2. In.the constitution of FIG 21B, a content 1 and acontent 2 are

Proper iy SLBLEHd e TRONEY JC130%)) Bhagirew chierk (rabypel( Loy wiith  C2))-

pr oduc SIS o nt ént and "t he cont are Stored.

-Further, a content Iis properly stored in .the nmedium?2,. Lptegrity:
- check irapndategray chack )’g]}S‘Po‘b‘{JEéﬂtGH Pﬂ’%‘%%‘:ré@mg‘%e?hg%}h?gﬂ?@@ ]?stﬁgt or ed
therein.: In this constitution; Assune that (EKB,. content 2) _stored in
t he mecontent(d1sand phe dontent K2. dadhareopstitutinmof Flon&1 e coRtenr L ah ent
check value is newy produced; ICV (Cl, C2) are .to be produced, so, that
it bece&manpizvaireg%oﬁé}gt stofed fefiRnelifamIKiagd-in(egiity sheclestalues IGY. (&Ui um.

t

fal sifying of contents and storing of new contents due to the invalid copy

T eGP Ao f B R Ll e et O e o
, gg:ﬂg: g%feqtﬁgé‘éﬁgggﬁga&rg dlgﬁﬁg n!]e fudl A ta}qg anr jonrteeéjritly%eékf vAaks (ICcvV
-+(C1)") produced ‘on the basis.of the:content C1-is stored therein. In this constitution,--~ -~
Assﬁme that (EKB,. content 2) stored in- the medium lis copied 1o the medium 2,7 - - .-
when in the medium 2, a content check value is newly produced, ICV (C1, C2) aré' K
.to be produced, so that it becomes obvious that different from Kicv-(C1) stored in
the medium, falsifying of contents and storing of new contents due to the invalid
copy are executed. In the device for reproducing. media, ICV checking is executed
in the step i)revious to the reproducing step, and judgment is made of coincidence
- between the produced ICV and the stored ICV, if not coincident, the constitution in
- which reproducing is not executed is provided to enable prevention of reproducing
contents copied inva}idly. _

- Furthermore, there can be provided the constitution in which for enhancing




whi ch reproducing is not executed is provided to enable prevention of

- reproducing contents copied invalidly. Furthernore, therqB?@?2@g5provided
the constitution in which for enhancidig 48 18 July 2005 safefy, the
integrity check value (I1CV) of contents is rewitten to produce them on
the bagistyothd ﬁheghgc Exelikngalae (RO &3 cokhaiitsiis rewhittenconmoidtiat ithemicn t o
make conputation by ICV = hash (Kicv, counter + 1, Cl, C2, ...). Here, a
count counter .+ 1) Ls.set a I I N: Whiy € 4 [ de
ever yelj’gvv&)??lf; na% ‘f]?tai L“Chﬁ%lilgs a a??ﬁ‘?t\g?'h :113“ eajt alsmg%qi({b&? tlliolﬂnﬁ{nﬁ qﬁkqfioc ﬁﬁgﬁ%ou nt er

value is stored in:_a. secure, npenory. Further,_ in.the constitution.in

whi ch edaputatiegr by ylcKezkhashy (Biqv, CSPUTBET e dmtGht 6% 5 ahiiZt BeCQifhd i n

t he same medium as contents, the integrity check value (1CV) of contents
is st qicednier. & 13 épadtaisea weliieimwhiehronexacptaent isttorde cvetyereveiting Kddred in

‘medi a which take no neasures.to. prevent copies such as: a. read only
menor ynecf%&sd}?r@;ha%)’a tclaﬁétguﬁbﬁ- inl Wi IS chihter Walue iHRtoretlein. hhseourd egrity
check 'val'ue (|l is-stored 1n the same. nedium rewiting. of the.ICVis
done by. an invalid user, failing to maintain the. safety of ICV. In such
“a-casd®Mi¥e can. ‘be provided-the constitution in which ICV is stored in a
safety nediumon a host machine, ,and | CV is used for copy .congr (for.

. exanpl e, chBeithern in- ghiccenstiftiogy e )which ihfeﬁ@ﬁﬁ“@hé%‘fséﬁs‘g‘?lgené;g@e%nt' of

CV and checking of . falsification of contents. . The above constitution

i 5. shawhtémtsFsGanddt benstbidd iRthe someantdivnm esstantents, the intagdhushedo1
whi ch .takes no neasures for preventing copying such as read

‘value (ICV) of contents is stored in a separate medium. . .

For example, where.contents are stored in media-which take no measures.to.

.+ prevent.copies such as:a read only memory. or normal MO; there:is. the possibility ...
_that when the integrity check value (ICV) is-stored in the same medium, rewriting.. -
of the ICV is done by.an invalid user, failing to mairtain the safety: of ICV. In such

-a-case, there can.bé provided the:constitution in which ICV is stored in a safety.
medium on a host machine, and ICV is used for copy control (for example, check-in
/ check-out, move), to thereby enable safe management of ICV. and checking of .
falsification of contents.

The above constitution is shown in FIG. 22. In FIG. 22, contents are stored
in a medium 2201 which takes no measures for preventing copying such as read
only media or normal M('),. and the integrity check values (ICV) in connection with

these contents are stored in a safe media 2202 on a host machine to which a user is




~a constitution in en a device on which a nedi a

only nmedia or normal MO, and the integrity check values (I1CV) in connection
with these contents are stored in a safe nedia 2202 on a1§9§1&2€6§hi ne to
which a user is 49 . 18 July 2005 not4%al | owed to get access prevent
sinvalid rewiting of the integrity check value (I1CV) by a user. If, as
such %&Oﬂ%de&b%‘;\tﬁ?ﬁc@ﬁsﬁ pR&EnakAYAId e riengel the in Ingym vauende of
ich wh 201 is nounted

execut epr.oduci n f the diag 2201,. 8 r ich.| host
machi HACYIEBY: ds Sxdleck g Sl o LoBithuiol FaRseBafl el Mol isipt®,
reproduci ng of invalid copy contents or falsified contents can be ..

pr everneployment] isamagdergf &icapshitution: inowhaeh avhanes Q%E’Fﬁecﬁp Wﬁlé‘g‘ amedityre] A
description has been made of the constitution in which an encrypted key is
‘const i 2207tk MSuatdl exaucdy wproducing o the madia 2861a P 6t GseBiersvigichds a
root: key, a. -node key, a leaf key; etc., and a : content: key,, an

- aut hend gt hRHIRY ex@RukOlhoBkAGUGE 1OVRY jAlad (Y PIORICORepdaaing the

Like :"are iencrypted along. w _ abl | y“bl ock and

di stributed, .but .a description | ] .nmade herei nafter of . L
const i FPREPHFIPE %P%ﬁ“fgc %Fﬁ?‘éﬁ?%% P"ﬁ§‘§§ ﬁopffdﬁﬁpin \iﬂgipct,%wa{éef&nés a node
key or. the like is classified every category of devices to execute
efficient kiyategoevslassificatéen of a hiearshicaeldreeftrestyisli-but i on; and data -
distribution. FIG 23 shows one exanple of classification of category of a
hi-erarehi cap ddscgiptivhrhastbiees made 6f the 2dnstautionin kehicikkaoencegiitdikeygst on

- the uppernost stage of the hierarchical tree structure, a node. key 2302 is

set i ncck{a&?%ﬁtgheﬁﬁqﬁg{a cszlﬁfzﬁlgﬁsf: ?Elg.‘(flllrel kvg)lf/g?!ﬂ@%.isﬁcﬁ ek 4 RobthRey,omest -

st age. evi ce ea and ~a series of node keys

o S R K Mg e P Sl SRS 12 ey o

- producing key or.a program eode, data:or the like'-are. encrypted along -with-an. .-
.enabling key biock and distributed, but a description will be made hereinatier of the .

" -constitution in which:a. hierarchical tree structure which defines a node key or'the .- -
like is classified every category of devices to execute efficient key renewing process, .
encrypted key distribution, and data distribution.

FIG. 23 shows one example of classification of category of a hierarchical
tree structure. In FIG. 23, a root key Kroot 2301 is set on the uppermost stage qf the
hierarchical tree structure, a node:key 2302 is set in the intermediate stage, and a
leaf key 2303 is set in the lowest stage.. Each device holds individual ieaf keys, and
“a series of node keys from a leaf key to a root key, and a root key.

Here, as one example, nodes from the uppermost stage to the M stage is set




50 18 July 2005 as a category node 2304. That is, each of nodes on the M

stage is set as a device setting node of a specific cat eggré. %ges and

| eaves | ower than the M+l stage are 5@akén as nodes and | v @ in

- connection with devices contained in the category thereof with one node in
~ the Magtaggtcgsranbde 23041 Thxaig|cachafcaddgooy thobiutagesisi it asta ddewark)] is

set to one node 2305 in the Mstage of FIG . -23, and nodes and | eaves

~ provi g@ﬂiﬂgg}(g@@e of H%e&ﬂﬁ: &Rgfo . %d&rﬁdsﬁﬁvtéilcﬁﬁém%xhémhﬁta@ mge nodes

or | eaves nt ar ni vari ou vi ces usl ng e menory stick. That is,

t hose bel ow the, node 2305 .are defined as the gatheri.ng, .of..no0 d

| cavedilisnge e S Adnasnceo R (G Eaenlinen R i Ese Ry
stick. Further, a stage at a | evel below several stages fromthe M stage
can be¢heareof vdth one neddic Hicebstpgeeda t206. For exanpl e, a node of

- [ Reproduci ng excl usive-use unit] 1is set. as a sub-category. node contai ned
in the cat qgreka@iple g ciRBofe [Meay stik (trRTBiark ] st to oaaoddct2BDSst ages
bel ow a category. [nmenory stick] node 2305 as shown in the figure.

. -Further , A~ tel ' : I faleFi AN 303N . ..,
*cont arh2E M e S A BSRRES A BN By A8 o e
node 2306 of the reprod];lci ng exclésive- use uninﬁw.as a sub-cﬁt eﬁoréls de, and
a [ PR} Shba cotEeriRIcIS[MSOYIeaBPECT BF VG OIS ¥BEOUH AP RIS t e
category of the tel ephone with a nusic reproducing function can be set

t her eltied avembry stiek., Thatds ctirosg drejowrthesitsiec A3y ard ggﬁn% apdhe gathesgon| v at

"the kind of devices, but also at nodes nanaged i ndependently, for exanple,

. maker gf rddel HkNMcabds dskodidiyd 80P depievdetied i ged titegent obtigamemoryon or- -

the like, that is, at suitable units such as
" stick.

- Further, a stage at a level below several stages from the-M stage can be set as:
-a. sub-catégory node 2306. For example, a node of [Reproducing exclusive-use hnit].; .
..=is set.as a-sub-category.node -contained in the category of the device using the -~ -
memory stick in a'node two stages below a category [memory stick] node 2305 as
shown in the figure. Further, a node 23070f a telephone With a music reproducing
- function containéd in the category of the reproducing exclusive-use unit below the .
‘node 2306 of the reproducing exclusive-use unit as a sub-category node, and a
- [PHS] node 2308 and a [Portable telephone] node 2309 contained in the category of
the telephone with a music reproducing function can be set therebe]ow.
Further, the category and sub-categories can be set not only at the kind of

~ devices, but also at nodes managed independently, for example, makers, a conient




processing unit, jurisdiction unit, or service providing unit (these wll

- be generally called entity). For.exanple, if one cat egorﬁspi]op%g‘pg set as a
garme nmachi ne XYZ excl usive-use top Abde sol d by gane nachi &Y aKers, a
node key and a leaf key in the |ower stage below the top node can be

st or edyrPidehe a GsiRe R ANIOIganEY At o0 ot e likekeiat pat saiteble ahitersughi ash
distrirbution of encrypted contents,. or distribution of various keys, and

renewal_processi ng. akey. di: i.[u . Loy i Ye eencBAlDEK
(e RraRenr il B RIGIo Bl oE e ey A AR e enee Y and
data that can _be utilized nerely for the devi.ces, bel ow the égﬁl goﬁ? can be
- di stoalledt @ity Fhéor examplatf oreceesrYpreds &get A5 AhEURC HA“ e &4 ow one
node as a top is set as an associated node of the cat eggég or X

sub- cafxetiviveusdedp nede sohkbelmmeraiashine makors; emnodsrlsyi aed adeaf key in
controlling one top node in the category stage or sub-category stage

i ”dep%ﬁg ?&%&’ sRLEHIER 188 “2@ ablik RankRYstoledch thietdanidmachitee X3 7 sokdopy. t 0

distri e it t0 the devic bel ongi ng to those bel ow the top node, and key

renewi ng, can, be executed .w t hout. affect ‘ e devi-arsi nging -
ot nantiaderarien At sdtehRHbb AR S PREId bttt R i ARTCbenO
present invention has been described in_detail w tOB reference 30 f e .
speci Masiansolseysreands rengwaly BrocesingsatspdisHiluted Rrotpswg 8k FaPImE &Y ¢ - ray
amend or replace the enbodi ments within the scope not departing fromthe
subj edlooR (BB ptongtitated by enidei keysnandieal Treyts hddowt the topeBade keyyandi on
has been disclosed in the form52 18 July 2005 of illustration and should

ot DEtNt §laP! Gie el @ili%&él Vﬂ'ei‘elg':ﬂir iR deRcdshBekovh) ibet topratdder cah . bhe -
present 1 nvention, reference should be made to the clains described herein

after... . '
_ distributed.

The constitution can be provided in which the node below one node as a':top
is set as an associated node of the category or sub-categories ,defined,t.,whereby o
makers, a content provider or the controlling one top node inthe categbry. -stage or
sub-category stage indcpéndently produces an enabling key blpck with the node as a
top to distribute it to the devices belonging to those below the top node, and key
| renewing can be executed without affecting at all on the devices belonging to the
" nodes of bthef categories not belonging to the top node.
The present invention has been described in detail with reference to the
specific embodiments. However, it is obvious that those skilled in art may amend or
'r.eplacc {he embodiments within the scope not departing from the subject matter of

-the present invention. That is, the present invention has been disclosed in the form




| ndustrial Applicability As described. above,. according, to the

- information processing systemand _.nmethod according to thq %S'%Eg o
invention, as a content key, an autheéntication key, a con?en check val ue
produci ng key, a programdata or the like are transmtted with an enabling

key bl ofin{skBlonl BndBHBRES Yot N sterpre@sianintivly. Forajutlphe sbe sabjeck, . an
encryption data distribution in which only valid devices can perform

decryptign be real.ize andct dj Ayt S ' n be.
suppr avelir of Hrrdfe S iR RO MR e TR S R
comon key systemor a public key systemis jointly used in a constitution
for trlerem ait¢mg a content key, an authentication key, a content check

val ue produci ng key, a programdata or the like wth an enabling key bl ock
(EKB) using an encrypted key and data distributing systemof a tree
structure, safer data distribution can be achieved. A so, according to the

i nforr@{tdug{}gaﬁr‘@}ﬁ@%ﬂ{bg%fystem.and nmet hod according. to the present

- i'nvention, integri check value (ICV) of the content is stored in a

- di di ing stored contents, or check
reporch o RS U BRTA SCTSSESRLEN Pl RS, SRABheah check.

fraudul ent 53 18 July 2005 distribution of cont (j{gts. Furthefr, acqgording to
‘the - nnethat acsording ts Blenpresonit @eatannas Acenict ksy dpR FUiREHAUGNKEYy ¢ ‘
invention, as a hierarchical tree is classified by each category, and

nodes . apgnfeap¥Reckivgieae protiocingdy, apregedh dytacarctheditecayer tyansreittediwithed 't o

specific devices, the manager of each category can independently generate
_an_enall LAgh1ikE %P 166k (BB fiNdn CnRhyptiitt Rey lcohStitdh@ionCes atrdtestroiate, ol .
| an encryption data distribution in which only valid devices can perform decryption -~ -~ - -
can be realized, and the distributing message quantity can be.suppresséd as small-as " -~
- possible. ..
Also, if authentication'proce.ssing in a common key system:or:a publickey - - -
-system is jointly used in a constitution for transmitting a content key, an
authentication key, a content check value producing key, a program data or the like
with an enabling key block (EKB) using an encrypted key and data distributing
-system of a tree structure, safer data distribution can be achieved.
Also, according to the information processing system and method according, -
to the present invention, an integrity check value (ICV) of the content is stored in‘a

‘recording medium having stored contents or another media to enable to check

falsification of contents or copying. Thus, it is possible to prevent fraudulent




18 July 2005 54 Cains 1. An information processing systemfor

di stributing encrypted nessage data capable of being usedISOJah,yzoiog not | ess
t han one devi ce sel ected, said indivisdual device conprising: encryption
processi ng neans for holding a different key set of a node key peculiar to

each ”@ﬁ?riﬂnflic% bi 86@AefRfdi cal tree structure with a plurality of different
devices as leaves and a | eaf key peculiar to each device and executing

~decrypting rocess on .said e y a ISkidRutgd hRxtiRodlevi ce

using said Eﬁvﬁg%t?cﬂﬁngin“hqﬁés§@§€m§§?§ g?%@%%ﬁ%ffﬁ% neans generates a
renewal node key into which at |east one of the node keys.in r
const i acaazdingy tedbe sprsen @&‘(ﬁ‘é%lone(ﬂﬁnéc]t”@éaf&blcé‘ﬁ%?edilﬁﬁésbé?e%%}%ﬁgﬁgde
which is one node of the hierarchical tree structure is renewed and an
enabl i agek6dy, bindclioddKBad iledeswinddr sdop meteemminaged dy kagh jcategoty yibe ed
with two or nore of a group consisting of a node key or a |eaf key'in said
gr oup. 1;30fL B}HCLREAT_ ARG Stid hitbids ofRaeRIealiabey. cnel ipdgsindunth sai d
renemakﬁﬁ%:eqﬁeég%%agT e Fn’orna?#oﬁ@%Eocessing sy§t§%1accoréﬁﬁb to claim1l
wherein said encryption 0cessi4 nS.-i N, Sai i abt ai sai d
renewaBCRHIAE %9“4@1&&1@“ ﬁ%&%@{]ﬁgag&%@{lhm&@w ngwﬁgéngp%giﬂ? -KkB)  and
executing decrypting of. said encrypted nessage data by the renewal node
key obtained. 3: The information processing systemaccording to claim1l
wherein said nessage data is a content key that can be used as a
decryption key for decrypti-ng . content data. K




18 Jul.y 2005 55 4. The information.processing system aCCOfFQiF']ﬁgrioﬁsd aiml
wherein said nessage data is an authentication key used in't

aut henti cati on processing. 5. The information processing system accordi ng
to claim1 wherein said nessage dgqa is a key for generating an integrity. .
check value (1CV) of the content. 6. The information processing system
according to claim1l wherein said nessage data is a programcode. 7. The
i nformati on processing system ac ey, .ng to claim 1l wherein said nessage
data distributing neans distributes said enabling key block (EKB) and an

encrypted, data conprising a. content key..usable as a dec tion key for
GoorYht i iy dnfortAa P CheSiuieo B St i ibtse SaaRTEl HGHEEe BR ypt ed by

said content key. 8. The_ information processing systemaccording to claim1l
mheNﬁﬁﬁbkhmﬁbmng3§a@@n&auandtkﬁsﬂhux@m@dﬁ@®ﬁ§egﬁﬂﬁkaid devi ce respectively
have an aut hentication processing neans for executing authentication

-processi rgidﬁﬂﬂvi@ugt&éﬁcecdhqjﬁgi@gﬂion of said nessage data is perfornmed on
the condition that authentication processing between said nessage data

b ocessi i yRTa prARGSIR HieAR ol i E HERIY IR et Gt p B R ot
dov{HTIEh 0 GOl 8 HEETEGEaURRE STt QUG MO gen OHREe and
@ St(ieivgcl:]ési erlls? leazllr*:/eéL %n‘gluz{ ea?fol&gf peculiar to each device and executing decrypting
process on said encrypted message data distributed to a device using said key set;
wherein a message data distributing means generates a renewal node key into
which at least one of the node keys in a group constituted by nodes and leaves
connected at subordinate of a top node which is one node of the hierarchical tree
- structure is renewed and an enabling key block (EKB) into which said renewal
node key is encrypted with two or more of a group consisting of a node key or a
leaf key in said group, and generating and distributing a message data encrypted
with said renewal node key.
2. The information processing system according to claim 1 wherein said
encryption processing means in said device obtains said renewal node key by the
précessing of said enabling key block (EKB) and executing decrypting of said
- encrypted message data by the renewal node key obtained.
3. The information processing system according to claim 1 wherein said

message data is a content key that can be used as a decryption key for decrypting

content data.




56 .enahling key block (EKB) and an encrypted nessage data tﬁ9 can.be

: : . , : v 20035
decrypted only in target devices targeted for distributing sai“d nessage
data. 10. The informati on processing systemaccording to claim1l wherein
said hierarchy tree structure inclddes a category group constituted as a
group, with one node as a top node, containing nodes and | eaves connected
at subordinate of said top node; wherein said category group is
constructed as a set of devices that belong to a category defined solely

by &g ki ndTR¢ jafeRMAGEn BrdtieBsing! spstefi ‘ébé@rcﬁﬁﬁat&icmﬁn?fl avheRAAdAg Means.
11. The information processing system according to claim 10 wherein said

T onaPCeasi e} Al plficnliPauaitfey 36 B pfRe FBHOCHBERRLaMhELT. oot cgory
Jo1 by’ byT BeRNFRITBATISNGRAGEBSINE RYHETBACKOSRINE ko CTAR i HHOR: Shkhagi ng
means. 12. An information processing nethod for distributing froma nessage

dat anesagerdataiis mgeyfamgenenating sr dntegatadgecdkavalue 412V of tic twitent. used onl y

in not less than one device selected, conprising: a nessage data
- di stgi butThe iAt@inafiofl cebbing @itéﬁ?%boftﬁﬁg teeyldif ¢ whefdin @fid! east one

of the node keys in a group constituted by nodes and | eaves connected at

E?Pﬁg%@i%qébﬁbg@%gﬁggg&@ ch is one node of the hierarchical tree

7. The information processing system according to claim 1 wherein said
message data distributing means distributes said enabling key block (EKB) and
an encrypted data comprising a content key usable as a decryption key for
decrypting data as said message data and an encrypted content, encrypted by
said content key. ‘
8.  The information processing system according to claim ! wherein said
- message data distlibuting means and said device respectively have an authentication
processing means for executing authentication processing, and
- wherein a distribution of said message data is performed on the condition
- that authentication processing between said message data distributing means and .
said device has been completed.
9. The information processing system according to claim 1 wherein there
exists a different intermediate device between said message data distributing
means and said device, and

- - wherein said message data distributing means generates and distributing an -




having.a plurality of different devices as |leaves is renemeﬂ{mgqgogn
enabling key block (EKB) into which said renewal node key 1S éhcrypted
with two or nore of a group consisting of a node key or a |eaf key in said
group, and generating and distribu kng a nessage data encrypted by said
renewal node key; and a decrypting processing step of executing decrypting
processing on said encrypted nmessage data by using a key set in each
device holding said different key set of a node key peculiar to each node

in %%ia%n?fgae% gﬂ%cg?{)EKB??aﬁd . %hefs@?tea%aséa%ef dAarhRessth berdelt&m%@c h

devi ce. rmat’i on proce ng neth according to cla 12 wherein

sai d; i C i S§: i ncl r node key obt ai ni ng
st eg’%ﬁﬁﬁrﬁ%ﬁ9%%055?%%%%%@&%9@8@%&%9?‘35%@32@@%g of the enabling key
bl ock (EKB); .and a nessage data decrypting step for executing,decryption of
the ¥her ybeantrmaaiden mswgssmeneﬁ@ﬁﬁﬁm@ jedgim 1l Wheggin st mation
processi ng net hod according to claim 12 wherein sa&(d nmessage S}S;t)a is a
conthietarglky tregsthictuef inchidey alsadgarsy graige constitnted ey afgroupewntiponeg t he
content data. 15.- The information processing nethod according to claim12

whenfide 82 doFpeBRIontitiing Sodéh A N aaireatdePat UARSHIIMEIT said

aut henticatio ocessing. 16. The information processing nethod according
to (Cibsl gpéz wherein said nessage data is a key of generating an integrity
checRP Ve (ICV) of contents. 17. The information processing nethod

according to claim 12 wherein said 18 July 2005 ..,.. . 58 nessage data is a
program 3@@@_@11 said category group 18 constructed as a set of dévices that %e?c?ng to

a category defined solely by a kind of a device, a kind of a service or a kind of a
managing means.

11. The information processing system according to claim 10 wherein said
category group further includes one or more sub-category groups in the lower stage
of said hierarchy tree structure;

wherein said sub;category group is constructed as a set 6f groups that belong
to a category defined solely by a kind of a device, a kind of a service, a kind of a
managing means.

.12, An information processing method for distributing from a message data
distributing means encrypted message data cépable of being used only in not less
than one device selected, comprising:

a message data distributing step of generating a renewal node key into which
at least one of the node keys in a group constituted by nodes and leaves connected

at subordinate of a top node which is one node of the hierarchical tree structure




18. The information processing nethod according to claim12 wherein said
message data distributing neans distributes said enabling key bl ock (EKB)
and an encrypted data conprising a content key usable as a ]%e ygé £n key
for decrypting content data as said nessage data and an enc ‘%@ cont ent
encrypted by said content key. 19. The information processing nethod
according to claim 12 wherein said rrszsage data distributing neans and
sai d device respectively have an authentication processi ng nmeans for -

execut i aut henti catio rocessi ng, .and wherei n a stri ai d
rressagenlafaw wh}s@lﬁtmfrﬁﬁﬁp SRt faces i draios s e, @hﬁmﬁwgﬁﬁﬂ ssi ng
bet ween sai d nmessage data distributing neans and said device has been
conpl et dKB)ointarveueh said mgneoal podsckeys i gnenpptad dvitlc 66 dir rrgorecoicd agrenpl 2
wherein there exists a different internedi ate device between sai d nessage
dat a di sdonkibtittg ofg modaksy onmnafladydn sdd poep, aad gendieingiand dRirhutigssmgsagiat a

di stributing neans generates and distributes an enabling key bl ock (EKB)

and an engd ditypibd B ssiadshelal iode Rey; aadn be decrypted only in a target
device targeted for distributing said nessage data. 21. An inf or mat i on

recording medj llﬁé%gf?)ﬁhggp@%% ﬁ% ?ISEEE) %E Nefl3hn %S&e%%{%&gcgrdc%% £ d{‘%gﬁi key

into which at eys I'n nstit by nodes

and | eaves connect ed subordinat e of t.h whi is.18 July 2005
56" one. rROURTG Theece BrBLREA R g hprher e 8 it 4 Q%%F"t?? K6 o5 o Oé
different devices as |eaves is renewed_and an enabling % bl ock ( EKB)
“into whitode &gy gesudiabingach ggde in said hierarchical tree structure and a leaf ey peculiar to

each device.

13. The information processing method according to claim 12 wherein said;

decrypting processing step includes a renewal node key obtaining step of obtaining said
- renewal node key by processing of the enabling key block (EKB); and

a message data decrypting step for executing decryption of the encryﬁted message

data by said renewal node key.

14.  The information processing method according to claim 12 wherein said message
. data is a content key capable of being used as a decryption key for decrypting the content

data,

15. - The information processing method according to claim 12 wherein said message

data is an authentication key used in the authentication processing.

16.  The information processing method according to claim 12 wherein said message

data is a key of generating an integrity check value (ICV) of contents.

17.  The information processing method according to claim 12 wherein said




key is encrypted by two or nore of a group consisting of a @dﬂ%’ﬁﬁx or a
leaf key in said group; and a nessage data encrypted by said renewal node
key. 22. The information recording nedium according to claim 21 wherein
said nessage data is a content keygused for decrypting contents, and
wherein said informati on recordi ng nedi um stores an encrypted content
encrypted by said renewal node key. 23. The information recording nedi um
according to claim 22 wherein said information recording nedium stores
cor rmegsaged datads adabgrahwcodel ati ng a content w th an enabling key bl ock
(EKB) used for obtaining a content key corresponding to said content. 24.

The 1@f orTwé iigfornefiid ip?@(.:éﬁ%ﬁi%" Théhear fédtdid® t6! dhith 212 WHRERIA Sadd
i nformation recording medium stores an integrity check value (1CV) of

cont -brogr. | Qi i Lai rogram
For Tieksaes: e BLBANAT e HsBoupe sHiE LatEKRY bee BREA o8 00 CF

system said, conputer. programconprising: a_.renewal .node k obt.ai ni ng

ot oPTSFYRISHAIAR SEMPTRAS AFOHERIKREYSHRIE A8ct AFpDmHENFae (Y I YRHDE nabl | ng
key bl ock éEKB) into which said renewal node key into which at |east one

of tdvmtentddateegs sard anegsage dadastid aneentryptablesntomdi encrypiztl byrsmdt ed at

subordi nate of the top node which is one node of the hierarchical 18 July

200 onféhttlkege structure having a plurality of different devices as |eaves

is renewed i's encrypted with two or nore of a group consisting of a node

key @ a 1RafinKfi¥ndtlbr® processing method according to claim 12 wherein said
message data distributing means and said device respectively have an authentication
processing means for executing authentication processing, and
. wherein a distribution of said message data is performed on the condition
 that authentication processing between said message data distributing means and
said device has been completed.
20. The information pfocessing method according to claim 12 wherein there
exists a different intermediate device between said message data distributing means
and said device, and
-wherein said message data distributing means generates and distributes an
enabling key block (EKB) and an encrypted message data that can be decrypted
only in a target device targeted for distributing said message data.
21. An information recording medium having stored therein data, storing:
a renewal node key into which at least one of the node keys in a group

constituted by nodes and leaves connected at subordinate of the top node which is




group on--a renewal node key; a-step of -executing decryptinglgﬁgigﬁ@-by sai d
renewal node key to obtain a content key used as a decryption key for said
encrypted content; and a step of executing decryption of said encrypted
content by said content key. 26. Ag infornmation processing nethod for

di stributing encrypted nessage, data capable of being used only in not

| ess than one device selected, conprising the steps of: generating a

rene : . | roup
consat BPEGSE ¥ bRl b B8R baPll £pukdfr B itfEreRs Wavss Foae
which is,one node of the hierarchjca structure having a,plurality of
G 1 FRLE IBRERE anth ap dabling erymo@@ﬁa te whigh s# n@agwai deRe( Exe)
into which said renewal node key is encrypted by two or nore of a group
conskest isrepooyptadrinteve ey moreanf] aegfoupkennsisiingxotia godekeyand pafikeytinng a
nmessage data encrypted with said renewal node key to distribute it to
devigeé gréyp; abide i nformation processing method according to claim 26
wherei n sai d nmessage data is a content key capable of being used as a

decr oL ookStad T SSEENTE BY SR AROL el .20, e oo RN
i ot | BB RGaRASIGr TREAIMURE 0BG rRfCOBOakm GBTAG! o hiR dsaid 30l y
2005 61 nessage data is a key of generating an integrity check value (ICV)
of onassageslata 1s a content key used for decrypting contents, and
wherein said information recording medium stores an encrypted content
encrypted by said renewal node key.
23.  The information recording medium according to claim 22 wherein said
- - information recording medium, stores correspondence. data for relating a content

with an enabling key block (EKB) used for obtaining a content key corresponding

to said content.

24. The information recording medium according to claim 21 wherein said

information recording medium stores an integrity check value (ICV) of contents.

- 25.- A program providing medium for providing a computer program for
executing decrypting process of encrypted content data on a computer system, said
computer program comprising:

a renewal node key obtaining step of obtaining a renewal node key by
decrypting process of an enabling key block (EKB) into which said renewal node

- key into which at least one of the node keys in a group constituted by nodes and a

.leaf connected at subordinate of the top node which is one node of the hierarchical




30. The information processing nethod according to clain1261¥ﬁgrﬁbg said -
enabling key block (EKB) and an encrypted data is distributed, %Al
encrypted data conprising a content key usable as a decryption key for
decrypting content data as said nggpage data and an encrypted content
encrypted with said content key. An i nformation processing nethod
conprising: a renewal node key obtaining step of obtaining a renewal node

key b ecrypting. processi of nabl i ng key bl ock (.EKB) intp .which
e P RO VIR 5 PR ARt SO B AN B IR STy d 5 6F oup
constituted by nodes and a _|eaf connected to a subordi nate of a top node
whi cenargpisdewiibdavoer matecize groupconsisting of aupede keyari hipas keyumad i ty of
different devices as |leaves is renewed is encrypted with two or nore of a
gr ougroaprsi & rémvalfnaleriade key or a leaf key in said group; a content key
obtaining step of executing decryption process with said renewal node key

i ! © - i d
to obtai ”aaﬁtgﬁoé‘it Shdcultip. n%b%g??%tgﬁ%?r SYRF 5418 J§ﬁ¥wﬁphoéé'1&y RNGHLAR &

content; an execut execut’i ng decrypting of “said encrypted
or ocantrkS{luted AP AEG DB eb g i TRt Rnigy. Bd: o “capable of bei ng
used only in, not less than one device selected, sajd individual device
conpri si riyStepd axeenang decopdionf said sachpietheprfcAlbY said ¢antent key set of
a node key peculiar to each node in a hierarchical tree structure with a
pl ur2d.i t yAnfinforiratioanprocessing method for distributing encrypted message, data
capable of being used only in not less than one device selected, comprising the steps
of:
generating a renewal node key into which at least, one of the node keys in a
- group constituted by nodes and leaves connected at subordinate of a top node which
~is one node of the hierarchical tree structure having a plurality of different devices
. as leaves is renewed, and an enabling key block (EKB) into which said renewal
node key is encrypted by two or more of a group consisting of a node key or a leaf
key in said group; and
generating a message data encrypted with said renewal node key to distribute
it to devices.
27. The information processing method according to claim 26 wherein said
~message data is a content key capable of being used as a decryption key for
decrypting the content data.
28. The information processing method according to claim 26 wherein said

message data is an authentication key used in the authentication processing.

29. The information processing method according to claim 26 wherein said




devi ces .as..l eaves and a | eaf key. peculiar to each device am{:i?g X8 glng
decrypting process on said encrypted nessage data distribu e 0 devi ce
usi ng said key set; wherein a nessage data distributing nmeans generates a
renewal node key into which at |eagt one of the node keys in a group
constituted by nodes and | eaves connected at subordinate of a top node
which is one node of the hierarchical tree structure is renewed and an

_ enabll bl oc into which said.rene i s encrypted

i t g aﬁ%}sea*éﬂg&%@)ﬁea@tl@&?g} nYegfyothes g@&@bpi‘ GONMEBEY key i n sai d
gr oup and generating and distributing a nessage data encrypted wth said
renedhl rbde ikfymatier processing mesthadeactatrding $6 rélbirhi 2§ wharein geniér ates an .
encrypted message data encrypted by using said renewal node key and an

i t I
enablablinkSveyPbRek (EIEEPing At & dfta ¥ diEPiBufeAn QAR o rfy??gteh%gaé Ui ces

encrypted by “using a I eaf key or key that 15 not

ot he e ice and dl Lri ) sa .d enc nmessage
dar orhetSinRH EoRBhf REY Bt 5k et ELRY S ilite Rel éfag%@ﬁypts
sai-d epcrypted sage data vvlth sai d key set held by said sel ect ed device
onl ﬁ%dﬂ@%ﬁaaeeﬁﬁ@ e ensTHRA | eRmgeRh CH@BE&i?d\aWIthe%ldgéO@@Dh ey8 July
2005 61b 33. An information processing apparatus conprising: key set

st orilng waaidofmation pdoceysmgemethddeordpfitmgent key sets of a node key
peculiar to each node in a hierarchical tree structure with a plurality of

di fferent, e&%aegeaé ke%amalﬂﬂ%egqt%f%fffeég %rﬁﬁgué Ighew%ﬁfdé fey 6y each

of said key sets I'ng “prescri

decrypting processing of an enabling key block (EKB) into which said renewal node
+ key into which at least one of the node keys in a group constituted by nodes and a
- leaf connected .to a subordinate of a top node which is one node of a hierarchical
" tree structure having a plurality of different devices as leaves is renewed is
encrypted with two or more of a group consisting of a node key or a leaf key in said
group;

‘a content key obtaining step of executing decryption process with said
renewal node key to obtain a content key used as a decryption key for said
encrypted content; and

an executing step of executing decrypting of said encrypted content by said

content key.




encrypted processing neans for decrypting an encrypted data, by using said
node key and said | eaf key stored in said key set storing|q¥mﬁ s & key

di stributed, wherein said encrypted processing neans wherein 3%cryption of
a encrypted nessage data with a renewal node key by decrypting a renewal
node key with which said message ¢gta is encrypted with a leaf, key or a
node key held in said key set storing neans is nade on encrypted data
contai ning a nessage data, encrypted with a renewal node key into which at

| east3nne Af ibfRnlARR sdifig FySfeay ﬂ’oﬁ&i&&%&tﬁﬁ@@ncﬁiﬁté@ﬁ%%sﬁ%@ﬁ gh@aves

connected at subordinate of a"top node which is” one’node of
cont APRARE o REiBE b SRhhEAsh S IBAR S e BBy “usi ng two or more of
a group.cgnsisting of a | eaf key or a node key that is not held by devices
ot hersathinlivishialidewice comprasingce.
encryption processing means for holding a different key set of a node key
peculiar to each node in a hierarchical tree structure with a plurality of different
devices as leaves and a leaf key peculiar to each device and executing decrypting
process on said encrypted message data distributed to a device using said key set;
wherein a message data distributing means generates a renewal node key
Jinto which at least one of the node keys in a group constituted by nodes and leaves
connected at subordinate of a top node which is one node of the hierarchical tree
structure is renewed and an enabling key block (EKB) into which said renewal
node key is encrypted with two or more of a group consisting of a node key or a
leaf key in said group land generating and distributing a message data encrypted
with said renewal node key,
wherein said message data distributing means generates an encrypted
message data encrypted by using said renewal node key and an enabling key block
(EKB) containing one or more renewal node keys encrypted by using a leaf key or
a node key that is not held by devices other than said selected device, and
distributes said encrypted message data and said enabling key block,
wherein said selected device decrypts said encrypted message data with

said key set held by said selected device only and said enabling key block into an

original message data.
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33. An information processing apparatus comprising;:

key set storing means for holding one of the different key sets of a node key
peculiar to each node in a hierarchical tree structure with a plurality of different
devices as leaves and a leaf key peculiar to-each device, each of said key sets being

prescribed differently; and

encrypted processing means for decrypting an encrypted data, by using said
node key and said leaf key stored in said key set storing means or a key distributed,

wherein said encrypted processing means wherein decryption of a encrypted
message data with a renewal node key by decrypting a renewal node key with which
said message data is ehcrypted with a leaf, key or a node key held in said key set
storing means is made on encrypted data containing a message data, encrypted with
a renewal node key into which at least one of the node keys in a group constituted
by nodes and leaves connected at subordinate of a top node which is one node of
the hierarchical tree structure is renewed and an enabling key block (EKB)
containing one or more renewal node keys encrypted by using two or more of a
group consisting of a leaf key or a node key that is not held by devices other than

said selected device.






