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provi ding group € t%ation services relates generally to

poi nt-to-nul ti poi nt comuni cation systens and nore particularly to a nethod
and apparatus for providing video, audio, inmage, and/or data in a group
communi cation network. |L Background Point-to-multipoint conmunication
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di spatch center and one or nore corresponding fleet vehicles.

Conmuni cations may be directed at a specific vehicle in the fleet or to al
vehi cl es sgmul t ppppusly. A class of wireless services intended for quick,
efficient, one-to-one or one-to-nmany (group) comunication operates in
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ot her users nmay request the floor. These services have traditionally been

used in applications where one person, a "dispatcher,” needs to communi cate
with a grogp , such as field service personnel or taxi drivers.

Simlar servi ces ve een offered on the Internet and are generally known
as "voice chat. Pomt—ﬂoeyulhpamtwmnmﬁnmmesystemy pn:ezsda &Mmﬁcatm‘mgmemlyltemm a
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PTT hal f - dupl ex comuni catjon offers a nunber of advantages, such as
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link at a time. A user presses a “push-to-talk” (PTT) button on a phone/radio to initiate a group

communication. If granted the floor, the user provides media for a short time period. After the
user releases the PTT button, other users may request the floor. These services have traditionally
been used in applications where one person, a “dispatcher,” needs to communicate with a group

) of people, such as field service personnel or taxi drivers. Similar services have been offered on
the Internet and are generally known as *voice chat.”

A key feature of these services is that communication is quick and spontaneous, usually
initiated by simply pressing a PTT button, without going through a typical dialing and ringing
sequence. Communication in this type of service is generally very short, with individual media
“spurts” being generally on the order of several seconds, and “communications” lasting possibly
a minute or less. The time delay between when the user requests the floor and when the user
receives a positive or negative confirmation from a communication manager, indicating that the
user has the floor and may begin providing media, is known as PTT latency.

PTT half-duplex communication offers a number of advantages, such as improved

bandwidth efficiency, reduced sensitivity to latency, and simplified echo cancellation.



There is a need, therefore, for concurrent conmunication of nultinedia,

e.g., audio, video, image and/or data, in half dupl ex node, which pra\iMds2007
t he advant agaso @ée4l8T8liigr oup conmmuni cati on services. SUMVARY The di scl osed
enbodi ments provi de nmethods and apparatus for receiving nultinedia froma
comuni cati on manager (CM operating in a group comruni cati on network. The

nmet hod and apparatus provides for providilhg a type of a comruni cati on device
(CD) to the CM the type indicating the nmedia that the CD is capabl e of
receiving, andriest 6 hineedythegtore) fdcdiGrertestindnasAbnosf hiidikhddis &f., ahi@oCD.

I n one aspect, the type indjcates a video canera and the media inclUudes
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provi des $5Pﬁ§@%%F)gﬁg$a&request to the CM the request indicating the

media that a user wishes to receive, and selectively receiving the nedia
based on the request. In one aspect, the reguest I ncl udes receiving video.

I n anot her aspect, the request incl ving one or nore still images.
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based on the request. In one aspect, the request includes receiving video. In another aspect, the

request includes receiving one or more still images.

BRIEF DESCRIPTION OF THE DRAWINGS

The features, objects, and advantages of the system and method for providing group
communication services will become more apparent from the detailed description set forth below
when taken in conjunction with the drawings in which like reference characters identify
correspondingly throughout and wherein: ( )

FIG. 1 is an illustration of a typical prior art wireless communication system;

FIG. 2 illustrates a group communication system of one embodiment of the system and
method for providing group communication services in functional block diagram format;

FIG. 3 illustrates the operating protocols used in the group communication system of
FIG. 2;

FIG. 4 illustrates a communication device used in the group communigation of FIG. 2;

FIG. 5 illustrates a group communication;

FIG. 6 is a functional block diagram of a communications manager used in the group
communication system of FIG. 2; and

FIG. 7 is a functionai block diagram of an integration of a first communications manager

and a second communications manager.
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network such as the Internet. The data packets are transmtted to a data
network, and are then provided to a commyni cations manager (CM connected
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other CD that is a nenber of the same group. The CM acts as a configurable
switch that is alDETAILEDDESCRIFTION OF YHE PREFERRED EMBODIVMENTEC ot her
group nenbers defined by the group. Al though the teachings of the system
and net hod for 'laweowsiprngagqlomﬁtgr@énﬁ@rninrawﬂ@s SEQUPy COBENANGAtIn s 6eTvises usesha

respect t i el l.Cat | i h e__underst oad
that the SpoyiiriGER BofR P B B b badkbar RS i cab Ol 88
used wi t Rlasnyetworkedueh as denintemetatTherdats packets iane tratintiged oM. aya iR tGork AMdSare
systens, T systens, and satellite conmuni cation systens, as well _as

ot her co PERVIdsH fo A cqramEnicatipns JeRfiagero(tM) gennggted din the, datgeratwerks ofhe CM
pr.ovi di ng %‘%Bi | i [ | . . i
comruni cat@%%g%;gt ens. cfsﬁmgg{r}e%%{(%se \ii\lﬁr??ltlt\?ms ?}é fﬁ‘ﬁ%ﬁgte g‘ﬁ‘ h%%@&%‘gé%eal time
devi ces, tpat dembl encootheteGRithyr is anperhbersof the gamhe bronpeFlesCMy ade as e avafigisable
etc. Further.rTBr ,. .1t,should be understopd that the s%%tema d net hod for
or ovi di ng "SGR dFAbIEi 6 APHie FORIACAONS SOmEY, QB MebS i Ofcr EXup wambers
data, suchiefifedbyine padifh. vi deo data, and time-independent data, such as

conputer files,” emall, and so on. FIG 1 is an illustration of a typical
prior Jart wirelAgwughtheisacingsoef e sysem1a0 method ferbproviding grsiue memmunjcaiooup

push-t o- 1 AP AP EPRENAR e e iskesd KM, e i BREF 4 g %
number of uiidestodd shdt BeaRememddh@hed fedreNding %ro‘ilﬁ&binnﬂﬁﬂﬁﬁaﬂ Bérwices 4 Beensead
by communication system 100. CDs 102, 104, 106 transmt and receive

conmuni catWidh a8y giigtless fqopmumication t ystean includime, GBM syglemer ANES caglemai AHMM
their proxd by Ly &@&ﬁ%%ﬁﬁn@ﬁ%‘ﬁbﬂ Tystefhs 2ad %Qil%é'oﬂ’{!rr&%ﬁﬁénicﬁ{bm 15k Ciﬁ
system there are nany base stafions-in use {0 support the vast nunbers o
CDs act i additione theraystemadnid anethyd fanpraGidingBaogp admintmiostickOseraines ikitbt dingited to
connected to Mbile Sw tchi ng Cent er agIVBC 112, MSC_ 112 pgovi des varj ous
functi onal‘?"?"i}cﬁso""t"ﬁg‘]%alugpeg teRs il rfiaRakG Birdsyeh }Eﬁc‘i‘f’eﬁ OEﬁSO\PP%fPﬁgﬂe}"CBS’
system corjyr@hleld} ddassp §$1ﬁf)ﬁt91@,sd%9ﬁ Gittbrasl Qideb Ramfds | 4ON FuMREmiord, #'sRY1IE B2
swi tchingand 2 0 MAR 2007 WO 2004/ 028113 4

understood that the system and method for providing group communication services is applicable

to both real-time data, such as audio and video data, and time-independent data, such as computer
files, email, and so on.

) FIG. 1 is an illustration of a typical prior art wireless communication system 100
incapable of implementing group communications, otherwise known as point-to-multipoint
communications, or push-to-talk communications. CDs 102, 104, 106 represent three of a vast
number of wireless telephones dispersed over a small geographic area served by communication
system 100. CDs 102, 104, 106 transmit and receive communication signals from base stations
108, 110, generally depending on their proximity to each base station. In a typical wireless
communication system, there are many base stations in use to support the vast numbers of CDs
active in comununication system 100.

Base stations 108 and 110 are connected to Mobile Switching Center (MSC) 112. MSC
112 provides various functionality to the wireless communication system, such as providing

system contro] to base stations 108 and 110. In addition, MSC 112 provides switching and



interface circuitry between base stations 108 and 110, and the Public 79 MAR 2007
Switched Tel ephone Network (PSTN) 114. In communication systemof FIG 1,

conf er enci ng YWOR2MEO281A3| t i pl e users in the wirel ess comunication system

may be achieved if special circuitry is enployed within MSC 112 to allow

such conference calls to be made. For exanple, wireline tel ephone 116 may be
able to comunicate video and/or audio Mith CDs 102 and 104 si nult aneousl y

in a full-duplex conference manner. GENERAL OVERVI EW One enbodi ment of the
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assigned to_each group nenber. In one enbodi ment, group conmunication system
200 supp MaBALE - r oom and ad- hoc nodel s for group conmuni cati on
services. In the chat-room nodel, groups are predefined, which may be
stored on the conmmuni cati on manager. The predefined groups, or nets, nay be
public, inplying that the group Gmw list. In this case, each

group menber i of.ent i parti ci a group. The group comrunicati on
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menber |i st y speci fiy which nmenbers, are aIIo to participate in the
group communi 5 qnrmbpdiment ErppRC OB RDiopEs Y ggpports both chat-room and ad-

hoc models for group communication services. In the chat-room model, groups are predefined,

which may be stored on the communication manager. The predefined groups, or nets, may be
public, implying that the group has an open member list. In this case, each group member is a
potential participant in a group. The group communication is started when a first member of the ( )
group initiates a group communication. The communication remains running for a pre-
determined time period, which may be configured by the service provider. During a group
communication, the group members may specifically request to join or leave the group. During
periods of group inactivity, the group may be brought into a group dormant state until a group
member requests permission to communicate media. When operating in the chat-room model,
group members, also known as net members, communicate with one, another using a
communication device assigned to each group member. The term “net” denotes a group of
members authorized to communicate with each other.

In the ad-hoc model of group communication services, however, groups may be defined
in real-time and have a closed member list associated with each group. A closed member list

may specify which members are allowed to participate in the group communication. The



5 menber list may not be available to others outside of the closed @8H&ri07
list, and may yphhyosfe¥d 5 for the life of the present comunication. Ad-hoc
group definitions may not be stored in the comunication nanager. The
definitions nmay be used to establish the group communi cation and released
after the conmmunication has ended. An ad hpc group may be fornmed when a user
sel ects one or nore target nenbers and generates a group conmuni cation
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to other types of as well. In the group cormmunication systemof FIG 2,
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should be understood that reference to CD 202 is not intended to limit the discussion to a

terrestrial wireless telephone. In general, discussions pertaining to CD 202 will apply equally to
other types of CDs as well. 7

In the group communication system of FIG. 2, an exclusive transmission privilege for a specific
media allows only a single group member to transmit the specific media to other group members at any
given time. The transmission privilege for the specific media is granted or denied to g.he‘requesting group
members, depending on whether or not the transmission privilege for the speci;'xc media is currently
assigned to another group member when the request is received. The process of granting and denying
transmission requests is known as arbitration. Arbitration may be for a single media, when the requesting
group members request for transmission privilege for the same media, e.g., each requesting group member

requests for video. Arbitration may also be jointly for more than one media, when the requesting group



2 0 MAR 2007 WD 2004/028113 6 nenbers request for transm ssion priv?bgﬁﬁsz
for nore than one nedia, e.g., each requesting group nenber requests 007
bot h audi o af¥®¥P%¥&%1} ansmi ssion privileges. Arbitration schemes eval uate
factors, such as priority levels assigned to each CD, the nunber of

requests received froma user, and the leggth of time the current user has
had excl usive comruni cation privilege, in determ ning whether a requesting

group ne ' ne 1SS L Vi 2, LN . ticipate
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menbers), user authentication, and related tasks to support secure groups.

A singl e gigsuithmerkeynior polickes. system may i nteract with one or nore SMs. SM
228 may have admisiration capahilijies c atible wwth a d4 118 .interface
Co_ automte admhil PRy b8 trmrlely By SRy comiptisoaolm vl bty
as a dat a godpaieibefspbr bbiAeadthingBatofuthdzation BapioRidled By ahd k@viee pidvider. CM

br oadcast group keys, or sinply monitor group traffic. .
8 may receive group definitions through an external administration interface 226 or from any

of the participating CDs. Group members may request administrative actions through their
service provider or administrate group functions through defined systems, such as a member-  _
operated security manager (SM) 228 that conforms to an administration interface. CM 218 can -
authenticate to high-grade commercial standards any party attempting to establish or modify a
group.

SM 228 is an optional component of the system 200 that performs key management (i.e.,
distribution of encryption keys to group members), user authentication, and related tasks to
support secure groups. A single group communication system may interact with one or more
SMs. SM 228 may have administration capabilities compatible with a M 218 interface to
automate administration fonctions, SM 218 may also be capable of acting as 2 data endpoint for
the purpose of participating in a group, to broadcast group keys, or simply monitor group traffic.

In one embodiment, the means for requesting the transmission privilege comprises a

push-to-tatk (PTT) key or switch, When a user in communication system 200 desires to transmit -



I n one enbodi nent, the nmeans for requesting the transm ssion privilege MAR 2007
conprises a puphniesigl K (PTT) key or switch. VWen a user in conmmunic DR
system 200 desires to transmt WO 2004/028113 2 0 MAR 2007 7 information,
such as audi o, video, and/or data, to other group nenbers, the push-to-talk
switch located on his or her CDis depresked, sending a request to obtain
the transm ssion privilege from conmunication nmanager 218. |f no ot her

group menbiforfation suehtab Yudi6 SVigets dnd/BE dith AOSITh&SirGlp mBfnb¥is| @@pushdetalk switch
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214 is the Internet. In another enbodi nent, a dedicated forward channel is
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recei ves chtmtued & daosbd 4 comeinicdtionPhente] KREDECH 10\uiasd ficieiCat gatbway 212,
channel . I n . yet another enbodi nent, a_dedicated reverse |link is established
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whi ch generates a request formatted for transm ssion over data network 214.
| n the cas®embpr oDbe pURT groR mesmhgrs? Odacht greup mgmber receives copmpipicaipns from other

over-the-ajr 0 re i ' :
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210, the request . is transnmtted via satellite to satellj .gate 230. Fo
CD 208. t hggq: aﬁg@to i @e above scﬁemes may%e useé, for Enstance, establgs?ungg a d\é\gigateg ?orwarc{

\ broadcast channel but requiring wireless CDs to transmit information to CM 218 over an

individual reverse link assigned to each CD.

When a first group member wishes to transmit media to other members of the group, the
first group member requests the transmission privilege by pressing a push-to-talk key on his or
her CD, which generates a request formatted for transmission over data network 214. In the case
of CDs 202, 204, and 206, the request is transmitted over-the-air to one or more base stations
216. MSC 220 comprises a well-known Inter Working Function (IWF) (pot shown) for
processing data packets, including the request, between MSC 220 and data network 214. For CD
210, the request is transmitted via satellite to satellite gateway 230. For CD 208, the request is
transmitted to the Public Switched Telephone Network (PSTN) 222, then to modem bank 224.
Modem bank 224 receives the request and provides it to data network 214.



transmtted to the Public Swi tched Tel ephone Network (PSTN) 222, then to

nodem bank 224. Mddem bank 224 receives the request and provides it to 3%&@
network 214. 2.0 MAR 2001 WO 2004/028113 8 If no other nember current 2007
hol ds t he transnlsS|on privilege, when a transm ssion privilege request is
received by CM 218, CM 218 transmts a nessage to the requesting group

menber, notifying it that the transm ssiog privilege has been granted.

Audi o, visual, or other information fromthe first group nenber nay then be
selectively tr ' h endi t eg d
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menber's status in the group, such as whether 'the menber is actively m

partici paliPEgSURPOTLNG 'gqsw;atwas jarel myutady disesdly JPMd21% withakinbeing woutpd onto data
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I nformati on, such as V\/net her the CD has video, and/or display capabilit
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actively participating in the group, a priority code for determining how the transmission privilege
is assigned, a data telephone number associated with the CD, an IP address associated with the
CD, and an indication of which groups the member is authorized to communicate. Other related
types of information, such as whether the CD has video, and/or display capability, may also be ( )
stored by the database with respect to each group member.

A group member may select the type of information, e.g., audio, video, still image, and/or
data, which he or she wishes to be sent to, or receive from, other group members. The media
selection may be based on the type of the CD that the group member is using. For example, if
the CD has video capability, the group member may send video to, or receive video from, CM
218, alone or in addition to audio and/or data. The media selection may be also.based on whether
the group member wishes to pay for the extra cost associated with using video capability of the
CD. The group member may choose to send video or a series of still images at a reduced rate of

transmission, e.g., a certain number of still images per a certain time pericd, rather than sending

full video.



the group nmenber wishes to pay for the extra cost associated with using{ MAR 2007
vi deo capabi | i\f’dz&)fmm% CD. The group nenber may choose to send video or a
series of still images at a reduced rate of transmssion, e.g., a certain
nunber of still inmages per a certain time period, rather than sending full
video. 2 0 MAR 2007 WD 2004/028113 9 CM@18 may store information, such as
the type of information, e.g., audio, vi deo and/ or data, which each group
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servi ce optargahgroupmeeTesmhay riugsteddo @cmmkmnﬂgn@gmmmhanmugmeol ayer
functional interfaces, .especially at the application |layer, are unique to
the group communi cation service. At the application |level, the system and

met hod for providing group comUDETAILED DESCRIPIIONDET at es over three
| nt er net - based Bert ocols in one enbodi nent, as shown in FIG 3. O course
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W t hin these prot 0CO join eave earn abou arious
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(SIP), wel.| - known lin rotocol used.in the
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Medi a Si gngém@g may be used to manage real-time group arbitration and
dormancy. Audi o, voice, video, and/or data (collectively referred to herein
as media), is- dAsthe ppplisation deval, tthe systern cindcwethod HotwprovidiBg @row® cemusitation
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CD 202 hol ds t he transm ssi OE%E“ vil ege, the _remaining group nenbers are
desi gnat ed CagmunigatipRs Retyaen PSRy 12026208 $nd RAfoccur within these protocols.

CDs may find, join, leave, and learmn about various groups using a first protocol, such as the
Session Initiation Protocol (SIP), which is a well-known signaling protocol used in the
) telecommunications industry. The second protocol, shown in FIG. 3 as NBS Media Signaling,
may be used to manage real-time group arbitration and dormancy. Audio, voice, video, and/or
data (collectively referred to herein as media), is distributed via a third protocol, shown in FIG. 3
as media traffic. In the example of FIG. 3, CD 202 currently “has the floor”, i.e., the
transmission privilege, or permission to transmit media to the group. A “floor-control” request is
a request for the transmission privilege. While CD 202 holds the transmission privilege, the
remaining group members are designated as listeners and correspondingly do not have
permission to transmit media to the group. Generally, any CD can send media-signaling or SIP
signaling traffic at any time, regardless of whether it holds the transmission privilege. |
In one embodiment, CM 218 includes modem bank 224, which interfaces to PSTN 222,
In another embodiment, modem bank 224 is located separately from CM 218. CDs interfacing to
CM 218 through this interface establish an IP connection to CM 218 using the well-known Point-



permssion to transmt nedia to the group. Cenerally, any CD can sendzvgn
nmedi a-signaling or SIP signaling traffic at any tine, regardl ess of M%éﬂw
it holds the WM LI on privilege. , In one embodi ment, CM 218 incl udes
nodem bank 224, which interfaces to PSTN 222. |n another enbodi nent, nbdem
bank 224 is | ocated separately from CM Ziﬁ CDs interfacing to CM 218
through this interface establish an I P cOnnection to CM 218 using the
wel | -known Point 2 O MAR 2007, WD 2004/028113 10 . to-Poi nt protocol (PPP),
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appl i cati gaa lpfot6tol Rt such as TCP/IP, between CM 218 and the CDs using the well-known
Session Initiation Protocol (SIP), an application-level call signaling protocol designed to support

Internet telephony, for example.

CM 218 provides an extemal user interface to communicate with external users using the (i)
same transport and group communication application layer interfaces used to interact with the |
CD 208, except that these protocols operate over IP/PPP and a dial-up modem connection.

CM 218 provides an administration interface that may be an application level protocol
that provides administrative access of a CM user, group, and administration database and
associated parameters using Hyper-Text Markup Language (HTML) semantics. In one
embodiment, the interface operates over TCP/IP. A second network interface supporting
administrative functions may also exist. This second administrative interface supports the bulk
of real-time transfers of administrative information, including membership lists and network

status reports, to client administrative applications. SM 228 communicates with CDs using a re-

keying protocol operating over TCP/IP.



that provides admnistrative access of a CMuser, group, and adni ni stragMan 2007
dat abase and Wﬁﬁ%ﬁﬁ%ﬁd paraneters usi ng Hyper-Text Markup Language (HTM.)
semantics. In one enbodinent, the interface operates over TCP/IP. A second
network interface supporting admnistrative functions nmay al so exist. This
second adm nistrative interface supports jtfhe bulk of real-tinme transfers of
adm nistrative information, including nenbership |ists and network status

reports, to cli Firdlin [ [ ' . nica |
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between CDs and CM 218. FlI illTustrates CD 202 as use odi ment

of the sydildsandd{Mad8hod for providing group comunjcation services.

number 001518, T4, 4 SER e iR, e Al in Ame ARRRG R of B RBGR T
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March_3, 2000, which_is_assigned to the sane assignee, and is incorporated

by r eper e :}65- R _FPPliFﬁiQT pymbem B¥SABATE, etitled Z METHOR rﬁdﬂﬁs APP FOR
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equi pped to transmt and receive nmedia by integration with an])(/
shown in FIG. 4. CD 202 typicaily comprises an antenna 400, a display 410, keys 420, a speaker

430, an earpiece 440, and an optional push-to-talk (PTT) switch 450. Display 410 may be used
for displaying video, still image, or text. In an alternative embodiment, CD 202 may use one of
the existing keys 420 as a push-to-talk switch when in a push-to-talk mode of communications
instead of using a dedicated push-to-talk switch 450,

CD 202 may also be equipped to transmit and receive media by integration with any
media-processing device such as a portable or fixed computer system, a position reporting
system, a meter reading system, a video camera, or a still camera. CD 202 may interface to such
media-generating devices using an interface cable, having one end of the interface cable
connected to the media-processing device and the other end connected to a comrounication port
(not shown) on CD 202. Alternatively, the necessary intemal components of CD may be
integrated into the media-processing device to form a single unit suitable for transmitting and
receiving media in an integrated package. In either case, CD 202 can be used to transmit media
from the media-generating device to one or more group members, or to one or Dore NON-group

members, or a combination of both.



medi a- processi ng device such as a portable or fixed conputer system a
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protocols, rather than transmitting information using the traditional voice service mode. As
explained previously, MSC 220 contains an IWF which routes data packets between CD 202 and
CM 218. CD 202 contains circuitry which accepts information such as audio, video, and data, ( )
and converts the information into data packets in accordance with a data network protocol such
as the well-known TCP/IP protocol.

When used in the voice service mode, a group member uses keys 420 to enter data into
CD 202, the data typically comprising an identification number, such as a telephone number, of a
second communication device belonging to a person whom the user wishes to communicate.
Keys 420 are also used in conjunction with display 410 to choose variqus communication
options. For example, if a member wishes to enter the packet data service option to join a
particular group, keys 420 can be used to select one of several possible groups using a menu of
options viewable from display 410. CD 202 maintains a list of groups, which represents the set

of known groups in which CD 202 can participate. Alternatively, CD 202 maintains a list of all
possible groups, whether CD 202 can participate or not. The list may be updated as necessary
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least one group-address in which CD 202 is a member. CD 202 can later send a request to the
top-level SIP server to update its group list. In another alternative embodiment, CD 202 contains
no preprogrammed SIP addresses or group list information. In this embodiment, a user is

) provided with a top-level SIP server and group address to interactively enter this information into
CD 202 using keys 420. The user may also enter additional group-addresses to a group list,
which has already been programmed with entres. This embodiment is analogous to entering
personal names and dial-numbers into a conventional wireless telephone phone book.

In one embodiment, CD 202 is also preprogrammed with the IP network address of a
primary Domain Name Service (DNS) server, to which CD 202 can send DNS queres.
Typically, the address of a DNS server operated by a CDMA cellular carrier will be
preprogrammed. CD 202 may also be preprogrammed with the IP network address of an
alternate DNS server.

In order to support authentication, CD 202 may use security measures such as Pretty

Good Privacy (PGP). CD 202 is preprogrammed with a unique PGP user-id and secret key,
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destination associated with the group’s currently assigned multipoint control unit (MCU), which
is a portion of CM 218 responsible for managing group traffic. I no mapping is available, the
invitation fails.

Normaliy, the destination SIP user-agent server confirms that CD 202 is authorized to ( )
participate in the selected group and responds to the invitation, embedding a description of the
media traffic and signaling parameters to use to participate in the group in the content of its
response. CM 218 may also reply with an error if it is unable to confirm CD 202 as a legitimate
member of the group or if some other error condition arises, such as a failure that precludes
normal group operation. If the invitation is accepted, CD 202 acknowledges the response via the
SIP “ACK” command. Note that other transient response codes, which indijcate. call progress,
may also be received by CD 202, while the invitation is being processed.

CD 202 updates its group-list to the set of the groups in which it may participate. The
user may command CD 202 to query CM 218, even when no group-address is selected, for the
purpose of receiving updates to its group-list. If CD 202 determines that it has been added or

removed from a group, it will briefly display an appropriate message to the vser (for example:
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a hal f - duptiexavdisiglciato patket data and sends them to CM 218, in a half-duplex communication

manner over the reverse traffic channel, for example. CM 218 receives the audio information
] from CD 202, and sends the received audio information to the target CDs, as defined by the
) established group. For example, CM 218 sends the audio to CDs 204, 206, 208, and 210, in haif-
duplex communication manner over forward traffic channels.

CD 206, which has video floor for video communication independent from the audio
floor, transforms the video signals into packets and sends them to the CM 218, in a half-duplex
communication manner over the reverse traffic channel, for example. CM 218 receives the video
information from CD 206, and selectively sends the received video information to the target
CDs, as defined by the established group, in half-duplex communication manner over forward
wraffic channels. For example, CM 218 sends the received video to CDs 202 and 204, which
have video capability and their respective users have selected receiving video. CM 218 sends no
video to CDs 208 and 210, which either have no video capability or their users have selected

receiving no video. CM 218 sends one or more still images to CD 210, which may have only a
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¢dma2000 Spread Spectrum Systems,” hereinafter referred to as “the cdma2000 standard.” In

one embodiment, SDB messages may be sent over a dedicated active channel, such as the

forward fundamental channe! (FCH) or a forward dedicated common control channel (FE-DCCH). { )
SDB messages may also be sent over a common active channel, such as the reverse access
channel (R-ACH), reverse enhanced access channel (R-EACH), forward common control
channel (F-CCCH), or paging channel (PCH). SDB messages may be transported by radio burst
protocol (RBP), which maps the messages onto an appropriate and available active layer channel.
Because SDB messages may carry arbitrary IP traffic and may be sent over common active
channels, SDB messages provide a mechanism to exchange group call-signaling when

participating CDs have no available dedicated traffic channel.

Interaction With Point-To-Point Services
CD 202 allows the user to originate and receive conventional PSTN point-to-point calls

as well as participate in group communications. CD 202 supports at least 2 group
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incoming call. A user may optionally configure CD 202 to disable receipt of incoming point-to-

point calls while a group is selected and CD 202 is registered as a member.

Communications Manager

FIG. 6 illustrates a functional block diagram of CM 218 according to one embodiment.
Further details of CM 218 may be found in copending U.S. patent application number
09/518,622, entitled “METHOD AND APPARATUS FOR ENABLING GROUP
COMMUNICATION SERVICES IN AN EXISTING COMMUNICATION SYSTEM”, filed on
March 3, 2000, which is assigned to the same assignée, and is incorporated by reference herein.
CM 218 supports at least three logical external interfaces, which, in one embodiment, are all IP
based, and which may all have multiple instances operating simultaneously. A SIP interface is
provided by SIP user agent server 600. Real-time media signaling and control are supported by
one or more media control units (MCU) 602. Administration functions are supported by a
combination of CLI and HTTP servers, shown in FIG. 6 as administration interface 604.
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MCU is assigned to a group by redirect server 610. After information has been provided to Jocal
memory 606, it can be provided to administrative interface 604, user agent server 600, and/or
MCU control 608 on an as-needed basis.

MCU control 608 monitors the operation of individual MCUs, such as controlling startup
and/or shutdown, assigning a group to an MCU 602, and ‘sharing of status information between
local memory 606 and various CDs and/or administrative interface 604. MCU 602 is typically a
digital signal processing device capable of executing a set of program instructions stored in a
memory, such as a ROM.

MCU 602 is responsible for receiving incoming data packets from a transmitting CD and
for sending duplicate copies of the received data packets to other members of the group to which
the transmitting CD belongs. As each data packet is received by MCU 602, it is stored in a
memory (not shown). The transmitting CD may be identified by interrogating the data packet.
In one embodiment, an IP address representing the transmitting CD is included in each data

packet as a way to perform the identification.
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device that communi Cates primarily through
Service Providers (ISP). An IP terminal-server acts as a bridge between the PSTN and a local

area network (LAN) supporting IP. It consists of a bank of modems, which provides a
connection point for PSTN modems, a server, and one or more network interfaces. The server is

) capable of hosting multiple independent PPP sessions, one for each connected modem user. The
server also acts as a router, routing IP packets between each of the individual PPP interfaces and
any active LAN interfaces. In one embodiment, an integrated IP terminal-server is used and in
another embodiment, an external IP terminal server is used. Both server types are readily
available commercially. .

The dial-up terminal server ideally supports the ability to negotiate CRTP Header
Compression over a PPP session. Similarly, the PPP stack used by a dial-up client should also
include and attempt to use CRTP. However, because of the addijtional bandwidth available over
high-speed modems, the inability for a dial-up based user to negotiate CRTP Header
Compression may not necessarily force a group to avoid using RTP based payload specifications.

If the terminal-server is located on a cellular service provider's internal LAN, and hence

near, in a network topology sense, to the service provider's CM 218, dial-up users may avoid
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a web  granted access to the CLI, a potential administrator connecting to CM 218’s CLI interface will be
authenticated, using well-known techniques.
The CLI is able to be contacted on a well-known, fixed, TCP port address and able to
simultaneously manage multiple CLI sessions. (\" )
The CLI is capable of supporting several administrative functions, such as creating a new
user record in a user database, deleting an existing user record, and modifying an existing user
record. Other functionality may include the ability to create new groups in the user database,
deleting existing groups, and modifying existing groups. Still other functions may include the
ability for an administrator to list all users by user name, dial number, user identifier, as well as
other criteria, the ability to list all groups, by group-address and group identifier, in a group
database, the ability for an administrator to show all fields for a specific user record, and the
ability for the administrator to show all fields for a specific group identified by the group’s group
identifier or group address. The CLI may further include the ability for an administrator to query
for a static status report for a specific group, or individual group member. This function may

also allow the administrator to query for real-time (updated) reports, and, in particular, allow the
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interfaces for
administrative access is TCP/IP. Multiple (two or more) simultaneous administration

) connections are allowed.

Upon connecting to CM 218 for the purpose of group administration, the administrator
will generally authenticate itself to ensure that only authorized administrative actions are
accepted. Different levels of access are allowed; for example, authorized group members may
connect directly to CM 218’s administrative interface to modify specific group membership lists,
but more generic administrative privileges are reserved for specific administrative accounts. For
clarity, administrative actions are separated into those that deal specifically with yser definitions
and those that define groups. A user definition may include a username, unique CD cellular
system identifier, CD phone number, and user e-mai} address. CM 218 will also internally define
a unique user identifier, which may be passed to CD 202 and used to uniquely identify the user in
signaling messages. A group definition may include a group-address, group hang-time, private

dispatch timeout, and member list. A group’s member list consists of a list of member records,



proper operation on a local wreless infrastructure network. Once CM gl%q' 07

confi gured, g&ferrl roup adm ni stration can take place. In one I ment,
group adm ni B Bunct i ons take pl ace through a HTM. or ot her netmork
interface built over TCP/IP. Adm nistrators interact with CM 218 using a
conventional Wrld Wde Wb (WWY browsgs. Adm nistration can take place
locally or remptely (anywhere on the Internet, or via dial-up). In one

enbodi meny; t SR ath adni.nistrat.iv
ccess 1 niebRARIGy Rl e eRnds B3Ry RO A Bombht il i it evel
connectlanlti?naﬁqr@hémmdastdppﬁeﬂége@g to CM 218 for the purpose of group
admnistration, the admnistrator _  will generally authenticate itself to

ensure that o\ WEE% c&’élrﬁl?ﬂlg’tfrﬁﬁ Gurent 1 SSHS of rgroupsc &upPich EheB/f bavent
| evel s of VAl [

connect CPERRRSNA L pefituldt: ARl Rt B WERImAE P SHRIRILT oF Mo

group rrgrpanrcq:lrmrs its:c wel, a; mmmmheeg@ape;r stete detvel Hiattitd, \denﬂint,Vidd%Hsup,r ac)
reserve ic adm nistrati accounts. For clarity, admnistrative
acti ons ;ﬁ’ﬁ ﬂsggtaﬁlgt BEYP it a4 Yo lle AdRInISHRIE capealsG mopltes, thy; identifx f the current
definiti QaRer. AAAUiLiGRS ‘§ta{1§!ﬂ:§ aH@ a8, SIRUYR Bhe l?{r%[?%ﬁ’ &#&% Qésjsioﬂnto@M'?ﬁﬁ

usernane, unique CD cellular systemidenti one nunber, user
e-mai | adodivideal Gor 218 guotp, the bast timeahatad pyrtidelhr gmupancmqumldrﬂmrtransmlsswn

|dent|f|er mhrch ma ssed to 202 nd use 0 .uni i denti f the
user in POVYRES B’ﬁﬁg %a? upCd 84 'fq B2 dk‘?{’IiSﬁEI J%‘

group ha@gnﬁmg@am@rihwm 6(IZI| spatch tineout, and nenber list. A group's
menber |ist consists of a |ist of nenber records 2i MAR7~~7 WD 2003/028113

22 whi ch i ndiGRP 202Imay @msmmﬂéhegencapaeﬁm “private sAll’ prai lmlﬂ-dqplerXep@nt-toepomt

menber w | a | n

or i vi 1 qdall hfEalfty e cafiTreesitly b bRt} HEBRIR, W3S avordlediont sning
whi ch t habe tasgee CDalad wcaisrmhmampnal\fuﬂempm poihtfepbincediiar , admi ni strators
can determne the current list of group participants as well as nonitor the
group's state (active, inactive, dornant, in wake-up, etc.). Wenever the
group is {&voMEPrd Solgdm ni strator can aI so nonitor the identity of the
current ‘talker. Additional statistics and status, such as the |ength of
current sessi drhe operatiort af lonei erbafimant of rihe \systaml ands enethad ﬁorgpmplmg fezodast

t th t t I b | d, t t ,
nunber oo, rvichs e Hregescatelt m HoSaelt o, Btk 8earBY wRRRgh
t he adm;ﬂaeireﬁ@éﬂﬂ\y%fl era&ero&eﬁe"rﬁ%w@ewZM InfRised R PRYdicd NEnlE GREGR, 2id a

"private call" - a half-dupl ex point-to-point call |nst|gated By the caller
pressi ng tranepystitayet, ds descrabes haron Thompper level awbishtcompribasigsonp eempunigation and

related application level protocols, is described later herein.

One embodiment of the system and method for providing group communication services
operates over standard Intemmet and related protocol stacks, such as that provided by the IS-707.5
Packet Data Service Option in a CDMA communication system. Of course, other embodiments
could alternatively use a data service applicable to the particular type of communication system
being used, such as a GSM communication system. Various embodiments of the system and
method for providing group communication services may also operate over V.32bis, V.90, or
similar PSTN modem standards, or be used entirely within the public Internet, independently of
any 15-707.5 segments. .

| Most group communication network traffic can be described as either signaling or media
traffic. Signaling traffic can be further differentiated into two distinct categories: call setup and
control signaling, which consists primarily of SIP invitation requests and acknowledgements, and

media signaling, which comprises primarily real-time floor control requests and related

()
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via UDP. In one enbodi nent, 218 inplenents both a SIP user-agent server
and a S| P sigeglingconnestipnsdin paraielsupport group conmuni cati ons, CD 202
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server after it has successfully (or unsuccessfully) joir,lcd a group. The UDP conr;ection can be
reinstated later to send additional SIP call-signaling requests (for example, to leave a group or
switch to another group ).

. Because UDP provides unreliable, connectionless transport, application level reliability
guarantees are necessary to ensure robust communication. These guarantees are implemented by
SIP-compliant endpoints, i.e., the CDs in communication system 200. SIP call-signaling UDP
streamns are encapsulated within a data network protocol, such as IP. No special formatting is
required. SIP call-signaling IP packets exchanged betwceh a wireless-based CD or a dial-up
PSTN-based CD 208 are encapsulated within PPP. Again, no special formatting is required.

In one embodiment, SIP call-signaling PPP frames exchanged between a cellular-based
CD 202 and a base station 216 are encapsulated within the Radio Link Protocol (RLP), a well
known wireless protocol for transmitting data over-the-air. For dial-up PSTN-based CDs, an
appropriate modem standard, such as V.32bis 6r V.90, replaces RLP. In either case, no special
treatment is required and an error-free physical link is not required.

In one embodiment, group communication media signaling, as well as voice and data

traffic, are transported using UDP/IP datagrams. When CRTP header compression is available,



UDP port 5060. When a connection occurs, the SIP server receives and o
processes re%uest s _according to SIP call-signaling conventions. Thel 3 &1A &pl7
is capable o %?%‘Hgﬁsﬂz‘ng mul tiple call- signaling connections in parallel.
To conserve network resources, CD 202 may release its UDP connection with
the SIP server after it has successfullygy (or unsuccessfully) joined a
group. The UDP connection can be reinstated later to send additional SIP
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traffic. | spesifie Aad i chﬁ%@&h&eﬂnﬁtﬁ@mmzs&mﬁgﬁ@?&m ed wi thin UDP

dat agr ans. en avail abl e, CRTP header conpression may be applied to reduce

the inpact of Iseneiempodiment muliple eroupsihoped hyshe same €M lopaBtecipdenendentlyyend
sel ects i Lt |4 E[ﬁ?ﬁ listen for group comunication
medi a si gﬁa |%%?§@8§§§¥@ag%é%é%m catptggts't he port nunber to CM 218 as part
of the SIP invitation it delivers when attenpting to join a group. A group's
CM nedi a_si gnal i ng destination address (including the UDP port nunber) is
descri bedMediailra oup' s session description delivered as part of a

successful Sl Rl ! Hfi€ From CD 202 is encapsulated by grouping one or more data frames
representing media information within an RTP/UDP or UDP payload. In one embodiment, the

data frames comprise frames generated by a vocoder inside CD 202. The use of RTP with CRTP
enabled is recommended to minimize end-to-end media latency and provide interoperability with-

future IP telephony applications and services. In either case, CD 202 dynamically selects the (\’ )
UDP port on which it expects to receive media traffic and communicates the port number to CM

218 as part of the SIP invitation it delivers when attempting to join a group.

CM 218 describes the group’s vocoder and transport encapsulation protocol, as well as its
media traffic destination address (including the UDP port number), in the session description
response to a successful SIP invitation request. Like a group’s media signaling addresses, the
media traffic destination addresses are groupspecific and may change between instances of CD
202 joining a group.

Media traffic is encapsulated at CD 202 using RTP, which segments each UDP datagram
into a RTP header and payload. Media traffic may optionally be encapsulated purely using UDP,

with no RTP encapsulation, typically when CRTP header compression is unavailable or



request's response: Unlike SIP signaling addresses, nedia signaling 70 MAR 700
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Extension To Cellular Multicast Channel
- The various embodiments of the system and method for providing group communication
) services has been designed to take advantage of the development of a cellular multicast channel,
if available, Such a channel generically allows one transmitting station to address multiple
listening stations, or CDs, directly, without the need for multiple separate rebroadcasts of the
transmitted data. \

To take advantage of the efficiencies provided by a cellular multicast channel, a group’s
media signaling and traffic destination addresses would become conventional IP muiticast
channels, and all CM originated media signaling and traffic broadcasts could .become multicast
broadcasts. CD originated media signaling, traffic broadcasts, and SIP signaling would likely

remain as point-to-point communications.



Alternatively, CD 202 operates only as a DNS client or resol ver, as 2007
described in RFC 1035. In order for CD 202 to resol ve DNS host nanes, 2@6\1%28
i s preprogramcezhowoismat he | P network address of a DNS server. The DNS
address shoul d al so be configurable by CD 202 service provider and,
optionally, by the user. CM 218 may optionally be configured to act as a DNS
server, as described in RFC 1035. Altho¥gh it may respond to DNS requests
fromforeign entities using TCP as the transport protocol, CM 218 al so
encapsul IafrastBiNfureSspmes usi ng UDP. Extension To Cellular Milticast Channel
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poi nt-to-point voice services calls to be received during extended peri ods

of group broadcast inactivity. If the 1S-707.5 Packet Data Service Option

IS not awyjﬂaahhgpm%gtbﬁmgnbodi ment allows inplenmentation using a service
known as Qui ck Net nnect éﬁ\l%.and | S-707. 4. ONC provides a protocol stack
i dentical to tmape pobodiper. i3@blego detoetihe fach thabits IR pefmogk addresscas or is
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Opti on c@0Ragiingsins fRgpasupbyliffv¢iRegthetSTRINVIYE command, as described below.
The IP network address of CD 202 may change for at least two reasons. A roaming CD

may switch cellular systems or celiular networks, and be required to negotiate a new IP network

address. Or, CD 202 may experience a service disruption or drop the Data Service Option call

for any reason and upon re-establishing service, be assigned a new IP network address. If CD

202 is participating in a group during an address change and does not re-join the selected group (\ )

in a timely fashion, CM 218 will eventually expire its membership and remove CD 202 from the

list for the selected group. CD 202 is removed from the list of active group participants if it does

not eventually respond to a series of media signaling request messages.

IP Mobility Support

RFC 2002 describes an IETF standards track protocol, commonly known as Mobile 1P,
that allows for the transparent routing of IP datagrams to mobile Intemet nodes. One
embodiment of the system and method for providing group communication services allows
transparent operation over Mobile IP, with little or no modifications to the application or its
associated protocol stacks. Like SIP, Mobile IP includes a registration mechanism to locate

mobile hosts within the network at large. Unlike SIP, the Mobile IP registration mechanism



I n one enbodi ment, CD 202 is able to detect the fact that its IP network
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Multiple Grounp Communication Systems
The above description assumes that in at least one embodiment, the system and method
‘) for providing group communication services is deployed as an isolated service, with one CM 218
operating completely independently within a specific geographic region or area of service.
Howcvcr; it should be understood that the at least one embodiment of the system and method for
providing group communication services is also capable of extending group communication
services beyond that of the local geographical area. This is accomplished by deploying CMs in
multiple communication networks, including GSM, TDMA, and CDMA cellular networks, in
satellite communication systems, such as Globalstar™ and Iridium™, and corporate intragroups
using local area networks or wide area networks.
Communication between CMs of different systems takes place using SIP server redirects,

the exchange of user database and group database records, and additional messages between CMs

to facilitate an integrated NBS service.



using its permanent address and the home agent is located far, in a net@‘/@rﬁm
t opol ogy sense, from CM 218 and CD 202. In such a case, nedia traffild y
need to be r Z&&%Sﬂ the public Internet or other variable quality

servi ce net h may not have been required if Mbile IP was not
used. To avoid this, in nost cases, it is preferable for CD 202 to access
group- broadcast services using its careypf address and re-join groups when
its care-of address changes Mul tiple Group Communi cation Systens The above
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. duplicating the funcl:onahty provided by MCU Controller 612, its associated set of MCUs 602,

known as an MCU cluster 704, and associated SIP User-Agent Server 600. A single database
706 and administration interface 708 is shared by the multiple CMs in the system.
Communication between functional entities is not shown.

The process by which a CD joins a group in such an integrated system is similar to that
used in a system comprising a single CM installation. CD 202 initially sends SIP requests to the
top-level (now global) SIP redirect server 710. SIP redirect server 710 redirects, via signaling
mechanisms such as SIP, the requesting CD to the appropriate destination. In the case of an
INVITE request to join a group, the destination is the SIP user-agent server 600 associated with
the MCU with current responsibility for the group in question. In the case of an INVITE
requesting a current list of groups available to CD 202, the destination may generally be any
user-agent capable of responding to the request.

Separately, the redirect server 710 may exchange additional messages with MCU Cluster
704 via inter-application messaging using known impiementation-specific protocols and/or

i ventions.
messaging conve s ‘
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originated invitations provides an inportant and critical layer of
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To clearly illustrate this interchangeability of hardware and software, various illusirative

) components, blocks, modules, circuits, and steps have been described above generally in terms of
their functionality. Whether such functionality is implemented as hardware or software depends
upon the particular application and design constraints imposed on the overall system. Skilled
artisans may implement the described functionality in varying ways for each particular
application, but such implementation decisions should not be interpreted as causing a departure
from the scope of the present invention.

" The various illustrative logical blocks, modules, and circuits described in connection with
the embodiments disclosed herein may be implemented or pefformcd with a general purpose
processor, a digital signal prdcessor (DSP), an application specific integrated circuit (ASIC), a
field programmable gate array (FPGA) or other programmable logic device, discrete gate or
transistor Jogic, discrete hardware components, or any combination thereof designed to perform

the functions described herein. A general-purpose processor may be a microprocessor, but, in the



Those of skill in the art would understand that information and si gnakl[}sm{ﬁayﬂm
be represented usi n?]éany of a variety of different technol ogi es and o

protocol s. FHOMYMSIY data, instructions, commands, information, signals,
bits, synbols, and chips that may be referenced throughout the above
description may be represented by voltaggs, currents, el ectromagnetic

waves, magnetic fields or particles, optical fields or particles, or any
conbi nat i t hereof . Those of.skill woyld further appreciat.e that the
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accorded the widest scope consistent with the principles and novel features disclosed herein. The

word “exemplary” is used exclusively herein to mean “serving as an example, instance, or

illustration.”
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information to, the storage nedium In the alternative, the storage nmedi um
may be integral to the processor. The processor and the storage nmed] MM NEY
reside in an ASIC. The ASIC may reside in a user termnal. In the
alternative, the processor and the storag¢ nedium may reside as discrete
conponents in a user termnal. The description of the disclosed enbodi nents
is provided to enable any person skilled in the art to make or use the
present invention. Various nodifications to these enbodi nents nay be
readily apparent to those skilled in tlgsamMs: and the generic principles
defined herein may be applied to other enbodinents, e.g., in an instant
nmessagi ng se&yF qigany general wireless data comunication applications,
wi t hout depa ESJ} 'm the spirit or scope of the invention. Thus, the

present invention.,is i ntended to e | i to the epbodi nents shown
Rerein but i s tb BemeEbEaramRRCaRy gwces@%etg&mmg%ﬂtngmlﬂm@%@ with a

principl es aggmpRKRhtidrERAMHZES CVPSHeRSRE il £EBLP comMniciithet@HR Mk Method! S
used exclusively herein to nean "servi Rg aS an exanpl e, instance, or

i1l ustrationcomprigngyAR 20D7 31 CLAIMS: WE CLAIM 1. A nethod in a

communi cati on dev i nlcatlon
manager (CM oper gf“?’h"‘é@mwég IE)fr‘ %g m@%m@ %?e%e mgﬁgﬁ&xﬂ% h} ltﬂnecﬁ%mé}l

conpri sing: [iibisicdpabiy cﬁ"cbmmndn‘atmge CDto the CM the type indicating the
mul timedia that th s capabl.e of commrupi catin selectjv

communi cating t he® ﬁiﬂt‘t"F amg ‘acéifé’égg'ﬁnf"ﬂ‘ém?‘{)]i‘) asggl o H@t&?"é{hﬂ&byﬁ%psul ating
mul timedia fromt Bﬁcaﬁ@l:ﬁ%ggﬁtﬂﬁﬂb@iﬁ ﬁ%ﬂf'-‘th@CD"'W ﬁoﬁ&ﬂh@oﬁé GRSre da@RFARRNT I Ng

mul timedia information, including timedi @ payl o format descriptors,

Wi thin a paylrepesenting mw@med@nnﬁonnmqnomctumg th@me:d)alpsyla@d foomatasscripgors,
participate i t 0 st to
parti ci pat e Iwﬁtht 3, BEygad : fi 8&1 %f%%%dﬁhég@ﬁ@@%?a&tﬁ’?r{%d‘tﬁﬂ&@ﬁt@%?

si gnal i ng parels®édg®up 5ncbmbeqbdﬁst taad 1mnitev¢qﬁesi td particigate ipthepeleited ppapta 2.
The met hod of claiml ggereln ajd type |nd|catei?3 V|d§o camera and said
mul ti medi a i HESCHREQN Of mulgmedia and s1epglingauraetes iemoedderaad oroyidedita agjone

i ndi cates a ?)tahicl paff@mera and said nultinmedia includes still image. 4. A
method in a first conmunication device (CD) for receiving multimedia froma

2. The method of claim 1, wherein said type indicates a video camera and said

multimedia includes video.

3. The method of claim 1, wherein said type indicates a still camera and said

multimedia includes still image.

4. A method in a first communication device (CD) for receiving multimedia from a
communication manager (CM) operating in a group communication network, the method
comprising:

providing a request to the CM, the request indicating the multimedia that the first
CD is capable of receiving;

encapsulating multimedia from a second CD by grouping one or more data frames
representing multimedia information, including multimedia payload format descriptors,
within a payload and upon confirmation that at least the first and second CD is authorized
to participate in a selected group and in response to an invite request to participate in the
selected group, a description of multimedia and signaling parameters is embedded and

provided to the first CD; and



communi cati on manager (CM operating in a group comruni cati on network, the
nmet hod conprising: providing a request to the CM the request indicati n{%
the nultimedia that the first CDis capable of receiving; encapsifdtin§

mul ti media froma second CD by groupi one or nore data frames

representing multinmedia information, ineluding nultinmedia payl oad format
descriptors, wthin a payload and upon confirmation that at |east the first
and second CD is authorized to participate in a selected group and in
response to an invite request to participate in the selected group, a
descri ption of nuktlenizdiyacandngsihgmalliimnegdiparrtherfitse CH baseeobthd dagiestnd provi ded
to the first CO; and 2 0 MAR 2007 32 selectively receiving the multinedi a

at the first based gn .t he request.. 5.. The t hod of claim4, wherein said
request i ncl ucci:g%s jﬁ? @&ﬁ@ tO?FlSFnre‘é’i‘?rWﬁ@ld r?ﬂu&ggf‘cq%éjes?ﬁ'éq%g‘t#ﬁ]{)ﬁcﬂwngI ai m 4,
wher ei n sai d videguest includes a request for receiving a still imge. 7. A
conput er readabl e nmedi um conprising at |east one instruction, which, when

executed by a npmchj ne, causes.the chine to perform operatjons,, the

i nstructions g@nﬁ?’?&eﬂﬁﬁ@cé@ﬂqo‘f“@ﬁ'@ spiddequgettingpdes pdeqeshiPhiecevVingde of t he
CD to the CMgifiliRadeype indicating the multinedia that the CDis capable of
comuni cating; a set of the instructions to selectively conmmunicate the

mul ti medi a based on the type of the CD; and a set of the instructions to
encapsul at e nul T Aeimputer seadable mediviheampyisingAt frgst aps dnstuctiam, ewhird when anes

represent i N iyl g5 fad ML ROmabilfd WdlRBibrk R e iiRplinag for mat

descriptors, wthin"a paylo upon con
aut hori zed t eoparisingi pate in a selected group and in response to an invite
request to partici

ate i.n the sel ecte rou a.descriptjon of myltineda
and signaling pard ttogﬁ%e ‘PE“'“CE%%B&&" YBY EW‘EIQE) tP&ﬁf'ge%ﬁmﬁmﬁF% . 8.
The conput er tfieadinflediatReithTDfis Edpabldof codghiithgsai d type indicates a video
canera and said nultinedia includes video. 9. The conputer-readabl e medi um

of claim 7, wherenetithe ingtpistippidioceleetively commynicagethe mwltimeris basgd puthel nedi a
i ncl udes sti I&pei JFREECD; and
a set of the instructions to encapsulate multimedia from the CD when grouping
one or more data frames representing multimedia information, including multimedia
payload format descriptors, within a payload and upon confirmation that the CD is
authorized to participate in a selected group and in response to an invite request to
participate in the selected group, a description of multimedia and signaling parameters is

embedded and provided to group participant.

8. The computer-readable medium of claim 7, wherein said type indicates a video

camera and said multimedia includes video.

9. The computer-readable medium of claim 7, wherein said type indicates a still

camera and said multimedia includes still image.

10. A computer readable medium comprising at least one instruction, which, when
executed by a machine, causes the machine to perform operations, the instructions
comprising:

a set of the instructions to provide a request to the CM, the request indicating the
multimedia that a first CD is capable of receiving;

a set of the instructions to encapsulate multimedia from a second CD by grouping



10. A computer readable nedium conprising at |east one instruction, which,
when executed by a machi ne, causes the machine to performoperations, the
instructions conprising: a set of the instructions to provide a reQQegf 1Mo
the CM the request indicating the multinedia that a first CDis capable of
receiving;, a set of the instructions togamcapsul ate multimedia froma second
CD by grouping Z O MAR 2807 33 one or nore data franes representing

mul timedia information, including nmultimedia payload fornmat descriptors,

w thin a payl oad and upon confirmation that at |east the first and second
CD i s aut hor egeer meregiata framasaensesepting waltimediadnigroafipnaingludingrraglordia t o an
invite requ t.Cl e (Woy M

mul i med o an Qi RGBS wibid 16 SIS0 S Bl SR BTOR] |,
CD; and a setndfectinbCDristuthortized s partcipate érc4 solerked gregeanddn réspomseltd amrivdtitas at
the first CD based on the.request.. 11. The conputer-readabl e nedj.um of
claim 10, wherdet & pirHeipels L selgsed,@oup adiesPbPR gF multneddy and ’nelied| ons ¢ o
recei ve Vi de@araditerslidembediedafd pfovaka demRdiapnaal cl ai m 10, wherein said
request further conprising a set of instructions to receive an imge.

13.
An apparatus for @sehfbfiedastiusgornipeelagively rageive the swkinadizathofirsheRagead (oW
operating i N oft o Qs communi cation network, conprising: means for providing
a type of a conmunrcation device (CD) to the CM the type indicating the
multinmedia that the CD is capable of comunicating; neans for selectively
comuni cat i ng t he Theikermpaeti-madshicadedumtol elainy p@, velfer¢ih eaidCBquestdartheeans f or
encapsul at i ng mul.t.i media.fromthe CD b rLoupi ng one or nore data franes
representing RUPHS e drd OFH]‘S%PWF B%Eec‘?l%ec%a%ﬂ‘ng mul ti medi a payl oad fornat
descriptors, within a payload and upon confirmation that the CDis
authorized to [PaMhe corppiter-teddablesabdiomad cigind U, wirdeih Baid espesniFertied an invite
request to parti Qi,ﬁgte I ?_the .sel ected group, a description of rmultinedia
and si gnal i nGOPRM SR &5t OT INSURCHPD HLGCHYAN WI98%i ded to group participant. 14.
The apparatus of claim 13, wherein said type indicates a video canmera and

said multimed g, iAmpdpF@lﬁﬁls Yord@mmukRoating fuf R A HE a @bmAhudicAlidmwmandaer i n sai d
type Indicat ?EM% o?agrlatling i%aangergl?p ?orl]‘l?mﬁr%::agion network, comprising:
means for providing a type of a communication device (CD) to the CM, the type
indicating the multimedia that the CD is capable of communicating;
means for selectively communicating the multimedia based on the type of the CD;
and
means for encapsulating multimedia from the CD by grouping one or more data
frames representing multimedia information, including multimedia payload format
descriptors, within a payload and upon confirmation that the CD is authorized to
participate in a selected group and in response to an invite request to participate in the

selected group, a description of multimedia and signaling parameters is embedded and

provided to group participant.

14. The apparatus of claim 13, wherein said type indicates a video camera and said

multimedia includes video.

15. The apparatus of claim 13, wherein said type indicates a still camera and said

multimedia includes still image.

16. An apparatus for receiving multimedia from a communication manager (CM)



mul tinmedia includes still inmage. 16. An apparatus for receiving nmultinmed a
froma communi cati on manager (CM 2 0 MAR 2007 3't operating in a}gMoupid7
comuni cati on network, conprising: nmeans for providing a request to the CM
the request indicating the multinedia Hat a first CDis capabl e of

recei ving; neans for encapsulating nultimedia froma second CD by grouping
one or nore data franmes representing nultimedia information, including

mul ti medi a payl oad fornmat descriptors, within a payl oad and upon
confirmation dphatingin 4 gasp cémuhication RicbrR aeaipdisia | s authorized to
participate in a selecfed group and in response to an invite request to
participate in t hé"@Bs OEPEYIYPHY Fduest trobe CMbttherequest indicatingthie andimiedin gnal i ng

par aneters isthatgrmgqg@qjs@pgﬂpg,pg&ggqglo the first CD; and neans for
selectively receiving the multinedia at the first CD based on the request.

17. The appar at us nsengfosiepsapsilatingen wiimediaifim espeemt CDrbyl grolgsngoneaquesé f or

et udes s r G sertAEnBROAL B thirim A, btrudehRlimed e yhtditre. (oo
having a typelesdripeors, yyithin 0 gayleddi ang upbecofiribtiitha at 1dagtithd ht SR desoria@Bbl e of

comuni cat i ng, conprising: .a receiver capable of receiving the nultinedia;, a
transmtter dapiberzedfo pRrUciRaF (R 3 sriectadSIoHR and iR ERSEONSAARAEINKite Fequest tnsmi t t er

provi des the ﬂabf&?pa&finQMeﬁaﬁg%&%p@HWH#%td%ti a4fid sné%g%%{%é‘%{e{rﬂg in a

group communication net, comuni cat 1 ng nultr medi € type
of the CD; a epbeddessind prwidedite theffirgr@emdi ng the nultinmedia fromthe CM

wherein: the proce reengapsul ates .nul tinmedi a,.fro he b roupi ng one
or nore data frannéeérolsr %)5%%621'\/94”606%% 4hﬁgg'i?té{n?qﬁ 6%%%&7%93%%%‘1 %Hﬁ?‘ﬁg
mul ti medi a payduestd format descriptors, within a payload and upon

confirmation that the CD is authorized to participate in a selected group

and in responsgyr Lrﬁﬁan invite re ueslpq to participate in the selected group,
a description of 'RfiPPRAEYS Yhereinsgldssqusseipgipdes aregypson e g
provi ded to gigdp participant. 2 0 MAR 2007

18. The apparatus of claim 16, wherein said request includes a request for receiving

an image.

19. A communication device (CD) having a type, the type indicating the multimedia
that the CD is capable of communicating, comprising:

a receiver capable of receiving the multimedia;

a transmitter capable of transmitting the multimedia, wherein the transmitter
provides the type of the CD to a Communications Manager (CM) operating in a group
communication net, the CD communicating multimedia based on the type of the CD;

a processor capable of processing the multimedia from the CM, wherein:

the processor encapsulates multimedia from the CD by grouping one or
more data frames representing multimedia information, including
multimedia payload format descriptors, within a payload and upon
confirmation that the CD is authorized to participate in a selected group and
in response to an invite request to participate in the selected group, a
description of multimedia and signaling parameters is embedded and

provided to group participant.



35 20. The CD of claim 19, wherein said type indicates a video canera and
said nultinedia includes video. 21. The CD of claim 19, wherein said type
indicates a still canmera and said nultinedia includes still imagey MB2200A
first conmunication device (CD) for receiving nmultinmedia froma

communi cati on nmanager (CM operating inZg group communi cati on network,
conprising: a transmtter capable of transmtting a request to the CM the
request indicating the nultinmedia that the first CD is capable of receiving;
a processor capabl e of processing the multinedia fromthe CM wherein:

mul ti medi a fromlaTaeebrf ckinil®. wherainsaiddyredndigates duigeheprenie aist saitbr e dat a

frames represgidhifa Wlubhmgé@ i nformation, including rmultinedia payl oad
format descriptors, I n a payl oad and upon confirmation that at |east

the first and second CD is authorized to participate in a selected group
and in responsellt EhaﬁDiof\nlaum 19eybersin said typsaindicatepastd] ¢amerhendssaidect ed gr oup,

a descriptio ignaling paraneters is enbedded and
provi ded to ?%u?t]mgméinc > Sqll rl]n%ggecei ver capable of receiving the multinedi a

at the first CD based on the request. 23. The CD of claim 22, wherein said
request includeX. a firepoasturfication dedte{GI) fwiﬂeﬂvmgmnnﬁé&am claim 22,

wherei n said request .incl udes request .for receiving still e..25.
Tethod for o HCHESSamARF: (CIRERGDE 8 BRGS Fm G ot RN PO
net wor K, the et h@egag@Red c%bﬁlﬂeof t@é}ﬁthhHQa?ethd@?o%E@M%h@%@jﬂbﬁﬂ'ixﬁ%ahﬁ? devi ce
(CD) at a conmuni cation mana (CM; providing a descri ption of muTtimedia

and si gnal i nghepavlimediarthatithe @b@@n&@ap@ldeaﬁrecelnmgte request by the CDto
participate in a ggog:g%sgpca%[éﬂg'%f pt%9 sfn gllll ﬁln%Platffb?n fR v ?Hér@?l“ zed to

participate in a rou |veycommn|ca|ngarrult|rred|a
based on the typemuiltirhétda ﬁanca‘seao@lr@mﬁs @cﬁpsM&Rdw@Youpﬁqunemrpmé datawher ei n

the multinmedia is encapsul ated oupj ng. re dat
represent i ng [TH1IEP FSPERIF lqgr{F'HPWﬁg%d‘%%r’Wﬁ@Pu'&FlH mﬁﬂ? xﬁg@pga)ag@;{fggaatf or mat
descriptors, deWribided) withRy pAAShd and upon confirmation that at least the first and second CD
is authorized to participate in a selected group and in response to an invite request to
participate in the selected group, a description of multimedia and signaling parameters is
embedded and provided to the first CD; and
a receiver capable of receiving the multimedia at the first CD based on the

request.
23. The CD of claim 22, wherein said request includes a request for receiving video.

24. The CD of claim 22, wherein said request includes a request for receiving still

image.

25. A method for communicating multimedia operating in a group communication
network, the method comprising:
receiving a type from a communication device (CD) at a communication manager
(CM);
providing a description of multimedia and signaling parameters in response to an
invite request by the CD to participate in a selected group;
confirming that the CD is authorized to participate in a selected group; and

selectively communicating a multimedia based on the type of the CD of a group



26. The nethod of claim 25, wherein said type is a video canera and said
multimedia conprises a video. 27. The nethod of claim25, wherein said ta$e
is astill camera and said multinmedia conprises a still image. 28.7 (W& 00
met hod of claim25, further conprising confirmng paynent is authorized for
the type of the CD prior to encapsul atiop of data franmes in the nultinmedi a.
29. The nethod of claim25, further co éising determ ning a reduced rate of
transm ssion of the nmultinmedia based on a transm ssion cost authorized by
the CD. 30. AagRipaut er-readabl e medi um conprising at |east one instruction,
whi ch, when executed by a machine, causes the machine to perform
operations, the i nNdereifctesrdtimediapransansylated by groupingtane or more dase frames t o
receive aty : j : ion deyi ( . Al i i nager
(@0 2 st PR BREmRTIRIOLE R e Bt e lin Bl ey SET TR R 2" 20
signaling pawithirespaydoddn response to an invite request by the CDto
participate in a selected group; a set of the instructions to confirmthat

the CD is authorjzed t articipate in a. selecte roup: and.a set of the
nstructsons. tood arSEiRAs el Fitta B nr ¢ FedraBa ol i iy oo o
the CD to a gompHsdantidedl pant, wherein the nmultinmedia is encapsulated by a
set of the instructions to group one or nore data franmes representing

mul ti media info i on, includi | timedia payl pad fornpt  descriptors,
within a payl oaé.' gm @Sﬁﬂﬂﬁgrw ERE éyﬂ?éii%/ﬁtﬁﬁ%“%?%? agghmu B n said
type is a vi dgmprgiRrsall idagk said nultinedia conprises a video. %0 MAR 2001
32. The conput er-readabl e nmedi um of claim 30, wherein said type is a still

canera and said multinedia conprises a still image. 33. The . )

conput er - r eadab?® Themethiadar claimi2h fagherqemprising conipriieg pRymenkisauigprized for

i nstructions i J I - the CD prior
to encapsul A1¢ 3PS G EAE ndaPaMilon O g okl EghiRRd
conput er -r eadabl e nmedi um of claim 30, further conprising a set of

i nstructions to2¥dthemmrithne of clagnd 26 efirthert compfising detsrmiagigovreddced kate ofil t i medi a

SIS L (N ST T TN e N T S
30. A computer-readable medium comprising at least one instruction, which, when

executed by a machine, causes the machine to perform operations, the instructions
comprising:

a set of the instructions to receive a type from a communication device (CD) at a
communication manager (CM);

a set of the instructions to provide a description of multimedia and signaling
parameters in response to an invite request by the CD to participate in a selected group,

a set of the instructions to confirm that the CD is authorized to participate in a

selected group; and

a set of the instructions to selectively communicate the multimedia based on the
type of the CD to a group participant,
wherein the multimedia is encapsulated by a set of the instructions to group one or

more data frames representing multimedia information, including multimedia payload

format descriptors, within a payload.

31. The computer-readable medium of claim 30, wherein said type is a video camera

and said multimedia comprises a video.



networ k, conprising: nmeans for receiving a type froma conmuni cati on devi ce
(CD) at a conmunication manager (CM; neans for providing a description of
mul ti medi a and signaling paraneters in response to an invite request M8% 2ilhe
CD to participate in a selected group;d;%ans for confirmng that the CDis
authorized to participate in a selecte roup; and neans for selectively
comuni cating the multinedi a based on the type of the CD to a group
participant, wherein the nultimedia is encapsul ated by grouping one or nore
data frames rej gheBéhp@eriehddblBdbduh b @IRB0 Oherdin SAIH Hpads Ayl bRl a
payl oad format descriptors, wthin_a payload. 36. The apparatus of claim
35, wherein $8d gpid pydimedincomprises g stitbimegind said nul ti nedia conprises a
video. 37. The apparatus of claim35, wherein said type is a still canera
and sai d mul tineditge cSAPRELIEEbR Mbdibth dfeaaﬁso,%ﬁnh&fesm?ﬁaﬁgats%t%ffof cl aim 35,
further conprising nmeans for confirmng payment Is authorrze or the type
of the CD prilestrugteons e egrdimgrymantds autherized ferthstypeof the Ghupriértedi a. 2 MAR
1007 3g 39. r f_ cl.aj . rther conprising nmeans for
determ ni ng aew“g’é‘ﬂg@‘% Oqidgﬁaefpaé?egtlggl?ﬁg@%ﬁ of the multinedia based on a
transm ssion cost authorized by the CD. 40. A communication nmanager (CM
for communi cat i 3y The bormpeeel-@adabéer medimg of nlaan 3@ fonercomptising atsetawf net wor k,
conprising: a receiver ,capable of receiving a type. froma co nj cation
devi ce (CD): 'SUIPIGSAR det 'E%?)EFHP%Eddf‘teto:f Y 'fst“?/“rfgﬂi‘%'é‘u fﬂ'%? on hherei n
the transm t t@hsmiBiOY bseButBorfRABY iRt ¢pn of nultinmedia and signaling
paraneters in response to an invite request by the CDto participate in a
sel ected group;_a processor capabl e of conmmunjcating nultinedia with the CD,
wherei n: the CD} AncapRiplussey coBymuifatipg mukimesip eRsrasiagin & Brpap sommugicgdproct ed
group; and thg mulbhEdLe i S sel ectively comuni cated based on the type of
the CDto a group Cpalrjﬂtallgc?'pant, wherein the nultinmedia is encapsul ated by
groupi ng one or meEass Bateaeivirgragypes pmesemmungation dévieedC)iahd or mat i on,
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communication manager (CM);

means for providing a description of multimedia and signaling parameters in
response to an invite request by the CD to participate in a selected group;

means for confirming that the CD is authorized to participate in a selected group;
and

means for selectively communicating the multimedia based on the type of the CD
to a group participant,

wherein the multimedia is encapsulated by grouping one or more data frames
representing multimedia information, including multimedia payload format descriptors,

within a payload.

36. The apparatus of claim 35, wherein said type is a video camera and said

multimedia comprises a video.

37. The apparatus of claim 35, wherein said type is a still camera and said multimedia

comprises a still image.

38. The apparatus of claim 35, further comprising means for confirming payment is

authorized for the type of the CD prior to encapsulation of data frames in the multimedia.



mul ti medi a payl oad format descriptors, within a payload. 41. The CMof claim
40, wherein said type is a video canera and said nmultinmedia conpri seg1 @e, 0
EhaE Y

video. 42. The CM of claim 40, wherein said type is a still camera
mul ti media conprises a still inmage. 43.,Jhe CM of claim40, wherein prior
to encapsul ation of data franmes in the ltimedia, a paynent for the CDis

confirnmed as authorized for the type of the CD. 44. The CM of claim 40,
wherein the transm ssion of the nultinmedia is determ ned for a reduced rate

of transm ssi orsobaBeshpaRng Jf CRRE I5 Sttt comptisia hidahd foP Betbinihing aClduced

rate of transmission of the multimedia based on a transmission cost authorized by the CD.

40. A communication manager (CM) for communicating multimedia operating in a
group communication network, comprising:

a receiver capable of receiving a type from a communication device (CD);

a transmitter capable of transmitting the multimedia, wherein the transmitter
provides a description of multimedia and signaling parameters in response to an invite
request by the CD to participate in a selected group;

a processor capable of communicating multimedia with the CD, wherein:

the CD is confirmed for authorization to participate in a selected group;

and

the multimedia is selectively communicated based on the type of the CD to
a group participant, wherein the multimedia is encapsulated by grouping
one or more data frames representing multimedia information, including

multimedia payload format descriptors, within a payload.

41. The CM of claim 40, wherein said type is a video camera and said multimedia

comprises a video.

42. The CM of claim 40, wherein said type is a still camera and said multimedia

comprises a still image.

43. The CM of claim 40, wherein prior to encapsulation of data frames in the

multimedia, a payment for the CD is confirmed as authorized for the type of the CD.

44, The CM of claim 40, wherein the transmission of the multimedia is determined

for a reduced rate of transmission based on a transmission cost authorized by the CD,



