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SYSTEM AND METHOD FOR USING IMAGE DATA TO TRIGGER

CONTACTLESS CARD TRANSACTIONS

RELATED APPLICATIONS

[0001] This application claims priority to U.S. Patent Application Serial No. 16/511,731,

titled "SYSTEM AND METHOD FOR USING IMAGE DATА TО TRIGGER

CONTACTLESS CARD TRANSACTIONS" filed on July 15, 2019. The contents of the

aforementioned application are incorporated herein by reference in their entirety.

BACKGROUND

[0002] Near-field communication (NFC) includes a set of communication protocols that

enable electronic devices, such as a mobile device and a contactless card, to wirelessly

communicate information. NFC devices may be used in contactless payment systems, similar

to those used by contactless credit cards and electronic ticket smartcards. In addition to

payment systems, NFC-enabled devices may act as electronic identity documents and keycards,

for example.

[0003] A contactless device (e.g., card, tag, transaction card or the like) may use NFC

technology for bi-directional or uni-directional contactless short-range communications based

on, for example, radio frequency identification (RFID) standards, an EMV standard, or using

NFC Data Exchange Format (NDEF) tags, for example. The communication may use magnetic

field induction to enable communication between powered electronic devices, including

mobile wireless communications devices and unpowered, or passively powered, devices such

as a transaction card. In some applications, high-frequency wireless communications

technology enables the exchange of data between devices over a short distance, such as only a

few centimeters, and two devices may operate most efficiently in certain placement

configurations.

[0004] While the advantages of using an NFC communication channel for contactless card

transactions are many, including simple set up and low complexity, one difficulty faced by

NFC data exchanges may be difficulty transmitting a signal between devices with small

antennas, including contactless cards. Movement of the contactless card relative to the device

during an NFC exchange may undesirably impact the received NFC signal strength at the
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device and interrupt the exchange. In additions, features of the card, for example metal cards,

may cause noise, dampen signal reception, or other reflections that erroneously trigger NFC

read transactions. For systems that use contactless cards for authentication and transaction

purposes, delays and interruption may result in lost transactions and customer frustration.
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SUMMARY

[0005] A system of one or more computers can be configured to perform particular

operations or actions by virtue of having software, firmware, hardware, or a combination of

them installed on the system that in operation causes or cause the system to perform the actions.

[0006] According to one general aspect, a method for controlling a wireless

communication between a device and a transaction card, includes: initiating a near field

communication between the device and the transaction card to communicate a cryptogram from

an applet of the transaction card to the device; capturing, by a front-facing camera of the device,

a series of images of the transaction card; processing each image of the series of images to

identify a darkness level associated with a distance of the transaction card from the front of the

device; comparing each identified darkness level to a predetermined darkness level associated

with a preferred distance for a near field communication read operation between the device and

the transaction card; and automatically triggering the near field communication read operation

between the device and the transaction card to communicate the cryptogram from the applet of

the transaction card to the device in response to the identified darkness level corresponding to

the predetermined darkness level associated with the preferred distance for the near field

communication read operation. Other embodiments of this aspect include corresponding

computer systems, apparatus, and computer programs recorded on one or more computer

storage devices, each configured to perform the actions of the methods.

[0007] Implementations may include one or more of the following features. The method

where the step of automatically triggering includes the of step automatically executing a

function associated with a user interface input element provided on a graphic user interface of

a display of the device, where the function includes the near field communication read

operation. The method including the step of identifying the darkness level for each image of

the series of images to provide a series of darkness levels and analyzing the series of darkness

levels to identify a pattern of darkness levels, where automatically triggering of the near field

communication read operation between the device and the transaction card occurs in response

to the pattern of darkness levels. The method where the pattern of darkness levels resulting in

automatic triggering of the near field communication read operation includes one of a

predetermined number of successive darkness levels that exceed the predetermined darkness

level associated with the preferred distance for the near field communication read operation.

The method where the pattern of darkness levels resulting in automatic triggering of the near
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communication read operation. Implementations of the described techniques may include

hardware, a method or process, or computer software on a computer-accessible medium.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIGs 1A and 1B are diagrams provided to illustrate an interaction between

contactless card and a contactless card reading device;

[0013] FIG. 2 is an illustration of an exemplary operating volume of a Near Field

Communication device;

a

[0014] FIG. 3 is a view of a sensor bar of a mobile phone that may be configured to perform

position alignment as disclosed herein;

[0015] FIG. 4 is a block diagram illustrating exemplary components of one embodiment of

a device configured as disclosed herein;

[0016] FIG. 5 is a flow diagram of exemplary steps of a position alignment system and

method that may be performed by the NFC transaction device of FIG. 4;

[0017] FIG. 6 is a detailed flow diagram illustrating exemplary steps that may be performed

to align a position of the contactless card relative to the device;

[0018] FIG. 7 is a flow diagram illustrating exemplary steps that may be performed to train

a machine leaning model as disclosed herein;

[0019] FIG. 8 is a flow diagram illustrating exemplary steps that may be performed in a

Simultaneous Localization and Mapping (SLAM) process that may be used as disclosed herein;

[0020] FIG. 9 is a flow diagram illustrating exemplary steps that may be performed to

position a contactless card for NFC communication using a combination of proximity sensors

and image capture devices of a mobile phone device;

[0021] FIG. 10 illustrates an exemplary phone/card interaction and display during

proximity sensing;

[0022] FIG. 11 illustrates an exemplary phone/card interaction and display during position

alignment;

[0023] FIGs 12A-12C illustrate exemplary mobile phone displays that may be provided

following successful alignment for NFC communication, including prompts for adjusting

contactless card positioning to maximize received signal strength by the mobile device;

[0024] FIGs 13A, 13B and 13C illustrate an exemplary phone/card interaction as disclosed

herein: and

[0025] FIG 14 is a flow diagram of one embodiment of an exemplary process for

controlling an interface of a card reader of a device using captured image data as disclosed

herein.
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DETAILED DESCRIPTION

[0026] A position alignment system and method disclosed herein facilitates positioning of

a contactless card relative to the device, for example positioning the contactless card proximate

to a target position within a three-dimensional target volume. In one embodiment, the position

alignment system uses a proximity sensor of the device to detect a contactless card's approach.

Upon detection of the approach, a series of images may be captured by one or more imaging

elements of the device, for example including by a camera of the device and/or by an infrared

sensor/dot projector of the device. The series of images may be processed to determine a

position and trajectory of the card relative to the device. The position and trajectory

information may be processed by a predictive model to identify a trajectory adjustment to reach

the target position and one or more prompts to achieve the trajectory adjustment. Such an

arrangement provides real-time positioning assist feedback to a user using existing imaging

capabilities of mobile devices, thereby improving the speed and accuracy of contactless card

alignment and maximizing received NFC signal strength.

[0027] According to one aspect, a triggering system may automatically initiate a near field

communication between the device and the card to communicate a cryptogram from an applet

of the card to the device. The triggering system may operate in response to a darkness level or

change in darkness levels in the series of images captured by the device. The triggering system

may operate in response to a complexity level or change in complexity level in the series of

images. The triggering system may automatically trigger an operation controlled by a user

interface of the device, for example automatically triggering a read of the card. The triggering

system may be used alone or with assist of one or more aspects ofthe position alignment system

disclosed herein.

[0028] These and other features of the invention will now be described with reference to

the figures, wherein like reference numerals are used to refer to like elements throughout. With

general reference to notations and nomenclature used herein, the detailed descriptions which

follow may be presented in terms of program processes executed on a computer or network of

computers. These process descriptions and representations are used by those skilled in the art

to most effectively convey the substance of their work to others skilled in the art.

[0029] A process is here, and generally, conceived to be a self-consistent sequence of

operations leading to a desired result. Processes may be implemented in hardware, software,

or a combination thereof. These operations are those requiring physical manipulations of

physical quantities. Usually, though not necessarily, these quantities take the form of electrical,
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[00133] In some embodiments, the automatic triggering of the NFC read operation may

bypass or replaces a trigger historically provided by a user interface element. For example, in

some embodiments, a graphical user interface element such as a read button (1225) may be

provided on a device to enable the user to activate an NFC communication when the user

determines that the card may be appropriately located relative to the device. The user interface

elements may be associated with a function, such as a read operation, in some embodiments. It

may be appreciated that other user interface elements may be triggered using the techniques

describes herein and various corresponding associated functions may be automatically

triggered. Automatic triggering as disclosed herein may reduce delays and inaccuracies

associated with historically controlled user interface elements, improving NFC communication

flows and success rates.

[00134] Accordingly, a system and method for detecting card presence to trigger an NFC

read using captured image information has been shown and described. Such a system may

utilize machine learning methods and/or SLAM methods as described in more detail above to

provide additional guidance, prior to the triggering the card read. With such an arrangement,

the placement of cards is improved and the rate of success of NFC communication exchanges

may be improved.

[00135] As used in this application, the terms "system", "component" and "unit" are

intended to refer to a computer-related entity, either hardware, a combination of hardware and

software, software, or software in execution, examples of which are described herein. For

example, a component may be, but is not limited to being, a process running onaprocessor, a

processor, a hard disk drive, multiple storage drives, a non-transitory computer readable

medium (of either optical and/or magnetic storage medium), an object, an executable, a thread

of execution, a program, and/or a computer. By way of illustration, both an application running

on a server and the server may be a component. One or more components can reside within a

process and/or thread of execution, and a component may be localized on one computer and/or

distributed between two or more computers.

[00136] Further, components may be communicatively coupled to each other by various

types of communications media to coordinate operations. The coordination may involve the

uni-directional or bi-directional exchange of information. For instance, the components may

communicate information in the form of signals communicated over the communications

media. The information may be implemented as signals allocated to various signal lines. In

such allocations, each message is a signal. Further embodiments, however, may alternatively
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employ data messages. Such data messages may be sent across various connections.

Exemplary connections include parallel interfaces, serial interfaces, and bus interfaces.

[00137] Some embodiments may be described using the expression "one embodiment" or

"an embodiment" along with their derivatives. These terms mean that a particular feature,

structure, or characteristic described in connection with the embodiment is included in at least

one embodiment. The appearances of the phrase "in one embodiment" in various places in the

specification are not necessarily all referring to the same embodiment. Moreover, unless

otherwise noted the features described above are recognized to be usable together in any

combination. Thus, any features discussed separately may be employed in combination with

each other unless it is noted that the features are incompatible with each other.

[00138] With general reference to notations and nomenclature used herein, the detailed

descriptions herein may be presented in terms of functional blocks or units that might be

implemented as program procedures executed on a computer or network of computers. These

procedural descriptions and representations are used by those skilled in the art to most

effectively convey the substance of their work to others skilled in the art.

[00139] A procedure is here, and generally, conceived to be a self-consistent sequence of

operations leading to a desired result. These operations are those requiring physical

manipulations of physical quantities. Usually, though not necessarily, these quantities take the

form of electrical, magnetic or optical signals capable of being stored, transferred, combined,

compared, and otherwise manipulated. It proves convenient at times, principally for reasons

of common usage, to refer to these signals as bits, values, elements, symbols, characters, terms,

numbers, or the like. It should be noted, however, that all of these and similar terms are to be

associated with the appropriate physical quantities and are merely convenient labels applied to

those quantities.

[00140] Further, the manipulations performed are often referred to in terms, such as adding

or comparing, which are commonly associated with mental operations performed by a human

operator. No such capability of a human operator is necessary, or desirable in most cases, in

any of the operations described herein, which form part of one or more embodiments. Rather,

the operations are machine operations. Useful machines for performing operations of various

embodiments include general purpose digital computers or similar devices.

[00141] Some embodiments may be described using the expression "coupled" and

"connected" along with their derivatives. These terms are not necessarily intended as

synonyms for each other. For example, some embodiments may be described using the terms
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"connected" and/or "coupled" to indicate that two or more elements are in direct physical or

electrical contact with each other. The term "coupled," however, may also mean that two or

more elements are not in direct contact with each other, but still co-operate or interact with

each other.

[00142] It is emphasized that the Abstract of the Disclosure is provided to allow a reader to

quickly ascertain the nature of the technical disclosure. It is submitted with the understanding

that it will not be used to interpret or limit the scope or meaning of the claims. In addition, in

the foregoing Detailed Description, various features are grouped together in a single

embodiment to streamline the disclosure. This method of disclosure is not to be interpreted as

reflecting an intention that the claimed embodiments require more features than are expressly

recited in each claim. Rather, as the following claims reflect, inventive subject matter lies in

less than all features of a single disclosed embodiment. Thus, the following claims are hereby

incorporated into the Detailed Description, with each claim standing on its own as a separate

embodiment. In the appended claims, the terms "including" and "in which" are used as the

plain-English equivalents of the respective terms "comprising" and "wherein," respectively.

Moreover, the terms "first," "second," "third," and so forth, are used merely as labels, and are

not intended to impose numerical requirements on their objects.

[00143] What has been described above includes examples of the disclosed architecture. It

is, of course, not possible to describe every conceivable combination of components and/or

methodology, but one of ordinary skill in the art may recognize that many further combinations

and permutations are possible. Accordingly, the novel architecture is intended to embrace all

such alterations, modifications and variations that fall within the spirit and scope of the

appended claims.
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WHAT WE CLAIM IS: 

 

1. A method for controlling a wireless communication between a device and a 

transaction card, including: 

 initiating a near field communication between the device and the transaction card to 

communicate a cryptogram from an applet of the transaction card to the device; 

 capturing, by a front-facing camera of the device, a series of images of the transaction 

card; 

 processing each image of the series of images to identify a darkness level associated 

with a distance of the transaction card from the front of the device; 

 comparing each identified darkness level to a predetermined darkness level associated 

with a preferred distance for a near field communication read operation between the device 

and the transaction card, wherein the predetermined darkness level indicates that the 

transaction card is sufficiently close to the device to perform the near field communication 

read operation; and 

 automatically triggering the near field communication read operation between the 

device and the transaction card to communicate the cryptogram from the applet of the 

transaction card to the device in response to the identified darkness level corresponding to the 

predetermined darkness level associated with the preferred distance for the near field 

communication read operation. 

 

2. The method of claim 1, wherein the step of automatically triggering includes the of 

step automatically executing a function associated with a user interface input element 

provided on a graphic user interface of a display of the device, wherein the function includes 

the near field communication read operation. 

 

3. The method of claim 1 including the step of identifying the darkness level for each 

image of the series of images to provide a series of darkness levels and analyzing the series of 

darkness levels to identify a pattern of darkness levels, wherein automatically triggering of 

the near field communication read operation between the device and the transaction card 

occurs in response to the pattern of darkness levels. 
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4. The method of claim 3 wherein the pattern of darkness levels resulting in automatic 

triggering of the near field communication read operation includes one of a predetermined 

number of successive darkness levels that exceed the predetermined darkness level associated 

with the preferred distance for the near field communication read operation. 

 

5. The method of claim 3 wherein the pattern of darkness levels resulting in automatic 

triggering of the near field communication includes a predetermined total number of darkness 

levels that exceed the predetermined darkness level associated with the preferred distance for 

the near field communication read operation. 

 

6. The method of claim 3 wherein the pattern of darkness levels resulting in automatic 

triggering of the near field communication indicates one or more of a darkness trend or a 

darkness spike or a darkness plateau in the series of darkness levels. 

 

7. The method of claim 1 wherein each image of the series of images is comprised of a 

plurality of pixels and wherein, for each image, a subset of the plurality of pixels are used to 

identify the darkness level for the image. 

 

8. The method of claim 6 further including the step of processing the series of images to 

identify a feature of the transaction card, and wherein the subset of the plurality of pixels that 

is used to identify the darkness level of each image includes the feature. 

 

9. The method of claim 7 wherein the darkness level for at least one image comprises an 

average of pixel values of the subset of the plurality of pixels of the at least one image. 

 

10. The method of claim 8 wherein the darkness level for the at least one image 

comprises a weighted average of pixel values of the at least one image, where a weight of a 

pixel is determined based upon a proximity of the pixel to the feature. 

 

11. The method of claim 6 wherein the plurality of pixels of the image is apportioned into 

a plurality of subsets of pixels, each subset of pixels comprises a subset darkness level, and 

the darkness level of the image is determined using the subset darkness levels of the plurality 

of subsets of pixels 
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12. The method of claim 11, wherein the step of processing each image of the series of 

images to identify the complexity level of the image includes the steps of, for each image: 

identifying a complexity level for each pixel, the complexity level for each pixel 

corresponding to a difference between one or more of a darkness level or a color of the pixel 

and darkness levels or colors of neighboring pixels; and 

determining the complexity level of the image using the complexity levels of the 

plurality of pixels of the image. 

 

13. The method of claim 1 wherein the step of initiating the near field communication 

between the device and the transaction card for communication of the cryptogram from the 

applet of the transaction card to the device occurs in response to receipt of a READ input 

command at a user interface of the device. 

  

14. A device comprising: 

a front-facing camera configured to capture a series of images of a transaction card in 

response to initiation of a near field communication between the device and the transaction 

card for communication of a cryptogram from an applet of the transaction card to the device; 

a near field communication interface; 

a processor coupled to the front-facing camera and the near field communication 

interface; 

a non-volatile storage device comprising program code stored thereon operable when 

executed upon by the processor to: 

process each image of the series of images to identify a darkness level 

associated with a distance of the transaction card from a front of the device; 

compare each identified darkness level to a predetermined darkness level 

associated with a preferred distance for a near field communication read operation 

between the device and the transaction card, wherein the predetermined darkness level 

indicates that the transaction card is sufficiently close to the device to perform the 

near field communication read operation; and 

automatically trigger the near field communication read operation between the 

device and the transaction card to communicate the cryptogram from the applet of the 

transaction card to the device in response to the identified darkness level 
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corresponding to the predetermined darkness level associated with the preferred 

distance for the near field communication read operation. 

 

15. The device of claim 14, wherein the program code is further operable when executed 

upon by the processor to: 

process each image of the series of images to identify a complexity level of the image; 

compare each identified complexity level to a predetermined complexity level associated 

with the preferred distance for a near field communication read operation between the device 

and the transaction card; and 

  automatically trigger the near field communication read operation between the device 

and the transaction card for the communication of the cryptogram from an applet of the 

transaction card to the device in response to the identified complexity level corresponding to 

the predetermined complexity level associated with the preferred distance for the near field 

communication read operation. 

 

16. The device of claim 15, wherein the program code is further operable when executed 

upon by the processor to process the series of images to detect a feature, each image is 

comprised of a plurality of pixels and a contribution of each pixel to one or more of the 

darkness level or the complexity level of the image is weighted in accordance with a 

proximity of each pixel to the feature. 

 

17. The device of claim 15 further comprising a user interface element configured to 

perform a function when selected by a user, and wherein the program code is further operable 

when executed upon by the processor to automatically perform the function of the user 

interface element in response to one or more of the darkness level or complexity level, and 

wherein the function is the near field communication read operation 

 

18. A system comprising: 

a transaction card configured for near field communication, the transaction card 

comprising a memory storing an applet comprising a cryptogram; 

a device configured for near field communication with the transaction card, the device 

comprising: 

         a near field communication interface; 
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a camera configured to capture a series of images of the transaction card in 

response to initiation of a near field communication exchange between the device and 

the transaction card, the series of images used to control the near field communication 

interface to retrieve the cryptogram from the applet of the transaction card; 

a processor coupled to the camera; 

a non-volatile storage device comprising program code stored thereon 

operable when executed upon by the processor to: 

process each image of the series of images to identify a darkness level 

associated with a distance of the transaction card from the device; 

compare each identified darkness level to a predetermined darkness 

level associated with a preidentified distance for a near field communication 

read operation between the device and the transaction card, wherein the 

predetermined darkness level indicates that the transaction card is sufficiently 

close to the device to perform the near field communication read operation; 

and 

automatically trigger a near field communication read operation 

between the device and the transaction card to receive a cryptogram from an 

applet of the transaction card at the near field communication interface in 

response to the identified darkness level corresponding to the predetermined 

darkness level associated with the preidentified distance for a near field 

communication read operation. 

 

19. The system of claim 18 wherein the program code is further operable when executed 

upon by the processor to: 

process each image of the series of images to identify a complexity level of the image; 

automatically trigger a near field communication read operation between the device and the 

transaction card for communication of the cryptogram from the applet of the transaction card 

to the device in response to the identified complexity level corresponding to a predetermined 

complexity level associated with the preidentified distance for the near field communication 

read operation. 


