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TERM NAL ACCESS CONTROL The present invention rel ates

to controlling access to termnals, in particular to
woenwsioazad4s t hat contain private and/ or confi deRCTAIP2005/010510
i nformati on and are used to share non-private or
non-confidential information information, e.qg.

informati on suitable for sharing. BACKGROUND ART

Term nals, such as PCs, Notebooks, Tablet PCs, and
THS[18as n@lokJFerepnalordi gital assistants (PDA) , and
Tobi e phones are used to share information, e.g.

show gg phog 0s, videos, nessages, playing video ganes,

tc. _Sone .t ta o er.m n [ Ji,tab

i PRECEuR (et st P RpaRRabr o choh tas hany oo to
tsdratienant,s, ot edparcacdlinf ortmat itermicertsai nthessagestain
etc., are private and/or cqonfjdential, |ma and vi de
Redpidice easy Be ﬁP&ml;?e%&ia% %n'?ﬁ}ma%% 8{qﬁerasf‘? nu?%‘g to

lﬂﬁgﬁlvHQ%iﬁﬁggéﬁ§’ apd brawsipgntheegeAbLENt information
together. The termnals are carried in a w de range of
isotirala tsidruatd -ans , 1 rdraredrisay i ap keh e Site 5y

pl anned and unpl anned opportunities to share with peer
group and non-peer group. Browsing of content may
pAv@neNgyeRmone cl ustered around the capturing

device, or handing the termnal around in a group.

Once the user (owner) of the term nal has handed the
f%?ﬂﬂﬂgﬂsfn“sJ@HShgs'SPégl'aﬁ&t@ﬁobh@,SQQthe&U|@@s@f and
the group, but essentially he/she has little control
overedsieglat a Phasonslaccésséad lby asml viawrs uséFer), and

i|e browsing. Per ' . . .
$g£lle phonesggre ugggstgnshare information, e.g. showing

photos, videos, messages, playing video games, etc. Some
of the data on the terminals is suitable for sharing,
whilst other information such as bank statements, credit
card information, certain messages, etc., are private

and/or confidential.

Image and video capture can be highly social - involving
others in the image/video capture, and browsing the
content together. The terminals are carried in a wide
range of social situations, and consequently there are
many planned and unplanned opportunities to share with
peer group and non-peer Jroup. Browsing of content may
involve everyone clustered around the capturing device,
or handing the terminal around in a group. Once the user
(owner) of the terminal has handed the terminal out
he/she is reliant on the social rules of the group, but
essentially he/she has little control over the data that
is accessed by the other users while browsing. Persons in
the group could deliberately or accidentally access

information that was not intended for them. The risk may

CONFIRMATION COPY



10

15

20

25

30

the group could deliberately or accidentally access
informati on that was not intended for them The risk
worylsgatssowners ot termnals to refrain from pRESiERE005/010510
their termnal on, thus not2exploiting all the
possi bl e uses of the device. The consequence is that
there is a risk of revealing private information. and .
6P YePERPhE 6F:rE%6@ﬂ?ﬁgsi 0 ﬁ%%?%h? ggﬁ@%i%ﬁTﬁﬁng thelr
AL |dist sehddesid: i sxpheieigeaainerd peksabmet heds of
and termnal that prevents unauthorized access to |
e vaeelaad/ Bhecordiraitente | Afortfet ophS¥FrRnig @ risk of

t erm.nal has_handed oy ri i nf gemat |
ﬁ%ygf&ffg%lepféyag%ari%é%o{ﬁ%§§%§§URE%' TﬁE IN%%Q%% oF
e priesenin iowerticrn prapddes] lay tayrmimial oo sing a
controller, a nenory associated with the controller, a
user interface through which the user operates the
el ngl @t L 38t Qnecker Mdial, eheeay Lhat teamibel that
noved relative to another term nal el enent between at
dmasintzs f i renaabdonizedond agesistsi on,tand BEh¥aEeneagsd/or

assocjated wth_ the controller f t ect | t

ﬁﬁﬁﬁ%#?ﬂF%ﬁlt+ﬁﬁgﬁm?%%%? 8hggeﬁe%%ﬁ&%f5$5t$%% angﬁg over

18 hegh £ 818 Nitn £ & hea teiasHt raldteri Dedunige a0eind | Gur exhdoing.

restrict access to the termnal in dependence of the

position of the at |east one term nal elenment. The

P &SRy VG180 Al PraYi des a nmet hod for

control i rng access to a termnal provided with a

controller, a user interface through which the user
erates the termnal, and_at. | east .one.term s

e Bhesehls VRO, SR ARV o ibRe PBprinipo

&eEitler, a memory associated with the controller, a

user interface through which the user operates the
terminal, at least one terminal element that can be moved
relative to another terminal element between at least a
first and a second position, and sensor means associated
with the controller for detecting the position of the at
least one element relative to the other element, the
controller being configured to restrict access to the
terminal in dependence of the position of the at least

one terminal element.

The present invention also provides a method for
controlling access to a terminal provided with a
controller, a wuser interface through which the user
operates the terminal, and at least one terminal element
that can be moved relative to another terminal element
between at least a first and a second position, the
method comprising the steps of giving access to data
and/or applications and/or functionality at a first

access level in a first position of the at least one
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between at |east a first and a second position, the

met hod conprising the steps of giving access to data
wandisos7appl i cati ons and/ or functionality at aPETmEPR005/010510

access level in a first posstion of the at |east

oneterm nal el enment, and giving access to data and/or

appl.ications and/or fupctionality at a second access
feEenain & 1SEE3id p6§Y$icﬁﬁ%ﬁnqhea%feT%asYoon%aga dnd/or
%ﬁﬁfﬁd%ﬁidﬂse”%ﬁﬁ/orBREEECQEBGBHEEbONaGF FHESBRAMENGSccess

n the follow ng detailed portion of the present _
lgwsdr ijot i ansechad mesitiiom wi | the ekpllkgardd ¢Re nbpeminal

etail with reference to the exenplary enbodi nents
eﬂ%\%‘?'n the drawings, in which Fig. 1is a

perspective view of a termnal in accordance with the

present invention in a closed position; Fig. 2 is a
B EEn S CRd BRIEN 5ﬁ1ﬂ£§iﬂﬁﬁﬁﬂaﬂé§-of Fi g. 1gin a
wor ki ng position; Fig. 3 is a perspective view of the

termnal of Fig. 1 in a sharing position; Fig. 4is a
Iper speet | Yolvowwngf tdrtaidred nabostifng. of i nthe caRErgent

ositiaqn; Fig.,5a is_a_ block diagr il tr.atd .the
B iyt FB3 Ut BBPCLRD ¢ B enar® of T g S Iy more
£y 8nd wCriRr ecperspest itve thd -exkmylemg ehbadjposntsomshown
sensor in the termnal, of Fig. 1, and Fig. 6 is a
i e W ingsustimatitigtan embodi nent of access
control procedure in accordance with the

Fig. 1 is a perspective view of a terminal in
accordance with the present invention in a closed
position;

Fig. 2 is a perspective view of the terminal of Fig.
1 in a working position;

Fig. 3 is a perspective view of the terminal of Fig.
1 in a sharing position;

Fig. 4 is a perspective view of the terminal of Fig.
1 in a camera position;

Fig. 5a is a block diagram illustrating the general
architecture of the terminal of Fig. 1,

Fig. 5b and 5c are perspective cut-out views of a
position sensor in the terminal of Fig. 1, and

Fig. 6 is a flow chart illustrating an embodiment of

access control procedure in accordance with the

present invention.

DETATILED DESCRIPTION

In the following detailed description, a terminal
according to the invention in the form of a hand portable

phone, preferably a cellular/mobile phone, will be
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present invention. DETAILED DESCRI PTION In the

follow ng detail ed description, a term nal according
woaodsla7i4mventi on in the formof a hand port abbeT reme/n10510

preferably a cellul ar/ nobil € phone, will bedescribed

by the preferred enbodi nents. The termterm nal as

used here i ncludes all tabl e/nobile term

dee6vied Wt fFie &%?G%%%%TJ %{@O%%Jé? i erft%\%egeg%a sradnal
aQf Qfher tﬁgﬂgrmﬁﬁbf@ﬂéénngPdeﬁoibﬁbI@VmbbE1§1nabrﬁSnals
used here are comuni cators, PDAs, notebook PCs and

ptr@mleitedp@gtm@f ErTAgRe TRow ans! FRYET 11 At aphate- phvaBpies of
%gsﬁ it p%si%gﬁgdu Qi npnt  of t '%"efnﬂ‘ﬁ%rlt'é)é‘ used

“The® o e phone Is of the so cal
h%\MevebréyQ&;nuﬂerbéWm,ouﬁ?img;,paanebbak c%me@lmﬁ tablet
about hinge 23 and sw vel about a swivel 24. A first
using part 5 contains the battery (not shown) , is
provided with a 3 by 4 (ITUT) al phanunerical keypad 2
and with call handling keys 11 (on-hook and off-hook)
RefArodmer axsni tehF2y. aﬁd & Ih@h@lh@s@hpégglle aFeH P to a

d N
SR eg o B e 4 P RO NG Shart® aTss el tides

the m crophone 7 (shovvn |n Fig. 5 only, a charger

connector 26 and a Pop-Port(t 25._.Th [ ,
i 1 SRS t he L0 OB 4S5 Ho AP bhg o FVGUEL onvHE, Hith

g anl v, dhe- opepi NS 86 et SHouwg: 23t wad 1
rru tlfunlgfgleo&ﬁ( softkeys 9 di rec%1 'y undeirwt he di spl Sylve

adauta &oswiwey Ps Belfdastkdyoudinpy apedtcent ¢antyins the
baé%JQJh?no{Sph %n% 1SCL§85153¥ %%tﬁ’gaﬁkhﬂﬁ Keyl%ﬁ—T
alphanumerical keypad 2 and with call handling keys 11
(on-hook and off-hook). A camera switch 21 and a loudness
toggle switch 12 are disposed on the right hand side of
the first housing part 5. The first housing part also
includes the microphone 7 (shown in Fig. 5 only, a

charger connector 26 and a Pop-Port™ 25.

The second housing part 6 includes the display 3, an
on/off button 4, an earpiece 8 (only the openings are
shown), two multifunctional softkeys 9 directly under the
display 3, a four-way plus select key 10 placed centrally
under the display 3, a clear key 13, a marking key 14
(for text editing and marking), and a menu key 15 and a
digital camera 22 (only the camera lens is shown in Fig.
3). The phone is operated with a hierarchical menu that
is accessed via the softkeys 9 in a well known manner
such as e.g. known from the Nokia 6260® phone and

belonging User’s Guide, hereby incorporated by reference.
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(for text editing and marking) , and a nmenu key 15 and
a digital canmera 22 (only the canera lens is shown in
wei2g6/0373#4. The phone is operated with a hi er apchiEeai0s/010510
menu that is accessed via the softkeys 9 in a well
kﬂovvn magngrl such as e.g. known fromthe Nokia 6260(r)
one _an el ongi ng User's Quide, .hereby_i ncorporated
Th¢ Wlé’ﬁjérltﬁwcﬁéh%% ﬁDBFFQrSHBHe tp atC}Eeor%if%Bejf%e? E%nﬂgoglment

iRr %fd%F‘t%‘Eli e di JiRiin i & dapterth fOrc6DMMUAL CAEL@Br )] asuch
a cellular network, such as the GSM 900/ 1800 Mz

asettir KGSHUP0B4LBAL] M8tz aetmd Tk hebaBafEEddf dligisers well
with a.Code_Division Miltip Ac - k

S DB N LA i S DL ke
(ObMAX atetsigidt ar . Sthenaiwptlay 3ri s tYER CBPtyasedlenefwork
an LCD with optional back lighting, such as a TFT

(falri ¥icapadNe FME%splrayiifg édor i mages. A

rel easabl e rear cover (not shown) in the first housing

part 5 gives access to a SIMcard slot, a rrermr%/ card
Tﬂr?otdj)sﬂpﬂai{ EB ogsf dryre qaddhvareedd| efbaft &GP patkh (aBEional
) . in.the back of_ th Lr Sj t .that :
b?&%pvﬁ}ileg?%&n&t rsiuccgf "’Ipsov\%‘raT Torﬁ?i%ﬁffgg')%l g%??g%c& 8isplaying
aponerigesaf the nobile phone. The upper housing part

6 can be folded fromthe closed position shown in Fig.

1 to the working position shown in Fig. 2 by pivoting

220Ut i 98, 235 7heohBRI (8RN WS Plpcesei RitBe housing
sharing position showmn in Fig. 3 by swiveling the
setond owsisngppaess 6tover 389 amwdd ofdPhg thenereBidcard

oysi ng .part hack. I n the _shar.i ity d
sgog:ndaﬁﬁe %alslkicﬁ'angpfnga kéys ff%%é%(r%t %ggtg% SR (not
shown) in the back of the first housing part that
supplies electrical power for the electronic components

of the mobile phone.

The upper housing part 6 can be folded from the closed
position shown in Fig. 1 to the working position shown in
Fig. 2 by pivoting about hinge 23. The mobile phone is
placed in the sharing position shown in Fig. 3 by
swiveling the second housing part 6 over 180° and folding
the second housing part back. In the sharing position the
keypad 2 and the <call handling keys 11 cannot be

accessed.

Fig 4 illustrates the swiveling principle with the mobile

phone 1 in a camera position.

Fig. 5a illustrates, in block diagram form, the hardware
architecture of a mobile phone 1 constructed in accor-
dance with the present invention. A processor 18 controls

the communication with +the cellular network via the
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accessed. Fig 4 illustrates the swveling principle

with the nobile phone 1 in a camera position. Fig. 5a
wohbessBrsates, in bl ock diagramform the har dwaC®/EP2005/010510

architecture of a nobile phene 1 constructed in accor

dance with the present invention. A processor 18

controls the comruni cati on W th [ | ul
PR TR AN S ELGE T GaeT R o] PolTE. 75 ahdLSFN bt SPAGI™e-

_ and an’interna

2ARLeAZH AT ORI rind s fos B & hepeser' snspeeahlogue
I nto anal ogue signals, the anal ogue signals formed
stigeedlsy dhe ABlcune ertEthrln Frred Beavdhy erTenb(D con-

shown) .hefore e .S 0 [ FOld a

R BBl HoeSRrElste ERROh Helg tne ppeccn
iS$ gadodesd timnsf eigedatio stiy@apr goessorsik8) whith2e. DSP) .
supports the GSMterm nal software, The proc

TR iR HREA T G (o8 ( HEoheT e pheEP AF S TR obsptessor

ithe appakatus,. i Hehyding 2nRAMSR MY miAdl asdtasdrKOMrhe
menory 17b, '@ menory card 17c, a SIMcard 16, the

pdics@lsmpr3 18t hésPogfcrors (thy , 1atpsspcrort S ehder Peyipgeral

shor t Bl uet oot h(r)). e ;
T

b R (asmyel| 139, dat anerpomer csugpllyc,etc. JIM Faed 16,
di gi tal signal processing unit. 20 speech-decodes the

tdiegrial sy ch 3/s ER@AnSPErFRATt rontt RESPEGCBs TS to/r 2

g eanpiree _B‘ﬂxz%t%o%/é)&c0'%\:&%&1%%{it(tré9t/_r%&%)er- Wikt h the
reference to Figs. 5b and 5c, the position sensor 27
dingltsdesamariaraR sviihehk@Boddr2 deeedt kagsnbvefend, 21 (as

ahaqut hin 23 and anaot her, Im cro-swt 29 :
‘Yfgt%ec‘??nél%sflﬁ/en%ﬂweﬁbosﬁpps}\ﬁ\ﬁ’ve%gﬁﬂy\ﬂ' Tﬁglem %;(giga\}vllt gndgat
&S ARy unit 20 speech-decodes the signal, which is
transferred from the processor 18 to the earpiece 8 via a

D/A converter (not shown).

With reference to Figs. 5b and 5c¢, the position sensor 27
includes a micro-switch 28 for detecting movement about
hinge 23 and another micro-switch 29 for detecting
movement about swivel 24. The micro-switches 28,29 are
activated by means of cams 30,31 mounted on the hinge and
swivel axes, respectively. The micro-switches 28,29 are
mounted to the housing parts 5,6 of the mobile phone.
Each cam 30,31 can be profiled to activate the respective
micro-switch 28,29 for any part of the available rotation
angle, or to activate it in more than one discrete
position. In Fig. 5b micro-switch 28 is not activated,
whilst micro-switch 29 is activated in Fig. 5c. The
processor 18 determines the relative position of the
housing parts 5,6 by using the information of the two

switch-states simultaneously.
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activated by neans of cans 30,31 nounted on the hinge

and swi vel axes, respectively. The m cro-sw tches
wadod3aue nounted to the housing parts 5,6 of PCEP2005/010510

nobi | e phone. Each cam 30, 31 can be profiled to

activate the respective mcro-swtch 28,29 for any

Beeflt e AL, LSRN Yyt ncors

n@sﬁfz@o’@%hg_g 2t escthogndcbyatednsWHd st als6r anseiriehiiate
29 is activated in Fig. 5c. The processor 18
ietidrifinfes taedr el AnFvEdposi R GF t RIS ng paFfs 2as

5.6 hy ' he information of the two switch-states
Ut i : ! .

ESi'mil taneous y. Accordi ng to anot her enbodi nent (not
shown) the sensors may not only detect end positions

but al so internedi ate,positions and include t .
dhsBFSCEBERT as hofeht FBREt .S%ﬁ%agr5%§§§g€h%g%051tlon

JBidorsy t hegsignalgdd ot heceasist i gy senser applardtions,
changes the access %pvel to applications, data and

dafrect dodalfiung tileneld tobl 1 e tpRomekbcdcor B agey aaaergingly .
efaul t _.confi gurat.i he us h ull. ac

Sbof datrons, ot Bbe el T ohs "BReph RS irEy Hhcess o

fasl tdon,ond)i | Sdtassessfuscteshsi thetdhenwohéiskamposg tion,
position. Restricted access, .is, not necgﬁggrjl

a -
Mheslsdr  SE1sEetS ot Sof TPEAFGFESdant | dit i ring Rojition.
dde festdd chedeascess nde antdielr vef shonegked FHolRtion

application, nore suited for sharing whilst
afni fraiwiey pnivacogagiensn doref.i dent Fagi rgstedgrtgedpaccess

BF ' Rt PuRberost rordute, tHE FoRELSRy M0z e
. idiedreya skhdesshownaintaining  privacy and  or
confidentiality, could be available. This other version
of the application will e.g. not have functions for
deleting files, but could e.g. include a slide show

function that is not necessarily available in the working

position version of the application.

The re-orientation of the display 3 from the sharing
position to the working position is easily noticed by the
owner (and by bystanders - social control) of the mobile
phone 1, should he/she have borrowed the mobile phone 1

to someone for sharing information.

Referring now to Fig. 6 the process of changing access
levels is illustrated in the form of a flowchart. At step
6.1 the signal from position sensor 27 is monitored. At
step 6.2 it is determined if the display 3 is in the
working position. If the display 3 is in the working
position it is determined at step 6.3 if the present

access level is a restricted access level. If the present
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function that is not necessarily available in the

wor ki ng position version of the application. The
woeemrisesatati on of the display 3 fromthe shar POWEP2005/010510

position to the working pos$tion is easily noticed by

thg aner (and by bystanders - social control) of the

nobi | e shoul d_he/ she borro d the
aﬁﬁﬁFPeJﬁﬁﬁg% 55 t §OSorfeohe® %+CE%§rPﬁceFﬁf§$ Lronchen the
riRaflebk-ag snawvka Eegad%ﬂwﬁ%e@r@Qe%$e@f6chang|ng access

levels is illustrated in the formof a flowhart. At

step 6.1 the signal fromposition sensor 27 is

I:rfonalstt IO%’?%% Al 3Step Gplzeéen’é Sagg%gé mhped i f1§ h§ dispka¥ted

e morklng position the display 3 is in
atdae swor ké gl poshthoreri t absedet eratienetls atregtuerst@.ds af step
t he present access level is a.restr.i access_| evel
7 o5t

6.0 -t Hé priedent o ceksipedsteraingd & i TF e S%nggg.has

ﬂé@ﬁ”enggfgﬁtéﬁ%fé@%lﬁccﬁ§slke%@s|d%ﬁ%¥mﬂﬁﬁdﬁbﬁlsﬁépp6 6
4. 1If at step 6.3 the present access level is
tihegt rihet @d:caﬁcSes:spd%\ﬁeﬁls béeh antaredsgoepgetiy, then the

uest ed at ste B det gr e f
ﬁﬁi alTesd’ cd has %egﬁkéntgred %%r%gg Iyé3 ETHF? dgg has
Refemiineed at Sé’r%pG & & hahat hecleecessessdechds Besn been

ent er ed gorrectlél then the full access, |evel
B!

eAETPat et ePTEEEPI B, 4 THGN | B RS et S né&cﬁf’lszt gret s

s@t6 ééqastté;r'% arcepse CQ@@e@élscgggns@@ﬁ@r edsi Bear ke6t kyn be
restricted access level is set at step 6.7. The

cm:ld:éswl codegst g 6. Gaande6. 8 danthaconihaled the guser can
LR 8% AL SRS L1 D3 SR BCLLELE 201 cce
WﬂﬂHf@mof@éﬁW@ErﬁﬁrdflOakuﬁmcafhenveﬂnﬁaCaernﬁlcahlon can
include biometric reading such as fingerprint check (the
phone will in this case be provided with a finger print
sensor, not shown), proximity to another device, e.g. a

RFID (Radio Frequency Identification) object, etc.

If it has been determined at step 6.2 that the display 3
is not in the working position, then it is determined at
step 6.8 if the display 3 is in the sharing position. If
it is determined at step 6.8 that the display 3 is in the
sharing position, then a restricted access level is set
in step 6.7. If it is determined at step 6.8 that the
display is not in the sharing position, then it is
assumed that the display is in the closed or any
intermediate position (such as the camera position) and

no change to the access level is performed.

After steps 6.4, 6.7 and 6.8 the process returns at step

6.1 to monitor the signal from the position sensor 27.
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i nclude bionetric reading such as fingerprint check
(the phone will in this case be provided with a finger

wOR0sI03%@msor, not shown), proximty to anot hePCUEPR@E/010510

e.g. a RFID (Radio Frequency l|dentification) object,
etc. If it has been determined at step 6.2 that the

isplay 3 is pot in the workin ositjon en it i
1fig; G e Y STRR 88 P CUhe i DTy 3P Tif (gond need
nShardgrpRSy] i and |nﬁayt'1tbé5 wdetrersanednayost eppend tdat the
the display 3 is in the sharing position, then a
tyest Gicrapldsedsen et ks sRtHTE steptles 7MoPt e pgne at
et epmped at, St.gp 6d§s#m§% the ;di sphayqi schoteHd ER8ring
sharing position, then Tt is assunmed that the display
ploﬁiltlidnhe vhesec 01. amy phoepmedi sl piosd t iampYiswdicas 1s
the canera positio and no change t.o the access |l .evel
%9§16§%f%Pﬁ%dﬁ§¥3t§B£§FQES Qﬁéﬁt¥é%7 artd %?%uTﬁg’pﬁ%E%sgnly
HBIMIRS 22t 81 ePy i fla e MRRINt OFe t Retsignabrbiem, t htoom and
position sensor 27.The restricted access |evel or
Viewelimages Her phvheorrernthofobde s i xBaen aklie mayopeigser ©f
et and/ or d he_ t 0 PRl catd o t d
38 LR MERERD Plehndid B TRt M Pppae! over o
sdingpiney €3 de§ et tioet heesdam i ogupdsnot pndeWhbaretgly or

a photo displaying appljcation is actiyve when the

ARG 2gdsirt i Bnt S DELtFRdOT RE Gy eyt i%ﬁ%‘h??re not

i3] Rl ercaNshgrsal, t Quliruse; @ 0aRkaNe yViieW t&Bgesed to

In the present folder. Wen the proprietor of the

tinshiv & iphonep e ekl passB¥enha fndiid e iotie evde Fequest of
onEeQ el se, the ofher r not, | - qt.e

e R L

ned£n n@%sﬁn;’eweérﬁr@r shetamge ofil éde tdispdisgpl Ayfirsem the
t t

gﬁgégﬁﬁ'toothe working position and thus timely detect a

potential risk of access abuse.

When the mobile phone 1 is linked via e.g. a wireless
connection such as Bluetooth to other terminals for
sharing content on the mobile phone 1 with other
terminals, access to the mobile phone 1 from the other
terminals can be controlled in the same was as described
above for access via the wuser interface. Thus, the
proprietor of the mobile phone 1 can in the sharing
position safely share a particular application or

particular files online with other terminals.
The user can via the menu control the restricted access
levels, e.g. in an option under “Menu” > "“Settings” >

”"Display Settings”. Examples of these settings are:

specified applications;
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the working position. Even if the access code request

of step 6.5 is not active the proprietor of the nobile
wohos@sisscan easily observe a change of the di spiap285/010510

fromthe sharing to the worki ng position and thus

tinely detect a potential risk of access abuse. Wen

the nobile phone 1 is linked via.e.qg. i rel ,
conné&PiitGhtsuth & BPEEL 6?h%%§%ﬁ%§h'?Sr%¥ﬁéf§%F6FlCU1ar

shar ifag LNt enti v drhendifdiyl @aphpne 1 with ot her
termnals, access to the nobile phone 1 fromthe ofher

t er miomdlys tan abepzohteolded ViiewiRne seeRemas-gs only full

descrij bed above for via the user interface.
ThusFCFﬁ§“b956¥ﬁéﬁé?ﬂggfﬁﬁgﬂ%%'iIe phone 1 can in the

sharigig yasi spenisatelry lshame th par t wtthaunt afphictabinedity
or particular files online with other te nin?ls. T .
user5%%%¥4H9¥Hﬂﬂ§’nenﬁ'80ntr%@l¥he5?esP?F£f%H %Ece§§%3 +S
| evelse @ife,in aR;iQRLLEN ungﬁg " Megw't Png Set tdngs” reply,
Di splay Settings". Exanples of these settings are:
speciffured iapplliidat,i &iss.content in a specific |ocation,
e.g. a particular folder, drive or nenory card; only
in a particular viewing node, e.g. only full screen
mhenaeirawilng éomgest oy apspécifriionti | @vanisbler in the
W thout functionality restrictions; e.g. only a
Ferrincueas gNeT S RGBE e, without any editing or
reply, functionality, etc.; The default content and

applications available in the sharing position
i ncl udedeo, still image and audio content that can Dbe

browsed;
camera application can take photos, shoot video;

calls can be receive, e.g. not placed.

An additional security measure for re-assuming the normal
mode could be a requirement to unlock the sharing mode
with an RFID key (identification based on a code stored
in RF tag). Suitable RFID keys and methods for this
purpose are known from WO 2004/003829, hereby

incorporated by reference.

According to another embodiment (not shown) the terminal
is a laptop or tablet PC with a swivel display. The
sharing mode is activated by placing the display face up
on the keypad, whilst the working position is any other
position in which the display is not placed face. down on

the keyboard (closed position).

The terminal element that can be moved relative to
another terminal element to assume the sharing and

working positions does not need to be as described above
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video, still image and audi o content that can be

browsed; canera application can take photos, shoot
woRdsm37aal | s can be receive, e.g. not placed. PEIVEP2005/010510

addi ti onal security neasurdifor re-assum ng the norma

npgﬁ coukglgfka r?quirenent to unl ock the sharing node

with an ey (identification based on_a _code
ast @RI RY RPY af) MR tUBIRFI BRkbys n&mﬁ%gﬂﬁﬂskFXPad’

k'é%%dp%w are kRown, fiam MER20041 0838R8ntharely can be
i ACorporated by reféerence. According to another

u@lebilodi ment (notviskown)att he teasi nal tVe a Vapibpyor easily
t.abl.et PC.with a swivel display. : ri [
RSl SP D BebletPhe’ RERE, IR aSEtR fea.
keypad, whilst the working position is any other

position in which the display is not pl d d .
A§¢QQ@én@eyb%aﬁH“%%F%ée@mﬁggF%ﬁﬁﬁ) VK*ﬁegﬁgw 'ﬁgﬁ“aoﬂgblle
pgx:o nent,that pean, be, Pyed ihgldt i yer{& anet her o esgvnad in

ement to assune the sharing and working positions
whde$ ndtheeedisplbe, askdeped, bekeamarea @epfay ahd-a are

mai n _housi ng part. vabl e ke . ke -
e e R R e N
Athdreasdmb i vérsi DI yceasill y udiest iamgui shadi ealpbsi ttpps  of
of the termnal could be used. According to another

careditiaT Rareeholy tiRF MBBFPL BRoNE ddiAtd BeSamovarle

%?&gqidg m%gdoggvhﬁthﬁ%ﬂg'e@ngeWh%QeHﬂ.W@iﬁgoibghtation to
i'splay, keypad, keypad ‘cover, etc. are connected to a

dminyeodydei aia moticdambed koonseppdei obn Qilffer immediate

enbodi i
Viciéygggnts coul d use any desirable type of

According to a further aspect of the invention, there may
be provided means other than the at least one terminal
element by which the user can place the terminal into a
restricted access mode. In one embodiment, the processor
may be responsive to a PIN code entered by the owner to
enter and possibly exit the restricted access mode. 1In
another embodiment, the terminal may include an RFID
reader, and the processor may be responsive to a
particular RFID tag to enter and possibly exit the
restricted access mode. When the owner of the terminal
shares the terminal with another person, he maintains
possession of the RFID tag. Preferably, the terminal
includes means by which the owner can remotely verify
that +the terminal remains in restricted access mode.
Examples include 1lighting wup the phone cover, or
modulating the normal display backlighting of the phone
in a distinctive way. In this further aspect of the
invention, said at least one terminal element need not

form part of the terminal.



connection between two (or nore) parts that are

novabl e relative to one another, and wherein a
woeawrsiaris4at i on to change node i s noticeabl e byppemphk®s/010510

in the imediate vicinity. 1According to a further

aspect of the invention, there nmay be provi ded neans

other than the at | east one term nal elenent by which

the user can place the termnal into a restricted
2AGGR3JHOE8 e | proBeneMbodyaRPiont e Pr agrssoBRY iDRd in

responsive to a PIN code entered by the owner to enter
deria igosEitlgurndge tife FebEsherieonccessifoygderptood that

anot her. enbodi_ne he r i incl u n Dy 4
PeuerceahE e prbsblosr iy he PRkpongy o yR  Arions
Rar th € uhate REhBredg ty ethese andipdsdi biny e tathewithout

restricted access node. Wien the owner, of the term na
depRrdd o & BB hilyFalS SR %&%FW&‘&&E“'M mai nt ai ns

possession of the RFID tag. Preferably, the termna

i ncl udes neans by which the owner can renotely verify

that the termnal remains in restricted access node.

Exanpl es include |ighting up the phone cover, or

nodul ati ng the normal display backlighting of the

phone in a distinctive way. In this further aspect of

the invention, said at |east one term nal el enent need

not formpart of the term nal.Al though the present

i nvention has been described in detail for purpose of

illustration, it is understood that such detail is

solely for that purpose, and variations can be nade

therein by those skilled in the art w thout departing

fromthe scope of the invention. CLAI M5
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1. Aterminal conprising: a processor, a nenory
associated with said processor, a user interface

woOhomgrs4ehi ch t he user operates the term nal, pat/EPe@sSH10510

one term nal elenent that dan be noved relative to
anot her term nal el ement between at |east a first and
a _second position, and sensor means associated with
ocessor for detecting the position of said at
| east one elenent relative to said other elenent, said
processor being configured to restrict access to the
1t.ePritreadmiing ld ejseirdefde:0f the position of said at
| east one termnal elenent. 2 . A termnal according
toclaiml , wherein said one term nal elenent and
sai d ot hera tergdamdorel ement are housi ng parts of the
term nal that are novably copnected to. one anot her.

A ternlﬁhmﬁﬂﬂﬁﬁwﬂﬁﬁfQ%?pﬂ i P giaisd pﬂﬂﬁﬁ%ﬁ%F%ald

one termnal gkepent; GQMIses @hgblit?hay whaoh A the user
term nal according to any of clains to 3, wherein

sai d one taariatads dhendrtrsiolri ses a keypad or a
keypad Covq{4}ea%&f%ﬁgr@%ﬁ£in§fCgighggttthgyCQR bg nged

clains 1 to erein € processor Is configure
gi ve full agicassyd o sladmaricd or tapplheat edaseandbetween at
functionality in the term pal when said one ternkym

el ement ist93Pt He Fi7%t Pusia e PRI M na"
according ¢0 &laifass yheselHiheyPEACESSAr processor for

detecting the position of said at least one

element relative to saild other element,

said processor being configured to restrict access to the
terminal in dependence of the position of said at least

one terminal element.

2. A terminal according to claim 1, wherein said one
terminal element and said other terminal element are
housing parts of the terminal that are movably connected

to one another.

3. A terminal according to claim 1 or 2, wherein said one

terminal element comprises a display.

4. A terminal according to any of claims 1 to 3, wherein
said one terminal element comprises a keypad or a keypad

cover.

5. A terminal according to any of claims 1 to 4, wherein

the processor is configured to give full access to data
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Is configured to restrict access to data and/or
applications and/or functionality in the term nal when
wealm/ars4t erm nal elenent is in the second poBCTIE®ZN05/610510
A term nal according to c4aim6 , wherein said
processor is configured to request a verification

before full ess_ to data :
zﬁhéh&?%. ?ﬁﬁZ?¥oﬁgplgﬁopﬁ %ﬁr%%%ltﬁﬁmlnal

w%%'nd s@ne to%@“t@mﬁﬂa@"‘%‘ﬂeﬂe&tnﬁ\ée dof Ft@i@ S&I mtseeoridion.

position to said first position. 8 . Atermna

according to any of clalnB 1 to 7, wherein said

P L8/ Jtﬂ L CangAMrﬁjg ﬂrﬁ gcc\gﬁéréﬂnsﬁhg %?B@@gsor

position to one or pre etern1ned applications .
is A tenfii gateaccardi ngetbrany ofacdedss Lot o data and/or
wherei n said gngzesso |s conf ured to acce

3Ry Ld&iat 198on SFt i g0 419 s ¥n16he %?lﬁﬁ%?ln when

JaiedelRr mdied RMie®e A idatia S age-dRligbsition.
aSSOCIated with the terminal, to files in one or nore

predetern1ned folders in nennries associated with the

7t er errml c%lfr aggcrOrEgllﬁ as%%CI aél%IW t@ Sa{ﬂgereln said

t'er o one or predetérmned files in
pﬁﬁﬁ@QS@i a&soebafedumeﬁhtbhexﬂpnnﬁna& vetfidatépm bealfore
accordlng to any of cla

rfpsl céﬁFF&ﬁré&’?@aF?mqpq4ﬁ¥eﬁ%@gﬁc?ﬁigg?dand/or

SELANG RASIH) on it 0rpRe PE-HPRE] PreKleh erdd ted one termlnal
functionalities .11. A termnal according to any o

dlezians: 1is ondged whepri sathe St@é?fQﬁ%aEPOﬁ;—“stbeé)v’F@ieéaWt First

nne
OSJ_QZ Ctl on to one

8. A terminal according to any of claims 1 to 7, wherein
said processor is configured to limit access in said
second position to one or more predetermined

applications.

9. A terminal according to any of claims 1 to 8, wherein
said processor is configured to limit access in said
second position to files in one or more predetermined
memories or data storage media associated with the
terminal, to files in one or more predetermined folders
in memories associated with the terminal on storage media
associated with said terminal or to one or more
predetermined files in memories associated with the

terminal.

10. A terminal according to any of claims 1 to 9, wherein
said processor is configured to limit the access in said
second position to one or more predetermined

functionalities.
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or nore other termnals or to a network, and said
processor being configured to restrict use of said

woams@sti4on i n dependence of the position of SRCTWERR005/010510

| east one termnal elenent.1512. A term nal according
to any of clainms 1 to 11, wherein the termnal is a
not ebook or tablet PC, and said one term nal el enent
i ncludes the display. 13. Aternminal according to any
f CﬁaiﬂgrﬁihglllacMGEQEﬁg sad d g Moral ciisimsper saial 10,
digital assistant. 14. A term nal according to any of
wWegiaig Tthe tarmisvet el m Bapwidednivhbh RscahAsktfen to one
hone. 15. A method f.or_-controlling _ac a :
Ter Mtal  pridtided i 1t%aalspr(g)é:ess%)r, “a Elgzcr%mitrﬁ%er 1ge said
g mhisdi idie csefigpesat esot heeserhihal usandodt said
| east one term nal el enent _that can,be novgd relativi
t east

AR terdeRatddtetent bRewReAlhtoPelst SA i At
&Hgiggfﬁgﬂgyiéﬁgﬂgﬂpn, said method conprising the

steps of: giving access to data and/or applications
and/or functionality at a first access level in a

£ i tion of said.at |east terninal el
o6 VARG Abedss> RO BT AT antd o Appcatt e andy ai° 1L

Wit ionald tye ahi@aecond actessokevel thblats@conand said
position of said at |east one term nal_ elenent.16. A

qRR HEFTdvor R FRJnet i A WferdisPsY d first and
second position of said one term nal elenent are

easi |y recogni zabl e by observers, al so observers ot her
13. A terminal according to any of claims 1 to 11,

wherein said terminal is a personal digital assistant.

14. A terminal according to any of claims 1 to 11,

wherein said terminal is a mobile phone.

15. A method for controlling access to a terminal
provided with a processor, a user interface through which
the user operates the terminal, and at least one terminal
element that can be moved relative to another terminal
element between at least a first and a second position,

said method comprising the steps of:

giving access to data and/or applications
and/or functionality at a first access level in
a first position of said at least one terminal

element, and

giving access to data and/or applications
and/or functionality at a second access level
in a second position of said at least one

terminal element.
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than the person using the termnal. 17. A nethod

according to claim15 or 16, conprising the step
wagi2voerng7¥4ul | access to data and/ or applicati onBCamHBLMDE/010510

functionality in the terminal in the first access

| evel. 18. A nethod according to any of clains 15 to

17, conprising the step of giving restricted access to

data and/ or applications and/or functionality in the

1%er M Nkt hBdt he-sacond; acgess diavel s, 1@heher®t hagid first
according to any of clains 15 to 18, conprising the
asidepsefondquestinen vt i Prédt | ORS bfUFB R antSlsgend | are
access t on..appl.i .ons r

eﬁﬁﬁgyioﬁg g?éf%%gﬁéekpgr%%ﬁgﬁbﬁggﬁ 2%?%805§Hf§?ﬁ?ﬁ3IOther
telement per@ovedsiingmisa ¢esedord .position to said

first position. 20. A nethod according to any of

claims 15 to 19, wherein said processor is configured

10 14 Mdeidie 2cces8ihg $8i d18860NG pASI 16 oNcbApeNeing the
nore predeterm ned applications .

step giving full access to data and/or applications
and/or functionality in the terminal in the first access

level.

18. A method according to any of claims 15 to 17,
comprising the step of giving restricted access to data
and/or applications and/or functionality in the terminal

in the second access level.

19. A method according to any of claims 15 to 18,
comprising the step of requesting a verification before
granting full access to data and/or applications and/or
functionality in the terminal when said one terminal
element is moved from said second position to said first

position.

20. A method according to any of claims 15 to 19, wherein
said processor is configured to limit the access in said
second position to one or more predetermined

applications.



