1 MONI TORI NG SYSTEM FOR VI RTUAL APPLI CATI ON ENVI RONMENTS FI ELD
OF THE I NVENTION  The invention relates to a nonitoring systemfor
virtual application environments. The 5invention is particularly
suited to nonitoring both internal and external factors of the
virtual application environments. BACKGROUND TO THE | NVENTI ON The
follow ng di scussion of the background,to the invention is intended
to facilitate an understanding of the present invention. However, it
shoul d be appreciated that the 10 di scussion is not an acknow edgnent
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15  characteristics of the individual virtual machines as seen from the physical machine.

These latter characteristics are measured from the operating system running on the

physical machine and, since they are made from outside the virtual machine concerned,

are referred to in this specification as the “outside view”. Using the outside view, it is

possible to determine the resource usage levels of the operating system of the physical

20 machine and the individual usage levels for each of the virtual machines.

The problem with such systems is that “outside” view information alone does not
provide a complete view of the operations of the data network. Without this complete
view, effective capacity planning decisions regarding the data network may not be
made through ignorance of other constraining factors. Additionally, without a complete
25 view of the operations of the data network, accurately identifying problems with the

virtual machine environment of the data network is almost impossible.

To elaborate, because each virtual machine operates as an individual process on the
operating system of the physical machine, but internally operates a complete operating
system with individual applications, errors in one virtual machine méy be propagating
30 errors in other virtual machines. For example, if a process on one of the virtual

machines starts to take up excessive CPU cycles of the physical machine this would




operating systemof the physical machine, but internally operates a
conpl ete operating systemw th individual applications, errors in one
virtual nmachine may be propagating 30errors in other virtual

machi nes. For exanple, if a process on one of the virtual machines
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invention, there is provid monitoring systemfor virt
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second aspgele. Of the invention, there is provided a nonitoring system
for 20virtual application environnments according to claim 2.

Accor di ”QSWMARQ'CS@TQEHEG N?[ ofihe invention, there is provided a
met hod of nmonitoring a virtual application environnment according to

¢l aim 23. Throughout this document, unless otherwise indicated to the contrary, the terms
15  “comprising”, “consisting of”, and the like, are to be construed as non-exhaustive, or in

other words, as meaning “including, but not limited to”.

According to a first aspect of the invention, there is provided a monitoring system for

virtual application environments according to claim 1.

According to a second aspect of the invention, there is provided a monitoring system for

20 virtual application environments according to claim 2.

According fo a third aspect of the invention, there is provided a method of monitoring a

virtual application environment according to claim 23.

According to a fourth aspect of the invention, there is provid4ed an agent program for

monitoring a virtual application environment according to claim 33.

25 According to a fifth aspect of the invention, there is provided a computer program

product for monitoring a virtual application environment according to claim 35.




According to a fourth aspect of the invention, there is providded an
agent programfor nmonitoring a virtual application environnent
according to claim33. 25According to a fifth aspect of the
invention, there is provided a conmputer program product for
monitoring a virtual application environnent according to claim 35.
3 Disclosed is a nonitoring systemfor virtual application
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| east one vm agent program operating on a virtual nachine hosted by
t he physi cal machi ne, where, the agent programis operable to obtain
a first set of netrics fromthe first operating system such first
set of metrics including netrics in re%pect of each virtual 10
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20 Also disclosed is a monitoring system for virtual application environments comprising:

at least one physical machine executing a first operating system;

at least one virtual machine operating on at least one of the at least one physical

machines, each such virtual machine operating a second operating system; and
an agent program,

25 where, the agent program is operable to connect to each physical machine in turn to
obtain a first set of metrics from the first operating system, such first set of metrics
including metrics in respect of each virtual machine as viewed by the first operating

system and operable to connect to the second operating system of each virtual




10t he application agent program In situations where a virtual
machine is acting as a virtual server for at |east one virtual
deskt op, a vm agent program operating on such virtual machine is
operabl e to connect to each virtual desktop and obtain a fourth set
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20  program may execute on a stand-alone device and the agent program also execute on

a stand-alone device. The stand-alone device that the agent program executes on may

differ from the stand-alone device the manager program executes on.

The agent program, vm agent program, and/or application agent program as
appropriate, may operate to assess each metric in the respective set of metrics such
25  agent program obtains and communicate the assessment of such sets of metrics to the
manager program. Alternatively, or cumulatively, such agent program may operate to
obtain and communicate the values of each such sets of metrics to the manager
program Such communication may only occur in respect of those metrics considered

abnormal.

30 In preferred arrangements of the invention”




The manager program may provide for an administrator to sel ect those
metrics to formthe various sets of nmetrics nonitored by the agent
program vm agent program and application agent program as
appropriate. Further, the manager program nmay provide for the
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The administrator may also be able to enter connection details in respect of each virtual
machine to the manager program, the manager program thereafter operable to
communicate such connection details to the appropriate agent program to allow them to

20  connect to such virtual machines.

After communicating the appropriate set of metrics or assessment thereof to the
manager program, the manager program and each agent program, vm agent program
or application agent program, as appropriate, may execute a validation process to
determine whether the configuration the manager program operates under is the same
25 as the configuration the agent program, vm agent program or application agent
program, as appropriate, operates under. This validation process may include
comparing the timestamp of the configuration the manager program operates under
with the timestamp of the configuration the agent program, vm agent program or

application agent program, as appropriate, operates under.

30 To provide as complete a view of the virtual application environment as possible, it is

preferable that he first set of metrics also include metrics relating to the performance of




second operating system The nmethod may include the step of
connecting, in turn, to each physical nmachine. The nethod may al so

i nclude the step of obtaining a third set of nmetrics in respect of a
pre-determ ned application running on gne or nore of the virtual

machi nes. 15In situations where a virtual nmachine is acting as a
virtual server for at .least o virtual desktop, the nmethod can al so
ncl ude ¢ A8 RAGIE] BRGNS R MEIBnS BOSHERTTHY WU LEER o1t Ual STIQEREES
host ed byopéatesi rtual nmachine; and obtaining a fourth set of metrics
in respect of the virtual desktop. Preferably, the nmethod
further | neouglegodeaas st @BtHBH APRMRSINa §RE&RI BRJICAToN EhvirBement comprising
20respective sets of nmetrics. The nethod can include the step of
per f or mi n'aTBRS ¥ause error identification techniques in respect of
the various sets of netrics obtained. The nethod may al so include the
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el apse for eachadénescted netric before a value for that nmetric is
agai n obtained. Yet further, the method may all ow the adm ni strator
to enter conneginnectingeinauinstd ase@spdeperating egstém\of ebciavirtud ofachmethosted
connected to. _8 0 y so include the step of executing a
val i dation pr o%ne%];gre’t‘ﬁéﬁg%?]ear rrhm%eA@Pet her the various sets of netrics
to be gbtained has changed and, if so, .to ensure that further
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defined. S5Al sosdtbRgbpstthd §ysesin.agent program for nonitoring a virtual
application environnment, where the agent programis operable to
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on a physical machine, such first set of netrics including netrics in
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system and operabl e to connect to a second operating sys
executing pesndetesmined appligaticn raening pe opgenmore of the virtual machines.
15 In situations where a virtual machine is acting as a virtual server for at least one virtual

desktop, the method can also include the additional steps of:
connecting to each virtual desktop hosted by the virtual machine; and
obtaining a fourth set of metrics in respect of the virtual desktop.

Preferably, the method further includes the step of assessing each metric in the

20  respective sets of metrics.

The method can include the step of performing root-cause error identification

techniques in respect of the various sets of metrics obtained.

The method may also include the step of allowing an administrator to select those
metrics to form the various sets of metrics to be monitored. Similarly, the method may
25 allow the administrator to select the amount of time which is to elapse for each selected
metric before a value for that metric is again obtained. Yet further, the method may
allow the administrator to enter connection details in respect of each virtual machine to

be connected to.




10 programthereafter operable to obtain a second set of netrics in
respect of the virtual machine fromthe second operating system and
communi cate the first and second sets of netrics to a manager
program Al so disclosed is an agent programfor nonitoring a virtual
application environnent, where the ageﬁt programis operable to
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25The i nvERPPEHPhRAPN Videsl irchinesterisyeas byotpe\fmoewa%%reén c?r‘i‘Fj;PpeWbiehtO

referencechehdcheo aa%@éﬂ?@”&;bé?ﬁhr@;" a é\ﬁsexécﬂnr‘@bﬁ*b i@l meachinks e agent
schemati ¢ di agram of the conponents of a nonitoring system accord gI
a

to t hdOpr eEgrMithRreafiar SRerabis 1oi ghiria sqceng sel ehIERERS Mpfeshect of fhe vt

confi gur aliRRAINBREEHS se@bnPofdritily FERAFENPEAMIRBAL AR HEt SYPERBNd sets
accordi ng to the present invention. Figure 3 is a flowhart of a

noni t ori n§f %‘PHEéé%afr&”aQ‘H@r‘PQr?@t aspect of the nonitoring system

illustrated in Figure 2. S5Figure 4 is a flowhart of a configuration
process f éisoadigeesnidisaapeagentgfrogramofier teanitagng a virtual application environment,

where the agent program is operable to connect to each physical machine in the virtual
15  application environment in turn to obtain a first set of metrics from a first operating
system executing thereon, such first set of metrics including metrics in respect of each
virtual machine hosted by the physical machine as viewed by the first operating system
and operable to connect to a second operating system executing on each virtual
machine hosted by the physical machine and obtain a second set of metrics in respect
20  of the virtual machine from the second operating system, the agent program further

operable to communicate the first and second sets of metrics to a manager program.

Also disclosed is a computer program product able to implement the method and/or

system described above.
BRIEF DESCRIPTION OF THE DRAWINGS

25  The invention will now be described, by way of example only, with reference to the

accompanying drawings, in which:

Figure 1 is a schematic diagram of the components of a monitoring system according to

the present invention.
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system according to the present invention. Figure 5 is a flowhart of
a nonitoring process for a second aspect of the nonitoring system
illustrated in Figure 4. Figure 6 is a schematic diagram of the
conponents of a nonitoring systemaccording to 10a third aspect of
the present invention. Figure 7 is a f Powchart of a confi guration
rocess far a third aspect of a ponitorin tem according to the
Br esent % ft Pof.@ #PY scoaﬁgqramar@ge%ﬁ? it 1365’?%@9& peRdying
for a th| BystasRREbrdRg t@h%;ﬂ‘@éﬁrﬂ@fvbﬁlﬂ;nsys't emillustrated in Figure 6.
15 PREFERRED EMBODI MENTS OF THE I NVENTION I n accordance with a first,

pr ef er r ed rerRodi g8 o hakts 4 %%néﬁr@npﬁobégs%k $helfilP A5 ARk 'of‘ﬂnes%%kﬁ‘zfﬁng

for virtual” application_environnments 10. The nmonitoring system 10

conpr i ses Systambigtpteginbigdim22 and at Ieast one agent program 14. The
manager program 12 takes the form of object code able to be executed
on oneSof Fiduee 4tis bdlsichamef plrpsiigiadticrOorocessiioea ssymtdermpeditof eEaohitoring

t t d ble to b ted
Zgﬁﬂysf’égﬁ‘?%%’“&%é%&@“‘? BRI 7S Gepl oyed. In this

enbodi msnE: th h n h ines, 1 18 to be nltoreg ha?g’gf%en creat ed
on the phyé‘%“ '%8 ﬁ‘t 7 §y§tr8%‘é °1'gd Bé‘icﬁés WAARAr &P € monitoring
vi rtual i saystem ilasframweneFidaet.oped by VMMre (RTM, Inc of Palo Alto,
California. 25The operations and functions of the nonitoring system

10 wil | n%uﬁ,eG s §éHéﬁ%ﬂlc|d%g¥'ehﬁ? of PRlB{poRénts bBa hithRAHRGyH&M @tofdiye

in the flowharts formn ures 2 and 3. In this respect it is
under $Pood thiFFagsReREC s B ﬁe%t TENEYin the art can generate
appropriate programsource code to performthe described operations
and funct Fisngs 7 is@ tpwehaitt ofad cenféaiirtionnpresesshier geihiig @sPest ot reamonioring

t he nanaggyst@,h%{:&mngggg@ﬁgsérﬁ,rgi,bﬁpjnay a nonitoring tenplate (step
100). The nonitoring tenplate provides detalls of a range of netrics

to be col l@?{% Erg '%;S\ﬁﬂfa% OPL MQQeEng proce %f@mgﬁhfbagséé%%wﬁger monitoring

systen(s) e nonitored machi ne
noni t or ed system illustrated in Figure 6.

15 PREFERRED EMBODIMENTS OF THE INVENTION

In accordance with a first, preferred embodiment of the invention there is a monitoring
system for virtual application environments 10. The monitoring system 10 comprises a
manager program 12 and at least one agent program 14. The manager program 12
takes the form of object code able to be executed on one of the at least one physical
20  computer systems 16. Each agent program 14 takes the form of object code able to be

executed on a physical computer system 16 to which it is deployed.

In this embodiment, the virtual machines 18 to be monitored have been created on the
physical computer systems 16 using the VMware (RTM) virtualisation software
developed by VMWare (RTM), Inc of Palo Alto, California.

25  The operations and functions of the monitoring system 10 will now be described in the
context of its intended use as shown in the flowcharts forming Figures 2 and 3. In this
respect it is understood that the person skilled in the art can generate appropriate

program source code to perform the described operations and functions.




An administrator (not shown) is then able to set appropriate val ues
or value ranges for each of the netrics displayed by the nonitoring
tenpl ate which the admnistrator desires to nonitor through the
nonitoring system10. (It should be ap{)reci ated that for certain
nmetrics a value or value range nay not %be required, the netric being
either 10 nonitored or not nonitored as required bg/ t he

adni ni st r Qointial grequfien Of fee Mmangger H@gﬁd‘?ﬁﬁi 15 2PBRISTPTAYRE PReralses o
the peri odisprl o Mb@foving Serhflite Qtepi1 obpgrr%aﬁbmﬁ)uﬁ? tefRdI&te Grovidest degails of a
adm ni strator does not set a periodical interval for obtaining a
metric to BYeRbASESde Pe CAleCEAdP EFRPRFIA" operate to col lect that
metric at default intervals. Once the adm nistrator has set and
confirmed vat uts/nrwbigel coamytes sygemtsdpto begiondered;iANpet ri cs, the

adm nistrator is pronpted to provide details of the physical conputer
systents) 16et oirthel mashiriesri@do betnegnitd@d) . The details to be provide in
respect of each physical conmputer system 16 nust be sufficient for

the managan RHmEERIbALZ Ot SrdviBM ihe dbRetofRY SbSroprifk@ VBMES br $M5é RiFgss Ik
| ocation on a network. As each new physi cal ct%g%gﬁeéyﬁ%/stem 16 is

i dent i fi e@3ch K& BRIt displyed LYpiEniairtg th theePEMirdstigfor
how a depleyirs t89esHitoPHREGANhd Monheitdlsyeamn eot @bholldbevagdradted that for
machi nes 18 hosted by the gh sical conputer system 16 (ste 1063)- In

fa Ea%% egner

yste (
this exanSFEIN RRINGRA: RIUSt Pa¥alve e Hay Nehae Usairdntn s Ag!
f or anoadmdnitsieti adr ot AtHRLRY &eleqUiled By e adhinistiatoryrashineesahis tigeme

prograns 14 are then depl oyed to.each physical conputer system 16 _pot
D F Sy 28O RAA T i et s B ceh LRI b BRURE 1P (LR B Tty | e
Eh_ose gge:@ampgggltcarwaﬁ%oahéte@dyrsdwl Mtedalopdobing @g@mfzﬂ@_rmegmﬁm_soré&,
ei ng depl oyed may.then connect, to the nma r. program in their

own tinme frgﬂ/ﬁt%%)”."pﬂ?ée %ﬁ?@ﬁ%trth?}rn& p%%c%gaqﬁld?t%{vg ns a detection

| oop process to determ ne whenever an agent program 14 is seeking to
connect t &@nce. thepdmiristeaien b3s Felop D FoRfEdsd cameaiels ranoss on taric AesitA

step 130 wheh®, ans hestnistiatdrREeplothpiel &8 Broviiamietaie of aRe 3BEEal PERESLAR

14 is seeking to connect with the rranagl,er rogram 12. |f no agent
progr am 13Y§t8m(s) 16de &R enitter LG ti2)wi'hR detrdlS i Re FE3Vids IBgrenacL of eadhe

manager phagicdNcdApual bistém Rbaagd ®ersufiR@nPRI iedmahader PRodrarhaR 3 lddhtify
before returning to decision st e6o 110. Alternatively, if an agent

g : .
progr am 141§ RYSEBLGIRPURS S¥RIRMET1C RFFIPHNR ReWa%er program the
manager program 12 and agent program 14 establish a data
communi caiS&ach PR PHBsIqH compHEh BYSiyP d§riaiventiief hibn adavgiraterts grogppted to
114), Jby warGh debfis ARtRWCBAYyEAtdgRRA: biddkam At &ouRi Bnnected with virtual
machines 18 hosted by the physical computer system 16 (step 104). In this example,
the administrator provides the username and password for an administrator account set

up on the virtual machine 18.

Agent programs 14 are then deployed to each physical computer system 16 not already
25 having an agent program 14 deployed thereon (step 106). Those agent programs 14
already deployed and those agent programs 14 being deployed may then connect to

the manager program 12 in their own time (step 108).

The manager program 12 maintains a detection loop process to determine whenever an
agent program 14 is seeking to connect to it. The detection loop process commences
30  with decision step 110 where a check is made to determine whether an agent program

14 is seeking to connect with the manager program 12. If no agent program 14 is




the metrics the agent is to collect; the values/value ranges for
such netrics (if any); the predetermined tine period to wait between
obtaining the netrics; AND 10 the nethod by which the agent program
14 is to connect to a virtual machine it is to nmonitor (if any). Once
sent, the nmnager program 12 noves to Step 112 where it waits a
predet erm ned doerl od of tine before returning to decision ste ‘F?allo

Once al | &89 f 6YeFE VIR theneesReeRd {16 theeMARRRSH SFOP?Hgrakpits a

in this lpraeRemine80périduionttingd (stept INE2)MB&FoEcOrétlehirky 3¢ efBcikidni Step 110.
concl uded. er at| on of the nonitorin stem 10 comrﬁnces wi th each

agent pr oQMERPIYENE Mk PORYt PEROTAIB AP ggekg SP PNESChWEL HEMITAoRBROIRAM

metrics tendMahaddr-prodramota ad @Q@r&ﬁdr@@‘amsw estpIRach HataSdondricatioh fink.
S0, processin continues to ste ep 1 the agent

program 14h§ geSPTRAB Tt ”}?ﬁ’ée{?ijs %ﬁﬁ@%}”{)h PiB the da munication

20nmoni t or @k, igsta@@ opuUt si de nonitor netric. |If so, then proceSS| ng
continues to step 120. If not, processing continues at step 126. On

determ ning § hgf, rﬂ@t‘ﬁcgfher%%ﬁt leto Ldiectretrics to be nonitored is an
out side nonitor netric agent progr am 14 accesses a variety of

application prqgra nt erfaces, (" d executes a variety
of commands gn Vé‘"ﬁﬁ@éﬁ&(?”%’e&fﬁ ?‘J@P(ﬂé ré‘fs %af 'to 25 which it has

been depl oyed to obtain the required nmetrics (step 120). O course,
i f either tht Ko edgigmipemhimasedqd @W@'W‘?%@@B%Gﬁ%me@%tw 16
has access controls placed on them the agent program 14 operates to
provi dé t he ¢ nfter mathodmytvdict thevagaotpregraas 14 éstobmeneginoaivitea! trachine fity

the manager program 3, Mniyﬂg configuration. 12

Once sent, the manager program 12 moves to step 112 where it waits a predetermined

period of time before returning to decision step 110.

Once all agent programs 14 have connected to the manager program 12 in this

15  manner, configuration of the monitoring system 10 is concluded.

Operation of the monitoring system 10 commences with each agent program 14
checking, at decision step 116, whether it has any metrics to monitor. If not, processing

is returned to step 112. If so, processing continues to step 118.

At step 118, the agent program 14 assesses whether one or more of the metrics to be
20  monitored is an outside monitor metric. If so, then processing continues to step 120. If

not, processing continues at step 126.

On determining that one or more of the metrics to be monitored is an outside monitor
metric, the agent program 14 accesses a variety of application programmable interfaces
(“APIs”) and executes a variety of commands on the physical computer system 16 to
25 which it has been deployed to obtain the required metrics (step 120). Of course, if
either the APIs and commands or the physical computer system 16 has access controls
placed on them, the agent program 14 operates to provide the information to allow

access as has been provided to it by the manager program 12 during configuration.




In this enbodi ment, the outside nmetrics are obtained by the agent
program executing the "esxtop"” command through the VMvare (RTM
program The esxtop conmand runs for a small tinme windowin which it
obtains netrics in respect of the performance of the physical machine
16 and the outside performance of the Virtual nachines 18. The

S5out put fromthis command provi des a range of netrics. For instance:
t he 9JSED'TBILERPRYMERE & QuiBige SRR afeatnianehay &% aeent RGP CXReHGE
of the phys ekiopBebhrang thGusithd SBAvY (RANN pYddramal THEEBHEE command
the %BYS colum of the esxtop o%éﬁgt tabl e repaorts the percentage of

time spenfUNSHothHaMBhENSMIRAPWSH Nt kebtRiBE Medicstm EespREIA! g ParioeRRRRS of
and each Wd phglcalifaeiied M6 and Lo JRAE PeloinimBe de el wsud RfichinB® 18. The
virtual machine is idle or waiti n% for an interrupt; Each line of

t he netwoPKPHETT dUs FAPHRRG AYHes RearaS@idpetteht Jir MSIBICE’ cor r esponds
to a network interface configured for the virtual nmachine 18. In this
context, the the BUSED ®¥mrcof theresyfopt drdpyictailerikdieaies thespascrriage of the

denot es the vigyuabi OIS eoWISEN o REanGHIATachifeer [ ace T's mapped

to. The "PTTX/'s™ columm i1 ndicates t ackets per second sent on an

interface, while | MoTX/ s | utm i ndi ca the data transmtted. in
Vbgabi to. per SEEahTS MR ESE e FRECEEFRE Tt dry e Pel S5 s B4,
t he esxtop outgpenht inathk epeative spsiachsker@d footha physitalahadtirahame eadmvitttials
cont eéh, the "MENBZ" colum indicates the nmenory currently all ocated

to each virtuadl “wh&hi ne". The "SZTGT" col unm indicates the tar get

size of nenory that the virtual nmachine desires. "The /O0ACTV' colum
i ndi cates tHe tB@r(’/e\é/ﬁﬂTaﬁ‘é‘UWf‘ danptsedhe dmeensiriyak mashing isjigle) erevaitingefor an
metrics obtai ng@rapt;step 120 are then conpared to the val ue or value
ranges 25 provided for such netrics by the manager program 12 during

configuratiqn . i
cqual 1o the praviRed T el IgR T oBined Bl elRBoR oIRAEUE R bk@itihas
then assigned torrengatkusteghcmorntahredThote wriitat meshihaviengn dhisreergextete
val ue jgot equaJUStE‘F?_) BRE.HIAN IH B VAl HR rf?étri%l&ﬁgﬁede‘%ietsh%ﬁﬁﬁéﬂ'rg&qixine to
val ue range are then assigned the status or abnornal. Is

assessnent, andhighéeneetvpk wigrfaes ismmepRed thehhe T BHsbsoltme ingiratas the

program 14 f Orpéc@é@.g)ep Eé’%ﬁﬁisteh%n bR ik cRBRAREHhe RRPGH R IAN (Rli&Res the
126, the ag h

124). 13 At step ent program 14 assesses whether one or
more of the nedata #3nsgttedindegabis ear secorts AM2i de nonitor metric. |f
so, then processing continues to step 128. |If not, proceeding
~continues to skEah lib8®f the memory metrics reported by the esxtop output table corresponds

20 to a virtual machine. In this context, the “MEMSZ” column indicates the memory
currently allocated to each virtual machine”. The “SZTGT” column indicates the
target size of memory that the virtual machine desires. “The %ACTV” column

indicates the percentage of allocated memoty that is active.

The metrics obtained at step 120 are then compared to the value or value ranges

25  provided for such metrics by the manager program 12 during configuration (step 122).
Those metrics that have a measured value equal to the provided value or within the
provided value range are then assigned the status of normal. Those metrics having a
measured value not equal to the provided value or outside of the provided value range
are then assigned the status or abnormal. This assessment, and the metric values are

30 then stored by the agent program 14 for later transmittal to the manager program 12
(Step 124).



Step 128 sees the agent program 14 anal yse, in turn, each virtual
machi ne 18 hosted 5 on the physical conputer system 16 to which it
has been depl oyed. This analysis commences with the agent program 14
attenpting to connect to the virtual machine 18 (step 130). In this
respect, if the virtual machine 18 is Funni ng a Mcrosoft W ndows
(RTM operat| ng system the attenpted conpection is through t he
filelprinttskRriZRgthecogntirooian &4 asgasset Yhether engeorMpieRfltheraeticsde bs

runni ng apldnitsret M irRRRI AbMiRY m?éfﬁ& eso el PR catdiRITBSRAuEO NGRS o |fS
through the secure shell service, Like with the physi cal machine, if

the virtuBPl RECRPYRI ﬁ%'”é%%@ssée%lﬁ’ﬁ roI s placed on it, the agent
program 14 operates to provide the information to al I ow access as has
been pr oviSthid14%seas tb§ aghet nragrager4 amHesed ésiurs deag tviriuesmaeking A8 mosted

obt ai ned o} I

aber e thoct; B SAySR el SR ot e TP Ben hoBdd, PERGE
from M cr 680MenceTWih thecagenRer@atsiny 14 g@%mpur@ toméneqﬁéq tﬁ@ \ifgitat m@shige d8
obt ai ned %g%;f‘gsé)hem%l%eeégp@o‘?pk kAdik@A Mﬁléh% SORRMKH tzPl\M?@s Vl{]
(RTM wvirtu machi ne and executes a set of given co ese
commands (FREVL@eetakey |SM$t?matth@r@tt@mp@ép@9rﬁ'@ém@cﬁvwhetfﬁrﬁigfpaﬁtssfaagmg

required tonRR! AiBrERYLIY, Q\Sthbnllrﬂ%%‘l%@ﬁmé’fs r@hhmg%tuﬁ& (RPM) operating system,
categorisations exceptin metrics and ger or mance netrics. 10
§7

col | ed? dF'"@KatF%‘ﬁF?t?‘és‘?onﬂeﬁ om@mh(thcwa geRemice! nstkeumdnibatahysical

("W ") | HRhhACHE tHeSvik thachPeHaBRRE&S0ntB. BRI iDGhdhdSPYRIGRIM 14
obj ect is obtai ned through this interface and each drive so

identifi eﬂp?@teérier%‘?‘éfﬂ%ﬂ‘e 'F@r’météftfhtoeﬂ‘ehfeﬁ‘%}?ﬁdaﬁf‘?%éee@ REOVifipf! fo it by the
attribut egandgél Si ze" and "FreeSpace” are then obtained so that the
used space and percentage 25 of used space may be conputed. To

oLl ect POn ORI MARETAE S Sl A IR Merl T (PRIGRETBIGE BRI
("perfornmon™) I nterface 1's use ess o] ject Create

per f mdA peitnatidesvhere itkg Vistalamachine dets é§’\/rndﬁ\r\1$ g TMThesed 9@@riatamga§ystem
count ers ABheAlrds3URPA i, PURIIAATEBIHE GHE s RErEALR BAEPSSing the
Monitoring of t a process in this manner is

obt ai ned W¥lexg appkcatippwhic @@grsfeﬂts tPlth%W'@QﬂWﬁ(BrTM)l\\lﬁmat oerhige and exgsutes
number  of h@émdbﬁ_?gluéﬁeéo@maaddorwm tSmPRh& m&%désmw idiftion BN dbSarate
Count" counter. The anmount of active nmenory used by a process is

obt ai ned 6%t ePrrop@M& My Seauiregodat eptain metlwml'ﬂof@SrWQCfofOfpaH;emPtrlCe

usage 20Y thRg¥idatidad QBSItRY! Mk Srﬁ(étﬁé‘smahé psherofn%md mRY tRe colRRPidRd
File" performance object and its " counter. The netrics

obt ai ned Atetiaseferdindows (RAM M@?ﬁ@&ﬁ\@at ?r@trwﬁentamrué VNI dteréaced geed:

provi ded frgreigpisihemetd S%ﬁpth’\? ﬁll@gyﬁ@rﬂa&ﬁéc’t RE BBl rslUYh S interface and
configuration (step 134 Those netrics that have a neasured val ue

equal to EAEN 6?%%@8”W‘§pu%e@+m©{?ﬁqr i of Racherpmerated\hiiveche YHdkatiioytes

then assi grnagistzaeasd atressicenafebn obaRR8 sERhAH RS UBSY biteBNIBRPENRR e
val ue not equal to the provided value or outside of the provided

val ue Pan@é”%ﬁde%p?ﬁ%ﬁ“aéﬁl“ﬁﬁ@&tqdhe status or abnormal. This
assessnent, and the netric values are then stored by the agent
program 1Zof golliggtarpeormancet ometies. meh@geVingewsyr ERMMP  perfesmepcel 0mesitor

(“performon”) interface is used. The Process object created by perfmon provides a
list of all processes running. The associated Counters object is used to obtain
measurements for each process. Monitoring of the CPU usage of a process in this
30  manner is obtained using the “% Processor Time” counter. Monitoring of the number of
handles used by-a process is obtained using the “Handle Count” counter. The amount

of active memory used by a process is obtained using the “Working Set” counter.




Step 136 sees the agent program 14 transmt the status of each
metric, both inside and outside, and the netric value back to the
manager program 12. |In response the nanager program 12 sends a
timestanp of the latest configuration for the nmonitoring system al ong
with, or in place of, an acknow edgenelt of the reported data (step
138). 15 If the ti rrestarrp of the latest configuration reported by
t he managMonipidig ahbage filg Usage by tihaniriuRkoReratng sysisrofis peréormed using the

confi gur atpyind A’ %@%ﬁnd%@%ﬁ@@a% ifsS L Uéég%n5$0ﬁt&per ating under, the
agent program 14 operates to downl oad t he new configuration by

repeati ”9TkQ%?tﬂQé’%b{&%eBO%Oét&%35%?-@%%?%418 dAtlo. tﬂE%L{VS ¥auué ar’ijé%
ti nestanps 0 i'gurations remarn P q ntical,

progr am lrqyiesider praboustscnpy the maquemzow@os%%@rmgapnflwatane(ptGMZ@
the agen e

speci f?ed EEQ@h%m#%ﬂtg%@év%r%meamn‘%gR}é@% éﬁcgracon ur a ?&c))gglggg’ [ dthin the
r et ur ni ngPpvEiedseiuegrange steefhen B8signed &emtdanteomaﬂ hThossemetids as\oe@:a
of the in : L - '

o o t or | oo vaiGiE e BThbRlias LR ELPRREiL o helfbhiled LAIRE forgd
noni t or i ngressn @ssignd! bersétes er :@tfnorm@l sTarﬁeasseMmrsi tas metec ydlues are
e ToalRreibR ey e bl R bRy oL AT W BA ARE BT 0R sl
sone df tﬁéﬁagent prograns 14 take the form of object code able to be
executed on the virtual nmachines 18 hosted by the physical conputer
syst em 16 SteplB36Feeisning agdnt ex@wﬁimnraoémttlﬂm $tairmag>éea¢brmgnnamom mstdleeand
Tenger PEORLATLIE BRSARE SR AP Rh IR KB PR Beh3lsP

to be col heovger prgraes péséndﬁ a tlmestamp of thhdatp$tysinigiratoniou ther momtonng
syst en s) oNi I e

o ¢ of cu T it TR ok 566 6 Sh BolldhotRier KREM B Torbiiel 3pRtstep 138),
appr opbi atféhe inaetemprof Wtz latest eordiguration repmciad bf thehmanedar ipoxgrain Sl iaiatet
DY e, OGOk d S35 3 okl 6UTBL 3 BBLAI I3 E6Rer) SR
certai n nmendércthezageat progmm vélooerart%snfgsiommjoalddhe bewroeqmwe@n tiyhrepeating
i i st hofse A et eRBop e o Mo, Qe p e BrieSRosrtr B 4R°
the peri ogprfglurdtionererasis id@nticalbthe adany pmaimsucmms Prasessifig tChetep 142
adm niygt r 1gﬂes not set a periodical interval for obtaining a
metric to be noritored, the systemwill operate to collect that

netric at I r

confir med'A\‘{/igﬁT UM VaFugeXtaA %ra%]fjé?w% Ese?lﬁq | r eg% %%d E@?rpe?éd g‘f%cg'ed by
adm ni str ateoman@qnpmgparedzworirpg caorifigaratien aefosa efurtihg pplvgssinaio stampid er
systen(s) 16 to be nonitored (step 204). The details to be provided

i n respecin afcotide Pty $i LAbNC BMAdL 67ths YR etivn] GhetéSike hametdid férente fker

t he manager  pr ram12t0|dent|{§%qt hysj cal ut er stem s 6
| ocat Ton BS. Metd & messE rusleth 2088 ¥H:EL pelRoken Shuiitl cde
conputzer sysitemgleysteon b0 t@iistookttle Basekemporniteaethe firfteembodiment of the
adm ni strator
invention and the configuration process remains the same. However, in the second
embodiment of the invention, at least some of the agent programs 14 take the form of
object code able to be executed on the virtual machines 18 hosted by the physical

computer system 16.

30



20 is pronpted to provide details of all virtual machines 18 to be
nonitored on that physical conputer system (step 206). The details to
be provided in respect of each virtual machi ne 18 nust be sufficient
for the manager program 12 to identify the virtual machine 18 and

al | ow a depl oyed agent program 14 to ekecute on the virtual machine
18. 25 Agent prograns 14 are then deployed to each physical conputer
syst em 16 Ganiaitisb@iecylian efhe manapaePregranb i 2.4he E2RIPINRPAG A2 fg8iFes to
program 141.@%9'%&9@.?1@&&%%3&@9 269)8)Thel Monildeng &38pINk AGRIs dértéagroaas

14 depl oyed to virtual machines, the ag:%ent pr ogr am 14 t akes such

steps as THWECLMEYIGO PAEOURHAN $85PSEIGT as necessary to al | ow the
agent program 14 to execute on that virtual nmachine 18 (step 210).
Those agent 80thEruysisatscoiputdr spsidy(sddpliobe thoaiterethdled agent prograns
14 bei ng depl oyed may then connect to the manager programin their
own tinge (stepvizld)machlfesTidao BBmagftbredr ogram 12 maintains a detection
| oop process to determ ne whenever an agent program 14 is seeking to

connect  t anidamidi E't@atgreﬁm%%r‘.&‘h& iOPRn I%%%%%t GOPBBIAE Sallikd Br ¢8G4 #98s for
step 214 where a check is nmade to determ ne whether an agent program

14 is seeRpfly of dhe dneides digplaed Ry HenagaioTiBolgMpiAta vhisht Thep aggénitrator
program ldedifeso %e&lﬁbn%ré@h%@ rﬁ%ﬁtomgt éystefammﬂ%%mdmeo%@é&é@d tHielf or

manager pro raml wal t pre det er m ned eri od
before r eCERdHN gelties Roilue %rnv%%ﬁa@mmamnpépﬁa?w@y thg meie %@@hﬁ"thef

program lédnfore@edf idd MdhiteRANRCTeqWirdd1by e H&Hﬁ\&%tol?’)r O,Qf ﬁq@ sdnftetime, the
manager program 12 and agent program 14 establish

communi caPPOMISERAL is FPi tovaeider Perdingt intRrvess E%@Htawm%aqﬂéwcg eios e

by way of stimiglatc d’o@mﬂéf‘b@taé 'p@ﬂ"bdl{%'l ifdvaldst thtlaﬁnn@fa melritetoni hbkisorédie
agent is to collect; the values/value r or such netrics (if

an
any); th&sPess WiliRPREte 19 ThRepdhat Retinalas %i“'tﬂ'étFWégn obt ai ni ng t he
metrics; AND t he nethod by which the agent program 14 is to
execut e oRNchdhg jadmipistraieichasect1id confirmed vehies/yrlug iranggsplor dbain @gsired

Once §8nt mdifie, W%Qﬁfmﬁfa@&l’r %“br%%p'@:"% it @&aﬁé@f%‘@rp% é|&a|V@Jrﬁp%téF

predeterm ned period of tinme before returnln decision step 2

Once al | ayEem(Hrede asnonioredstep ZRhe cllegidetal Stu@éverﬁﬁa@%d mmsﬁgﬁcaﬁﬁ q@h

in this ”Bﬁg@éal cSr‘%But’e%‘)Vﬁém QE Rbist bB&ufRRht BF 'tH&m§b(a}Qe?HPo%@Qn'1§ to identify
concl uded eration of the nonitoring system 2 comrences wth

each agenﬂhep*?h)@kca‘rﬁol‘m“&{é&ktﬁﬁ'gs Teiecafioi i a)rmetw@@p Onps theArlalielp regpeRbef

any metri egch phyERal EShputéd syBRim 1@{00@@%“'&%& Bad BEAH &R&ket Oths LaRmirsRitor
| f so, processing continues to ste At step 220, the agent

pr ogr & 116 RSTRISS Pt atails RS BB Bs e S BBErTotes didhat prysical

noni t or ed chmpar @yétéﬂnd@te?ﬂ)mé)or Th&ldetas td) fbes@rowﬂé@m PEQEBE 81 BSch virtual

continues to steP 222 25no0t , processing continues at step 230.
machine 18 must be sufficient’ for the managér program 12 to identify the virtual
machine 18 and allow a deployed agent program 14 to execute on the virtual machine

18.

25 Agent programs 14 are then deployed to each physical computer system 16 and each
virtual machine 18 not already having an agent program 14 deployed thereon (step
208). In the case of agent programs 14 deployed to virtual machines, the agent
program 14 takes such steps as indicated by the administrator as necessary to allow
the agent program 14 to execute on that virtual machine 18 (step 210). Those agent

30 programs 14 already deployed and those agent programs 14 being deployed may then

connect to the manager program in their own time (step 212).



On determning that one or nore of the nmetrics to be nonitored is an
outside nonitor netric, the agent program 14 accesses a variety of
APl's and executes a variety of commands on the physical conputer
system 16 to which it has been deployed to obtain the required
metrics (step 224). O course, if eithr the APIs and commands or the
30 host machi ne has access controls placed on them the agent program
14 oper at d§efRnager pipgaMdE2 MRBLEINF DA ioporPraress P deleagisie ydepger an

been pr 0V|a?§|q Prégrhin Y lstslé@klﬁﬁ"t@%{neﬁf fégf améaet@bﬁdnngoﬁﬁfbtzé&ué&ﬁm%es
As a detailed description of how to obtain such netrics using APIs

and cormaiis dRaSIODEP pHovhered sheck irempde & delpisyor WeAheb?n pgrnt program
i nvent i ony4iig swkkihg re&tcomecf qmﬁath@cﬂnmbsr p%hﬁn V2l UgsioORfeht pR:GrAAT14 is

each required netric are then transmtted ﬁg t he agent program 14
(step 224pceking F%gwbvvtthéhmaw prega ’1@33'@%@&995@“?Qﬂ@ﬁt13 aits a

represent ﬁFéd\é%rﬁfneHhﬁeﬂlcﬁlt % tintONbtep UP )i Befofel rethiftthd 88 deRlsidnd &S b e
along wt | ace of, an acknow edgenent of the reported data

(step 226)\tenativals i afrgat Peadresm Tetie SPRRL{0 %%\ﬁ‘??fgﬂﬂh‘f‘?d?ﬁﬂaﬁﬁb?&oéf?”by

the managete paRSgePrdgains1d Qﬁ@bgéﬂi%ﬂoér@@\ ideanbifshed dob dohfnunlétion link.
configuration the agent program 14 is currently operati n?aounder t he

agent prodPamargosprarEs 12 eAGRAPD A Stahe? WY WAY Potiese ?me?u”'cat'o”
repeatipng it gcthove net hodol ogy fromstep 212. Alternatively, if the
ti mestanps of the two configurations remain identi caI t he agent

program 14 pas%%%lgg&%sé Bﬂté\?%éél@& 230 (step 228). At step 230,

the agent program 14 asse ses ether one or nore of the netrics to
be 15rmn|tored i S i nsi de rmltor netric. |If so, then processing
%/va

conti nues to® st rﬂ%‘ies’ TR WSRYY nues to step 242.

¢ the predetermined time period to wait between obtaining the metrics; AND

» the method by which the agent program 14 is to execute on the virtual machine

15 it is to monitor (if applicable).

Once sent, the manager program 12 moves to step 216 where it waits a predetermined

period of time before returning to decision step 214.

Once all agent programs 14 have connected to the manager program 12 in this

manner, configuration of the monitoring system 200 is concluded.

20 Operation of the monitoring system 200 commences with each agent program 14
checking, at decision step 218, whether it has any metrics to monitor. If not, processing

is returned to step 216. If so, processing continues to step 220.

At step 220, the agent program 14 assesses whether one or more of the metrics to be
monitored is an outside monitor metric. If so, then processing continues to step 222, If

25 not, processing continues at step 230.

On determining that one or more of the metrics to be monitored is an outside monitor
metric, the agent program 14 accesses a variety of APIs and executes a variety of
commands on the physical computer system 16 to which it has been deployed fo obtain
the required metrics (step 224). Of course, if either the APIs and commands or the

30 host machine has access controls placed on them, the agent program 14 operates to



At step 232, the agent program 14 accesses a variety of APlIs and
executes a variety of commands on the virtual machine 18 to which it
has been depl oyed to obtain the required netrics. O course, if
either the APIs and commands or the virtual machine 18 20 has access
control s placed on them the agent proftam 14 operates to provide the
information to all ow access as has been provided to it b%/ t he manager
program 1PrQYifte g intoRmaly it ally agqepss dsshaseBesfepiovided 4p df bhée manager

obt ai ned atoFhRR22B%Ang BoldridBratigAE nNanner as described in the first
enbodi ment of the invention. 25The val ues obt ai ned for each required

metric ar a}tehg&al JPNRMidtioR b R%\Qttg%b%%&ch %éa?g A‘é‘ APRL SRy go%%?ndsmas

response manager program sen representative of
the | at estbeeronfqvgigdatih@rﬁlrét@mbph'uwmm themvngtl@ygmmcalb@mgnaﬁtedwherer in
pl ace of, an acknow edgenent of the reported data (step 238). If the
i dent i bi ef hefvalube obiatres tforazish irghuirat! intetrio @pahdrehrsynittatebyntha agext program

1 h d i f
oont oy odtiRieh 228L lThehtr s Tabader Rlplime ST g A S b atatgue
oper ates b tlmh)vmésjaabnf@ﬁammmﬁarothélrgcnm@hng)rsyhmmr ejpeatvithg or He mdmvef an
net hodol o

Al I f
The o catiidireetent 'of Bng Boodd, BRRSIT 19%0) oot P BHTERS 37e Jties
processi ngotfigusdtiep rﬁé@’te(dsbﬁpﬂ;e?myagé\t prebem 2423 Iatlaetrmgeme m)asrmgeranﬁ hé
e_nmnager
brogr A 1200 PG PR Pledrali R o B GR rg Loe LEpfR B
218. 5In apemﬂ&*&ncbwmaah the hhwrodniagdnaid:nrte/nrtepeéturtghbe |ah«7m1metbndolmg3efrem
A ol S e e e L e

for virtua rica &nvi ronnen nmonitoring s

conpr i ses agemgmegrem 9 agsesp®0ssinydo atepi 28§l (etea@@Bl program 304. The
manager program 302 and the agent program 304 each take the form of

obj ect code saskpl 2301 hebmyetk progteal 1@raas§eés‘éﬁwﬂeﬁieﬁbﬁe 8l Bloaid3hE melfdsinto be

E:? Ie:lt ggbodl ored is arrwtlrlljsde monlpor me%rl ﬁ soothgﬁ pponcglsglggr %gntlrr}\%\e/se tobse’tg;r:v1 232, If

not, proceeding continues to step 242.

At step 232, the agent program 14 accesses a variety of APIs and executes a variety of
commands on the virtual machine 18 to which it has been deployed to obtain the
required metrics. Of course, if either the APIs and commands or the virtual machine 18

20 has access controls placed on them, the agent program 14 operates to provide the
information to allow access as has been provided to it by the rﬁanager program 12
during configuration. A

The desired metrics are then obtained at step 234 in the same manner as described in

the first embodiment of the invention.

25  The values obtained for each required metric are then transmitted by the agent program
14 (step 236). In response the manager program 12 sends an identifier representative
of the latest configuration for the monitoring system along with, or in place of, an
acknowledgement of the reported data (step 238). If the identifier of the latest
configuration reported by the manager program 12 is later than the identifier of the

30  configuration the agent program 14 is currently operating under, the agent program 14

operates to download the new configuration by repeating the above methodology from



~physical conputer systens 306 using the VMvare (RTM virtualisation
sof tware devel oped by VMMre (RTM, Inc of Palo Alto, California. The
operations and functions of the nonitoring system 300 will now be
described in the context of its intended use as shown in the
flowcharts forming Figures 7 and 8. Inl&his 15respect it is

understood that the person skilled in the art can generate
appr opr i asE&Pptiggrdiemaduelt.dl bedemesempe d dienimorroniesetianseamaipadenticainthe

and funct i;gns: r@rarnnmt;sasgeeafe%srr@%ereptﬂ@ (Sp2g6y Program 302, the
manager progr am operates to display a nonitoring tenplate (step 400) .

The moni t of Lpg 18T %@gpﬁgggrtaﬁga AEEL e é)rege LARAES %ep?gr.r;a ESediRalts

ollected I'n espect physic er Syste
rmnr t or ed theABnagsr ptagedm rié claring sorgig8ration bdormreturmngdrocé.ssmg to step 218.
adm ni strator (not shown) is then able to set appropriate val ues or

val ue sangeacdopdareaithaf thirt @niteldmers oflthephayeion, byndré @kdrRirhénls refkrence
tenpl ate adm ni st. at or_desi r t hr oug h the

i ch t s.to i
ronttor | nd & paEb B = e poukBhs avE T bt RifBhendae o g heds: A
metrics a mcmhtumg)srysmh Geo baﬂglesaswmanrégebercrgeamrsloetindtarmngretagem ph&drag
ei t her or or not nonitored as required b adm n or)
A the sanRit i THE, RERESS AP, 302 Bt e s Fegm, i PLIE i o
i nterval sobrect ahibaibfe tng)eeﬂemtsdrohammialonel dystehe3amm ni st rat or does
not set a periodical interval for obtaining a netric to be nonitored,

the syt em whik lenoefiré, VREPhRRihes BB @EbE i rordordde hawd noeéﬁltceéat@d %n
19 Once the adm ni strator has set and confirned val ues/val ue ran

for their PAEEFY ecPrpritier Sxstem e300y eRP stieativare (BrTmer'gﬁa'tsﬁt'?ﬂ &9 \H%re

det ai | s oleldispgaivisianlare (MY, @ic &FYPRICAKS Calomid.0 be monitored (step
402) . The det ai | s to be provide in respect of each physical conputer

syst em 30GhEpErREnSEd RLRIAE of Ble %Bﬁto?ﬁ@@%s@ém%ro@%l@%\ﬁgg deScribed in the
5identify the physical conputer systemni | ocati on on a networ

context ofits intended use as shown in the flowcharts forming Figures 7 and 8. In this

15 respect it is understood that the person skilled in the art can generate appropriate

program source code to perform the described operations and functions.

On initial execution of the manager program 302, the manager program operates to
display a monitoring template (step 400). The monitoring template provides details of a

range of metrics o be collected in respect of:
20 e the physical computer system(s) 306 to be monitored; AND
e virtual machines 308 to be monitored.

An administrator (not shown) is then able to set appropriate values or value ranges for
each of the metrics displayed by the monitoring template which the administrator
desires to monitor through the monitoring system 10. (It should be appreciated that for
25  certain metrics a value or value range may not be required, the metric being either
monitored or not monitored as required by the administrator). At the same time, the
administrator is able to set the periodical intervals for obtaining each such metric. If the
administrator does not set a periodical interval for obtaining a metric to be monitored,

the system will operate to collect that metric at default intervals.



As each new physical conputer system 306 is identified, the

adm nistrator is pronpted to enter in details of how a depl oyed agent
program 304 shoul d connect with virtual nachines 308 hosted by the
physi cal conputer system 306 (step 404). In this exanple, the

admi ni strator provides the usernane antd password for an admi ni strator
account set 10up on the virtual machine 308. The manager program 302
mai nt ai ns Qocdehe @dnitistraiophas setedy confilwed valuge/vakie mengss ghéh%irgémired

program 3%’0‘1(% 3@@%%§tpat&ogngﬁmmere e esfaﬁ&to'fgﬂe | PR Qfitfer

comences wt ecl sl on ste chec I's made to determne
whet her t BgstagenB0pitohe mﬂnw@du(gtes é8R). nthe deteilsria detprovidehintragpash plagpsh

program 3QRvsiddi doRfpuisd %Ete% 306 qglﬁsqrﬂesglﬁ‘fﬂéléntnf& tﬁ@%n@&ﬂﬁ Proﬁ%ﬁ'%@)@ to

wi th the nmanager progra , the manager program 30

pr edet ér nideadfyplee PM'C@f Cqmméer(%/ﬁ@m 2809 lopationras a eatwpii ng t o deci si on
step 404. Alternatively, if the agent program 304 is seeking to
connect wiAsteachaewenggieal qonpgtearsysteme30fein adpetifigat, dyr admidBRatant mg@pted

21997 A 3086 BELbal 8 SSIPU ABH BBl MpymAREL AypRen
| i nk, det aidckine$ 308 hhﬁedrby theq@yslhal @gmuterlsssterm 306|(steptrD4). thhléwIS_ example,
val ues/ Valn% Jr%ﬂ%ﬁ?to[;)gnfov%% eHa‘Fr?e SACL :?s’%%rd ot B %ﬁﬁ’s‘?ﬁa%’r%‘o@o% et
tinme perio wal tween alnlngt metrics; by %ﬁe
met hod Oby upteindhe virtaalag@mnep%@gr am 304 is to connect to each virtual

75machine it is to nonitor. Operation of the nonitoring system 300
comrences Twe tnhartalger a:@gnatm POD graiitaitd4 dmmenuddpgorb@asa tb idb&frmmby/ﬂ"iehaber

conput er stem 306 410 The, agent progra ssesse
Shether ol gReHopala iha *heteatl I M e i Hhr etre: cetsnien, PO qaBeses
noni t or mebmimentsd @jih 4i¢2ipionIsters 406 pheees shek |somdmtme®térmlm wpathénthe
I f not, pr [ SSrI n g)@olgtsleg ues an ste{)WIAhzg_' 2 aceh doetrer rghgl n %aént
one or STPTRHE ML T S B B CABIEET WL A TR0 RIS YR “Npni't BF 29
metrids t IpeagmgerﬁMps ogt aerel@@}ltcaccnms’ewutia theamaeagerqirogrppl 3@2attheomanager

pr ogr ama t P d C ri,esy S
on the priscedl S 60 < eflelnhuld oS L Aol L e TR
obtain t heleclelqmste@dﬂfO#ebﬂdtewway éfphd adgnt pGigramcod s sgeking te comresct witlethe

API d

conerore. PIEEF B Blnlit PRSP S it C AN 8 SREERSF e
t he infor namnmmcaboralmkowfammjeasrobsm;n Beztheprsends@d step 4i08) by wakief the
managel; PLOY AMmAdcANhiRg SRR LAUr ation.

o the metrics the agent is to collect;
o the values/value ranges for such metrics (if any);
s the predetermined time period to wait between obtaining the metrics; AND

o the method by which the agent program 304 is to connect to each virtual

25 machine it is to monitor.

Operation of the monitoring system 300 commences with the agent program 304
connecting to a first physical computer system 306 (step 410). The agent program 304
then assesses whether one or more of the metrics to be monitored is an outside
monitor metric (step 412). If so, processing continues to step 414. If not, processing

30 continues at step 420.



In this enbodinent, as with the prior enbodi nents, the outside
nmetrics are obtained by 10 the agent program executing the "esxtop"
command t hrough the VMvare (RTM program The esxtop command runs for
a small tinme window in which it obtains nmetrics in respect of the
performance of the physical machine 308 and t he outside performance
of the virtual machines 308. The output fromthis command provides a
range of st déterinifgithat ese rnoeore pstltehr@eMEDbe@mmimredfis Bheutside mpnitor
output ta A ngi.c r-Gen hysi hi

CPU used ye%ledéc lav tua;%rgﬁraﬂﬁli’ﬁ)g g&% /<§Y g%ég uﬁngﬁhcgﬁ% Ejf‘?ragm%gge
out put t ablterfacepdlABIsf’ hen@)eaxe@ﬁeagevametyt phreorspends in thheahwealaqqnmter
system ke f 1) 2
Che. oMl ToaT TP de B e s e BBl o B RSl R B i) 20
wai ting§ f epurag if witeerr thptAPls Badhcdnmmendsf ort the mﬁfﬂ@lm@nﬂmﬂﬁm tystane 966 thed
by the es sOLRY o} gﬁ% Kk C :
confi guregg%%r the %I Flﬁ@é Oﬁa%%ﬁgﬁgd%? Efﬁﬂ?{ [ sm%nf) {éé)}%%rs ﬁ’esrpl\ﬁlgg‘[;he
BY" col umnfgmatine tmetlowekcenstas b3 bearpbrovided de ésbyt the ranageRPragThiing
to 25 whigehhd SsnbGwel k interface is mapped to. The "PTTX/s" col um
i ndi cates the packets per second sent on an interface, while the
MOTX/ s coI S t r X
AD. Eacn ! TR B Gk ekl R BRIk R Dy N FHE Msldhe ¥ sBERRE DY
t abl e 16or thes pgants ptogram wmttutadg thaaci‘ﬂsnte)p” Iawn"tnhnrsi dooughx the Mhbva‘ra/E(mM)
colum in ,
machi ne" g]iqﬁ?%rﬁ Zﬁ%%%ﬁ%rm%ﬁﬁ giqr{sef{)]}égm%h ﬁg?\;lrfc%m}lﬂ mﬁ\‘?‘c%nt gﬂt%l“\%@lﬁ’[ﬂc}?
t hat the Wi respedt ofrtrehrierferntrsiercé the phhisal/ roAdiNg' 3Q£a‘oansdrﬁ1e pnuld@a:teésrmdrr@e
per cent ag | Yy & Jmt t d
B etep 4yt A ACRREASEIREY, TRy TR e TR, blBel b BrRECer
f or such metidsc $obinstanee:manager program 302 during confl guration
(step 416). 5 Those netrics that have a neasured val ue equal to the
provi ded valouether%MBEbi dolurie op freveskesh ya@butetablangdicates tiehpsrcasage bethe
t he status of hose CS vin asur ed val ue not equal
to the provi d \?5? ‘:C;F]J ?@%B{iéb egﬁgeﬁgrb\/)p{% &lnﬁe range are then
assigned the status or abnormal. This assessnent, and the netric

val ues are t*heheshayedcaynie 1pé t%@ﬁ¥t05r%’(§?llér¥?@94e@%?3 fhet eereetagss gf timgl
to the managers PG B cHeration system kernel for the physical machine and each virtual

machine;

20 o the %WAIT column denotes the time a virtual machine is idle or waiting for an

interrupt;

¢ Each line of the network metrics reported by the esxtop output table corresponds

to a network interface configured for the virtual machine 308. In this context, the

“USED BY” column of the network metrics output denotes the virtual machine to

25 which the network interface is mapped to. The “PTTX/s” column indicates the
packets per second sent on an interface, while the MbTX/s column indicétes the

data transmitted in Megabits per second; AND

¢ FEach line of the memory metrics reported by the esxtop output table corresponds
to a virtual machine. In this context, the “MEMSZ” column indicates the memory

30 currently allocated to each virtual machine”. The “SZTGT” column indicates the



10(Step 418). At step 420, the agent program 304 assesses whet her one
or nore of the netrics to be nonitored is an inside nonitor netric.

If so, then processing continues to step 422. |If not, proceeding
continues to step 430. Step 422 sees the agent program 304 anal yse,
in turn, each virtual nmachine 308 hostdd 15 on the physi cal conputer
system 306 to which it is presently connected. This analysis
commences Wit Hatdeé S@g@rﬁtmqmwrﬂ@ahte@mr&@t @ﬁp"ﬂlhﬁg’e@ltﬁsﬁ:oﬁhé%/\ﬁﬁw pedumn
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metrics. TEMEOFF&LEN dis§ fé%e "Fh dOREERANY “VERHTR TP *=

| nstr urrenhat pm&eédufdwbbr)tmuest te)rétep:%o s used. To el aborate, the
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The desired metrics are then obtained at step 426. In relation to this example, in a
25  situation where the virtual machine runs a Windows (RTM) based operating system
from Microsoft (RTM) Inc., Redmond, Seattle, the inside metrics are obtained using the
winexe application which connects to the Windows (RTM) virtual machine and executes
a set of given commands. These commands include the initiation of separate
executable programs as required to obtain metrics in respect of all metric
30 categorisations excepting disk metrics and performance metrics. To collect disk
metrics, the Windows (RTM) Management Instrumentation (“WMI”) interface is used.
To elaborate, the Scripting.FileSystem object is obtained through this interface and

each drive so identified is enumerated. For each enumerated drive, the WMI attributes



The netrics obtained at step 426 are then conpared to the val ue or
val ue ranges provided for such netrics by the manager program 302
during configuration (step 428). Those netrics that have a neasured
val ue equal to the provided value or within the 15 provided val ue
range are then assigned the status of #ornal. Those netrics having a
measured val ue not equal to the provided value or outside of the
provi ded VEMalGizeaarmk ‘faeeSnasehargstoen netdined sodhattting used simee andIpercEhiage

assessmen i es are then stored by the agent
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program 304 rtra tta o the manager program 302 at step 430.
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system_306_.t h ent pr.ogr ent | on l.n
Y eponte. THeSimah e SED BlRdl S Hsd B TREMler) GRS R o8; ot
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an acknow e ; of the Jeported data (ste 32) .. If the
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pr ocessi ngPdgngskirp pddermi{zste pbiddond its2% Véaget eurdsdt, the agent program
304 checks to see whether netrics have been obtai ned from each

physi cal gaanHétREs sh&IRM A08ep Uobase RREN coRbated BORENRIUe bf vAIGE ranges
processing returns to step 410 where the next physical conputer

p :
syst em 30Bravisiell domiiniestEch by, he feAnzgenprogieay P M e Wing Goafigiraicassien 428)-
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moni t dp, BFYEE Beft PIRUBSN B5Sighehne SAtUNPT BeraYs-4 3BOSE REirigy BAYIng a

progr am 3@fasaret SaRidtnot BguA e dRt BHwtEE dallié BEomeidk ofl trepsrelitié® dally rdrge
manager program 302 dur
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step 430.

20  Step 430 sees the agent program 304 transmit the status of each metric, both inside
and outside, and the metric value back to the manager program 302 along with details
of the physical computer system 306 that the agent program 304 is presently connected
to. In response the manager program 302 sends a timestamp of the latest configuration
for the monitoring system along with, or in place of, an acknowledgement of the

25 reported data (step 432). If the timestamp of the latest configuration reported by the
manager program 302 is later than the timestamp of the configuration the agent
program 304 is currently operating under, the agent program 304 operates to download
the new configuration by repeating the above methodology from step 404.
Alternatively, if the timestamps ofkthe two configurations remain identical, the agent

30 program 304 passes processing to step 436 (step 434).



The metrics received in accordance with the enbodi nents descri bed
above can then be subjected to an error-identification technique such
as the one devel oped by the applicant which is the subject of a
separate application of the sanme priority date. In the enbodi nments
descri bed above illustrative exanples & the nmetrics that can be 15
obt ai ned t hrough the present invention have been descri bed. However,

t he per soritsien 438dtheragenepragiamielf ehecksiidi seg vdppinesaieities havatbeehebtairmde
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invention. In fact, additional "netrics can be obtalne
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Physi cal Machine Memory Metrics. These include netrics relating to
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Contrd0 Pegeéiocol ("TCP') Metrics. Such netrics relate to the rate of
connections to and fromthe physical machine, the percentage of re-
30 transniTésimétschagepwad ngatdondarichevipphiysi edddodiraehis des@indd tadbeve can then

i nst ant aneous , nunber of connections established on, the physical

mohi e SoTHRERG e crOpReRi el FERRHE rucAH! eI RGeSy the
Metrics. Spplitanewhicies thekatjectioba isbgarateaippficatior 9ste same grioftyidage.on t he
machi ne, how many i nstance of each process there are, and about the

resource usageempy@hentfiddsbfsr Meamrdstiveaymfiad oMiehhegicdNatateak be
Metrics. %/Ftrl cs in htbs cat eg_?’{})épl,ncl ude the nunber of 5 different
i

net worR i RPEIMEECBEOUSA DRETHIRY liofa BRYE BEeh deseribadtHyreveRdhe Pefsane
going in skilledmntthobrteacll reBligr fppestiné tHddthebYsd A&t therBainitgrics kA&t can be

nunber of ckets. ued on each of the interfaces of the physical
machi ne. | SPEIES UGty PESERARVERUAEs NRE HPdH HaRPLME KPR Rt e obtained hat fal
within the following broad categorisations:
Physical Machine Processor Metrics. Metrics that fall within this categorisation
20 include CPU utilisation rates (on a per processor basis), the instantaneous number of
processes queued up waiting for a processor and the current number of processes

running on the physical machine.

Physical Machine Memory Metrics. These include metrics relating to the total

amount of memory and the amount of free memory available on the physical machine.

25 Physical Machine Disk Metrics. For instance, the number of different disk partitions
on the physical machine, the space usage levels of each such disk partition and the

amount for free space available for each disk.

Physical Machine Transmission Control Protocol (“TCP”) Metrics. Such metrics
relate to the rate of connections to and from the physical machine, the percentage of re-
30 transmissions happening from the physical machine and the instantaneous number of

connections established on the physical machine, amongst others.



Qut si de Processor Metrics for a Virtual Machine. Such netrics include
those 10 relating to the percentage of the physical machine's
processor cycles that are used by the virtual nmachine concerned, the
percentage of tine that the virtual nmachine is in an idle state and
the percentage of tinme the virtual macM ne was not allowed to run by
t he physi cal machine. Qutside Menory Metrics for a Virtual Machi ne.
Exanpl es &hysical Mashing ApplicatigneBuacgss Metrine! URleht metrige releist tageofhat
the physi sRloclRENIDRMMEPAPIHE hidhind, oRehiy HSEHPY LR ptbddsiMere are
machi ne coéncerned and tHhe number  of nenory ‘pages that are smappea out
for the viend aboutieigispierce oprasrInesls of thesuprorekse®i sk Metrics for a
Virtual Machine. The nunber of queued di sk commands for the virtual
nmachi ne c@hgsicakbblachine Netwioek Meftriesst iMetriadi is khis @ategngsinande theenurdBer of

nunber .of disk.r Iwite rat tc. all fall within this . L
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i ncl ude CPalegoryl i sation rates (on a per virtual processor basis), the
25 i nstantaneous nunber of processes queued up waiting for a

processor Cansidé Rroesss@NMetrivsb edr af Viptuar edihind. UrBlichgmetict Neclvdd thiak
Machi ne. These, inclu
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25 | e. Process- at e ri,cs. ese J nclude netr relatin 0
whet her S EIECangt e ZelEoap @' iR TR THENShYSs o) S RER ey he
not, what phesalimaesinsuch processes are using. Information may al so be
collected in respect of those processes that conbi ned use nore than a

pre- det er Dutsitle MEMWEHy Métric SoPd Yt MJBAGTY. BN RS idtbes iR NS AR gé9
Information for a Virtual Machine. Information collected in this
cat egdry IMT9GdES RFEtERIacs rthgmhvarsldraciinedmiamane 1atis PREIJISEH Vi g

system or vigfiyl mREHine adricered il the nuR®EEOMmandraitiyeatiif Bps eflapceanhas
of the physical conputer system s security systens. I nsi de Di sk

Metrics f O YA MAGEANS FARFE™RE For instance, the nunber of different
disk 10 partitions on the virtual nmachine, the space usage |evels of
each suchOutside Disk Metrigs ton@ YinuahMaghineofThensnbep st auenpdidisksommpaids

each di skihaghbi §ikt@4)- machine concerned, the number of active disk commands and the

20  number of disk read/write rates, etc. all fall within this categorisation.

Outside Network Metrics for a Virtual Machine. These include details of the network

traffic to and from the virtual machine (in bytes and packets per second).

Inside Processor Metrics for a Virtual Machine. Metrics that fall within this
categorisation include CPU utilisation rates (on a per virtual processor basis), the
25 instantaneous number of processes queued up waiting for a processor and the current

number of processes running on the virtual machine.

Inside Memory Metrics for a Virtual Machine. These include metrics relating to the
total amount of memory allocated to a virtual machine and the amount of available

memory on the virtual machine.
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The above is not considered an exhaustive |list and the nonitoring of
additional netrics not otherw se described as would be known to the
person skilled in the art fall within the scope of the present
invention. Additionally, it is to be understood that the methods by
15 whi ch such metrics may be obtai ned 25 dependent on the operating
system and/or virtualisation prograns of the physical machine 16 or
t he virt udnsidePmoecrssiRelotedcMetring, HBwesappelofe metries r@latngfowbethet beacific

t hods of
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The physi caturitpsystdnes. system 16 on whi ch the nmanager program 12
operates need not have an agent program 14 depl oyed thereon, the

moni t or i Ngngifie DK Mp&Idsi fou hanrtpbwhaﬁhe CEBPMERhcS )t6d AUMBE dFiifft@ent disk
handl ed béat he manager ro ram 15 The ITD[%I tori ng%ri]odstem 10 may,

be nodif i @8MEBHOR K&tvVItHAl fiaghiae.d %ﬁPa??r‘t?@FJ%u‘ﬁé’e £ gpeh ?‘b"%?dﬂﬂ”t%‘rd
many Vi rt el af@ehion®se dfaceldvadabiafor addrodisiopartitins enbodi ment, an agent
program 14 may be deployed to monitor a set of nmetrics in respect of

a parti culrae -BBR isGRk ORsiddtBMEASxRELstve [idt lanathdTReRIdH g1} aditid e metrics
physi cal corrput er systens 16 nonitored by the nonitori ng system maél
a
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one or_nore. virtual desktops. In this situation, the nonitoring
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has nore than one proceSS| ng unit, the steps taken to obtain the
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processi ng uni ts.

It should be appreciated by the person skilled in the art that the above invention is not
20  limited to the embodiment described. In particular, the following modifications and

improvements may be made without departing from the scope of the present invention:

o The monitoring system 10 may be modified so that a plurality of manager
programs 12 operate in conjunction with one another to provide the required
monitoring information. This is particularly desirable in situations where

25 thousands of agent programs 16 have been deployed.

e The physical computer system 16 on which the manager program 12
operates need not have an agent program 14 deployed thereon, the
monitoring of that particular physical computer system 16 being handled by

the manager program 12.
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The nonitoring system 10 may be nodi fied such that the agent program
14 15 only operates to send netric values or data to the manager
program 12 on determ nation that an abnormal netric has been

obt ai ned. However, this is not a preferred inplenentation of the
systemas a mal function in an agent pr¥gram 14 may still result in

t he manager program deem ng the host machi ne the agent program 14 is
set to nonitore a$hé uncnitcoing ngystaon r L trhgy (b&enmcmﬁtehesmw thmedi s kauhtiglea agent
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di scovery procesbe aryliditiorehsvad obly som ddivhchRosovitiust Aivekmes.Hownever ,
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and | F address, Ofrhéﬁ}ﬁ?ﬂ&aprlﬂ)ééﬁlﬁ@HSWbﬁ Srwrﬁféﬂé&éﬁbx%(/%m (E%N;&%rt%%nteoor

bewellvmthlnthesklllo person skilled 1n the art an
not be descri bed™Pig tviigl H@$*@0p5 27n thip ssitralifnalthe monjfiodio gestemn| idealy is

the virtual mchm@éré&p&& @%b@minte%e% J%xpéa%fm@w@raé&@ystem 200
perfornmed at step 206 may be repl ace by an automatic detection

system,as descri be he firs the. i nventlon
adm nlrpgtrat or nmr/% %rgu%'af" ywra%ce&qg Sgcr?o Oh?rl S%Séer%l 5e mo{e té
and t hereby furt percessirig nmitortherstedsy takes tmnbtam itmeg ussy@st enetlics alsay be
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virtual machi nes an es | ype an or mat
requi red by the bgekeuusng ancdnrstemr&hﬂi@bet pvetassing ummagerrent Pr ot ocol S
("SNMPs") may al so be used as a neans of obtaining the desired

metrics. The deTheehdditoiy S)tehya0tm4d 10§ hiddBied 4 ubm Yhald ehePaganit @lﬂ@ra/mtm
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pr ogr am br oadcastistetrhigation that an abnormal metric has been obtained. However, this is
not a preferred implementation of the system as a malfunction in an agent
program 14 may still result in the manager program deeming the host
machine the agent program 14 is set to monitor as functioning correctly (and

20 thereby masking a potential problem).

e The monitoring system 10 may be further modified such that a single interval
is set by the administrator for the taking of metrics with all metrics operable to
be obtained at such interval.

o The manual entry of details of the physical computer systems 16 to be

25 monitored by the monitoring system 10 performed at step 102 may be
replaced by an automatic detection system performed by the manager

program 12. For example, the automatic discovery process may be achieved

by way of TCP port checks. However, other means of automatic discovery of

such details as the host name and IP address of each physical computer

30 system are considered to be well within the skill of the person skilled in the art

and will not be described further here.



15 new configuration to all agent progranms 14 on a variation being
made to the configuration may be inplenented. Alternatively, the
agent prograns 14 may i ndependently poll the manager program 12 to
determine if a flag value is set indicative that a new configuration
exists. If so, the agent program 14 ca¥l then operate to obtain a copy
of the new configuration as descri bed above. 20 Met hods of

det er mi ni ng whet heg mangaehirgaf éetiaﬂmofﬁbeviﬁeelnn@quQe@ to dermaenitoresnbyoibe
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above with m ni ma tion. conmruni cati on tween

agent prograns lautamdtic idetastiormgestepr agraaseriednive thentinst t@eﬁtwdpmfﬁmfeﬂw
l'ink. 25 The nonj, 9&{1 A9 system 10 may operate to extend its current
configuration to include new physical conputer systens 16 as they are

di scover ed. Alte nativel on di scovery of new physica ut e
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t he pre-defined drenmpbages dn thee tybes coMderextedt ¢fantforondtian teqpesd oby the
physi cal conputer e 16 The agent program 14 may operate to
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connect to each chi ne 18 through ot her neans to that

descri bed above. For exanp the renpte exec 5 command coul d al so
be uséf to conhe%‘tf“Ft‘%NﬁtWR”FMﬁé!agﬁ'ﬁé'h‘i Pratopgisy(FANMPES) mayjdise herysgd as a

operating systemneahgjéﬂdb@é,@n@gfgﬂespé@g{e@r@ 14 may be depl oyed to the
same physical conputer system 16 or virtual machine 18. In this

manner, each ageqf. RAHA ram %g%ﬁggﬂag%gqf%% B %\ﬁéédsabﬁcdpﬁated

For exarrple one agent pr o desi‘gnated to o
just the inside ewtfigitegormbly ﬁmmheagetr@rmaram nay tvanyHe toaftdsisdibed. For

Tetrics. Alternahlighy o ARRB0S e RAUIAN 14 ikl HESIPRRLAC Pine

undertake their own subset o ut si
managéf progr am New gerfiguraiiondp el aoentarograpisyish @naa vagatipntheingsysdein the.

Instead, the rrangcg% uﬁ%’in&ﬂﬁ%ﬂo&%m%%eﬂ%%f %t@rr%ﬂvé?{ﬂ%@égérﬁ%rd@r%ﬁé’% ma}

machi nes 18 or ake t ormof a separate St an one devil ce
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may keep track of the relationship between such agent "prograns 14
t he physical nachien@re@ioie akigien coReof the new configuration as described above
20 e Methods of determining whether a configuration has been changed, other
than be comparing timestamps, may be employed in the embodiments

described above with minimal adaptation.

¢ The communication link between the agent programs 14 and the manager

program 12 need not be a permanent link.

25 e The monitoring system 10 may operate to extend its current configuration to
include new physical computer systems 16 as they are discovered.
Alternatively, on discovery of a new physical computer system 16, the
monitoring system 10 may operate to automatically display the pre-defined
template to the administrator for the administrator to set a new configuration

30 (if so required). This alternative may be further restricted only to



20 virtual machine 18 they are nonitoring is hosted through a variety
of nmethods. For instance, the manager program 18 may record such
details at the tine of deploynent. Alternatively, the agent prograns
16 may conmuni cate details of the physical conputer systens 18 on
which it is operating at the time of c®hmunicating the metric val ues.
251t should be further appreciated by the person skilled in the art

t hat feature di sétiegecallyclierlamnitieinicdhinagnisowiatenn tiediseovsanof ptewar

not mutual ly exchisiVey h F;;@é}t%z:gtgg] t4¢ formyet further
enbodi nent s t hat 3)1;5 in he scope Sf the present invention. 29
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system such fi rg@n@%tedqgtﬁgaagtéggwoﬂpl uding nmetrics in respect of
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machi ne hosted on exce |ng Vit
machi nes havi ng aaehinesiathemaehager prygram [ﬂﬂogtaankemetrach of the relationship

between such agent programs 14and the physical machine 16 on which the
20 virtual machine 18 they are monitoring is hosted through a variety of
methods. For instance, the manager program 18 may record such details at
the time of deployment. Alternatively, the agent programs 16 may
communicate details of the physical computer systems 18 on which it is

operating at the time of communicating the metric values.

25 It should be further appreciated by the person skilled in the art that feature disclosed
above and in the embodiment described, where not mutually exclusive, may be
combined to form yet further embodiments that fall within the scope of the present

invention.
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25 thereon, the agent program operates on and obtain a second set of
metrics in respect of the virtual machine fromthe second operating
system each virtual machi ne agent program operable to obtain a
second set of netrics in respect of the virtual machine fromthe
second operating systemof the virtual machine on which it operates,
t he agent program further operable to communicate the first and
second 30 sets of netrics to a manage?® program and the virtual
machi ne aQ@?EIi%‘ogr am further operable to conmuni cate the second set
of nmetrics 10 thé manager program 3. A nonitoring systemfor
virtual appljcation envi rofnmaRt% accor.di ng\(t o cl {ai m 1, wherein the
agent pr ogr prnesystel PLYIHUY RPRIFEHOH FIYIREMENTS| ORI ISI3e physi cal
5 machines. 4 A nonitoring systemfor virtual application
envi ronment s a@ideRMPAG PRYSIGEhNaghiee greciling adirst operating $y$&aMlidi ng an
application agent program the application agent program operable to
obt ai n a t hi r datdeast ofe wistupi oschine eresplngtorodt leasppee dethe ririeagdone physical
application runnj N ' ; ' i S
PO it ual apr e St R o RS ik pe rfTRRL RS Spa T
agent programincludes the application nt ogram_ 6. A nonitoring
System for VT IO T aRe BHe R oPh AT < eh L SRRy oy e HRRees it
clai m4, as sjeeendact fishsatlchnmatris imdiedieg metricsiin tespecnsg eatrevigual machine
vi rtual rrachisn\%e\;vs Z’Ctt}‘ngf' s a vti rt ua(Ll ser ver frorI t 1 gas(t£ ONg d
virtual deskt op, ?(111 YUY t (1 R e nt Segénaf Loy %?83?6? rc‘)%c rat |%§e%9{]
~such vi rt ualopeeating ng/stesn @b eraabl virtiad noahirec hosted eactmevphysical ndekike ognd
and obt.ain rt trics i t irt K
and cammuni QAN ee<P B, oL BleblsE TrarboeBEBE Bl Mivditface ta pE e
A noni t or i ngppeyaEingreystem, Whea agesilt peqyeem darthieo wperabler tornvem urémato theki fivgt dral
claim1 or cée%m g’ets%r%f?ic 'w ﬁja%ggélj Q&% Wnere at | east one virtual

Pt ual e 9

machine is acting as a v ser for a plurality of virtual

deskt ops, .the agent progr is further operable to connect to each

T rtual ads it BEnOs R kAP ketet BBl R Bepecy of ¢ he
virtual desktop and communi cate the fourth set of netrics to the
manager progr ath'eas oNAPRBIGA BiecHige §3RGUERY RISt PPRRLRg SBEIT cat i on

envi ronnments according to any preceding claim where the manager

pr ogr dim execut aideant one yhtysl machicoaprreng yyattlesnt anel obhglad tpaghereaptysicaks

the agent prograpihds LasPesdh tudi P%Ehiﬁg)ﬂﬁér%ﬂilw? %@mn@eoge%tin@system; and

nonitoring systemfor virtual application environnents according to

any one of cl aj . rRpr
st and- al one deéﬁ%gqt%?%m%agp {) gﬁ evlgvlE Fﬁgﬁ'ﬁea?&%g{s%ga?ﬁ&%%%ﬁ? Ceh?r[']e dnd at
syst ens. least one virtual machine agent program operating on a virtual machine hosted

by the physical machine,

20 where, the agent program is operable to obtain a first set of metrics from the first
operating system, such first set of metrics including metrics in respect of each virtual
machine as viewed by the first operating system and operable to connect to the
second operating system of each virtual machine hosted on the physical machine,
excepting the virtual machines having a virtual machine agent program operating

25 thereon, the agent program operates on and obtain a second set of mefrics in
respect of the virtual machine from the second operating system, each virtual
machine agent program operable to obtain a second set of metrics in respect of the
virtual machine from the second operating system of the virtual machine on which it

operates, the agent program further operable to communicate the first and second



31 10. A nonitoring systemfor virtual application environnments
according to any one of clains 3 to 7, as dependent on claim3, where
t he agent program executes on a stand-al one device in conmunication
wi th the physical conputer systens. 11. A nonitoring system for

virtual application environnments according to any preceding 5 claim
where any one of the agent program virtual machine agent program
and/ or application agent program as apytopriate, operates to assess
each netric a‘ehs erreetri@stp@cmamesetogmm aed thepdrieal oracaige rgeptroggram further
obtai ns and t@ %%gg et Of metee tét%%né#a luegr%ﬁq to the

manager prog am I n p ace o sets of netric 1012. A

noni t ori n% cﬁ\(sten?ofrgr V|tr;[nu rg |cah n en\</1rr(1)nn”ents ac gﬁ %

any one of ¢T A1t §Y96" v%eY' U3l RPPUFRB SR @Sﬁtﬁtafﬁf’ claim

vi rtual rrachmheeemgbeﬂagpmtnggrmmupﬁreiesapp)mmaat each afgmatatpeanyrcmmprasmal
appropri at e, erates to assess each netric in the respective set of
metri c sucﬁn%%érhet program obt ai ns and conmuni cate the assessnent of
such sets of metrics to t ramijn addition to the actua}l
TBeot s of 4t MG, 810 Sorat M APEheGn Ut a1 SGraigigto any ore s

appl i cati on gk r1QBT$Eﬁhbﬁ1dﬁg%raﬂipﬁ@tibﬁ agéuﬁlmgkamome(‘dp@h(fgt,@g agéﬂﬁ@r@rﬁﬂﬂe
appr opr i at e, SReEshL - PB4 EsaheniTE TR [RETeS fePiA e AP caion
t he respect IrM@ruS@bn e Br@ls$ nakhiet ri cs obt ai ned by such agent program

t hat have been assessed as 20abnormal. 14. A nonitoring systemfor

virtuah applA gRhitdHhg Pyﬂeﬁpremnaa a@Fﬁc%'ﬁQr'\ BAviloRnRAY% &%@@ﬁ@'taﬂlaﬁh@ Where
where the first set metrics includes nmetrics that fall within at

| east one ofthe AGCTH BregHaM if!udes diporrrdisdtionrgenripgirBe processor
metrics; outside nenory netrics; outside disk nmetrics; outside
net wor k mBt rA epnitelings Pyéern rfain ginbiglsarnticationt erviropments cisicozfigetor ¢lgis) 2 or

out si de. Pr G831 SN Id: 0 8ainn DRSS LAt DA AETRLHOR mdSifs

nDnltorlng systenl or V|rtua I'catioh environnments accor
any precedi regtied as mVWeéausarV@h@r@émﬁUO@ewrtml d@éktppct@euwmaud@@hlnetage@ts

that figl | WdBihnebodr@awt or?@@crpfnrthg%géﬂ rl\é)}@" OKbr&iit Q&%Bhr%%‘i k @éch virtual

i nsi de processor metrics; 1nside menory netrics; Insid trics;

and insi de rissliop kandeehitpipsa ot 3@, o MBS oF Ferpesl el b Yigwaldeskign|and

application c%ﬂ%drf?c%@@fhfesfo@fﬁ%ﬁ’c@f R81ricS Mm% A RGEALBErapl. @l M where the
manager programis oper able to performroot-cause éerror

| dentificat 'A) ohf&HM g]’s't%\“ ¢ wFtﬁéﬁergg@b] caibn ERGrofehPLctoR e tgocflau%‘%t 5 diaim

fromthe agen progra I'ne agent program appl i cation
agent progr alnwheese, in situations where at least one virtual machine is acting as a virtual server

20 for a plurality of virtual desktops, the agent program is further operable to connect to
each virtual desktop and obtain a fourth set of metrics in respect of the virtual

desktop and communicate the fourth set of metrics to the manager program.

8. A monitoring system for virtual application environments according to any preceding
claim, where the manager program executes on a physical computer systém and

25 also operates as the agent program in respect of that physical machine.

9. A monitoring system for virtual application environments according to any one of
claims 1 to 7, where the manager program executes on a stand-alone device in

communication with the physical computer systems.



S5appropriate. 17.A nonitoring systemfor virtual application
environnments according to any preceding claim where the manager
program provi des for the adm nistrator to select those netrics to
formthe various sets of nmetrics nonitored by the agent program
virtual machi ne agent program and application agent program as
appropriate. 1018. A nonitoring systemfor virtual application
environments according to claim 17, wh&re the manager program

provi des flBrA mesiterthi shistan derovirtyal applicedion teheirenmants aofordingrdo any e of
bo £,apse ! YaRaaeSpl eham NEN 4 bR 91 EntRhe TN b &xasRRGY
by the agent program virtua I ne agent am and/ or

appl i cat i on ségygralons dryicgrin ca@mppﬁtmwm e F’DBS@IAOWQHH eystengs.syst em
for virtual application environnments according to claim17 or claim
18, where1t J’Pemuailtra@grsygtemgoawnpalcapbﬁtmﬁom envitdnmeatisrédmbsiﬁrrgatbcanymoeoedhgr
connecti on d tal|ﬁ%l n res Lrtu

ne
o1 00 ath oper e B de oa e ectie LR ARG sy GreBplR SFror
appropriate a@gkmttlomraggmtapmgmnalab camptdpemet opemigsett agsess eath vnertricumll the

machi nes. 2020, A JPf 051 A8 sySLem Lor, vibtUAl PRI GBI Smunicate the

envi ronment s ccordln ny prece ng C
conmmuni cat i wgseﬂsmeappf s;mhl stfeobmbtrios tortiter mesager pagsas Smplace to dreeadtuadlo

t he manager SQ{So&rn@pl H?l?e nmanager program and each agent program
virtual machine age program or application agent program as

t 1 al i_ dat. t det whet
o Pahr af i, R st "Sevisf] ERETRR S TR perar g a0 Sy ohg o

t he confi gurciimen tbNe, agestanplobgofifie atent prdyraiciriuaemagieing agerogragramar
application ogra rlate er at under A, ..
Tohi tori ng. S STBAPRISAI T485a PR i PEoretRo Pa ntf’esa%Séo%aaﬁngwcom
clai m 20, whies eeﬁpleetmeahétdatmemc@rsocle&@enmpdogms obtam‘;saax&s cbimunicate the
ti mestanp of the co atjo mana ram.o es .und

W tht ol t s ASSTRREDH Tikh Bl ik O PEoR 5 A BB R, M S

virtuab nmaclsetseof ageint vghuexgr am or appl i cati on agent program as
appropriate, operates under. 22. A nonitoring systemfor virtual

applicati qs. Aembinﬁ@(iH@EéVst@ﬁ:Wr\dhLﬁw dpBlicytign [RhGiEEHidigs atrdhyieerint e or
first set of I’]‘EtI‘IC al so i ncludes netrics %elatln

to the
per f or mance %3P 112h1é( ry8% BNt RERAR RV IBYR A Wet%‘égrg@é’rﬁtapﬂfc@&?’bﬂ‘io\ﬂﬁ”bh
records the dsi d@?opﬁ‘@te, Qaf op@bbleas t@pemAlods. those metrics, if any, of the respective

set or sets of metrics obtained by such agent program that have been assessed as

20 abnormal.

14. A monitoring system for virtual application environments according to any preceding
claim, where the first set of metrics includes metrics that fall within at least one of
the following categorisations: outside processor metrics; outside memory metrics;
outside disk metrics; outside network metrics; outside transmission control protocol

25 metrics; outside process-related metrics; and outside log information.

15. A monitoring system for virtual application environments according to any preceding
claim, where the second set of metrics includes metrics that fall within at least one of
the following categorisations: inside processor metrics; inside memory metrics;

inside disk metrics; and inside network metrics.
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23. A nethod of nonitoring a virtual application environnent
conprising the steps of: obtaining a first set of netrics
including netrics in respect of each virtual machine from an
operating system of a physical machi ne hosting such virtual

10machi nes; connecting, in turn, to a second operating system of each
virtual machine hosted on the physical machine; AND obtaining a
second set of netrics in respect of th& virtual machine fromthe
second opdfat magitwingtsyatenipdirttalrapbhicedon enyitmittents angoaling totang|preceding

apPL1 oAt L on B! HUTE e SFRREGU B @1 Bhdhic! 4 KRG oo b
noni t ori ng admtlflcmléh tagmlqwétommcem|0f dmmouacﬂem df nptrics fodraiting zsemir
cLaim 24, 1 WhdhuA0n ALERT ol A00R ArbLelcaRl SheREbldcian e
virtuab naclappepria2026. A nmet hod of nmonitoring a virtual application
envi ronnment according to any one of clains 23 to 25, where, in
situati on37whmbeit<aingislyttuai formictbeialr@plieatianbhvig)n&&n& adebidira) tosely \pesceting
Cteps of ooty B BaRey Rl deur b b A By eI dTose
machi ne; andnethbitsaionony tiee ariout sesedf roétrioemohitared by ties pgatt podgrame virtual

| desk | |
envi fonment MECBEGRG 0SS SN PR ek Badel 58 SPrBREE: fe. et ho

further in¢ludes the ste assessin each metric in the resp

sets m@gﬁ @wonitorng 2%3"&%%{ &0 PPRERIPRD FMHEP S ?ﬁ%ﬂfg‘a% @’A iﬁ
envir onrrent VARES K mgnégkr@iﬁ()’gr@dﬂ%rwldé‘d ok e acanmtrat& td\/@@éa th@@masahmd
further includes the st r oot - caus

| ent T co (1 PRER T B PSR o EEh SR rqla: bepithelRERE e 2raesrasy

obt ai ned. the agent program, virtual machine agent program and/or application agent

program, as appropriate.

15  19.A monitoring system for virtual application environments according to claim 17 or
claim 18, where the manager program provides for the administrator to enter
connection details in respect of each virtual machine, the manager program
operable to communicate such connection details to the appropriate agent program

to allow them to connect to such virtual machines.

20  20.A monitoring system for virtual application environments according to any preceding
claim, where after communicating the appropriate set of metrics or assessment
thereof fo the manager program, the manager program and each agent program,
virtual machine agent program or application agent program, as appropriate,
execute a validation process to determine whether the configuration the manager

25 program operates under is the same as the configuration the agent program, virtual
machine agent program or application agent program, as appropriate, operates

under.

21.A monitoring system for virtual application environments according to claim 20,
where the validation process includes compares the timestamp of the configuration

30 the manager program operates under with the timestamp of the configuration the



529. A nethod for nonitoring a virtual application environnment
according to any one of clainms 23 to 28, where the nethod further
includes the step of allowing an adm nistrator to sel ect those
metrics to formthe various sets of nmetrics to be nmonitored. 30.A

met hod for nonitoring a virtual application environnent according to
any one of 10 claim 29, where the nmethod further includes the step
of allowing the administrator to select3the amount of tinme which is
to el apse fAveahemgsamedittedl meehine aperttaregramy al @eplicetion Aaentnwpgiag, ias
agai n obtai nmonitoring a virtual application

envi r onnent n%groﬁéﬁésaa%%{ég%{)&%e of claims 23 to 30, where the nethod
further he St f an 15 adm.nistratar to

connect i on 2ol eI bR B PPl B e hp Mot o b e simielne
to. 32. A netdeod Where thenfirstoseit nfmatries atsoahclafsgsl metats eiatieg o themmeeiotmance
accordlng to s i 3 h

i nol udes t he fQHggﬁyz}?cag&ngghl Ie% \él%%% %q Wﬁ%&? r% V\%&fltelag%ts tHé tﬂ@? set of
whet her t he metricooseratess of netrics to be obt ai ned has changed and,
if so, to ensure that further repetitions of the nethod obtain the
vari ous Se@BsA ffetHBatdf heditédngnevikiyal @eplidagehn eddroAmeaD®Mprighgdnasiepobf:
nmonitoring a virtual application environment, where the agent program

i's operabl e toobhmigha airkt 58t off letiftls m%ﬁiﬂlngsmfefrfég‘ A fekpSdt SPIR! ViRdal
system executing on-a physical nachine, such first set of metrics

i ncl udi ng net rﬁ”é%h“i‘?] frOQ‘Sa’? e8p@ting systeace & Physical mashierfsgag FHeWsEUBly
the fipst oper@akimgessystem and operable to connect to a second
operating system executing on a virtual nachine, the agent program

thereafter Opect,cﬁ*ﬁlegtl OmOtBF kda @e&%ﬁ%%ga?@{; géter'ﬁ%tf 'éb%whgalrnﬁ'édﬂﬁ'@ho‘%fed

t he virtual romt e secon g system and comruni cat e
the first and eeterysealsnashingefNPcs to a manager program 35 34. An
agent program for monitoring a virtual application environnent
according to coaining3s seberdeset ¢fhmetigent resnegt afhttiesvidpar mbttend rom the

connect in tm@ec%ﬁ%%ﬁ&@tn%%‘te%' machine in the virtual application

envi ronnent . progr am pr oduct for monitoring a

virtual_ applj cat.i nwronnent the 5 ut er. ram pr.oduct .|.o0a
M h e aBBLA e o R Ary ) PERErE Sy St MG G el e
syst em causdarthdrencuditgaibk @tegpra cessdctigg, Sy &ire o eactpgtyisanmbdiengret hod of
any one of clainms 23 to 32.

25.A method of monitoring a virtual application environment according to claim 23 or
claim 24, including the step of obtaining a third set of metrics in respect of a pre-

determined application running on one or more of the virtual machines.

20  26.A method of monitoring a virtual application environment according to any one of
claims 23 to 25, where, in situations where a virtual machine is acting as a virtual

server for at least one virtual desktop, the method includes the additional steps of:
connecting to each virtual desktop hosted by the virtual machine; and
obtaining a fourth set of metrics in respect of the virtual desktop.

25  27.A method of monitoring a virtual application environment according to any one of
claims 23 to 26, where the method further includes the step of assessing each

metric in the respective sets of metrics.
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34
28.A method of monitoring a virtual application environment according to any one of

claims 23 to 27, where the method further includes the step of performing root-
cause error identification techniques in respect of the various sets of metrics

obtained.

29.A method for monitoring a virtual application environment according to any one of
claims 23 to 28, where the method further includes the step of allowing an
administrator to select those metrics to form the various sets of metrics to be

monitored.

30.A method for monitoring a virtual application environment according to any one of
claim 29, where the method further includes the step of allowing the administrator to
select the amount of time which is to elapse for each selected metric before a value

for that metric is again obtained.

31.A method for monitoring a virtual application environment according to any one of
claims 23 to 30, where the method further includes the step of allowing an
administrator to enter connection details in respect of each virtual machine to be

connected to.

32.A method for monitoring a virtual application environment according to any one of
claims 23 to 31, where the method further includes the step of executing a validation
process to determine whether the various sets of metrics to be obtained has
changed and, if so, to ensure that further repetitions of the method obtain the

various sets of metrics as newly defined.

33.An agent program for monitoring a virtual application environment, where the agent
program is operable to obtain a first set of metrics from a first operating system
executing on a physical machine, such first set of metrics including metrics in
respect of each virtual machine as viewed by the first operating system, and
operable to connect fo a second operating system executing on a virtual machine,
the agent program thereafter operable to obtain a second set of metrics in respect of
“the virtual machine from the second operating system and communicate the first

and second sets of metrics to a manager program.



35
34.An agent program for monitoring a virtual application environment according to claim

33, wherein the agent program is operable to connect in turn to each physical

machine in the virtual application environment.

35.A computer program product for monitoring a virtual application environment, the
computer program product loaded with executable code which when implemented
by a suitable processing system causes the suitable processing system to perform

the method of any one of claims 23 to 32.



