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H Application Software The field of the invention is
peer to peer systens and in particular systens that

Wol P (Vid P ).
BACKCROND. Var | e erciry s oL s er s i th
The ﬁeic! é}tth% mvgl%t;bn iy\g)ear 10 pee?sn gen%' ai‘iltgﬁ-l g%ﬁia%gg%%hat Re t\/@lﬂlﬁ (‘&1930%@@{)0103

over Interne Froto ) nessag n
systens ‘al so prOV|de one or nore soci al netmorklng

BACKCRRIUN@NS i ncluding e-gifts, ganmes, online shopping,

radi o, and video/ TV elenents, selling of nusic and
Various BppEtaGon bIhRQSerANE LGN, WIH @und HERQEth @fced RiRalaPhdh 6@t v@NSdeo, voice
and text ¥R QadtRONanl & sB8S4lso R ode %EM@JOQQ%eE&&kM@ §tiSnsliRGlMEE-Hs, games,

online 319)91511@39 fhib N80 HEEAS cleSRBLIIES muti€8 iu88videds A8 many more.
peers/ nodes which are the conputers being used by

Some ofttRQBRicAMISBuSe) Pedtit@PebraPPRleyhnsléky AOGerc RENMBGchiORSing usGtl Ghmetimes
referred fek )ﬁ&fs]‘ﬁﬁdeﬁ\ﬁ/iﬁohla&&ﬁeltbm;ﬁtﬁs HIROYePIIRGSESs) valtagdyng heopireions.
Such nefwlofk® e GOMI B nﬁhhf‘ﬂlr@bb@ ISBarinY AR filed Adn@indie adity ViBdoN@htal oRanythGhg in

digital fSHnEtlid v3ly cErfdiBnd bed) (R uMa, SQATEREeph Y Ghathi€ W alsh baWRd ddikgarop
mmmﬁﬁych as tel ephony traffic, is also passed using P2P

technol ogy. A pure P2P network does not have the
A pure MOhtO&k Ofes G ha@NhSnoEn o ElicHS brSerbdil budFhlyeqeQpial nope @fat stad@Sously
functiontabV6th "Slieiid! dr@NEOMS lkyihe JihePEIdEsQR tha Berl@k. IThis GbdeEMtnsivoR Aflangement
differs from@Re 8B servtOnddblSvh@t BRImuBRAB8:Sis 0fallyNSand BbME Edfitral TS, A typical
examplero@gﬁte wb Sk MRk RS LARGSERA t)vheréjt'héy Ei it Sndf sk:08NptoB@ms are quite distinct:

the clienfs 1ﬁ1§1‘fbttﬁe9tﬁh/ﬁ’§9drd/u?@ﬁ§ LndMAEE S er SRR Qﬁcﬁ@tsfyq}%sé Sqesval 1y to
froma cen server. A typical 15 exanple of a

In 'pure' PRI Rtiobi@psdfict & Bhis, nSroih@ the B2 of GierditindrEReS BIV@MmetWhiRs, €here is no
central sk nfehde@Bihe ﬁeﬂ%ﬂg REM& s R OOEAAB 0@ ESofibl EXaRpId & birfiRP: application
layer nefwdfRs ﬂ‘els@%@ toB file Qﬂaﬁﬁg@?&&irﬁﬂaﬁa R QaOE LR Q2 SetwaRithate listributed
network SEEMELS whEaCHe fawaRdr Satdss hiYouk QE SBonloEAMES ofrces (Rt sk
storage dn ‘f Eet cﬁ!{ WHM&m P&E&iSto %érs RA%he QAW Svith OB O hda@ ot &%reﬁ & o&Bnation. A
per 1 b3 « Lo 01D AP BN S D1 SHER, NSt VOT kS, there 'S no

server managi ng t net work, neither is there
There alﬁ) eﬁﬁﬁ%ﬁn@éss FyBHA BIpsys2REEVHEX &Efﬁlh&%he@rfchﬁtéruﬁo R4 Rroups: client nodes and
overlay FRE! t ﬁ)ﬁ!ﬂlyoéach iy B hpi8 Lt kSin SR e G ehtirPheed bl i@ neth@fdaRbean
become %ﬁf lt @o %%ﬁ@ﬁ% B iR FF 2 eRRLre. TARINREIWHKS: nB@¥Eand

'better’ n@de %EI{E i es&% N0 é}lli?sloh @a@ﬁ?ﬁr@l}w{\«%f@ Eté?ﬁ)ies for such
corwork DAL VELE,OF, ma {@g&%@a{) ; {m a portion of their
resour ces I NC I Ng | S st or age and net wor k

Another B0 MMy SHabbp AR BBLEs defvolt RGTeSn 1B oﬁemﬁndrb@{n’éﬁbéﬂﬁer(sy\brﬁaﬂﬁéﬂlﬁppmg
mechanib€ ol \REShef Rha £BM Rl GO Eﬂléspﬂbmoﬁ(s AR §Bdendr cdM0d FenRalized

network$ U&leé & Eheﬁ1 Qig( & Qﬁﬁr&'%‘%{oﬂ&ﬁnhhﬂ el Egn!rz@ %Je}(g A ECBSsuch a network
lsmeﬂﬁggg n%l ﬁﬁISt countl ess hybrid P2P systens, which

ute their clients into two groups: client nodes
The P2P2REHay BNEHH AYsiRQUREme ph¥RbaRL be¥rs 28REN LG8 Mherk Sre BN Betivé@n any
two nod&@Gilat ]@1@9 QL HbAG: ileQr 4 PBic p{?‘a PleAnYwt8EBkafdn of NBLAGENG the Rd
network GAEA thefe PECOIR o R&%EA f%mfe?rfoﬁ@f%ttﬂe\fa@ce&ﬂ BE bRMayhs®dik! Based on

how the ﬁ(g)dg{ 19 't}fc] @@e a); Fwoﬁzaﬁz h%ﬁe'a W&&roﬁrer ;EQ b5 rgf\%ﬂé he® Gnsp&'iu\ﬂﬁ%p structured.
nor nal an etter' nodes is done in order to address

An unstlufi@e SRR NG RESREBIRN AR oRAy )ik c@atRdRd NBitriy. Kech networks can be

easily cdRRABR B8 ndwOeerTHE RantsAEH Wlek Stwatk CanfoBfy eRXABPAIE o ABLE@ bR and then

form its b l‘ilﬁ%g oWQinth) 1n QF uiRrctuA O3 tNREvolkY P pedf wal¥ B find 2 B Reddcirdta in

the netw'orlﬂct hz@% %@155&%{1 Ml%hghghqutwtaxlﬂ% A& HQE} geeﬁ:s%g E(gsﬁi)ie that share the

data. Th%)%gl t errwukﬂ 9&‘1 fideh FRAL tlﬂzg the %ﬁm%%lwa Hgvat Ptogﬁlar content
all le

is likely HEH &Eer D&l { Ml % is 11&?%%9%%&&%@&& ifa
peer is 1 oﬁmgg)r are% tas re nly G&: (gtf% lﬂfﬁ h J‘\éi f ?&Q‘H’? 133%
successful, mcet re sno Anrre a on be eer and conten linanave ylt tl% 1 lgoaguarantee that

retwork RN BT Wy R A S

are unsIUEIYEY  There are |inks between any two nodes t hat
know each other: i.e. if a participating peer knows
the | ocation of another %eer in the P2P network, then
there is a directed connection fromthe fornmer node to
the latter in the overlay network. Based on 35 how t he
nodes in the overlay netmork are Ilnked to each other

' ~AArN a2 s o o

flooding v&ﬁ%{ @f'l%srt e frré%?t; éngig (bcag ne 2 w amou It 3 sti%e%lmg traffic in the
G



10

15

20

25

30

35

40

the network, the query has to be flooded through the
network to find as many peers as possible that share
the 40 data. The nmin di sadvantage wi th such networks
is that the queries may not always be resol ved.

StructurEQPY an»rvorE %lﬁqtgloba{@ c&n'sﬂs‘t%t yrottj&l Q%ns@r\é @'Ja {’hc@e cHRMRly Aute a
search tp %eﬂ?ee?‘cﬂg ﬁ% dQs% ﬁleS Q\%E ﬁ”lale 1Q 15f eQeren{e ré dhlﬁ L%an%e@ngcésggtes a

more str. 0 orglel in E %a eamospc% Frot klﬂ D netwdiSs the
dls’trlbltl c? It)a le g%ﬁm %rlanttme cons s¥ent1 dﬁg as%g (gwn%rnhl $f e'ac%( Eft:htoa

pam"“’?ﬁ%ﬁ é pEE P&tfg SHRa e s S b oo
A syste is agreéar genlv k Bith ¢ Qr%nﬁ@es fggi% odefs o?d?lg des and the

login SGWFI‘ IS an overlay n %Een ﬁdsta @1}%& §ﬂb v@xgas the
host cacﬁ%%geehtosag}cﬁe cor%a 15, Hg ad(c:héass Sarljfp ort nu bers Es%p rﬂoﬁ& %n?lh i§ edc%‘z %mg

n ‘hav
RCA V?owdl;taés SHTCI &1 &1 ency. I\/bst of t he popul ar P2P

Supemolat%tr c&%mun?:ﬁ%@ 9%&1&%9&1{4 E&QM a }u—e@él( Wﬁ§ Si{y hg)n”% E’an%@cto}%’g K.lpernode
if it has %EH Ben Ho ¢ e@«; Xndcag N tés &Q&t\smgf;o%xo §% mbdls %Qgc‘rwp@d ﬁu'é] Qbts (9-10

rch to sone peer
1 Ny & t
SuPemo?%a? Otﬁaregrf’lﬁe | 85 Gcr;é ¥ e, even if the file is

Skype aﬁ%ieﬁ%ﬂlﬂhr&@ﬁ Sther MQ e@rs LA ARG RRCESSbdiad &Sy BmetHDULTs and
firewall$ tl"ﬁly %&v%(/gdpuﬂ Jx?;g lnzrcg oiPM&E Ls@r)f whé &)mct tcBBﬁe fn@fnegvﬁﬁom%tf, as their

compurdsOHTFRR Ao bW G eHFo?%’_#ﬁﬁ:aﬂ%?% fiehS the

The SkypO&ISAtS Ep%n;atldn%rolgr%ﬁﬁt iny hteRBeR IAIT) P &l ShivPri @f so@Rehdeldidpers tTRe
Skype A®T RAloRdthek &Hirﬁﬁs 1PHEE [he S}kyﬁe RBYto 80 Bl HAE PA4Ss" ir®ration, and manage calls.

ﬂmsw&é&ﬂé&&8@@&m£9§ﬁﬂ%%ﬁhﬁd%n@éﬁh@ﬂﬁent of each key to a
particular array slfot. A systemlike Skype TMis a

There af B RabR1PEEHncOEHa N pléviddbitht Rpes Pﬂ&ieﬁvoﬂd_ﬁ tdéstribedabove. One of them is
the inabSHREFERS on QDS RRE Yal D QHESveaitel dbsBed 4o QbitheSi@ ENBbecifkdtioh S

prov1deﬁﬁch‘%ﬁ@ﬁén§!¥y Het i kovideas Rieilé@nt  bui | ds and refreshes a
li st of reachabl e nodes known as the host cache. The

BRIEF bESIRIK&CH oF capaymg1b® address and port nunbers of
supenodes. Signalling is encrypted using RC4; Voice

In a brogfiatractiobtheinentyop t edr wiptd mARS, forbGatBe p arkiogbscopmgltapyp, cach peer having

video and @udimaircatahdthscotupet@h heweeg hiilas tigeelpedn, el methdd) ipebies| the stediny
Skype client can becone a supernode if it has_ good

processipgippevaidie #rd Videp sPirpes pfeereh peeaﬁraws@erq%iﬂefom\w@éﬁqkﬁ&erp%r
Super nodes are grouped |ngg slots (d% p rmlde

mam@l“&?fes”‘ﬁ?eé“’d“r“ﬁ@iﬁ&ﬁtp‘itsrﬂ’ g t5r e FERSEL e§|?§’b° “al so

Inan as;Eect otf gm&e?i{]onameﬁlog %Qam 1921# ata CO n%%m&&% eg'gmq Ee piéer

0 .ease
etwork-gpvironment havm vxcqeo and augo SQUIces ssoc ed with 1 ee the data 1un atlon
R L RS el 1E’b ﬂ‘m ?1

being befyal & et e pigls, | F%’P%‘F’ﬁé‘i“‘“%ﬁ PRECE ONAT, as tﬁZ.er ers

procesmﬁp%l'ﬁg)?{kg't]zmgth Qﬁl‘io\lﬂﬁ %d&)@ \Q%&tem:h g&}/pr%deﬁ%ﬁgtatf&mr [ute

of ot users. e Skype client
streamin@Rdkd s6@lek AR PEIRELAHT ABhOd8Yufs alhef ﬁ'ﬁis)pe@sﬂ@iﬁ@ a PReio Peer
protocoN€t work to software devel opers. The Skype API aI | ows
ot her prograns to use the Skype network to get "white
In an asRAPEEHE inkAfi@raBtenQmy fagingcBAGRNGahtcds betwkhrepedK g e adRer
networkleBviiGhrRREAviBOUde6 Bhd aadidlscliB8 aRbM:AG@h cdch pddn bndSieatad asrehunication

being b3k & (e84t Biree p&¥stiRtuil@NS to the functionality provided by
the type of P2P networks descri bed above. One of them

multiplel cSmpu@hdrdvarel eRa@tiink pdeytoper pitavt theludhqnfcemami@tions degonent having a

packetiz€&bd pocesdifiEbothRM@ind Oebes e bixed padn drodieddi imeath form; trldisSeaming those

sources SiRedcheti£8dnl i@RultiPE Qviut @SotiBtiehefpbaisin@MRdet b Peedpro@tol| east
provi des an alternative. BRI EF DESCRI PTI ON OF THE

A detailddNENTOON ohmoranolspodiedspedimerd of tha @véntivren bioodeddelpe elpngtvath

accompqeieg figmet hadllkere tymeptt eragnp® tipkibdipie di e oomtiecWhibrihe imawion is

describefl @aonra@ih Aigh suth ceh®@liBgd, iadiclildbesnders@es thataednveion is not limited to any
connection between at | east three peers, the nethod
i ncl udes the steps: 25 p{oce33|ng bot h audi o and vi deo
sources of each peer provided in digital formwth a
packetizer; and stream ng those sources to nultiple
outputs to other of the peers using a Peer to Peer
protocol In an aspect of the |nvent|on a nethod of

r = L o, o g, o s
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stream ng those sources after packetization to
multiple outputs to other of the peers using a Peer to
Peer protocol. In an aspect of the invention a system
that facilitates data conmuni cati ons between peers in

embodifeaD O e bR e scoge&m@ ifferOY FARUIBAY L AYDas éal qsose : ggg,gle

By fi
mventlo"ﬁl(lélncom &SS(G)SU umero alVBS 1'1'1% ICE l(t)ﬂS agée v t%%rFOr
numerous s% de?aeﬁ are ie&fo m %oﬂgwgw}esc; tlo m or er to rov:dtiat OFo ﬁgund% tanding
of the pr se t vg 0 epéese grentden ay %%;H% GC%i‘glfl 8 ﬁ gC &5“ ome or all of
these spyg {ﬂdﬁt ‘P F?or SRR, o£ :imt* f:hn P &:@gg %\8¥whmélﬁ c 1C§E%:lds related to
the invegyog ag5 %Q?Eﬁ“é%ﬁé“b&‘i‘ in geiikso fadte pbers%‘W‘éee B PO AP B HR Y

Throughoutrtge]sfr:l sn%cnfgatlo an%?he C?ﬂ?ﬂlﬁ”{' G ersll CI I%rs ﬂB conlt(e% rleqzuggs o%erwm & WOFCE

‘compri un% an{liJ aglgnogss cnas c rnéa dlsn%and mcl m w‘?ﬁ untﬂagtood toﬁr{le)pl? g

o
inc US]O?)?féfsfélg(g glﬁgeé%%]ﬂ) ﬁté]ﬁtfggrs Lft ni)t excﬁ\l.\?glh? agy ?ffegﬂlg%f%vr %)éla of imtegers.

The refep % quvan IQ(QQ[T Wﬂ‘h& ect atl%ﬁ) ﬁgg{pa%ﬁ] &]QHJ’[ bt.gtlallleg énlll owledgment or an
el% ? Wa E? M‘ﬁ @#“ e Y
form of suﬁoel'sjt‘?on Aha such&ﬁor (%rrﬁsepal nvenrt()%m 1] oengal ogvllela%ebe din

ron'Ts escr

BREFﬁQﬁﬁ@ﬁﬁ@@BFWHEBKﬁﬁEQ enbodi ments, it should be

understood that the invention is not limted to any 2
Figure leBRQcthd®Ation oOret RS vARR Whidk ¥s créalt@ bSGHPPRg Hhasi fetion to the data;

invention is limted only by the appended clains and
Figure 2tdmgcts thaaseliblinent of ngonpassescaionseoys; al t er nati ves,

nmodi fications, and equival ents. For the purpose of
Figure 3éﬁmﬁﬁﬂembodwwn@f Begehiipraeg 4fite seppeiayteds are set forth in

follow ng description in order to provhde a

Figure 4@%?*%%%%”@%%% a5 |""ﬁ‘f§1 dirg UPh é"”ﬁ‘?‘l&@ﬁ? s PpiyaYY | o n. The
Figure S%plcsfse anc;[all es%1 ﬁhsﬂr{xeng %hﬁ%ngé%) 15 élf)th{rewfa lelgca? (ﬁre& gﬁbkgjc? en users ‘"ngﬂ()t be
eStabElSl‘aetalls For the purpose of clarlty technlca

Figure srliﬁh&feije hal AL cdnfie Wa'ﬂﬁ‘eetv@?caﬁl%&@rﬂé cal fields related

I nventionh has not been described in detail so
Figure m&;a&s 418 By RSB anla REROE dc0fdihsSio BOLubRBRAGASSAr i | Y
obscure Throughout this specification and the
Figure 8aik@dtimndrhd@tailddoliiusenionin the ssrkinpenf elendnet Fipiegi r es
ot herwi se, the words 'conprise" and 'include' and
Figure dgmidierhd moevsss sfisedhtingg threg orpaddmvisigo intgraglion prewvagrelihreg barigidants lse
Mwuwmnmérstood to inply the inclusion of a stated integer
group of integers but not the exclusion of any
Figure IBtiwefs aipiiEY Eprerspiaipn ol 28 mettrieredes d 2y ﬁﬂﬂ@uﬁﬂeﬁlewéwéy
‘mMﬁﬂF@mﬁth§PW@F art inthis speC|f|cat|on is not, and
not be tak an acknow edgnent or any form

DETAH&P %&5@? 19%0F EHEPDR RS oEiToF Y BV PGP s part of the
Unlike tliE? gjirs C}%iﬁ&levrera modk 0 O\Mcﬁ ?Of ogernE ﬁlstel?% %R&%H}a (W S((Jgr;waf(e'_fﬁiow the

arrancememi er ?]usesa od1 ed d
val ues crea e y applylng a hash functlon

All nodets & tltehv%d%& Pop Ne@o%l;eedi\gdeg ﬁlﬁ)‘ tﬁ't:egmf;lrgﬁoﬁ§t abl i shnent of a

secure conmmuni cati on exchange; Figure 3 depicts an
- Ordina8 0@ {iRBBd Hre PinaNBer fyp Al @6dnbte8 vz AT 1Sibb&GH beyra iR Metwork

Admﬁmﬁhggﬁﬁné@@&gk@ts t he establishnent of a call when
di rect UDP communication is possible; Figure 5 depicts

- Supernéde€ @leke @&k Bk pibhaentdras) elantJDRvdilsblaighdWidtk, @ Wl bit ppdcs@inglpever

(CPU, M3nb©D1Tol jbilike BeeioNRARr USRES t€aR Bhthe da@ne s@®t-adabs is e ftwork;
Figure 6 discloses the hardware configuration of a

- Speciat e sewayes Geinl sersah dnmion 20/eF] agrertaing sedepi redig 1 d canghtaljstributors,

etc) nulticasting arrangenent according to the subject
system Figure 8 depicts a nore detailed illustration
of the workings of elenents of Figure 6; Figure 9
depicts the process of creating a three way
audi o/ video interaction between three participants is
illustrated; and Figure 10 depicts a pictori al
representation of a P2Pnesh for video and audi o
distribution in nulti-way 25 conference call between
peers. DETAI LED DESCRI PTI ON OF EMBODI MENTS OF THE
INVENTION Unl i ke tradltlonal client- server nodel s,

1 I g, Y N 1 . g AAr e A __IL... -
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arrangenent descri bed herein uses a Mdified P2P
nmodel . All nodes in the Mddified P2P Network are
divided into three main groups 30 - Ordinary nodes
(these are ordinary users, typically connected using

Informa.rAEIr;l)éook p Engﬁ’ ne % 1ev@§xﬂ nggll %ps% f#%‘ﬁ tgé%rc ﬁtqge':r\?0§1§$es a structure,

called a 15%1bute SUPém?deﬁ 1c1pa gal_l\l/%lll}” & Bl Or’f)andv\ﬁ cft%l:]leda

160-bit 5 g W‘dbfg‘ %% mﬁ%@ﬁm { U Memory)). To join the

When a &¥ wQ)EsKo zy&:’aﬁirm tﬁ B}'—f'ﬁfﬁg ccfatatrgsh%@t\ﬁe &)dfta 1& &ﬁuigtgcl dnﬁ] Bata is stored on N>1
HﬂF%q FisPh0 s zﬁa Jréluén ?ﬂﬂ%@fze Lies (10, 2PRE &zg thMrPé%éa‘?ed%%p‘éiyﬁ;E% hash

nodes.
serve

ﬁmam“ié? oq?% cbnten 3‘se¥wﬁm%%?¥MMF%%rém§R§ §)I%$ornat|on

In the SleRQtlﬁ%Fém tfk ERI?[PS net Mﬁﬁ&ol’lo@n@%{%m@i&%d using all the
super nodes, the subject network uses a structure,

DUser6aiched a Distributed Hash Table (DHT). Every supenode
participating in subject network DHT is assigned a

2) User 31p&r-nbdetdisbeh val ue which is cal cul ated from node
| P. port pair. Wien a peer wants to store data in the

3) ContpHrovidsedigaicsy hash of the data is calcul ated and data
is stored on N>1 5 nodes. Figure 1 discloses the

Login creation of three key values (10 12, and 14) whi ch

unc

Yet flll’tg 1‘ e S rni %:\;eel‘g Sl% f(g?%;}rmg%ﬁw usigrs and au enttca 111 6XlSt16 ones A?i‘f a user is

authennFa eg é 1{1 e su )(ecé[ siem épsserveirﬁhe*/ %%glgenﬁ certé catew u%eiil i 8 tabhsh
asecurec lglécathﬂ P h g ?1W1ﬁe 1‘6 % g'ypte 11 lI‘l %?J'IC m the
cemficazf)(a ngléq/png%ﬁ%}red#%@usaﬁi ézv&lsr @F ub 1011@3( \rﬁn églﬁtfl ?1% ctﬁrt;ﬁcate
covery Login Yet further a Login server is used
‘fegi stering new users and authenticating existing
1) User RB&RtioNf t€r @ user is authenticated within the
subj ect systems' |ogin server they are given a
- Regist&@Mlelhih€ Ali iWdbtaGlBd BySntét&ask Wiatielodie®st abl i sh a secure
conmuni cation link. Al traffic (voice, video,
1) User fieigsages) are encrypted using the encryption key in
the 15 certificate (a public/private paired key is
*Gﬁm%@%éwemﬁ@ﬁ@YEh@eWHUPP@ﬁ@EVb@&ﬁWbe distributed freely
th a certificate. Security phases: 1) User
I)U“rPé§W§Wwﬁﬁﬁﬁﬁ Regi ster a usernane which i s obtained
Qge]%%&%ng wth the login server 1) User login 20
The“One ti me public key for the user certified
qumé@@2b@&ﬁﬂm§§&mer 1) User to User authentication 2)
User to User communication Encrypted P2P
1) After GRAAMAGL & BLati@NA L) afifHoB EstaBlidh W abs-wkl tdhekth s add KONKs AlESC@r

encryptiGd) A1iBokd B lRRhhe Bsed m%&@edﬂh@ $iel€ QIRALI RS SrMiedkgys; KS
(AES) for 25 encryption. Alice and Bob are nanes used

2) Each uder dofuei8e@ CRBrHith Sor the Blodbitt longdescri be two unrel ated users;
2) Each user contributes 128-bits for the 256-bits
3) Each bggrgnd<gs cogljibiHiart thy géer side mebaypied witcbnlattd b ogbliokeyt o t he
ot her side, encrypted with the latter's public key;
4) Two Jp-biy goneiugionsiareSOBRIIE O SBFTA eSS > GPTS SEEHISTHBAH S gener at e
cret ssion key Ks; 5) Al traffic
S)AHU?E%N%g’“g?ﬂgne Hm?%§%5 is encrypted. 30 The process

The pro Sﬁ‘e‘srchl;%g gbo@ebgmgsnjaéci ll[l E ‘%%%l?ﬂus ﬂesﬁﬁ&%ﬁkﬁis@neﬂf % L'Ecure
commutica ‘iOLI!l I(crh%‘!:ﬂg %’hg A Ei& osédﬁ fxe Héure € %i&?ﬁ%u@lic/private encryption and

decryption arrangements.

Secuntyfplhass

2y User QMJ&'

Location server

In the subject system it is possible to control the connection behaviour between users which need to us a server.
[n general the closer the server is located to the clients the smaller the connection latency, which is important for

4
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comuni cati on exchange. The fornul ae disclosed in the
figure are typical for public/private encryption and
decryption arrangenents. Location server In the
subject systemit is possible to control the

VoIP system scf:)tnlat\?/d?r:;%g ecpe?sveg(&gnoeﬂbb%{w ft useirsus‘?a rw‘?thlﬁlﬁﬁ ga%e @ﬁ%@tv&:ﬁc wikth $wers

ISP exp nse X 18 gtat 8, us s oalc? cQ e o as n%?ﬂode m?rﬁer 0 om ¥ 5% subfet network. When
ta

an appllf:aé{)réaﬁ ate({z\ﬂ ékﬁ SF ec 811([15 %t 1 d 01213 verf I._l;ar(awarﬁ Enot 80 not know
anyihm%aé)f)% ﬁg&)ﬁaéz[)zg. %tgréedv ré S?/{}é tlE # iCatIO aiocatmn
server if Gfger L ghiain prgyor fer %&dewﬁd@ﬁ% P fi% %f?ﬂ fag °7£§° fog user. If
there argog RSO BE, TS RFEOTSH éiﬂgﬁphé‘dFﬁﬁ%‘é’F“f‘ E?C%Hw%ﬁ Eifatyee cppiacted after
s 6 e ROTSFH! 1o FECSIBG 6 WEtrWEFIRIPEYHLR e e Suptimods
notify thejs piesepstd torfy dsslycprrcEts adportion seer SR URdhRGrRe thegocation
server tf jeleq) clojensypamiofies o higharamess Biely'to isappiiigeloeatipy sevyer caf g¥hangpipformation
to updatk thoirecadypt the Ingtiaisburersdpenode | ocations. This is the

ti me when user is connected by the aP plication to a
Fech SupRTOR POH 25918 B4 SR TESGY R FOTRSM BB IH! R B TefsF @rdinaty nodes o
connect 9 flederrdu veaelifn.oS@ss Whnener spny's lgersmeds Yragreginicadsee of it's
online ngighbgias togenihecopreeipd ustrf So eydngiad logptien preves ais anreilgIg fof fpme pasiod of
time mogf@éths tisem @ilhgblt ke ablf tog eoig rraishinunicalgi Tha arelieqiurgof| s subidcgpistem is
depictedsig Figer 3. Cadinahyghog ot &pitteths 89, suppmodsoad2 srid preighbaus yedatigifships 34
betweerd@yrsyithpasseidect @wtverietic whet kever Fend beip emsusrcapeal a deeded by
one or nofe Usdr@ostigeicesr egi on. Supernodes notify their presence

to the system by contacting a | ocati on server every
The medipigniferandcodeTthessubiest pysfern bses indudathe anlity weroyide 2 fsigulaapig poth way)
audio/viddoggdrreseipeinodiesuninincher efiverticippotusérs daediyy X o be onl i ne.

Location servers can exchange information 10 to
One of thyybip% YR feptuiesle Bt APl KIS NS A 111817 SHEMSLTTETa gehdic [P address as
media ppaYfielayl Wisris (raolenB R aIeBise! upe GRATS UM TG G REe affep have “P2P
frlendlywn&ﬁfe ihigrdles diresipomuricgtiqadius jowepire PrdvRBRIFREnREIDY Hodees.

connect to a |location server often, because when

call s e G g RS S b e TSRS g Pafomed
fOrﬂ‘refi‘i*ff"ﬁ‘m“iﬁf?fi?)ﬁém}ﬁ’é?ghbours to newy a connected user. So
n.servers. are ka€¥%h&qple for sone

a) Conn%) ?nnbea’ve r&wo klsersw erecgl) ect c?mrinﬁncatlon colu ?I |1 be able

I'me nos e users w

{Users h%‘% r!)L{?eg &r{s] ol?eg‘gl i‘&ﬁ) E{Hyﬂbﬁﬁﬁ ?estn;l;éheco?erl\@ﬂs Lagl ube hcgé u‘uﬁ@w can be
done). #H\QM%Q etste tst%ﬁsﬂn%at%%a gig g}h&tdﬁgct tBp Edrrgﬁhﬁgat%n 15% gﬁ)l@ar y

ts are depicte supenodes as
(1)Useﬂ@ﬁﬂbmgugudJﬁLs@Jg)M§!ah QShe%ﬂb;ecﬁﬁJd%@PZPﬂﬁ%& vvn t hin the
subj ect network. The | ocation server 36 and | ogin
(2) Users'edstaBiished BCRERneaia @s8€ @ sazrma@eded by one or nore
user/ host devices. The nmedia transfer and codecs the
(3) Userstudojuds € VI8 sieseagr tesiess Biome TGBEnkt he ability to provide a
WU gflnultaneous bot h wa audi o/ vi deo conf erence havi ng
SET

RYst WiEhreReeree Mt ( ?‘i“-‘bTﬁEf’éﬂ? Sea%é‘“r"ém‘éaft}’a packegs t%usea%ﬂ’ port;
of t f, it
o userggrf o U8 AT oSt RS R-TRe i Gt ot o 1 p
(6)Usere}\rg£e?v§ &?ﬂon%grj@ovgrrlﬂﬁ n(dr el ay) when it is not

0 connect users directly. About 80% of hone
(TYA le@lQﬁﬁ’ cBﬁMﬁucatPo%E’s esthiiisiRMEHYeen HOMES LS kS Bandbl iah BHar&6ite media
data. COMMUNi cation thus [owering bandwi dth utilization of
rel ay supenodes. Call establishnment and NAT traversa
is also provided by the subject system The follow ng
steps are perfornmed for three different cases a), b)
b) Connaioh )weerl?Sus@) wiBeTECE voo firelhdiedae direaid Bk caanathessgblished
(symmedlic Nt wie o titonieGats norsugot IUDP bge gsthalg) | shed (Users have
router ports opened, full cone NATs or restricted cone
Figure SN{AfTes el pseabligpenthwhea UbBiscier frepabledanp e diregidinle et weeg gefp ganmot be
establislgdpi ct s the establishnment of a call when direct UDP
comuni cation is possible. (1) User A finds their
buddy (user B) location in the subject nodified P2P
network; (2) User A establ i shes TCP connection to
user B supennde 30 (3) User A sends INVITE nessage to
user B over TCP link; (4) User Breplies wth
acknomﬂedgenent (ACK) over TCP and sends several probe

o, a g, 'Y o s o
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(7) A direct UDP communication is established between
the users and the user can now send and receive nedi a
35 data. b) Connection between 2 users where UDP is
not firewall ed but direct UDP |ink cannot be

1)_5)ase]§1tcgsgkab§ohed (symretric NAT, when the router does not
sSuppo UBP hol e punching) Figure 5 depicts a call

(6)Usmep_g@(;gplloicéggggbK%ﬁquQP is not firewall e_d and a direct
't nk between users cannot be 40 established. 5 1) -

(7) User®) sed FIND QBSLY fequest &0 B tf B uskiseh (Al Woeslapapemedei ve
ACK fromuser B (7) User A sends FIND RELAY request to

(8) Usenrs @fectBsotnoretag buperuisdes wibcttape closardusofre rel ay super nodes
(8) User A selects sone relay super nodes which are

(9) Userch igepeves adistpf auper podss ooyl byjgserB B recei ves a |ist of super

nodes found by user B (1Q) User A nerges both
(10) Uset PRI s T FefoBTE R g ARt O PGP e syrode

list for tiipeplicr eat es the rel ay supernode list for this call
1) er A sends the nmerged list to user B (12) User
(H)Us%aéﬁxﬁyﬁgg?rgeésf‘gé? L@?ﬁa t he supenpdes which will act as

5 [ _ . igngl y

gi—;;;;ﬁ;%f‘ﬁ%{ e R AR e s R R

Users when UDP is firewal l ed and direct conmunication
(13) Call B deiFRQSSI bl e Al cal | establishment steps are .

identical to case (b) with the only difference being

that one or both users use 15 TCP to send nedi a dat a.

In that case communication is limted to audio-only
¢) Conngation heivde(? wag @hen §DB enirevwolled pndalirfCRmnjupipkipn iF rresibisay

audio/video calling is a feature of the subject system
All call giinllishpentiiop are Wettism Gere MY ¥ilnheonifEranes beipihyore o PoBUGRYS
TCP to godinesliagleie Ivihelewe eainunipagipn i Bieited tido-pay@e YBP dai Gtse gyer a TCP
link) enabled (not firewalled). Currently full custom nesh

. topology is being used tqo transfer both video and

Three-way gfdig/vidhielbing i lprare pHba sublssby 9Ty ind &RgCISE FRBHFY G Bk fp supporta
3-way apdio 456 gieocgilay ysers wo TR s URY Reigsp) chabted gpot fimgrllpdy Guiigtly full custom
mesh toppiagel Wibeitdhuseddeyinplerrveth ided of audigevhidhisieas thalsydip/gidqoj stregmgrom each
peer (usgrp Ssdiels dupkicaied. Bt t lovhaeivddtarahirgiais & G WijFcizTdn it i pgsable for both
audio andgtdehl-atveltio betsielished ireys ten pet pestswiio havay kroalbisd Gcashepnection.
Typically nider qegbrercog med tek bm.relatify petpa bl the wérdiedudedin fihe cenfirénpgpo high
picture qualitp bnvies bil @iwcenedctidos. Vibe martkit Giirayflant ngudg Sterlgneniaidngiedhmane video
encodertbh @xteCOMh&¥idth G:@ins ohithi vg M allopitetsyses: tqaiamatioallyomisd Gavo lgraity if the user
has sufficait@vaieackidns. The nearest future plans include

I mpl ementation of automatic video encoder bit rate to
Figure dotimaldseh de Inrdvamicergigwition bf airbel wag kdligrhenhgowipg pasihi ¢0ggenerating both
video 6Zalitoomabdanainey 2 andsediv biddomeuadpheng 66, fwhichi digdieqd respBitivpaygieo
encoder$tl iifdiacdiemtodansd kil daldbsenitfod ndpecidtiter 7(Fn guwraadi@vidio &Y ogemns fhend 74.
Peers 2 RElBdweiv e re@irfve gOF aitdno 2 afd 7awhibir eedivideyl intedublio seihy@leestreams by a
splitter B adorv@rdpete Fespkct6O agRiTe huat vidag st dders. Thad@@uG? the fidcodirs are further
processedRIG R iGapRia abfo @ pdcetodliyQ jEdufid eIyviTihafaidnas@e 8Bio data into an
analoguy\mdfé@ighﬁfogﬁaﬂjt fol aZ @liceF 865 Qﬁ@ﬁeid;&/cﬁde\d ivﬁa:fls pr&é@&ﬂ@!‘vid@rﬂm&ﬁld_&l
transforﬁhig thQ vBRGIRE 8k B8 sidille fof APBIbt 1 echitwiz® packetizer 70 in

two audi o/video (AV) streans 72 and 74. Peers 2 and 3
Relay mulBieRiinges respective A/V streans 72 and 74 which are

di vided into audio and video streans by a 30 splitter
If peer bEEndsmuimetor MAT plecds ¢ !l # skp et isvengusditorors traffigtowihgeal!l ggicipants.
If user iglie dodeed raffihe ngdtmpicdtedeh his/he side boidkdriigs rine dfliyeredie relay node as a
single stppo eeEsi@cthodavvertaifin dipfienticre § ot @dhnaudiaees badpidbor ssed Wyl a the
relay sidaj The tuefectbyfefnein a B2femhil cohodimansésepes atdiscldbRtividebataltaadie ritiers for
audio cc@fpressdnabogpressianighid i IRPrrates (h prdfiipifor tideo aA Spdald@idttB6age is about
3 KB/sedNAdeb B dwied Qdedieydn@hen the Sveihd 6@5S8d abyeviti CiEOlostedn& P8 4oad is
too hightah@R& e subnfaGeatiiewar We@an@adia sd thd andhaititussdd ialsabbc@nek Ofiver). Tt
di splay on a nonitor 88.
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Rel ay multicasting 35 If peer behind symetric NAT
places a call a relay node is being used to route
traffic to other call participants. |If user is in
3-way call traffic is not duplicated on his/her side.

actually ran%gs%a% 4¥<E/sec§o '%%%ﬂs%c Fﬁl Ile}{jﬁeg glgo t&S aﬁpﬂaﬁ?r% A ggecﬁ?heg users have

| % ﬁbfb L aitt us emsuch
plenty ofavartable ba ‘P{‘ qﬁ‘é AV ES™ D (%\A cﬂ ron peer. as. vvel | a the

Figure & 1§t¥a 1%1a91¢1u1t1c£§ﬁg %Qéeﬁgﬁt aéy&hﬁmhe sithicd spsrte%r \%{'urh%gpports multi-way

audio a L1486 h§'9a%§i§p§ to!:on Shied B aMGeBaRM aud b;Sbl is being
used toff 1(:}|1]t§i étgatg I | e 8?1'!:%1/ I 9@9% ﬁgﬁ%ﬂ% eggaq&gtq%] se when

relay muE 1castm° }s gsed

bout 40 3 KB/ sec. Vi deo bandvvl dt h usage

Fig. 8 dgfm @Q]Ie‘ﬁ Q%sﬁ%ﬁ&%ﬂﬂb Q@A{zﬂ oytﬁ&g&m@ 9@1&%@5‘] Tt@PHe(L Q)@@er 64 (Figure
6) is sh \Mﬁ?@ﬂ I hf@%néoa?er artd(?i(po 6 1% %ktgﬂa]% ngﬁzlck&s T fy is
shown s?nV\ﬁﬁlg’gSa 1§ro %tk% ﬁl’meélQA I (?rl\z? % iu wLJ@f?ega%Iﬁ e§t§how isa
comppruzrg %gieectX use\é,(fgotr)streamm meda Igt %:?r CTH a il¥ anhurt?}% IQJmeo utsﬁg (1 9101‘8)

I8 pf anne app icatl

Further Q%%?eﬁgn FWﬂteerﬁ 1%@&@10'@@:\6&1‘ 6£p Fﬁ[ﬁ% ¥ a@fa Sﬁe‘éﬁ!\ﬁd@t@n&)dg}%ﬁt%ogﬁam ofthe
soﬂ:war?fll tlr)rﬁh g he} ag(gt%erqiﬁz?s shctm)ﬁ ﬂﬂ&’d{\t (% Dne‘llﬁ@%m czﬂlcélh'&)h fifnBRE. Yet
further J:h%é& E&z&%@ is & [11% l@ér lt]&rt tg & é ﬂgloﬁrdgtgﬂga%{m&tsynchromsatmn

and pacg%ﬁa?mn {: ou d)&? og thta?.nl%t ctmn 2(‘)(/%% S aEi?HQTB@Orrtﬁﬁot%l 70b.
Referrnﬁ%/ﬁ%drw thpﬁrgcte%%@&reaﬁmkﬁéjwa@ @%O/JI&BE %Y@Jcti&a@:tweér:ﬂdtrée pﬁ%&ﬂmts is
Tustath@POT 0QY 1S being 5 used to transfer video, which

means that video streamfrom each peer, is being
Peer 1 ildPhiteatiede exeepowhhe case when relay nulticasting

is used. Fig. 8 depicts a nore detailed illustration
Pmrlmﬁghhebmmmkﬁmge6o&memmﬁmmn&hmﬁmﬁkgmeaMGMBPhe2video

encoder 64 (Figure 6) is shown as an Intel |PPh264
Upon cappirsobier! s anlicam 69 it sewshibesfenaliéa asvidep onspdst §4unthe paskearsr 1 vivg
creates ¢ vdtipadival videe sourgQoutpt frahtbendea go the valléamp3a M cr osof t

~Direct X multinedia APl for Mcrosoft Wndows wherein

The ‘”dﬂ SF@&@H’&W"%S S@‘W“*‘?&ﬁ%&‘ﬁ“eﬂt of DirectX used for

When P r Bam i l'bzi, se?ﬁg greogglggee{ ﬂx% eats gu re‘figualg dé/slcr[&;te s%ela,p \{%(gui%)glt a
ﬁ”m”?f &”gﬁggﬁé?ﬂﬁ§m?§?gure 6) as a Speex Audlo
Depend%g &P tlg]ebangvngh %m’%glr t 8&:15%! of Rﬁltang'ogg I;Z%Fcﬁo/w% ﬂxlls er}x%t dtt?eYWlse

S Shown. a udi ng an
tmnwd%ﬁgmé %OW%E%%%FPQE?%% urction. -Yet further |ncluded

Figure llt)raleﬁxét'sed &%@Meﬁ%ﬁnfzgraﬁoﬁ Vﬁleﬂw tﬂ!llﬂjne@ﬁ(ﬁ tynd el b Frdieach peer is
aRLge. audi o/ vi deo streanms for synchronisation and

packeti zation 70a. The output of this function |s
CoRfaa\ksied pt faa Peer to Peer transport protocol 70b. 15
Referring to Figure 9, the process of creating a three
A stdyto®udd ©/ vi deo i nteraction between three participants
is illustrated. Peer | is the initiator in the
CsadygadriveA shown. Peer 1, using a web cam 62 (Figure 6)
acts a fully utilized capture source and calls Peer 2.
Bsgpoh Ceabture, Peerl's web cam 62 will send the signals

i de ncoder 64 t he acketizer 70 which 20
APM*%b@ﬁfggmﬁmﬁuﬁ?Pﬁf@”@Ff?mﬁfg €0 source output from
A(t&&‘@tﬁl“éogﬁ?enﬁsr(@f%‘id‘@o é’i’eﬂéﬁﬁ%?}:% The video streamfrom

I's sent to Peer 2 igure 6). Wien Peerl wants
A (;@ @0 @ﬁstoaéqlsénamﬁo seeRahovisdeo call, Peer | repeats the
previ ously described steps, to output a further of
Users Atebr@alindbipicap tie viked dathiauhd aehdie 0ie s@uecee uent put s. Dependi ng
on the bandwi dth avail able the nunber of sinultaneous
AnotherP2 e inthelinting pTedo. [ pkisulirs Tiniont motiteenf pidipevhich Gan| cpippryegPU etfort and
may redadetbrglyrglh redugenpntocessi ng power avail abl e may be
limting. Figure 10 depicts a basic P2P Mesh
configuration, wherein a full nesh is when video data
fromeach peer is being duplicated: Consider users A
B, and C A sends to B and C 30 C sends to B and A

being
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B sends to C and A A Packet (P) is sent to each other
peer, in this exanple B and C. A (10.0.0.61:9099)
sends (P) to 10.0.0.62:1065 (B) A (10.0.0.61:9099)
sends (P) to 10.0.0.64:20653 (C) 35 Users A actually
Nodes 1£j lépelmld %%ﬁre {x qu aqx%}%r 9&%& @vhﬁg gan?%pe(;jsutgg)?\u? ﬁlatccgm%getd? d

i ssue
Step 1)p§€tntigagg{jyggck€@[fof3| ci ent m xi ng of audl o which can
conserve CPU effort and nay reduce bandw dth
Step 2) C SGlK Ju@hRkesto B/ Nodes A, B, and C where node B is a
m xer node (which has processi ng power that can be
Step3)Bsed) Step 1) A sends audi o packet to B Step 2) C
sends audi o packet to B Step 3) B: 5 a) decodes audio
p?éé%@ie”ﬁlﬁl@ﬁﬁcﬁtt@?mﬁuts audi o packet fromAto it's
jitter buffer (schedul C) m xes

f
ofd BETEH Bk Eo%éé%@tmfrﬁ’ﬁﬁﬁr ASC%/\ﬁd’tﬂﬁ Ry E@L BW%‘?) audi o packet
igl d(ES eca)a{d;a?tm) % cket t? wtth 1£ OGDwn cF (% Iﬁacklvl c)égurgé [lrcm'x 1@% microphone.

SO
Mixing %%Nﬁé\utﬁa da@a’ﬂgﬂgﬁ%mﬁ(%egﬁg&ﬁﬁlp@%e?ends it tO C 10
he sane is done with packet received from
m}d@oc(eﬁ}uxedfp)ack&lamm@a@d@t is encoded and sent to A the
above arrangenent of nethod steps can be inplenented
i (e-(s)ofietsavarr iedonsvnithiackbioecrBeddamtnodf(Ct he appl i cati on
downl oaded and used by each peer/node. 1) nodes A and
@)hlé@@‘épapl@sisefb@ﬁ@wwmﬂequi rements (actually the sane
inl-1talk) 15 2) in case of using. char eagle o
the aborg sgEAS Wﬁt‘f’détéltsﬂrbbéémﬂl‘?“t?éte@ﬁé@%r& 3&HET HE AL WGP
domlo@edflngbse‘élﬁ’\ﬁéchﬁﬁﬁ’{é%ﬂe 3) B has to separ ately encode 2
stre tead of opol ogy as
1)“‘"j‘“d)’éjéft‘i1 ’B"edesg%at’%vflﬂ ’“"I*Pt““E“"“Sr(%’&1 yrg R tsb“niﬁgtvgé‘} suf ficient
2)in casB ? a@gabfg?&’ﬁ{un%ltmh Eervnc%g %ke(G%)RS! J%aﬁég@néd@ﬁ& £Q '&fa%f) ERE ﬁoney

e conrerence no onger exi'st's or 'S pOSSI e

HB hasttS’sefJﬁéEQPécnhtglb'ﬁ fudloRBeamt ARGH OGYin b ﬁt]lﬁtﬁ:gﬁl@ﬁ'&’ﬁﬁﬁ ﬁ VB he¥@Y, This

requxres@ﬁt@hﬁ@ﬁftﬁfent’ﬁg{cémﬁgﬂa@& of the peers/nodes that have the
capacity to perform 20 the functionality required. As

4) If nod¥E B 16200 €d calDene: thdd Ehe BEHTAMGETTRITLE existBdr taOBss@Rdo reconfigure the
topolog£1@Rérhi@bhta vhiBayGed bnd& nbSelthef @Ehe Ftksbdedvhy: Hp@eNe chiiciB@EFerform

thefumg&,@m?petlgi@as, so that nore than 3 peers can be
i nvol ved. Media Data Stream ng sequence The

As mentitinelebda thel Gangkadests, frlewds iagl calfpwnatidnncal bgusedfoiGpultpwente g useyr

connectid@S@rtiabede tharthetrefa@ by @bk Whi ch i ncl udes 25
processi ng both audi o and vi deo sources of each peer

Media Ipradypaded s¢anendd gi tal formwi th a packetizer; and
streamn those sources to nultiple outputs to other

O’Ifhe l.riﬁfé)/a (é(}aéa ﬂgglgslf@ovﬁl 11’3@%{}1’6 q 6rep@é1@/ df)sﬁf&e@) @bq refeqqc}éo which includes
processigglepthetidieand fidensgriees of eachiprrs PRBHdGNTiFE! oy WG Padseiiereand sireaming
those sopaes drfaipltipleoualk jo otherrvf Bix peers ssiggorfisll ceigurier! - > net wor k

facade service Call context defines how to deliver the
The Seqt‘FBTet"ifi’f’é‘H? iathg liavipe one or nmore connected peers. |t

video S(():rl enc rgT%[l] contexf?’? comm t& rouq Q QW?rii{inega&mserRmrrEdl a

a an I‘OU Ing In orrm Pac ras shown in

Call conF 4 W ﬁes@o@%%elm% nfuﬁmﬁahta Qﬂ%?to %sz? mQxfe céﬂi‘ﬂéc@éh p&%vﬁcrpa@e% Bommands
which c&‘?ast’tﬁ e q\%ﬁmg&g%lta%ﬁﬁjoytm g %ﬁ)gmation

Packetizer as shown in Figure 6 has many functions some of which have been described previously, and
repeated and added to below to include:

1) Parse command routing table (created by call context) and send command to appropriate destination
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repeated and added to below to include: 1) Parse
command routing table (created by call context) and
send command to appropriate destination 8 2) Split
| arge datagranms (a datagramis a unit of data and

2) Spht ﬁéﬂ% geﬁ ? dat§§g§ {5 ? grﬁto?da\(waiy& Qle]oitc%tecis l%gcief)&?al vﬁlicms t%)asis of

connectson sne or e ER3mafr ey er ones
ri’l9 fl on may contain multiple dlrectlonsto

commm 'r&mngﬁ%@mgﬁqta@ SHRAUL SRR to WHRE mebiR BRBAC ] RYUEE Frhe

Commahrotts&hsdd® Joﬁ}yéoﬁnn%%% ;‘EE ribi@ JRRRERP Frhlé‘tﬁpgt%ﬁttﬂa;@é%uﬁﬁgs

mfﬂrma‘I @m‘&ﬁﬂﬁ% re] dexpo?{hi?ﬁa Ag (5191 Endr[}lg cél netla/ l(lyf els EléSQhetCQS% tion
ata s %

(Ip: portfto whi o %e sent tlngtmtn? ag% spec Ie m cm%% nd rdd network

fa"ade‘%%il %I%”ﬁ@ullan be sent If rrul tiple destl nations are

NetworR Pﬁ%ﬁ!e sér%ge clm,q% %&mMe fo%r% t&&%ﬂé Jig% baﬁé %B&lbleff@%%%lﬁg%e

tg@ l|1t qtm t1nes. twor k facade service
reanes T oenent “does the foll OWI ng tasks while al so being

1) Sencfs @@9&&% Bl @bveridrl Hatbgobdd® request and
aut henticating. 10 1) Sends and recei ves conmand over
2) In caskGRomveld W prsat 6@olBP &) a Hiaseds eoalaeo rpminthesiradidndintdemaller
chunks Sent over UDP and a datagramis too large it splits
the datagraminto smaller chunks Audio / Video
Audio /Sjdteo Byoolrbredd Di r ect Show is used only to capture and
render video. 15 Two Direct Show filters are
DirectShoript wefeonty dacaptre eirgdpvgter red enbodi ment. The first
tures video from vvebcam and sends nedia franes

Two D”ieﬁs}toﬁé-ﬁ%{bﬁf mplsPPnG n R PFETYRBOYERBNd one t akes franmes
The ﬁrst one c res vu?e? l I C tc 11(1) Qndas‘fp QS m% amesl?o tma ap ]flca 1011' \gn%g the econd one
takes fr g e Pl Ler Rl e L via 0 Ml ex
akes amﬁs “&’Pﬂﬁab"“ﬁ% R At g‘]’heo rflherfrs of gr eat er
The filte i 'o; of Eo%gxln exl?c? in, (HS an%Q\t 8 §t§ér.n(g’ &e&er@%ﬁexin‘p could be
used. Nf E &e§hSisQn ﬂ-ﬂg \),r gy\l&{éreﬁﬁ eEt@l%v Moo ApR-RELNY

ConSt ruct ea eoto aU 10 Sy roni Satl on is done
Video th YudloRehckr858HM NG S & {RMVIRER Dy Qlfeanﬁofl al 1 BB 136k P BrkinéRe@énce

accordiretd e sﬁﬁﬁg@tﬂ&%tamﬁscﬁgé‘c%ﬂﬁshﬁ wleR&r Ini¢dded tinme stanps.
rect Show i s not used for this task. On the peer

On the [RENREAY si8d Ao alddideo angitiviydaehradifd.INdibtiffaihg i done before sending audio or
video paShRGRS BEEZREion R nbfrk @it Gedr feclRNEIRRS O vig@nehyResynchronize
because®dBdi 0 or vi deo packets into the connectionl ess

network. On the peer receiver side audio and video nay
a) Netwale yuac Pacoat cZearrivo@daage of © 25 a) Network i ssues.

Packets can arrive arbitrary b) Audio jitter buffer
b) Audimitfertvifpmihich itreduees lagpeniespdip greamdi o stream Preferably in

t hi s _enbodi ment, audi o/video synchronisation is being
Preferabiip fhis s PRABRFY AR Ipq PRESPRER PR fmRiTenicd KEE Pegs witch are
inserted B g e i bpth aiiraRd Wergirerkdn B s ca@@ch;ﬁg;é gty way ¢f prefgregee only the audio
stream ipgyBSHET SFeat Thin éefgydlmmg)ﬁle rjﬁ@fcgrp@ﬁ@éth@‘ﬁ}s? cheplenf Fhig dimgstamp of the
last plays¢ qugia mackes ang inthsagsrwhete the Aidso ITtkaidiatsbe qgrad orgid gy ItiEngiiangp applisation it
is displaydddeimmedapp mdertvise fiena of that gidesrpadkt pafloat! balelpyedest anp of

the 30 |last played audi o packet and in the case _where

The meﬁ‘ﬁ%‘ PO eretecopBcikie emivdigr e e eigragon Srlodan'iidrvit f pedfighgy previously
descrived pyreveE Btidtlon it is displayed in i mediately, otherw se

di spl ay of that video Eack ay &
8Pt SR O P a0 R e DY Mo e e
SNIP: pgbﬁ*\? &R MH's “ewegﬂ‘em‘ﬁ TR ORI ReTET Rb % at | on
b) This % a W&Eto eﬁjlcxnﬂg re%‘es(il I& rrgn node ro&mv P gle {nst ad } m mlg%ﬁ gel‘lhgghr nodes of
which the gl:l‘pv%n%‘de (55 ﬁtwar&ﬂl}'leée cf)u d e th u nds of 3 each ad 1a no 1st %or information
from othleﬁoéea etllmg 8&&1{%1}10 i %f‘“}ag‘ 0 tfj:ﬂﬁt&t\xgﬁ K uémgf tgb got be contacted.
In this cispp 181r¢]a sg]éefr\?%fi,sckﬁglf ﬁd PR gaueﬁ)‘; i@:; j m%re 1s not response

efficiently refresh Kadenlia nodes rout| ng tables.
I nstead of pinging all n9ei ghbour nodes of
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whi ch the supernode is aware (there could be thousands
of them, each Kadenmlia node listens for information
fromother nodes telling indicating that certain of
the content of their own routing table could not be

within a p‘?&&%ﬁn%j pmlf COIQil’[}OpSI aﬁ ﬁﬁs%&&i}lﬁgﬁggm 116910 B&‘nggt%uﬁﬁlgcﬁfg’lﬂ)u%ﬁg

table. This Peids & K A if there 1s
e wﬁkm E%Sm%ntwhfi I'n a predetern1ned pi ng conditions

"Logic, aﬁ@seﬁ ﬁéré ﬁ Aéﬂﬁes@bﬂ%ﬁmﬂ@% hhréwefr@ Wﬂ: Lﬁ’cgm LR&: combinations of
each to &3 I?Cﬁorl( %L hc‘ﬁgn(s)ta%&% caIsQ Iaﬁmaﬁ)ll Qisdcttloq ﬁ%ﬁ%ﬁ)tﬁep&hb&%t For
example, %RL&% a dgsﬁ gpé CElTlglg ﬂ)§1c Hx%iﬁ{ciﬁh%r @ofﬂv&ﬂre c%rﬂ'g 1 %c?op @ssor

g;:;rzzz:%;;neais leF(]PaSS ;n spec ﬁ%ﬁ:‘g vircult A@[@ ?8%1%?3' %%E? Og@ VQ:E Logic

or tO cause a function or action from
"Softwad} oag tﬂs@& hepeqmm% bue i 1s thr hmlt@d 16X @mérgeon@ﬁ%gad&ﬁ a@d/g%)?elc 70

mstruct@pﬁ a'f: &1 tﬂn gtlér Jllgiﬁ %Pec 01%9539 E'B erfoltft LH %nsaacﬁ S, a\ll\ﬁ?gr%ehave ina
dessred e m% nglrn [ %I%ge%%&) [n var ébu&s Fn%tsgch asplgﬁtf{\essé'f 1hﬁ1§ n@)@ules or
programs 1% udmo se%arate a 1ca iOIlS o'r code %mngéf‘% II% ail? Lnkgcy ibrari afe m%g also be
1mp}em ng 1n vatl r s su h as ae stan one rprogramg'l f},“%c iorrca aserv t %1 Cf bs ruct;ons
stored i uil ?.]men%/olr]yCF d) g1 oBi:ﬁptmg s1ﬁ18f)r c]t‘t}eme og exte%u a% ﬁ% t w1 3 alp%remated

by one § éﬂﬂa%r*é °4 et et %@%ﬁéﬁ@@ﬁ%ﬁﬂ?ea%‘ﬂf‘ °6'n et’“ﬁ’é‘lle %?aqﬁ?eﬂés ofa
desired &@F?ﬁ‘ﬂ%ﬁhe GV IOGPHLF et %anﬁ/aﬂhecdea@wf@éwgaﬂ EEEGRR, O ¢

Those of qu lcm %ou d unélefspand s:z% i1 OSIEC[’)laUOI} 1gna1 m eo‘ﬁprcser(ljteds usm of a variety

of techng% chpiq re&nilpe Cgigl I ﬁtru tlons emman s info a{] ion s;onals'ﬂ its, symbols,
and Chlpﬁr“%&gg e F i e g dite Ptgpgﬁxrﬁaﬁpr%w&d il oy FBin
electronfgnil R aY PEEF ﬂﬁl%scff PiHsies pisal e Sy gy Fray camBigighthereot
Those ofs[m mge I'E\%:lijlldl ﬁmh;c!r%rﬁylrz]reoclila elt aQ{he varlousclpxs%%veamg m&ksalngc[ﬁ?es circuits,

and alg rlth te % elscgllg]esd sl c% nlée?leo wﬁh éem%oélmen\{s de sclose? Tein ma be i 1m le ented as
eiectreﬂr%ii rfi‘é (S?,mp&elhs ?wir 6r co%?inaélg(néﬁ og%’lf H?arlgillustrattegi uﬁerc I%gea %ty of
hardwasggad;so fﬁﬁ ‘@m%ﬁ‘&ﬁe B> By %F S B, 1 Ehe
deseriabog gD LSO PO i pEHGEY IHPepgyed s
hardwarg QLAY depagjuPehfatis e prrcaien Ba%%ﬂiﬂs%@ngﬂ&ﬁis frenepgd g he pyqgl
system. SkillidagsivB Y plepeihibe dppribedienrimaliona vergas yavs fopfachypartioular
applicatpa PHIGHEAINPPTeHRE YRS 0BT shewifenof hedwerprpas sausing agepgrurejfigmthsgcope
ﬁﬂmp@ﬁ@“m&@b@ understand that information and signals may
represented using any of a variety of tﬁch ol ogi Ew%e

The Stel%i ﬁB‘a PR aéﬁﬂ%tgm d?is‘c‘)"ibe‘%% é‘??ﬁ‘f“@f’“ Y, empolpgny disy gRgheren

embodied Sifprily Bdardyais, Sraraiagodwr giscied by Hrpesssors g hpjombinatign of the two.
Fora haéch\[aﬁ $mmﬁ%pm5tém,rpéf0@p 1@3‘1@@@3 tnmlegﬁ@ppovufhmt%néoré{bﬁmp lication specific
integratefiecgeuits (ST (esh dighty signal nresppas BT dishi sigisl prageae deirey @RRLY).
programasjable togio Awrispra Pliles), Weld g T“‘Wﬁ@ﬁ@t“? arays EPE4s).orocessnrs pgirelsrs, micro-
controlleyp tiiaceprocesioesl effeer electrprg unitedegigned tyrperdpmy the derbfionadescgiped herem ora
combingtheheef. SoR@ureihalgles, dfo ke as canpputeiheogzants, ayopite cddgy, prhesfructions,
may corgedpd redbat eurtbaatt sdulve codariobigs code bagsbntadtr ingwicliqpgiagdhay reside in any
computdd keadakis medintlsikles a RAM @atiotys {lash apdora IRGOT ntrinmy, EPRY memory, registers,
hard diskl@S@olvibediisi,n CoormMe ciVanR WiMtoharly berasrhed tarpitrseaditsahdmadn the
alternatiR Fhe kdinpiBYredashld rialuemen beidie@s t ©d edkdsanTie phadseinaiiehe computer
readablCRARMNRE r51af th WAL IC 0Pelate ORI ahd soMGarOod@lafibe sTo@edGh £adnloyy unit
and exeduked U3 Fride@ort THe Srehbl, @KCHSBE BRIk ddivi@lh thepRIcYR bExRAG to the

processstOh WY @se iR te QbtSmirichtl Sl bblel B tRPRIRANR Mk Sariold iRGKSs is known in
ment MOdul es, circuits, and steps have been described

above generally in terns of their functionality.
Tt will bYitebigEd 15 Wk skiugich inoRethdt thy idvntibdip hd Peeritietin aSus2 the particular
applicatlda BEAWAEER NOherSOhd paER indRRGNEES P BNts bR rRBbbdikidnatith regard to the
particul R RRhéEsAhd/Q ReaRRE A8 B LN (GRAS hidrath. N Wil bERB &SGRt LABUs
modificRNEY Bl de madYwith8 i depmiihd kRt &SrinkiSIRN? thEBYedibD I 18EBB, thdiBvention

should @%%Fs{op@tg 1nfcluglacéti %&ﬁ] ﬁb&lﬁaﬁtldnpwﬂﬁﬂ sl s%e ways for eac h
particular application, but such inplenmentation

deci si ons shoul d not be bnterpreted as causing a
departure fromthe scopé of the present invention.
The steps of a nethod or al gorithm described in
connection with the enbodi ments di scl osed herein may
be 30 enbodled dlrectly in hardmare in a softmare
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may contain a nunber a nunber of source code or object
code segnents or instructions, and may reside in any
conmput er readabl e nedi um such as a RAM nenory, flash
menory, ROM nenory, EPROM nenory, registers, hard
. able disk, a CO-ROM a DVD-ROM or any
Can&#ﬁ%gﬂ%gﬁ%?% conputer readable nmedium In the
I.A meﬁlxl)& ol Jﬂe@tﬁﬂg\é%ultﬁngcﬁa &9&&5&1 eeEchr %@Qﬁm %dé@eagd BRL E@%esbﬁld the
connectfoﬁ' ge?vgae i3 le%' gthl:e et t ecrge‘?h%ﬁ) [nclucigbt(ﬁe J?erpp cessor and

nput er ab e mediummay reside in an ASIC or

rﬁdcé’sﬁ;@oogﬁﬂdl@ﬁd vidRRoBQE $/0Bh BecL NOEEI MRYLiHR SorS th@th @ Packdlize®; and
menory unit and executed by a processor. The nenory
WBéaindBpscR@irdeso na mpla b@clitsw dther bF thelpeerpIsbg @BSoh Par protocol.
external to the processor, in which case it can be

2. A methorhofitailiz g dute bonnpiiggtibe deliveen péees IpF RyedS BRI netvor epvireiipashaving

video amipaiiisso@sss hssockiadwith darh pe¢rived e data chimyyidationlyeinglppreercdt pstiree

peers, tHoyhehbiOsaudgidiclslepsd in the art that the invention is not
restricted in its use to the particular 45 application
cheasespifieith a ppgisstizerdpth pustiotaidbviqse enyeertof pasiyeet irQyifed @St fort @
|n|tsprdeHedeMdemm with regard t

TB P Bl SR o1 P B PSS PG » Peerto P
protoco eplcted herein. It will be appreC|ated t hat varlous

I ons can de w t haut de arti
3. Asys P t]ﬁl&# ]la%%s dgt]a cmm]]c?n\?%raqftw Sh peersin g peeFr t %eer rie{\]?%rk envn'on en?havmg
s S S Ly 2 (P e LAl Sgp

ImﬂsmﬂFWh1n |ts scope 10 Cla|n1def|n|ng the invention:

mur{e e co Vpu er har W ree%‘*t(ecwxﬁlg %‘eer 0 l etezl s are mcch%r}ln§%$ ngﬂlcat%ﬁé:@mponent

having egpg%ﬁtézgr o1 pr %SH%%% ﬁu é(f an 91 éo smir%e's of eacﬁgeelg rovide mdataf
i iy e SR e R
protocols oy ces of each peer provided in digital fOfﬁ]MAth a
packetizer; and 5 stream ng those sources to nultiple
outputs to other of the peers using a Peer to Peer
protocol. 2. A nmethod of facilitating data

communi cati ons between peers in a peer to peer network
envi ronnent having video and audi 0 sources associ at ed
with each peer, and the data conmuni cati on being
between at |east three peers, the nethod includes the
steps: processing with a packetizer both audi o and

vi deo sources of each peer provided in data form and
10 stream ng those sources after packetization to

mul tiple outputs to other of the peers using a Peer to
Peer protocol. 3. A systemthat facilitates data
comuni cati ons between peers in a peer to peer network
envi ronment having video and audi o sources associ at ed
wi th each peer, and the data conmuni cati on being
between at | east three peers including, 15 nmultiple
conmput er hardware executing peer to peer software

i ncl udi ng a comruni cati ons conponent having a

packeti zer for processing both audio and vi deo sources
of each peer provided in data form and stream ng
those sources after packetization to nultiple outputs
to other of the peers using a Peer to Peer protocol.
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