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WD 2004/ 062232 PCT/ US2003/ 040595 SYSTEMS AND METHODS

FOR DETECTI NG AND TRACI NG DENI AL OF SERVI CE ATTACKS
wWOo-2@k@62232 The present invention rel ates gener aPCTUSH03/040595

conmput eri zed systens and net hods for handling deni al

of service attacks, and nore particularly to detecting
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RestRpgatedly targeting the system with so nuch data
that it can no |longer process legitimate, requests in
atinmely manner. In fact, a DoS attack can overwhel m

a systemto the point that it crashes. Such attacks

cause econom c harm beMvi ctimof the attack
NMUSTheS 36 06 cémpPBePhdtGORsiang id Partleiler ik M3t fR ®ofOblisGRss and
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perspnpla6asons FONBIE tenEIow at 6 e RRese Tow exarple, wAgts ingreasipgly rely
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were typically 1
reliance there 1s also increased vulnerability to harm caused by network outages.

-

One way that malicious users attempt to exploit this vulnerability is through a
denial-of-service (DoS) attack. Denial-of-service attacks are attempts to overload or crash
systems connected to a network such as the Internet by repeatedly targeting the system
with so much data that it can no longer process legitimate requests in a timely manner. In
fact, a DoS attack can overwhelm a system to the point that it crashes. Such attacks cause
economic harm because the victim of the attack must spend time attempting to determine
the source of the attack, and may also cause the victim to lose sales that would have
otherwise occurred but for the attack.

Over time, DoS attacks have become more sophisticated. One example of this is

the distributed denial-of-service attack (DDoS). Early DoS attacks were typically
1
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WD 2004/ 062232 PCT/ US2003/ 040595 | aunched from a
single system In a DDoS attack, nultiple systens are
was®do6x23f | ood the victimsystemw th requestBCT/0810831040595
the systens participating in the DDoS attack are not
even aware that they are participants, as is the case
of systeminfected with a.virus that | S
iaunghociibun a5l Setsar 1 HPES bl el sk dURE AR Dk fy food the
victiQP§rs?éﬁ9w'RQQ§1&%a@f§n thd syseentiqRiiicabitRgtin theDBS dehecire not
such attacks early, and trace attacks back to their
eversoware ¢hat Hippevepartioipentstasds thetcpsecatsysiomanfoctsh with @ visnsgthat
spurces, it is difficult for current detection systens
1””?@“ﬁﬁ%@§‘ he attack to the multiple sources. In view
of 1 BRIeARPMAidArORE eifagd ER6E bysDaS Ae€DDOS 4ttaeksg it is Hedirable to
the present invention. 10 Brief Description O The
bothDieseot meph dtiacks eprlysang acsekadksdgelata thelr SQeat Hﬁ@eger, when the
stemJd evel -overvi ew af._a i '
staEoedirip At SSrEh ' BEaSHCLRLish EREGEATRRS tbace the
attadld {6 th@mufipde sbuaggsam i |l ustrating a network session
initialization; 15 FIG 3Ais a f _owcharhgi{ll ustrating.
a rdevigotibe aberengoblsmarfhektisan thy art fy theypresgnt gpyetition.
for detecting and tracing a denial -of-service attack;
FIG 3Bis a flowhart providing further details for a
met hod accor di n@rief DesceiptionOfdriie Dodwinge | nventi on
for tracing a denial-of-service attack; and FIG, 4 is
FIGa 1 13 alerafeeran Hustatingasvaterblerel P vardoy 8?% CYGIRIATY
e ' ' At | ; ' eni al
of e FFRnt3 whith RN (e oA et
FIGE 0lid pdiapandiiusirdteg ceswoikzessgon mitiedizatpl; ar y
enbadi nents of the.inventiqn, reference.is nade . .
FIG A& e EomERHy (g Teh i RGLoR ALrorfBes &° appOnRES b8 ipygnion
in ' i W¥erfcelattharst rati on specific
exéﬁgpggﬁhgﬁgggﬁﬁggﬁgk?ﬁﬂ&ﬁ?éﬁ the invention may be )
FIGhBRA$ b flewchahpwidindBuiheedetsilsiona methad dseerding to an embodiment

suffjcient detail t.o enabl hose. skil | in the art

to ‘ﬁjrt TR rhﬁ‘f)@%??% ?ﬁ%f:ﬁ%?wlf © ?tge{c b‘%gie under st ood
FId. B34 2 abReharBIREGATRY MeflBY acddedit td Az eglbadithehhafithe invention

l ogi cal, mechanical, electrical and other changes may

be fiondeedtingrodenial 98 pavice 8§adks om t he scope of the

present invention. The follow ng detail ed description

is, 30 therefore, not to be taken in a limting

sense. In the Figurespetdiled Pre@iptidier ence nunber is
used throughout to refer to an identical_ co

\ ) . - to o?%nt. .
whi lerthe fleariag fietaiked dospintion; o Greeplary GRReUMER of the invention,

Ve8¢ }nia o tﬂ@%cé%ﬁqpanying drawings that form a part hereof, and in which is

referenve 1
shown by way of illustration specific exemplary embodiments in which the invention may
be practiced. These embodiments are described in sufficient detail to enable those skilled
in the art to practice the invention, and it is to be understood that other embodiments may
be utilized and that logical, mechanical, electrical and other changes may be made without
departing from the scope of the present invention. The following detailed description is,
therefore, not to be taken in a limiting sense.

In the Figures, the same reference number is used throughout to refer to an
identical component which appears in multiple Figures. Signals and connections may be

referred to by the same reference number or label, and the actual meaning will be clear
2
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referred to by the sane reference nunber or | abel, and

the actual neaning will be clear 2 WO 2004/ 062232
w2803/ 040595 fromits use in the cont exeCDUSI00E040595

description. Further, the sanme base reference nunber

(e.g. 150) is used in the specification and figures

when generi cal | eferring to the action or
fromp i an af e O R iin  Pubdis, B8 shPP BaseTs forsog muber
(e.g MBS id (el MM shBLifioAeaRdd gures viiRE igeRdridallY MfefrirgGo the actions
150.1) is used when a specific conmponent anong the
or chiprasigrisics pfe gtaupalf identierhsempanentp e mymeric apdexdniresficed by a

h Cstic. . Th e o . ' .
oo RIS SIS TF andRE HEIEL L ARIFIHRLL A8 g g demicn
comPondiYSp@OrAR An SefiéV e s aRBt@tietigicenvi ronment  of

di fferent enbodi nents of the invention is descri bed.

| n Theeletadled desceiption isrdivided Rbtmuliidesutiaps. tls thefirsysection, a
embodi nents of t. j ; [ : b ‘o
systgt R QR orel B s B 8Pt BRBRRRHs Jrdd Afentipn i
descBDEEWBT the CB&MdtsecttbnEmeéthiods aeotdifig tuvariols embadintenescof the
. dilagram of _a system and sof tware environment 100
inventiew piscleserited. Vathediig! ebio MRAMERISIHN i ROVIdedent i on.
The systens and nethods of the 15 present invention
may be provided on any hardware or software system
t hat support sSysetnwadk S oftwwar® Wpecaini\Envirohmbelr dwar e
i ncludes switches, routers, gateways, hubs, bridges,
personal conputers, server conputers, mainfrane

COMRMILENSs a Ibﬁ)%(‘ﬁri)aagl‘f Ry %{/sl"iem RRA L&k Sre chdneligddd 100

conput ers, person igital assistants (PDAs), network
incoepabtiegtvaridus ehdbodinientsqitbn myestinh. [Ehsrsystemsfand imethods of the

af orenenti oned devices. I n sane enbodi nents, of .the 20
preseRVBRETLEH 10 MOTIGS 8 oY BRERIE TO0T AR yaiel: GhLTpRors
net\f%'gfnl%mﬂ?%all?%ﬁﬁ%r@\%& Ghdl@dbs sRERdseouldé, gabull 8 Mubs, bridges,

ul"es 106 and attacker systens 150. The systens in
persohal copgsrs, sgrveepuipwenTEnainframelsempyient tapsebegmpmierp) ragtable

nangiAf PeraBiets, RE O R s Rbis AR ek epfEEpIp
teleplEs hi PR d¥RE e WorehRadamidelevRes.a IRB6nS bifbodidRhtstdfehe

~control of an operati ng_s stem and are interfaced .
invegitioh, qYBrating espprmenid 0 M@@ﬁ vEkinsistean b§2, stfagk detection

chi ne: readabl - S .
oG RREARU T A MBS IB6F 5 45 o Bt cpring
enviFBithéntinig) belesnmiitiiesbly aowblad bebese mogn@tveorks 436G nld edtware

over a network. Exanples of operating systens include
compoReSNSNnDin, the PRraGHRE csrPymentare tREcaliE read, frame g drrgine-

hediy! o} RIBNS faced with
readtd e By Mool DR o Pyt B e wi
the bporetiig ©Rteins EdAnpled of sudh tradhine-remiyblpanddiainichide hard disks,
o ; , , .
ﬂop%?/%ris%s,l gﬂ—ﬁgﬁs?D Da-TK%I\I/Isn ﬁ&r%h%g,nn%agclh}/n%-r%a a%?é rrrrlgcrilitaslnéhrl]ges wired
and wireless signals transmitted over a network. Examples of operating systems include

Windows® 95, Windows 98® Windows Me®, Windows CE®, Windows® NT, Windows

2000® and Windows XP® by Microsoft Corporation. However, the present invention is

not limited to any particular operating system, and in alternative embodiments the
software components may operate within the Palm OS® from Palm Inc., variants of the
UNIX and Linux operating systems and cellular telephone operating systems.

Attacker system 150 comprises computer systems capable of performing a denial-
3
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sof tware conponents may operate within the Palm OS(r)
fromPalmlinc., variants of the UN X and Li nux

woperati2ey systens and cel lul ar tel ephone operBCT/NH2003/040595
systens. Attacker system 150 conprises conputer
systens capabl e of perforrri ng a denial- 3 WO

2004/ 06 P S2003/ 04 5 - ige attack tons
of SGEEfRF NS 3@@ dehialrohiaich AR e E8NY i i fiodd & “ping
of dcfaltﬁ)oﬁi@ocfa or RbBd scf ald SﬁWhlchfak@ﬁﬁbwmfn the P The G@Rntiad Is not

whi ch aré known in the art. The invention is not

hmlﬂedm) hanflling ahp patiticwlgt &g op deninlooft seFvies piackss

of - ser
2 SySaaaRay O EOpRbRE sy Ry BRI SR Bt gker
systéMﬂﬁ)TBV ichith sy¥iest 10D mypbesmlde Uﬂyorhputaxrsysteyrp encmﬁdmg a server,
conputer system including a server, _perso
perseephsameHer,radinFATRAEOBBHAT TR, PHHge SWitsh Pﬂ@%ler n&if P pttached
systd, Of her network attached system Victimsystem 102
YS'9Hd at t acker system 150 may be communi cably coupl ed by
on GV 1ct<13rh SWEI& 1102 tand bk sckdBesteNel Somiky b3 @ommunh;abhmoup})cpi dy one
or wireless network, the 1 ention is notkthe

of

or moraetBaTEg 9niNepor 1UImBRY R Pe HOVITEN &L ViR CsuRwor
f

T i
inventivgrthé netwotlhprotvedlis AR (Intanadwbtorsl). T frther embodiments of the

(Tr Cont y ol | /1 nt t
o T R O BB by A et
Protygﬁzl R GHSEFh SRRt AGRLA SoRICBEL URPAP (sek Datagram

the Invention i's not limted to any
Protpwlﬂnteuiea Prctty@é) &Eoﬂ@enéhmwkntmrms aoblimited ta snsrpartigular type of
of the vent i O

netsFigk e R L1 S6r Benpret rsarvts fare Sfnon e oot

netv%fpéj O (B SiRfthd Rferh&tY SRLHID RurtHeP emBb dint¥Risofalhic MEENMBNK Sne or
O conprise a corporate intranet. Attack detection

mormﬁut@ﬁ@d@mpﬂ%g carpgeai¢ Bdragefmmuni cably coupled to

ner Gk ape pod e R BB acBRE By RSB, Ehpred o

netWk B0 khat 3y rAbife kndlet ahipoRtamsdubek tidFfc appeisesnd epress
cache information about network traffic pa

pomtmbmjwotkt 130arftack detgetioremodige l At operptss fxe Siﬂﬁf%matlon about
net ? I&?i gﬁ%ﬁégglﬁégglgg arld§5 WRHHE r Bfé%g}gll: %o ik |§tat1st10s regardlng

I'n sone ments, analyz
netwdér® t&a6d edttadkndeqgeriah iduteol MQMOfrmrenm@hnaenIS emalyzes the cached
. _corresponding to various types of denial - of
infoRmAGRIE, 100IATCS SHEBAWFRSSATT o YV RROYS YRS 9L maﬁt’fmlce
L S
oo, 35 0 RO Frp St ea Rt fou s,
Smardyink dedte gvailabln ffrogu Freli (Empd attaclk dctmtwnbnorkéw 10rbuhay eeceive

conéggﬁaﬁg&ﬁgp %ronf I g@ﬂ{fzrt rlngcrllulgzj ?bg S éil confi 1g8%alt1gx dat%arrslaydbe policy
based as is known in the art.

Broker module 106 operates to receive denial-of-service attack indications from
one or more attack detection modules 104. Upon receiving such an indication, broker
module 106 may operate to receive attack instance data from the attack detection modules,
and may communicate the attack instance data to peer broker modules 106.

The operation of the system described above will now be described with reference

to an example of a TCP/IP SYN attack. However, the system operation described below
4
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Br oker nodul e 106 operates to receive

deni al -of -service attack indications from one or nore
wa@eaoank26et ecti on nodul es 104. Upon recei vi ng BCOSAN3/040595

i ndi cation, broker 30 nodule 106 nay operate to

receive attack instance data fromthe attack det ecti on

dul es, d
o il o R PopER BB b2, KRRl BRENE 8h o
of VE&YO?JS %H?bgﬁﬁ%%ﬁﬁQh@{?ﬁEﬁldﬂ z{rle pftﬁz‘i\ie‘&‘%n @%ﬁﬁéﬂh@@ﬁsé@tlbﬁ' below.
erence to an exanple of "a TCP/IP SYN attack.

HoBEW 1 is atdizgramsitlestratipg netwosk comsctiothinitidbighiion traffipdn a

004/ 0622 / US2003/ 040595
ceffiraritoipes: dreasmeanonp e 8 nep il o benerally
refeﬁiﬁtf RidsS tRRRe IS 1RRAEAKEOR cobhedtdh P RFDREENE Byterdthat desires
invention’are provided in the nethods section

to cdmabaivio afdtler systes, fypddadlyrazohient sysiony 202, inguese SwoNKpacket 210 to a

cti.on. i |t|aI|zat|o
secof oTateniane a5 bR " Sebiel bl 20 BpesEymepes vite &
SYNYRUK 12 FigfRe bﬁéﬂt)éyéierﬁebe F¢spondsowitls ad AICK packend14.
handshake. A connection i1s jnitiated when a S\éstem

Thoesdneftsk;ib@lth%@rt viilh apprepiaterthatdhephavRelesyipet SAINSCHAN PEACESP
operg.gg Sﬂ‘avilelit¥}§ lrlﬁ petm2 9)2pee+ W a%d%X Ihlllﬂﬁ‘cfllé?g S to a

ypi‘ca a server syste . Server
Sy$h € 'ﬂyp&&‘ﬂ Styleflos®s@analds-seiide atacls afaekipg sykatdm 202 issues a

SwpRet o s st opH h & Pk Pkl bafRate erver
systérﬁ %O??r? ﬁli'la[qfa 8]?5 PRede for B RER ﬁga%ﬁet]ZQ4°WE1?é #%his half-

equiva n peer {0 peer syste inmulti-tier
opers ytafeLseBver Isylstémt%()pnmislt reS¥ie fpkareskod end/at mefmogeregpurees that would

othe;\fv[%g%g a‘t’algég‘sf%h fﬁg&t?r%q g%a%@gléfstz %fp%iﬁkaﬁggggpgﬁf ions are

I {
creaﬁ?lﬁeé&%??xs%ﬁp%ﬁf N gsoAL%é'Kecs ggg‘ﬁgggezéiﬁie 23 V%Ilaééesfsl‘f%ﬁ?eﬁlcgnnectlon

attetnpidsf therzpe nassieg legltmmta/elnen@/istberdemd SEIYEIE. r eserve

pr cessor andlof nmEmDry, resources 1
8 DGy Lier e RS UGS a8 atl e ats o dapial-of
serv?d'é%‘t'tggk Halids fo‘,ﬁﬁl SRRRECHI, AR Drddr€o afdi@ dbSAring Shie/@Fed{¥h, only
may run out of resources and not be able to process

two fsomreémefor ¢ Gidastare olrhusnatqdenﬁics 1.t Rlease oy sleH s thegprt will appreciate

AT S0 i S LG B B oy b

moreMdnitfe a deni al -of - service attack against victim
system 102. In order to avoid obscuring the invention,

onlBhe atacksvicons etinakersystnm 25bball llow p Peidithaiiacludes networks
130t4hg3%g P,]&i F? (?'?l‘le n@é? a%ﬁ%cks 091 Eér%k%r sgrft\é\fnl ﬂSiO?Jgfltﬁgdél?gg ]%e{/fﬁwhat

incliR PefPorky 830/3,2130.6/ddd 130L lk eAtﬂadk&ietdtﬁtlbl@ntoklaYe HOAGL derm the
attacks from attacker system 150.1 will faollo
abneweal tiaffist indisating pRieRial denil-af-sordee gitagky Aftek ete?‘ﬁ%“ module

1043 hA7 kS dTah UM AL b ACKEE niiSieerDelD Riote Mt ditdeRldbRWich RBles 104

may also send the cache information they have collected to peer broker modules 106.
Based on the alarm raised by the attack detection module 104.1, broker module 106.1 may
analyze the information in the cache for filtering possible sources of the attack. Each
attack will typically have its own signature and broker module 106.1 may filter the
relevant entries based on the attack signature.

For example, in the case of TCP SYN flood attack described above, broker module
5
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25 includes networks 130.3, 130.6 and 130.1. Attack
plet ection nodule 104.1 detects the abnornal traffic
w0 paitoe28Ng a potential denial -of -service attap&r/US2003/040595
Attack detection nodule 104.1 may send an alarmto
br oker nodul e 106. 1 Not e t hat attack det ecti on

R R BRI

shor%lﬁ? ofihd rsmnrc@ 'aé@lgsgéé' tHahEav@tlﬁ@ﬁifpléietcaﬁﬁdcﬁﬁn Bﬁdlblisﬁmbﬁtﬁ} i.&,cache
roker nodul e .1 may 30 analyze the information i

entrieh éor@duhletﬁemrotfoptbltledlpﬁgs ‘PeBeng ﬂ@t bavn the S Y3Y bit get but ot the

P

corrés%oﬁ&ﬁ@tre\@:@éer dr®§ ik @seshclanthbiieasahd SYN ACHBGIt sute ThEondlcates the

exanpl e, in the case of TCP SYN fl 0o ttack
contstior attémplk dor Weigh the serepssxgspongd d % SS?I(\:I A&%Sbut the c(iilent

/US 06.1 will usethe cache to
bas H‘gr %g@gﬁ%ﬁ% %e; that represents TCP traffic and
fi 8 i ca8®6f prt Sdanihglahiscks phroker madine $6@$ willddokhfa hose cache
i ncongl et e connecti on_ establ i shpent

entriga that 88ve He seip sprrenaddsess £Be SPstanﬁH%aéd&Swaébﬁgﬁaen& Ratt
nunﬁ';% aéltd ?Hwh%]é \gﬁﬁi(r%lfba Es driie pfclst sk?iets a§@1telatfvely5§ﬁf@1

u e addltlona 'y checks the
C a((bl&efb@dskea nodube r%sbhnxddmglfled\klkab’esoerms forithe stkaskcibigtay create

that h h
st eiaes e ek RBULeN F Poirt sos® and B o i Brpiapedule
1064 ﬁlgy ﬂla@%% cﬁb’ 'int%ﬁﬁatfbh'fﬁﬁﬁ its BaRlePAtack AR HokTIEs 104.2,

han e case of port scanning attacks,
10415 idelr04r6D cﬁldokeﬂmﬁi flmey EHenlapalyzé s cacho datade dptermingif anyof the

hat t dd
likeltiiiagh 806 Lpddhares v s aren SOPTn BEper s atar ) Bblsfon modules
1041080404 rgﬁ? 109k. @ﬁ‘@fh?&)&nﬁﬂe s5Re PAEAIoufde 2daredics seen by attack
rélative Once broker nodule 106.1 ha

detecdemmo‘dlubidl 041 &wilyn@@hrthee@oﬁdrstqdr@dmsw&c iBrolgr rmi)ale 106.1 may

Create . attack st an
no“b%qtglﬁpplglate %ﬁ} %rgﬂgﬁaof@% o?( ﬁ) % tﬁﬁk&rgfﬁ domains
confrfitihg IMatrReBeOBY attdtk @eRbEor mf)dﬁlﬁﬁl)ntﬁl)l afid oandntisthe list of cache
bor der attack detection nodul es 104.2 104.5

entriGseen bBatbacétrdemBOIlm?dyleﬁ hh1 andl94-6. Similarhe ﬁaafgfa}flﬁal@f& data
mayégea §eé1§n£ % rok% A Hlin LAt I ltljlé@ P}i’bn%& RSP HétE&lolnF?nodules

e sedn by e|t er o order att
l041311‘5‘{111%13%04051 Ne tﬂafe éttaﬁk%teatloriﬁhégﬂe d0d.2h01l. Bost Ilnkelyhlos contribute
exanpl e, sonme of the source, addresses n.b
anycoosDE Oh DRGNS £ HOOB {0 7 ISt e e RS dSHalgt Srvice
]gdresses Broker nodul e 106.1 may now comruni cate
a\%/lth br oker nodul e 106.3 (and any ot her peer brokers
i N Bakeisoe. ZCah”dt T06tiutanmywt do simdlhf arclysisewithip theit derkains to

det ect dul e 104.6) and h
pinDGnEiRE SPESE SLUN Agela ke MedOHBE LS GHemUth a5t e iFD by the
bro%gré 186 @5@% ﬁfrl %ﬁ'laﬁ{ fo Fpﬂe?ssﬁl@ RE£ckdThése adBYndiBcB8E And &e not

entries conmon to attack
liméted ectuting offdhd effending machine, stopping traffic originating from the machine

targeted towards the victim and analyzing the traffic pattern to and from the offending
machines (attack sources) to investigate and identify a master controller.

In some embodiments of the invention, broker modules 106 persist the cache
information received from their border attack detection modules 104. The data persisted

can be dependent on the time that they were received or an upper limit on the amount of
6
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104.1 and 104.5. Note that attack detection nodul e
104.2 wll nost likely not contribute any

WO pdoserrsi on, because its network 130.2 i s notPCHUS1003/040595
path of either denial of service attack. 25 Brokers
106. 3 and 106.5 can now do simlar analysis within

b R SPGB BBt

and§§§ brokers 106 within their donaln to suppress the
attack. These actions include and are not Ilimted to
t ufThisragetadif hastesasibled teti vagiows kagissbmodiisp i mgvsmrwhart detects

deme{-%%enm/aitg% gtgag% {1‘?]0%5 gﬁc h%lt{iglﬁlitia%[{gg t erstrqﬁ%’ggr &B&% of skill in
the drh@ilPAfREHAB0hS Sofbm& itd epleathtalk nodules €5 bé ertten in any of a

i nvestigate and identify a master controller. g rrE
numbeheidiragiemming languages kapwn énthegitoinsludinghnt ast hmete to C/C++

e

inveR&6:5 issiot mitedto hey slenangenbgamntihg ldngnrgd foaimpleepntatior
received or an upper limt on the anobunt of 6 WO
2004/ 062232 PCT/ US2003/ 040595 data to be persi sted.

fhe per si Rt ibddat fn FRYmBEr BEbBhinldf of @ BRhAGRUT POSEs
for post 'S section escri bed
the various |ogical nmodules in a systen1that detects
deni al - of - servi ce attacks aqd traces uch at.t acks back

{0 Tt fles Preg8lT te8tiong HETRCEH OYRIaW phile SPRRLO pf ar,pieblary
harc%xpa% 86d elvard Qx?vﬁﬁt'r%e%fn%hfdﬁlg VR8T ERbodiReniRe lﬂlﬁeeﬁvétﬁ{bn was

witten I n any a number of programm ng | anguages
desd(rbedm Ii thig seetiam, the paniéulati mqhbdﬂ Ofﬁhﬁ inviemti anegepr by an
ava, Visual Basic SwMIt

cal ., Ada and simla
opei3PBG PATHATIR SHGUGLRE SIS SPRRTO A ot o Elitince o
a sebifs G¥WovR@akts SMvA inHI0Y! SR ﬁlncl AnYH@aRthHods to be performed by the
i npl ement ation. 10 Methods of an Exenpl ary Enbodi nment

opemtmg hevmmmmt camtitute corepeupgagsaeasiei uprp campytprsecutable |

mSt%PH% eesrgﬁ %\év(r)]?e{ tt?)gdsol?xﬁe etrlﬁo ? f i n&c@éﬁ %gé@ésy one | skllled in the

art t8 MBS bF B rofrain endlidies bichrinastioftedGairb @dt thie I’méthld)c& on
section, the particul ar nmethods of the invention

suxtmlc f:@ﬂmtgrstﬁheaqﬁocpsscm (9 Fet GOMpUESH PR eCHHRE e BREONh §omR
comé)g erd égadégle%@c@%ha'ﬁ?énegﬁc?dsqﬁﬁﬂaﬁagg Fﬁ’%&rﬁ% g@eﬁ}gﬁ iR nhcﬁuswe of

the 8®$ pardismica bhanppefatngeavitynnidne exantngbn egnepiwiyrenrogithent of
constitute conputer programs nade up of
the gyapfiAter - execut abl e instructions. Describing the

mstfﬁﬁd §A|q% a?ﬁ&%ﬁ%? flﬁls{rﬁ’t J%/af *n@%ﬁ%%or&fﬁ kb &3 eﬁ’iB@dlment of the

ski'l suc grans I ncl udi ng
invétion forndetectiag iand gading 6 demiyl- oﬁlﬂiembe aﬂlmﬂkh dtis nosth®Dbegins when a
suitabl e conputers_ (the processor th

systewe 8uphi a§ @ brpleermpdute k4% quglv]e§ B iatps update Fron an att[ac& detection
module 104 (block 302). The status update may be initiated by a denial-of-service attack,

or it may be a periodic update.

Next, the system determines if a potential attack is in progress (block 304). If no
attack is detected, the method returns to block 302 to await the next status update.
However, if a potential attack is indicated, the system then retrieves cache information
from one or more communicably coupled attack detection modules 104 (block 306). In

some embodiments where the network protocol is the TCIP/IP protocol, the cached
7
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conmput er -readabl e nedia). The nethods illustrated in
FIGs. 3A, 3B and 4 are inclusive of the acts

w@eeohoeazerl by an operating environment execut i POI/ES2003/040595
exenpl ary enbodi nent of the invention. FIG 3Ais a
flowchart illustrati ng a nmethod according to an

enbodi nent of the t
infornaRREAaBHE S SREEdP oL T He e tindf PR TE s BRger port
destiﬁ‘{ﬁﬁ@n rt §1¥<§gx%%co§ﬂﬁté Aandttibh Flo§ THRUBIAITOEmbsEERN ST the
a st a froman attack detection nodule 104

1nve(1hbmctke @a@ﬁgd darh durgheainebudep statissiorahora qonneqtiondtpvhsuch as the

KT R R AT e R S
emb%Hﬁl?&llfs it daBhdd B8 BeRdedTORKlagdhdicatihg ke cod@e@ionackus S

etected the nethod returns to block 302 to await the
(esta“bémhe@p@s%haﬁmﬁ@e@ However, if a potential attack is

cat he S¥ th rety
fr a oo RN R Ak SRR R g B TRl
deteeﬁ@iuhﬁaulwﬂM M Oedterdids. if hny at&@hﬁgﬁmﬂum&mmpﬂesenmml)d( 308).
t he network Erotocol is the TCIP/|P protocol, .the

Varioug s 91 sipcRomarvEs 28 peible dengnding 20 5estype Af aitarkt Fon
C I P
exaffff, LSV A TRE R UE o RE p R A1
confi@@tiofls Rahe ewheddath) bwthelcasead ftagranadean, dheaﬂimﬁh sngratige ofay
the invention, the cached, data, ai riﬂher [ n | udes
compise NRFIOES MRS 1 ORFAAOLS iy ST 3@ 15’&#0&’% HEM e
addfqunt, packet count, first packet tinme, and | ast
packet tine. In sti |1 further alternative 5
emyofkrigeitisying be attarddmghadue,aatﬁacﬂcinsmese dateist dreajed and sent to

di cat t bI

e oGRS 16 (ERADSSD). OS5 Bt B LD S et pqgentity e
z?rﬁll'}ﬁg scqﬁ'«t:@oﬁ?)h{*c%g b?&l pﬁﬂ'tl@{ﬂ‘af)ﬁ@acﬁr nore attack
detection nodul es 104 and determines if any attack

si g¥iatt,Lin ssmacmbpdiasats, theplysier 8o H)for cqmmumgpgtupryg@@ pser broker

t j r ar e iible d endi .
S Bl S BRach Bl R B0t DB ¥ or i
ma}%@ﬁ%rﬁfaﬁoﬂmﬂl@a@lﬂg hipeer BroR& askld 204 rsQi@e Ebenig)ﬂhe @ttadkorkhis
in the cached data. 'In the case of a port scan, the

mfoamaa@tkcsm prised teenaregy tlwmﬁﬂnhg@onm’é Pbihs affeelenpts to
t. i . i .
oI 35'Rp PRvRpBE RPH AR MR aorb Rt B EaROHEfifto ap

embd@lﬁhéﬁt%@ tiebAhPeritRn Fo @i il @ﬂ&liﬂ&fﬁsef@celﬁtapb.e Théactkes detailed in
nmodul es 106 (bl ock 310). The attack i nstance dat

FIGh3Busastbe perfarmat by ¢ pepbrokergaodile [0 after 4t hasdean informed of a
poteenglgggt? ack ?{on?alfﬁféér %%91{ Brok@! 1o8C #10 e Metihod Bé%;r%%n the broker

emwaits rcommurmi catl on rom
mo@gen 0®rerki®es attack instance data from a peer broker module 106 (block 320).

Next, the system retrieves cached data from border attack detection modules in the
same network domain as the broker module 106 (block 322). The collected cache data
may be analyzed to determine potential attack signatures as described above. The
potential attack signatures may then be analyzed and compared to attack instance data
(block 324).

If there is a match (block 326), then attack countermeasures may be initiated in

some embodiments of the invention (block 328). These attack countermeasures may
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nodul es 106 (bl ock 312). The conmuni cation may be a
confirmation of the attack, or it may be information
w0 paitoe28Ng a peer broker nodule 106 is not seRCTYSI00F040595
attack. This 20 information can be used to narrow t he
potenti al sources of the attack. FIG SB IS a
Rr o

ot UL S A4 % 08 A . comin o

the sh@@feﬁgoﬁ’tcg Sl ﬂfél a’tt%kss e fép@ﬁngttﬁe@éﬂﬁck T@@ né&&ldrle Bénsole.
led in may be performed by a peer broker
noBLG et m(a&lcamhart ﬂlmst:taasg paeethadriceerdits t@fanémh%tw 0 Fhe

invehaar IO AL BRIorS8 RHaIoE PHBRC + Hkanodd B At 258

desu‘ﬂ?é R def R ehiReSLsehifkatackPdthitefot Qetwldok p@dke&&@)amvel%idck 402).
he systemretrieves cached data from border attac

Aftedep@@het tsrremmd (block40¢ héhe pagket tyea Wsheckgd it sPaGeH ﬁ%ﬂlm@ms
of tha él?vaen{l fod glé #gr%l/ btla %gé(ﬁ‘ gl?etzé acket 1§ aﬁﬂ{ 18%8& g?%gfé%lock 406).

rmne potentia
In soﬁh@é}ﬁbéﬂlﬁﬁnﬁsthe emtslidacon phvkeewillbea SFOE pwketal att ack
signatures may then be anal yzed gnd co d to attach
" n&ithn peckehisenanitiahasion Pagis), ther dath seatqiaz is cached

(storlgaj ]?li arpgxég)y (bﬁ&%%%&@“sgm%%ﬁ%ﬁ ‘i€ ﬁaﬂqﬂcﬂ?@es a source

sone I ments o e 1nvention (block
addrégi8 soukbepetat de@ﬁkatmmﬂﬂ&smah:smmﬂomyrtsa ket type, and a time
2004/ 062232 PCT/ US2003/ 040595 | ude fjltering
stapaEREKs) TP 01HOAIRcR AMARATIEY BHOS RSt { ack

| NShRANGSsIRtReciliy FRLOth QEfift RE BQCI&H%%QE@i@h%%Ce of

the attacks, or reporting the attack to a network
aclqmnsdgemenﬁba@keﬂ(bl@kallﬂ) dinshmetenibotinstnts thenigitalinaidvod

9 C%ia%lrr}% tggcgggwtiﬁo égﬁné?g@ag?%a y(t \é-%ﬂ(té(le a{pgémahzatmn
ackr%%&gé(%%ni’épﬁga&ets ¥&th€ BnBodiaRhtsiof @het AveaicdGtcord a source address, a

ervice attacks waits for network packets to
soura¢ pon,e (sttmaﬂonél%@ﬁyess aifestdmation ;parik@paqut ype.cndadingstaep for

ck k d.
the Rk & qRirob e grfurn o o ¥PE s fr g BT ofRERE ETR S,
s C?tﬁet‘\x%et hﬁhé kPR n@ﬁ&kﬁﬁtwﬂﬁhﬁﬁkacﬁﬁ&}ded#rﬁelﬁqbﬁeket then

enbodi ment s, Eelnltlallzatlon packet w be a SYN
somp autbetimednts oﬁﬂae prekiden ¢heclgtheinacket 40 fotarmige jhisias: |

i R AP A5 R8T R

therd@nrol REIrHSIRSHIBCISY WavaiBfdd firarxt packetur ce port, a
desti nation address, a destjination port, p

t y fo somagmiodinaats, ithepackepisen @Pkl}oé‘(lﬁﬁg?@epbp%ﬂi% khepgrheck is
maqt 3 ﬁ‘é‘%}ém]tngrlf gk @%ﬁﬂ&ﬁ%ﬁ‘fe&@?ﬁ&@%ﬁnvg JHRE W D fesdndigck

see 1 S an 1nitialization
initidGatiowpacies B0tk PBOK & scﬁﬁé emkodifh@mts of thesiomention, the

acklp)cg@blggéenrgqql}t Sacﬂ%? g(ﬂ%s% I “ at Ig' ‘519 E@)V#g&ggg@ m%gac(;ﬁqt does
not C(gyrésbgllld A br%@lously issued 1n1t1ahzat10n packet, then control returns to block
402 to wait for the next packet.

However, in some embodiments of the invention, if the acknowledgement packet
does correspond with a previously issued initialization packet, then a check is made to
determine if the acknowledgement packet arrived after the corresponding initialization

acknowledgement packet (block 416). If it did arrive after the corresponding initialization
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acknow edgenent packet, sonme enbodi ments of the

i nvention record a source address, a source port, a
wale®iios2s: on address, a destination port, a paR&EUS2003/040595

type, and a tinme stanp for the packet. Control then

returns to block 402 to wait for the next packet to

ive. Otherwise, if th ket j
oI Se SHISE Bkl LGB ShekRPR el sgraapie o
this %Jg?,%&iﬁ@&%% fillfRopeR WRA s 1985t GiRElgka TebinPACkRnetifon.

ermne it 1t i's an acknow edgnent packet (bl ock
41Plpwetér, tke pkokeledgemaritpaghet aekies b e e semesppadivgt |

. ..then control returns t L oc . it .
RSt S b et ST b e v
attacgqmemg@ﬁg Qe caRAGKECP, 4 PeRible SYBICHoddsattatitbeintieated. This

etermne if the acknow edgenent packet arrived after
caseacpresentsgpuidiionywhereianiattpelier iaticapting ék &roof BYsiems taherely

In so enbodi. fent. f [ V. ' .
cout e DR bEALH p B BRI R bR pesponsep wiout
atterBSiON REgRIRMhe ARtieicldioaship odthepatketspond to a

previously issued initialization packet, then conthr cc)il

r elpddition ahacmointatyping sheyarethofl he sysiern gy sxarug the data

o G RPN s
havdbeMiceasddywitiasit @ dotrespohding aattrioovieduraieat padkbiefl@kcROY KIf the

counk exapela SPLERITENE CLBARSHBHE HGCTRIc P DB AA e system is
und@ A BAGETRAGRACKE! be Bbelted16) . If Tt did arrive

e corresp I'ng rnitralization 9 WO :
2004/ 062232 PCT/ US2003/ 040595 acknow edgenent packet,
then control returns to Ioak.402 to await the next
packet. In this case, a ionis fully open and

i s S‘%’t@{?s lab ¥ §leYh s lf@lgiekécﬁﬁg 8 deRANEELEdrPide altiiieME tracinl such an
t he“acknow edgenent packet arrives before a

attadkoback $p @ Rolirngjareidiiclased.i Thetanthodimenioof tha deteation pravids |

the system i.ndi cates ot ent.i deni f i
advittes R poBER e §of Repedhs SR i maEhy i Gosg
provid ORR 11 daftfant Scipste @8feblon JidchidagservRprattacial Fuithermore, the

Situation where an attacker is attenpting to spo&f
systems eedrmethiods suppodiaytoneasially traeing o dpeipl-@ffservice attack back to the

initialization reguest. :
souFy o b2 ot RS A RG9SO
kb%$ﬁcg&hgﬂaﬁégn@$e@ﬂuhdmaahets. In addition, at any point

uring the nmethod, the system may examine the data 10, .
col Al spec i SuRaiRGwS HAYE PED LT GRGR ipeg e it vill

of ho | nidt i gl ' Legted
be (Rprg ikl S o S A e REG Bt an Btd R, HERLT
calchBdd tolabhiehethe cama pumoseads ba sclmtititedifoathesperific embodiments
predeterm ned threshold, an indigcati.on that, f.he s

t
shows. Thitceplieatignrs Wfenged Kboaeram-AdRIONLY RoialShs Hie Arcsent

invention.

The terminology used in this application is meant to include all of these
environments. It is to be understood that the above description is intended to be
illustrative, and not restrictive. Many other embodiments will be apparent to those of skill
in the art upon reviewing the above description. Therefore, it is manifestly intended that

this invention be limited only by the following claims and equivalents thereof.

10
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15 Concl usion Systens and nethods for detecting a
deni al -of -service attack and tracing such an attack
whawk/061238 source are di sclosed. The enbodi meneGI/U820031€40595

i nvention provide advantages over previous systens.
For exanple, the systens and nethod discl osed provide
for the early and accurate detection of

We ¢laial - of - servi ce attacks. Furthernore, the 20 systens
and net hods support automatically tracing a
deni al -of -service attack back to the source, thereby

1. redunkthgd dor tedcimg mdeniatplisarvias dtiaclerthemethod comprisingan

result.in earljier . jdentifli. ' f SOLL C

B R SR gL bt bat REBRYESR R Roducs
operhble 4§ bohRdicAPY @asets hadwhgkein, it will be

appreci ated by those of ordinary skill in the art that,

anyecaivizg emenfirsivitack detection madwe phthedlurgliaeefiadigek defection

sane pur.pgse .jmay be. | i.fic
b R T A
COY&eivaily cafaPhetriogpacket iMfrmatibrofiemodnetdrengat f drtattack
i nvention. The term nology used in this application is
detepigernmodédes;ncl ude all of these environnents. It is to
be I d . § pii L Skt 88 Hon:
{0 SRR REhiiR i ArEREH T GREE) Rl B i nEREifons and
enestiing Miskvhdtinch danrbpssdoont the attadkosgnadire $&dhd or moretdfdhe
art u%on review ng th abo%ﬁ descri tion. Ther ef or e,
plurplityjog brrker mediley of theahualitytoh Rrokef foduichvent i on be
limted only by the follow ng clains and equi val ents
t hereof. 10 WD 2004/ 062232 PCT/ US2003/ 040595 W
2. cl dathemethodofdinot, Wimereih tlecdentpl-@f-denvical attofk s@npriisse a SYN
attack, the nethod conprising: providing a plurality
floodpttagld ack detection nodul es and a plurality of broker
nodul es 5 operable to comruni cably couple to a
network; receiving froma first attack detection .
3. nodibeenathod bclpinut avhiargin die deniadoif-servicscttiagh comprdies eing flood
n indication that a denial -of-service attack nay be
attaaﬁ progress; receiving cached network packet
information fromone or nore of the attack detection
modul es; 10 determ ning an attack signature fromthe |
4. cadednetbodvof Haipatiweherginfreneciiang amindigasion ghahaidariabefsgeice

i.nstance data based on the attack signature to one or
attacf,may f“%W@g“ﬁfﬁ?ﬁpffvnégg%roker modul es of the
pl yedivihy aPhurbligkrinitmebaties packets Trem agplirakity@f netveorkisdyrees on
wherein the denial -of-service attack conprises a SYN
the network;
caching information regarding the initialization packets;
determining from the cached information a count of the plurality of initialization
packets that have not been acknowledged; and

if the count exceeds a threshold then indicating a potential denial-of-service attack.

5. The method of claim 1, further comprising receiving status information regarding

the denial-of-service attack from one or more of the plurality of broker modules.

6. A method for tracing a denial-of-service attack, the method comprising:

11
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flood attack. 15 3. The nethod of claim1, wherein the
deni al -of -service attack conprises a ping fl ood
w@raoank2232. The nethod of claim 1, wherein recECTUSHORHMOFIS
indication that a denial of service attack may be in
progress further conprises: receiving a plurality of

sobreaing 3 pramiBi sedo i on stled ahi sl Brdier modutes
Comqu\gl%gjmgmg th Bigblv@rikzat i on packets; determining from
! . .

ne cached information a count of the plurality of
i nirededsling atdckninstarae idetasrarn at lepgi wae abtheplEality of broker modules;

know. edged., dif th i d
e it e goaropb et R RBFAREE S S ficheex
deteRorPmodilgs;met hod of claim 1, further conprising
recei ving status information regarding 't

he

derdetermipfing enaorguorgtatiaciksignaswrion Femghe firhed srtvask packet

infogjguroal,ity of broker nodules. 6. A nethod for tracing a
#i%r - of - ser vi ce attack, the nmethod conprising: 11

V‘Do%Qx?éifiﬁ)@Qtzlgé?st REIh4I53010 3 A5 ASGanderdatai tdithgome or more attack
_ plurality of attack detection nodules and a plurality
signgfures; @kkr nodul es conmuni cably coupled to a networKk;

recej\i : ' ; f

t ndf B eORp RIS BT BAERIEE e R TG FREK R data and the
one RE Wbt KtfehGligphturesl dremanitiotmg attack omentermeasures.of t he

attack 5 detection nodul es; determ ning one or nore

attack signatures fromthe cached network packet

7. | nfALTRLGOor ARPE! fuRfle®onl BRR: Bnimisehinglatthfiestas ack

instance data to the one or nore attack signatures;
infoamdtidrOtoi aft 1dakteoredmplsaringwiule: esul ts in a match of the
subset of the attack instance data and the one or
nore attack signatures, then initiating attack
8. COURGHLERES BE 8fim 6, wﬂgi‘@inqﬁf&iﬁﬂﬁ%(&facﬁ lcainite@neabinet Rtudes filtering
conpri sing comruni cating attack status information to
packdts fremst scone dfitk denighedftsewicegattathe net hod of cl ai m 6,
wherein initiating attack counterneasures includes
filtering 15 packets froma source of the

9. denh alerifd e aMESA ddfd-of Serviveriblghd @ethdeiconipiisigga
deni al - of -service attack, the nethod conpri sing:

receiving a plurality of initialization packets from a plurality of n%’twork sources on

a network, said network having a protocol;

caching information regarding the initialization packets;

determining from the cached information a count of the plurality of initialization
packets that have not been acknowledged; and

if the count exceeds a threshold then indicating a potential denial-of-service attack.

10.  The method of claim 9, further comprising:

sending an initialization acknowledgement packet in response to the initialization
packet;

caching information regarding the initialization acknowledgement packet, said
information including an initialization acknowledgement packet time;

receiving an acknowledgement packet from one of the plurality of network

sources, said packet having an acknowledgement arrival time;
12
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receiving a plurality of initialization packets froma
plurality of network sources on a network, said
woedtmoeR3havi ng a protocol ; caching i nformati oPCT/US2003/040595
regarding the initialization packets; 20 determ ning
fromthe cached information a count of the plurality

of |n|t|aI|zat on acke s t hat hav 0
o ERBRPU R Aol pFERa: A as Sa g B o PR o
ackﬁde_l% ?édk@tgmﬁe %Hentl al deni al -of -service attack.
hod of claim9, further conprising: sending

an if the atlaldwledgenrentarkinahiirael tscheiore tl&ﬁd@l&@b%@ﬂ%ﬂ%‘ﬁ@égemem
t t f
packedghrapbnpiatag s bp @i RO s e et packet -

said information including an initialization
acknow edgenent packet tine; receiving an

acknOV\A edgerrent packet fromone of the plurality of

R B S SrIg StdBRlaB sy P neowork

rotB&Sﬁ/ US2003/ 040595 conparing the acknow edgenment
arrival time with the initialization acknow edgenent
packet tine; and if the acknow edgemant arrival tine

12. ' S ﬁ%ﬂﬁ&ﬁo& &eclalg:ﬁ i aldfah &ma&mgsgﬁl g risePATLRIP

en 1ndicatirig a potentia -of -service
neﬁﬁdﬂc@ﬁ?éﬁtoc& ahd whtten thetihiidlizdtionlpacket temprisesrac YiN pheket, the

. hetwork protocol conprises an |IP rotocol 12
initiplieatioa R gerenhpacet %%Rf@?ﬁatsﬁi\f/% P’&‘f 8ol

It col and V\herel n the
ac}aﬁ(ﬁﬁtgla% |zaf3 ?%%Fédgg%rlégg?c{)\%p%gée%g SYN packet, the 10

initialization acknow edgenent packet conprises a
SY ACK gacke and the. acknow edgement packet
13. conpFPER teﬂﬁe‘iﬂ@kteﬁh%n SNg3. A conputerized system

%hﬁa‘hﬁg@f Atabl Hét@étidrﬁ’m@cﬂul@st dorskutled¢ Ebileddd e ork and

ni cably coupled to a network and operable to: 15
opem)dmle network data, and detect a denial -of-service

attack; and at |east one broker nodul e communi cably
coupl ed ‘iaBﬁl?ﬂeéwﬂ]gi%?‘ §nd oper abl e to:

detect a denial-of-service attack; and
at least one broker module communicably coupled to the network and operable to:
receive an indication of the denial-of-service attack,
retrieve the cached network data from one or more of the plurality of attack
detection modules, and

analyze the cached network data for an attack signature.

14.  The computerized system of claim 13, wherein the attack detection module is
integrated with a network device selected from the group consisting of a switch, a router, a

bridge, a server computer, and a personal computer.

15.  The computerized system of claim 13, wherein the at least one broker module is
further operable to:

receive attack instance data from at least one of the plurality of broker modules;

13
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receive an indication of the denial-of-service attack,
retrieve the cached network data from one or nore of

wo b@4pb2snl ity of attack 20 detection nodul esPCHO003/040595
anal yze the cached network data for an attack
signature. 14. The conput eri zed system of claim 13,

o CHES Ay SESBE BRI i R

det&jﬁaﬁlnﬁdu[tg of a switch, a router, a bri dge a server
ute and a ersonal conputer 25 15. The
%ﬁer@nnezw @y@,@r@mtmk wengtyres Bomghe P@ihﬁdﬂlﬁ‘@’%k PRekgt t
. .Oker nmodule is further operable to: receive
mfo%?’?itlg i nstance data fromat |east one of the
pl usomhpatey/atdbadhb Qlleset otle btk instdhA@aRO04NO6R2Fdnore attack
PCT/ US2003/ 040595 receive cached network packet
signagres: #8€i on from one or nore of the attack detection
mo Ay} t%;%f(%[)ﬁﬂt E?ff tﬁ@)& f‘s&ﬂ‘esﬁft%ﬁai hich oﬂlf%@ubset of
t he ca net vvo pac rmation conpar e at
the hﬁa:ktmstametthﬁamtfthe bee attrhamelatmdss;lgm:tereslat a to the one
or nore attack signatures; and initiate attack
counterneasures if the conparison results in a match
16. Of ARG cBHRSREJBle mte&iﬁnﬂakfﬁl‘“glinédﬂﬁ{eaﬁ"é@utgﬂfe %%@tl&ﬂi% BEform a
nore attack signatures. machi ne- r eadabl
melimdi farmrdeang m@emﬂejﬂsnmcemck altm meihndtconnpnsmgs t o

erfor th r. tracin nj al - of - segvi

B ek AP e ot s Apier P Bt S PG PG modules
ope@ibl@f&c%%n@rﬁ&ﬁﬁ toupleRn@RoAnd a plurality of broker

modul es  operabl e to conmmuni cabli/ couple to a network;

r ecugisiving ffan mfistiaktack dedectian knatislecefitho plunality b8 attdckdetsction

uralit a cti.on dul es .an i ndi cati on
mofije & mgieafin B} FEpIR G R IR AT ass: 15
r ecRbdiling caadaadtwiek Watlket REFsHRition o BBé bf)ﬁhof‘ef SthOfeack

or nore of the attack detection nodul es; determ ning

deteptionmagelessi gnat ure from the cached network packet

' nf(? [ IR fil ?15 P[gck ﬁ?rﬁ ?ro?t{ ﬁx@%lécﬂeﬁsf{e%& p?ﬁ&e? 113888 fion; and

one “or
pl ufreaﬂing)att@ék iﬁl%@h@f danbsk@sn die attiaek @ﬂgtlditai‘el toyonefor biopkef the
mpdul es. 20 17. The machi ne-readabl e nmedi um of claim

plurpgity MP@W@&@. afithrgplarplibhef raksrapodules: a

17.  The machine-readable medium of claim 16, wherein receiving an indication that a
denial of service attack may be in progress further comprises:

receiving a plurality of initialization packets from a plurality of network sources on
the network;

caching information regarding the initialization packets;

determining from the cached information a count of the plurality of initialization
packets that have not been acknowledged; and

if the count exceeds a threshold then indicating a potential denial-of-service attack.

18. The machine-readable medium of claim 16, wherein the denial-of-service attack

comprises a SYN flood attack.
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deni al of service attack may be in progress further

conprises: receiving a plurality of initialization
wpaokeez3froma plurality of network sources oPCT/URI®03/040595

networ k; caching information regarding the

initialization packets; 25 determ ning fromthe cached
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19, 2o bt Dogiifle AP meRlych BEcRIn 15, ickeilind Bt Rt Mtack
comyriset a pkpdbube atatir eshol d then indicating a potenti al
deni al -of -service attack. 18. The nmachi ne-readabl e
medi um of claim 16, wherein the denial-of-service
20.21 LRk A GRADEESS e Tedllth bt 026 26 !8fiKer chthp¥Bing receiving status
2004/ 062232 PCT/ US2003/ 040595 19. The
inforenahibm esgashuthieelemativfiseruice eftaiknfrad onehemeiraof the plurality of
eni al -of -service attack conprises a ping flood
brofgredrles o The machi ne-readabl e nedi um of clai m 16,
further conprising receiving status informtion
regardi ng the denial -of -service attack from one or
21.nor & nedchingerepdableamedipmdfaving mhaddiasr exeoetable snstetions to perform a

i ne-r eadabl. di um havi machi.ne execut abl e

meffRE R G aahut oo P At 26 BREPY RO PSR, "

denprak rdfg SEIHIEE o PAttaRR etebiiéh MBENOHarEOMPlut3#M Of broker modules

providing a plurality of attack detection nodul es and
commppiogtdy ceyplest tomy wkwePrkipdul es  conmmuni cably coupl ed to

-a n X LVhn t ack ] nst e ta f at .

oS 8lE ol EERH AP Bl Bets] SRR SRy b 6B moduies;

I ecietofiing cacldadtwiek Watket pEfok@dtion!theah 6Aé bomofd GMhe Btack

or. nore of the attack detection nodul es; deternining
detestiengpodese attack signatures fromthe cached networKk

pac L an. ] I f

et Gttt BREPLAOR oflR SRR Worfing BTk AcpUTIRbA
infegtied;ur es; and if the conparison results in a match

of the s_ubsete of tge a%t ack instance data and the one

or SRBRRATIAEARICRS!S YRR! OF B AtplehsiaRee dakt [ ahe qefnore attack
: . asures. 22. The nmachi ne-readabl e nmedi um of
Slglgﬂ%%h%%? further conprising communicating 20 attack

st aif tis donfparis@t results in aahatkle afthe snlssebobditke nttackdinktence2Bita and the

oo iSRS IS Lendablye, et um of, 2L m 2L, e ei

22.  The machine-readable medium of claim 21, further comprising communicating

attack status information to at least one broker module.

23.  The machine-readable medium of claim 21, wherein initiating attack

countermeasures includes filtering packets from a source of the denial-of-service attack.

24. A machine-readable medium having machine executable instructions to perform a
method for detecting a denial-of-service attack, the method comprising:

receiving a plurality of initialization packets from a plurality of network sources on
a network, said network having a protocol;

caching information regarding the initialization packets;
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source of the denial-of-service attack. 24. A
wore@hioe3r eadabl e nedi um havi ng machi ne execut B@I/ES2003/040595

instructions to performa nethod for detecting a

deni al - of -service attack, the nethod conprising: 25

receiving a plurality.of.initiallzati ckets . tr. .

o (g ARt ipritar (R o e PR B by ifMAion
packeété WA Kaveaio BeerdacRhGHRAGY; ai@Chi ng i nformati on

regarding the initialization packets; 15 VWO _

2001 thegRRsexpests 33RGaE) 0 fopdndicatees patentiag deniddneitggavice attack.

cached information a count of the plurality of

initialization packets that have not been

25. ackrwhadhaiedieaddtde ediuftoftaaint 24 fegiedsomptibings hol d
then indicating a potential denial-of-service attack.

5 25 serriag oa dHiiplizatien aderow ledeament Ricked inresponse tp (he Rifalization
Eeqn‘pri sing: 5 sending an initialization
acknow edgenent packet in response to the
i Nidacking Zfoirationpagdtding thamiitiatigation aknewledpemnead packetgaid
. the.initjalization_ackno edg]igggnt packet, said
informptemmelusing %PGH’#I@IWCLW?W GeR paget time;
oS SR RS ool AR SRy fetyon
10  sourvet,waidpacké haoinpgaescksavlddgeackesrrivalbtime an

acknowl edgenment arrival tine; . conparing.the. ..

2 IOTBAG SRt e Bepent R A T HL DR E PSR | on
ackAGKRAWAASARNL RRCKRL i and if the

acknow edgenent arrival time is before the

i niif itel dcknowledgeandnt ewivatimaenbefoysabk etitialization skmowledgement

jndicatin otenti al. ni al .of -seryice attack. 15
packel i berthfihBe F dalete ERMROt AR, 24, “wher ein

the network protocol conprises an | P network

protocol. 27. The machi ne-readabl e medi um of cl ai m 24,
15 26.wheFhs machties-reedatde megivat olcdtim b npereie sheanehgpki protocol

net wor k..pr ot ocol and wherein the initialization packet
Con?:p&r?fﬁ’?rygs)ne O]%\Iﬁog)gg‘ket, the initialization

acknow edgenent packet conprises a SYN ACK packet, 20

and the acknow edgenent packet conprises an ACK
27. packaa machjge-readable medium of claim 24, wherein the network protocol

pac

comprises a TCP/IP network protocol and wherein the initialization packet comprises a
SYN packet, the initialization acknowledgement packet comprises a SYN/ACK packet,
20  and the acknowledgement packet comprises an ACK packet.
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