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EXTERNAL BOOT DEVICE, EXTERNAL BOOT PROGRAM, EXTERNAL BOOT
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Technical Field

[0001] The present invention relates to a boot
technique of using an external boot device that is
mounted on an information processing apparatus including a

CPU and boots up the information processing apparatus.

Background Art

[0002] Recently, a variety of computer viruses and the
like have entered infofmation processing apparatuses
including servers and terminals (such as personal
computers) connected to a network such as the Internet, and
have hidden there. As a result, data in the information
processing apparatus have suffered from various damages
including thefts, intercepts, tampering, leaks, and attacks.
In response to such computer virus damages, steps are taken
to prevent viruses from entering as much as possible. The
steps include developing and improving software to detect
and nullify viruses, and imposing line constraints (address
constraints). However, completely preventing viruses from
entering the information processing apparatus seems
difficult in view of a time lag from a detection of a new
type of virus to a development of software to nullify the

virus. It is also likely that the information processing



| i ke have entered information processing apparatuses including servers and
termnals (such as personal conputers) connected to a network such as the

I nternet, and have hidden there. As a result, data in the information
processi ng apparatus have suffered from various damages including thefts,

i ntercepts, tanpering, |eaks, and attacks. In response to such conputer

vi rus danmges, steps are taken to prevent viruses fromentering as nmuch as
possi bl e. Hmpasteps iircliudecdedelvaphng ahdubsnpuovigga sefswane peordet ect and
nul lify viruses, and inposing line constraints (address constraints).
However, complseceleytpitevenviengowi r asdsafirgntenveringsteée ¢nor mati on
processi ng apparatus seens difficult in viewof a tinme lag froma detection
of a new t e6ft ier 48 riioJataeverapreat PeF18of thar€S® odaet T¢dy the virus.

It is also likely that the informati on processing 2 apparatus is infected
with a viru®odari ng a Searhuplperratdusabtedqasntibos poneds ofOparkt &m
anti-virus step even effective during the startup period is al so desired.

[ 0003] Pat enty slitietrer attareéup desbpilbescandOsn (@pkradi dhsk System) startup

met hod stored on a hard disk in an information processing apparatus. Mre
in detail, wdenmvatswnt phoeasetnoherpatrernat i dfPys deeskitig lappdreat us i s
detected, BIOS (Basic Input/Qutput System stored on a flash nenory starts
up, searché¥ife ‘Qﬂbééttgévﬂ@éoFﬁéFl@@nﬁFﬁ@e%%b@%b¢@Pa%%%¥$sl®p a boot OS
stored on a USB (Universal Serial Bus) nmenory, and first causes display
means to dPSPR&YeE s phsSior B2PhBuNBRF L8RP RextYS EFR) | HF OF FratPdrf pr ocessi ng
apparatus recejives a 9assmord i nput on the password | nput, screen by input
means. Upori PERel"MRGYt RE2paSsiBr dSeEhe Fhf b frat i '0n° br 6t ekst ng Appar at us
links the input password.to ipformation unigue.to the USB y, converts
[ nked | npaCTAESABPE P HES: ahaChevap ue, PERE Thent GhTarat et Bt ook
password of, .a. isk to.b p. in i essi ng
appar at us égﬁép%%%%g ?ﬁgﬁg%hgu%é?%éﬁggi’t%ﬁéeﬁgf%ﬁt%éﬁ%%gkégkéia security
set, the '%%g‘ak%ﬁaiﬁ%@ggs?ﬁgﬁ@@?&aﬂfﬁuy%é’%&?h%e@&f,d tiesk with the

unl ock passwor ft for I on processing
information processing apparatus receives a password input
on the password input screen by input means. Upon receiving
the password, the information processing apparatus links
the input password to information unique to the USB memory,
converts linked input password into a hash value, and then
generates a unlock password of a hard disk to be started up.
If the information processing apparatus determines that the
hard disk to be started up has been security set, the
information processing apparatus unlocks the hard disk with
the unlock password. If the information processing
apparatus determines that the hard disk to be started up
has not been security set, the information processing
apparatus sets security of the hard disk, starts up MBR
(Master Boot Record) of the hard disk in an unlocked state,

and starts up a boot loader of the 0S. The method of



apparatus determ nes that the hard disk to be started up has not been
security set, the information processing apparatus sets security of the
hard di sk, starts up MBR (Master Boot Rgcord) of the hard disk in an

unl ocked state, and starts up a boot |oader of the OS. The nethod of 3
starting up the OS of Patent Literature 1 has been di scussed. Security
authentication at the OS startup can thus be perforned. Patent Literature 1

al so descrgg%§Fﬁn§L&§ﬁFﬁge8 g%a%ggeggrEigé§§t&p§t%g%%sB%%Cerforned w th

the hard di ocke e using a virus c ion stored on

the USB menmpry.,0004] £atenf, iéf{k?éxﬂ{i%%i%%%ré hes. 2R %?%%%%go%anmt hod of
n detairl, t

a startup program More i e execution nethod includes a

pre-startuppLoeess-$EePmekn tHS de-Stal R A Geess SRR Apkentative
startup sector storing any optional program such as of security is read

prior to aystastupesgChertnt RaslOoNage ARG um SHQL i NG thenst aftup frogram
in response to a first read request froma personal conputer to a hard

di sk, and thedoptik@nah PROGhaBtksdexestl edsihy tervihe execut iamdafidhe
optional program such as of security is perforned, the originally intended
startup pregbasdi snpertovprdnandryhe OS starts up. In this way, the

optional program such as of security can be executed prior to the startup
of the OS wobhoeut the heednt oLhodirdyutde2 BE S ofbdhearpersondli@onput er and
a startup sector (LBAO of the storage nmedium Citation List Patent
Li t er at ur emp0D0O8] of Pat ehartup epataran 1] Vapanese ddtexadni neée¢ Pakention
method includes a pre-startup process step. In the pre-
startup process step, a tentative startup sector storing
any optional program such as of security is read prior to a
startup sector of a storage medium storing the startup
program, ‘in response to a first read request from a
personal computer to a hard disk, and the optional program
is executed. After the execution of the optional program
such as of security is performed, the originally intended
startup program is performed and the 0OS starts up. In this
way, the optional program such as of security can be
executed prior to the startup of the 0OS without the need to

modify the BOIS of the personal computer and a startup

gsector (LBAQO) of the storage medium.

Citation List

Patent Literature

[0005]

[Patent Literature 1] Japanese Unexamined Patent

Application Publication No. 2007-66123



4 [Patent Literature 2] Japanese Unexam ned Patent Application Publication
No. 2006-236193 Sunmary of Invention Technical Problem[0006] The techni que
described in Patent Literature 1 is a personal authentication technique
that links the password to the unique information of the USB nenory to
generate the hash value as the unlock information out of fear that the
password coul d be thieved in the course of entering the password on the

passwor d i nput, Ser gen. Patent JLitenature.1 also.descli bes.the virus check

of the har t hat can de using the virus c unction stored on
t he USB ne icg%goga@hglgga b ye ggy speELbLbE 1 description of the virus

check. [000 the ot her han according to Patent Literature 2, if the
opti onal progran1|n the tentative startup sector on the hard disk is a
virus check program_ an unauthorized program having the form of Rootkit,

for exanpl eurganybefstareediap before the optional programis executed, and
can hide itself % auth |zed program fromthe optional program The

t echni que deseritke Pﬁo ?@nt Literature 2 is thus subject to a limtation

in the rell%%b ty of Be ¥|rHs checgesPatent Lit rat ur 2 descrlb no
%e?ore

specific nétho at all moni tor a Virus Star up TEVER QT it is

assumed that, 3 ¥iLusnihdugnbrembelon e:Lhe, pover on: cambe detected, no
virus check is pertorned after re-start (OS startup), and t
password to the unique information of the USB memory to
generate the hash wvalue as the unlock information out of
fear that the password could be thieved in the course of
entering the password on the password input screen. Patent
Literature 1 also describes the virus check of the hard
disk that can be made using the virus check function stored

on the USB memory, but fails to give any specific

description of the virus check.

[0007] On the other hand, according to Patent
Literature 2, if the optional program in the tentative
startup sector on the hard disk is a virus check program,
an unauthorized program having the form of Rootkit, for
example, can be started up before the optional program is
executed, and can hide itself (unauthorized program) from
the optional program. The technique described in Patent
Literature 2 is thus subject to a limitation in the
reliability of the virus check. Patent Literature 2
describes no specific method at all to monitor a virus
before 0S startup. FEven if it is assumed that a virus
hiding from before the power-on can be detected, no virus

check is performed after re-start (0S startup), and the



5 conputer remains vulnerable to an virus entering at the restart. Patent
Literature 1 and 2 provides typical nethods that are to be perfornmed on the
personal conputer side. The techniques described in Patent Literature 1 and
2 are thus subject to a limtation in achieving high reliability fromthis
poi nt of view [O0008]A so-called USB nenory boot nethod such as the

startup nethod described in Patent Literature 1 is known these days. The

USB memory haek L berlah 2 LeabplAve Lo ahi o Bl OB saeald s @, LIS memory

wi t h hi gher iority 1T atermnal 1S powered on wt menory

connect ed o thect ef i aale 08 SLAr ed oy the LB IRy 1000t Sicifocand

termnal in a working place, for exanple, can thus be used under

originallythntendediUSBE" 5o PWIrREI€HNT £OOMBDEs ol N aNathere KNOWE application
of the USB nenory boot nethod, an anti-virus programis stored and then

started uptwchRihigbeheBEEOPELYiSOPEhaLt A, M &ttt diNGaddy 4 he-d erHial is
nul lified. However, there is no nention about the presence or absence a

virus infeetbgscwi tb theilSBoee®r yniisel évianchidie presence wof mbsence of
a virus intrusion in a period fromthe end of a virus nullification process
to the stathup pbitheoOSvig@009]1t is an object of the present invention to
provi de an external boot technique that controls activities of malware such
as a computiépOgirus. [D040t¢aliesdal$® reemoby estotofmdtieoresentad mrent i on

to provide a technique that restarts an informati on processi ng appar at us
not via Bl €arfup hauhedreétatedoed 1% Patent Literature 1 is known

these days. The USB memory boot method is a technique in
which BIOS specifies a USB memory with higher priority if a
terminal is powered on with the USB memory connected to the
terminal, an OS stored on the USB memory boots up, and a
terminal in a working place, for example, can thus be used
under an originally intended user's own PC environment. In
another known application of the USB memory boot method, an
anti-virus program 1s stored and then started up with
higher priority so that a virus hiding in the terminal 1is
nullified. However, there is no mention about the presence
or absence a virus infection with the USB memory itself,
and the presence or absence of a virus intrusion in a
period from the end of a virus nullification process to the

startup of the OS.

[0009] It is an object of the present invention to
provide an external boot technigque that controls activities
of malware such as a computer virus.

[0010] It is also an object of the present invention
to provide a technique that restarts an information

processing apparatus not via BIOS if a fault related to



mal ware is detected during a startup period. Solution to Problem[0011] An
external boot device of the present invention is an external boot device
nmount ed on an information processing apgaratus including a CPU to boot up
the information processing apparatus. The external boot device includes
storage neans that stores MBR, the MBR being set to start up with higher
priority by BIOS of the informati on processi ng apparatus and reading a

| oader to mepwhhe licaderctoed stiatthypanetwryupegeonodf the information
processi ng apparatus, the MBR storing a programthat position-aligns a
stack region in a predeterm ned stack relationship with an interrupt vector
table set in the startup nmenory region of the information processing

appar at us, S&rdtdicst FPb&EPEASHEr ocessi ng neans that, prior to a startup of

the MBR, s s the |oader into | oader segnments of a predeterm ned
nunber , anﬁ%ggﬁgrates ﬁﬁpﬁ?ﬁ@rpﬁioPﬂﬁFiSﬁV? ea%%o?@%d%%£%ﬁ@% whi ch t he

| oader segnents,are l.oaded to the, star up_henmpry regi n. [0012] A network
. Jdnvention 135 ap external ;. boo e¥1ce ounl %ﬁ) Ol’tl an
comuni cation system of the present  “invention 1ncludes the external boot

devi ce, a”qn%oﬁhﬁ%ﬁbht%rBEeEF?ng%BﬁgPékgg.Pﬁ@f@&?ﬁ@ga@ﬁg?ﬁg%q§§§tQRQ”eCted

to a netmork via the externa _deV|ce in a nmnner t | ows
communi cat icpe betrweeAttBE HRHEENBL LN PHOLLSSE NG TERPaLAlUsSes it he

network. [0013] An external boot program of the present invention is an

ext ernal boetiprognamudtsantexteenatabpoothaly stores MBR, the MBR
being set to start up with higher priority by BIOS of the
information processing apparatus and reading a loader to
map the loader to a startup memory region of the
information processing apparatus, the MBR storing a program
that position-aligns a stack region in a predetermined
stack relationship with an interrupt vector table set in
the startup memory region of the information processing
apparatus, and distribution processing means that, prior to
a startup of the MBR, segments the loader into loader
segments of a predetermined number, and generates mapping
information in accordance with which the loader segments
are loaded to the startup memory region.
[0012] A network communication system of the present
invention includes the external boot device, and a
plurality of the information processing apparatuses
connected to a network via the external boot device in a
manner that allows communication between the information
processing apparatuses and the network.
[0013] An external boot program of the present

invention is an external boot program of an external boot



devi ce including a computer and nounted on an information processing
apparatus including a CPU to boot up the information processing apparatus.
The external boot program causes the computer operate as storage neans that
stores MBR, the MBR being set to start up with higher priority by BIOS of
the information processing apparatus, reading a | oader, and mapping the

| oader to a startup nenory region of the information processing appar at us,

t he MBR st devngeaiprogdanyt hatopostét omadl mgnst @l strackn riegicofind i an
predeterm ned stack relationship with an interrupt vector table set in the
startup nemvpgepegihonappatheusnforhedion prodesst dgpappar athes, and

di stribution processing neans that, prior to a startup of the MBR segnents
t he | oader 1NAPENPBAERr PEegREAERI 0f PR Pt lddet erlicned LRiRBer PoaRdPgersrat es
mappi ng i nformation in accordance with which the | oader segnents are | oaded

to the staftUpSrehBFyCrBgrbRT PRPAAT A Xt et i BEG  Setidd Bf°4Se present

i nvention | an,_gext al boot method of an _external. hoot devic unt ed on
o o bR A R B e P L D R S B P8 s Y

| nf or mat i 0p;BLoGeSehAT;in ADPRL ALUS. o The. sxties nal, hoal, srethody el udes

storing MBR on storage neans, _ eing set to start up wi't h hi gher
priority byoBhEB, ofinéiheappieg matd onoOEesSi NG @pRaAAtMsio feadiqiga | oader,

and mapping the | oader to a startup nenory region of the information
pr ocessi ngoappas ai use rivdrei MBR> hawe e1gi g prggramuhattipoMHER ereaaliingns a st ack
region in a predetermned stack relationship with an interrupt vector table
set in thepseartupthehopystieghombignther i fifariatdwoiren 8 preocessi ng
apparatus, and grior to a startup of the MBR, segnenting, with distribution
processi ngPhBARSS I heed orltRF X | Fit 02 T oIt B éyifehta of te Prede tv&GHoed
nunber, and neratin ping information in acco nce with which the
oader seqnBRES are 1odddt 107t HE EAITUp ThSFy tediion. TGOS ASCbr di ng to
the present invention gkﬁgmagég(gmgg'. rocessi ratys, such as a
personal c ﬁ_pu%(er ’jf(gcﬁpg\%% power e on w]{%tﬁeo ej@t erér%%gtm evice such
as a USB (thiversaloserd al Bus)c s v imuied dhefean @ LChYL the Tike
starts up (boots up) the information processing apparatus so that the
|nfornatlODn@@OD@§§ébeéﬁméﬁiﬁlﬁfIéSgﬂgﬁéﬂdﬂMined number, and

generates mapping information in accordance with which the

loader segments are loaded to the startup memory region.

[0014] An external boot method of the present

invention is an external boot method of an external boot

device mounted on an information processing apparatus

including a CPU to boot up the information processing

apparatus. The external boot method includes storing MBR on

storage means, the MBR being set to start up with higher

priority by BIOS of the information processing apparatus,

reading a loader, and mapping the loader to a startup

memory region of the information processing apparatus, the

MBR having a program that position-aligns a stack region in

a predetermined stack relationship with an interrupt vector

table set in the startup memory region of the information



[ 0016] The external boot device includes the storage neans, and the storage
nmeans stores MBR (Master Boot Record) so that the information processing
apparatus starts up with higher priority by BIOS of the information
processi ng apparatus. The MBRis a programto read the | oader. The MBR has
t he program that position-aligns the stack region in the predeterm ned
stack relationship with the interrupt vector table set beforehand in the
startup nemeoyckedngnapbatheusnf andabkoor ptocesst ngt@ppaf attus.Mix,ji or to the
startup of the MBR, the distribution processing neans segnents the | oader
into the | cadeenseguentvs tof di herpbedeter pi deds numdpercaand generatdsr t he
mappi ng information in accordance with which the | oader segnents are | oaded
to the starflip Aepdey peginents[ 0017] Thedebadetnes@gheEm e’ ar&'d her ef ore

| oaded to the 9 startup nmenory region while being appropriately mapped to
the start uﬁeﬁﬁﬁéwnﬂeﬁﬁgﬁ. n@nlflﬁ%“g%é?n hh%&c??r%%%r@t%mgg %TPG%/i rus,
hides in tﬁ%agggssgi% %%snOtgdltgétdatVi{Hg ggd LS %é%é&~h%&9 d“§k (HOD)).,
the virus tuarns‘on 4 Frap ?Fag ? ? w ¥ hi'n® an bie reglé{er,g¥%eTeby
setting the execution procedure of the programto be in a single-step node.
The virus ttREA%3ets cofifEAFSiB? FRTLNE PBASFHE ek? (PRt Vet o qrabie at a

hi di ng pl ace of the virus body and then waits on standby. Then, the CPU
causes t he BEPSE618RaPFOGRSS DAt FBPAT ST HandBL bVt T PTHEP'MBR, and t he

| oader segnents stakkgﬁo be | oaded. The virus captures cagntrol of. the CPU

|
from the MBRUBHGGFa ’alai98%65%?n?noYlT?n€b?rl%?ﬁf%ﬁ%1 ¥stEp Hode. The

virus in ”s"u%}qY"%% MRy, Rer form.a var ety of B%%%‘“En%%%!rﬁ/e%oa%tt'e‘é' @S eon,
including replicating the virus itself, data tanpering, data destructi’on,

and data | gaksy gPetﬁgaflfkéegjcQPtéséﬁf%ﬁ?%ﬁggf)t he,d ”j?r?cfﬂrpétj;’o"r?t or tabl e,

and the TF'is set to be on to recor 1 y preceding information on
the stack egi00sihf LPpscieys &§ the viKdls;beoonss; operaldae,; if or mation

on the stack region’is I medi ately updated in an update nanner such that
the contentpghi-hbesi Dheppupirvestor table is updated. The updating of the
information on the stack region, i.e., the rewmiting of the content of the

interrupt yeoter tablerrnendyes i dibmgopl@eei dnfardmidean ofe thenddaus, and
the activities of the virus is fully controlled. In this way, the external
booti ng comtrnks &he operatoongeimédes vitatses MER (Master Boot

Record) so that the information processing apparatus starts

up with higher priority by BIOS of the information

processing apparatus. The MBR is a program to read the

loader. The MBR has the program that position-aligns the

stack region in the predetermined stack relationship with

the interrupt vector table set beforehand in the startup

memory region of the information processing apparatus.

Prior to the startup of the MBR, the distribution

processing means segments the loader into the loader

segments of the predetermined number, and generates the

mapping information in accordance with which the loader

segments are loaded to the startup memory region.

[0017] The lcader segments are therefore loaded to the



[ 0018] The external boot device of the present invention includes nonitoring
means that nonitors whether a fault occurs in a startup operation of the
MBR, and restart nmeans that, if the faulgt is detected, reads the MBR onto
the startup nenory region of the informati on processi ng appar at us.

[ 0019] The external boot program of the present invention causes the
conputer to operate as nonitoring neans that nonitors whether a fault

Fault 1S dot 6L Gh. MPRRRE Tra RBR LD (R SUALL U manery FBbIon oF the

| nf o ML 0RKRr Q£E2ELAGLARDRAL LS ok D0Zh] The exteinak oot (MeLhod 0l the

present I nvention I hc es nonitoring with nonitoring neans whether a

fault occupschnaa startup opefati on ofc theodBR - and feadi ng, W th restart
means, if the fault is detected, the MBR onto the startup nenory region of

the informati-gp pragessi g apparatassk [ 06923] Accatding-dp thhed meention, the
noni toring nmeans of the external boot device nonitors whether a fault

occurs in thepstanyuproperathon of theadBRgildter f aldrdis, dettected, the
restart neans in the external boot device reads (loads) the MBR onto the
startup nenbeyereguohoofptbecduforofittiion grogessimng derim nalsindlea hi di ng
virus operates during the startup operation of the BIOS, and causes a fault
in the stastap opéeat iTre ofitte VBR, stdie fcanltentsy oife Id&flectiedn Wt hout
restarting the BICS, the external boot

interrupt vector table at a hiding place of the virus body

and then waits on standby. Then, the CPU causes the BOIS to

start up, control is handed over to the MBR, and the loader

segments start to be loaded. The virus captures control of

the CPU from the MBR program at a given point of time in

the single step mode. The virus in this way may perform a

variety of unauthorized activities including replicating

the virus itself, data tampering, data destruction, and

data leaks. The stack region is stacked on the interrupt

vector table, and the TF is set to be on to record

immediately preceding information on the stack region. In

this way, if the virus becomes operative, information on

the stack region is immediately updated in an update manner

such that the content of the interrupt vector table is

updated. The updating of the information on the stack

region, i.e., the rewriting of the content of the interrupt

vector table removes hiding place information of the wvirus,

and the activities of the virus is fully controlled. 1In

this way, the external booting controls the operation of

the virus.



11 device reads the MBR, and rewites (resets) the startup nenory region
with the MBR The startup nenory region is thus cleared. If the malware is
detected in this way, the information pg@cessing apparatus restarts not via
the BIOCS. The restart the information processing apparatus renoves fromthe
startup nenory region the malware related to the Bl OS. Advant ageous Effects
of Invention [0022] According to the present invention, activities of

mal war e arqo%q@trolledTQ¥a%P?egé §r895%28§%}Céqgg%LﬁL333%%%§{ding to the

present invention, if a rel ated ware is d during the

startup, the inforLmati,en nrocessi ngrapRaratys s, ¢ estarted up,ngle via the
Dr 0024] HIG 1 ally

BIGS. Brief Description o r aw ngs 1 diagrammatic .
'||UStrate%a%l@eE@QﬁEsCQH“HnbEé&tQﬁ §¥é£§ﬁléﬁ hi ol amextarhnale boot, device

of an enbodi nent of the present invention is applied. FIG 2 is a block

di agram il kusteathng, anrexagpkgu®f is detected, reads the MBR onto
the startup memory region of the information processing
apparatus.
[0019] The external boot program of the present
invention causes the computer to operate as monitoring
means that monitors whether a fault occurs in a startup
operation of the MBR, and restart means that, if the fault
is detected, reads the MBR onto the startup memory region
of the information processing apparatus.
[0020] The external boot method of the present
invention includes monitoring with monitoring means whether
a fault occurs in a startup operation of the MBR, and
reading with restart means, if the fault is detected, the
MBR onto the startup memory region of the information
processing apparatus.
[0021] According to the invention, the monitoring
means of the external boot device monitors whether a fault
occurs in the startup operation of the MBR. If a fault is
detected, the restart means in the external boot device
reads (loads) the MBR onto the startup memory region of the
information processing terminal. If a hiding virus operates
during the startup operation of the BIOS, and causes a

fault in the startup operation of the MBR, the fault may be

detected. Without restarting the BIOS, the external boot



a hardware configuration of the external boot device of FIG 1.

FIG 3 is a block diagramillustrating functional blocks related to the
booting of a term nal and the external boot device. FIG 4 illustrates a
menory map of the termnal. FIG 5 illustrates a nethod of stacking a stack
12 region on an interrupt vector table. FIG 6 is a flowhart illustrating
a procedure of a startup process of BIOS executed by a CPU of the term nal.

G o boohcllouchact [LLuskpat i 09,2 proress plody el ptributi an. pyocess of a
cp

| oader execute
memory region with the MBR. The startup memory region is

thus cleared. If the malware is detected in this way, the
information processing apparatus restarts not via the BIOS.
The restart the information processing apparatus removes
from the startup memory region the malware related to the

BIOS.

Advantageous Effects of Invention

[0022] According to the present invention, activities
of malware are controlled by the external boot.

[0023] Also according to the present invention, if a
fault related to malware is detected during the startup,
the information processing apparatus is restarted up not

via the BIOS.

Brief Description of Drawings

[0024] FIG. 1 diagrammatically illustrates a network
communication system to which an external boot device of an
embodiment of the present invention is applied.

FIG. 2 is a block diagram illustrating an example of
a hardware configuration of the external boot device of FIG.
1.

FIG. 3 is a block diagram illustrating functional
blocks related to the booting of a terminal and the
external boot device.

FIG. 4 illustrates a memory map of the terminal.

FIG. 5 illustrates a method of stacking a stack



FIG 8 is a flowhart illustrating a procedure of an execution process of
MBR executed by the CPU of the termnal. FIG 9 is a flowhart
illustrating a procedure of a nonitoringyprocess executed by the CPU of the
USB nenory. FIG 10 is a flowhart illustrating a procedure of a
restart process executed by the CPU of the USB nenory. FIG 11 is
a flowhart illustrating a procedure of a restart process executed by the

CPU of t he reerimnnahn. abesertkeptrupn obcEabodimeats [0025]FIG 1
diagrammatically illustrates a network comruni cati on systemto which an

ext ernal boot devili¢e 6f ianaefbodirhent of luberpresent prnverdion o5 applied.
FIG 2 is a block diagramillustrating an exanple of a hardware

confi gur at iS¢ T6Pt REOCEREEr AAI BHBOt cdeviEedopy B GFU. o die Fremninadl ock
diagramillustrating functional blocks related to the booting of a term nal

and the external “BGot 'dé¥i el lRrER24 H 48t a BE A HEMo? e Tap of t he
termnal. [,0026].The.network co nication systemof FI G i ncl ud
Lerminal s DTSR AL RN e A SY R AR O Y 15BN G e
appar at us im@gllogg;i_ng, for exanple, a

FIG. 8 1is a flowchart illustrating a procedure of an

execution process of MBR executed by the CPU of the

terminal.

FIG. 9 is a flowchart illustrating a procedure of a
monitoring process executed by the CPU of the USB memory.

FIG. 10 is a flowchart illustrating a procedure of a
restart process executed by the CPU of the USB memory.

FIG. 11 is a flowchart illustrating a procedure of a

restart process executed by the CPU of the terminal.

Description of Embodiments

[0025] FIG. 1 diagrammatically illustrates a network
communication system to which an external boot device of an
embodiment of the present invention is applied. FIG. 2 is a
block diagram illustrating an example of a hardware
configuration of the external boot device of FIG. 1. FIG. 3
is a block diagram illustrating functional blocks related
to the booting of a terminal and the external boot device.
FIG. 4 illustrates a memory map of the terminal.

[0026] The network communication system of FIG. 1
includes terminals 1, each serving as an example of an

information processing apparatus including, for example, a



13 personal conputer, USB (Universal Serial Bus) nenory 2 connected to a
termnal 1 as an exanple of an external boot device, and a network 3 such
as the Internet. The termnal 1 is connected to the network 3 via a
provider (1SP) 4. According to the enbodinent, the termnal 1 is directly
connect ed to the network 3, but if the USB nmenory 2 is nounted on the

termnal 1, the termnal 1 is connected to the network 3 via the USE nenory
2 as descri |, ow, ral.LLy P e net work 3,
and each Igg%%ogglcgéﬁéu?eg tgé%n & $§ % ﬁrg%P%y o] e?ﬁ?ﬁ%ﬁggﬁ and an

uni | 1 ust raﬁg%@n@’é@e éh%rﬂh%{%dfs dﬁV\%’l Jﬁé d 107 LI O, o Fagh, per son

is supplied wth t nmenory ey are registered as a

member aut harhized Ly QCﬁémof‘kaeg@éﬁré@n@t@esﬁﬁféﬁ?eﬁ” aral QRefAhiLgn on
the termnal 1, for exanple. The USE nenory 2 records information

i denti fying eachoRREDEEqaPd OfberetRbOE Mty on O @y i de e @l p)meyror y
thereof. A structure and function of the USB nenory 2 are descrlbed bel ow.

[0027] The teeBirAahgltbnehydesnad cospu) efhand thiusaa 1 GRU {iGenttal
Processing unit) 10 as control neans as illustrated in FIG 3. The CPU 10

i s connect ednhecacROVL( Readn&nhyr Merpriyt 1ilf tand aRAM(dRandomsAccess
Menory) 12. The ROM 11 may include a flash ROMthat permts data to be
rewitten. mdceordi ng the eabothakent, tie ROVMilIaIray isncdadedtl fdaash ROM
a CMOS (Conpl enentary Metal Oxide Sem conductor), and the like, and a BICS
(Basi c | nputbeQaepubrBysteny tlse wish treemony thead |EstcROMAIGE (see Al4 FI G
4). If the BIOS is set to be rewitable, the priority order of readi ng of
MBR ( Mast eplBooliReécof d}Sbatd 2he MenDIye@ton hdstrtwg: ey e dseachis
illustrated in FIG 3, the CPU 10 is connected to an operation unit 13 and
a display 18Pt6 dFspPAyCaRed nageonTHer cpet ationt thiaf 1BiHeladdes &kkyboar d
having nuneric keys, a nmouse, and the like, to |nput a command and
i nf or mat i oﬁ“né@ﬁééu%‘yrﬁﬁe%p‘@?%t%ﬂ‘te THe? di gt EyAer 4 s Yafséd 't &1di spl ay a
screen to verlf% ut information and a s r.een t? |E§b§é conmuni cati on
contents. IPIPE ﬁBf Ut FCh RS BIPEs S S56Pdet ) Hithet PrEAt'°tHat t he

USB fied th h t th L | t d
The RAM 12fné0dBech SCaF (b %%ﬁ?tr%fgg# 7 T0TSRIV A 48 AT R Car o at
the startup, cande.nard,di sk (HOD- 21 a1 fhe 1) ks seruigo s @ vork area

when a stan rocess is or e and s orihg necessary prograns, and
data and tpgrﬁikgl 1, for example. The USB memory 2 records

information identifying each member and other information
on an internal memory thereof. A structure and function of
the USB memory 2 are described below.

[0027] The terminal 1 includes a computer and thus a
CPU (Central Processing unit) 10 as control means as
illustrated in FIG. 3. The CPU 10 is connected to a ROM
(Read Only Memory) 11, and a RAM (Random Access Memory) 12.
The ROM 11 may include a flash ROM that permits data to be
rewritten. According the embodiment, the ROM 11 may include
the flash ROM, a CMOS (Complementary Metal Oxide
Semiconductor), and the like, and a BIOS (Basic

Input/Output System) is written on the flash ROM 110 (see



[0028] The termnal 1 includes a chipset 15 as illustrated in FIG 4. The
chi pset 15 includes main conponent formng an unillustrated nother board,
and control s exchange of data between tg mai n conponent and a CPU, a
variety of nmenories, a hard disk (HDD 121, see FIG 4), an unillustrated
CD-ROM and the |ike connected to the nother board. [0029] The network 3 is
connected via the ISP 4 to one or a plurality of nmenber servers 5, and a

plurality usi ness_part ermnals 6. The ne r, server 5.stores
Bobr opr | at & T 21 ime bR e A ho T G iR AL S né o 8 R Al 1 or
s eligible to control the terphnal, L. Foryexanple,, dhe, menher, server 5
stores, on a per “rmenper bdsr’s, fe ersﬁ|p A or netion, such as name, alias,

e-mi | addugss.and pesl deotial address.of each mavhor. The sbushness

partner term na per Frs a process responsive to a transaction reduest

from each temaal 14, ;CororxanDLe, 18 BEOSESS{ oy Shept roni et tl ement , -and

stores transaction information and perfor I nformat 1 on managenent. The

menber ser Vgl RY 4StOr 84 sphNaadgdht iQAqL 0 the npybership nafonmation,
i nformation tﬁ%t is supplied to the termnal 1 as necessary, and processing

sof tware neededdte REKEQRRLAGSBEVIEE h@nbei Prevyded todhe netberhe The
processi ng software is a docunent creation programto create a necessary

docunent, flakeexanphepuFust bennere, atheineshedt 5@t veteded idy idn has a hi gh
menory capacity, may additionally store (retain and nmanage) transaction
contents angelragoirnf ormmtdiosp for leackhs terad nal disdl@Q306] Fhecreat wor k
communi cati on system may be
verify input information and a screen to display
communication contents. It is noted that the BIOS is so set
in the embodiment that the USB memory 2 1s specified with
higher priority as the external boot device. The RAM 12
includes a startup memory region 120 serving as a work area
at the startup, and a hard disk (HDD) 121 or the like
serving as a work area when a standard process is performed,
and storing necessary programs, and data and the like.
[0028] The terminal 1 includes a chipset 15 as
illustrated in FIG. 4. The chipset 15 includes main
component forming an unillustrated mother board, and
controls exchange of data between the main component and a
CPU, a variety of memories, a hard disk (HDD 121, see FIG.
4), an unillustrated CD-ROM, and the like connected to the
mother board.
[0029] The network 3 is connected via the ISP 4 to one
or a plurality of member servers 5, and a plurality of

business partner terminals 6. The member server 5 stores

appropriate information relating to a member who owns the



i npl enented in the follow ng configuration. The terminal 1 nmay be an
exclusive termnal that can be connected to an excl usive network only, or
may be a general -purpose term nal that ¢an be connected to another network
switched fromthe Internet. The terminal 1, if it is a general-purpose
termnal, stores a programfile (referred to as a general AP (application
program) to performgeneral processes. The general AP creates, processes,

g ot or o2 AL LoD USLnd 3, KpLopl soliper eups ogt A fer proguging 16 a

document and draw ngs Orms a typi process, such as transmitting

and recei ving afor%ﬁg'ﬁ@mpakggf gEOTIUBLEALL Ono3of LS e Aagram . The LS

menory 2 stores a’program erred to as a par

performs a precessibekalred 1@ iexecul,lan of aqpartiqular applicaldanss,
software program The general AP'is enabled to be operative by an OS read

by an origipal MBRqandia1l gadecsof okheateraimngd 1, maRd the particular AP is
enabl ed to be operative by an OS read by an MBR and a | oader of the USB

menory 2 (ehraneVBRestanbhedcupebyoansest grbcps ograsonMre specifically,
after booting, the USB nenory 2 |oads, on the termnal 1 of each of a
consuner, arsheketiandragoespanyomasasrRnbersinal sof t e e=xprrggieamaas t he
particul ar AP that produces and conmuni cates docunents related to buying or
sel | i ng of pppeddet Soandlsetvboes, saskiagefior @odtstestematmmrofaanidbil | i ng
charge for products and services, and paynent and noney received (docunents
rel at ed toisdocakbkédnbasitinessfdeabi hgjorifhel USBuammpyeX al §oel oaddeon t he
termnal 1 a predetermned software programfor an authentication process
as necessapgrvibr & BpEcEtpeal | yn @@@h@lQMet®a?h¢cmﬁ@ﬁeﬁﬁiﬂilhe termnal 1
settles typical business transactions, for exa issues a bill froma
store, recenvesmatbpni fréfrackionetnisstess nfh%if%%tﬁ@ﬁl%ﬁﬁﬂﬁn%ial
transfer noney froma buyer to an account of an banking institution of a
bill issuefS(PCESSSPAYMeREY, pF%%%%§l%gr%%%?vﬁr%fn??%e%ﬁ%We%%@rforms a
transm ssion and rece t|on Eag%gss in a varlet %Jtal docunents of 17

a busi nessEF¥nsactPoRcriga stoft elfhe PhESStrdfisaction is
per f or med |n Iectronlc éettlenF The artlcular AP ca roduce a variety
fes 125

of docunent§’i Waﬁﬁ ef e@t FORIEY ?F tp¥%ﬁ§%ﬁ i mary Format. The
| ect fil th ls 1
&?éﬁ%ﬁéﬁ%ﬁﬁﬁéﬁﬁﬁﬁﬁ’ %??%@%W@e%%%%%ﬁsY?
parallel with thestermpals 1), f0 h .C%§§ é}f the termnal 1 of
rfor

each banking institution is a part a settlenent

'”StrUCt'09d8£9§8§§1£9”3t8§érPﬁéﬁéﬁhtéhﬁmﬁiﬁgégfiE%%ﬁéé%%ﬁ&qQ&ﬁﬁ%§§x@etm@e”
t he banking institutions and the like) in accordance wi th a banki ng

settlenentag@cyg@ninfégﬂéﬁb@ht§6ﬁ1@@&h]{égmim@lcpnsuner or the conmpany. The
terminal 1 is supplied with a respective USB menory 2 having uni que

infornmatiopowsditen thereonetkach dRMdeli  an @NjOystser Wase n condition
that the nenber has successfully conpleted at | east an authentication
process of iapt deattedt yn of hd heo USBy ivenoron 21 g tdt tdre. USEenesenyn2li nsert ed
in a USB port of the termnal 1, and nore preferably, the nenber has al so
successf ul hyy coaphet et hupers onatm and heritd tcatdrorbpraoessseauttrentn cati on as
an aut horized user of the USE nenory 2). [0031] The nmenber server 5 includes
a storage @nftusive network only, or may be a general-purpose

terminal that can be connected to another network switched

from the Internet. The terminal 1, if it is a general-

purpose terminal, stores a program file (referred to as a

general AP (application program)) to perform general

processes. The general AP creates, processes, and stores

information using a typical software program for producing



that stores, for nmanagenent purpose, file transm ssion and reception | og of
each nenber, and file, and the |Iike of each nenber. The nenber server 5 may
have an authentication function. In suclga case, the authentication
function may verify authenticity of each nenber by viewing a file, i.e.,

18 a packet transmtted and recei ved between the nenber server 5 and the
termnal 1. [0032] The network conmunication systemfinds a variety of other

appl i cat i ons.y for, £xa !jedrgg?{lagt ok i;g&f'%%&aéi n{bfé’é]} gér?r?gcpdeoéné es to an

i nformation communi cafi on an brat i on nanagenent’ per €t ween

organi zat i qns.,and Eggnéﬁ%ﬁgﬁgr&n8“£é&9§ﬁz’2§ Of 8anh 7@t d,0N3; § RUCh

organi zati ons i nclude pu sem - pu organi zations (including a

private orgapzati-gn) o(SUsh as-pabionaly and Ry palhodies.: -assogi at es,
and unions), and create, store, and nanage secret information. As

informatiop cemauNic¢ati gpewethea t6r gk nal o out sé@eat heporganization, the
publication of the certificate, the transm ssion of the application are

assumed, foerexanpl 8. pk0033}! teaadogunBnixéiheids & anstdttied 0 recei ved
in a packet formed in accordance with TCP/IP (transm ssion control protocol

[ internet appotieadl pnskandands, paotesel vathepackeiramyrbe scenver tedtback
into an original file or a file to be transmtted my be converted before

bei ng transm bbedatFuet her anres acheadderamfoeacimpadket 4rel e taatsmi tt ed
includes a global IP address of the termnal 1 as a transm ssion source,
and gl obal ofPthddressésadf lanattierh¢ epainatubsr AR ransmmasliagh tdedtd nati on
and the nenber server.
operative by an 0OS read by an MBR and a loader of the USB
memory 2 (or an MBR started up by a restart program). More
specifically, after booting, the USB memory 2 loads, on the
terminal 1 of each of a consumer, a store, and a company,
as members, a softwdre program as the particular AP that
produces and communicates documents related to buying or
selling of products and services, asking for cost estimate
of and billing charge for products and services, and
payment and money received (documents related to so-called
business dealing). The USB memory 2 also loads on the
terminal 1 a predetermined software program for an
authentication process as necessary. More specifically,
using the particular AP, the terminal 1 settles typical
business transactions, for example, issues a bill from aq
store, receives a bill from a store, issues an instruction
sheet to transfer money from a buyer to an account of an
banking institution of a bill issuer (i.e., payment),

issues a receipt of the money, and performs a transmission

and reception process in a variety of digital documents of



[ 0034] An unillustrated router is equipped on NIC (Network Interface Card)
28 of FIG 2, or the router is serially connected to the NIC 28. The router
sets address 19 information (a routing;table or an arp (Address Resol ution
Protocol) table). The address information determ nes whether address
information indicating a transm ssion destination attached to a
predeterm ned | ocation of each packet as a transm ssion signal or a
reception s %Ql%linésssatglaggglcltHgnag%égggégggpg%:\)&%e%ép é@?@@?&% t he

Internet or a predetermne ocal ress addr es or exanpl e,

the | ocal It@a%%%%%i%ns#Epg%%?o@;nggr ?ﬁt eﬂéﬁgigﬁﬁgggge#éf%g%?%k) 19 the like

for an excl usive netwo erent fromt ss’in terns of

at t achment et o (3 LarmdhsarEmnateds £ om theoghobal |P address). The

packet is checked agalnst t table, and 1s transmtted to only a route

haVing_an_%QQ%%%%nﬁ%t@@h@gihh%eﬁgdﬁg§ﬁa9fo%hﬁiﬁﬁfyef@rﬁékif“ﬁ%éNay, a
transmssion line is switched in a software fashion between the Internet or

the excl usicuechebwark £i893hhNLEl Gradsmt hee WSBr MBa®E yvd | iduglesna mot her
board (not illustrated) in a casing having a generally rectangul ar

par al | el epitpethieanti gurati 6Re aBfbarvaeirety Of (6f ranbig et iesrend smiand s
sem conductors are nounted on the nother board. The hub 20 is nounted at an
i nput - out put aseicttihen mefubehe sdSBererforiyn 2aanrd lednnected Heo ttehenitrerim nal, 1
via a USB port of the termnal 1 for communication with the termnal 1. The
USB nenory f2rhasaspdral Insiesl bfd aorpridgdettermmimed numdercafobr bamke@asi gnal s
for exanple, and USB controllers 21 (211, 212, and 213) are arranged at the
i nput - out panssestitonnof st AerUSBigehdr yAR. tiThe MSBfoR0s contgol lasrerXl adj ust s
the | evel and the waveform shape of each input and output signals.

instruction process (an instruction to perform a settlement

process between the banking institutions and the like) in

accordance with a banking settlement document from the

terminal 1 of the consumer or the company. The terminal 1

is supplied with a respective USB memory 2 having unique

information written thereon. FEach member can enjoy service

on condition that the member has successfully completed at

least an authentication process of authenticity of the USB

memory 2 with the USB memory 2 inserted in a USB port of

the terminal 1, and more preferably, the member has also

successfully completed a personal authentication process

{authentication as an authorized user of the USB memory 2).

[0031] The member server 5 includes a storage unit

that stores, for management purpose, file transmission and

reception log of each member, and file, and the like of

cach member. The member server 5 may have an authentication

function. In such a case, the authentication function may

verify authenticity of each member by viewing a file, i.e.,



[ 0036] The USB controller 211 is connected to a CPU 22. The CPU 22 executes
external booting and is connected to a ROM 23 storing a predeterm ned
processing programfor the external boot4ing and a RAM 24 tenporarily
storing the content of a process of the CPU 22. The CPU 22 is al so
connected another ROM i.e., a flash ROM 25 in the present enbodi nent. The
flash ROM 25 includes a versatile file nmenory 251 and a | oader nenory 252.
The versatile fi Ie% nenor}ér.]l% 1dst ores_a_program cal | e@na driver Oé)re‘;eagi ng

peri pher al adé)\"ilicc}:{es, “and> i‘ﬂ% f oader rre?r%?vf/e%Z St or?%nébear |'0ader” t hat

is a program_| oading - satile file nenory 251 to the termnal 1.
[ 0037] The %Sélr@oghgoﬁggﬁlé% ?s connected to a ROM i.e., a flash ROM 26 in

t he present O%g? di ment ¢, The fl ash g@% : Lol ude NBR: 4 ry 261 storing
an MBR. [003 $he USB cont?o%?er 13 L?rrglconnect%yd@%o al@l?)ﬂ. The CPU 27

performs ap,i RLQL MBI 8@}1_@&08%&1(‘9@@%&@? GRY 24 LRmuni¢at es Wtk anot her
terminal 1 or thé like via the network 3, and is connected to a ROM 271

storing a poeeesstRgiphogyatthosphhecsnforamtion process and a RAM 272
tenporarily storing the content of the process. As previously described,

the NI C 28cnhmnagingteonneatii oONFurhitihe metpekese 115 conneed etk dwdan public
comuni cation |ine down to the ISP 4 via an unillustrated router, and
control s compunieationswehl the téneimand theunetawriha. oddwniCRY 2hs 21 1S
connected to the flash ROM 26 and can update the contents of the MBR nenory
261 with t BecWSBrgenbeyt20cennect ede toulb hec ter ngaral -dub IThe updati ng
operation nmay be perforned once each tine the USB nenory 2 is connected to
the term nakganfretisnaot inapoedianta whethetre tdiearpidattingnoperathi ars i s
performed prior to or subsequent to the booting). The CPU 27 sends an
updat e reqiestiopflt ArdVBRIEG1PAE PREbRY, sBIVRPLHCSTheaTCPW 2P YHoeiaes vi a
the NIC 28 a new MBR that the nenber server 5 has sent in response to the
recepti on 6FCBh8: upbare regtiedtnaTheSTPU R At Heraipit es ~#6he MBR on the MBR

menory 261 wi.th the received content. , ,
informatlon communication with a terminal outside the

organization, the publication of the certificate, the
transmission of the application are assumed, for example.
[0033] If a document file is transmitted or received
in a packet formed in accordance with TCP/IP (transmission
control protocol / internet protocol) standards, a received
packet may be converted back into an original file or a
file to be transmitted may be converted before being
transmitted. Furthermore, a header of each packet to be
transmitted includes a global IP address of the terminal 1
as a transmission source, and global IP addresses of
another terminal as a transmission destination and the
member server.

[0034] An unillustrated router is equipped on NIC
(Network Interface Card) 28 of FIG. 2, or the router is

serially connected to the NIC 28. The router sets address



[ 0039] The manner of the updating operation may include, in addition to
updating the content, updating a ci pher nethod at each request. Mre
specifically, the nenber server 5 has a;plurality of ciphering prograns and
a plurality of deciphering prograns in preparation, and, at each request,

ci phers the MBR with a ciphering program sel ected randomy or in accordance
with a predetermined rule, and then transmts a deci phering program

¢ ?;Lé.es?ﬁQdE%%O%%‘%t%éﬁhﬁéi;?%}jgﬁﬁ% R R Lol L%@%lﬁ%%ﬁe%%l@%%rﬁfgg éﬁd
T _ e ol W 85 _
mor e frequontls {00400 AS 1| Lat rared Th FIa" 5 TRE G010 7 the term nal

L execut s, ¢,0100haM: 30t £ 0fat ey ROM M. @ity 22 theRAN g, The CPU 10

of the termnal 1 thus functions as BIOS processor 101, MBR processor 102,

| oader progessohal03n LeShahbdProCcessPLdO4ymi MUt QU PUIn RYOCessPr 105,
i nformati on processor 106, and network comruni cation processor 107. The

Bl OS procegseketOisshattsnypibbheoBl &5 ndhes MBR progessot 0 st ard ss up the
MBR. The | oader processor 103 starts up the |oader. The restart processor

104 perforgsopalebpobdiiteasf athbpl pCegrei cursnghddedsStat tipe Theernet
i nput - out put processor 105 transmts information to or receives information
fromthe USB meppeyeleriheednt orant I BnagdocessMAAOGidreat)es @odocunment or
perforns another process using the particular AP subsequent to the startup
t hrough t hexexpbéepathbobbcay OF ddérgenesabpdr subsequent tedigasteat t up
t hrough the standard booting. The network conmunication processor 107
transnmts thkdemarkobnorotlhhe like for an exclusive network different
from the global IP address in terms of attachment method
(in a form discriminated from the global IP address). The
packet is checked against the table, and is transmitted to
only a route having an address matching the address of the
packet. In this way, a transmission line is switched in a
software fashion between the Internet or the exclusive
network.
[0035] In FIG. 2, the USB memory 2 includes a mother
board (not illustrated) in a casing having a generally
rectangular parallelepiped configuration, and a variety of
circuit elements and semiconductors are mounted on the
mother board. The hub 20 is mounted at an input-output
section of the USB memory 2 and connected to the terminal 1
via a USB port of the terminal 1 for communication with the
terminal 1. The USB memory 2 has signal lines of a
predetermined number for three signals for example, and USB

controllers 21 (211, 212, and 213) are arranged at the

input-output section of the USB memory 2. The USB



receives information fromanother termnal 1, the nenber server 5, and the
busi ness partner termnal 6 via the NIC and the network. [0041] I n response
to power-on of the termnal 1, the BIOgprocessor 101 checks the statuses
of the menories and the peripheral devices. The last portion of a BICS
programis an OS startup routine. The MBRis read in accordance with the
BO S routine. The MBRis witten at a | eading position that is set to start

up 10 a hookordeler! o8- ad%gfeshkﬂgeie%i05&&%%%5&‘&&&@ SR Y,

Yoi2 1S
nount ed on the port, a nmaster boot program (bootstrap | oader) of the

MBR is read.ont9,p0ra - wark, apea at hhesstartup of the RAM 23 12 with the
priority order in accordance wth ?he BI CS startup routine. The work area

at the starbupef therRAM;EZ Lenarstactup;ennr v.onegbenghavi ig cdy 22,
predeterm ned nenory capacity in 20-bit address line specifications, i.e.,

about 1 Moyhescpbf 2bhexUSBrBBMBLYe 2nh S kﬂ@@tﬂ%n&&ﬂi 08 dhendiSB.pard 4 the
Bl OS processor 101 reads the program of the R fromthe HDD 121 in the

priority order 20f shbghngrhopiréyet @rhoMePriposddysifd0s2}d fard heo USBhdrenory 2
is nounted on the USB port, the BIOS processor 101 reads the master boot
program (begtstnap boadény &nonatheMmMBR s ya 26y oftdhiendJSBherenory 2 onto
the startup nenory region 120 of the RAM 12 in accordance with the BI OS
startup roobnhentl nfnarpabceperat i ome GEXt,2 coftreolChUs 2Randed lewer to the
read master boot program [0043]In accordance with the read naster boot
program connected another ROM, i.e., a flash ROM 25 in the present

embodiment. The flash ROM 25 includes a versatile file

memory 251 and a loader memory 252. The versatile file

memory 251 stores a program called a driver operating

peripheral devices, and an 0S. The loader memory 252 stores

a loader that is a program loading the versatile file

memory 251 to the terminal 1.

[0037] The USB controller 212 is connected to a ROM,

i.e., a flash ROM 26 in the present embodiment. The flash

ROM 26 includes a MBR memory 261 storing an MBR.

[0038] The USB controller 213 1s connected to a CPU 27.

The CPU 27 performs an information process when the CPU 27

communicates with another terminal 1 or the like via the

network 3, and is connected to a ROM 271 storing a

processing program for the information process and a RAM

272 temporarily storing the content of the process. As

previously described, the NIC 28 managing connection with

the network 3 is connected to a public communication line

down to the ISP 4 via an unillustrated router, and controls

communication with the line and the network 3. The CPU 27



the MBR processor 102 checks a partition table of the | oader nenory 252 to
search for an active basic partition, and reads a partition boot sector
(PBS) at the leading position of the papjition. The partition boot sector
is created beforehand when the | oader nmenory 252 is formatted by the CS
The partition boot sector stores a boot program (initial program | oader:
IPL) to startup the OS or the like installed on that partition and

partition HQJQ£§§&%%%dQEotQ%eb?g%sgrﬁgﬁaﬂk %gdﬁgégrgﬁgggﬁgkﬂ t he master

boot program the processor reads t ands contr ol
over to thedPRl, Thel Phofipds Lhs. L oader to, 24cStaftndR,the, O or the

like fromthe first basic partition of the |oader nenory 252, reads the

| oader ont Q. rhe FerDkY, +88d Bapds,gont r of, OVgIqdio fedadaron kfay $enot ed
here that this series of processes is perforned by the MBR processor 102.

[ 0044] The If@acf@rmie@ segeested knhe anpl ussl héMop§ b oadercseamest s.o The MBR
processor 102 requires mapping position information for the USB nenory 2 in

order to | ead eachiheader (segmentotnidpdishnt buhéome f ashé onpdamppy ng
operation) on the startup nenory region 120. The MBR processor 102 thus
retrieves thersappinngsppsirtbonctnpeot oat tonor [ 80464 JhenVBR prlocessor 102
perfornms a process to control the activities of malware. As illustrated in
FIG 4, théomashen .bobte proigram {¢ndstackydntst acliguseyi af 203 MBR aosetting
area of interrupt vector table 1202 created beforehand by the BIOS in the
startup nefbeynesgeonse20eand. (iThe S&-E &/ treaye ifvieay IBF)thef NA® BELAGS 152
in the chipset 15. [0046] Using the | oader, the | oader processor 103 |oads a
file such &8valMBRi teptnEBdedcBest 8T VED P herOSSahd 1her$3R@F9 O t he

versatile file menory 251 to the startup menory regi on 120 of the RAM 12.
It is noted EhaECRBEREN SfichhgsUPRatesrandcthe 1T GFY st/altéd up after a

updates the MBR on the MBR memory 261 with the received
content.

[0039] The manner of the updating operation may
include, in addition to updating the content, updating a
cipher method at each request. More specifically, the
member server 5 has a plurality of ciphering programs and a
plurality of deciphering programs in preparation, and, at
each request, ciphers the MBR with a ciphering program
selected randomly or in accordance with a predetermined
rule, and then transmits a deciphering program
corresponding the ciphering program at the same time or a
slightly shifted time. The CPU 27 then deciphers the MBR,
and writes the deciphered MBR on the MBR memory 261 in an
update fashion. In this way, the MBR is updated more
frequently.

[0040] As illustrated in FIG. 3, the CPU 10 of the

terminal 1 executes the program stored on the ROM 11 and



preparation operation to start up the OGS and the |ike. The OS and the like

start up, and then the | oader having 25 control handed over

t hereto reads

the particular AP onto the RAM 12. A copgruni cation control programin the
read particular AP perforns a route setting on the router (not illustrated)
to permt communication with the termnal 1 or the |like of each nenber.
Preferably, the particular AP | oaded onto the termnal 1 or the CPU 22 of

t he USB i j | t 1 S
(he. Uss remory dypast odigal Ly, cecks ahethhe LSS iy
1, the abogqtpge Ghi-hed condht i gipl gr'agl%le{%tﬁg'rnq(éﬁ,”lto%@%@ Iﬁ)\e%l

IS presune ontinue until a sign icating that t

i munted on

the term na

ﬁéeskﬂejﬂpynting

B menmory 2 is

pul I ed out ,aktertt heostatbupihe, detset edyt p@P4ldlcasdauidsis detected
during the startup fromthe BIOS, the ternminal” 1 deternines that the

possi bi i t Y06 heiBresenses ol r MhWAr 8n Sndi @by k anshudie; MR 1 ocessor 102

suspends the startup operation. |If the startup operation is

suspended in

this way, bphectesfirnabil asha piwd e rmedWir heistanted wp, tardpgagh menber

is not provided with a use environnent of the particular AP.

[0048] I f a

fault occumsei MBRhpsowaysotrheorestarts ppoclessSoBR 104 hdi neeatley reads t he
mast er boot programof the MBR fromthe MBR nenory 261 and perforns a
restart processsnot YDA therBtOF {0HO49)ddesuciiha caseartthermastenrboot

program of the MBR may be overwitten. However, preferably,

the startup

menory regil6A p20formthe EFRLAGS 1622 df selissedcliat eturiser HlGsriup.

initialized, followed by the reading of the

The input-ocutput processor 105 transmits information to or

receives information from the USB memory 2. The information

processor 106 creates a document or performs another

process using the particular AP subseguent to the startup

through the external booting or the general AP subsequent

to the startup through the standard booting. The network

communication processor 107 transmits information to or

receives information from another terminal 1, the member

server 5, and the business partner terminal 6 via the NIC

and the network.

[0041] In response to power-on of the terminal 1, the

BIOS processor 101 checks the statuses of the memories and

the peripheral devices. The last portion of a BIOS program

is an OS startup routine. The MBR is read in accordance

with the BOIS routine. The MBR is written at a leading

position that is set to start up in a boot order,

i.e.,

with higher priority. If the USB memory 2 is mounted on the

USB port, a master boot program (bootstrap loader)

of the

MBR is read onto to a work area at the startup of the RAM



26 master boot program of the MBR onto the startup nenory region 120.

[ 0050] The i nput-out put processor 105 transmts information to or receives
information fromthe USB nenory 2. [0053] Next, the CPU 22 of FIG 3
executes the programstored on the ROM 23. The CPU 22 thus functions as
di stribution processing processor 221, nonitoring unit 222, restart
processor 223, | oader processor 224, input-output processor 225, and

network oG Lo PLocessor 236, The,dhstLouLI onpracessiqg pr ocessor

221 perforns the distribution’arrangenen mappi ng operatio t he

| oader . Th%t@%%b%hﬂ@ﬂi@i.t el AL LOrS, whet sacafr%ﬁJépt GCGYLS Fnly the

startup process. e restart processor 223 perforns t restart process

after the qceyr rs%aclz%u%; n@mbayl beqgTBE hORARL RrOcESSOL R24-J Gads: the | oader

onto the term nal e 1 nput-odtput processor 225 transmts infoormation

to or receicyesdihf,onpabbOR; Er apntBest €1 AL Nghedi £ ThS: N@LNOr K. LONMANH cat i on
processor 226 exchanges a file and the |like created using the particular AP

after the staptupsby 1herextesmabe0of ing Wiridt aneihesd ter mhealusk, the
menber server 5 and the business partner terminal 6 via the NIC 28 and the

net wor k 3. pp@@52} FherdDst pikrbutsoar pl OTessadly PHOCESSHrar2if patd omms a

segnent ati on process of segnenting the | oader as
from the HDD 121 in the priority order of high priority to
low priority.
[0042] If the USB memory 2 is mounted on the USB port,
the BIOS processor 101 reads the master boot program
(bootstrap loader) from the MBR memory 261 of the USE
memory 2 onto the startup memory region 120 of the RAM 12
in accordance with the BIOS startup routine. In normal
operation, next, control is handed over to the read master
boot program.
[0043] In accordance with the read master boot program,
the MBR processor 102 checks a partition table of the
loader memory 252 to search for an active basic partition,
and reads a partition boot sector (PBS) at the leading
position of the partition. The partition boot sector is
created beforehand when the loader memory 252 is formatted
by the 0S. The partition boot sector stores a boot program
(initial program loader: IPL) to startup the 05 or the like
installed on that partition and partition information of
the boot program. In accordance with the master boot

program, the MBR processor 102 reads the IPL, and then

hands control over to the IPL. The IPL finds the loader to



a programinto a predeterm ned nunber of |oader segnents, a process of
storing on the RAM 24 the | oader segnent and the 27 mapping information
(the mapping position information DI onygthe startup menory region 120 and
mappi ng order information CX (CX=1, 2,..., nunber of segnents)) in
association wth each other, and a process of outputting the nmapping
information in response to a read request fromthe terninal 1. Associ ation

|nfornat|ogt?e%me n E%CB 8§d§# aﬁgﬂ%n%rgﬁdtﬁ§efl Iﬁ¥pfq{ QJogk(the

mappi ng position orna he mappi ng or on the

startup rreg!zrxhge%gae}%m&gr@%0%9 s ROM 2,4 % |ater%ﬁ@§?§10%ﬁwce

information in nmonitoring p ocess to cusse

moni toring uni ,,242 RBRLLOL S, 08, eash: MRPPL NG operat i;an ok cbh@cl-eadar
segnent whet her the mapping operation is normal or not. The nonitoring unit

222 perforippithe-mpit Qri pgoopsLati 08 by reheckd ng, a1l Himer ence.defyveen
information transmtted as a mappi ng request fromthe termnal 1 and the

check sourgerinformati on stored on the RAM 24. Wil e the mappi ng operation
is normal, the startup operation continues. If the nonitoring unit 222

det er m nes [Dbe4mappi ngreperaidon is noimaordeml intden CRUI22 ient erfs a restart
process. [0054]1f the nonitoring unit 222 determ nes that the mapping
operation ilsatdetr negmahtsor The nEspensedssca NSt artuinstr mepbpdngf rom t he
termnal 1, the restart processor 223 directly reads the master boot

progr am of pphet MBR fnoornhei MBREoenpry 28 regnbttheh ioutquetes ttve Ircgad mast er

boot programof the MBR to the startup nenory region
each loader segment in a distribution fashion (mapping

“operation) on the startup memory region 120. The MBR
processor 102 thus retrieves the mapping position

information.

[0045] The MBR processor 102 performs a process to
control the activities of malware. As illustrated in FIG. 4,
the master boot program (i) stacks a stack region 1203 on a
setting area of interrupt vector table 1202 created
beforehand by the BIOS in the startup memory region 120 and
(ii) sets a trap flag (TF) of an EFLAGS 152 in the chipset
15.

[0046] Using the loader, the loader processor 103
loads a file such as a driver needed to start up the 0S and
the like from the versatile file memory 251 to the startup
memory region 120 of the RAM 12. It i1s noted that kernel
such as the 0S and the like is started up after a
preparation operation to start up the 0S and the like. The

0S and the like start up, and then the loader having



28 120. [0055] The | oader processor 224 outputs the | oader segnent
corresponding to segnentation information of the | oader fromthe | oader to
the termnal 1. [0056] The ROM 23 includgs a processing program nenory 231,
and a nmenbership informati on menory 232. The processing program nenory 231
stores processing prograns to cause the processors 221 through 226 to
performthe processes thereof. The nenbership i nformati on nenory 232 stores

informatio ent,i t he The RAM 4 i ncl udes, a ck source
morSin hhRedr BEe T TR d P ttY @ffajzwlal%%%ons.% Lo or

i nf or mati on nenor

the read process,tq,re zg L6 Bf 09L&y { J%Jrroclm t&%r%%ﬁl'ﬁe e ﬁcé’ tdﬁ”d the

CPU 10 of the ternlnal 'S responS| rocess e | oadi ng

on the tergh@%hgéé?QdA% Qr@69ﬁ§S§ §H§?§q§§9{dﬁ§ 5ﬁetﬂ@69%e : |pset 15

termnal 1 ry map o 4 1s cribed. T

includes the GRY. 10cqandoapuap} et &%ww&ﬂ&&%lﬁ@rtr%aﬂmén%ném regi sters
i ncl ude a general - purpose reglster 151 for tenporarily storing process

data, the ERLAGSKL53rasaanspehbef. stiatdis /2015t éhofhaatvahue i néi cating an
arithnmetic status of the CPU 10, and ot her unlllustrated regi sters. As

i Il ustratedokbfebl Gntd, thbetstaihdp DesBryhé egron 420 itred udas nadh@xpansi on
region 1201 (hereinafter referred to as MBR expansi on region) of the naster
boot progranpet ibhechMBRyr eadcks ot hiee USBere®di ymno tnterirdupiowecidr tabl e
1202, stack region 1203, and program

on the terminal 1, and if and while the USB memory 2 is

mounted the terminal 1, the above-described condition is

maintained. Alternatively, the mounting is presumed to

continue until a signal indicating that the USB memory 2 is

pulled out after the startup is detected.

(0047} If a fault is detected during the startup from

the BIOS, the terminal 1 determines that the possibility of

the presence of malware is high, and the MBR processor 102

suspends the startup operation. If the startup operation is

suspended in this way, the terminal 1 as a whole may not be

started up, and each member is not provided with a use

environment of the particular AP.

[0048] If a fault occurs in this way, the restart

processor 104 directly reads the master boot program of the

MBR from the MBR memory 261 and performs a restart process

not via the BIOS.

[0049] In such a case, the master boot program of the

MBR may be overwritten. However, preferably, the startup

memory region 120 or the EFLAGS 152 discussed later (see

FIG. 4) is initialized, followed by the reading of the



29 expansion region 1204 where the | oader and the |ike are expanded.

[ 0059] The interrupt vector table 1202 refers to a correspondence table
storing a | eading address of a program ghat handles an interrupt if the
interrupt occurs. A process responsive to the interrupt is perfornmed in
accordance with the contents of the table. The interrupt vector table 1202
includes a plurality of vectors, each conposed of upper 16 bits and | ower

16 bits. E i | e,
vector 0 i BArE PPt B PE TR ngE e B e D P A o et or 1
is | NT1, a, ggggrlgois I NT2, and furthernore, a vector 6 is an invalid

a

Opcode. An ress serving as a shifting destination in the occurrence of

an interruptsipqe. anTﬁgdggﬁﬁgﬁgﬁﬁﬁpg.ﬁg&ggéggﬁ(ﬁdgag?ggggf%% is witten is

witten on a vector region o instruction. An address to execute a

process of ithe havabhd:Opeedecksi Webt I €Rc Afat N6n VL Pt UNE tism.an the
position of the address in the present enbodinent is a programthat outputs

a restart ipnstruction signal to the USB nenory 2. [0060] The stack region
1203 serves as a nenory area that is used to tenporarily save the contents
of the regi[spenjof then&RY, 10héncam 2hntef ropt. pF acessutoss tihe ldkeyrakhe
stack region 1203 has a stack |l ength enough to store a plurality of
contents. EaochedonhenhechOMbe3wr ilHeertHy 216 thiuss .fuble isthacksr egi on 1203 has
a size of 0 at the initial state thereof, and is defined by a fixed base
(base poi ntléstr3buBPpnoprohes senoryyoanssar ref er envel Pposing omi(tstzack
pointer) presents at a forward point separated in response to

restart processor 223, loader processor 224, input-output

processor 225, and network communication processor 226. The

distribution processing processor 221 performs the

distribution arrangement (mapping operation) of the loader.

The monitoring unit 222 monitors whether a fault occurs in

the startup process. The restart processor 223 performs the

restart process after the occurrence of a fault. The loader

processor 224 reads the loader onto the terminal 1. The

input-output processor 225 transmits information to or

receives information from the terminal 1. The network

communication processor 226 exchanges a file and the like

created using the particular AP after the startup by the

external booting with another terminal 1, the member server

5 and the business partner terminal 6 via the NIC 28 and

the network 3.

[0052] The distribution processing processor 221

performs a segmentation process of segmenting the loader as

a program into a predetermined number of loader segments, a

process of storing on the RAM 24 the loader segment and the



witing (in the direction to a snaller address). If the CPU 10 shifts into
the single step node with the trap flag TF of the EFLAGS 152 set, the stack
region 1203 tenporarily saves, in 16 bits, EFLAGrelated to the content of
the instruction inmmediately prior to the interrupt, the content of the
program and the addresses thereof (EFLAG CS, and IP). In the enbodinent,
witten EFLAG CS, and IP are not accunmul ated, and each tinme, witing is

perf ormed SEATLERS, 3k hhe base pol pLer BP: L Thi s, rogess. s desarf bed in

. Q
detai|l bel ow. € program expansi o gion nenory area

where the lead [ .spechfi I : i.on region
12041 5 the' ot SrT0 honery Vo0 G 12001 i dhel AN 3. DUt W LRBGE e

regi ons 12QL throygh,1203, Iﬁﬁbwag@r?é&g@;@@m af @ %é&&ﬂ&ﬁlma{ranged
(expanded) by a segnentation nunber, for exanple, as denoted by RI,

R2, Rn, Rex il caceendancenw Lhptbee SBpPENG. POSE iy 4 apmdd.en D in FIG 4.
I n one enbodi nent, dunmy data of an appropriate nunber may be included in

| oader segnembSmakRofUER 2c6a88sethe i Stad bl d @ Proeessimg i ocessor 221
sets the mapping position information DI and the mappi ng order information

CX i ncl udi ng thesdunyi dlat ion asrivwed ilon The Weeadern csegreneri Bekudes the next
mappi ng position information DI witten on last bit position, for exanple,
and by ref ehenokepgitbeinBdrinat oomat tlon Wipsuceessd Melgn trhewrdtgiaral | oader
is synthesized after loading. In such a case, if the dummy data include
i nformati oRIt hatl datamapeitdeoddemnyidatanatt e dibhmn ddtea steycthee renoved in
the synthesis operation of the | oader segnents.

memory region 120) stored on the RAM 24 is used as check

source information in a monitoring process to be discussed

later.

[0053] The monitoring unit 222 monitors on each

mapping operation of the loader segment whether the mapping

operation is normal or not. The monitoring unit 222

performs the monitoring operation by checking a difference

between information transmitted as a mapping request from

the terminal 1 and the check source information stored on

the RAM 24. While the mapping operation is normal, the

startup operation continues. If the monitoring unit 222

determines the mapping operation is not normal, the CPU 22

enters a restart process.

[0054] If the monitoring unit 222 determines that the

mapping operation is not normal, or in response to a

restart instruction from the terminal 1, the restart

processor 223 directly reads the master boot program of the

MBR from the MBR memory 261 and then outputs the read

master boot program of the MBR to the startup memory region



[0062]FIG 5 illustrates a nethod of stacking the stack region 1203 onto
the interrupt vector table 1202. EFLAG CS, and IP related to the
instruction content imediately prior tggsthe interrupt are witten on the
stack region 1203, starting at the base pointer BP. As represented by an
arrow, the stack region 1203 is position-aligned so that the position of
the base pointer BP registers with the position of the upper bit of the
vector 2 oﬁzbhe interrupt vector table 1202. Therefore, the witing of
EFLAG CS, "and I P of the stack region 1203 is performed in a manner such
that FLAG igqahtten O'i‘h%h?8%§8flgp£’bée9£o£hfzzye&hﬁéu@s G2 Ifmdtten on the

| ower bit of the vector Is witten on the upper bit of the vector

1 on the interupt c\sci%%pha%gt 1502.85chid usty abeds imH & & @ the ot her

hand, since the vector 1 indicates an address serving as an external

interrupt desienati-on, chhe1CRY-10crefgrencesithe vector 1 in response to
the generation of the interrupt. Then, if control is handed over to the

program of heeaddressthhakois2 W ihtenaos 4 heryveed Hind, pAa Bomnd | P
as an imedi ately preceding content are saved and witten on the stack

regi on 120331\beadspeskfibeakhyp addsesstisd oficmétpresf. | Phand CS is 32
witten on the vector 1 of the interrupt vector table 1202. IPis witten
on t he upperobetsafigt heoweehonedorant3 CSstsran ihtere onirtdieod@emdbitto of t he
vector 1. In other words, the address is IPx16 + CS. [0063]1t is now
assuned t hatusel waeephpdesspnst hel BtilOSo(dmvadest d romn fdwen gutesi de during the
startup of the BIOS), that the nalware becones active during the startup of
the BI OS, vhateshesfLhgr¥siof Thlve nERIOAGSNIF? lind og@rt ignd neRar vt R82addr ess
where the virus body is present is witten on the vector 1 of the interrupt
vector tabP&0T2@2Inferinathel hesuikelytMat t RNt 6t RAMsE4rtup of the
BICS, typically, during the startup of the MBR a given instruction is
execut ed, aR@LEBREr & CBECENBOERES 107§ Qrept Ut LR Y e ral ware (a debug

i nt t d by th I . At_thi int of tine, trol i
T 4Bl YRR coused e el oo s B SL K B contTl s
f d by th I l.i cati th l it f, ta t i ng,
por oL BLATEIEL e F. LoBlA GBLIPRCLE,EL 1 6 LhSPLL: 0 aefametno.
i nt ti i ti P d - f.th di j t ti
[nCerruPt! G LOOLTRILONLLE AL G0 ot o1 R BRsSRg St on

i nterrupt égggggstgﬁ+§néﬁg%iﬂg§a n§§%ﬂéu¥é¥%% tihe, g%%?g | ocati on of

the malware origin itten on the vector el et ed.

speci fical [yoc00cestPg-hBlyare, w ch has,d nyaded duwing dihe startup of the
Bl OS, takes any action after the startup of the MBR, the nmalware is obliged

to lose thepaddyress asathendiging pbacerd her eof .qceind3i. The
chipset 15 includes the CPU 10, and a variety of registers.
For example, the registers include a general-purpose
register 151 for temporarily storing process data, the
EFLAGS 152 as a sort of status register of a value
indicating an arithmetic status of the CPU 10, and other
unillustrated registers. As illustrated in FIG. 4, the
startup memory region 120 includes an expansion region 1201
(hereinafter referred to as MBR expansion region} of the
master boot program of the MBR read from the USB memory 2,

interrupt vector table 1202, stack region 1203, and program



activities of the malware thereafter is controlled. [0064] An exanpl e of the
mast er boot programof the MBR is described here. The naster boot program
(1) sets an address to be witten in aty§he vector 6 of the interrupt
vector table 1202 on an address where the program of the restart process is
witten, [0065](2) sets (stacks) the stack region 1203 on the vector 1 and
upper addresses of the vector 2 of the interrupt vector table 1202,

O0eL (3 BB V9 Bal T By AR L DRl d er e (o the

and expanded.
[0059] The interrupt vector table 1202 refers to a
correspondence table storing a leading address of a program
that handles an interrupt if the interrupt occurs. A
process responsive to the interrupt is performed in
accordance with the contents of the table. The interrupt
vector table 1202 includes a plurality of vectors, each
composed of upper 16 bits and lower 16 bits. Each vector
corresponds to a processing program. For example, a vector
0 is INTO for performing an interrupt from the outside, a
vector 1 is INT1l, a vector 2 is INT2, and furthermore, a
vector 6 is an invalid Opcode. An address serving as a
shifting destination in the occurrence of an interrupt,
i.e., an address where a program to be executed is written
is written on a vector region of an INT instruction. An
address to execute a process of the invalid Opcode is
written on the vector 6. Written on the position of the
address in the present embodiment is a program that outputs
a restart instruction signal to the USB memory 2.
[0060] The stack region 1203 serves as a memory area
that is used to temporarily save the contents of the
register of the CPU 10 in an interrupt process or the like.
The stack region 1203 has a stack length enough to store a
plurality of contents. FEach content can be written by 16
bits. The stack region 1203 has a size of 0 at the initial

state thereof, and is defined by a fixed base (base pointer



[0068] (5) maps the retrieved | oader segnment to the startup nenory region
120. [0069]In response to a LOOP instruction, operations (3) through (5)
are repeated until the loading of all the |oader segments is conplete.
[0070] Thr ough operations (1) and (2), the follow ng process may be
perfornmed when a debug exception is caused by malware next tinme. Mre
specifically, if a debug exception is caused by malware, the addgegs 35 t he
vector 1 i ver writt with stacked information,, and an_ uni ntended address
(:IPx16+CS%ﬂ?s%§beeT %mﬁé maﬁgéeﬁdgegﬁrgg??o%?s%%h??o?s?%g%rQﬁ%ﬁ%ﬁ?éd to
the rewit r.e f ct.or +CS), and_an exception of the
invalid Cp%%ggéﬂgSgé%egagég%a¥ﬁeh?ﬁgén%%§$éggg$r%%s?%ﬁ?%%ﬁ?cF he vector 6

34 that definesnynvaly ‘éh@&???c;@ gﬁg%gog'sr§£ff§r0&?%fé)és)i s trangfered to

the restart process programo _ dress set on e vector 6, a restart
i nstructiongi sntikus igsuednel Bibhis wayy RosE 4 debug. exc tf%'@%caused

by the malware, the address defining the location of the | ware becomes
nonexi stenbs and theasctiyptkes, of nt her nak wasgi & e eontylded, - Sijpce the

detection of the fault triggers the restart process, the malware itself can

be del et edsafy@@71jihnisupcessi PALAG heeTRSE@ItHOBle FOH AN of the
instruction immediately prior to the interrupt, the content
of the program, and the addresses thereof (EFLAG, CS, and
IP). In the embodiment, written EFLAG, CS, and IP are not
accumulated, and each time, writing is performed starting
at the base pointer BP. This process is described in detail
below.
[0061] The program expansion region 1204 is a memory
area where the loader is mapped. More specifically, the
program expansion region 1204 is the startup memory region
120 in the RAM 12, but without the regions 1201 through
1203. The loader segments are distributedly arranged
(expanded) by a segmentation number, for example, as
denoted by R1, R2, ..., Rn, ..., Rcx in accordance with the
mapping position information DI in FIG. 4. In one
embodiment, dummy data of an appropriate number may be
included in loader segments. In such a case, the
distribution processing processor 221 sets the mapping
position information DI and the mapping order information
CX including the dummy data as well. The loader segment

includes the next mapping position information DI written

on last bit position, for example, and by referencing the



(6) sets the trap flag TF. Mre specifically, 1 is set on the trap flag TF
in the EFLAGS 152 of the chipset 15. By setting the trap flag TF, a debug
exception occurs when a next assenbler gnstruction is executed. [0072] The
master boot program (7) sets an optional address on the stack region 1203
in response to a shift (junp) instruction. Control is handed over fromthe
address IP.CS to the |loader. [0073] The junp instruction is an instruction

to set an r P ( : d : execut ext). Since the
trap f1ag TP S5t T n opararon: (8] a0 At 15 Et achul on 1 he st ack
region 1203, S t j instr i an. e acked ents

i ncl udes "%gbgéé%§?g8a§5£gEngiéfﬁgingzlfﬁgﬁhgﬁfggg’iEgi%§%¢§%@@ t he
stacked | PabBal SpLgayeehobotaf foNoolor ahen A dehug sxeeptdan oqg s). the
set IP:CS is handled as the address of the vector 1. [0074] Next, a boot
process todtaﬁmgeageénﬁg byet henGRLY 10, andk the, QR 22 d s dasicld hed tMd h
reference to FIGS. 6 3% through 11. FIG 6 1s a flowhart illustrating a
procedure obazaecst aetmpnprocess of the BAS perforned by the CPU 10 of the
terminal 1. First, the termnal 1 is powered on (step S1). Mre

specifical l[gpeanen a clock generasoratoss thenamidierobaoaratisitray ttheout put ti ng
a clock pulse in response to supplied power, the CPU 10 checks devi ces

i ncl udi ng seBRDKiI esgand peod B phetal tidevices: (gitepreS)ar Nextle tii#d2CPU 10

det erm nes whether the USB nenory 2 is nounted on the USB port by using the
transm ssi BALBE, r é8epandnl bf ral kihnt hards hiake: signian content

immediately prior to the interrupt are written on the stack
region 1203, starting at the base pointer BP. As
represented by an arrow, the stack region 1203 is position-
aligned so that the position of the base pointer BP
registers with the position of the upper bit of the vector
2 of the interrupt vector table 1202. Therefore, the
writing of EFLAG, CS, and IP of the stack region 1203 is
performed in a manner such that FLAG is written on the
upper bit of the vector 2, CS is written on the lower bit
of the vector 1, and IP is written on the upper bit of the
vector 1 on the interrupt vector table 1202 as illustrated
in FIG. 5. On the other hand, since the vector 1 indicates
an address serving as an external interrupt destination,
the CPU 10 references the vector 1 in response to the
generation of the interrupt. Then, if control is handed
over to the program of the address that is written on the
vector 1, EFLAG, CS, and IP as an immediately preceding
content are saved and written on the stack region 1203.

More specifically, address information of IP and CS is



[ 0075] The follow ng discussion is based on the prem se that the USB nenory
2 is nmounted on the USB port of the termnal 1. Mdre specifically, if the
USB nmenory 2 is nounted on the USB portgothe master boot program of the MBR
is read onto the startup nenory region 120 of the RAM 12 in the priority
order in accordance with the BIOS startup routine (step S5). [0076] The
termnal 1 then determ nes whether a fault 1is present or not (step S7).

The fault refigns [ 0,2p,80LLapaLhat opm par e L the: | ke dakes during the

readi ng of "Yhe master “boot program of

CPU 10 det %rpml%ezzé‘ﬁ’?%ﬂ%gt Pﬁerﬁé;g%?%?{ &P%N@:&%&@PC’I c?“ of the MBR

has been conpl et step e reading ha een conpl et control is

handed oveml@tweoﬁa%grlewek B{@%@%@é the MBR_(stiep o3hLl). Ordhe ot her
hand, if the readi ng has not been conpleted, the CPU 10 returns to step S5

to repeat the sape-qperatirpRss Lfcghe 36 CPU 10 determnes in step S7 that
a fault is found, a fault counterneasure process responsive to the fault is

perfornmed (s0ep]S13). [0074] kb adsibed fhomchartatd lwusddgatimngra procedure
of a distribution process of the | oader executed by the CPU 22 of the USB

menory 2. BhesUSBniedesyfZohstsdppht etddav dinr ponethe/i - dhendJSE pord of the
termnal 1, and the CPU 22 determ nes whether the USB nenory 2 has started

or not (stepo£l). thatohkeembbdanentdecohes CRUE P2 mayr jpery ftdremdthertup
determ nation thereof by detecting the generation of the clock pulse from
t he unill ustr ahedBéPocktyehetlat of Lag [ DD78] Upon REetAG I ithgt ¢ sttt keadUSB

menory 2 has
that the address where the virus body is present is written

on the vector 1 of the interrupt vector table 1202. It is
now assumed that subsequent to the startup of the BIOS,
typically, during the startup of the MBR, a given
instruction is executed, and control of the CPU 10 is
captured by the malware (a debug interrupt may be caused by
the malware). At this point of time, control is shifted to
the address written on the vector 1, and an action may be
performed by the malware (replicating the malware itself,
data tampering, data destruction, and other actions). On
the other hand, with the malware interrupting, information
IP and CS, out of the preceding instruction content, is
written on the stack region 1203, i.e., the vector 1 of the
interrupt vector table 1202. The address indicating the
storage location of the malware originally written on the
vector 1 is deleted. More specifically, once the malware,
which has invaded during the startup of the BIOS, takes any
action after the startup of the MBR, the malware is obliged

to lose the address as the hiding place thereof. The



started, the CPU 22 perforns a segnentation process of the |oader (step
#3). The segnentation process of the |oader includes an operation of
segnenting the | oader as a programintogoader segnments of the specific
nunber in accordance with the nmenbership information witten on the
menber ship informati on nenory 232 of the USB nenory 2 as the unique
information, an operation of setting the mapping order information CX

| ndi cating Lhe igading orger of Lhe | pager  SegeOt s and, [ he,addr ess (the
Y“DI"“on the Sstartu

mappi ng position informtion p nmenory region 120 of the

RAM 12, - and g ,qper at | 8@08%1% oLl %? Lhe HRQP&P%Q&Q?S%%%”@P CX and

t he mappi ng position infornmatton I'n an associ ate e on the check

source i nf QERLIORARIREY 241 ol U 415 NRI&d |t hRf,dwpmy dgl.a prepar ed
bef or ehand naylge ﬁixed W th fﬁe mappi ng order(%nfornation CX and the

nmappi ng posithi @t s34ni RHALABLI 8 BL Lpithe,m ddle ofc the-P5ocesst the
[0079] Each tinme the termnal 1 is powered on with the USB nenory 2 nount ed

on the ternihakrdhprt beceent eabief 1bhe ghsifi hudions preacesscid gheydpader is
varied using the unique information. Secrecy is increased nore than when

t he contenbroththeedtatti pubtensprecesstoént he | oader remains fixed. The
di stribution processing nethod of the | oader may be set in accordance with
a predetermmonédirul e acepunttng(foackarious factlorsesiueh 8501 igre @dred dat e
information of the startup, and the nunber of startups, in addition to the
uni que i nf gepdbiron. aAbt eppati ¥eétlyesshe df st butdlomr pr ockessieng net hod nmay
be set randomy nmaki ng use of a random nunber or the |like generated by a
random nunbetegeneravortoA happengZPegion is set on the startup nenory
region 120 in view of a data |length so that the | oader segnents do not
over | ap eadRO6Pher even3pakieal | yuEpuEhe stalrd up> ST O I édionerdo.
[O0O80]FIG 8 is a flowhart illustrating a procedure of an execution
process of lPRESKBREEREEHt BY BYSt HeP CPtNA%Y of/ the terminal 1. The CPU 10

sets the addr information where a programof a "rese rocess” was
witten as?aag?iss wwi??énr hthESTe %rféﬁégrtﬁﬁQWﬁﬂ%wﬁﬁﬁﬁ toi° t abl e
(indicatin% a tragsfer destination) (step S21). Then, the CPU 10 sets the
address (t &"Bage po?ﬁ?er BP) of the stack region 1203 on the startup

merory regi[§§6% 0 so tg@} xfagé‘s b@ge Pol pLer. BR i3 8l iangd w th, the upper
addr ess of e vector (s S ?.
startup memory region 120.
[0069] In response to a LOOP instruction, operations
(3) through (5) are repeated until the loading of all the
loader segments 1is complete.
[0070] Through operations (1) and (2), the following
process may be performed when a debug exception is caused
by malware next time. More specifically, i1if a debug
exception is caused by malware, the address of the vector 1
is overwritten with stacked information, and an unintended
address (=IPx16+CS) is set. The malware ends an action,
control is transferred to the rewritten address of the

vector 1 (IPx16+CS), and an exception of the invalid Opcode

is generated. Then, control is transferred to the vector 6



38 [0081] A data request or the like is output to the USB nenory 2 (step
S25). On each of the distribution processing operations subsequent to a
second distribution processing operatiog, imediately preceding
distribution information is sent back together with the data request to
the USB nenory 2. The USB nenory 2 then determ nes whether the received
distribution information is different fromthe check source information

stored on e.check_source_i nf,ornmati,on nenor 41.. .1 f t recei ved
I e LN

fault si | _i t j qgg ingy the fault
s?;nalS;?gﬁfﬁhgf%gégﬁeﬁésgﬁgef%§#$%§1 %é%?%§g§fgéﬁgyégﬁ 1€¥aUIt% gxegﬂting
the processing, ft{ngevéeégf«‘%gs&efes?'@g}t 100831445 4;he; LRY, 1O receiyes,
instead of the tault signal, the | oader segnents, the mapping position

i nf or mat i op,DLnok fhe | eﬁggrasgg}s@%téxc@@@i&heimg& asfer,d nformation CX
(CX=1if the first |0oading) (step S31) fromthe USB nenory 2, the CPU 10

| oads (mapshithecl oader .aegaest Set Onthe @eEr BSSaDloOb £ henes trdd tki-dTenmor y
region 120 (step S33). In each |oading of the | oader segnment, the CPU 10

det er mi nespwhehber nbhexepphng erderhd nfor mati o O has meacheadt the
segnent ati on nunber at the distribution process (step S35). |If the mapping
order inforpatironl €X. hasimad tteacheddthersegnmeniatficon tnunbenersheh€PU 10
returns to step S25 to repeat the LOOP instruction. The CPU 10 then repeats
an input preeésstoprbvhestpader msehment sitsedl sian lleg dwalateB9

(0071] In succession, the master boot program

(6) sets the trap flag TF. More specifically, 1 1s set on

the trap flag TF in the EFLAGS 152 of the chipset 15. By

setting the trap flag TF, a debug exception occurs when a

next assembler instruction is executed.

[0072] The master boot program

(7) sets an optional address on the stack region 1203 in

response to a shift (jump) instruction. Control is handed

over from the address IP:CS to the loader.

[0073] The jump instruction is an instruction to set

an address IP (an address scheduled to be executed next).

Since the trap flag TF is set in operation (6), a stack is

stacked on the stack region 1203 in response to the jump

instruction. The stacked contents includes "IP," "CS," and

"FLAGS." Since the address indicated by the stacked IP:CS

is the vector 1 (a vector when a debug exception occurs),

the set IP:CS is handled as the address of the vector 1.

[0074] Next, a boot process to be performed by the CPU

10 and the CPU 22 is described with reference to FIGS. ©



If the CPU 10 determ nes that the LOOP instruction has been executed, the
trap flag FT is set (step S37). Next, an optional address is set on the
stack region in response to a junp instgyuction (step S39). The CPU 10 then
determ nes whether a restart request is generated (step S41). If no restart
request is generated, control is handed over to the read | oader (step $43).
On the other hand, if a restart request is generated, the CPU 10 out puts
the restart . .request .to USB. neno 2 .(step 5).. [Q084]FIG 9 .is a
f1 owchar t iﬁqrﬁggsaﬁﬂng %ﬂ%?dgéLuf% {)Oﬁfqﬁﬁ% f&ﬁﬁh&lﬁg6€@%§ EXSETEd by the
CPU 22 of t U r . FLISst, e 1.nes r. 4 he. USB
menory 2 hgge?eggﬁggg8f¥5§$?gé ?%rﬁ%%a?gﬁgiéékﬁéﬁ@§$z égﬁggﬁg?ﬁﬁéCi

| mredi at e’ ¥ per egedling, di ot fh butd on ADTALRL 0N ( Stepfilhlg L e YSE
menory 2 has not received the data request and the inmedi ately precedi ng

di stributien)infgspatson,; £ CRU 4 &xid $. 11N 0w of Lhepraeess. | the
USB nenory 2 has received the data request and t'he i mredi ately preceding

di stributi gpthef-oppBthoRathe EPkb22r checkscihex i g atiel ye JPaeeding

di stribution information agai nst the check source information (step #13).

| f check resgbliseingbrate angateh (¥ froorst@py #I5) ,iddeuhlY 22 out puts to
the termnal 1 the next mapping position information DI, the mappi ng order

i nf or mat i onef@Xriandahbepeor pespondiagi teadest seghent (etkep #hLé) cpOn1the

ot her hand, if the check results indicate no match, the fault signal is

out put to theéetminenakWhdtiisteph#193B mdreoGPLE 20 trimemtetD qertflor MSE restart
process (step #21). [0085] The restart process refers to a process in which
i f the actpakFtnmappiiagnposhei onanfnt hel doacerrsegmemn faf lss roowmt ch t he
check source information during the MBR startup, the CPU 22 determ nes that
t he cause h3nfehakedsienahl ware as described bel ow, quits the startup of
the current MBR, reads the master boot programof the MBR fromthe MBR
menory 261/ 08Ad) t hen ekeeufes!Phendedt & bost prodrefichstt Vite t he BI OS.

[ 0086] A debug interrupt may now be caused by malware in the mapping process
of a giveong%H%? 350 F&etQ§¥rﬁ@@ﬁ%ﬁt%uf?nﬁ%ﬁ%ﬁ?%gﬁbﬁjf?dgar?%ﬁkﬁﬁg case,

an address, where an instruction to he executed by th Ul0 is witten may
be determ hed SS7AH'& diES (Vﬁ%F%m¥ﬂ§j‘ ﬁaﬁ?elﬁs¥RFiﬁ?gﬁme$ﬁ§yaadﬁﬁss

o1 ot o0, LopL e, DBl YT Bl LLarent, I SIANG, RO, 10, RO\ I gL ion

the terningé read onto the startup memory region 120 of the RAM 12 in
the priority order in accordance with the BIOS startup
routine (step Sb).
([0076] The terminal 1 then determines whether a fault
is present or not (step S7). The fault refers to an action
that malware or the like takes during the reading of the
master boot program of the MBR. If no fault is found, the
CPU 10 determines whether the reading of the master boot
program of the MBR has been completed (step S9). If the
reading has been completed, control is handed over to the
master boot program of the MBR (step S11). On the other

hand, if the reading has not been completed, the CPU 10

returns to step S5 to repeat the same operations. If the



1 distinctly fails to match the check source information. Wen the
nmonitoring unit 222 detects no match between the information fromthe
termnal 1 and the check source information, the CPU 22 deterni nes that
mal ware is present in the RAM 12, and instructs the master boot program of
the MBRto start up not via the BIOS. [0087]FIG 10 is a flowhart
illustrating a procedure of the restart process executed by the CPU 22 of

e L0 TR 8 gTORETLGE e nes e Nl kel

restart instruction I'S genera neit of " t aul t
signal and r rt o Ln Lon_i . Xl | ow of
t he procesgﬁﬂgﬁegﬁ%ggkﬁ%rE%égg%éi?eo§%H%$§§R%Of%£ té%gﬁﬁﬁév§§%%§%%gﬁ?£start
instructioqsk%ggg@ggated, the CPU 22 reads the nmaster boot program of the

MBR fromt he R menory 261 and then outputs the master boot program of the
MBR to the [BA¥H12 of thectesm pal i) {sEepr#38)1ud0088]H G Jddodsndre

flowchart illustrating a procedure of the restart process executed by the

CPU 10 of threat afBthabulioMhghothes nBst efc DOt dPF agiain ©dd the dBR gmstart s,
the CPU 10 first initializes the startup nenory region 120 (step S51). In

this way evenoiff thal warenksopyesentthd hespradanarg i2s idelsetoed.iep0@89hThe

mast er boot programof the MBR is then
power via the USB port of the terminal 1, and the CPU 22
determines whether the USB memory 2 has started or not
(step #1). 1In one embodiment, the CPU 22 may perform the
determination thereof by detecting the generation of the
clock pulse from the unillustrated clock generator.
[0078] Upon determining that the USB memory 2 has
started, the CPU 22 performs a segmentation process of the
loader (step #3). The segmentation process of the loader
includes an operation of segmenting the loader as a program
into loader segments of the specific number in accordance
with the membership information written on the membership
information memory 232 of the USB memory 2 as the unique
information, an operation of setting the mapping order
information CX indicating the reading order of the loader
segments and the address (the mapping position information)
DI on the startup memory region 120 of the RAM 12, and an
operation of storing the mapping order information CX and
the mapping position information DI in an associated state
on the check source information memory 241. It is noted

that dummy data prepared beforehand may be mixed with the

mapping order information CX and the mapping position



witten on the startup nmenory region 120 (step S53). When the witing is
conplete, control is handed over to the MBR (step S55). The MBR of FIG 8
is then executed (step S57). [0090] Thg-present invention may be

i npl enented in the foll ow ng enbodi nents. [0091] (1) According to the
present enbodi ment, the USB is used for the external device. The present
invention is not limted to the USB. Any device nmay be used as the external

devi ce as | ansatti%% q)%vii%etih%ckﬂggﬁgegggxgeggm and a RAM For exanpl e,

the external device may bé an 1C ¢ rnmpremented in a formbuilt

into a port@gj@icomng%%i C&qm%e%getem?%é%g%% ﬁghgoﬂ@%&roﬁoﬁﬁfr% am of

the MBR to 2 read in the restart my ane as or erent from

the programdhafer|ss-f ©adohn eSRANS Rt RelhenBl OB StALt U, EQf Sxapple, in
one enbodi ment, a nenory storing the restart MBR may be arranged in

addi tion toithe iMBR iR, 26L. oFheneesbant rMBR 0RY:i88Nngsate the | oader
segnent in accordance wth a predetermned rule. Alternatively, the | oader

may be | oaded dur arbatehtwohhoutebeihg segiment&tsed 0093 (arAcsrnditng to
the present invention, a single LOOP process is perforned in the single
step node hase@nan dfhe hier ap sthragukFonTheobupbes ot hé OOP2@per adhONSs | S not
limted to one. The LOOP process nay be divided into a plurality of

oper at i ons fandd.hefhpedf ot neldut owi evw ofs ¢ ey dettehdengt thef ttdeeldroader . The
data of FLAG CS, and IP witten on the stack region 1203 are updated at
the end of ehedtOOR prooegslencef wihe dabaedebewniteéeénrohe predeterimaped bits
of the stack region 1203, the | oader nmay be | oaded to the startup nenory
regi on 120 fggi fgranusnsectiersoauetther than ehé COOP {mSerurtion, of or

exanpl e, using a REP . o
the startup, and the number of startups, in addition to the

unique information. Alternatively, the distribution
processing method may be set randomly making use of a
random number or the like generated by a random number
generator. A mapping region is set on the startup memory
region 120 in view of a data length so that the loader
segments do not overlap each other even partially on the
startup memory region 120.

[0080] FIG. 8 is a flowchart illustrating a procedure
of an execution process of the MBR executed by the CPU 10
of the terminal 1. The CPU 10 sets the address information
where a program of a "reset process" was written as address
written on the vector 6 of the interrupt vector table
(indicating a transfer destination) (step S21). Then, the
CPU 10 sets the address (the base pointer BP) of the stack
region 1203 on the startup memory region 120 so that the
base pointer BP is aligned with the upper address of the

vector 2 (step S23).



(repeat) instruction in one enbodinent, or may be | oaded to the startup
menory region 120 using DMAC (direct nenory access controller) in another
enbodi ment. [0094] (4) According to the pgesent enbodi nent, the | oader
segnents are distributedly arranged on the RAM 12 using DI and CX.

Al ternatively, the arrangenent order of the |oader segnents is set, and
each | oader segnent may be read in succession by predeterm ned addresses of

the RAM 12. ln.this way, .a .different segnentation. nunber .of t qu%;r 43
and a diffépgﬁg]arrangéngﬁFao¥8%F63%eoﬁsg§? gg%%el hélﬁggﬂté ggFaa ress is

appropri at ?n'e}%o’}gdizf i(%g,gg{jls%ng f‘t e‘ﬁboég%e” | fadsf, 2 tb%t%%t ir%tcreis%%gd' y

arranged i n another ‘e As ‘descri bed above, € presen

 nventi on el ates,to.an exhennal obgoledewiice: IouMt et A A% daformt i on

processi ng apparatus 1 nc Ing a CPU to boot up the information processing

appar at us. Theext.er nal Dok deyi Ge-PLEf £ ahl yr i nchudes starage means that
stores MBR, the MBR being set to start up wth higher priority by BIOS of

the informatki ganpr eeesstngeappar At ts, theadhng sed@agierso and nappi ng the
| oader to a startup nenory region of the informati on processing appar at us,

the MBR hawieRgrg progriam dd@ingpesty iOn-tald gRs canShaek wheghen ithea
predeterm ned stack relationship wwth an interrupt vector table set in the
startup nemeryirvedi dhsofibheibnf onfatmeni g ocessi Nty apparatas,tand
di stribution processing neans that, prior to a startup of the MBR, segnents
t he | oader chrt@ koader s$egnemtsiof atpredetermhaechanikrberyrand gener at es
mappi ng information in accordance with which the | oader segnents are |oaded
to the staitfprrenpey regpon. 2{0096])Wthe tisice iziedangeenbuttihe st ack regi on
i's

information is different from the check source information,

a fault signal is output to the terminal 1.

[0082] Upon receiving the fault signal from the USB

memory 2 (Y from step $S27), the CPU 10 quits executing the

processing of the loader (step S29).

[0083] If the CPU 10 receives, instead of the fault

signal, the loader segments, the mapping position

information DI of the loader segments, and the mapping

order information CX (CX=1 if the first loading) (step S31)

from the USB memory 2, the CPU 10 loads (maps) the loader

segments to the address DI on the startup memory region 120

(step S833). 1In each loading of the loader segment, the CPU

10 determines whether the mapping order information CX has

reached the segmentation number at the distribution process

(step S35). If the mapping order information CX has not

reached the segmentation number, the CPU 10 returns to step

S25 to repeat the LOOP instruction. The CPU 10 then repeats

an input process of the loader segments in a similar way.



stacked on the interrupt vector table, and the TF is set to be on to record
i mredi ately preceding information on the stack region. In this way, if

mal war e becones operative, information gn the stack region is imediately
updated in an update manner such that the content of the interrupt 44
vector table is updated. The updating of the information on the stack
region, i.e., the rewiting of the content of the interrupt vector table

removes N dig gl ace 101 EUBLon-of e bty sl U mlaers, s he,
boot i h tLvLLi f-th i t t | boot
boot 19 comLLols e Bel Ll g8.0fpihe, vicue [G097in the sxtgpnal boot

position o h ta gLon W positi f : i of the
vect or tang%léfﬁﬁ %ﬁFEQQFrgﬁSE%En?? ?ﬁ% %ﬁ%%gﬁgg?gﬁp%%Fﬁﬁépéﬂﬁét e like

witten onathengt agkt-egt9Bni $sMeptseq) on NT2 pand ol NELrohethevgetor
table. Even if an interrupt is generated by nmalware, |ocation information

of the mal waeenks hostsasra regubét of sthendkidtddgisddie dwlwar e fi sot hus
di sabl ed. [0098]1n the external boot device, the MBR preferably

posi tion-alkkgnsrtheegtack r[egiencbefode the:tondes rsegments ar ed aaded.
Wth this arrangenent, the position of the stack region is set in the
begi nni ng etatihéostiart uptep the) MBRn ane subseqhentd,adtfi enseetatrhe mal war e
are disabled in response to the operation of the malware. [0099]In the
ext ernal bootiudevi te, gtherdisdtribuei©PU 10 outputs the restart
request to the USB memory 2 (step 545).
[0084] FIG. 9 is a flowchart illustrating a procedure
of a monitoring process executed by the CPU 22 of the USB
memory 2. First, the CPU 22 determines whether the USR
memory 2 has received from the terminal 1 the data request
and the immediately preceding distribution information
(step #11). If the USB memory 2 has not received the data
request and the immediately preceding distribution
information, the CPU 22 exits the flow of the process. If
the USB memory 2 has received the data request and the
immediately preceding distribution information, the CPU 22
checks the immediately preceding distribution information
against the check source information (step #13). If check
results indicate a match (Y from step #15), the CPU 22
outputs to the terminal 1 the next mapping position
information DI, the mapping order information CX, and the
corresponding loader segment (step #17). On the other hand,

if the check results indicate no match, the fault signal is

output to the terminal 1 (step #19). The CPU 22 then



processi ng neans preferably | oads the | oader to the startup nenory region
by a predeterm ned nunber of tines per loop instruction in response to a

| oop instruction. Wth this arrangenent,,the |oader is distributedly
arranged, and it is difficult to interrupt and control the mapping
operation 45 of the | oader segnments which are distributedly arranged.
[0100] I n the external boot device, the MBR preferably position-aligns the
st ack regiogr?rggg to %Q§a§ ecugégnSoLS@é i#§f)]oop instruction. Wth this
arrangenen?, e positron o Phe-stack’r gion'is set in the beginning of

the startu 09%5ﬁhe NBRThgpge§y$§?ﬂ%§£%?§g1£é¥%gfg%6%FfﬁH?%%g£§jg{e di sabl ed

in response to the operation o war e. e external boot

devi ce, th@,hq%ﬁ': EkaEEOQcPﬁQE%§%§%W§iH&{ erably. akes. .t he i ng

information o e startup nenory region different on a per boot basis.

Wth this aprangepentychhengeppihg POstid om af e dipader segnmentypghanges
each tinme, thereby introducing a determnation step in the interrupt of the

mal ware. Theal-BLErrUpt operati @scdé snihws Whdd oW tcdsperd aramat {01Q2] The
external boot device preferably includes unique information storage neans

t hat storemdnivgue bBfaesBiiead wWhEse) Ngdiies ditsd rdteuitdgn i acessi ng neans
generates the mapping informati on using the unique information. Wth this
ar rangenentyurirhet nEPRj Ngeeoat €n¢ s igee Moo tegetpexireratfalt ieoMBRIefriore nmay be
set: the MBR memory 261, and then executes the master boot

program not via the BIOS.

[0086] A debug interrupt may now be caused by malware

in the mapping process of a given loader segment to the

startup memory region 120. In such a case, an address where

an instruction to be executed by the CPU 10 is written may

be determined as an address where the malware is written.

The address related to the malware is different from the

mapping position information DI of the loader segment. The

mapping position information DI returned from the terminal

1 distinctly fails to match the check source information.

When the monitoring unit 222 detects no match between the

information from the terminal 1 and the check source

information, the CPU 22 determines that malware is present

in the RAM 12, and instructs the master boot program of the

MBR to start up not via the BIOS.

[0087] FIG. 10 is a flowchart illustrating a procedure

of the restart process executed by the CPU 22 of the USB

memory 2. The CPU 22 determines whether the fault signal or

the restart instruction is generated (step #31). If neither



[ 0103] The external boot device preferably includes nonitoring neans that
nonitors whether a fault occurs in a startup operation of the MBR, and
restart means that, if the fault is detgcted, reads the MBR onto the
startup nenory region of the information processing apparatus. Wth this
arrangenment, if a fault such as malware is detected, the information
processing apparatus is started not via the 46 BIGS. The malware rel ated

to the BIGS £ $yex luded fro the S rtu nory r.e n. |n the restart.
[0104] A netmo?? % ? iéé?n%% syst%ﬁ]pre %%% yﬁ?%c 3: eEéxsﬁ?ﬁél boot

devi ce, and,g P abity.of the E0forgmtion processi g, appay alyses oonnect ed

to a netmnr V|a t € externa devi ce i a manner that all

conmun’ cat | enhet weeLne-[,LOE IBLL oM. R 0G5 S| 10 ARPArALLSES:
genent

net wor k. VVth this arran ornmati on communi cation IS estébllshed

bet ween the.gxt-erpal bpotcdgvbse andsthe ipf ordmtl on prOcASSI NG appar at us
via the network under high-security environment free fromthe effect of

mal ware. Regher eneg Shgngpki §tmbOH024 L Tera nadn (s Qrdmtdren pracaessi ng

appar at us)
boot program of the MBR to the RAM 12 of the terminal 1
(step #33).
[0088] FIG. 11 is a flowchart illustrating a procedure
of the restart process executed by the CPU 10 of the
terminal 1. When the master boot program of the MBR
restarts, the CPU 10 first initializes the startup memory
region 120 (step S51). In this way even if malware is
present, the malware is deleted.
[0089] The master boot program of the MBR is then
written on the startup memory region 120 (step S53). When
the writing is complete, control is handed over to the MBR
(step $55). The MBR of FIG. 8 is then executed (step S57).
[0090] The present invention may be implemented in the
following embodiments.
[0091] (1) According to the present embodiment, the
USB is used for the external device. The present invention
is not limited to the USB. Any device may be used as the
external device as long as the device includes a CPU, a ROM,
and a RAM. For example, the external device may be an IC
card or may be implemented in a form built into a portable
communication device.

[0092] (2) The master boot program of the MBR to be



10 and 22CPUs 11ROM 12RAM 101BI OS processor 102MBR processor 103Loader
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read in the restart may be the same as or different from
the program that is read in response to the BIOS startup.
For example, in one embodiment, a memory storing the
restart MBR may be arranged in addition to the MBR memory
261. The restart MBR may generate the loader segment in
accordance with a predetermined rule. Alternatively, the
loader may be loaded in a batch without being segmented.
[0093] (3) According to the present invention, a
single LOOP process 1s performed in the single step mode
based on the trap flag TF. The number of LOOP operations is
not limited to one. The LOOP process may be divided into a
plurality of operations and then performed in view of the
data length of the locader. The data of FLAG, CS, and IP
written on the stack region 1203 are updated at the end of
the LOOP process. If the data are written on predetermined
bits of the stack region 1203, the loader may be loaded to
the startup memory region 120 using an instruction other
than the LOOP instruction, for example, using a REP
(repeat) instruction in one embodiment, or may be loaded to
the startup memory region 120 using DMAC (direct memory
access controller) in another embodiment.

[0094)] (4) According to the present embodiment, the
loader segments are distributedly arranged on the RAM 12
using DI and CX. Alternatively, the arrangement order of
the loader segments is set, and each loader segment may be
read in succession by predetermined addresses of the RAM 12.

In this way, a different segmentation number of the loader
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and a different arrangement order are used. Since the read
start address i1s appropriately modified or updated, the
loader segments are distributedly arranged in another
embodiment.

[0095] As described above, the present invention
relates to an external boot device mounted on an
information processing apparatus including a CPU to boot up
the information processing apparatus. The external boot
device preferably includes storage means that stores MBR,
the MBR being set to start up with higher priority by BIOS
of the information processing apparatus, reading a loader,
and mapping the loader to a startup memory region of the
information processing apparatus, the MBR having a program
that position-aligns a stack region in a predetermined
stack relationship with an interrupt vector table set in
the startup memory region of the information processing
apparatus, and distribution processing means that, prior to
a startup of the MBR, segments the loader into loader
segments of a predetermined number, and generates mapping
information in accordance with which the loader segments
are loaded to the startup memory region.

[0096] With this arrangement, the stack region is
stacked on the interrupt vector table, and the TF is set to
be on to record immediately preceding information on the
stack region. In this way, if malware becomes operative,
information on the stack region is immediately updated in

an update manner such that the content of the interrupt



processi ng nmeans) 222Monitoring unit (nonitoring neans) 223Restart
processor (restart neans) 224Loader processor 225l nput-output processor
23ROM 231Processi ng program nmenory 232 Menbership information nmenory 24RAM
241Check source information nenory

vector table is updated. The updating of the information on
the stack region, i.e., the rewriting of the content of the
interrupt vector table removes hiding place information of
the body of the malware, and the activities of the malware
is fully controlled. 1In this way, the external booting
controls the activities of the virus.

[0097] In the external boot device, the predetermined
stack relationship preferably aligns a base stack position
of the stack region with a position of an upper bit of INT2
of the vector table. With this arrangement, the information
CS, IP, and the like written on the stack region is written
on INT2 and INT1 of the vector table. Even if an interrupt
is generated by malware, location information of the
malware is lost as a result of the writing. The malware is
thus disabled.

[0098] In the external boot device, the MBR preferably
position-aligns the stack region before the loader segments
are loaded. With this arrangement, the position of the
stack region is set in the beginning of the startup of the
MBR, and subsequent actions of the malware are disabled in
response to the operation of the malware.

[0099] In the external boot device, the distribution
processing means preferably loads the loader to the startup
memory region by a predetermined number of times per loop
instruction in response to a loop instruction. With this
arrangement, the loader is distributedly arranged, and it

is difficult to interrupt and control the mapping operation



251Versatile file nenory 252 Loader menory 261MBR nenory (storage means)
3Network 48 CLAIMS [1] An external boot device nounted on an information
processing apparatus including a CPU to,poot up the information processing
apparatus, conpri sing: storage neans that stores MBR the MBR being
set to start up with higher priority by BIOS of the information processing
apparatus, reading a |oader, and mapping the |oader to a startup memory

i ft f ti i aratus, the havi ng a_ program
that posi t1an-4 gee 'rZEs@&%%ﬁss HgFﬁpgfﬁr@ﬂ%f%%%%%@rﬁét%lka%ﬁf%%| onshi ¢
th £ t vector e startu no
r%forﬁgt:gn%éig@esglng?ap%ggahugergﬁg b88: ée%i%%??@ﬁzl%%fﬁfo ffiﬁg@’neans
e_| oader
that, pri O%DOTSQtQO tgﬁ_rl ghg & %/(EB ré n%ra t%} ?%Lffo]r%t? nin

segnents of a pre eter es Frappt ng

accor dance gwigtih %hU%BptQﬁsk?éggﬁoﬁegqﬁﬂﬁ§'éHf%lé%%&ﬁ%éﬂ%n%he fpLartup nmenory

regi on.
position of the stack region is set in the beginning of the

startup of the MBR, and subsequent actions of the malware
are disabled in response to the operation of the malware.
[0101] In the external boot device, the distribution
processing means preferably makes the mapping information
of the startup memory region different on a per boot basis.
With this arrangement, the mapping position of the loader
segment changes each time, thereby introducing a
determination step in the interrupt of the malware. The
interrupt operation is thus difficult to perform.

[0102] The external boot device preferably includes
unique information storage means that store unique
information, wherein the distribution processing means
generates the mapping information using the unique
information. With this arrangement, the mapping content
unique to each external boot device may be set.

[0103] The external boot device preferably includes
monitoring means that monitors whether a fault occurs in a
startup operation of the MBR, and restart means that, if
the fault 1is detected, reads the MBR onto the startup
memory region of the information processing apparatus. With
this arrangement, if a fault such as malware is detected,

the information processing apparatus is started not via the



[2] The external boot device according to Claim1, wherein the
predeterm ned stack rel ationship aligns a base stack position of the stack
region with a position of an upper bit gf INT2 of the vector table. [3]
The external boot device according to one of Clains 1 and 2, wherein the
MBR position-aligns the stack region before the | oader segnents are | oaded.
49 [4] The external boot device according to one of Clains 1 through 3,

wher ei n t o, djsSt r Ut of, PLOCESE] Mgy EANS, 9ads, the d.oader. ¢ Lhe iar t up

menory regi on by a predetermned nunber times per loop instruction in

response t%t%rgggpmgggg&ugggggn 1 E5)ndhe.ext grnal boot device according to
Claim4, wherein the MBR position-aligns the stack region prior to the

execution qfyja4fji rst | gopekNstkUCHi@inichBlodhey exderial rboat) devi ce

according to one of Clains 1
includes the external boot device, and a plurality of the
information processing apparatuses connected to a network
via the external boot device in a manner that allows
communication between the information processing
apparatuses and the network. With this arrangement,
information communication is established between the
external boot device and the information processing

apparatus via the network under high-security environment

free from the effect of malware.

Reference Signs List
[0105]1 Terminal (information processing apparatus)
10 and 22 CPUs
11 ROM
12 RAM
101 BIOS processor
102 MBR processor
103 Loader processor
104 Restart processor
105 Input-output processor
110 Flash ROM
12 RAM
120 Startup memory region
1201 MBR expansion region

1202 Interrupt vector table



t hrough 5, wherein the distribution processing nmeans nmakes the mapping
information of the startup nenory region different on a per boot basis.

[ 7] The external boot device according i Caim®6, conprising unique

i nformation storage neans that store unique information, wherein the
di stribution processing nmeans generates the mapping information using the
uni que i nformation. [ 8] The external boot device according to one of
Clains 1 throughlB803comapetRi ngyion noni toring nmeans that nonitors

whet her a fault occurs in a startup operation of the MBR, and

restart means thag04if Prherfautkpass det ect@donreads the MBR onto the
startup nenory r%gaon gEDthe information 50

15 Chipset
2 USB memory (external boot device)
221 Distribution processing processor (distribution

processing means)

222 Monitoring unit (monitoring means)
223 Restart processor (restart means)
224 Loader processor

225 Input-output processor

23 ROM

231 Processing program memory

232‘ Membership information memory
24 RAM

241 Check source information memory
251 Versatile file memory

252 Loader memory

261 MBR memory (storage means)

3 Network



processi ng apparatus. [9] A network communi cation system conprising the
external boot device according to one of Clains 1 through 8, and a
plurality of the information processings@pparatuses connected to a network
via the external boot device in a manner that all ows communicati on between
the information processing apparatuses and the network. [10] An external
boot program of an external boot device including a conputer and nounted on
an information processing apparatus iocAuding a CPU to boot up the

i nformation processi ng apparatus, the external boot program causing the
conput er operate as: storage neans that stores MBR, the MBR being
set to start up with higher priority by BIOS of the information processing
appar at us, [Féadi n§nackbaderl awet nippiFy THE TsAdEr ab B istratdp menor y
region of the information rocessing ag arat us, the MBR having a program

t hat posit PORCEPPGHE 8PE?55EUFeQP6ﬁ h g Prieldet &7 M ed &t dk rel ati onshi p
with an ing%%%%%gtgg%togoggggenseg inrgggsstggtup.anDry regi on of the

i nformation proceSS|ngpappara%u%, BiAd ’ Wstributi on processi ng nmeans
that, prior to asebahhubn néhﬁgg@%uﬁ?@m@éﬁ, the Ipadere 4,04 a;doader
segnents of a predeterm ned nunber, and generates mapping information in

accordanceswht-h whi ghthheibpadepr segieptisy ageod aadechd o d hersd@rdp nenory
region. 51 [11] The external boot program according to Claim 10, wherein

t he predet erpiBedistiaekpaebatspnsbapiad i gnsoaldasearsi ackopioss titon of the
stack region wth a position of an upper bit of INT2 of the vector table.
[12] The exbternal thoot spedgranmaseoy di vyt ohetlof Thfzbmmatirand 11,
causing the conputer to operate as: nmoni toring means that nonitors
whet her a PAGFESBERHUr 3PPATATYE ar Eup BPpRrkd Vot of RIRINVBR, thdd

position-aligns a stack region in a predetermined stack
relationship with an interrupt vector table set in the
startup memory region of the information processing
appératus, and

distribution processing means that, prior to a
startup of the MBR, segments the loader into loader
segments of a predetermined number, and generates mapping
information in accordance with which the loader segments

are loaded to the startup memory region.

(2] The external boot device according to Claim 1,
wherein the predetermined stack relationship aligns a base
stack position of the stack region with a position of an

upper bit of INT2 of the vector table.

[3] The external boot device according to one of Claims 1
and 2, wherein the MBR position-aligns the stack region

before the loader segments are loaded.



restart neans that, if the fault is detected, reads the MBR onto the
startup nenory region of the information processing apparatus. [13] An
ext ernal boot method of an external boofgdevice nounted on an information
processi ng apparatus including a CPU to boot up the information processing
apparatus, conpri sing: storing MBR on storage neans, the MBR being
set to start up with higher priority by BIOS of the information processing
apparatus, reading a | oader, and mapping the | oader to a startup nenory
region of the information processing apparatus, the MBR having a program

t hat positildd-al f'gaseatstraek begioneivhca predeteran hedrst ack Gleliats anshi p
with an interrupt vector table set in the startup nmenory region of the

i nf or mat i oPErEEEss nghapparatis, dantr Wpe bl e sPFPBRES o protessiqrfsreans,
segnenting, prior 52 to startup of the MBR, , the | oader into |oader
segnents of & predefetf Hea RbmBERD WO GenET At Phg> et gi iy G it OHER S on i n
accor dance {0 wichs fbe | .0ader segent s are, | gaded 16, Lhe stariyp, memory
regi on. [T P The “ext &rnal Phoot “Het hod accord?ng to ai'm 13, Wherdin the
predet erm nedst,ack pel ationship aligns a base stack position of the stack
region with a position of an upper bit of INT2 of the vector table. [15]
The external boot nethod according to one of Cains 13 and 14, conpri sing:
nonitoring with nonitoring nmeans whether a fault occurs in a startup
operation ¢b]t heTMBRexaadnal boot device according to Claim 4,

wherein the MBR position-aligns the stack region prior to

the execution of a first loop instruction.

[6] The external boot device according to one of Claims 1
through 5, wherein the distribution processing means makes
the mapping information of the startup memory region

different on a per boot basis.

[7] The external boot device according to Claim 6,
comprising unique information storage means that store
unique information,

wherein the distribution processing means generates

the mapping information using the unique information.

[8] The external boot device according to one of Claims 1
through 6, comprising:

monitoring means that monitors whether a fault occurs
in a startup operation of the MBR, and

restart means that, i1f the fault is detected, reads

the MBR onto the startup memory region of the information



reading with restart neans, if the fault is detected, the MBR onto the
startup nenory region of the information processing apparatus.
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processing apparatus.

[9] A network communication system comprising the

external boot device according to one of Claims 1 through 8,
and a plurality of the information processing apparatuses
connected to a network via the external boot device in a
manner that allows communication between the information

processing apparatuses and the network.

[10] An external boot program of an external boot device
including a computer and mounted on an information
processing apparatus including a CPU to boot up the
information processing apparatus, the external boot program
causing the computer operate as:

storage means that stores MBR, the MBR being set to
start up with higher priority by BIOS of the information
processing apparatus, reading a loader, and mapping the
loader to a startup memory region of the information
processing apparatus, the MBR having a program that
position-aligns a stack region in a predetermined stack
relationship with an interrupt vector table set in the
startup memory region of the information processing
apparatus, and

distribution processing means that, priocr to a
startup of the MBR, segments the loader into loader
segments of a predetermined number, and generates mapping
information in accordance with which the loader segments

are loaded to the startup memory region.
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[11] The external boot program according to Claim 10,
wherein the predetermined stack relationship aligns a base
stack position of the stack region with a position of an

upper bit of INT2 of the vector table.

[12] The external boot program according to one of Claims
10 and 11, causing the computer to operate as:

monitoring means that monitors whether a fault occurs
in a startup operation of the MBR, and

restart means that, if the fault is detected, reads
the MBR onto the startup memory region of the information

processing apparatus.

[13] An external boot method of an external boot device
mounted on an information processing apparatus including a
CPU to boot up the information processing apparatus,
comprising:

storing MBR on storage means, the MBR being set to
start up with higher priority by BIOS of the information
processing apparatus, reading a loader, and mapping the
loader to a startup memory region of the information
processing apparatus, the MBR having a program that
position-aligns a stack region in a predetermined stack
relationship with an interrupt vector table set in the
startup memory region of the information processing
apparatus, and

with distribution processing means, segmenting, prior
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to a startup of the MBR, the loader into loader segments of
a predetermined number, and generating mapping information
in accordance with which the loader segments are loaded to

the startup memory region.

[14] The external boot method according to Claim 13,
wherein the predetermined stack relationship aligns a base
stack position of the stack region with a position of an

upper bit of INT2 of the vector table.

[15] The external boot method according to one of Claims
13 and 14, comprising:

monitoring with monitoring means whether a fault
occurs in a startup operation of the MBR, and

reading with restart means, if the fault is detected,
the MBR onto the startup memory region of the information

processing apparatus.



