A METHOD AND SYSTEM FOR MONITORING WEBSITE DEFACEMENTS FIELD OF THE
INVENTION [0001]The invention pertains to the field of monitoring website defacements.
BACKGROUND [0002]An increasing number of website defacement incidents are being reported.
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baseline image of the website; partitioning the eline iImage nto a plurality of baseline image regions
politically motivated protestors and people bearing grudges against an organization or
administration. Most times, the defacement is harmless and is only done to show off a
hacker’s skills. However, it can sometimes be used as a distraction to cover up more sinister

actions such as uploading malware (malicious software).

[0003] US patent publication 2013/0097702 describes a website defacement system
that receives web page information and snapshot images corresponding to websites and
performs comparisons against corresponding information and snapshot images of a reference
website. Probability scores indicating the likelihood that a website has been defaced are
calculated based on the comparisons. However, US 2013/0097702 is silent on partitioning the
snapshot image into smaller regions, allowing users to select from these partitioned regions,
and carrying out image comparisons on these user-selected partitioned regions. Further, US

2013/0097702 is silent on describing how the image comparison is actually carried out.

[0004] It is therefore an object of an invention to solve the above deficiencies and at
least to provide a novel method and system for monitoring website defacements.

SUMMARY OF INVENTION

[0005] According to a first aspect of the invention, a method for monitoring a website
for defacement is described, the method comprising the steps of obtaining a baseline image of
the website; partitioning the baseline image into a plurality of baseline image regions

according to a plurality of partitions in a partitioning algorithm and allowing the partitions to
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according to a plurality of partitions in a partitioning algorithm and allowing the partitions to be
selected. The method further comprises the steps of obtaining the selected partitions; storing the
baseline image regions which correspond to the selected partitions in a database; obtaining a image
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[0010]Preferably, the step of performing content comparison on the stored baseline HTML content and
the HTML content instance comprises the steps of counting a number of links in the stored baseline
HTML content and the HTML content instance; counting a number of scripts in the stored baseline
HTML content and the HTML .content instance: and counting a numbey of images in the stored
paseline ROURELSA e Rt B e T ot R B B S SR A e
comprisestieistaps| oapexfanchimythdidstfeneageityetoeepahsdinso grden bhsehielesahagmatick thecomage
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integrity cbinpatisomebwval & result of the second integrity comparison exceeds a third threshold.
[0012]Preferably, the step of performing a first integrity comparison on the baseline image and the
image instance comprises the steps of hashing a image in the baseline image to obtain a first hash
value; hadiiv@fh image hnetleealrhagecinstarete basebteintirgesaegpiodshasth eatieeiahdaynpastaccthe first
hash valu he [%v é - éeraﬁj\ﬁ/ the f performi integyrity
comparisjﬁaonr)?]t & %gé?&?ngegﬁé ’Lgé%ﬁt I(r%%l.m \)trﬁ A ?_ggo?ﬂféﬁn%%s\@rgé ggarﬁp%@eﬁsﬁ ?Eg as@egp%gof
hashing agerptanativelbealekrenti T Mlue cheanetoselimiaral firstfeashy Vville stdpash pryfarsurigt imape

cecond nadh AL o0 Bt R T, 206 ERTARRRG Rl RS MRS
content instanastsrthezitopsed eom memditioedamade inthasithieyalebsftedachphbetnfdbéstertdvbrselindeast
one malwge I3 JElRsie POt RHRIR ARIRG UARTRCSH terigeri e b SIGP gy ailaghier
regions to determine a number of pixels whose image intensity value has changed and
comparing the red channel value of each pixel of the stored baseline image regions with the
red channel value of each pixel of the extracted image instance regions to determine a number
of pixels whose red channel value has changed. The method further comprises comparing the
green channel value of each pixel of the stored baseline image regions with the green channel
value of each pixel of the extracted image instance regions to determine a number of pixels
whose green channel value has changed; comparing the blue channel value of each pixel of
the stored baseline image regions with the blue channel value of each pixel of the extracted
image instance regions to determine a number of pixels whose blue channel value has changed,;
and wherein the result of the image comparison is dependent on the number of pixels whose
image intensity value has changed, and on the number of pixels whose red channel value has
changed, and on the number of pixels whose green channel value has changed and on the

number of pixels whose blue channel value has changed.

[0009] Preferably, the method further comprises the steps of obtaining a baseline
HTML content of the website; storing the baseline HTML content in the database; obtaining a
HTML content instance of the website at the polled interval; performing content comparison
on the stored baseline HTML content and the HTML content instance; and sending an alert
that the website has been defaced when a result of the content comparison exceeds a second
threshold.

[0010] Preferably, the step of performing content comparison on the stored baseline

HTML content and the HTML content instance comprises the steps of counting a number of
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predetermined period to lapse after obtaining the baseline HTML content of the website; obtaining
another baseline HTML content of the website, and comparing the baseline HTML content with the
another baseline HTML content and allowing the second threshold and third threshold to be adjusted
based on this comparispn. [0016]Pref , the partitioni Igarithm is.anyone of the following: a 4
oy 2 gric, W5 QR e byt s B ORI e Ll s e
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age into QB P s L R A e S A B M g
algorithm;iatiancthe partitions to be selected and obtain the selected partitions. The processor is
further programmed to store the baseline image regions which correspond to the selected partitions in
the database; obtain a image instance of the website at a polled interval and partition the image
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regions by totaling up the image intensity values of the pixels within each of the stored baseline image
regions; calculate a second image intensity value for each of the image instance regions by totaling up
the image[Pfiénkity valuBtstsirahéy pikelsteyithfnpedfonnainthe Exstdotegrityagepasisercendhiobaseding
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values of eagtepitestangsinocokiaioftheesesenscheahividigis BstpaowpsgidMRe Euftliase valistandéhehannel
value for %?Egnﬁfﬁ%%[ﬁq baseline image regions by totaling up the red channel values of each pixel
within each of the stored baseline image regions, calculate a second blue channel value for each of
the image instance regions by totaling up the red channel values of each pixel within each of the
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difference between the first red channel value and the second red channel value, and on the difference
between thentest Hreancerannulivwangs aitisensisecunalgjitdbat dharedsitalnes bern slefasedifesBrite
between the dirst bIMsicARNRE]falkg and the second blue channel value. [0020]Preferably, each stored
baseline image regions and extracted image instance

[0015] Preferably, the method further comprises the steps of waiting for a
predetermined period to lapse after obtaining the baseline HTML content of the website;
obtaining another baseline HTML content of the website, and comparing the baseline HTML
content with the another baseline HTML content and allowing the second threshold and third
threshold to be adjusted based on this comparison.

[0016] Preferably, the partitioning algorithm is anyone of the following: a 4 by 4 grid,;
a3 by 3grid,a5by5gridand a6 by 6 grid.



regions comprises pixels, each pixel having a image intensity value, a red channel value, a green
channel value and a blue channel value, and the processor is further programmed to compare the
image intensity values of each pixel of the stored baseline image regions with the image intensity
values of each pixel of the extracted image instance regions to determine a number of pixels whose
image intensity values has changed and compare the red channel values of each pixel of the stored
baseline int@d&]regions Withatttkengny @ isteorsityaszdoie s fofreaahnpintieing f 2 hey eirimabde diomatpeingsi@nce
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baseline content an ntent'instance; and count a number of images in the stored
baseline HTML content and the HTML content instance. [0023]Preferably, the processor is further

program performsa first inteqr [SQn: aseline | e e;
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on the difference between the first image intensity value and the second image intensity value.

[0019] Preferably, each stored baseline image regions and extracted image instance
regions comprises pixels, each pixel having a red channel value, a green channel value and a
blue channel value, and the processor is further programmed to calculate a first red channel
value for each of the stored baseline image regions by totaling up the red channel values of
each pixel within each of the stored baseline image regions and calculate a second red channel
value for each of the image instance regions by totaling up the red channel values of each
pixel within each of the extracted image instance regions. The processor is further
programmed to calculate a first green channel value for each of the stored baseline image
regions by totaling up the green channel values of each pixel within each of the stored
baseline image regions; calculate a second green channel value for each of the image instance

regions by totaling up the green channel values of each pixel within each of the extracted
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instance for malwares and send an alert that the website has been defaced when at least one malware

is detected. [0027]Preferably, the processor is further programmed to wait for a predetermined period

to lapse after obtaining the baseline HTML content of the website; obtain another baseline HTML

content of.the Web:}ite' compare thg bF\%eIin anot e HTML content
G
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[0028]Preferaddyretiersanitiotatiggalgotibmeds duayoelevafibe dolkachng xel Ay ih gach afdthy Saed, a 5
by 5 grid and a 6 by 6 arid. [0029]The invention will now be described in detail with reference to the
ccompar D L B B R R YR B
figures illustyaiesdiydiotsdid genpbibdined ret{sirael o Alepseofeeaotp (@ie witbipl esobf ah éhdisxtemtet image
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stration DU At Heh o e g i o e T R T e e e
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difference between the first green channel value and the second green channel value, and on

the difference between the first blue channel value and the second blue channel value.

[0020] Preferably, each stored baseline image regions and extracted image instance
regions comprises pixels, each pixel having a image intensity value, a red channel value, a
green channel value and a blue channel value, and the processor is further programmed to
compare the image intensity values of each pixel of the stored baseline image regions with the
image intensity values of each pixel of the extracted image instance regions to determine a
number of pixels whose image intensity values has changed and compare the red channel
values of each pixel of the stored baseline image regions with the image intensity values of
each pixel of the extracted image instance regions to determine a number of pixels whose red
channel values has changed. The processor is further programmed to compare the green
channel values of each pixel of the stored baseline image regions with the image intensity
values of each pixel of the extracted image instance regions to determine a number of pixels
whose green channel values has changed; compare the blue channel values of each pixel of the
stored baseline image regions with the image intensity values of each pixel of the extracted
image instance regions to determine a number of pixels whose blue channel values has
changed, and wherein the result of the image comparison is dependent on the number of pixels
whose image intensity value has changed, and on the number of pixels whose red channel
value has changed, and on the number of pixels whose green channel value has changed and

on the number of pixels whose blue channel value has changed.

[0021] Preferably, the processor is further programmed to obtain a baseline HTML
content of the website; store the baseline HTML content in the database; obtain a HTML
content instance of the website at the polled interval; perform content comparison on the
stored baseline HTML content and the HTML content instance; and send an alert that the

website has been defaced when a result of the content comparison exceeds a second threshold.



[0032]Figure 2 shows a flow chart for a website defacement monitoring system performing image
comparison. [0033]Figure 3 shows a baseline image being partitioned into a 4 by 4 grid format.
[0034]Figure 4 shows a flow chart for a website defacement monitoring system performing content

comparis %%35]Figue shqws a flow chart for a website defacement monitoring system .
pertorming Reab o comsat D QORA e ¢ S R AP S A R e i
monitoringteystiened feask nei ki wanteoh et sh¢AOBKIEiguneeit shetarsce; ftounthartfdyeo lofasomys

baseline HT VIl contenLmplinie fes armulipls base(ing, I00pslEigie &ahajisa NG4Sy
threshold valué being adjusted according to the results of multiple baselining.
images in the stored baseline HTML content and the HTML content instance.

[0023] Preferably, the processor is further programmed to perform a first integrity
comparison on the baseline image and the image instance; perform a second integrity
comparison on the baseline HTML content and the HTML content instance; and send an alert
that the website has been defaced when a result of the first integrity comparison and a result of
the second integrity comparison exceeds a third threshold.

[0024] Preferably, the processor is further programmed to hash a image in the baseline
image to obtain a first hash value; hash a image in the image instance to obtain the second
hash value; and compare the first hash value and the second hash value.

[0025] Preferably, the processor is further programmed to hash a script in the baseline
HTML content to obtain a first hash value; hash a script in the HTML content instance to
obtain the second hash value; and compare the first hash value and the second hash value.

[0026] Preferably, the processor is further programmed to check the HTML content
instance for malwares and send an alert that the website has been defaced when at least one
malware is detected.

[0027] Preferably, the processor is further programmed to wait for a predetermined
period to lapse after obtaining the baseline HTML content of the website; obtain another
baseline HTML content of the website; compare the baseline HTML content with the another
baseline HTML content and allow the second threshold and third threshold to be adjusted

based on this comparison.

[0028] Preferably, the partitioning algorithm is anyone of the following: a 4 by 4 grid,;
a3 by 3grid,a5by 5 grid and a 6 by 6 grid.

[0029] The invention will now be described in detail with reference to the

accompanying drawings.



[0039]Exemplary, non-limiting embodiments of the present application will now be described with
references to the above-mentioned figures. DETAILED DESCRIPTION [0040]Figure 1 shows a
system for monitoring website defacements. The system comprises core engine 101, database 102
and image comparison engine 103. Core engine 101 has web module 104 that is responsible for
retrieving content from the website. This content can be an image capture of the website. This content
can also bBRhHEHDEEGRIPEIOMDFaTkiR DeyWaldeEBontent of the website. Core engine 101 also
has analytical module 105 that is responsible for determining if the website has been defaced.
Analytical module 105 can make this determination by retrieving data from image comparison engine
103. DatapzG339].02 is foFoartpmiatadng thigisterdtlistedte cdindbeset casbedi mengls)eard bgrimdge

comparisaon engine. 1 ontent comparison ine 1Q6, integrity ¢ fi ngine 107 and
cianature BRI B B e PRl 1 R TR e R e
embodimehawinbe anegmesented oo mitwposewveb sitestietfimoeomdnit arsingoinfagy e efomralisats exfgine 103.
In step ZOé?pm%Qt@l dule 104 of core engine 101 obtains the baseline image of a website by
screen-capturing the website. This can be done by rendering the screen capture to a Portable Network
Graphic (PNG) image with the Webkit layout engine that powers Safari and Chrome browsers.
Alternativ baseline | e e.s inathe ia formats like int P raphic
Experts GT%/%% etc. Opﬁ%@ﬁ%he Wa}%eqir?gl?ﬁg%g nﬁ%ﬁu%rfhérvgéltsg . r@‘;é:fgcggﬁgﬁo#poeﬂ(ﬁﬁﬁg can
be done bsystsimcpdaertinadye Magiekdibpdayyfempotinientpertext Preprocessor). The purpose of obtaining
the baseline image is for it to act as a reference to which subsequent screen captures would be
compared against. [0042]In step 202, core engine 101 partitions the baseline image into a plurality of
smaller bd96B2¢ image Fégiohs agfsondirag flowhelpdittitiong iwebgitatitifatemeaniomgniionhg pyatéon of the
baseline i thir ition is.the baseline image region. An example of a partitioning algorithm
can be on@%ﬁeﬁg i%@%é%wbghs@ﬁ%é image into a 4 by 4 grid format, resulting in 16 partitions. These
partitions can be of the same size. Each partition in the partitioning algorithm can have an index value,

so that th ifions ca OB i i% [ ﬂ% fl for itior f baseline
mage 30T by 4 oo eaaal ous e I g (OB U R, °C;
C3, C4, D1, D2, D3 and D4. The partitioning algorithm can also be a 3 by 3, 5by 5, 3 by 4,4 by 5, 5 by
5, 6 by 6 g mat, ar\gi t e}y I i g, 10Q431k.s 13 fi (e -H%e rﬁs
allowed tg[gg?:e&)c(t from the%%%t%:}r?{s?g%:g pa‘%ﬁti%n% are pr&eséhﬁtlellggir@ %%sgerél?rftter lgcegtg t egﬁgr. The
user interfa@dotEMngecesirid caMpRrisadnt-end web engine. The user can select the partitions by
determining which baseline image regions (which are within the partitions) should be used for the

image comparison. The advantage is that the user can specify exactly the baseline image regions to
be used fdP@38limage cbitipriBoshal hBefordaptionaalyeksittl clefasementi manEranibySietn

dynamic ﬁ%ﬂ&m HREr g FBAMsoNn. Dynamic content constantly change and therefore
excludingcgé;seline imagg r[ggqfon that have dynamic content from the image comparison helps to

reduce the amount of false positives (false alarm) when monitoring websites.
[0036] Figure 6 shows a flow chart for a website defacement monitoring system

performing malware checks.

[0037] Figure 7 shows a flow chart for obtaining baseline HTML content multiple

times or multiple baselining.

[0038] Figure 8 shows a table with a threshold value being adjusted according to the

results of multiple baselining.

[0039] Exemplary, non-limiting embodiments of the present application will now be

described with references to the above-mentioned figures.



[0044]1t is immaterial how many partitions the user chooses. The user can choose one partition, and
even all the partitions. The number of partitions chosen by the user has no bearing on the
effectiveness of the invention. The crucial factor is that the user knows his website best, and therefore

would be t@f%&ﬁ%%?j@%é%%ﬁ.‘fﬁ ich baseline image regions should be used or is suitable for the

purposes 045]Once the user has selected the partitions, in step 204, the
baseline image regions which correspond to the selected partitions are stored in database 102.

[0046]Monjtaring of the website occurs at a predefined polling interval. At the start of a polling interval,
an mage O e of b G Bste T M G et by Lt et NelaEise T St
engine 10tosapeises captLangithEOlatriteast 1t patticuige paimidr simen@inent08taCood engolkeiiol
interval). The screen-capturing, is. done by r ring the screen re tqg a PNG. fileor JPEG file
(simiar o H e AP AR B B TR R bbb le
[0047]At step ReanthHmbgesehptiimalfdhegiehs whithicomespbodntalite BeitetddThatit{btypearext

retrieved figm,he daiabass-daNARISIEP 0TI Imaqs natanae R pRdliansd nie A llye lhcof
image instance regio ording to the partitions inthe partitioning algorithm. This partitioning
algori_thm ibahis wmmﬁiaiatfonﬂﬁgea@oingrﬁ ﬂwedd@_ﬁ&@@?emdemmealwml paotititnlg edgorithm
used in step ROTWAR A At RIMAl G LA IR NGRS L RfTE R B ARASS 3.
is for storing data and this stored data can be accessed or retrieved by image comparison
engine 103. Content comparison engine 106, integrity comparison engine 107 and signature

comparison engine 108 will be described later.

[0041] Figure 2 describes a preferred embodiment of the invention for monitoring
website defacement using image comparison engine 103. In step 201, web module 104 of
core engine 101 obtains the baseline image of a website by screen-capturing the website. This
can be done by rendering the screen capture to a Portable Network Graphic (PNG) image with
the Webkit layout engine that powers Safari and Chrome browsers. Alternatively, the baseline
image can be saved in other media formats like JPEG (Joint Photographic Experts Group) etc.
Optionally, the baseline image may be further edited, resized, cropped. This can be done by
using the ImageMagick library for PHP (Hypertext Preprocessor). The purpose of obtaining
the baseline image is for it to act as a reference to which subsequent screen captures would be

compared against.

[0042] In step 202, core engine 101 partitions the baseline image into a plurality of
smaller baseline image regions according to the partitions in a partitioning algorithm. The
portion of the baseline image within a partition is the baseline image region. An example of a
partitioning algorithm can be one that partitions the baseline image into a 4 by 4 grid format,
resulting in 16 partitions. These partitions can be of the same size. Each partition in the
partitioning algorithm can have an index value, so that the partitions can be uniquely
identified. Example of index values for partitions 302 of baseline image 301 in a 4 by 4 grid
format can be found in Figure 3 i.e. Al, A2, A3, A4, B1, B2, B3, B4, C1, C2, C3, C4, D1, D2,
D3 and D4. The partitioning algorithm can also be a3 by 3,5 by 5, 3 by 4, 4 by 5, 5 by 5, 6 by
6 grid format, and any other conceivable format.
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4 by 4 grid format. This is to ensure that in the upcoming steps, the baseline image regions and image
instance regions within the same partitions are being compared. [0049]At step 208, the image instance
regions that correspond to the selected partitions (selected in step 203) are extracted from the image
instance. Core engine 101 can identify these selected partitions by their index values. This is to ensure
that in the upcoming steps, the baseline image regions and image instance regions within the same
selected pg@anRins are deistepddpaietg{0O20 e siesy 208|lonadaccei isom itheeddrtioed. bEteeen

the baselige mage fecions and fhe Imade inslance sedians-Rethase. haseline image Legiaps,and
image instance regions correspond to the selected partitions. Further, the Image comparison fs done
between theesalineineagmeedfenuaedcan ag ke ¢h sharpeet egyic  yhddt eonie sgpywiisctobise Iszmm agde cted

partition. For.ex e, image camparison is.done hetween baseline image region that corresponds to
Colected poios WiRcHdRy SARICTHE Jaa T NChe Sosl 6 R e BRI
partition wathvamtkge valtrat' Aie. ineotbar speaily, eracfgriberbisainaypatenedotwderba seseforetimage

and imaga e R R B SRAY. o B e e R e
comparisarigedbriedny ithagenegenpanypan sngihy1@BiBasettin thestastiytscofitige iamagéhecfyrarison

done by i r ' [ 1 lyti 0 '

dotormne e B T RH I e el SR A R R AR e AR R s,
reached otoeedeeel ik, zmaotifi cditfelsapoditiiecsy(ffalse algiye) adhé¢themonitiidad ovebsdetle will be explained
later) to alert the user that the website has been defaced. If the threshold value has not been reached

or exceeded, the notification module will not be triggered, as analytical module 105 of core engine 101
has deterriiiféd] that theltvebxiteateshiooweeany gritidionmisie sk nobbosesdiile Loy chicchoesegine 101

will walt fop g Starhof Me R BlVRAGIYAi0 BRRRLPIEPRARMIRCHbIRARC g MRnigring
process. | 8 1 n'a preferred embodiment, the image comparison done by image comparison engine
103 is a coaapagson the idcetiseresstohshicuentiorh abedimsliond deateyiimthaidtbiecisenaawsthitce

region. T ling.d ' ' r ity Of ol ] [ -eqion will
comprise}\a?/%r:tgl igy};%gfﬂ%%g;g&g%@%@;ﬂé%p@% Iﬁse%l;é%ggpngo\%ﬁit mgﬁegggs%eﬁg\?ﬁgg@%a pixel
is, and whsitatdidpehigegigeis iditall B &0 Hbe grupssed @fithegaxaheopiperivalue is a single number which
represents the brightness of the pixel. The most common pixel format is the byte image, where this
number is stored as an 8-bit integer giving a range of possible values from 0 to 255, 0 indicating black,

and 255 il@4king whité)weehthaluess ifdsesrleeiedniiiereaUpinns. differient 884ddecbapeling 0SB he
image inteRsin Ol RRPESHIGS IR0 T EEYReE DRt G RUg N Shase 102.

[0046] Monitoring of the website occurs at a predefined polling interval. At the start of
a polling interval, an image instance of the website is obtained (step 205). This is done by web
module 104 of core engine 101 screen-capturing the website at that particular point in time (or
the start of a polled interval). The screen-capturing is done by rendering the screen capture to
a PNG file or JPEG file (similar to how it is done for the baseline image). This PNG file or
JPEG file is the image instance.

[0047] At step 206, the baseline image regions which correspond to the selected

partitions, are retrieved from the database.

[0048] At step 207, the image instance is partitioned into a plurality of image instance
regions according to the partitions in the partitioning algorithm. This partitioning algorithm is
the same partitioning algorithm used in step 202. For instance, if the partitioning algorithm

used in step 202 was a 4 by 4 grid format, the partitioning algorithm used here would also be a
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pixel values of all the pixels within the baseline image region. The image intensity of the image
instance region is the sum of the brightness pixel values of all the pixels within the image instance
region. A delta value is determined by calculating the difference between the image intensity of the
baseline i e region and the image intensity, of the,corresponding image jnstance region. A delta
value 5 colH A S o oA L e T R oS
combinatiand [D@y¢] instaye € myioas sathentiesabh@Spdran pesse Htheydehspasddes to analytical module
105 of core engine 101. If any one of the delta value is equal or larger than a threshold value, the
notification module can be triggered indicating the website has been defaced. Alternatively, only if all
the delta A are equal ctdpr@@Bthte arttegshokianatuaegvonddttiad motifisptiog oodhde ssledpgered.
In other wQrds,. the triggering s ustomized to suit the nature of thewebsite. If website is
pighly cyrEa I S5 S Sbrag b eeangaes 1 e i VAR oo ine .0
before theidmtifiyatiieseraeldctiedipariggmey Thig indexfoedlieel I o ictuatstine that oothefifaleaipgsitives
(false alarmywhen, maoiiaring eksiies aving cynamis conient, JoARC AN et Reeleredecreq
embodiment; the iImage comparison done by imagetomparison engine IS a comparison on the
channel vahrtit @fshee thagwlinenpeage: regions and the image instance regions. A color perceived by
the human eye can be defined by a linear combination of the three primary colors red, green and blue.
These three colors form the basis of the ROB color-space. An ROB image has three channels: red,
green and[60%€] If the ROBSIERARI% 2hdge, eactpatisomads Hesferbies) foatvestngthe hasadiduenhgaother

words, the | ' - e S ' tore
discrete piyOD L T R R R B e o
(very highregsohatiomesgaol dharmeslzciedgertfiossbRuntizyethq I0BgETtENEasinoeivalere (petiyeshthe
baseline i an. | I d i Y ixels.]

paseline e e e Pl Ll e oy s et SEEp ey o e Qe
calculatedpettisiomniiog epamelehdmagevanmesa(ieer) ds thensixettvikahebapeliie instagreaegigionthal delta
value (red) | ined | {ff e eg(yth V, seline
image reglégﬁr gﬁ’ﬁﬁé@éﬁ#ﬁ%ﬁ% gﬁﬁﬁ F&%ggeé}é@ﬁr%ir%ilmgrgﬁgmggnc@#{gaggn%%ﬁ%ﬁe
channel valreesgpadn fobetestod alitiiamaifb redpurvidusaléiatda Ghesunantih gupradsonanablayiues
(green) of i i ined -region.: Lval r COIT ing
image Inst B B T e
image insesgeeréibherbastting daggyreginnssaddtdmadeci byncalcegiansgviiibidities sane 1seteedesh the
channel v ; ine image region and the channel value (green) of the
correspon%bilii’;t(al_:jt{l?nﬁgtg‘g8 irelé![a SE%E%J}IEQ [0058]The channel value (blue) of the baseline image region is
calculated by summing up the channel values (blue) of the pixels in the baseline image region. The

channel vaijg {plue) of ‘ﬂf‘e?R{é&i%%ﬁfﬁél%ﬁ?%dﬁé@‘%é%%%&?ﬁwBﬂ&ﬂﬂo%"?@H@gbgoﬂp[t‘@e

channel values’(blue) of the pixe the image Instarice re elta value (blue) is determined by

calculatingesetelifeReniceape sosmatisercheimey Vargs (IMPROseRERENeINS infagerretioanahdiaa
channel valug (Rlumsolihe fergRRRnding Magminstanchiesipntidaliaiaivg (Rdy fdalia vaiue

(green) and a delta value (blue) iS calculated for each baseline image region and corresponding image

instance réﬁ%ﬁd@dm&iﬂﬁtf@msﬁﬁwiwﬁé@% hesrhpeniseatleathieacrsdrenipaitientitss moaulavil be
analytical m(% 5 1R Absee 609 B AL WAPESHL AKRaa AL 9 ba A e (e 1St TR RRI(9TREN) and

delta value IS not equal or larger than a threshold value, the notification module can be triggered

indicating Beeneefrses. Hashedbreshatsloelua s matideRn tashatmr sxaesteddiirneafsadendnasule
(oreen) angicla V4SRN 1SS APTASIITATDS UYGSROYANONOMS Brnafiseion module i

triggered. In other words, the triggering step can be customized to suit the nature of the website. If the

website isWe§BitE dipad1pidaemsfaeasiitasteasdrguepenasiagtododicerasadiaad Vhvdl vwrixiesdbethe
threshold bgfors the Retienioyimedaiadr Jig08ERE 205 R DRIGEEEIRIRSHR RONES NG sowesdt of

false positives (false alarm) when monitoring websites having dynamic content.

[0052] In a preferred embodiment, the image comparison done by image comparison
engine 103 is a comparison on the image intensities of the baseline image region and the
image instance region. The baseline image region will comprise a plurality of pixels and the

image instance region will comprise a plurality of pixels. Each of these pixels has a pixel
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[0060]In another preferred embodiment, the image comparison done by image comparison engine 103
is a comparison of each pixel in the baseline image region with each pixel in the corresponding image
instance region. Each pixel value (brightness value, channel value (red), channel value (green),
channel valye (blue)) of each pixel in the baseline image region is, compared to each pixel val
(rightneoSA LA e DR O e e R T i F el
the correspoaglisighmagelinsiands segigile Bactbaixehicalueptiesdnts difteberghimesscofabalpinea. Cthenter
value incrementing by 1. For example, if between a baseline image, region, (hayving. 5 ixels, and
theretore J060 i e pg! S Sl AR SR T T R LR
2000 pixepwahges)abgepofgiasivbs\ateadifierard, tth2séo Ontaticating lackd dmel 265 Thikcatingpatisien by

pixel is do\pv?trf]ovra?uae%r}nb_%gﬁ!}geen m@g@ gLﬁegl o} %mje?%)r{gﬁg&ndd?grl?rggge instance region combination.
[0061]Image comparison engine n passes the counter valdé to analytical module 105 of core

engine 101. If the counter value is equal or larger than a threshold value, the notification module will

be t”ggeﬁﬁ'd%;%ica“”g t‘i‘ﬁe"‘iﬁ% I r'?t%ﬁs*ﬁ;%’f ‘Eﬁ’é%a%‘éli&%oﬁég (?é‘g?u]ﬁhefs%%f%ﬂr‘fﬁo‘?%%oﬂj Nbgthe

image comparison done by image compdrison engine omparison on the hash values of a
baseline ipixgk \relyiesncdral lthiee quirels poittinglimagee instd meg e egginn Thieebimage cotknsdprebdmation
of a baseline j region j in hj it ' [ P . .
Examplos MRS SR ar S B B A SR ek DR D A e
representamageoingiancerregipondirig lia sigkénistapieennetsid ysoatrsdaidthip tb e iffeashtadoeliyeeithire which
will output; S es are t red. This: s values
is done foﬁeﬁ% ﬂggegﬁsé &eﬁ?n%aﬁgge%gﬂﬁ?gﬁ{%orre@&r%ﬁl@lg{l%mﬁé% mé?-g%gé&?egﬁ)ﬁ#cgﬁlb%%g%?ind the
results ardmpagsddsiansaalptie). niddidéal 08loe cisreangliated §ar. [CbEhstlirasinmge bag@ineantage

region an%&ﬁégﬁﬁmmﬁ@Ag&ggg@ggﬁ%ﬁohe&%@% [nation has hash values that are different, the

notification module ca cating website has been defaced. Alternatively, only if all
the baseline image region and corresponding image instance region combinations have hash values

that di t, Id ificat . i t I I b
customizel e Bt the mLToHE op S o, 26 SR e M BBt e B A o e
positives (fAsefatarengnghenliiorfrarnyi@nectfsitesinbiaivig) utyisaanielconteiger fpasa]thresiodderadveferred
bod hed : _ - ) . “hinafi
embodimepf, ﬁBﬁfi%ﬁg ttﬁgﬁgg@;@ﬁ&%ﬂéﬂ@@%ﬂﬁﬂga@%w (BPsRBAULEL A3 £A0BF AReHRRARAtion

(with any sequenc cribed methods i.e. comparison by image intensity,
compariscibyyitiadnifel deltaevakvgscait ggridlonr dargaciingixel tomsheadisahier washlviar eetifipés]The

notifcation mogule whER KoY RALDYERIS mn%ﬁﬁ@ﬁ&gﬁg t?é‘cﬁ%%h%&él}‘?diéﬁ[-{ﬁé‘ﬁa?ﬂﬁgtfn be

in any form throug y communication medium rt Message Service (SMS) and the

like. For s@emqbsﬁpeiéﬁh@}mn@é_%sbm @beami@n'_ﬁ, @&mpsmw@mdﬁkgel@ﬁec@émppwt@édhewMP)
and syslog gan alsadye addiienally nclis defore ar tiog fRoguiefail R L1gGER% e Rode fapth

historical and ad-hoc reports to the users via the front-end web user interface. Customized reports for
SOC operagion tovigtuershenamuyehef drleeheositives tadse alarm) when monitoring websites having

dynamic content.

[0055] In another preferred embodiment, the image comparison done by image
comparison engine 103 is a comparison on the channel values of the baseline image regions
and the image instance regions. A color perceived by the human eye can be defined by a linear
combination of the three primary colors red, green and blue. These three colors form the basis
of the RGB color-space. An RGB image has three channels: red, green and blue. If the RGB
image is 24-bit, each channel has 8 bits, for red, green and blue. In other words, the image is
composed of three images (one for each channel), where each image can store discrete pixels
with conventional brightness intensities between 0 and 255. If the RGB image is 48-bit (very

high resolution), each channel is made of 16 bit images.
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[0066]In a further embodiment, the system further comprises content comparison engine 106. Content
comparison engine 106 is for comparing the content of the baseline HTML content and the HTML
content instance. [0067]Figure 4 describes an embodiment of the website defacement monitoring

system us;j ntent c arison engine 106. In step 40.1, web module 104 of core engine 101

ohtains thiBERbiine HTUE TR, 4 e (b el e s e RRR Bl el T o

downloadimg thdradrantied vadiesitedyvettise pirelo e tiib dastdneinagd hegidn T Phprdiaced] Vakeq(rgodpse of

obtaining the baseline HTML content is for it to act as a refl()e ence to which subﬁ]eq ent Ié'IT\'{\é”U content
ste

|
instances 3 1T ML €onianl Captirgs B s weB Sl St aiecor%{psé‘rr@ﬁ‘%{‘é’a%’rﬁ’s 'fo P 402, the
baseline HiigdIL ebritenpizedtoredtie datafpadesidize[06¢i0]M okitdel g wfltiee (neeb site determsnatiaby
predeﬁ”e‘%{i&'}ir‘g i”tﬂg"%l- ﬁéﬁﬁth&% %géﬁ@@”éﬂ%‘éﬁ()’a‘i‘hea AMbe ?ﬁé“r?%%i{‘nsw}ﬂ‘qga@ of ey ﬁ&ite s
obtained (Step A §9 e I'—f| [ Contentinstance 18 6 talned(iay down oaglng if ORPthe Website's web
server ovaherohantednet véa(ited) bIFTtNE qorotseahdj0Q T0RYEStemAcraiehaseline HTML content is
retrieved from the database. [0071]At step 405, the content of the baseline HTML content and the

HTML content instance are compared. The content comparison can include, though limited to, the
number of{Q0%VErsal Resberckaboehterl (I8 Rpydenispththed hase eadamafsucegianttie wHEy ltiedtdxy; the

ber of SCrnts: Yy ) _ : T : : ’
the mmbc VSR B o M R K e e g S R T
(t;onterglt ?nmlllr&a(l?l’emﬂ o@ritem@nmm@iageimﬁgedn&'@ht@iseg@mdpsaiwiiad:’)ddnwmmm wpethsite hgs
een defa : S. a mypared.
o72iCer e s e e A S TR P RS SR R ey
'?ri(aanﬂ\?l,L ﬂwewmmﬁwmIatinmthehdif.ffﬂﬁemerbeimeemmae:hﬁrmeiombam{gmfmﬂﬁg_hm@??times. If
e . e 2 - isis
perhaps a'n In |c%t%]@r? t%]ﬂegt?t%gé% (vﬁvaerﬂ%ﬁtg %\g% @E%%%%?gﬁége%%ﬁlﬁqﬁﬁ% @/g%ergﬁg{e i%%ﬁggg%viiords allow

for easy monitoring as content comparison engine 106 simply needs to check if these keywords are

&fﬁﬁ%‘él@@%iﬁﬁﬁl?ﬁ@iﬁiﬁm?%‘“g RIoURo Y SIRRR TREYiHageragiaest R aenshat e
summing up the channel values (blue) of the pixels in the baseline image region. The channel
value (blue) of the corresponding image instance region is calculated by summing up the
channel values (blue) of the pixels in the image instance region. A delta value (blue) is
determined by calculating the difference between the channel value (blue) of the baseline
image region and the channel value (blue) of the corresponding image instance region. A delta
value (red), a delta value (green) and a delta value (blue) is calculated for each baseline image
region and corresponding image instance region combination, and image comparison engine

103 then passes these values to analytical module 105 of core engine 101.

[0059] If anyone of delta value (red), delta value (green) and delta value (blue) is not
equal or larger than a threshold value, the notification module can be triggered indicating the
website has been defaced. Alternatively, only if all of delta value (red), delta value (green) and
delta value (blue) is equal or larger than a threshold value, would the notification module is
triggered. In other words, the triggering step can be customized to suit the nature of the
website. If the website is highly dynamic, it may require a large percentage or all of the delta
values to exceed the threshold before the notification module be triggered. This therefore
helps to reduce the amount of false positives (false alarm) when monitoring websites having

dynamic content.
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[0073]The results of the content comparison of the baseline HTML content and the HTML content
instance by content comparison engine 106 are then sent to analytical module 105 of core engine 101
to determine if a threshold value has been met at step 406. If the threshold value has been met, the

notificatio%d@g)gule will be tr}%qﬁred tofalert the psert thaﬁ tl'%ﬁ WebS|tee har% baerflesn de %ced 0074élf the
threshold valde has not beén mef e Ro ?gcgfnon mod Ofbe i g%reao al%c moddfe 105
of core engingdiisohangiate LidBnisd itanhfae suediEatiapinet hfetm tesalipel |rlmmg:eaeg|wekNrdDehﬂb 104

of core en mq 101 will wait for the start of the nextiolllr\%w terval (o} u &) s 40 6 to
he syste

continue th& MORi oen%%rrgrsgcess Qfdg?gﬁn PN ment. S(sarv %jr%pns{’lgg%tegnty

comparlsoralaamg(ml)l@ﬁamnaigmljae:cﬁgmmﬂsomenglrval[Ilé)'(tﬂhe)c)ksftdem:hnpe)gﬁltwdhmbaseMMHma(ger

XA RSB DL HENSBLOETS R ARSCOES DnSTBRdEy L e

website def cement m ring’sy StRAY uSh comparisonenging ste
module 1Qgreémbmmmgahea]m(bbl@)heftbm:bmlhm rﬂnmgermsndndﬁujmeagé’ Mstmmeteeglohﬂm@hebsite

he b |
HTML cot o e o B SN 8 S e e b T b oo
the baselihetimeage daskbagealirsgy¢-HERIbredmteimgabetstoxets iranththbaserd @RODOB&IWeahits)iagté the

website Cfitdge 23hadNeTR é[;&ﬁ’ m&ﬂl‘f@g ﬂﬁ‘é‘?{)%% ’\(%Q %65)35( ?'AHH? éBb?f;b%‘f“\‘/é g9 ;Vﬁeé%‘ie and

HTML content instance o IS obtaine e Image Instance Site Is
obtained inaduaszara el Kareitdr mwhmmazauesmbbtjbm@té'mmmmaei&emw pEekéntonstéercensh

obtained iBa@erfi]r"f‘@nﬁég%@b%rﬁ%wgér%?ﬁo%ﬁ%iHﬁgg{eofnﬁglpcé%gion combination.

[0061] Image comparison engine 103 then passes the counter value to analytical
module 105 of core engine 101. If the counter value is equal or larger than a threshold value,

the notification module will be triggered indicating the website has been defaced.

[0062] In another preferred embodiment, the image comparison done by image
comparison engine 103 is a comparison on the hash values of a baseline image region and the
corresponding image instance region. The binary code representation of a baseline image
region is passed into a hashing algorithm which will output a hash value. Examples of hashing
algorithms are Secure Hash Algorithm (SHA) and MD5 etc. The binary code representation of
the corresponding image instance region is passed into the hashing algorithm which will
output a hash value. These two hash values are then compared. This comparison of hash
values is done for each baseline image region and corresponding image instance region

combination, and the results are passed to analytical module 105 of core engine 101.

[0063] If at least one baseline image region and corresponding image instance region
combination has hash values that are different, the notification module can be triggered
indicating the website has been defaced. Alternatively, only if all the baseline image region
and corresponding image instance region combinations have hash values that are different,
would the notification module be triggered. In other words, the triggering step can be
customized to suit the nature of the website. This therefore helps to reduce the amount of false

positives (false alarm) when monitoring websites having dynamic content.
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[0079]At step 504, baseline image and baseline HTML content are retrieved from the database.
[0080]At step 505, integrity comparison is performed on the baseline image and the image instance.
One example of integrity comparison is to compare the hash value of a particular image in the baseline

image anctéggjash valﬁle oft e sam image | nt (i age, mstance The hashln s done b%gassmg

the binary representa i oefrt erelr%g%e m'ino |hg aqg'cm?ﬁﬁw B has aPL}/e

indicate thadrtiparvsebsagyimes 1 wate fae ey @& AMastep GOE) mt@gse;qmm)aufsdhelsabevmmm on
the baseli e HTM conﬁe t and the HTML c ntent instance..One exam f |nt I’I'[X rm)arlsgn is to
& | By IR

compare thé %asehv alie 0 apar%% ar“ssc(:)rlp h HhaYsa nsﬂMTR}?@garl a¥1c?t HVAILE Of the

same scripbmpidréseiTof eacbrieed instaparésonhe hasdhuadues done by passing the HTML code of the
script into a hashing algorithm. Different hash values may indicate that the website has been defaced.
[0082]Based on the results of the integrity comparison by integrity comparison engine 107, analytical
module 1(B0&5¢ore engite hotifa=térmmeduiketiviaeh miggef@d/hwmlmsrigd}mlﬂmem step H07lelt the

threshold yal e otifi ill 0 t
website hﬁé tl)ﬁe%e% j I%agfe%crﬁn %ngaﬁ #chée‘ffrf%%ﬂ% ﬂg‘he a‘%nﬁ%ﬂe%ﬁe%ﬁe %I(aigﬁrﬁ% atlot‘ﬂi%%n e will
not be triglytassdge\isalptical (S leidshef bikee Eng|Becumyhé);pefatmgnﬁemm(mmsmmas not 17
been def f r ill ling
interval to rgﬁ gt?g?gc?g ggg %H}%%kﬂ S}ﬁr?%{log on%gg/ é’ V\é%ﬁsf?q ég’gﬁ@%@ m?@k (é))éllment
the system\fterploénngampdmﬂescadlgb@m@emmpapmde both historical and ad-hoc reports to the users

via the front-end web user interface. Customized reports for SOC operation, with co-branding

can also be supported.

[0066] In a further embodiment, the system further comprises content comparison
engine 106. Content comparison engine 106 is for comparing the content of the baseline
HTML content and the HTML content instance.

[0067] Figure 4 describes an embodiment of the website defacement monitoring
system using content comparison engine 106. In step 401, web module 104 of core engine 101
obtains the baseline HTML content of the website. The baseline HTML content is obtained by
downloading it from the website’s web server over the internet via the HTTP protocol. The
purpose of obtaining the baseline HTML content is for it to act as a reference to which
subsequent HTML content instances or HTML content captures of the website would be

compared against.
[0068] In step 402, the baseline HTML content is stored in database 102.

[0069] Monitoring of the website occurs at a predefined polling interval. At the start of
a polling interval, a HTML content instance of the website is obtained (step 403). The HTML
content instance is obtained by downloading it from the website’s web server over the internet
via the HTTP protocol.

[0070] At step 404, the baseline HTML content is retrieved from the database.
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engine 108. Signature comparison engine 108 checks the website for malwares (malicious software).
Signature comparison engine 108 does this by comparing the binary files that the website is hosting
against known virus signatures, and web objects like java applet and image objects. Malwares can

also be in rm of scfipts in of a binary.file e.q. Jav ipts. Signature,co rison engine 108
can checma\j/ebsite f'é‘r{O I%?\e varﬁﬁr?w%qﬁ:%ounste Z\ggé‘%?%%%ﬂﬁﬁh%m@%n% ﬁﬁ/%@(%ﬂ fﬁg_nGteﬁ{
[0085]Figunsténde sceibesgaresinboel tueten b t tingparedositead efatetvchbogbnibmited &y Stenmursivey of
signature cpmpari engine, 108, Monitori ft ite,occurs at redefined polling intgrval. At
Mo R ke BT O ol gt N O
HTML coriembirstdirsce psspbtainechinyr dbuwnégastinbeitnivorbethef webisite sl Welh. segsetheveurtibermernet

via the HTEE pUotacol | %%?]&tst%“?@s‘?\%%fstgﬁdﬁﬁé\’l&SPEEf”%BJar@t?QCﬁ‘[ SRGeliRd B?fd"p?ﬁei.sn%lf, of
malwares. This'is done by signatdre comparison engine 108. |8nature comparison engine 10
checks théhel Dtk rentEéhvih stantatfan éribevi idlic mudeib vaSaniet sy Sy fatant, o apedapsnaine 108

also checks for Vj ignatur d bjegt l{[g% jaVv [ n%' ?J result
of the ma S A R A AR R RIS TR TR RO R A0S,
malware haspeseraobtectediethendatifiopsima.module will be triggered to notify the user that the website
has been defaced. If no virus or malware has been detected, the notification module will not be
triggered and web module 104 of core engine 101 will wait for the start of the next polling interval to

repeat ste[f82}1 an€@tdrtopcedhinedheynanilericay misoebs [@088itd JwpH 40k dddB01 candebhiseline
HTML co [s.ohtain once r mbodiment..the b ' T ent | ained
a ploralty P EHEES SOh S e e AT e ereangar e o R e
module 1®tafrbogereayyineesllbbiaing MiirsobestlinsandeMioesomehavd the welmidte mamiewhibading it
from the ite! r rihe | et via. TTP. protgcol , 104 of
core engite TT hars o ol iobont i orm ekars ot weLSiE fpe. SHEE PR, e
of the welfsiteparsngy (Be-desiregs Kogywatsls allosiv ko sy framidosingine adeniataniparigentikagipelled
interval to ' f i -thi [ T, t ite { IS is
known as Jﬁdﬁtg@q ﬁaﬁé?iﬁ%?\gg %sgg g%%sgt?%%age%rfg %ﬁqgﬁé@%ﬁ@ ﬁ#ﬂﬁ%ﬁ%gﬁtt’s@ée then
comparedTPhBa6IY SysieonMay! tidegehan idlerbtdinaydtiactheonghpagerEs-itwe tefiecamd Cascading Style

Sheets (CSS) and the like. [0089]The advantage of performing multiple baselining is that the threshold

values
[0073] The results of the content comparison of the baseline HTML content and the

HTML content instance by content comparison engine 106 are then sent to analytical module
105 of core engine 101 to determine if a threshold value has been met at step 406. If the
threshold value has been met, the notification module will be triggered to alert the user that

the website has been defaced.

[0074] If the threshold value has not been met, the notification module will not be
triggered. Analytical module 105 of core engine 101 has determined that the website has not
been defaced. Instead, web module 104 of core engine 101 will wait for the start of the next

polling interval to repeat steps 403 to 406 to continue the monitoring process.

[0075] In a further embodiment, the system further comprises integrity comparison
engine 107. Integrity comparison engine 107 checks the integrity of the contents (for example

images, scripts, URL links) of the website.

[0076] Figure 5 describes an embodiment of the website defacement monitoring

system using integrity comparison engine 107. In step 501, web module 104 of core engine
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used by analytical module 105 of core engine 101 can be adjusted to more accurately reflect the
dynamic and static portions of the website. For example, in figure 8, multiple baselining has
determined that the number of images on the website fluctuates between a lower value of 10 images

and an upper value of 20 images. This determination enbeu e? S a quide ta set the threshold
valuer In oA AR e L BELTE ETMAL el B R S R TR
fluctuates inetgecisroliidiaed iA@ images sithidae fonehdt tvesrdesdodred ffonsigp 201 thddbaslime HTML
content is c105rft(\e/\r/1?iljse tgt%iﬂump]ear of "H&%%%i rthedg?%ML Codzets%?fbindsﬁp(s: 2 IS 69 this would be within the
threshold Value ahd’RG Alert would be raised. [8 Eﬁ?ﬁﬁer, muftlp e baselining can also help
determine the ideal values for the baseline HTML content (for which subsequent HTML content
instances W0IFGE compaledtagabit).the diisetinondxngh abddeset nd TNIL\Mbntenteist rave sstopdy an initial
HTML CO”&%%%&”R of the website, but it is further tweaked and adjusted based on the values
obtained from the multiple baselining. The values of the baseline HTML content may be the average of

the values obtained by the multiple baselining. In the example as provided in figure 8, the ideal number

fi i baseli . ti | £10]

value of 20 hgbes . TAH e e L S e ARl
ideal value igothiege intarsab gestedgeaiostaocthentss eiT Vhe anstentdnstande o hitlje svehede adbésreidthe
baseli L t ing.th i [ded frant- engl hough
fgure 7 QSR el ke el U A et T, SR R R M0
skilled perdesgribad tfa aigmBEb.oT tiendd Miesanderjuitetanattds, aasaiong s dtrisanmeltipleifiands Ydratore

than One)vﬁ(?\ﬁ&%ﬁye&ﬁr@f? e46r§1es the baseline HTML content is obtained, the more accurately the
system can determine whic %OI"[IC')I’IS are static and which portions are dynamic. Furthermore, the

length of the polled interval does not quite matter. Obviously, the longer the polled interval, the more

aCC”rate'y@?iégtyStem AR &éj&;'féﬁlﬂ,”gagﬁ'ﬂﬁ@i E’Qﬁa‘z}fﬁesgfﬁ{é%ﬂ% b @&ﬁeﬂ?@ﬁ?&ﬁé@e‘?ﬁyﬁgﬂ?% as the

website m have been ated during a short p Interval. However, the trade-o Wou?d be
that the médtighesbaselining process would take longer. [0092]Iin another preferred embodiment, the
website defacement monitoring system can have any combination of the image comparison engine
103, content comparison engine 106, integrity comparison engine 107 and signature comparison
engine 108008Rhough inAhetsp SHacifitegidiyscontpatisge isdeiiariaeth o8 desbabrithérisnatisiienkthey the

rent ; . . . . o :
ampreciat T g R e
server camaféiﬁy_&ﬁbcbm%dﬁh@i@ﬂ%hﬂ@mpadgbﬁ éﬁﬂln@@@ﬁmﬁaﬁﬂmmﬁs@m%éﬁmﬂ%,

integrity CRIPRNsOPRNUYG P s 8%26%&% %@B%Eﬁ%&ﬁel. %@&ﬂﬂfm%ﬁﬁe%éfgjggr@ggxer can

have one or more processors for im enting Core engine 101, image comparison eng
content cdifgiRgalgeritiine ROt eibry \WHesarRoneisgipdhabtheingkstie aasreeeotgfacibn engine

108. Alternatively, core engine 101, image comparison engine 103, content comparison engine 106,
Integrity CfaRa{Ison endip€ien 506, integrity comparison is performed on the baseline HTML content

and the HTML content instance. One example of integrity comparison is to compare the hash
value of a particular script in the baseline HTML content and the hash value of the same script
in the HTML content instance. The hashing is done by passing the HTML code of the script

into a hashing algorithm. Different hash values may indicate that the website has been defaced.

[0082] Based on the results of the integrity comparison by integrity comparison engine
107, analytical module 105 of core engine 101 determines if the threshold value has been met
at step 507. If the threshold value has been met, the notification module will be triggered to

alert the user that the website has been defaced.

[0083] If the threshold value has not been met, the notification module will not be
triggered. Analytical module 105 of core engine 101 has determined that the website has not
17



107, signature comparison engine 108 and database 102 can be in different servers. One skilled in the
art will appreciate that other variations are possible. [0094]In the application, unless specified

otherwise, the terms "comprising”, "comprise", and grammatical variants thereof, intended to represent

"open" or jinclusiye” language such that they include recited elements but alsq permit inclusion of
ckitional RGBT e SR SR L P R SR e
and adaptpoibing oftineah pphezead stepd 58 dppareiot conteupensonoskitadgrptbessst after reading the
foregoing disclosure without departing from the spirit and scope of the application and it is intended
that all such modifications and adaptations come within the scope of the appended claims. CLAIMS 1.

A method ff@@8hpnitoring ra avibtier fonbledaoentetiecsysiprisifugtiee stem® ioés-sifrainiaganizsaane

ccording P BiauaTes SRS B e O s B e o B A R,

obtaining tofteelet&igpattittooaparistoramy ithe If@sdtiee thisalge cegiparsny irehbeoarg siles dhas the

selected RRHRRTS ARSI AARR KRN W& Caet Nk aneR 2 a5 uelRie LA Rolietdntevale
objects. Malwares can also be in the form of scripts instead of a binary file e.g. JavaScripts.
Signature comparison engine 108 can check the website for known malicious JavaScripts

within the HTML and JavaScript file.

[0085] Figure 6 describes an embodiment of the website defacement monitoring
system using signature comparison engine 108. Monitoring of the website occurs at a
predefined polling interval. At the start of a polling interval, the HTML content instance of the
website is obtained (step 601). The HTML content instance is obtained by downloading it

from the website’s web server over the internet via the HTTP protocol.

[0086] At step 602, the HTML content instance is checked for traces of malwares.
This is done by signature comparison engine 108. Signature comparison engine 108 checks
the HTML content instance for known malicious JavaScripts. Signature comparison engine
108 also checks for known virus signatures, and web objects like java applet and image
objects. The result of the malware check is then sent to analytical module 105 of core engine
101.

[0087] If a virus or malware has been detected, the notification module will be
triggered to notify the user that the website has been defaced. If no virus or malware has been
detected, the notification module will not be triggered and web module 104 of core engine 101
will wait for the start of the next polling interval to repeat steps 601 and 602 to continue the

monitoring process

[0088] In steps 401 and 501, the baseline HTML content is obtained only once. In a
further embodiment, the baseline HTML content is obtained a plurality of times at a polled
interval as described in Figure 7. Referring to step 701 of figure 7, web module 104 of core

engine 101 obtains a first baseline HTML content of the website by downloading it from the
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partitioning the image instance into a plurality of image instance regions according to the plurality of
partitions in the partitioning algorithm; extracting the image instance regions which correspond to the
selected partitions; performing image comparison on the stored baseline image regions and the

extracted im instance reqgions; and sendin rt that the, websi as heen def hen a
ot of il s WA e A e P ORI SBE S 2 e o oot
stored basmliinecnmgeliEyivagana extpatted imengd itstexmesrdgitors obtaprisgapseets|oehase jpincel

L pherla. (06 16 oL peroTng ImAde sampRTsn AR ergipred

having 2 imags intehsily elle Andaherei

baseline image Tegions and the extracted | age instance redgions compris steps o
calculatingvaifir soirasgiedn erisidyi vaivalfor equle obéherswradchbase thizd rhasgd me didid Lb g dotedingf up the
image intensity values of the pixels;. . lculatin nd.im intensity value for h of the
extractod IENE SIS hans by it RGeS HIMER TR Ty e il
wherein theirdhasading &l iiviige adenteaaisothés depeacdeniloa tomdifsmente lndesdan itheofilshitedge

intensity \./%Iusecﬁ tﬂ%éﬁﬂ%dﬁr@f%%'&%%g%éﬁdﬁﬁe §h e‘gge(segeé#grqd%glﬁw 1 wherein each stored

baseline image regions and ex Image Instance regions comprises pixels, each pixel having a
red channel value, a green channel value and a blue channel value, and wherein the step of

forming.i : = : d . :
Fogions colBEtes the ooy ARBE S beHOrA IR RRCAEIIRTRAE Jur B R RIERAR e
baseline imgegedsegnahgibyl tedinlg UPSI0E etk angimelOhlcws luf adichtgrixel;morecadculsitthy rafésatond

4 ch : _ : ) o , |
values of Sl R R B PP R EE e
regions byhestetitegnoipet éhgtabe mitmhecdl ihageobe dah ywekslte fluctuates between a lower value of

10 images and an upper value of 20 images. This determination can then be used as a guide to
set the threshold value. In this example, the threshold value is set to £5 as the number of
images on the website fluctuates between 10 and 20 images. Therefore, if the number of
images in the baseline HTML content is 15, while the number of images in the HTML content

instance is 10, this would be within the threshold value and no alert would be raised.

[0090] Further, multiple baselining can also help determine the ideal values for the
baseline HTML content (for which subsequent HTML content instances will be compared
against). In other words, the baseline HTML content is not simply an initial HTML content
capture of the website, but it is further tweaked and adjusted based on the values obtained
from the multiple baselining. The values of the baseline HTML content may be the average of
the values obtained by the multiple baselining. In the example as provided in figure 8, the
ideal number of images in the baseline HTML content is the average of the lower value of 10
images and the upper value of 20 images i.e. 15 images. This ideal value is possible through
the multiple baselining. This ideal value is merely a suggested value to the user. The user can
further adjust these values of the baseline HTML content using the user interface provided by

the front-end web engine.

[0091] Although figure 7 describes that the baseline HTML content is obtained three
times, it would be obvious to a skilled person that the number of times does not quite matter,
as long as it is multiple times (or more than one). Obviously, the more times the baseline

HTML content is obtained, the more accurately the system can determine which portions are
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calculating a second green channel value for each of the extracted image instance regions by totaling
up the green channel values of each pixel, calculating a first blue channel value for each of the
stored baseline image regions by totaling up the blue channel values of each pixel; calculating a
second blug ghanncl value el sach.qf ine axtacied madednsianse tegians udataling up he gue
channel valiies Bleach pi%f; and WHEraTh the Tesun o‘ftthe |m%1ge comparison is epeﬁ%senf’on the
differencequetsveati¢heGbstaedycbariehgel ibeapal itk istooal] thel cloannetwatiedy dmxl systéne chfference
between the Jyst Arsanahannelialie and e seeond reen.chianpatyalue. and on e difrence
between the Tirst DIUs CAARNRET VAlLE and the seconcp uec annefjxya?ue. A.the method of daim 1
wherein eaetesbesadupdstelinduinmage segibps! kdd eetratiddbivenge ithstanade- oty onsubd mp tisedhExels,

each pixelrrr]\lﬂ\t/ii&% §ais”ﬁr%%én§ﬁ)r&%i%t¥ V\\/lglng,t%gqgnc%%nnel value, a green channel value anc_i a I_olue
estepo ormln% Image comparison on the stored baseline image

channel value,'and wherel per

regions and the extracted image instance regions comprises the steps of :- comparing the image
intensity v f each pj the i !Eg;félg regi [ HE;;ﬁg ' Sit of
each pixel@#?ﬁi extracrt@((j%lbﬁgb% fﬁré?gﬁ%é) ?eﬁg%ﬂ[l;(()gﬁm; 0 de Q‘;n%,}ﬁ@s ﬁa{%?ﬁ%ae%r 0 pi)&]eé@géﬁégegﬁgn{g?gne

intensity vednenhes amangedinatiocoafigheingage cothphasoetnaloe ik acmieitetohacisioretybeseline
image regi with 1 I i f racted j in eq (o]
determineigﬁﬁsd\m%%&g‘ggggcé%v%ﬂoeg%\é?é%e%%a%ﬁ%? '\%ﬁ‘%aé? %ﬁéﬁn%éd%ﬂdmggg%ﬂ E\}ggb iﬁqeﬁ g';gfe%%\% éhannel
value of eaptciizeliofshthstomagdebesyplingsonaigedesgitned Wit, thadlgveashbyhthenedntailcamhparibopixel of

the extracteg in: ' [ t of pi e has
changed: oo O e P S iR
with the blihetdhdeeshataduicmatiehvpieh dbnmeobromprstsominipktgetéinégions to determine a
number of pixels whose blue channel value has changed; and wherein the result of the image
comparison is dependent on the number of pixels whose image intensity value has changed, and on

the numbdP@d3]ixels wHose sitfllehsaived galuboias coranginaddlorintagaaontiarisbpirefinehidse green
h | t : f pi : . 5.
channel va O?R?Sc8ﬂﬁﬁgi§9na’éﬂrq§§8 d'?;‘ogé‘,g@ir)eﬁrggrﬁliéﬁga\%@8ﬁ?ehg&it@e°*1%"),”eé.%{ﬁ‘éﬂﬁé“%%{nr%ag

The method of any one of the p _ omprising the steps of :-. obtaini baseline
HTML corfieginefib@ andkitabaseding. theidsganeanTane anstontmorth oraaeassisdor implementing

core engine 101, image comparison engine 103, content comparison engine 106, integrity
comparison engine 107 and signature comparison engine 108. Alternatively, core engine 101,
image comparison engine 103, content comparison engine 106, integrity comparison engine
107, signature comparison engine 108 and database 102 can be in different servers. One

skilled in the art will appreciate that other variations are possible.

[0094] In the application, unless specified otherwise, the terms "comprising",
"comprise”, and grammatical variants thereof, intended to represent "open” or “inclusive"
language such that they include recited elements but also permit inclusion of additional, non-

explicitly recited elements.

[0095] It will be apparent that various other modifications and adaptations of the
application will be apparent to the person skilled in the art after reading the foregoing
disclosure without departing from the spirit and scope of the application and it is intended that

all such modifications and adaptations come within the scope of the appended claims.
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obtaining a HTML content instance of the website at the polled interval; performing content
comparison on the stored baseline HTML content and the HTML content instance; and sending an
alert that the website has been defaced when a result of the content comparison exceeds a second
thresholdmménethod of claim 5 where the step of performing content comparison on the stored
baseline content and the HTML content instance comprises at least one of the steps of :-
counting a number of links in the stored baseline HTML content and the HTML content instance;
counting allnumbg\r of ﬁ]%r(i)pits in thclat stored b se{in]eoﬁT L contfnt and the MTML corI:_t_(gnt instance; and

counting a numberr(r)]leaggg TR Sioted hagenne ESntenr Bng. I—?‘Isl{ﬁﬂsc%ritent instance. 7.

The method of claltaibiog @ bhasteredorageisirtte welpgtéorming a first integrity comparison on the

paselne mase e R B AT P L SRR B S

content instance; an Sending an & € we een
defaced whlerahtyesiupaditibesfirst ipadgpisyiogragarition;and a result of the second integrity comparison

exceeds a third tgr@\nﬂ th e8p a-mﬁo%egﬁg s%fl é:é?ggl 7 wherein the step of performing a first integrity
comparison on the baseline image and thé image instance comprises the steps of :- hashing a image

in the baseline inchtpnin@btaseRrdiest patitiorsiue;

storing the baseline image regions which correspond to the selected partitions in a
database;

obtaining a image instance of the website at a polled interval;

partitioning the image instance into a plurality of image instance regions according to
the plurality of partitions in the partitioning algorithm;

extracting the image instance regions which correspond to the selected partitions;

performing image comparison on the stored baseline image regions and the extracted
image instance regions; and

sending an alert that the website has been defaced when a result of the image
comparison exceeds a first threshold.

2. The method of claim 1 wherein each stored baseline image regions and extracted
image instance regions comprises pixels, each pixel having a image intensity value, and
wherein the step of performing image comparison on the stored baseline image regions and
the extracted image instance regions comprises the steps of :-

calculating a first image intensity value for each of the stored baseline image regions
by totaling up the image intensity values of the pixels;

calculating a second image intensity value for each of the extracted image instance
regions by totaling up the image intensity values of the pixels; and

wherein the result of the image comparison is dependent on the difference between the

first image intensity value and the second image intensity value.
3. The method of claim 1 wherein each stored baseline image regions and extracted

image instance regions comprises pixels, each pixel having a red channel value, a green

channel value and a blue channel value, and wherein the step of performing image comparison
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hashing a image in the image instance to obtain the second hash value; and comparing the first hash
value and the second hash value. 9. The method of claim 7 wherein the step of performing a second
integrity comparison on the baseline HTML content and the HTML content instance comprises the

steps of :- hatsnhlngo?l a%r%gsl%fn the baseline HTML content tf’qé’bta'” aflrtst hash value; hashlng\}% script

inthe HTIL SEnt e heeReiae T redliie st e exbecie CSRRAHRGINE FRTRASR Ve and

the secondtémsti value. 10. The method of any one of claims 5 to 9 further comprising the steps of

checking the HTM c? ent inst ng%‘wares nd s%nd'ﬂﬁ] an. alert that the website has l})een

t nce for
defaced when at8&s %Wg A (,%Fg |§?&%r{ecté/3.l Y1 e éthod 8*05?1?/ %E?.]See Ib IS 5 AB fther

comprisingpthbrstepsiaf redvahtimue forabugrrefietempitxelt] period to lapse after obtaining the baseline
HTML content of %?CMY t?ﬁiteé %Q
the baseline HT content wit € another baseline HTML ¢ontent and allowin econ reshold

A anaibebarslina ML oRRE sLheMPRRlg: (. pamParing
and third tregishe liytto tadi rzgljustieel rod shdnme | thidues wipeathqrixel;2. The method of any one of the
di I herei ) : he following. - . b
G a5 by & o oA R AT AR A T o AT RO e R el B o
a dgtgbasmmﬁﬁgiqm@stmam_pﬂMMNapmgrémMXd_;:- obtain a baseline image of the wc_ebsite;
partition the base{!%ﬁdf&ﬁ\?ge A”E%ﬁ%ﬁ?éué?é'&ﬁ AHBARG0G3GE L8108 RECHHNGIP FhRiY HaALe
itioning algorithm;

partitions in a par
regions by totaling up the green channel values of each pixel;

calculating a first blue channel value for each of the stored baseline image regions by
totaling up the blue channel values of each pixel;

calculating a second blue channel value for each of the extracted image instance
regions by totaling up the blue channel values of each pixel; and

wherein the result of the image comparison is dependent on the difference between the
first red channel value and the second red channel value, and on the difference between the
first green channel value and the second green channel value, and on the difference between
the first blue channel value and the second blue channel value.

4, The method of claim 1 wherein each stored baseline image regions and extracted
image instance regions comprises pixels, each pixel having a image intensity value, a red
channel value, a green channel value and a blue channel value, and wherein the step of
performing image comparison on the stored baseline image regions and the extracted image
instance regions comprises the steps of :-

comparing the image intensity value of each pixel of the stored baseline image regions
with the image intensity value of each pixel of the extracted image instance regions to
determine a number of pixels whose image intensity value has changed,;

comparing the red channel value of each pixel of the stored baseline image regions
with the red channel value of each pixel of the extracted image instance regions to determine a
number of pixels whose red channel value has changed;

comparing the green channel value of each pixel of the stored baseline image regions
with the green channel value of each pixel of the extracted image instance regions to

determine a number of pixels whose green channel value has changed;
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allow the partitions to be selected; obtain the selected partitions; store the baseline image regions
which correspond to the selected partitions in the database; obtain a image instance of the website at
a polled interval; partition the image instance into a plurality of image instance regions according to

the partitions; extract the i instance regions which corr d tg the selected partitions;
perform image CSARFLE 0% LS DAL D ate e TAS e A e R e TR T ce
regions; andth thesehe anaalett vhhietbE eaetbpite hafsthe extidetod eohagh enstmnes uégodrik €oi detgyenine

comparison exck()aed a.firft tt“eshB,d. 4 Ti‘|e smst%m of clai _13therein each stored baseline image
. anurber of pixels whose blug channel valtie fids change an . ; ) . :
regions and extracted image instance regions comprises pixels, each pixel having a image intensity
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programmed to :obtaining a baseline HTML content of the website;
storing the baseline HTML content in the database;
obtaining a HTML content instance of the website at the polled interval;
performing content comparison on the stored baseline HTML content and the HTML
content instance; and
sending an alert that the website has been defaced when a result of the content

comparison exceeds a second threshold.

6. The method of claim 5 where the step of performing content comparison on the stored
baseline HTML content and the HTML content instance comprises at least one of the steps
of :-

counting a number of links in the stored baseline HTML content and the HTML
content instance;

counting a number of scripts in the stored baseline HTML content and the HTML
content instance; and

counting a number of images in the stored baseline HTML content and the HTML

content instance.

7. The method of claim 5 or 6 further comprising :-
performing a first integrity comparison on the baseline image and the image instance;
performing a second integrity comparison on the baseline HTML content and the
HTML content instance; and
sending an alert that the website has been defaced when a result of the first integrity

comparison and a result of the second integrity comparison exceeds a third threshold.
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calculate a first red channel value for each of the stored baseline image regions by totaling up the red
channel values of each pixel within each of the stored baseline image regions; calculate a second
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changed; compare the red channel values of each pixel of the stored baseline image regions with
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changed; compare the blue channel values of each pixel of the stored baseline image regions with
the image intensity values of each pixel of the extracted image instance regions to determine a

number of pixels yHagse R FIAPBRL RILETRAS A A the?R8mprising the steps of :-

waiting for a predetermined period to lapse after obtaining the baseline HTML content
of the website;

obtaining another baseline HTML content of the website;

comparing the baseline HTML content with the another baseline HTML content and
allowing the second threshold and third threshold to be adjusted based on this comparison.

12.  The method of any one of the preceding claims wherein the partitioning algorithm is

anyone of the following :- a 4 by 4 grid; a 3 by 3 grid, a 5 by 5 grid and a 6 by 6 grid.

13. A system for monitoring a website for defacement comprising a database and

at least one processor programmed to :-

obtain a baseline image of the website;

partition the baseline image into a plurality of baseline image regions according to a
plurality of partitions in a partitioning algorithm;

allow the partitions to be selected:;

obtain the selected partitions;
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wherein the result of the image comparison is dependent on the number of pixels whose image
intensity value has changed, and on the number of pixels whose red channel value has changed, and
on the number of pixels whose green channel value has changed and on the number of pixels whose

blue channel valye has changed. A7, Hhe.syster sbavons of s 13 pA6 hersin e ajeas
one processor is url%er programmec?go:- O%Paln a bgse ine 'S'P'P content Oefc e website, sporeethe

baseline HiMihasgntent in the database; obtain a HTML content instance of the website at the polled

interval; perforrp content comParisor} n thenst refj baﬁ line HTML content and the HTML content
. ] obtaln,a Image |nﬁ ap E0 Bvx{e ﬁl e aéao(fe interva
instance; and send an arert that the websité has been défaced when a result of the content

comparison excegattittondbenchahedshiplccel®id helsystitynodficiagmidstanbe regicieeaat tedistgoioehe
processordgrtl {Brﬁ I programmed to:- count a number of links in the stored baseline HTML content and
the HTML'content instance; count a number of scripts in the stored baseline HTML content and the
HTML content instdrace ffzniinage oualianca regitnevdfitmagessipotitets tieeskt latoelipa tHIDNY,. content and

the HTML contery siang, 49 JhE Siele ol elaliB A4 ardfihereln e anleashons Rigessser s
urther programmied to:- ~ petform a first integrity comparison on the baséfine image and the image
instance; pesgeindaneesegidntegrity comparison on the baseline HTML content and the HTML content

nstance: and _<sepd sl eniebale s BepRdfgest e afssulhalibediskiise ™

comparison and aresu e second integrity comparison exceeds a
exceeds a first threshold.

14.  The system of claim 13 wherein each stored baseline image regions and extracted
image instance regions comprises pixels, each pixel having a image intensity value, and
wherein the at least one processor is further programmed to :-

calculate a first image intensity value for each of the stored baseline image regions by
totaling up the image intensity values of the pixels within each of the stored baseline image
regions;

calculate a second image intensity value for each of the image instance regions by
totaling up the image intensity values of the pixels within each of the extracted image instance
regions; and

wherein the result of the image comparison is dependent on the difference between the

first image intensity value and the second image intensity value

15.  The system of claim 13 wherein each stored baseline image regions and extracted
image instance regions comprises pixels, each pixel having a red channel value, a green
channel value and a blue channel value, and wherein the at least one processor is further
programmed to :-

calculate a first red channel value for each of the stored baseline image regions by
totaling up the red channel values of each pixel within each of the stored baseline image
regions;

calculate a second red channel value for each of the image instance regions by totaling

up the red channel values of each pixel within each of the extracted image instance regions;
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20. The system of claim 19 wherein the at least one processor is further programmed to:-hash a image
in the baseline image to obtain a first hash value; hash a image in the image instance to obtain the
second hash value; and compare the first hash value and the second hash value. 21. The system of
claim 19 wherein the ?E}tlea§t one pPracessor is f rgh]%rrpro ra;inmed to:brlgsh ﬁn%cn tin the bas§I

ine
g 0 Cluaen;rﬁg%/ %scrlpetaln tRe th%m?_r%on Bht ihstahes [6XD&iNthe

HTML content to 0btain %afir'srtshgg Y&
second hastakiatpap ahel gmepaharthe vatbash sadbe el Wichseeaci dfatte vedued [2Rellieeisymjem of
any one OFed?inmsS 17 to 21 wherein the at least one processor is further programmed to check the
HTML contéht instance for malwares and send an alert that the website has been defaced when at
least one malwareakdetectestc@@. Girersysmebivahye dioe eddiaihshe7ineege inbiarer tbg @tsldnst one

Dasaine HTRITGSRa SR v e R B SRR T g e ™
compare tmibas;eline HTML content \(vith the another ba_seline HT.ML content and allow the second
Clam 13 10 23 WAL e e 0o b (R A S e 1 G R PRRT
grid, a 5 bio&lgngl emdha Gedydbiamidl values of each pixel within each of the stored baseline image
regions;
calculate a second blue channel value for each of the image instance regions by
totaling up the red channel values of each pixel within each of the extracted image instance
regions; and
wherein the result of the image comparison is dependent on the difference between the
first red channel value and the second red channel value, and on the difference between the
first green channel value and the second green channel value, and on the difference between

the first blue channel value and the second blue channel value.

16.  The system of claim 13 wherein each stored baseline image regions and extracted
image instance regions comprises pixels, each pixel having a image intensity value, a red
channel value, a green channel value and a blue channel value, and wherein the at least one
processor is further programmed to :-

compare the image intensity values of each pixel of the stored baseline image regions
with the image intensity values of each pixel of the extracted image instance regions to
determine a number of pixels whose image intensity values has changed;

compare the red channel values of each pixel of the stored baseline image regions with
the image intensity values of each pixel of the extracted image instance regions to determine a
number of pixels whose red channel values has changed;

compare the green channel values of each pixel of the stored baseline image regions
with the image intensity values of each pixel of the extracted image instance regions to
determine a number of pixels whose green channel values has changed;

compare the blue channel values of each pixel of the stored baseline image regions
with the image intensity values of each pixel of the extracted image instance regions to

determine a number of pixels whose blue channel values has changed; and
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wherein the result of the image comparison is dependent on the number of pixels
whose image intensity value has changed, and on the number of pixels whose red channel
value has changed, and on the number of pixels whose green channel value has changed and

on the number of pixels whose blue channel value has changed.

17.  The system of anyone of claims 13 to 16 wherein the at least one processor is further
programmed to:-

obtain a baseline HTML content of the website;

store the baseline HTML content in the database;

obtain a HTML content instance of the website at the polled interval,

perform content comparison on the stored baseline HTML content and the HTML
content instance; and

send an alert that the website has been defaced when a result of the content comparison
exceeds a second threshold.

18.  The system of claim 17 wherein the at least one processor is further programmed to:-

count a number of links in the stored baseline HTML content and the HTML content
instance;

count a number of scripts in the stored baseline HTML content and the HTML content
instance; and

count a number of images in the stored baseline HTML content and the HTML content

instance.

19.  The system of claim 17 or 18 wherein the at least one processor is further programmed
to:-

perform a first integrity comparison on the baseline image and the image instance;

perform a second integrity comparison on the baseline HTML content and the HTML
content instance; and

send an alert that the website has been defaced when a result of the first integrity

comparison and a result of the second integrity comparison exceeds a third threshold.

20.  The system of claim 19 wherein the at least one processor is further programmed to:-
hash a image in the baseline image to obtain a first hash value;

hash a image in the image instance to obtain the second hash value; and
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compare the first hash value and the second hash value.

21.  The system of claim 19 wherein the at least one processor is further programmed to:-
hash a script in the baseline HTML content to obtain a first hash value;
hash a script in the HTML content instance to obtain the second hash value; and
compare the first hash value and the second hash value.

22.  The system of any one of claims 17 to 21 wherein the at least one processor is further
programmed to check the HTML content instance for malwares and send an alert that the
website has been defaced when at least one malware is detected.

23.  The system of any one of claims 17 to 22 wherein the at least one processor is further
programmed to:-

wait for a predetermined period to lapse after obtaining the baseline HTML content of
the website;

obtain another baseline HTML content of the website;

compare the baseline HTML content with the another baseline HTML content and
allow the second threshold and third threshold to be adjusted based on this comparison.

24.  The system of any one claims 13 to 23 wherein the partitioning algorithm is anyone of

the following :- a4 by 4 grid; a 3 by 3 grid, a 5 by 5 grid and a 6 by 6 grid.
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