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application servers, nessagi ng systens, and
CltamsafcRiionypased systens, and specifically to a
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FOR CLUSTERED TUNNELING OF REQUESTS IN APPLICATION

SERVERS AND TRANSACTION-BASED SYSTEMS, Application No.
60/572,644, filed May 19, 2004, by Andrew Piper (Atty. Docket No.: BEAS-
01564US0), and incorporated herein by reference.

U.S. Patent Application entitled SYSTEM AND METHOD FOR
CLUSTERED TUNNELING OF REQUESTS IN APPLICATION SERVERS
AND TRANSACTION-BASED SYSTEMS, Application No. ,
filed May 16, 2005, by Andrew Piper (Atty. Docket No. BEAS-01564US1),

and incorporated herein by reference.

Field of the Invention:

The invention is related generally to application servers,
messaging systems, and transaction-based systems, and specifically to a

system and method for clustered tunneling of requests in those systems.
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WD 20051112594 PCTi US2005/ 017345 -2 Background: In a
typical clustered enterprise |evel application server
envi ronnent, clients may access the cluster using the
waoteesnetosl nteroperability 5 Protocol (110P)pcTRisgusmb4s
shows an exanple of such a clustered system The
cluster 100 conprises a nunber of servers or cluster
menbers Cl1 102, CC2 104, C3 106, each of which can be
identified by an object_épquest (I1OR) specifying the
servers nane or address, and a port identifier. The
client 108 nmakes HOP requests 110 upon the cluster
usi ng tunnel ed HOP. The problem 10 is that this only
mprks when the client comunicates directly with the
Bh¢kgjreundand no proxy is involved. If, as is shown in
Figure 1, r OX: s i,nval ved hen th ltuation
becones il e CORRT tistaied FrdRipEe: Iele aPBlibivareet
SRASNRRhARGSHS MRy cteEbh&ciliStef @it@thel GEGLRS irierfoPerabilit
specific servers. They can only pick servers at ran om

%wépqqhéwPhsFmeswa%armeéamp@t cpfcwche%glusiierﬁq At p
fﬁ&%%te @@E{Sﬁ%hé’&s a QBB 6 fe%rs &t Usdier ;n%we@é £e3020

te to specific servers;
genedaCs yop,esra‘ohrcrhwmrvmmemddnie‘w blyranelbjach renue(mn R)

iri h nb i se
Srehiog Wb Setiers iR S i aier conamor e oot ebl fog
@gﬁés?ﬁ@psie@fesltm (ChpesitRs cmu@s‘a@mg tu‘ﬁ@e%@ |mrﬁa§prbb|ehhe

exanpl e shown in Figure 1, each cl uster

l@Ihatt’f'Hﬁ e0yHvarks whea the @Me@f P%WUQ&‘&F fegﬁﬂWBBmen?w@r
@&PMPF&Q iRl vagdver §1§§ Gwn Iﬂ%bﬁe agdp RS 1% iRMIYed ©

he ¢ t; Unsigne app ets can only open connections
thentthe si@ativerbecoms mergrcobwligeiedssed. 25 In order to

provi de eff ?%yegghatt g?pﬂax%@s)a??ﬁ)aﬁgoa%}qcer@b} R GEY le fo route

t hr oughout rrse ere exi sts a nee
rneobsmits spduyfioddredrs. They can only pick servers at random and then

use some form of “stickiness” in the http header information. Client-side
clustering relies on the ability to route to specific servers;

Proxy’s generally perform Network Address Translation (NAT),
requiring that cluster member (IOR’s) advertise the address of the proxy
rather than the actual external addresses of the cluster members. So
whereas in the example shown in Figure 1, each of the cluster members C1
through C3 have a distinct address and port, the proxy can only advertise a
single address and port to the client;

Unsigned applets can only open connections to the servers that
can be accessed.

In order to provide efficient load-balancing and failover
throughout the enterprise, there exists a need for a mechanism by which

tunneled IIOP clients can work in clustered environment.
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tunnel ed HOP clients can work in clustered
envi ronment. WO 2WA 12594 PCTXS2005/01734~ -3 In
accordance with an enbodi nent of the present

wovestizen, a system and nmethod for cl uster erCT/US2005/017345

tunneling of requests in application servers and
ot her systens is provided. The systemincludes a
client, a cluster having 5 a plurality of nenbers, and
a proxy. The Cluster doeg not advertise the interna
addresses of its nenbers since clients mght attenpt
to directly connect to that nenber. |Instead, the

s configured to include a tunneling
gdn%?wpéhln whi ch the proxy address is set. The
adver t i sednaddorsgace vithtahentadénent ofénd presiest inhertiopes

Py BBl O ol e b b e M B e Bngess
lahd othelr eysiains id mbm:imt Tﬁffytesfem orthess a@tﬁng g‘igfmrstar?tgging
B R o DB e FEPYanThS BRStES dasBatd AP lae

trh&mab 88drest&s bhas pﬁmwersmmdomwfys rnﬂgmr a&@ﬁptt fo€directly
cookie with the appropr| ate cluster

cRrRRGHEP| At ANk esInsHag, ith GHertt 'ﬁo‘FPfIf'SUE%F%!”C{% a

ELﬁﬂ\‘éﬁﬁ%laﬁlgr\M nw?ﬁﬁ:h Bl%%bé&%@%@é@ﬁ' cRlRErised address
Description of the Figures ure ows an exanpl e
of the Quisist @ueéwesyesﬁh@mseh@ta h rr@éthe et agrm ustiereed
RGN BofedeRITRE SroRD ! BHER, A" i
a clustered system rOVI ustere tunne i ng

offomestioado sommecmocmnkanmeatmwlfm t‘ae apptbpdaimhlstexfmdamber

nvent i on ure 3 wehar t ess faor
ARr el SetoFRHENR sl EPe R nskleathilh RHRER s
as o gamge ™Wd progi r@mbﬂésk ﬂmtocskfe ite thaweptd@ate ckste\O
200511 12~94 PCT/éJ 8200M) / (%
member information and uses this in ormation to tunnel the request to the

appropriate server.

Brief Description of the Figures:

Figure 1 shows an example of a clustered system that does not
provide clustered tunneling of requests.

Figure 2 shows an example of a clustered system that provides
clustered tunneling of requests in accordance with an embodiment of the
invention.

Figure 3 shows a flowchart of a process for handling clustered

tunneling of requests in accordance with an embodiment of the invention.
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-4 Detailed Description: In accordance wth an
enbodi nent of the present invention, a system and
nmet hod for clustered tunneling of requests in
vapplos/casiion servers 5 and other systens i s Rrovd20ismdi7345
The systemincludes a client, a cluster having a
plurality of nenbers, and a proxy. The cl uster does
not advertise the internal addresses of its menbers
since clients mght atteppt to directly connect to
that nmenber. Instead, the client is configured to
include a tunneling |ayer within which the proxy
address is set. The advertised address 10 of the
cluster nmenber is then set in a header at the client.

m&mﬁ_emm_ the client connects to the proxy as

bef

connect ornasaRaRE Rih g aroelifBh oruflt PIEERL Al o
B%tbt grand rhethod eraiudasred twridingof reqbests nﬁﬁpht::hlt&)rﬂédr%ﬂs
sets

coqki e s_then sent o the . The
BP{%W@F éﬁ%? &PTPH'BE%BW &%RWW%[@SM% ?P%@r having
&l plataBty dOMBRINRES, driaf § sty omh@%st&%efsm& advemse the

i nformation to tunnel the request to propriate
Ydeipel adiegpehel paimynbeiseing eienss méghfsa’tteﬁa@t t@r@rectly

BahMANS thagthenfdranfifchd, Shd RAbnt geé/%rﬁtgﬁréénﬁ)bln%fdo‘é a

route requests to SpeCIfI C servers can on
pirslelisglayerwithin whishdioerpard adtress isset Sheedvertised address

ef tert 2B aRonB bR of i P ne B B e BT Pl i o
the sp@m tormestyr Wertise plmxyadtdl befors, fpriothghsuspsnés dhieynal

Net wor k. Add T ti T irj
R B R S N A b
Ihgcder e mathRererbaimbhgthaelisrtse®d ®oRRl wiagtliseseeserof
the cluster nenbers. Al so, unii,gned appl ets can only

EhEIP BEPHectheoroXY 6e ke Bieg with i apRrprsigte cluster
AHGRSSFormMBesLad 8sédiRe ks AREBA . S HRN®qLesT Bl Be

problem Using the proxy to performclient directed
PBRGPHalCaIREYSTg and

A principal problem with proxy's that are hardware load
balancers is that they are unable o route requests to specific servers. They
can only pick servers at random and then use some form of “stickiness” in
the http header information. Client-side clustering relies on the ability to
route to specific servers. In addition, proxy's generally perform Network
Address Translation (NAT), requiring that cluster member (IOR’s) advertise
the address of the proxy rather than the actual external addresses of the
cluster members. Also, unsigned applets can only open connections to the
servers that can be accessed. There are three proposed solutions to this
problem;

Using the proxy to perform client directed load-balancing and
failover;

Performing server-side load-balancing and failover; and
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fail over; Perform ng server-side | oad-bal ancing and
failover; and WD 2005/112-594 PCJ / L S2005/0 t 7345
-5 Performng client-side |oad-balancing, with

wardoviesssvi a HTTP  400. Proxy | oad- bal anci ngQragains®s’345

that actual addressing information is carried

out - of -band and acted on by the proxy. Mst |oad- 5
bal ancers support URL-directed | oad bal ancing, so it
is possible for a tunnelgd client to enbed addressing
information in the URL, and forthe |oad balancer to
route the request based on this enbedded i nformation,

This has plie,. ?ﬂ%’q Eﬁe‘?ﬁ%lde% #-55 chB%stH'{é&%‘v@ v1%*|f§°

not be necessa e app I ca server. ns ea
€aeh appllcatlon server is |ndiV|duaIIy conflgured in

t he | oad al ver s t.he
request. Oﬁ bg%ﬂFgé?Qépg %%?F ‘P?F %gﬁ ggﬂng
bﬁd;rafmibngs ﬁ&leﬁcéutmﬁ-baaﬁ a;riaieactteai @atbystaevmoxy s Most Ioad-
ri ggere en reques |s ent to or receive
brlaBeare Supary Pt ioad 1§t Salt i eI For' &
ﬁ@tﬂ@%@tdl:@ﬁﬁob%@@%dfé%:d@qﬁhﬁﬂatfémh)thé bRL, htd RAMdTBLE
repeated requests to a server it as alread been 15

boRNE TR (B oA INAHERRd PR %@@Wbﬁﬁ@ﬁdd@qu@ﬁa@m Jhis has
f ﬁog%otn%l &‘8}5 *‘d’x%ﬁ Slﬁ mot@éﬁwe%ééar)?ﬁrtﬁé( d applcation

SSI Nng ITB.tIO fOI‘ e server to
s@qates)nstegm eﬁO@m@dcatrolﬂ@er\@q msdiVﬂgaHmf!g@mmfmoe@

Phb,f?reog%g%eggwe,stﬁgy g@% ,re%g&d the request is

rla € session information that
causes t heNgh bm;h stewv&r&mte anukclpebdide doadduplasdisg, tselechiat
server. 20 The. addressin nf or t i on .can _be carrl d
it Hrenb Sevar s HgATET W0 A gl OB i P 8y P
elnstedeTiael groxs $ Mg asvimedas inamtaih ﬁoxﬁrﬁécﬁons to specific hosts,
i@g]@l errent ation, tunnel ed requests are revvrltten based

tthat it fageake robsated Jaduats And Ve ItitsorikeddYoReen
EQAnR¥ATR). € Anl hitleh Bodiie8X ndySbé e&@ideely 8buted to any cluster

member, but will carry addressing information for the server to which the
request is intended. The request is then communicated to the correct
server. When routed the request is infected with appropriate session
information that causes the proxy to continue sending requests to that server.
The addressing information can be carried in a number of ways, including:

Rewrite the URLs to encode addressing information. In this
implementation, tunneled requests are rewritten based on the target server
address and port information. For example, if the proxy is located at
proxyhost:80, and the cluster member is located at cluster1:7001, then a
tunneled request may be written as:

http://proxyhost:80/wls_internal/clusterl/7001/iiop

he
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proxyhost: 80, and the cluster nenber is | ocated at
clusterl: 7001, then a 25 tunneled request nay be
witten as: http;//proxyhost: SO/ wls

wtes/mases/ clijs~c-i~1/7DO. 1./iioo WO 20(h/ 1 Pra/E2dsRC345
T/ U S2005/017345 -6 or a variation thereof,

dependi ng on the particular inplenentation as to how
the requests should be prepared. An alternative neans
is to add addressing infegrmation in a custom HITP
header. 5 Havi ng provi ded the address information,

| oad bal ancing and failover may then be perforned

e e R T
thentsgivests shpslddlaugiepardads  conf i gur ed to proxy requests

based on the a‘FtL}HrQattl% {h%fn%rﬁ% rIelggmgr an@atégq ]

header. Thus, éven ues s oV
baﬂstancléWTBlheleslea new host, that request vvoul d still

end up on e a server response
i's seﬁt bald QV'P%%? Cpefq‘ﬁ resls: fgﬁ‘?@?‘?{% t%@fi Qﬂﬁpgﬁg Pafe
enlokbenfxgrthehee b@ﬁ@ﬁ’(ecﬁ@ﬁh@?rby kbrieheideeiby¥@bdtafing, or
al read begn@ ccessed by the |l oad bal ancer then

SifEs &8s wili be routed correctly, 15 Wth
client-si dgitheafcRa|RNCASalahify SERAMRdrDf HdBih@bris

but instead of routing the request, the server raises

somigrPed BopTRKY Estyestsiiasefen the alstsainfeseatiokrie fhedBLtor
hﬁé‘(ﬁels SfEr evé if ‘é‘?@é\?esﬁ L VBF SR g'l{;% %(alahéer%(?%(stshﬁ&v

e client’ retrying unt
hostt Heat rewaﬁewoulmswlmrs! imstdne epptdpeiatesareers dihendhe

BEPnLE s ok shhe ol BB Tior e Ende oraf
tavgetservdri (fuhe s@rvsh%almdgm@ms@c@iseﬂ tsl ths teidashlancer
stem that provi d tynnel i ng of requests

|
DG S e MR ST ks A

With client-side load balancing, the scenario is similar, but
instead of routing the request, the server raises a HTTP 400 message. Ifthe
load balancer knew about that server, it would route accordingly, if not then
the client would keep retrying until it reached another server. In this instance
the servers do not need to proxy at all, they simply have to be able to set
appropriate cookie information for the client to use.

Figure 2 shows an example of a clustered system that provides
clustered tunneling of requests in accordance with an embodiment of the
invention. As shown in Figure 2, the cluster 120 includes a number of
cluster members or servers 122, 124, 126 as before. A client 128
communicates with the cluster via a proxy 130. Each of the cluster members
publishes an IOR including the specific addressing information for that
member such as the name and port. However, the proxy cannot advertise
the internal addresses of the server because the client would then attempt

to connect to that server. Instead, in a tunneling layer of the client, only the
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i nvention. As shown in Figure 2, the cluster 120
i ncl udes a nunber of cluster nmenbers or servers 122,
124, 126 as before. A client 128 25 conmuni cates with

whaogkustier via a proxy 130. Each of the cl ustTéis2005/017345

menbers publishes an IOR including the specific
addressing information for that nenber such as the
nane and port. However, the proxy cannot advertise
the internal addresses of7ihe server because the
client would then attenpt to connect to that server
Instead, in a tunneling |layer of the client, only the

V&Bo&@@ébﬂﬂn&ﬁ%xf@l é@%QQﬁétoéuﬂ%&éests?héﬁ*g& 85 $hf tpr&tgﬁ The

y.is set so that all requests %oto
pﬁ‘fgﬂffseﬁ reldregsanctnosted thegelw §§msmﬂ>ep thfa snesiat herdasr

”'ﬁ'\'@&fen't Serkfl Sﬁv‘a @o&?ﬁ%@i‘o he BF@%{ whéﬂ%ﬁ}tﬁ% icgglgﬁlgéggﬁes

a cookie 134 t e proxy,
stbedalTQEésiOR h\é/hleartg@t:hefmen/\bmnetcl’sﬂm tceiie drbvgnusing the

R RS o w RS WP e R nah 5okt e 1 iR e
tdmrect@erm@rcﬂn S8 Nmbodfhnan@ﬂ% mﬁhp@mmu 40hBe Qﬁ@éys based

40 t he, address based on the |OR of th
ff@?&@?@m?ﬁg er ReMoEE @srIneaified in He Qﬂ%l@i e.

DU“ ng a f@u'nﬁ?ﬁrfaﬁd\feﬁﬂ@t{da@%ntﬂh@cl@rﬂ g@fs 198 sS P?e tha%_hhe

response that destination serv has f
Q?gwtﬂﬁﬂ/s%@fél%tfa'd‘iﬁ fldeRipy Mag att@tqr@égxfomrd the request
M hald i [
0 RN TR LARNELA A i 1R L gon
dugechdngedt hed ac@inest cadeewitll themtcohoeatnbe ldient edirvgher

agai é% gﬁhg %%(g Figure 3 shows a flowchart of a

process clustered tunneling of requests

I n accor dafRiirei3tdhoan sefohediarent pfcssb ®rinaveRiy isteAs!
ow _in Figure 3, in step 150, the client gets
?{g%egl.ng PhfSURERITbACGBHaRAgevi rpbedigegtefdhe neppian. d

SPOWANin iFiging 9QW@¢ 980] 1@ Mehigetd HbRE A«%ﬁrmta'asn for the
client wites a cookie to the proxy wth

iSREBiffratuisti MamBerey sepsr itiheopmoicating wéhy Gssteadﬁésﬁhs
chQﬁ@v&rngs SELERE (RS HIAG WitnQhis SRt G step 153488 o & proxy
receives requests from the client destined for the cluster. In step 156 the
proxy uses the information in the cookie to rewrite the requests with the
appropriate IOR. In step 158, the request is routed to the appropriate cluster
member.

The presentinvention may be conveniently implemented using
a conventional general purpose or a specialized digital computer or
microprocessor programmed according to the teachings of the present
disclosure. Appropriate software coding can readily be prepared by skilled
programmers based on the teachings of the present disclosure, as will be
apparent to those skilled in the software art.

In some embodiments, the present invention includes a

computer program product which is a storage medium (media) having
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proxy uses the information in the cookie to rewite
the requests with the 20 appropriate | OR Instep 158,
the request is routed to the appropriate cluster

wiendeni2sfhe present invention nmaybe conveni ePd1/yS2005/017345

i npl enented using a conventional general purpose or a
specialized digital conmputer or mcroprocessor
programed according to the teachings of the present
25 disclosure. Appropriatge software coding can readily
be prepared by skilled programers based on the
teachings of the present disclosure, as will be
HRRAENs 48NSR bitfith dh BOESSPIc! WBERrAG condht&r4BE
embodl nents, the present Invention Inc es a

eerfpum eny piibgraongssesiache wresent ingentiost diregdormgdimadium

FRE o Sl W EPIARER 1oy bl ot R (il e

ppic dists DaAnDR-BROM e mipexdfios, mnd magoktd-betiqal disles REMHf
r in -Qn. tqQr dium can ‘
RS Qe RO, TRERGDN. RENR, 085 Toms TerRansevices.
iminedé beoHticaPPardd] s sasysiepis (@RludihGesiecMPMERbLIRAS),
m crodrive, apnd nmagneto-optical djsks, ROVs, 5 RAM,
Epmper{%ﬁmﬁ% or @g%% ?Uﬂ%ﬁi‘%" SIArRgANTRIFHPYS aed/peeata.
magnetic OThé)FHrégolﬂhcg )‘éi@&éﬁptioﬂ %Q?é%é@{)e?? ir{\ﬁgﬁﬁér‘ﬂ #b8Been

mol ecul ar menory or any > of media or device
savidast fer therpuspaensisey lugeacaidoiesCEpiiorit gacainternsied to

QQQQQUQQE. ng. t%@%n%%ﬁBH%aBﬁ? B%F@&%%?B%&BsgﬁsThe

een provi or the purposes 0 'ustration and
dedodimenterweret cicsenoand mieeertted troorded tbebast haxgpddin \tbe

ar. t.o limgt the inventjon to.th reci.se for :
iatifissall el if o febd afEaISS b Si conabuno
btheos sldited io thesit teexpleastant b inpritioaifpd \esioad etib@diments
R R N L
coMeRIdIABd.f 0Ts iN@hHedthae HRAEbPE B the IR b& d¥RHdIBIghe
nodi fications that are suited to the particular use 15

RvErptaimsand thejreduiyeligad t hat the scope of the
i nvention be defined by the
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followi ng clainms and their equival ence. WD 2005/ 112594
PCTI US2005/ 017345 dCd ains: What is clained is: 1 A
system for clustered tunneling of requests with a

wWo owyjizeenprising: 5 a cluster, including aqilumeisiotipss
of cluster nmenbers; a proxy for receiving requests
froma client and routing requests to nenbers in said
cluster; and wherein said proxy receives a cookie fnmm
a client, said cookie specifying information about

t he destination cluster nenber to be used with 10

said client, and then routes subsequent requests from

m,ﬂ%scl ient according to said information. 2. The

of claim1l wherein said cluster nenbers
ddvari¢ cleenell st inct |1 OR s identifying each cluster
menber. 15 3. The systemof claim2 wherein a client
receives said OR informati on about the cluster
menmben s@ﬁdme&uﬁtﬁk@i funhelinpdfirequests Wiﬁeabmxyh@mmiﬂge

4. Arre d cl uster t nelln requests with a
proxy@ %?ﬁwg UARS Bplu fﬁg\/ @f‘g‘;ﬁe?ﬁ’ 5Vi gl ng a
cl ust gt rd)ﬂﬁﬂok'?éd&/n@g Radifeatd fromaf clién@%h@rrom@@qﬁests to

receiving froma client at a proxy, a cookie
SIREeRGTGirheRifl §UsteTa®i®n  about the destination cluster

”e”beﬁ/héx%np%akﬂsg xy‘ theR@l & chbeBifroNd Jig 's\é'idqgooke

subsequent requ at the proxy fromthe client
spm:fyrr@ lnf@mam“s,ebmé@méwmtabom blgster mserbar o bauuaed WIth

ﬁlgfﬁtnéRWefﬂ r%gtégysﬁgbﬁ (EJE%E ﬁ’&n sagi cli ??agrc%trgﬁ%j

rein sali Ver
d)sa:dmm‘brmdit@ﬁ'.s i dentifying each cI uster menber. WO
20W 12'594 PU / U S2005/0 t 734i

2. The system of claim 1 wherein said cluster members advertise distinct

IOR'’s identifying each cluster member.

3. The system of claim 2 wherein a client receives said IOR information

about the cluster member and uses this information to create the cookie.

4. A method for clustered tunneling of requests with a proxy, comprising
the steps of;
providing a cluster including a plurality of cluster members;
receiving from a client at a proxy, a cookie specifying information
about the destination cluster member to be used with said client; and
receiving subsequent requests at the proxy from the client and routing

those requests to the member in said cluster specified by said information.

5. The method of claim 4 wherein said cluster members advertise distinct
IOR’s identifying each cluster member.
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-10 6. The rnethod of claim5 wherein a client
receives said IOR informati on about the cluster
menber and uses this infornmation to create the cookie.

WO 2005/preey for clustered tunneling of requestE/EFEIOMIETI4S

a client and a 5 cluster, conprising: a proxy for
recei ving requests fronn a client and routing requests
to nenbers in a cluster; and wherein said proxy
receives a cookie fromaqglient, said cookie

speci fying informati on about the destination cluster
menber to be used with 10 said client, and then

BOUL ©$ 8 WRSRENIBNYaiR PSR b LRSI Sath el éaWFOF@WWtF@Q
to said information. S. The proxy of clairn 7 wherein

Shpdt P R4ISERT ember andHses W%l@f(m@f"pmq crepigrthg cookie.
identifying each cluster nmenber. 15 9. The proxy of
claim8 wherein the proxy uses the cookie to map

EI. i onf progy isilgstewdstantelingrof isoestatietmeen 0. clignicandat

C Sté‘}sgo(ég”sq}%ster ed tunneling of requests between the
ent a cluster, conprising: a tunneling

I ayer avpm)xghfar eeadivieg ré@R sinfromnatiient aab outitirgy dausbtsrio
es. this information to create a cookie

\Wﬁ'@%&ﬁ'én?ﬁg% efit9to a proxy: and wherein the

t unnelvhBekih apRY pe@wnw&ewatseés cOBKILERBSA 4 Tlibhe Rlidigbekie
25 nenber watheg g/

specifying information about thé destination cluster member to be used with
said client, and then routes subsequent requests from said client according

to said information.

8. The proxy of claim 7 wherein said cluster members advertise distinct

IOR’s identifying each cluster member.

9. The proxy of claim 8 wherein the proxy uses the cookie to map client
requests to said IOR information.

10.  Aclient for use in clustered tunneling of requests between the client
and a cluster, comprising:

a tunneling layer which receives |OR information about a cluster
member and uses this information to create a cookie which is then sent to a
proxy; and

wherein the tunneling layer communicates requests to the cluster

member via the proxy.




