- 1 | NFORVATI ON PROCESSI NG APPARATUS AND METHOD
PROGRAM  AND RECORDI NG MEDI UM BACKGROUND OF THE
I NVENTION 1. Field of the:.lnvention The present
invention relates to an information processing
apparatus and nethod, a programfor the apparatus,
and a recording nediumstoring the program and nore
particularly, to an information processing apparatus
and nethod for enabling conmunication devices to
authenticate each other-ith reliability, a program
‘for the apparatus, and a recording nediumstoring the
program 2. Description of the Related Art In
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order to bolster security, the IC card and a
reader/witer genBEabRpIBGtNEDLRUM ate each ot her
(rmutual authentication) prior to the execution of the
transactions (refer to, e.g., Japanese Unexan ned
Pat ent Application Publication No. 10-- 20780). - 2
Figs. 1 and 2 show conventi onal nutual authentication.
To authenticate an IC card through a reader/witer, as
shown in Fig. 1, the reader/witer generates a random
nunber A and transmts the random nunber Ato the IC
card. The IC card encrypts the random nunber A using
a key 1 according to a predeterm ned encryption
algorithm The I C card further
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encrypts the resultant data using a key 2 according to
~the same encryption algorithmto generate
~authentication data 1 and transmts the
aut hentication data 1 to the reader/witer. The keys
1 and 2 are shared between the reader/witer and the
| C card. The sane encryption algorithmis installed on
each of the reader/witer and the IC card.
Subsequently, the reader/witer receives the
authentication data 1, dectypts the data using the key
2 according to the above-nentioned encryption
algorithm and further decrypts the resultant data
uskigs 1 he aerly 21 shaw Costhdig it alihRusase QntHaiicemion.
al gorithm Wen the random nunber A is obtained as a
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enckept? tleowdiingntodhhe S&irRy entieyplbi adcatgiard tdamche
generate authentication data 2 and transnits the
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recei ves the authentication data 2 and decrypts the
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The keys 1 and 2 are shared between the reader/writer and
the IC card. The same encryption algorithm is installed on
each of the.reader/writer and the IC card.

Subsequently, the reader/writer receives the
authentication data 1, decrypts the data using the key 2
according to the above-mentioned encryption algorithm, and
further decrypts the resultant data using the key 1
according to the same encryption algorithm. When the ranaom
number A is obtained as a result of decryption, the
reader/writer authenticates the IC gard (as a valid IC card).

On the other hand, to authenticate the_feader/writer
through the IC card, as shown in Fig. 2, the IC card
'generateé a random number B and tranémits the random number
B to the reader/writer. The reader/writer encrypts the
random number B using the key 1 according to the

predetermined encryption algorithm. Further, the




above-nmenti oned encryption algorithm further decrypts
the resultant data using the key | according to the
same encryption algorithm Wen the random nunber B
is obtained as a result of decryption, the IC card
aut henticates the reader/witer (as a valid
reader/witer). According to another nethod, to
increase the reliability of nutual authentication,
i nstead of keys (e.g., the keys 1 and 2) shared
between the reader/witef and the I|C card, keys, each
of which is determ ned depending on the type of data
to be accessed, are used to generate a key for nutua
reggigttiemtiteat orryte thgt yakuatahendacatisimak éfei ey 2
generated as shown in Fig. 3. For exanple, assum ng
acqyigingata BrockaneDencsypbiarealgor hdimndcegsagroye
ransactions, the reader/witer or the 1C card
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h eade iter and the I1C card using keys | to V
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this case, the reader/witer and the IC card share a
dedrgblte thewhdodiwarkataduskey tise rigdyatredceortibfy to the
correspondi ng data block to be accessed. SUMVARY OF
abopHEMENVENTEONeTIqT ittt onebkagedi v, fhowdeer dethepts the
encryption algorithm used for nutual authentication
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enc9§%%9¥§”£fgﬁ¥ﬁ¥ﬂﬁf’ Wﬂgg Qﬁégg)oé(ﬂhmber B is obtained
as a result of decryption, the IC card authenticates the .
reader/writer (as a valid.reader/writer).

According to another method, to increase the
reliability of mutual authentication, instead of keYs {(e.g.,
the keys 1 and 2) shared between the reader/writér and the
IC card, keys, each of which is determined depending on the

type of data to be accessed, are used to generate a key for

. mutual authentication. The mutual authentication key is

genérated as éhown in Fig. 3.

For example, assuming that data blocks D1 to D5 are to
be accessed by transactions; the reader/writer or the IC
card encrypts plaintext, such as text data, shared between
the reader/writer and the IC card using keys I to V related
to the respective data blocks D1 to D5 to generate a cipher
key for mutual authentication. In this case, the

reader/writer and the IC card share a table in which each




br eaki ng codes according to the encryption algorithm
is found, the reliability of nutual authentication is
reduced. The present invention is made in
consi deration of the above disadvantage. It is
desirable to enable conmunication devices to
aut henticate each other with reliability. According to
an enbodi nent of the present invention, there is
provi ded an information processing apparatus for
communi cating with anot her4information processing
apparatus by wire or wireless (contact-less). The
apparatus includes the follow ng elenments. A random
keynubeelgeaerad i 11g: SRGiH-CRongdenNgraées Wl dandenpaunber .
A first authentication data  generating section
acopemerat es first authentication data on the basis of
t he random nunber generated by the random nunber
generating section, the first authentication data
regarding the authentication of the other information
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above disadvantage. It is desirable to enable communication
devices to authenticate each other with reliability.

| According to an embodiment of the present invention,
there is provided an information processing apparatus for
communicating with another information processing apparatus
by wire or wireless (contact-less). The apparatus includes
the followiﬁg elements. A random number generating section
generates-a random number. A first authentication data
génerating section génerates first authentication data on
the basis of the random number generated by the random
number generating section, fhe first authentication data
regarding the authentication of the other information
processing apparatus. An authentication data transmitting
section transmité the first authentication data to the other

information processing apparatus. An authentication data.




encryption nethod. An authenticating section verifies,
on the basis of the second authentication data
decrypted by the decrypting section and the random
nunber generated by the random nunber generating
section, whether the other information processing
apparatus is a valid communications partner. The
i nformati on processi ng apparatus nmay further include
an encryption nethod managi ng section storing at
| east one information unit>regarding the at | east one
encryption nethod and supplying the information unit
to the decrypting section. Each information unit
reckegangi fg-diteh entiipbkoReBEAatht Ry ikAek Uledata
informati on that specifies an encryption algorithm
regandingf Greratutdrentégartdongof #ey dited tafencsyipdn or
~ decrypt data according to a decryption method
Proggpfesporiaigtuse tthe erepyptawieaitgorii am dFhe being
encrggtion nmet hod nanaging .section may sequentially
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be shared with the other information processing
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encriiptidn metthadgt.hedni eathent et nsacectdongveoi fiws, on
respective. encryption nethods through the other

theih§%%$mﬁ§(ﬁhqnqﬁ99§§iﬁethentication data decrypted by the

decrypting section and the random number generated by the
iandom number generating section, whether the other
information processing apparatus is a valid communications
partner. |

| The information prdcessing apparatus may further
include an encryption method managing section storing at
least one information unit regarding the at least one
encryption method and supplying the information unit to the
decrypting section.

Fach information unit regarding the encryption method
may include information that specifies an encryption
algorithm and information regarding a key used to encrypt or
decrypf data according to a decryption method corresponding
to the encryption algorithm. The encryption method managing
section may sequentially supply the information units .

regarding the plurality of different encryption methods to




apparatus. The decrypting section may decrypt the
second authentication data using the decryption
nmet hods corresponding to the respective encryption
met hods used by the other information processing
apparatus. Wen the second authentication data
decrypted by the decrypting section is identical to
t he random nunber, the authenticating section may
aut henticate the other information processing
apparatus as a valid comfumications partner. The
encryption nethod managi ng section may further store
informati on necessary to generate a key and generate
thet Beckgyt Oty thwe-thasi snohk phedd farimmbi eRdedhe
i nformati on necessary to generate the key may include
i it nEtficamatihbh suneispectdareliyigr epar deésweaipleural ity
of different encryption nethods which are related to
encrgppeet i Wethadre §agf beashared bel tis éde Phberntripmaddon
- met hod managi ng section may encrypt plai ntext, which
Pr°F§S§h%9éﬂ¥ﬁﬁFﬁ%?he ShRefet D O -FRbLeR sFFH may be

t,us, ' I [
oerBERPLEIN o PETRRIHOE B | SESE OB EIRS Y L0

a one type 6f  data

firyseguineganarals Heeakeyec&&ﬁmg LORRRE L84l iTve
regardi ng the encryption netho may i ncl ude
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and information regarding a key used to encrypt data
appatebeding to the encryption algorithm The information
p%%ﬁ?%%%@%pgfggrgégénﬂ?%@;ugggggpt the second
authentication data using the decryption methods
corresponding to the respective encryption methods used by
the other information processing apparatus. When the second
-authentication data decrypted by the deerypting section is
identical to the random number, the authenticating section
. may authenticate the other information processing apparatus
as a valid communications partner.

The encryption method managing section may further
store information necessary to generate a key and generate
" the key on the basis of the information.

The information necessery to generate the key mey
include information units respeetiﬁely regarding a plurality
of different-encryption methods which are related to
respective types ofldata to be used. The encryptien method
.managing section may encrypt plaintext, which is shared with

the other information processing apparatus, according to at




receive third authentication data which is generated
on the basis of a random nunber generated in order to
aut henticate the apparatus through the other
i.nformati on processi ng apparatus, encrypt the random
nunber, serving as the third authentication data,
using the at | east one encryption nethod to generate
fourth authentication data, and transmt the fourth
aut hentication data to the other information
processi ng apparatus. The 7 inf ormati on processing
apparatus nmay be authenticated on the basis of the
fourth authentication data by the other information
1eaRk0688 SERGr ARPAALUSho ACEOI SENE dp aNQLhEE &H@q@g@%tf
of the present invention, there is provided an
datianter pat hodd proeessirage ﬂﬁéh@ﬁbfor an information
processi ng apparatus which comunicates wi th anot her
i nfathraini formptdcressi iy wyFacdngs thbyendme wonwineghes s.
The et hod includes the steps of generating a random
maYnaﬁﬁéPdeg@?@%%@nf FR3t RRHehte < ary éﬁcr.‘d@P&ben t he

1 basi he gener ated random number, g %
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dat a
the apparg£us through the other information prccessing

apparatus, encrypt the random number, serving as the third
authentication data, using the at least one encryption
method to generate fourth authentication data, and transmit
fhe fourth authentication data to the other information
processing apparatus.

The information processing apparatus may be
authenticated on the basis of the fourth authentication data
by the other information processing apparatus.

According to another embodiment of the present
- invention, there is provided an information processing
method for an information processing apparatus which
communicates with another information proceésing‘apparatus
by wire or wireless. The method includes the steps of
generating a random number, generating first authentication

data on the basis of the generated random number, the first




the other information processing apparatus, decrypting
the second authentication data using at | east one
decryption nmethod corresponding to at | east one
encryption nmethod, and verifying, on the basis of the
decrypted second . authentication data and the
generat ed random nunber, whether the other
i nformati on processing apparatus is a valid
conmuni cations partner. According to further another
embodi ment of the present 8invention, there is
provided a programfor an information processing
appar atus whi ch conmuni cates with another information:
autjreotdsaithgn appes adassriay ngl ERe Ofiutidralieasion of the
(contact-less). The programallows a conputer to
othee dutfermahéon traps-esfs iogneppht @ ngs t heragenétatngntioé a
. random nunber, controlling the generation of first
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verifying, on the basis of the decrypted second
authentication data and the generated random number, whether
the other information processing apparatus is a valid
communications partner,

According to further another embodiment of the present
invention, there is provided a program for an information
processing apparatus which communicates with another
information processing apparatus by wire or wireless
{contact—less). The program allows a computer to execute
the steps of controlling the generation of a rahdom number,
contrelling the generation of first éuthentication data on
the basis of the generated random number, the first
authentication data regarding the authentication of the
other information processing apparatus, controlling the

transmission of the first authentication data to the other




met hod corresponding to at | east one encryption
nmet hod, and controlling the verification of, on the
basis of the decrypted second authentication data and
the generated random nunber, whether the other
i nformati on processing apparatus is a valid
communi cations partner. According to still another
enbodi ment of the present invention, there is
provided a recording nediumin which a programfor an
informati on processing apparatus conmunicating with
anot her information processing apparatus by wire or
wirel ess (contact-less) is recorded. The program
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random number, whether the other information processing
apparatus is a wvalid communications partner.

According to still another embodiment of the present
invention, there is provided a recording medium in which a
program for an information processing apparatus
communicating witﬁ another information processing apparatus
by wire or wireless {contact-less) is recoxrded. The program
allows a computer to executée the steps of controlling the
generation of a random number, controlling the generation of
first authentication data on the basis df.the generated
random number, the first authentication data regarding the
authentication of the other information processing apparatus,
controlling the transmission of the first authentication |
data to the other information processing apparatus,

controlling the reception of second authentication data




the basis of the decrypted second authentication data
and the generated random nunber, whether the other
i nformati on processing apparatus is a valid
conmuni cations partner. In this specification, the
term"information processing apparatus" neans not
only I C cards, but also other data
st or age/ conmuni cati on devi ces, such as for exanpl e,
cellular phones or PDAs which has I C card function.
These apparatus include &P teast one IC chip
configured to function as an IC card. The term "ot her
i nformati on processi ng apparatus" neans not only
regReathed / WNd tarchehttt cak $6n odhethes @R GaFbenatB@par at us
whi ch has Reader/Witer function included in the
proappalag EPUEitues ¢okl skasnghondsroricRDASn Agtariehimg
to the present invention, in the information
-gen5F6E%%s?Ihgt}sep5>ér8&tSu§fa*ﬁ’ae nEt hd aartdenhécprbop afta by
of, random nunber is generated. First
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onef b&&sty Pt dieMdtabl 88rfatgodding kb att 18RSH &&@d to the
ot her i nformation processing apparatus. Second
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generated on the basis of the first authenticatiaon
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In this specification, the term "information processing
apparétus“ means not only IC cards, but also other data
storage/communication devices, such as for example, cellular
‘phones or PDAs which has IC card funétion. These apparatus
include at least one IC chip configured to function as an IC
card. The term "other information processing apparatus"
means not only Reader/Writer, but also other communication
appafatus which has Reader/Writer function included in the
apparafus such as cellular phones or PDAs.

| 'According to the present invention, in the information
processing apparatus and method and the program therefor, a
random number is generated. First authentication data
‘regarding the authentication of anbther inforﬁation
processing apparatus is generated on the basis of the

generated random number. The first authentication data is




to at | east one encryption nmethod. \Wether the other
i nformati on processing apparatus is a valid

communi cations partner is verified on the basis of
‘the decrypted second authentication data and the
gener ated random nunber. According to the present

i nvention, communication devices can authenticate
each other with high reliability. BRI EF DESCRI PTI ON OF
THE DRAWNGS Fig. 1 is a diagram show ng conventi ona
nmut ual authentication; -Fil§.~2 is a di agram
illustrating the conventional nutual authentication;
Fig. 3 is a diagram show ng an exanpl e of key

tra@enet 8éd Ofb ithd mh@@nyﬁﬁbr@miommes@uhbeappa:ﬁéﬂm
Fig. 4 is a diagramof an information processing

Secsydt enthacicioradi g Uatanre@mﬂﬂhﬁpﬁﬁmoﬁuthenpiéﬁﬁmﬁn of
invention, Fig. 5 is a block diagramof the interna
thesprher ui el gmatd oepreeeAsing 13ppamiaguse issraceived, the

di agram of the internal structure of a device B; FEg
5ec?nPsaﬁt%??ﬁﬁF%ﬁ%%%w%ﬁFéfb?%&ﬁfQﬁﬂﬁHQSﬁél°§tF%%tQﬁ%%s
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agramo ructure
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fl owchart explaining a process of nutual
decavpbedtuLiaid et bebhweesnd e depitGes A«8R8d Biorresponding
to at least one encryption method. Whether the other
information precessing apparatus is a valid communications
partner is verified on the basis of the decrypted second
authentication data and the generated random number.

According to the present invention, communication

devices can authenticate each other with high reliébility.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram showing conventional mutual
authentication;

Fig. 2 is a diagram illustrating the conventional
" mutual authentication;

Fig. 3 is a diagram showing an example of key
generation in the conventional mutual authentication.

Fig. 4 is a diagram of an informatioh processing system
according to an*embddiment of the present invention;

Fig. 5 is a block-diagfém-of the internal structure of

a device A;




Fig. 10 is a flowhart explaining a process of
generating authentication data 1; Fig. 11 is a

fl omchart explaining a process of encrypting a random
nunber RanA; Fig. 12 is a diagram show ng an exanpl e
of information stored in each algorithm key

i nformat.i on managenent unit; Fig. 13 is a flowhart
expl ai ning a process of generating authentication data
2; Fig. 14 is a flowhart explaining a process of
decrypting the authenticaflkon data 1; Fig. 15 is a

fl owchart explaining a process of encrypting
resultant data; Fig. 16 is a flowhart explaining a

Protesss Gfs a0eneeat angyLa hentdneat hoargat & SiudthiGe &7
is a flowhart explaining a process of encrypting a
a deandenBhunber RanB; Fig. 18 is a flowhart explaining
a process of - 13 authenticating the device B; Fig.
19F1a. & filsoachapck etpratian g ahpr Svessiawfal ddenygprag
the authentication data 2; Fi 20 is a flowchart
of éRSFE?Fﬁrﬁf%fﬁﬁﬁgcggsao?PUg%% i B§ aut henti cati on

’8 15 %}ocﬁ éﬁ OQCh%?Ea?X?ugé{iéﬁ%l f%&%& §§e0f

decr%ptlng he~aut hent] cat ion “dat a
of EbeVGhAL te 20U RNLDY- ac Pl 068 SE Of 5;

Fig. 9 is a flowchart explaining a process of mutual
authentication between the devices A and B;

Fig. 10 is a flowchart explaining a process of
generating authentication data 1;

Fig. 11 is a flowchart explaining a process of
encrypting a random number RanA;
Fig. 12 is a diagram showing an example of information
stored in each algorithm/key information management unit;
Fig. 13 is a flowchart explaining a process of
generating authentication data 2;

Fig. 14 is a flowchart explaining a process of
decrypting the authentication data 1;
| “Fig. 15 is a flowchart explaining a process of
encrypting resultant data;

Fig. 16 is a flowchart explaining a process of
generating authentication data 3;

Fig. 17 is a flowchart explaining a process of
encrypting a random number RanB;

Fig. 18 is a flowchart explaining a process of




decrypting resultant data; Fig. 23 is a flowhart
expl ai ning a process of authenticating the device A,
Fig. 24 is a flowhart explaining a process of
decrypting the authentication data 4; Fig. 25 is a
di agr am showi ng anot her exanple of information stored
in each algorithm key informati on managenent unit;
and Fig. 26 is a flowhart explaining a process of
generating a ci pher key. DESCRI PTI ON OF THE PREFERRED
EMBODI MENTS Bef ore descri b8ng an enbodi ment of the
present invention, the correspondence between the
features of the <clains and the specific elenents
auttes€l 8s€thd e hedi ppnt  of the present invention
is discussed below. This description is intended to
asBig e thats spédbiiicaet engritas ndingchoseckce s art
enbodi ment supporting the clained invention are
decgepEindehe muthientdpatien cdtizo; Thus, even if an
el epent_in an epbodi ment i s not described as relating
tof:d- A ta R/ Féﬁﬁﬁ?%??ﬁe%ﬂﬁﬁlﬁﬂégeﬂtp??ﬁ&ﬁﬁiQﬁm t hat

gen%§§§§98tau§¢%§¥¥§ygﬂ5% gg@g {hat t he el enent does not

ate’to eaturé of the clains. Conversely,

evely i f21an ehereBlchsrt d8gakiiked her gidass 1l ating to
- acertain feature of the clains, that does not
dechigpessarily amarnthabtifhe ®lwment does not relate to

other features of the clainms. Furthernore, this
delSieri @2 dis shbubdchott bxpdenistinged process of
decrypting resultant data;
Fig. 23 is a flowchart explaining a process of
authenticating the device A;
Fig. 24 is a flowchart explaining a process of
decrypting the authentication data 4;
Fig. 25 is a diagram showing another example of
information stored in each algorithm/key information
management unit; and

Fig. 26 is a flowchart explaining a process of

geherating a cipher key.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Befdfe describing an embodiment of the present
" invention, the cbrrespondence between the features of the
claims and the specific elements disclosed in an embodiment
-0of the present inverition is discussed below. This

description is intended to assure that specific elements




as restricting that all the aspects of the invention
di scl osed in an enbodi nent are described in the
claims. That is, the description does not deny the
exi stence of aspects of the present invention that
are described in an enbodi nent but not clained in the
invention of this application, i.e., the existence of
aspects of the present invention that in future nay
be clained by a divisional application, or that my
be additionally clained-t hRough anendnents. According
to an enbodi nent of the present invention, there is
provi ded an information processing apparatus (e.g., a
disdeve8 BnOin Riboddineh@r sGEPBHIN LAY WatiReaNOh &Kt ion
informati on processing apparatus by wire or wireless
are( destatbed ebs)thilshepappdt ahtiSon Ncldisngevanr andadn
nunber generating section (e.g., a random nunber
elegenér abi on eWiqdimens iginot strmmribedriag. rélating to a
executing step S201 in Fig. 16) for nerating a
| Cerrtéﬁaoﬁ?ﬁg%%roiz &hg. praseRh o Sithier %&ﬁB) doeg {9Y st
authenticatio t enerating, secti
neces?ﬁ §¥caﬁloﬂjﬁ§i§hgengra on %ﬁ?tpé%lggigg%mEol?P?Fg
fea%uref BF EXECULiRG .St BBnvePde1 Rln 18 ahOL1gg0er atd ng
first authentication data (€.g., authentication data
des3yibegansidith adshecautheptiscal it tafint ea0thElof the
i nformati on processing apparatus on the basis of the
clajmedothaunbers gemnenatessdyi theneanantiem thebetement does
generating section; an authentication data
nOttFah%h?t%@nﬁﬁgébﬁPéﬁu{%$gP€ hejgtlaimsansm ssion unit
417

Furthermore, this description should not be construed
as restricting that all the aspects of the invention
disclosed in an embodiment are de;cribed in the cléims.
That is, the description does not deny the existencé of
aspects of the present invention that are described in an
embodiment but not claimed in the invention of this
application, i.e., the existence of aspects of the present
invention that in future may be claimed by a divisional
application, or that may be additionally claimed through
amendments. |

According to an embodiment of the present invention,
there is provided an information processing apparatus (e.dg.,
a device B of Fig. 4) for communicating with another |
‘information processing apparatus by wire or wireless
(éontact—leSs), the apparatus including: a random number

generating section (e.g., a random number generation unit




- shown in Fig. 8 for executing step S26 in Fig. 9) for
transmtting the first authentication data to the
other information processing apparatus; an
aut hentication data receiving section (e.g., a data
reception unit 416, shown in Fig. 8, for executing
step S28 in Fig. 9) for receiving second
aut hentication data (e.g., authentication data 4)
regardi ng the authentication of the other information
processi ng apparatus, thel§econd authentication data
bei ng generated based on the first authentication
data by the other information processing apparatus; a

“4110ech¥Rh i 1Y 1SRET I8N FokCelecuti A@CS VY @M 1UALt rdd 3, 16)

shown in Fig. 8, for executing step S341 in Fig. 23)
forf gendegt it iang-driems aanndr atitdienta calniden datse tISRATER) ;
at | east one decryption nmethod corresponding to at

a fligast aeﬁleeleﬁﬁ@&stri{qnoﬁaﬁet tederatiyg savtippt i(engnetfm)ds

l1to 3inFi ; and an authentlcatlng -

aut§§BFF6ﬁt%%n ataaﬁ%ﬁf—”ﬁ'éﬁ??c‘éﬂ% *hfhi tshern, l§h5W1 i §y

' for,_ex t|n tep 43_in Fi
forvgrge?uuré? o it %gd bagl gl%f JAts A fsoercégr‘?én %ﬁeﬁt?ﬁ% % on
autﬁ@héléﬁ%EAH“dﬁiab%etBe Q&Eﬁéﬁ%ié&kfﬁﬁ“&d%ﬁ and i herding

random nunber generated by the random nunber
the0J@OEK &k ¢ EhtSRET io@N chwhether 1heseidi8lon bRbeEsRIAPN

processi ng apparatus is a valid comruni cations
apppaatueron Adeortdisig b6 the srembodimenterofenheaprddantthe

i nvention, the information processing apparatus may
rangggt herrlbmﬁcg%aéﬁngeﬁeeymmorﬁrrre?ttﬁéjlenﬁaﬁagm@ &xet i on

an al rlthnike
tragsmgtﬁlng se 1on Y a data transmission unit 417,

shown in Fig. 8, for executing step 826 in Fig. 9) for
transmitting the first authentication data to the other
Iinformation processing apparatps; an authentication data
receiving section (e.g., a data reception unit 416, shown in
Fig. 8, for executing step S$28 in Fig. 9) for receiving
.second authentication data (e.g., authentication data 4)
regarding the authentication of the other information
processing apparatus, the second authentication data being
‘generated based on the first authentication data by the
other information proceseing apparatus; a decrypting section
(e.g., a decryption unit 413, shown in Fig. 8, for executing
step 8341 in Fig. 23) for decrypting the second
authentication data using at least cne decryption method
corresponding to at least one encryption method (e.g., |

encryption methods 1 to 3 in Fig. 12); and an authenticating




i nformati on managenent unit 415 in Fig. 8) for storing
at least information regarding the at |east one
encryption nethod and supplying the information unit
to the decrypting section. In the informtion
processi ng apparatus according to this enbodi nent of
.the present invention, each information unit
regardi ng the encryption nmethod includes infornmation
that specifies an encryption algorithm (e.g., each of
algorithnms 1 to 3 in Fig 182y and information
regarding a key (e.g., each of keys 1 to 3 in Fig.
12) used to encrypt or decrypt data according to a
secl@@6hY Pt i N, NBi hedneakh esPOAE it aithe saBGRYPLI By . 3,
algorithm The encryption .nethod nmanagi ng section
formayeseglentd tadd w3gopphyrife 23 nffametrafyingl Son the
regarding the plurality of different encryption
basist hbdshe eadvaddesitppnihgateen idata degryptgd by the
predeterm ned order. In the information processin
deczyBhiRg use BT @NFg the renfem sHFbEIERPCERt AL Pr nt
i.nvention, the informatipon units.regarding the
randgh BerPoh SRR Thtran Ret hots LG SRared CaPth t he
infBLRALE i LT JRLLORGPLAGESSLNYT APRALAYYS: IR SRCANGY s
aut henti cation daga can be generated by encrypting the
parktagdom nunber (e.g., the random nunmber RanB), serving
as the first authentication data, according to the
r speoidivg tenthyptéerdrodietdnadef( ithe wresenistiepsns3ad,
to S323 in Fig. 22) through the other information
thepﬁ@@@g@¢m@xh§§§w@pgépg apparatus may further include an

encryption method managing section {(e.g., an algorithm/key
iﬁformation management unit 415 in Fig. 8) for storing at
least information regarding the at least one encryption
methoa and supplying the information unit to the decrypting
“section.

In the information processing apparatus according to
this embodiment of the present invention, each information
unit regarding the encryption method includes information
that specifies,ah encryption algorithm {e.g., each of
algorithms 1 to 3 in Fig. 12) and information regarding a
key (e.g., each of keys 1 to 3 in Fig. 12) used to encrypt
or decrypt data according to a decryption mefhod
-corresponding to the encryption algorithm. The encryption
‘method managing section may sequentially supply the
information units regarding the piurality of different

encryption methods to the decrypting section in a




In the informati on processi ng apparatus according to
this enbodi nent of the present invention, the
- decrypting section decrypts the second authentication
data according to decryption nethods corresponding to
the respective encryption nmethods used by the other
i nformati on processing apparatus (in, e.g., steps
S361 to S363 in Fig. 24). Wien the second
aut henti cation data decrypted by the decrypting
.section is identical te fihe-random nunber, the
aut henticating section can authenticate the other
i nformati on processing apparatus as a valid
preCiRRBYRL €&l idfepartner. In the information processing
apparatus according to this enbodi nent of the present
I Nyentheon,nfidiaenenyptoosss iR hopgatranagi agesetitrigonaomay
-~ further store information (e.g., information in Fig.
thiES)?mheéélB%Iat? vk ghyepeegent alkegntded - the igéarnaticn he
ey on the basis of the information (according to,
unlés reg%?%ﬁ%ﬁxﬁ?? FeSPrEtive)endmyRHe™ REGPARE | BT shared

ess] r at us according to_ this,enbodj.nent of
WltﬁheﬁpreségEaﬁﬁsen Gion, Phe“TH oﬁhﬁ??aratﬁaceggg?f e

autBenes ak i dhegdey da%cblédSénéf‘é%dT%tl) U Pt Sng M EgAr d' ng
respective encryption nethods (e.g., encryption

ran@®@hhadsbdy t @ F.i,n thieg raﬂ&c):mV&ﬁﬁnﬂctéralR%nﬁﬁ |, ategvigy as the
respective types of data to be used (e.g., data

 firpltoekshdnticcdliiom Biaga, 25yordivey drcrtyjet respeetitod

managi ng section encrypts plaintext, which is shared
encEiyPRienendiRds i (Hror fagi onsteps 5321 to S323 in Fig. 22)

" through the other infermation processing apparatus.

In the iﬁformation processing apparatus according to
this embodiment of the present invention, the decrypting
.section decrypts the second authentication data according to
decryption metheds corresbonding to the respective
encryption methods used by the other information processing
- apparatus (in, e.g., steps S361 to 8363 in Fig. 24). . When
the second authéntication data decrypted by the decrjpting
section is idenﬁical to the random number, the
authenticating section can authenticéte the other
" information processing apparatus as a valid communications
partner.

In the info?matién processing apparatus aécording to
fhis embodiment of the present invention, the encryption
“method managing section may further store information {e.g.,

information in Fig. 25) necessary to generate a key and




processi ng apparatus, according to at |east one
encryption nethod corresponding to at | east one type
of data to be used (in, e.g., steps S381 to 387 in
Fig. 26), thus generating the key. In the information
processi ng apparatus-according to this enbodi nent of
the present invention, each information unit
regardi ng the encryption nmethod may incl ude
information that specifies an encryption algorithm
(e.g., each of algorithmd8A-to Din Fig. 25) and
information regarding a key (e.g., each of keys Ato
Ein Fig. 25) used to encrypt dat a according to the
gerematypthenka) gat itHembaAdeosdi tige tinm fdtins t&Bhodh cemtd iofg
the present invention, the information processing
to,appar at aspnegefurdthérigreétive third authentication
data (e.g., authentication data 1) which is generated
oni® h’éhéba’s‘}%“(‘ﬂatéoflaﬂﬁ%?ﬁ?ﬁﬂrﬂ%ra%é"r@tus a2ccayiindg f@om

| rated in order to au entl ate the
thlsnF%EﬁﬁW%’ﬁ p%@?spﬁass%aﬂmtlﬁm tBein e
T
nedsBoBLY. coRendhted RbQr Bl QHCPJ@ecsesi%f%gmﬁe B Al ey

encry random nunb serving as t
regatggt Leahé O WaledcrydsiBg hdéehdls | @agl , 0BEcryption
encryption nethod (e.g., the encryption nethods 1 to
metBodA Ki go H2)n tRiggenén avkiflountd redutchant b caddmictdatea
(e.g., authentication data 2) (in, e.g., step 524 in
typegefofatmdta Hen usednd i ¢ - t A ¥olrlogksalt hen? i Tathign
data to the other information processing apparatus
25)(|nTh@ @ncr¥R§ﬁ§nS@gt HdFmﬁnanng section encrypts

plaintext, which is shared with the other information
processing apparatus, according to at least one encryption
method corresponding to at least one type of data to be used
(in, e.g., steps 5381 to 387 in Fig. 26}, thus generating
the key.

In the information processing apparatus according to
this embodiment of the present invention, each information
unit regarding the.encryption method may include information
that épecifies an encryption algorithm (e.g., each of
algorithms A to D in Fig. 25) and information regarding a
key (e.g., each of keys A to E in Fig. 25) used to encrypt
data according to the encryption algorithm.

According to this embodiment of the present invention,
the information processiﬁg apparatus may further receive
third authentication data (e.g., authentication data 1)

which is generated on the basis of a random number (e.g., a




According to this enbodi nent of the present invention,
the information processing apparatus can be
aut henticated on the basis of the fourth
aut hentication data by the other information
processi ng apparatus (in, e.g., step S6 in Fi 9)
Accordi ng to anot her enbodi nent of the present
invention, there is provided an information processing
met hod for an informati on processing apparatus (e.g.,
the device Bin Fig. 4y Lt®r-conmunicating with
anot her information processing apparatus by wire or
‘ wireless (contact-less), the nethod including the
ran%bﬁpﬁuﬁﬁer éﬁﬂﬁgr%Eh@ga@eﬁaiﬁkﬂgd@%wﬁgraﬁ@héhtlééﬁ% the
random nunber RanB) (e.g., step S201 in Fig. 16);
inf@genatabh NGrdddsstingadppendtgat (ia1) @aga, (et ,sANdn Fig.
aut hentication data 3) regarding the authentication
9) .of Thheinfdmratimhnoprateoning 2bparadoessingeappratids on
the basis of the generated random nunber (e.g., step
ran§2@4nPﬂb¢¥g ?HY}ﬂgtFén§h¢t¥¢¥ﬁﬂtQW§h€PFéfatl°n data,

t hent t dat t th th t
us iR DERLa Foldh SR b bl Ol BRNRL JETR: othe )
enckSBELLh N 850N]_AUSheAtE LAl ion %}q gebirtke HEcn

henti cati on ta 4) I ng t aut henti cation

aut@bntNeaotdieradddf Qengt | oguupér&q%%%leg apparat usin,t Reg.,
second aut henticati on data being generated based on

stepha2di tistriaut Penkndathen dedresriy tthe fothe

: i nformati on processing apparatus (e.g., step S28 in
authegtigyticectast itng thheoteonid fRumhsALR calt ¢ TP aa
appgigggsa%in, e.g., step 8526 in Fig. 9).

BAccording to this embodiment of the present invention,
the information processing apparatus can be authenticated on
the basis of the fourth authentication data by the other
information processing apparatus {in, e.g., step $6 in Fig.
9).

According to another embodiment of the present
invention, there is provided an information processing
" method for an information processing apparatus (e.g., the
device B in Fig. 4) for éommunicating with another
informationrprocessing apparatus by wire or wireless
{contact-less), the method including the steps of:
generating a random number {e.g., the random number RanB)
(e.g., step S201 in Fig. 16); generating first
~authentication data (e.g., the authentication data 3)

regarding the authentication of the other information




| east one decryption nethod corresponding at | east one

encryption nmethod (e.g., the encryption nethods 1 to 3

in Fig. 12) (e.g., step S341 in Fig. 23); and

verifying, on the basis of the decrypted second

aut hentication data and the generated random nunber,

whet her the other information processing apparatus is

a valid communi cations partner (e.g., step 534.3 in

Fig. 23). According to further another enbodi nent of

the present invention,-there is provided a program

.for an information processing apparatus (e.g., the

: device Bin Fig. 4) conmunicating wth another

prob@fsgilq@téﬂfér@ﬁ:%%egﬁ P APPA ALIS £nBY gWh & £2 08 WATRIRSS
(contact-less), the programallowng a conputer to

numB%ecyt &g I hestsfrepoaf incond 1 ald)i;ngrbhemgendiqtilon fiakta
random nunber (e.g., the random nunber RanB) (e.g.,

autbtepi&20ion nldffiagtolbhe comr dldfiomgathen generetsiiog of

- first - 21 authentication data (e.g., the

aprapehent [eati-0FteRt 828) inrdighr dlrig reRel &l hetRTERt i on

f the ot her inf ti . t th
authEaF SRt theiendPabied TARGUMMRANSEF Le gia-bHp 5204
eDEBE R TheencPafe e
S S A S

proPEOS LSS i -ARRALAL UBe (Sefond HtPeRROchDi &h Gdath being
controlling the reception of second authentication

gendabfed (lfaged dnhehautrhest i Datheon idatacd)daegardithg t he

aut hentication of the other information processing
othappanftusstidrhersecontinaualmmatest i(onddat at¢rei F9P in
Figgeg$gaéggi;§¥§i% %getggcond authentication data using at
least one decryption method corresponding at least one
encryption method (e.g., the encryption methods 1 to 3 in
Fig. 12) (e.g., step S341 in Fig. 23); and verifying, on the
basis of the decrypted second authentication data and the
generated random number, whether the other infprmation
proceséing apparatus is a valid communications partner (e.g.,
step S343 in Fig. 23).

'According to further anothexr embodiment of the present
ihvention, there is provided a program for an information
processing apparatus (e.g., the device B in Fig. 4)
communicating‘with another information processing apparatus
5y wire or wireless (contact—less)}, the prcgram allowing a
computer to execute the steps of: controlling the generation

of a random number (e.g., the random number RanB) (e.g.,

step 5201 in Fig. 16); controlling the generation of first




first authentication data by the other information
processi ng apparatus (e.g., step S28 in Fig. 9);
controlling the decryption of the second
aut hentication data using at |east one decryption
met hod corresponding at | east one encryption nethod
(e.g., the encryption nethods 1 to 3 in Fig. 12)
(e.g., step S341 in Fig. 23); and controlling the
verification of, on the basis of the encrypted second
aut henti cati on data and-t A& generated random nunber,
whet her the other information processing apparatus is
a valid comunications partner (e.g., step S343 in
authledtidd)iof\ i RY gt 0 shélduaneltheatephoghtenty of the
present invention, there is provided a recording
regaeditgn tie whittlera i cprogn and fidte athienf anfatmoni on
processi ng apparatus (e.g., the device Bin Fig. 4)
procgspeedrairatve ionf sheaebadis mrioddssorgerappdrzngem
, comuni cating w th another information_processing - 22
numbsEafat Usr BYESR 58 9%Gr 10 FE¥ esk? )(r'c&ﬁp%&EP-lEé%%)‘?h&t he

rraBsR9L M, ald qi\gﬂen%iq:s%ogp%eer{t 19 §%8CYLE e Stens ol
LEEESREFSITT ng the “geReration of & randomt number (€. .,

infbPRat 8GR IWHEH sRAPB ra il Jre. St ERESB0d24 N Firdg.16) ;

controlling the géneration of first authentication
con@abdl {8y Othe MR cpliBANbECadd O GatBed)icdEUal diata t he
aut hentication of the other information processing
(e.gppatiat LBadrentieabasnsdatfa the rggaedatedtitandom nunber -
e.g., step S204 in Fig. 16); controlling the
authephsed Sito P oftheh @ theF sinfimirdoNc REPEAS W ARPAFRELS

tne2y0%hna LALILIRLO0, B 0555 8 APRATALURL L % S B Rne
-first authentication data by the other information
processing apparatus (e.g., step 3528 in Fig. 9}; controlling
the decryption of the second authentication data using at
least one decryption method corresponding at least one
encryption method (e.g., the encryption methods 1 to 3 in
Fig. 12) {(e.g., step 8341 in Fig. 23); and controlling the
verification of, on the basis of the encrypted second
authentication data and the generated random number, whether
the other information processing apparatus is a valid
communications partner (e.g., step S343 in Fig. 23).
According to still another embodiment of the present
invention, there is provided a recording medium in which a
proéram for an information processing apparatus (e.g., the
device B in Fig. 4) is recorded, the information processing

‘apparatus communicating with another information processing




controlling the reception of second authentication
data (e.g., the authentication data 4) regarding the
aut henti cation of the other information processing
apparatus, the second authentication data being
generated based on the first authentication data by
the other information processing apparatus (e.g.,
step S28 in Fig. 9); controlling the decryption of
the second authentication data using at |east one
decryption nmethod corresp@adrng at | east one
encryption method (e.g., the encryption nethods 1 to 3
in Fig. 12) (e.g., step S341 in Fig. 23); and
appe@Btas! biyngitder vakkibsat iemnofct-ardshe bRSI sr&frdrhe
encrypted second authentication data and the
allgenagabedotipunckrmtau ghecutahgidiedtepdsherot efitrclling the
i nformati on processing apparatus is a valid
genegetirncafi anmnsont nepbes, §¢, 9 st @f1eS348dpn Miugee PanB)
~ Enbodi ments of the present invention wll now be - 23
(e-GescPiBRISHR} oh? iilth L& érepeerdld itYe thRaGFRES2 LMY .08
..shows_an_jnformation_processi s em accordi ng to.an
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aut henticate each other and, after that, perform

- proceaBsagt ihsratlhe devheepdsis Sof MRNGedetot E€PFASRM |

e.g., a reader/witer for contactless IC cards. The
nuribevi ¢e. 8. j sstent ddd itoFigprksentconteofling the

' contactless IC card. The device A communicates with

trapgmigedPeecB e rfg reéspetheniel caftiomndstoyte adio othiey.

51is bl ock diagramof the internal structure of
informat?on process%%g apparatus (e.g., step Sfé {n Fig. 9};

controlling the reception of second authentication data

. {e.g., the authentication data 4} regarding the

authentication of the other information processing apparatus,
the second authentication data being generated based on the
first authentication data by the other information
processing apparatus (e.g., step 528 in Fig. 9}); controlling
the decryption of the second authentication data using at

" least one decryption method corresponding at least one
encryption method (e.g., the encryption metheds 1 to 3 in
Fig. 12) (e.g., step 5341 in Fig. 23); and controlling the
verification of, on the basis of the encrypted second
authentication data and the generated random number, whether
the other information processing apparatus is a wvalid
communications partner (e.g., step 5343 in Fig. 23).

Embodiments of the present invention will now be




the device A (reader/witer). A control unit 201
includes a CPU 211, a ROM 212, a RAM 213, a seri al
comuni cation controller (SCC) 214, a signa
processing unit (SPU) 216, and a bus 215 for
connecting the above conponents. The CPU 211 devel ops
a control programstored in the ROM 212 into the RAM
213 and executes various processes on the basis of,
e.g., response data transmtted fromthe contactless
| C card (device B) and corBrel signals supplied from
an external processor. For exanple, the CPU 211
generates a conmand to be transmtted to the
de ARG beSsw | & 1€ At lrdOvbCeo Bl nand-Qutgdt s +he. 4
command to the. SPU 216 through the bus 215. Tn
shaddiahi aAfothet LU pdlbkevelingi egs ket acdoransm tbesnfrom
the contactless IC card (device B). The SCC 214
enlmdipiengs oflatlae tpearATitt todentbpm an Redegwnab to Rig- 4, a
processor, which is connected thereto through a bus
,dem At eom@‘ﬁ%l%szmt% a faeierd X5 authentdretoreadhe

t dat d f th
ot hgh PhESbuC S Te P P Re BT BT ocReR Fevice 2
is qonasatad: hrguahdhe bug 200, dhen feqeLyi pg,r esponse

. data transmtted fron1the contact ess I C card (device
corBlacithegyghc acgdemduldti aBvuBtts 204 nth8edPth 2d8oresent,
perfornms, e.g., binary phase shift keying (BPS
e.gemadubatzonl{dvaichesteér cDide dededi Agroomubhestdat arith
and supplies the resultant data to the CPU 211. In
thegd@ivirend ueh kesEewvand eotémnas dyswiatied to the

coptact]less I C_card
tg 1s a block diagram of the internal structure of

the device A (reader/writer).

A control unit 201 includes a CPU 211, a ROM 212, a RAM

213, a serial communication controller {SCC) 214, a signal
processing unit (SPU) 216, and a bus 215 for connecting the
above components.

The CPU 211 develops a control program stored in the
RCM 212rin£o the RAM 213 and executes various processes on
the basis of, e.g., response data transmitted from the
contactless IC card (device B} and control signals supplied
from an external processocr. For example, the CPU 211
generates a command to be transmitted to the contactless IC
card (device B) and outputs the command to the SPU 216
through the bus 215. 1In addition, the CPU 211 wverifies data
transmitted from the contactless IC card (device B).

The SCC 214 supplies data transmitted from an external



(device B) is supplied to the SPU 216 through the bus
215, the SPU 216 perforns BPSK nodul ati on (Manchest er
code encoding) on the conmand and out puts the
resultant data to a nodulation unit 202. The
nmodul ation unit 202 perforns anplitude shift keying
(ASK) nodul ation on carrier. waves of a predeterm ned
frequency supplied froman oscillation circuit (0OSC
203 on the basis of data supplied fromthe SPU 216
and outputs the nodul ate@4dwaves as el ectromagnetic
waves through an antenna 205. On the other hand, the
denodul ation unit 204 denodul ates nodul at ed waves
procASKe AP e d vaves )k ceant th&tktd hewdhnt Aepa@dt ama to
205 and outputs the denodul ated data to the SPU 216.
theThevant ennica 2z efist 21pL edet exddinaednel eed r oomgret i C
' waves and determnmi nes, on the basis of a change in | oad
outputs @ata tsurrdiect foprghbe i €PUhadlds thwhethethe Heus 215
contactiess IC card (device %% i s brought near_ the
to §hbei BRLANFoPIOLRTFHE, CHRRPCER é:hcreﬁeacgh%s%uq &%ar d
(device B) .is_brought near .the _device B, the t enna
SORS Eeck g, S PlalS de chFraEER ity B Rl

con‘ia:Q(:f.IQgg the £onf agkless AL GAdhothdqViLRoBliac fdfunft! S

bl'ock di agram of the internal "structure of the
204¢evhées By (Tontretd-ess, | £ §3 Binalhepront aghi @5 kdyEng

card (device B) includes an antenna (|oop antenna)
(BP2RBD, demodpadiiicor (B3dchasdemancdde havodgngcompaientdsta

ot her than the above conponents on one chip as
and supplies the resultant data to the CPU 211. In addition,
when a command to be transmitted to the contactless IC card
(device B) is supplied to the SPU 216 through the bus 215,
- the SPU 216 performs BPSK modulation (Manchester code
encoding) on the command and outputs the resultant data to a
medulation unit 202.

The modulation unit 202 performs amplitude shift keying
(ASK) modulation on carrier waves of a predetermined
'.frequency‘supplied from an oscillation circuit (0OSC) 203 on
the basis of data supplied from the SPU 216 and outputs the
modulated waves as electromagnetic waves through an antenna
205. On the other hand, the demodulation unit 204
demodulates modulated waves {ASK-modulated waves) captured
- through the antenna 205 and outputs the demodulated data to
~the SPU 216.

The antenna 205 emits predetermined electromagnetic

waves and determines, on the basis of a change in load on .




shown in Fig. 6. The contactiess IC card transnmits and
receives various data blocks to/fromthe reader/witer
(device A) using el ectronmagnetic induction'in a

hal f - dupl ex rmanner. The contactless IC card is not
necessarily shaped into a card. A CPU 221 devel ops a
control programstored in a ROM 222 into a RAM 223
and controls the whole operation of the contactless

| C card. For exanple, when the antenna 230 receives
el ectromagneti ¢ waves radkated fromthe reader/witer
(device A), the CPU 221 transmts IC card infornmation
to the reader/witer in response to the

theCle@ebE PHRANGIL i VRYRS, thethd: cald dRkaErBLIPNC card
including a card identification nunber set in the

(dewGkaBt | essbtdhdgiad theafdené C@eB)ce I addirt bRANplid), when
response to a request fromthe reader/witer (device
theAronthet BPts 200 aanspl(desicaf®r meat ibowughl6nemecdssary
for transactions to the reader/witer. An LC circuit
deviige| Bdi Hee tHe-evrerfa 28@“%% Hgd é&ﬁ&éF?%rV%qus
ona ed rona redet erm ned

dacpy Baehey " BT Gt FORTE Rel 7 ader Aaerh SPETEet e A

car g ear C @g%J
|n¢g$f§ge@h%]F&§§5 Q%% ASK a&%glggggrn {%éy}%§§ﬁﬁa)0f

thedaepdul a8 | QibritRIck 1243 fetacks {he envel ope of
nodul ated waves (ASK-nodul ated waves) received

t rouglertthe tdrsenn@ @301 (devderodyl Atel Wdisa sandntenna
outputs the data to a BPSK (binary phase shift
(Lopeyfpgyrrrencdidl agi eppamitoRFB1l, and an IC having

components other than the above components on one chip as
shown in Fig. 6. The contactless IC card transmits and
~ receives various data blocks to/from the reader/writer
(device A) using electromagnetic induction in a half-duplex
manner. The contactless IC card 1s not necessarily shaped
into a card.

A CPU 221 develops a control program stored in a ROM
222 into a RAM 223 and controls the whole operation of the
cdntacfless IC card. For example, when the antenna 230
receives electromagnetic waves radiated from the
reader/writer (device A), the CPU 221 transmits IC card
information to the reader/writer in response to the
~electromagnetic waves, the IC card information including a
card identification number set in the contactless IC card
(device B}. 1In addition, in response to a request from the

- reader/writer (device A), the CPU 221 supplies information




In the interface unit 229, the ASK denodul ati on unit
243 rectifies an alternating-current nagnetic field
excited by the antenna 230, a voltage regul ator 241
controls voltage generated by the magnetic field at a
constant | evel and supplies the constant voltage as DC
power supply to respective conponents. As will be

. described below, electric power of the

. el ectromagnetic waves radi ated fromthe reader/witer

(device A) is controlled 86 as to generate the
magnetic field to provide electric power necessary for
the contactless IC card (device B). In the interface

necéBishir¢29r afr O8Gidtliahk0BoCthe hdad®44wrhasrt herein a
phase | ocked [ oop (PLL) circuit to generate a clock
Si fmal.C heiviawg tt hectadind rdguemtyenas £Be alddhke
frequency of a received signal. In addition, when

cappeaheni ?gl g pfreeeeéeri hEdeleronagngtadt Yaves o Ive
reader/witer (device A), the interface unit 229

PrefgrREMGACGrE engyqradig e det W fitfedddf T CHiH§ T

l, 4 W) e t o dat.a pl i from

ae¥i Pzgé g;({bo Bnk @r?@%%[l LA Sppp! | o
( a §E§§5 modul ati on 5n|P 2§ : faﬁhen f%e SWi cﬁ?ng
intekenB8t uh st idpg,t he %‘KSQ%ﬁﬁiEJ&f‘e isptierf gegidiy t 229
connects a predetermned load to the antenna 230 in
dempanabt by drits 243anytages hend aat«0Bpthef anddiina «230.
- An ASK nodul ation unit 242 perforns ASK nodul ation on
wavBPSKAGHdubditlatesaveyes upptdevdd dinrohahBPSK angduinagt 264
unit 228 in accordance with a change in the | oad on

to dreodptakmglata and outputs the data To a BPSK (binary
phase shift keying) demodulation unit 232.

In the interface unit 229, the ASK demodulation unit
243 rectifies an alternating-current magnetic field excited
by the antenna 230, a ﬁoltage regulator 241 controls voltage
generated by the magnetic field at a constant level and
supplies the constant voltage as DC power supply to
respective components. As will be described below, electric
power of the electromagnetic waves radiated from the
reader/writer (device A) is controlled so as to generaté the
magnetic field to provide eledtric power .necessary for the
contactless IC card {device B).

In'the interface unit 229, an oscillation circuit 244
has therein a phase locked loop (PLL) circuit to generate a
" clock signal having the same frequency as the clock

frequency of ‘a received signal.

In addition, when transmitting predetermined




230 and transmts the nodul ated conponent to the
reader/witer (device A) through the antenna 230. Wen
dat a denodul ated by the ASK denodul ation unit 243 is
subj ected to BPSK nodul ati on, the BPSK denpdul ati on
unit 232 denodul ates (i.e., perforns Manchester code
decoding to) the data on the basis of a clock signa
supplied froma PLL circuit (not shown) and outputs
the denodul ated data to a data reception unit 233. The
data reception unit 233~ &ppropriately outputs the
supplied data to the CPU 221. The CPU 221 allows the
RAM 223 or an EEPROM 224 to store the data. The CPU

 infé2hateddst OUhdatadstkokededn (e iEEPROM 224 aitdrface

supplies the data to a data transm ssion unit 227. The
uniBP3Ks mbeiti atdro rusictt, 288g perd arrmieBRIOK fed udwaiticiing

(i.e., Manchester code encodi ng) on the data supplied
elefiepi (et ditcan) 28 resperes dsi gig tanpuprpRie i auepBPEK

the nodul ated data to the ASK nodul ation unit 242.
modvﬁétEEPRmtzﬁﬁappPa&m‘a*f%rpytfset FHdSChaPSr FERTYH 1s in

' thengﬁesga? QY q%kga%aauthen%aé?g|cogngQ§Flgﬁ(3rnatlon
Ce&85AFY o tFANSARET o e above“destription

pxeﬁ@i:&xﬁf*nécp 12 &3S enWNEh faddlf 2388V hChath] fol NG hus

reader/witer for contactless IC cards, the device B

vark$nghen€odactdneesel neanich 2rd the device A
conmuni cates with the device B by radio. The present

I ”rerfiSKomodahatliso el tap@l? edrformandidtfemogadetnher en
BPS%ﬁgodulated waves supplied from the BPSK modulation unit
228 in accordance with a change in the load on the antenna
230 and transmits the modulated component to the
reader/writer (device A) through the antenna 230.

When data demodulated by the ASK demodulation unift 243
is subjected to BPSK modulation, the BPSK demodulation unit
232 demodulates (i.e., performs Manchester code decoding to)
the data on the basis of a clock signal supplied from a PLL
circuit (not shown) and outputs the demodulated data to a
data reception unit 233. The data reception unit 233
appropriately outputs the supplied data to the CPU 221. The
CPU 221 allows the RAM 223 or an EEPROM 224 to store the
data.

The CPU 221 reéds out data stored in the EEPROM 224 and
.sﬁpplies the data to a data transmission unit 227. The BPSK

modulation unit 228 performs BPSK modulation (i.e.,

Manchester code encoding) on the data supplied from the data




o necessary

.device Ais a reader/witer for contact |IC cards, the
device B is a contact |IC card, and the devices A and
B conmunicate wth each other by wire. In addition,
the present invention can also be applied to still
anot her case where the device A is an information
processi ng apparatus, such as a personal conputer,
and the device B is an information processing
apparatus, such as a personal digital assistant (PDA).
Fig. 7 is a block di agramz8f -the functional structure
of software executed by the CPU 211 in Fig. 5. A
random nunber generation unit 311 generates a random
traheiles i BRCeSSAry21 Girkechepit FutnaInaitiRert aati of Wieh
a communications partner in this case, the device B),
ASKSteplilesibhengenersdt.ed’ random nunber to an encryption
unit 312, and allows a storage unit including the RAM
213he GEERRQ @2tiherpapdbie irilitbertores29nf qipeatdmey ypt i on
~unit 312 encrypts a random nunber generated by the
NeGEFFGS M ﬁﬁﬁb‘%‘i‘“@ae]né‘%thieaﬁlﬁﬁﬁo%rl@%rméﬁtrﬁlatb%put from
a decryg{t)%on unit 313, which will be described below,

usi-ng“a pr e%%?nesran%tr%éjgséncrypti on algorithmand a key

COf, &SRR Q&stc‘s}ig%pﬁ NEL Yd On calgar bh B UL R Hes
specified on the basis of information supplied from an

devakgOoni t B Keyrddd/MatiiceR ABAagaERRL 18Rt 1818arddie the
encryption unit 312 supports encryption al gorithmns,

devigehBass Ua¢ acdrmopesenlSt canddr cer(dDESE, dgvipd e DES,
and Advanced Encryption Standard (AES). For exanple,

comwﬁgﬁcaégéiwi%@ the device B by radio. The present

invention can also be applied to another case where the
device A is a reader/writer for contact IC cards, the device
B is a contact IC card, and the devices A and B communicate
with each other by wire. 1In addition, the present invention
can also be applied to still another case where the device A
is an information processiﬁg apparatus, such as a personatl
computer, and the device B %s an information processing
apparatus, such as a personal digital assistant (PDA) .

Fig. 7 is a block diagram of the functional structure
of software executed by the CPU 211 in Fig. 5.

A randomrnumber generation unit 311 generates a random
number necessary to perform mutual authentication with a
-‘communications partner (in this case, the device B),
supplies the generated‘randcm number to an encryption unit
312, and allows a storage unit including the RAM 213 to

store the random number}




i nformati on that specifies DES and the correspondi ng
key fromthe algorithnm key information managenent
unit 315, the encryption unit 312 encrypts a random
- nunber or data using DES and the key. The decryption
unit 313 decrypts data received through a data
reception unit 316 using a predeterm ned encryption
al gorithm and a key corresponding to the encryption
algorithm which is specified on the basis of
information supplied fro@the al gorithm key
i nformati on managenent unit 315. The decryption unit
313 supports encryption algorithms, such as DES,
Tropb e RESpand AES: EOp & aVRgAdokee@indNg
i nformati on that specifies DES and the correspondi ng
gene@ys thHOBYt Hige at gatdnt hthisey HadofamidromnimBRRyesEata
- unit 315, the decryption unit 313 decrypts data "using
outpES 4mdmt Aedkeyyptic®OunAn ALt hertictamiidd bai degigibed
conpares data output from the decryption unit 313
belgwy h uEhBI r AR HATEPeEt BPetvR i ahe lasrdEageatthid key
verifies_a conqﬁnicatiogs partner. t he gevhce Bin
CF’%rﬁiSEOEg%Ié? on tHe BEEVEEOP AT P 8P PRe™®

spé%QQE Biéﬁntheqgﬂﬁgykﬁuﬁﬁfggﬁaffgﬂuguﬁﬂii&ﬁefrom an

vVer i !catlon tp a data. transm ssi on un!t 317. The
alg@hrd@hiny REY KBy d iRt haRagaRage Bl Baist 3%Be Stores

i nformati on regarding at | east one preset encryption
encalygaionhmmit. 812 safpploesist enoeyptifor riigoen thmsf $undt as
specifies the encryption algorithmand at |east one

- Data Encryption Standard (DES}, Triple DES, and Advanced
Encryption Standard (RES). For example, when receiving
information that specifies DES and the corresponding key
from the algorithm/key information management unit 315, the
encryption unit 312 encrypts a random number or data using
DES and fhe key.

The decryétion unit 313 decrypts data received through
a data reception unit 316 using a predetermined encrypticn
algorithm and a key corresponding to the encryption
algorithm, which is specified on the basis of information
supplied from.fhe algorithm/key information management unit
315. The decryption unit 313 supports encryption algorithms, .
such as DES, Triple DES, and AES. For example, when
receiving information that specifies DES and the |
correspoﬁding key from the algorithm/key information

" management unit 315, the decryption unit 313 decrypts data

using DES and the key.




information unit regarding a key corresponding to the
encryption al gorithmsuch that the encryption
algorithmis related to the correspondi ng key. The
key is used to encrypt data (e.g., a random nunber)
according to the corresponding encryption algorithm
-As necessary, the algorithnlkey information -
managenent unit 315 supplies the information units to
the encryption unit 312 and the decryption unit 313.
In addition, the al gorithalkey information managenent
unit 315 sequentially supplies the information units
that specify the respective encryption algorithns and
t hgn rOsRRGHHI R tEORT 8SPONTH NG:-JRKs cb0dh N o ®IiltY FirloRN
unit 312 or the decryption unit 313. Thus, the

theedebypbt Oth Wit 312 GanhsSeRserdnddn yhweberyptortat dn the
according to the different encryption algorithns in

stogabei ustepsveriflitesr natpwehyicationde ey pneon (tng tdgize
can sequentially - 31 decrypt data using the

B igi théfemsehypticoR2al gorft His HasulfupPti tie epdnpagd son,
aut hentication data geperation_unit. 318 generates
a3 SRRERET G P HaCa W e B T L5 6B 6P B Bel ow, on
trahBfi sDash s, pfc daka output fromthe encryption unit 312

or the decryption unit 313. The data transm ssion
unfie 3GANEhkRe dal 3 86etdO handfbhe St Gurtiantanel

transm ssion and reception of data to/from the
stocemminicata sy paghnéin{devi teaB ionet brssetsa)crfig.ond

is a block diagram of the function structure of
algorithm, i.e., at least one information unit that
specifies the encryption algorithm and at least one
information unit regarding a key corresponding £o the
encryption algorithm such.that the encryption algorithm is
related to the correspdnding key. The key is used to
encrypt data (e.g., a random number) according to the
cérresponding encryption algorithm. As necessary, the
algorithm/key information management unit 315 supplies the
information units to the encryption unit 312 and the
decryption unit 313. In addition, the algorithm/key
information management unit 315 sequentially supplies the
information units that specify the respective encryption
algorithms and the respective corresponding keys to the
encryption unit 312 or the decryption unit 313. Thus, the
encryption unit 312 can sequentially encrypt data according

to the different encryption algorithms in multi-steps.

Alternatively, the decryption unit 313 can sequentially




software executed by the CPU 221 in Fig. 6. Referring
to Fig. 8, units 411 to 418 are functional bl ocks
corresponding to the random nunber generation unit
311 to the authentication data generation unit 318 in
Fig. 7, respectively. The respective units have the
sane functions as those of the corresponding units in
Fig. 7, respectively. Accordingly, a detailed
description thereof is omtted. The algorithn key
i nformati on managenent wnidt 415 in Fig. 8 corresponds
to the algorithm key informati on managenent unit 315
in Fig. 7. The al gorithm key informtion managenent
decdibt 4d6a sioires dHf QnFebion: reuarHiidnakiheasthein
preset encryption algorithm i.e., at |east one
mulichf-etamsi on unit that specifies the encryption
algorithmand at |least one information unit regarding
a ey worendgdpgendpngdeioa tdrnerandpyppihbh Al Yordndnatsgch
that .the encryption algorithmis - 32 related to the
autpgptigpbl @pyddta .y wBdchovbht rYprdegarabed. Belovwa dafdsm

basg#ggf{%%%g9$%ghﬁgﬁ%§ng§eCg£r?%%%ﬂ%j%%i%ngiggglqﬂm

an share fh

decd ?ggbﬂegﬁi@nggL al gorithminformati on and key
i nformation. In other words, the al gorithm key

| nfior nRdd=0R r aABRAGEIEN turlifd 133 7338 dablle 4dx 5 hakepthén
information units that specify the plurality o?

unigi B16rewntmrc tyjphiso ss abyoznd hreseptd ohhefi dé O ned /i foom
units regarding the corresponding keys, each of which

thej soneRf ¢ iomer o taat a(deckey & ig thlehease) .
C%&&Es%oqgiggbfggﬁyéqéég%ﬂ?% o%aghghggkiggustructure of

software executed‘by the CPU 221 in Fig. 6.

Referring to Fig. 8, units 411 to 418 are functional
blocks corresponding to the random number generation unit
311 to the authentication data generation unit 318 in Fig. 7,
respectively. The respective units have the same functions
as those of the corresponding units in Fig. 7, respectively.
Acéordingly, a detailed description thereof is omitted. The
algorithm/key information management unit 415 in Fig. 8
corresponds to the algorithm/key information management unit
315 in Fig; 7. The algorithm/key information management
unit 415 stores information regarding at least one préset
encryption algorithm, i.e., at least one information unit
that specifies fhe encryption algorithm and at least one

information unit regarding a key corresponding to the

encryption algorithm such that the encryption algorithm is




the device B correctly decrypts data, which is
encrypted and is transmtted fromthe device A and
the device A correctly decrypts data, which is
encrypted and is transmtted from the device B. The
al gorithm key information managenent. unit 415
supplies the information units that specify the
respective encryption algorithns and the information
units regarding the respective correspondi ng keys to
the encryption unit 412 8e the decryption unit 413 as
necessary. In a manner simlar to the al gorithmkey
i nformati on managenent unit 315, the al gorithni key
re1laREAr FBL QD kJPNAGERERE, UDL T 4D wequentbal hycsuppld es
the information wunits ?hat specify the respective
a reREb¥PhuEBe 8] GidddiTBgand thbecdeysdondihg eneryiican
unit 412 or the decryption unit 413. Thus, the
algemditipt i obhainirtit4l 316aAndntl ypthalat daheaeborvedtrmegnt ricde
different encryption algorithnms in multi 33 steps.
algarithhatp{mAtiche agdckypt iofPHTL o123 can decrypt

el g0, L1, Lt enl snsbymL on laprishe
earRGELBLESEh ] 0 SoULORD o B Lo g

thaWePet ey A LMNR209tf o E NG HRUIER Ancr§BEVENY as a

reader/witer for contactless IC cards, radiates
algptedehermdetheeliaCbraaajaet e i vesaaddndetiect s t he

approach of the device B, serving as a contactless IC
corcapdondomng thryshasieshobfavwbhamges iusddode encrimwet data

el ectromagneti c ) . )
according to the dorresponding encryption algorithm so that

the deviceIB correctly decrypts data, which is encrypted and
is transmitted from the device A, and the device A correctly
decrypts data, which is encrypted and is transmitted from
the device B. The algorithm/key information management unit
415 supplies the information units that specify the
respective encryption algorithms and the information units
regarding the respective corresponding‘keys to the
encryption unit 412 br.the'decryption unit 413 as necessary.
In a manner similar to the algoxithm/key information
management unit 315, the algorithm/key information
management unit 415 sequentially supplies the information
ﬁnits that specify the respective encryption algorithms and
fhe,keys to the encryption unit 412-or the decryption unit
413. Thus, the encryption unit 412 can encrypt data -

according to the different encryption algorithms in multi-




waves, the process is executed prior to the execution
of  transactions. In step S1, the device A transnits a
polling signal to the device B. In step S21, the
.device B receives the polling signal. In step 522,
the device B transmts a response to the polling
~signal received in step S21 to the device A In step
S2, the device A receives the response. Thus, the
nmut ual aut henticati on process between the devices A
and B starts. In step S3, 38he device A generates
authentication data 1 as wll be described below wth
reference to Fig. 10. The authentication data 1 is
steps€d hotashdentdiGat @nbhacdeybetoB dfirouah the seviws A
and is generated by encrypting a random nunber. In
datat egib4, théed defdemtAcheapptiss dhe riatimlenhi gal ton
data 1 generated in step S3 and an access 34 target
stepsst, serving as information to specify data to be
used between the devices A and B, to the device B. In
stBprusesl FHEegEdFRBLEN rRRGRASS PERECBBEA Rld aTre the
LnforgathgnB w{ﬂ@tead of therfgé ent.icati.on dataigqa

deVGES Snddth Puler "O%nPebE P FARRRT tHed Wit REEE et g

r1RREGYR! - rid. SJ.epwid tBg Widnbe geseri bed elow a,

reference to Fig. 13, the device B generates

serddhienti gatd o Hald térOfort B6n basi e f 1Cheards,
aut hentication data 1 received in step S23. |In other

radieteds, pt e atmhertd edbi-onodkagee tlia eesievednd detaps 328
is decrypted and the decrypted authentication data 1
appirgach of the device B, serving as a contactless IC card,
on the basié of a change in load on the electromagnetic
waves, the process 1is executed prior to the execution of

transactions.

In step 51, the device A transmits a polling signal to
~the device B. 1In step S21, the device B receives the
polling signal. In step S22, the device B transmits a
response to the pelling signal received in step 521 to the
device A. In step 382, the device A receives the response.
Thus, the mutual authentication process between the devices
A and B starts.

In step 83, the device A generates authentication data
1 as will be described below with reference to Fig. 10. The
authentication dafa 1 is used to authenticate the device B
through the device A and is generated by encrypting a random

number. In step 54, the device A transmits the

authentication data 1 generéted in step S3 and an access




encrypted by the device B, thereby generating
‘aut hentication .data 2. \Wen the random nunber is
transmtted without being encrypted instead of the
aut hentication data 1, it is wunnecessary to decrypt
the authentication data 1. In step S25, as will be
descri bed belowwth reference to Fig. 16, the device
B generates authentication data 3. The authentication
data 2 is used to authenticate the device A through
the device B and is generatied by encrypting a random
nunber. In step S26, the device B transmts the
aut hentication data 2 generated in step S24 and the
tardld hQQEtcaééRth%ata% IngenREat 64 4 Rl 152329 tHepe
evice A, In step S5, the device A'receives the data
usdd Pekfech. e ddifccauthenti sattondatdavdcand.then step
aut hentication data 3. Instead of the authentication
S23dathe3dethes rlandomivesbehemdgta bend ridwes irntfbeda i ¢hout
being encrypted. - 35 In step S6, as wll be
Instescr pﬁe@h%eanmv%ttwartefo@r date 1t &hei Fandgnm REEPYfeFaTe
A verifies whether the device B [ aut henti cated on

be {trangasFEed e HuONRE EAETUR"Thata 2 of the data
O BB Py edel 0 L e e AEL BOEIWL OF Arerence

.verl S é e devi ce IS aut enticate

to WaSL h@ﬁ the devjice B henary¥add d@ommnicaetibANgata 2 on
part ner the device A outputs the result of the

thevenkfEcatitme audierstieptSdn thea deveceidedel or siaes23.

the verification result obtained in step S6. In step
In Sthewhenrdhe wavigehantdebbio ndstd He ré¢eviived Birasstep
S2éviglgeg?§g£§g agguiggrggg§§pted authentication data 1 is
encrypted by the device B, thereby generating authentication
.data 2. When the random number is transmitted without being
‘encrypted instead éf the éuthentication data 1, it is
unnecessary to decrypt the authentication data 1.

In step 525, as will be described below with reference

to Fig. 16, the device B generates authentication data 3.
The authentication data 2 is used to authenticate the device
A through the device B and is generated by encrypting a
" random number. In step S$26, the device B transmits the
authentication data 2 generated in step 524 and the
authentication data 3 geherated in step $25 to the device A.
In step 83, the device A receives ﬁhe data blocks, i1.e., the
authentication data 2 and the authentication data 3.

Instead of the authentication data 3, the random number may

be transmitted without being encrypted.




proceeds to step S8. On the other hand, in step S7, if
- the device A determnes the device B as an invalid

partner, the device A transmts an error signal to

the device B. In step S27, the device B receives the

error signal. In this case, the nutual authentication
bet ween the devices A and Bis failed. The process
termnates. In step S8, as will be described bel ow

with reference to Fig. 20, the device A generates
authentication data 4 on 3%he basis of the

aut hentication data 3 of the data bl ocks received in
step S5. In other words, the authentication data 3

re6eiMeeh ish, Shapwsd1 ise dedHibed BatoT el decipt-edce
authentication data 3 is encrypted by the device A

to Fhereby, igeneleatiicegrauthent ¢ <aiicihedatacddeVien g he

-~ random nunber is transmtted wthout being encrypted

authpsteeritesd arhahe Bagis afit Hentduddenoncdaian Jjatia 4 of
unnecessary to decrypt the authentication data 3. In

thegfapa ologkfe Hgepivedainraimits ®Héeguthentsels dn

data_4 .generated in step_ S8 to .the devic B. In step
ver&Gifs HEGEA (8 iPELEr RS 1 Y RITHGREFEat (biF - dat a 4.
w téﬁésﬁé%i S gV Ia %ﬂ& i . n'& re
he%fge% g. 23, tc%eB\é\%\E/i cg@aBﬂscg%ir |§g gﬁ%?ﬁ%ér{mé%e{ %e\?i'cgp%

devise AUhgidcathedrebhilerot hemddeniagiBaveshfi es whet her
the device Ais authenticated (i.e., whether the

delri axep B3, athwadiedicomdeiteatioas pag tweri)fichhéon
devi ce B outputs the
result cbtained in step S6. In step S7, when the device A
determines the device B as é valid partner, the process
proceeds to step S8.

On the other hand, in step 87, if the device A
determines the device B as an invalid partner, the device A
transmits an error signal to the device B. In step S27, the
device B receives the error signal. 1In this case, the
mutual authentication between the devices A and B is failed.
The process terminates.

In step S8, as will be described below with reference
to Fig. 20, the device A generates authentication data 4 on
the basis of the authentication data 3 of the data blocks
feceived in step 85. 1In other words, the authentication
_rdata 3 received in step S5 is decrypted and the decrypted
authentication data 3 is encrypted by the device A, thereby

generating authentication data 4. When the random number is

transmitted without being encrypted instead of the




result of the verification. In step S30, the device B
determnes the verification result obtained in step
~S29. When the device B determines the device A as a
valid partner, the nutual authentication between the
devices A and B is achieved. After that, e.g.,
transactions are perforned between the devices A and
B. On the other hand, in step S30, when the device B
determ nes that the device Ais invalid, the device B
transmts an error signal 36o-the device A In step
510, the device A receives the error signal. In this
case, the nutual authentication between the devices A
autdBdtBchsibdai dach 3, The Psog@ssScdRydriynabedeciRs: RIHRCESS
of generating the authentication data 1 in step S3 in
authegriBawmibh dwowe Be deacstbedsd,n tiet alevivkt A troiswtience
to a flowhart of Fig. 10. - 37 In step 5101, in the
thedayitheniicapion gedeminaaberatekriagr sttepnSAnte 31l device
generates_a random nunber (hereinafter, referred to
B. adnaStanddm muhfe AeRARR) Bt Br et fRentthcare thpat i e e
dat%‘ In step 5102, the storage unit including the RAM
1§'stores t he random nunber RanA generated in step
511@'1'51‘.'6@3 %tZ@Q §_§0§i1?%é""&e‘sc*%§b@835é19§%f’§l (}:\gf\l—iﬂrtehce
reference to Fig. 11, the encryption unit 312
to engrypts tHe deandens GepbeleRandthe?r $hepasStdde A is
authentication data 1 is generated on the basis of
authhet epetept ed fitamddohe nderbiere RavAriféeq. whéyhaddihrg
predeterm ned control information to the

device A is authenticated (i.e., whether the device A is a
valid communications.partner), the device B outputs the
result of the wverification.

In step $30, the device B determines the verification

result obtained in step $29. When the device B determines

the device A as a valid partner, the mutual authentication

between the devices A and B is achieved. After that, e.g.,

transactions are performéd between the devices A and B.

On the other hand, in step S30, when the device B

determines that the device A is invalid, the device B

transmits an error signal to the device A. 1In step 510, the
device A receives the error signal. In this case, the
mutual authentication between the devices A and B is failed.
The process terminates.

| The process of generatiﬁg the 'authentication data 1 in
'Step S3 in Fig. 9 will now be described in detail with

reference to a flowchart of Fig. 10.



encrypted random nunber RanA). The authentication data
1 can al so be generated by addi ng predeterm ned
control information to the random nunber RanA, which
Is not encrypted. In this case, step 5103 is skipped.
The process of encrypting the random nunber RanA in
step S103 in Fig. 10 will now be described in detai
‘wWith reference to a flowhart of Fig.. 11. According
to the process, the encryption unit 312 encrypts the
random nunber RanA. As pentiened above, the
.encryption unit 312 executes the encrypting process
on the basis of the information regarding at | east

Ong, p%%}etslogncg}gp%?q% QQr i hyy, rgmﬁorﬁ Neirilfe €8St

one | rmati on” uni at spécifies the encryption
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regarding a key used to encrypt -- 38 - data (e.g., a

refeand@ma b el raacoar dirfige t OR4Pe) encaypheanicatgarid hm
the algorithminformation unit and the key
deviigkoBrat Iorstar 5166 nghsuppbiaak furdrn ttheladgog i tiemHedly
_ informati on managenment unjt 315. Fgg. 12 shows an
213s25RpPR Bte iTAGIFarBReanRIR: t9pReradecifySteR pe il ve
e rxﬁéiog égoﬂtlu$% tored in t%g} Igoni hn key
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encrypt (OI' ecr t ata (e.g., a ndom nunoer
numbﬁ@cgaﬂzmg 10 dthe eonhpspefKkRG eRebYPELen I gorithm
The -
generated on the basis of the encrypted random number RanA
{e.g., by adding predetermined control information to the
encrypted random number Rana).

The authentication data 1 can also be generated by
adding predetermined control information te the random
number Ran?A, which is not encrypted. In this case, step
$103 is skipped.

The process of encrypting the random number RanA in
step 5103 in Fig. 10 will now be described in detail with
reference to a flowchart of Fig. 11.

According to the process, the encryption unit 312
encrypts the random number RanA, As mentioned above, the
encryption unit 312 executes the encrypting process on the
basis of the information regarding at least one preset
encryption algorithm, i.e., the at least one information

unit that specifies the encrypticon algorithm and the at

least one information unit regarding a key used to encrypt




information units in Fig. 12 are shared by the devices
A and B as nentioned above and are also stored in the
al gorithm key informati on managenent unit 415.
Referring to Fig. 12, an encryption nethod 1 includes
a key 1 with a 64-bit data I ength and an al gorithm 1.
In this case, the algorithm 1l serves as information
that specifies a first encryption algorithm(e.qg.,
DES) of a plurality of preset encryption algorithns
and the key 1 is used to 38nerypt data according to
this encryption algorithm Simlarly, an encryption
nmethod 2 includes a key 2 with a 128-bit data | ength
dat@ndecag. fl OFAdduvR Jhundd ) hb8c62&Eng tE thaakdobbNbZ
serves as information that speC|f|es a second
algediyipl i Ohe ahpsrithim (efgrmatbs) wfitd kedprasekey
encryption algorithnms and the key 2 is used to
infgppayptn darbt deciordisngpliedt Arem ety ywawioon thingbeyt hm
- 39 Further, an encryption nethod 3 includes a key 3
lnﬁﬂrﬂﬁtéole%n%ﬁ%m%ﬁﬂz¥ql§né€ﬁ and an algorlthn13 I'n
this c orit erves i nf or mat i t hat
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IS used to encrypt "data according to

alg%&(ilf:)iﬁyk@ﬁ B grdthon hhnh§emesuned it Bab Lhe _
encryption algorithnms corresponding to the respective

infakgetithnmenitd occ3parceiveher ypdd mhingl gewist haschfof which
~ respective secret key (common key) cryptography
is gyerens, eaprvtactProfdeckgrkeydala t & -3 s ausafdderp number)

according to the corresponding encryption algorithm. - The
information units in Fig. 12 are shared by the devices A and
B as mentioned above and are also stored in the
algorithm/key information management unit 415,

Referring to Fig. 12, an encryptign method 1 includes a
key 1 with a 64~bit data length and an algorithm 1. In this
case, the algorithm 1 serves as information that specifies a
first encryption algorithm (e.g., DES) of a plurality of
preset encryption algorithms and the key 1 is used to
encrypt data according to this encryption algorithm.

Similarly, an encryption method 2 includes a key 2 with
a 128-bit data length and an algorithm 2. ITn this case, the
algorithm 2 serves as information that specifies a second
encryption algorithm (e.g., AES) of the preset encryption
algorithms and the key 2 is used to encryﬁt data according

to this encryption algoxithm.




encrypt data and is al so used to decrypt data,
encrypted by the correspondi ng encryption al gorithm
according to a decryption nethod corresponding to the
encryption algorithm In the device A the
~algorithm key informati on nmanagenent unit 315
sequentially supplies the information .units
regardi ng the respective encryption nethods 1 to 3 to
the encryption unit 312 in that order and the
encryption wunit 312 energpts data according to the
encryption nethods. In other words, in step 5121 in
Fig. 11, the encryption wunit 312 encrypts the random
numhﬁqn%nu%nﬁg Eggon %EM '30|1n@h_99£§t£'nﬁey 3 with a
corresponding to ¥ e algorithm1l and the key 1.
128Subsegueat 1 ngth SieBnSi2deoritign NCT VRt k@R s Ubhde 3lhe
encrypts the data encrypted in step S121 using the
algemdript Boseavgords imfoemsespondchaty fpediliéecal gothidrn 2
. and - 40 the key 2. Further, in step S123, the
encaypEypR | dho i thiB 1(2 . aner Jpirle tIHS Jdatfa thacrypied in
step.S122 using the encryption, algorithm
enctyPPLSBontI g TES FECF BT IR m 3 B CheokeycayP aca
i el s 2Nt ' data 1 is generated
2copaeinloRE thui MR b SR D D Cets of

geperal ing e aHkpeptd cald QpdahaZghPicishep S24 will
now be described in detail with reference to a

corfrkepohdaiig ofo Ay rk3pebnisé efl wdthmasiwehdl 3 bere
descri bed bel ow with reference

encryption algorithms of respective szecret key (common key)
cryptography systems, and each of the keys l to 3 is used to
" encrypt data and is also used to decrypt data, encrypted by
the corresponding encryption algorithm, according to a
decryption method corresponding to the encryption algorithm.

In the device A, the algorithm/key information
management unit 315 sequentially supplies the information
units regarding the respective encryption methods 1 to 3 to
the encryption unit 312 in that order and the encryption
unit 312 encrypts data according to the encrfption.methods.

In other words, in step 5121 in Fig. 11, the encryption
unit 312 encrypts the random number RanZ using the
encryption algorithm corresponding to the algorithm 1 and
the key 1. |

Subseqﬁently, in step 8122, thé encryption unit 312
.encryﬁts the data encrypted in step 5121 using the

encryption algorithm corresponding to the algorithm 2 and




to Fig. 14, the decryption unit 413 of the device B
decrypts - the authentication data 1. The decrypted
~authentication data 1 (i.e., the random nunber RanA)
is obtained as resultant data in step S142. If the
random nunber RanA has not been encrypted and been

transmtted as the authentication data 1, the
decryption in step S141 is not needed. In step S143,
as wll be described belowwth reference to Fig. 15,
~the encryption unit 412-ed€rypts the resultant data,
so that the resultant data (i.e., the random nunber
RanA) obtained in step S142 is again encrypted in the
thed@dyce. B. In step S144, authentication data 2 is
generated on the basis of the encrypted data (e.qg.,
byFaddierg pmedetpr Aided tloonmalypitibor oAt t oMl 2 eridiepts
- encrypted data). The process of decrypting the
thegdphenenenthiond dat stepi fl22 4using epheSPALrivRtEPY. 13
wi |l now be described in detail with_reference to a
algﬂr&ﬁbﬁai:?r’ﬁ?snﬂr&mm Toathsr 8t Aot t g Fe 2pfotB]ske¥ ht

def{ASP&i o a%' %?fe QS@EQGPE 241G, UL e | Cazél_%lera%

one ove &crypt fon unit>

bas%ée%Ht%ﬁetféh&§$GM@&EQQRQEQCESS on the basis of the
informati on regardi ng at | east one preset encryption

al gios igdyBesis. 6f, gbheratideasie ehehent ocamidOMatinbt in

that specifies the encryption algorithmand the at
stepeggt whkl imfwbrateenr ibed img@ﬂnﬁﬂgwatkeye£EMEhdaato a
.__.encrypt (or decrypt) data (e.g., a random nunber)
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In step S141, as will be described below with reference
to Fig. 14, the decryption unit 413 of the device B decrypts
the authentication data 1. The decrypted authentication
-data 1 (i.e., the random number RanA) is obtained as
resultant data in step 5142. If the random number RanA has
not been encrypted and been transmitted as the
_authenfication data 1, the decryption in step 8141 is not
needed.

In step S143, as will be described below with reference
to Fig. 15, the encryption unit 412 encrypts the resultant
- data, so that the resultant data (i.e., the random number
RanA) obtained in step S142 is again encrypted in the device
B. In step S144, authentication data 2 is generated on the
bésis of the encrypted data (e.g., by adding predetermined
control information to the encrypted data).

The process of decrypting the authentication data 1 in




encryption algorithm the algorithminformtion unit
‘and the key information unit being supplied fromthe
al gorithm key information managenent unit 415. In the
device B, the algorithm key information managenent
unit 415 sequentially supplies the information wunits
regardi ng the encryption nethods 1 to 3, nentioned
above with reference to Fig. 12, to the decryption
unit 413 in this order of the encryption nethods 3 to
1 and the decryption uni #1443 decrypts data according
to the encryption nethods. In other words, in step
5161 in Fig. 14, the decryption wunit 413 decrypts the

stepUEheNt i caki PN 10atA 11 HSkNBe (& s d8Y¥PY hOBe%QPrMJ}m
corresponding to) the encryption algorithm

refe@ehesposci NPl dwrHahe alrgeigt hm 3 and the key 3.
Subsequently, in step 5162, the decryption unit 413 -
422cestiypmt $ot hbedpt eceenr Yhkredecmyptépn SIBilt Usling (a
decryption al gorithm corresponding to) the encryptlon
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algorithm corresponding to the algorit m 17 and t he

enclfﬁﬁti-on Asi gantenaned . abovenwi 4 188 eneeih@oFhg:idhl,
the authentication data 1 is gener at ed by

- unisegbentspddifieanchygpthogydhicon aldem nhnbend RanA atsi ng
t he conbi nati on of

least one information unit regarding a key used to encrypt

(or decrypt) data (e.g., a random number) according to the

encryption algorithm, the algorithm information unit and the

key information unit being supplied from the algorithm/key

information management unit 415.

In the device B, the algorithm/key information
management unit 415 sequentially supplies the information
units regarding the encryption methods 1 to 3, mentioned
above with reference to Fig. 12, to the decryption unit 413
in this order of the encryption methods 3 to 1 and the
decryption unit 413 decrypts data according to the
encryption methods.

In other words, in step 816l in Fig. 14, the decryption
unit 413 decrypts the authentication data 1 u51ng {a
- decryption algorithm corresponding to) the encryption

algorithm corresponding to the algorithm 3 and the key 3.

Subsequently, in step 8162, the decryption unit 413




the algorithm1l and the key 1, that of the algorithm 2
and the key 2, and that of the algorithm3 and the
key 3 in that order. Therefore, the authentication
data 1 is sequentially decrypted using the
conbi nation of - the algorithm3 and the key 3, that of
the algorithm2 and the key 2, and that of the
algorithm1 and the key 1 in that order, thus
obtai ning the random nunber RanA. In other words, the
al gorithm key informti-omzmanagenent units 315 and
415 properly supply the information units that
speci fy the respective preset encryption algorithns
' h n [ ts.r el egar
o N ek S L o T e a2 Sy
algtc&ﬂthﬁ EOFF ESPONI MY tRIICRYBL AR P I tYorti@nihe
encryption unit 312 and the decryption unit 413,
conrespentiingl yo tTHwslgolé thangomdaueekeRagA gener at ed
in the device Ais acquired by the device B. - 43
Th@uapirlmressimfst@nc BYP?i nthe Meqmyeiicanunght 413 restrgpts
5143 in Fig 3 wll nOM/be described in detail with
the é’F‘éF‘eﬂ‘E%r%t%P fH“oﬁEFrBrtS 8f BP9 18 deFryPEROR1B8L, the
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corresponding to the algorithm3 and the key 3. In
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encrypted in step S181 using the encryption algorithm
‘autdentéspoindn ndet® I he glegeratdnldy arditeheikeyy 2.
encrypting the random number Ran?A using the combination of
the algorithm 1 ana the key 1, that of the algorithm 2 and
the key 2, and that of the algorithm 3 and the key 3 in that
ofder. Therefore, the authentication data 1 is sequentially
decrypted using the combination of the algorithm 3 and the
key73,-that of the algorithm 2 and the key 2, and that of
the algorithm 1 and the key 1 in that order, thus obtaining
the random number RanA. In other wordé, the algorithm/key
information managenment units 315 and 415 properly supply the
.informaticn units that specify the respective preset
encryption algorithms and the information units respectively
regarding the keys, each of which is used to encrypt data
according to the corresponding encryption algorithm, to the
encryptibn unit 312 and the decryption unit 413,
réspectively; Thus, the random number RanA generated in the

- device A is acquired by the device B.




In step S183, the encryption unit 412 further encrypts
. the data encrypted in step 5182 using the encryption
al gorithm corresponding to the algorithm 1 and the key
1. In this manner, the resultant data (i.e., the
random nunber RanA) is again encrypted and the
authentication data 2 is generated based on the
encrypted data. The process of generating the
“authentication data 3 in .step S25 in Fig. 9 will now
be described in detail wt4% -teference to a flowchart
of Fig. 16. In step 201, in the device B, the random
nunber generation unit 411 generates a random nunber

(henei pabt&ss of efrRihBEihe 8Se ard ANMAMNUARET i RAGRIp t O
aut henticate the device A In step S202, the storage

Slamiitn iMel.udBngilhendRAMe 223 cztibeasih héetaindemthunber
RanB generated in step S201. In step S203, as will be
reiggseciebde befbowolkartt rodf dioncés>-- 4 4 to Fig. 17, the
encryption unit 412 encrypts the random nunber RanB
| nI8t 8per2BUB L qthfe SRCEPE RN diit i 3 1iZs engareEat EF on
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y addi ng predet € ni'ned con I nf ormat’i on
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can al so be generated by addihg predeterm ned
cora@poakiihgf o6 atd N doithe Bangd@MhdwElers RanB, which

is not encrypted. In this case, step S203 is skipped.

Thénpsoges3l ©f, dimer pptirpgtide vranddiZnenbeypRanBid nlata
encrypted in step S181 using the encryption algorithm
corrésponding to the algorithm 2 and the key 2.

In step 5183, the encryption unit 412 further encrypts
the data encrypted in step 5182 using the encryption
algorithm corresponding tc the algorithm 1 and the key 1.

In this manner, the resultant data (i.e., the fandom
number Rand) is again encrypted and the authentication data
2 is generated based on tﬁe encrypted daﬁa.

The process of generating the authentication data 3 in
step 525 in Fig. 9 will now be deécribed in detail with
reference to a flowchart of Fig. 16.

In step 201, in the device B, the random number
generation unit 411 generates a random number (hereinafter,
referred to as a random number RanB) to authenticate the
device A. TIn step 3202, the storage unit including the RAM
223 stores the random number RanB generated in step S201.

In step 5203, as will be described below with reference




step S203 in Fig. 16 will now be described in detai
with reference to a flowhart of Fig. 17. According
to the process, the encryption unit 412 encrypts the
random nunber RanB. As nentioned above, the
~encryption unit 412 executes the encrypting process on
‘the basis of the information regarding at | east one
preset encryption algorithm i.e., the at |east one
information wunit that specifies the encryption
algorithmand the at |eads## ene information unit
-regarding a key used to encrypt data according to the
encryption algorithm the algorithm information unit
to ang .t he keyeidformlicanuHitt 4bei 8o sHRR iked Lremmthe
algorltﬁnikey i nformati on managenent” unit 415. In the

nur@i@ canB. the stgordzoant keyhent dédmiidrodatAaBageMent
unit 415 sequentially. supplies the information wunits
~genegatednpngthdhdadspadt the encryptédrramsiohodsmbet oREB -
45 mentioned above with reference to Fig. 12, to the
(e.@ner Ppt pOALNUMASIELRIPANER| SOBEERE ifarmetémtr pt tom

t h 3 1 d h ti it. 412
ncEgiban FarTo aHeny “fata according to the
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encryption unit encrypts the r andom nu

addli%lgnErEBSt@ﬂHrYéH |d€ﬁhtr@h9@ﬁf&ﬁﬁ&@ﬁr{ asPeRdi Pandiomt he
algorithm 3 and the key 3. Subsequently, in step 5222,

nurbke 8AOBYpEhDrh UrH tho4l2ncepptypt s Trhechdat aasacr ypied
in step S221 using the encryption algorithm
S208oieespbpd¢dg to the algorithm2 and

The process of encrypting the random numbef RanB in
step 5203 in Fig. 16 will now be described in detail with
refereﬁce to a flowchart of Fig. 17.

According to the process, the encryption unit 412
encrypts the random number RanB. As mentioned above, the
encryption unit 412 executes the encrypting process on the
basis of the information regarding at least one preset
encryption algorithm, i.e;, the at least one information
uﬁit'that spegifies the encryption algorithm and the at

‘least one information unit_regarding a key used to encrypt
data according to the encryption algorithm, the algorithm
information unit and the key information unit being supplied
from the algorithm/key information management unit 415.
| In the deviee B, the algorithm/key information
management'unit 415 sequentially supplies the information

units concerning the respective encryption methods 1 to 3,




the key 2. In step S223, the encryption unit 312
further encrypts the data encrypted in step S222
usi ng the encryption algorithmcorresponding to the
algorithm1 and the key 1. In this manner, the

aut hentication data 3 is generated based on the
random nunber RanB. The process of verifying the
‘device Bin step S6 in Fig. 9 will now be described
in detail with reference to a flowhart of Fig. 18.
In step S241, as will be dgscribed below with
reference to Fig. 19, the decryption unit 313
decrypts the authentication data 2. The decrypted
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tal ned as resul tant at a ¢ aut entl ca
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data 2 in - 46 step S241 in Fig. 18 will now be

thedegeripeitbn rurdet aill2 wetbent i Erenaertypta Hhoschardrdiing
Fig. 19. According to the process, the decryption unit

to 3b8 edecyypien tedchadishent i cati on data 2. As nenti oned
above, the decryption unit 313 executes the
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according to the encryption
encrypts the data encrypted in step 5221 using the
encryption algorithm corresponding to the algorithm 2 and
the key 2.

In step 5223, the encryption unit 312 further encrypts
the data encrypted in step S222 using the encryption
algorithm corresponding to the algorithm 1 and the key 1.

In this manner, the authentication data 3 is generated
- based on the random number RanB.

The process of verifying the device B in step S6 in Fig.
9 will now be described in detail with reference to a
 f1owchart of Fig. 18.

In step S241, as will be described below with reference
to Fig. 19, the decry?tion unit 313 decrypts the
authentication data 2. The de¢rjpted authentication data 2
{i.e., the random number RanB} is obtained és resultant data
by the authentication unit .314.

The process of decrypting the authentication data 2 in




algorithm the algorithminformation unit and the key
information unit being supplied fromthe al gorithm key
i nformati on managenment unit 315. In the device A the
al gorithm key informati on managenent unit 315
sequentially supplies the information wunits regarding
the respective encryption nethods 1 to 3, nentioned
~above with reference to Fig. 12, to the decryption
unit 313 in that order and the decryption unit 313
sequentially decrypts data@eéaecording to the encryption
met hods. In other words, in step S261 in Fig. 19, the
decryption wunit 313 decrypts the authentication data

ste% 45iN0; £ t ey deay ¥AhihoRogl BOr ki fup GId asPeRILAY | Pdh
he encryption algorithmcorresponding to the

" reralrgaekt bond snglidthatkey Fig. Subsequently, in step
S262, the decryption unit 31.3 - 47 decrypts the data
dekeyptcichg reesttep BR64esisi Ny tdeerygedoyptndn 313
al gorithm corresponding to) the encryption algorithm
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aut hentication data 2 is generated by sequentially

inferfteypdh ngnhithechaitt Besti €aés othdadracrlyotioa. alfbel ttandom
the at least one information unit regarding a key used to
encrypt (or deérypt) data according to the encryption
algorithm, the algorithm information unit and the key
information unit being supplied from the algorithm/key
information management unit 315,

In the device A, the algorithm/key information
' management unit 315 sequentially supplies the information
units regarding the respective encfyption methods 1 to 3,
mentioned above with reference to Fig. 12, to the decryption
‘unit 313 inAthat order and the decryption unit 313
sequentially decrypts data according to the encryption
methods. |

In other words, in step S261 in Fig. 19, the decryption
unit 313 decrypts the authentication data 2 using {the
decryption algorithm corresponding to) the encryption
_ algorifhm corresponding to the algorithm 1 and the key 1.

Subsequently, in step 8262, the decryption unit 313




nunber RanA), which is decrypted by the device B
using the conbination of the algorithm 3 and the key
3, that of the algorithm2 and the key 2, and that of
the algorithm1 and the key 1 in that order.
Therefore, the authentication data 2 is sequentially
decrypted using the conbination of the algorithml
and the key 1, that of the algorithm2 and the key 2,
and that of the algorithm3 and the key 3 in that G
order, thus obtaining the4random nunber RanA. |n other
words, the algorithm key information managenent units
315 and 415 properly supply the information units

deckpaksseﬁ&iéayta e rLBERECLA VL OF 65R%1 QRGLYPYLRA
algorithnms and the information units regarding the

deck9pPRE6H | ¥BydeE)YSun eaeheofonddightd)s tusedntoyentsy pt
data according to the corresponding encryption
~algakgonnt bogrdspdrhiéndetpyphe onlaoriti312 and the key 2.
encryption unit 412, respectively. Thus, the random
nulbertep 48 63Rahhc efeeyyrtedr e 3dévieetipy glecrypts

eneCSEENPH . 000 3,82 NEBey B Ll e AP0
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corPédpdndMAd d&ne ANGOHL PHADSIa RARASKaLed. i n the
storage unit in step S102 in Fig. 10. The random

nurd eterRdAcat abede | wil theresicofenge tbi Fign 15t efheS102

in Fig. 10 has. been generated in order to
authentication data 2 is generated by sequentially:
encrypting the authenticatidn data 1 {i.e., the random
number Rand), whiqh is decrypted by the device B, using the
combination of the algorithm 3 and the key 3, that of the
algorithm 2 and the key 2, and that of the algorithm 1 and
the key 1 in that order. Therefore, the authentication data
2 is sequentially decrypted using the combination of the
algorithm 1 and the key 1, that of the algorithm 2 and the
key 2, and thatrof the algorithm 3 and the key 3 in that
drder, thus obtaining the random number‘RanA. In other
- words, the algorithm/key information management units 315
and 415 properly supplf the information units that specify
the respective preset encryption algorithms and the
information units regarding the respective keys, each of
which is used to encrypt data according to the corresponding

encryption algorithm, to the decryption unit 313 and the

encryption unit'412,_respectively. Thus, the random number




aut henticate the device B through the device A
Devices other than the device A cannot acquire the
random nunber RanA in advance. The resultant data has
been obtained froma communications partner (the
device B in this case). Unless the conmunications
partner knows the decryption nethods.in the device A
(i.e., afact that the information units regarding
the respective encryption nethods 1 to 3, nentioned
above with reference to-Fi4g. -12, are sequentially
supplied to the decryption unit 313 in that order and
data is sequentially decrypted), the conmunications
RanRalhRelpt £EAMP RS URR cdaba; § ogber Y Rhediandbtained
encrypt the data. If the decrypted authentication data
by Zhendstepe K41 is identical to the random nunber RanA
stored in the storage wunit in step S102 in Fig. 10,
t hagzommeafiegatingnsopBig nek8 neyn speebdbty, i vt ude t he
al gorithnmf key .i nfornation managenent - 49 unit 415
authgpitéspbhel igitto Iie CAMGBEEE hAtk e TG ratRbA (1.8,

managenent _unit 315 qof the device A._ As 1 0g that a
enel AIRHERET s i i tols ROEYPFEd e S178° SARUbL YRty
GREOLORLL PR BN AGRIRAL 1 N, 415, LSRR SqRat £S 102
ranéiievice % t he thirg%pa%tyt %sgggé t§§%2d£§h3%£$ﬁi 0
in @yihempication data 2 was sequentially decrypted by
the device A using the algorithns 1, 2, and 3 in that
or tes . rdrilomaddinbeonRathestdriad iparhy basrdgokenit hie

keys 1 to 3 and generated the authentication data 2.
stePh&1Pdssi bidd t lpthas been generated in order to

authenticate the device B through the device A. Devices
other than the device A cannot acquire the random number
RanA in advance.

The resultant data has been obtained from a
communications partner (the device B in this case}). Unless
the communications partner knows the decryption methods in
the device A_(i.e., a fact that the information units
regarding the respective encryption methods 1 to 3,
‘mentioned above with reference fo Fig. 12, are sequentially
supplied to the decryption unit 313 in that order and data
is sequentially decrypted), the communiéations partner
cannot assume data to be decxypted and encrypt the data.

If the decrypted authentication data 2 in step 5241 is
identical to the random number RénA stored in the storage
Aanit in step 8102 in Fig. 10, the communications partner may

probably include the algorithm/key information management




achi eving the above-nentioned code breaking is
virtually zero. Therefore, if the resultant data
(i.e., the decrypted authentication data 2 in step
S241) is identical to the random nunber RanA stored
in the storage unit in step S102 in Fig. 10 as the
result of the conparison in step S242, the device B
is authenticated as a valid comunications partner. In
step S243, the authentication unit 314 determ nes
whet her the value of the rdesultant data is identica
to the value of the random nunber as the result of
the conparison in step S242. In step S243, if the

Malyes 8E e k8o il I @h8aGHGOE NEEm/Kkd NG H2REES
un%roceegs t% steﬁu%giﬁ. The agthentTéaﬁpon Snit %%4

marSRfcmeait adthents ot ithlR fkeagckndi cating that the device
Bis authenticated to the ON state. On the other hand,
i f Apsumbsnaglethertmianetird stepy SMATh dbes thhat inhbudeal thes
are not identical to each other, the process proceeds

algayisghmpkepsniompdign Reregeae Mo t41314mpersonpees
above- nenti oned authentication flag to the OFF state.
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If the authentication flag Is set to the OFF state, it
addisiodet ehel fiedkd pasttgphd% bpokey. tik tiwats ttheodevese B
gegeiaggé the authentication data 2. The possibility of
achieving the above-mentioned code breaking is virtually
Zero. _

Therefore, if the resultant data (i.e., the decrypted
authentication data 2 in step 5241) is identical to the
random number RanA stored in the storage unit in step S102
in Fig. 10 as the result of the comparisen in step 5242, the
device B is authenticated as a valid communications partner.

In step S243, the authentication unit 314 determines
whether the value of the resultant data is identical to the
value. of the random number as the result bf the comparison
in step 5242. |

In step 5243, if the values are identical to each other,
the process proceéds to step S244. The authentication unit
314 sets an authentication flag indicating that the device B

is authenticated to the ON state.

On the other hand, if it is determined in step 5243




aut henticated. The device A transmts an error signa
to the device B. The process of generating the
authentication data 4 in step S8 in Fig. 9 will now
be described in detail with reference to a flowchart
of Fig. 20. In step 5281, as will be described bel ow
wth reference to Fig. 21, the decryption unit 313 of
the device A decrypts the authentication data 3. The
decrypted authentication data 3 (i.e., the random
nunber RanB) is obtained &8 -resultant data in step
S282. |If the random nunber RanB has not been
encrypted and been transmtted as authentication data
thad, thaevgfgéypgf@%tn 18B6P1 S281cd 10 Aegdedind NpSi&Rs
_ S283, as W Il be described belowwth refefence " to
prdde@dslbo tHEp ey pt iTeR HOtheBdZ2eLNIY RIS tt B4 sets the
: resul t ant ata. In other words, the resultant data
abovie-gent{ beed anddmntigabérn RAME) ObtEien©dFi atstep S282
Is again encrypted by the --- 51 device A In step
S2849 merHel cpfichaéhrive at Hom dkitics B §sgepet bt ed) orWhtetlFe the
sis of the_encrypted dat ] )
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now be escrlbed
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AS ment i oned above, in the device A the
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sequentially supplies the information units regarding

determined in step S7 in Fig. 9 that the device B is not

authenticated. The device A transmits an error signal to

" the device B.

The process of generating the authentication data 4 in

step 88 in Fig. 9 will now be described in detail with

refefence to a flowchart of Fig. 20.

In step 5281, as will be described below with reference

to Fig. 21, the decryption unit 313 of the device A decrypts
the authentication data 3. The decryéted authentication
data 3 (i.e,, the random number RanB) is obtained as
resultant data in step S5282. If the random number RanB has
not been éncrypted and been transmitted as authentication
| data 3, the decryption in step S281 is not needed.

In step 5283, as will be describéd below with reference
to Fig. 15, the encryption unit 312 encrypts the resultant
data. In other words, the resultant data (i.e., the random

number RanB) obtained in step S282 is again encrypted by the



the respective encryption nethods 1 to 3, nentioned
above wth reference to Fig. 12, to the decryption
unit 313 in that order and the decryption unit 313
sequentially decrypts data according to the
encryption nmethods. In other words, in step S301 in
Fig. 21, the decryption wunit 313 decrypts the
aut hentication data 3 using (the decryption algorithm
corresponding to) the encryption algorithm
corresponding to the al gobilthm 1 and the key 1.
Subsequently, in step S302, the decryption unit 313
decrypts the data decrypted in step S301 using (the
devd@er ¥pt i @R SgorgAhn eaer sspnd N ik thezenc{yption
al gorithmcorresponding to the algorithm2 and the key
gen2rakgtit berthd mastiepo8308e &her@ecddy plaitan (anyt , 333
decrypts the data decrypted in step S302 using (the
adddagr ppederermingey icohfiredr ieSponmiimp tto) thheerpryyiptd on
al gorithm corresponding to the algorithm3 and the
dafgdy 3. - 52 As nentioned above with reference to Fig.
17... the authentication data 3 i eperated b .
SRRy CendFYRITgY S ARIBRTRLTE RAT S 48
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hat of the algorithm?2 and the key 2, and that o
refbhenab gos id nolcardet be ﬂﬁy.]QﬂJW tahathenOf 8€4d above, in
Therefore, the authentication data 3 is sequentially
thedderypt et, ugieng lgbeicbmbkent irnofomofattibe abkgegertdmt hiraird
the key 1, that of the algorithm2 and the key 2, and
315 paguettiaHy sugediehntBe ahefetmatiiop Sninst hegaodidur ,

t hus obtainin% , )
the respective encryption methods 1 to 3, mentioned above

with reference to Fig. 12, to the decryption unit 313 in

that order and the decryption unit 313 sequentially decrypts

data according to the encryption methods.

In other words, in step S301 in Fig. 21, the decryption
unit 313 decrypts the authentication data 3 using (the
decryption algorithm corresponding to) the encryption
algorithm corresponding to the algorithm 1 and the key 1.

Subsequently, in step S302, the decryptidn unit 313
decrypts the data decrypted in step S301 uéing fthe
decryption algorithm corresponding to) the encryption
algorithm corresponding to the algorithm 2 and the key 2.

Further, in step 8303, the decryption unit 313 decrypts
the data decrypted in step 5302 using (the decryption
algorithm corresponding to) the encryption aigorithm

corresponding to the algorithm 3 and the key 3.



t he random nunber RanB. In other words, the
al gorithmkey information managenent units 315 and
415 properly supply the information units that
speci fy the respective preset encryption algorithns
and the information units regarding the respective
keys, each of which is used to encrypt data according
to the correspondi ng encryption algorithm to the
decryption unit 313 and the encryption unit 412,
respectively. Thus, the-r&idem nunber RanB gener at ed
in the device Bis acquired by the device A The
process of encrypting the resultant data in step S283°
I NAKT @ent2GnMd lbpbow herdescrdhedd Rodetgl | 1w the
.reference to a flowhart of Fig. 22. In step S321,
autihketenatyph i dntars tis3h2nenetyPtisy theuehesabiant data
(i.e., the random nunber RanB) obtained in step S282
endnypliigg 20e usdnpent ambrcr jptB ors iglgdhiet hpmbination of
‘corresponding to the algorithm1 and the key 1. - 53
a
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encrypts the data encrypted in step S322 using t
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and the key 3. In this manner, the resultant data
key(il,ethat hef rarderhgominber 2 RamB)thies kagaikn endr yipaedand
the authentication data 4 is generated based on the
theegdpypt &y datapd the key 3 in that order, thus obtaining
the random number RanB. In other words, the algorithm/key
information management units 315 and 415 properly supply the
information units that specify the respective preset
encryption algorithms and the information units regarding
the respective keys, each of which is used to encrypt data
according to the corresponding encryption algorithm, to the
decryption unit 313 and the encryption unit 412,
respectively. Thus, the.random number RanRB generated in the
device B is acquired by the device A.
The process of encrypting the resultant data in step
5283 in Fig. 20 will now be described in detail with
reference to a flowchart of Fig. 22. |
In step S321, the encryption unit 312 encrypts the
resultant data (i.e., the random number.RanB) obtained in

step S282 in Fig. 20 using the encryption algorithm

corresponding te the algorithm 1 and the key 1.




The process of verifying the device Ain step S29 in
Fig. 9 will now be described in detail with reference
. to a flowhart of Fig. 23. In step 5341, as wll be
descri bed below with reference to Fig. 24, the
decryption unit 413 decrypts the authentication data
4. The decrypted authentication data 4 (i.e., the
random nunber RanB) is obtained as resultant data by
the authentication unit 414. The process of decrypting
the authentication data<433n- step 5341 in Fig. 23
wi Il now be described in detail with reference to a
flowmhart of Fig. 24. As nmentioned above, in the
devhcet & s34 algey ichbrlkeyoh niorimatinoBnABRBEE MY data
unit 415 sequentially supplies the information units
enclgdared ng stoe $E3peciinge thaceyptymoni daretahgdsithho 3,
nmenti oned above wth reference to Fig. 12, to the
coxkaaPppiing tmi thaBldarittha 2 opu@rthsf Hﬂﬁezencryptlon

methods 3 to 1 and the decryption - unit 413
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Subsequently, in step S362, the decryption unit 413

nungegy Wot8) das aagkeior yiiceypicadserp 386 burdiengitehion data
decryption algorithmcorresponding to) the encryption
4 ig @@ppfﬁﬁ@d based on the encrypted data. _

The process of verifying the device A in step S2% in
Fig. 9 will now be described in detail with reference to a
flowchart of Fig. 23.

In step 8341, as will be described below with réference
to Fig. 24, the decfyption unit 413 decrypts the
authentication data 4. The decrypted authentication data 4
(i.e., the random number RanB) is obtained as resultant data
by the authentication unit 414.

The process of decrypting the authentication data 4 in
step 5341 in Fig. 23 will now be described in detail with
reference to a flowchart of Fig. 24. As mentioned above, in
the device B, the algorithm/key information management unit-
415 sequéntially supplies the information units regarding
the respective encryption methods 1 to 3, mentioned above

with reference to Fig. 12, to the decryption unit 413 in the

order of the encryption methods 3 to 1 and the decryption




corresponding to the algorithm 2 and the key 2. In
step S363, the decryption unit 413 further decrypts
data decrypted in step S362 using (the decryption
algorithm corresponding to) the encryption algorithm
corresponding to the algorithmI| and the key 1. As
menti oned above with reference to Fig. 22, the
authentication data 4 is generated by sequentially
encrypting the authentication data 3 (i.e., the random
nunber RanB), which has-béén-decrypted by the device
A, using the conbination of the algorithm1 and the
key 1, that of the algorithm2 and the key 2, and
unitthat 308efien el Gory e y3tanda thesdeyd3 nigh tbhake or der .
Therefore, the authentication data 4 is sequentially
enaigertyphede tisodg. t he conbi nation of the algorithm3
and the key 3, that of the algorithm2 and the key 2,
andnt plgreofworikle - all o et land Fite kéy the adyaption

order, thus obtaining t he. random nunber 55 RanB. In
unidgy fdf ABTFEP TR HEcaPFoPPERRFREYCT ifedPnét P8RRI mhenent
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2 g?gspective keys, egbh of mhi%ﬁ?is used to encrypt data
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~ to the encryption unit 312 and the decryption unit
dec4y8ts despeatgdrypltpd Thustep S alamgdmynytberdRanBption
encrypted in the device Ais decrypted and is
alg@gggﬁﬂe@ogﬁgqgﬂpq$@gi@@)Bphe encryption algorithm

corresponding to the algorithm 2 and the key 2.

In step 5363, the decryption unit 413 further decrypts -
data debrypted in step S362 using (the decryption algorithm
corresponding to} the encryption algorithm corresponding to
the algorithm 1 and the key 1.

| As menticned above with reference to Fig. 22, the
authentication data 4 is generated by sequentially
encrypting the authentication data 3 (i:e., the random
number RanB}, which has been decrypted by the device A,
using the combination of the algorithm 1 and the key 1, that
of the algorithm 2 and the key 2, and that of the algorithm
3 and the key 3 in that order. Therefore, the
authentication data 4 is sequentially decrypted using the
combination of the algorithm 3 and the key 3, that of the -
algorithm 2 and the key 2, and that of the algorithm 1 and

"the key 1 in that order, thus obtaining the random number




Again referring to Fig. 23, in step S342, the
aut hentication unit 414 conpares the resultant data
(i.e., the decrypted authentication data 4 in step
S341) with the random nunber RanB stored in the
storage unit in step S202 in Fig. 16. The random
nunber RanB stored in the storage unit in step S202
in Fig. 16 has been generated in order to
aut henticate the device A through the device B
Devi ces other than the-devi€e B cannot acquire the
random nunber RanB in advance. The resultant data has
been obtained froma conmunications partner (the
RanBEVI €8 Sridt LHSisCasRY - a M £5Gm S GRARBURL CALA Ons
partner knows the decryption nmethods in the device B
manbgeflent duhaed Fiatintihel s b id@NIORUPPL Y Sthe eGAEAgion
the respective encryption nethods 1 to 3, nentioned
unigboveaw dgeaicferbrceespedt gre kizesarteereguenioal |y - 56
supplied to the decryption unit 413 in that order and
alggat fhm$ sangh e tindprya gt ytidd) reghedendmifid cati ons
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encEPSt@SH‘M@@l!Zogﬁdp@ﬁé NGLc Rk i o ghabl y1d ncl ude the
al gorithm key information managenent unit 315

respottEsPDNAi MhulsQ the aAhQddn trhumbleeyRENEOEm@Lfed in the
managenent unit 415 of the device B
device A is decrypted and is obtained by the device B.

Again referring to Fig. 23, in step 8342, the
-authentication unit 414 compares the resultant data (i.e.,
the decrypted authentication data 4 in step S5341) with the
" random number RanB stored in the storage unit in step S202
- in Fig. 16.

The random number RanB stored in the storage unit in
step $202 in Fig. 16 has been generated in order to
authenticate the device A through the device B. Devices
other than the device B cannot acquire the random number
RanB in advance.

The resultant data has been obtainéd from a
communications partner {the device A in this-case). Unless
- the communications partner knows the decryption methods in
the device B (i.e., a fact that the information units
regarding the respective encryption methods 1 to 3,

mentioned above with reference to Fig. 12, are sequentially




Assuming that a third party which does not include the
~algorithnf key inforrmation managenent unit 315
i rpersonates the device A the third party has
ascertained that the authentication data 4 was
sequentially decrypted by the device B using the
algorithns 3, 2, and 1 in that order. In addition,
the third party has broken the keys 3 to 1 and
generated the authentication data 4. The possibility
of achi eving the above-refti 6ned code breaking is
virtually zero. Therefore, if the resultant data
(i.e., the authentication data 4 decrypted in step

supp34dl 8 iglenddGabribR ther ranom nuabes manBirat oned
I'n the storage unit in step S202 in Fig. 16 as the

is Gegukht A1 I NICORNPREHSONChE SdrefinS342ionk heatigwdce A
is authenticated as a valid comunications partner.
canhptstepuB34Bita e ket Henryveed amdurincrin? et etatisnes -

57 verifies whether the value of the resultant data
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aut hentication unit 414 sets an authentication flag
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ON state. On the other hand, if it is determned in
unist 8p5S3d3responding to the algorithm/key information
management unit 415 of the device B.V

Assuming that a third party which deoes not include the
algorithm/key information management unit 315 impersonates
_the' device A, the third party has ascertained that the
authentication data 4 was sequentially decrypted by the
device B using the algorithms 3, 2, and 1 in that order. In
addition, the third party has broken the keys 3 to 1 and
generated the authentication data 4. The possibility of
-achieving the above-mentioned code breaking is virtually
zero. |

Therefore, if the resultant data (i.e., the
authentication data 4 decrypted in step S341) is identical
to.the random number RanB stored in the storage unitrin sfep
$202 in Fig. 16 as the result of the comparison in step 5342,
the device A is authenticated as a valid communicationé
partner.

In step S343, the authentication unit 414 determines




that the values are not identical to each other, the
process proceeds to step S345. The authentication
unit 414 sets the above-nentioned authentication flag
to the OFF state. As nentioned above, the device B
verifies the device A -Wen the authentication flag
is set to the ON state, it is determned in step S30
in Fig. 9 that the device Ais authenticated. Then,
transactions are executed. If the authentication flag
is set to the OFF state, B¥Y +s determned in step S30
in Fig. 9 that the device Ais not authenticated. The
device B transmits an error signal to the device A

verA%i@BNLHOARL: AV &a1ule oLt bal r AuifiheRl! eathopsbet ween
the devices A and B is perfornmed. The authentication

idethatiaal btockse Iradlmed offOEhe Mikidm aliibert heathONra8t of
encrypted or decrypted using different encryption

theglcgoppthaen ad stafi 9BdRent keys in the devices A and
B, thus preventing fraud, - 58 such as inpersonation.
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the correspondi ng keys describe eference to
indtic@tidd e usRd de@igeNEr 8¢ endiRrauthenti et dn ondat a

bl ocks 1 to 4. The nunber of conbinations each
statecl udi ng an encryption algorithmand a key is not
limted to that in the above enbodi nent.

Ont the other hand, 1f it is determined in step 5343
that the values are not identical te each other, the process
proceeds to step $345. The authentication unit 414 sets the
above-mentioned authentication flag to the OFF state.

As menticned above, the device B verifies the device A.
When the authentication flag is set to the ON state, it is
determined in step S30 in Fig. 9 that the device A is
authenticated. Then, transactions are executed. If the
authentication flag is set to the OFF state, it is
determined in step S30 in Fig. 9 that the device A is not
authenticated. The device B transmits an error signai to
the device A.

| As mentioned abové, the mutual authentication between
~ the devices-A.and B is performed. The authentication data
blecks 1 to 4 for mutual authentication are encrypted or

decrypted using different encryption algorithms and

. different keys in the devices A and B, thus preventing fraud,




According to the above enbodi nent, in the device A
the algorithmkey informtion managenent unit 315
sequentially supplies the information units regarding
the respective encryption nmethods 1 to 3 nentioned
above with reference to Fig. 12 to the encryption
unit 312 or the decryption unit 313 in that order. In
the device B, the algorithmkey information
managenent unit 415 sequentially supplies the
information units regardi 5§ the respective encryption
methods 1 to 3 to the encryption unit 412 or the
decryption wunit 413 in the order of the encryption
suarietaféogaﬁérsen;gi&pf ceh3BRLEntiy, 1R deMiigei it her
. algorithmkey informati on™ managenent unit 315 may
mutSequenthaht ycstpfl Yanheel nhorsaté®n units regardi ng
the respective encryption nethods 1 to 3 to the
enthy pabore wribod3h2nor r¢ heteke droy ghieonaani vha&33 tihw t he
~order of the encryption nethod 2, the encryption
enqryPiiégnialyenbtitfe copeeypendingretchddie3 enpggpE Pyl v,
iin th evice B, - 59 the algorithmkey information
m@tr‘r‘é’ﬁ*éggngﬁt u?ﬁ‘ciB A5 gy S SBRYGENT i 1Y dﬁﬁﬁﬁﬁge‘f‘h‘élth
i_nf.ar I OR; Uni r.di,ng _t [ VL.
ref b RERe P 15 RaER U, Py ol SR FO o
 dat@eenyRkson Ri i, 433 d RutBerokdetolidie ongnekypt i on
method 3, the encryption nethod 1, and the encryption
indehad 2n ¢émcmgiiitdnonlgbnigenesrat isnGkelyhés not limited
authentication data blocks 1 to 4, it is unnecessary
to tthagisénathe gfbdlve embpdiypot on nethods 1 to 3. For

exanpl e, encrypti on net hods _, , ‘
Accordlng td the above embodiment, in the device A, the

aigorithm/key information management unit 315 segquentially
supplies the information units regarding the respective
enciyption methods 1 to 3 mentioned above with reference to
Fig. 12 to the encryption unit 312 or the decryption unit
313 in that order. 1In the device B, the algorithm/key
information management unit 415 sequentially sup?lies the
information units regarding the respective encryption
methods 1 to 3 to the encryption unit 412 or the decryption
_unit 413 in the order of the encryption metheds 3 to 1. For
example, in the device A, the algorithm/key information

. management unit 315 may sequentially Supply the information
units regarding the respeétive encryption methods 1 to 3 to
the encryption unit 312 or the decryption unit 313 in the
order of the encryption method 2, the encryption method 1,

and the encryption method 3. Accordingly, in the device B,




corresponding to the respective authentication data
bl ocks can be predeterm ned between the devices A and
B such that the encryption nethod 1 is used to
encrypt or decrypt the authentication data 1, the
encryption nmethod 2 is used to encrypt or decrypt the
aut hentication data 2, and so forth. The above
enbodi nent relates to the case where the
predeterm ned keys (e.g., the keys 1 to 3 in Fig. 12)
are wused for nutual authé@tication. A key can be
generated and be used every tine nutua
authentication is performed.. In the above case, each
thePfa1lgde i ahfPkd § A KB¥ha i BhORARL GO BNAGRMENE HojtS 315
and 415 stores information shown in, e.g., Fig. 25 in
seqa@aiti b0yt Subtie; itheOn AMELEAAL Ud tiehi H¥eRbhanetnqabmee
with reference to Fig. 12. Fig. 25 shows anot her
resgrarpie efictydoramimiethodai 1 sto hatto sipeciehyryespec tunid
encryption algorithns stored in the algorithn key
413 @Foﬁ%&tﬂ%ﬁrmEM%ﬁbhﬁﬁF AhPt 30 395 AFdieF18takle - 60

information units regarding, respective.keys ach of
enciieehon BT o ERPRE VALt & ARCCPH g Folt e
encgg@ggggOﬁQ{ ;ﬁncryption algorithm Referring to Fig.
~ 25, a data block I is related to an encryption nethod

A tRcladi hdrd Kay ghn¥iibing Gk Rikndat acdengt lisand an
algorithm A. A data bl ock is related to an

bloeher §ptoodh, net hed uBneneksditngt@ deey aBlwbfhtlae 128- bi t
data length and an algorithmB. Simlarly, data bl ocks
encgypgisnarethedatied o 8 -enEeyptianrlareehodyprCien ethods

resgectlvelg. ] ] ,
corresponding o the respective authentication data blocks:

can be pﬁedetermined between the devices A and B such that
the encryption method 1 is used to encrypt or decrypt the
~ authentication data 1, the encryption method 2 is used to
encrypt or decrypt the authentication data 2, and so forth.

The above embodiment relates to the case where the
predetermined keys (e.g., the keys 1 to 3 in Fig. 12) are
used for mutual authentication. A key can be generated and
Be used every time mutual authentication is performed.

In the above case, each of the algorithm/key
information management units 315 and 415 stores information
shown in, e.g., Fig. 25 in additidn to the information units
mentioned above with reference to Fig. 1l2.

Fig. 25 shows another example of information units that
‘specify respective encryption algorithms.stored in the

algorithm/key information management units 315 and 415 and




The data blocks 1 to 5 are stored in, e.g., the EEPROM
224 of the device B and are used for transactions.
Wi ch .of the data. blocks 1 to 5 is used between the
devices A and B is specified depending on the type of
a reader/witer (device A) and the kind of
transacti on which a user designates. Information that
specifies data to be used is transmtted between the
devices A and B in advance on the basis of the
above-nenti oned access tas@get list transmtted in
step S4 in Fig. 9. For exanple, when the device A
notifies the device B of the data blocks 1 to 5 to be

infUSeseidhaAlQoribARhkeY rdffdTREl QByIRNAGEMRIY Wilich
415 generates a Ci pher key used for nutual

is astlens igadidy@t astshewBotrding .t thel gor2&spdnding6 1S

. a flowhart of a process of generating a cipher key

‘enctrhpolugh almemltgov.i t Bafeeyinafior G- 04 S man adrere il oaknilt

415. - 61 In step S381, the algorithmkey information

is pahabeteir anugincripsientrehed g dnstlefing syckead maEh

t [ [ h db ..t he deyi A -
o SFBAR YLt IS, SRS ATS SRR A oo
rerfLEaseOr b SUBBbL o8 TG R

1280801 @ned abeve whihanefegencand @ Fig. 25, to the
encryption unit 412 in, e.g., the order of the

ergimifikiray, nebhadsl Ao FEtol B atdereareds tol Bngtgption
S382, the encryption unit 412
methods C to E, respectively.

The data blocks 1 to 5 are stored in, e.g., the EEPROM
224 of the device B and are used for transactions. Which of
‘the data blocks 1 to 5 is used between the devices A and B
is specified depending on the type of a reader/writer
(device A) and the kind of transaction which a user
designates. Information that specifies data to be used is
transmitted between the devices A and B in advance on the
basis of the above-mentioned access target list transmitted
in step S84 in Fig.'9.

For example, when the device A notifies the device B of
the data blocks 1 to 5 to be used, the algorithm/key
information mahagement unit 415 generates a cipher key used
. for mutual authentication as shown in, e.g., Fig. 26.

Fig. 26 is a flowchart of a process of genérating a

cipher key through the algorithm/key information management

unit 415.




encrypts the plaintext extracted in step S381 using an
encryption al gorithmcorresponding to the algorithmA
and the key A Subsequently, in step S383, the
encryption unit 412 encrypts the data encrypted in
step S382 using an encryption algorithm correspondi ng
to the algorithmB and the key B. In step 5384, the
-encryption unit 412 further encrypts the data
encrypted in step S383 using an encryption algorithm
corresponding to the al goeithm C and the key C. In
step S385, the encryption unit 412 encrypts the data
encrypted in step S384 using an encryption al gorithm

COfx &i3rd , t @nthg1 &b 8ot NByD; ard hhei &8 hdRageRent
step S386, the encryption unit 412 encrypts the data

uni€nengpéLeekddStap if38_tUSkhgh tde RGN MRtkONwiRl @orid hm
corresponding to the algorithmA and the key E. In

shagtdph&387en tthe alegdrethil k=Y B nf Ghemt i dhe nahagsinigmt/ key
- 62 unit 415 stores the resultant data in step S386 as
infgrrayloydeanadsmenit Yai tatl hetrdusatiign lyesyrplise ey 1
. dn Fig. 12). For exanple, when the .device A notifies
inspfanblin ol P SeRa LB, S TAREFi0s TSEVRHER o be

. metﬂggg’%sﬁggﬁ %%i%ﬁgd §§§@é :ﬁjggkkgggncgwfg.ﬁﬁg. 25,

plurality of keys are needed erent plaintexts
to ghar sﬂcbéy%ﬁ/w e deyi egs A and dBeabedeXbf agted in

step S381. The respective plaintexts my be encrypted
encrgpthen stbigesiedt tot 8ps. Since the plaintext is
encrypted in nulti-steps, i.e., in steps S382 to S386,
i tInh gother words, in step $382, the encryption unit 412
- encrypts the plaintext extracted in step S381 using an
encryption algérithm corresponding to the algorithm A and
the key A.

Subsequently, in step 8383, the encryption unit 412
encrypts the data encrypted in step 5382 using an encrypticn
algorithm corresponding to the algorithm B and the key B.

In step S384, the encryption unit 412 further encrypts
“the data encr?pted in step 5383 using an encryption
- algorithm corresponding to the algorithm C and the key C.

In step78385, the encryption unit 412 encrypts the data
encrypted in steb 5384 using an encryption algorithm
éorresponding to the algorithm D and the key D.

In step 5386, the encryption unif 412 encrypts the data
encrypted in step S385 using the éncryption algorithm

corresponding to the algorithm A and the key E.

In step S387, the algorithm/key information management




difficult for a third party to break the encrypted
plaintext. |In order to secure conceal nent of data,
therefore, it is unnecessary to give consideration to
selecting long text data. Plaintext shared between
the devices A and B can be properly selected and be
extracted. In the device A the algorithnikey
i nformati on managenent unit 315 and the encryption
unit 312 execute steps simlar to the above-nentioned
steps in Fig. 26 to genewkédte a key for nutual
aut hentication. A detailed description thereof is
omtted. As nentioned above, the key used for mutua
uni&UuhenttEats Oofhd SrBeNehAt edatd MA NS JTBABEN asda kigyy f or
mut ual aut hentication is changed (in this case,
usedefiendntiguah adaicatticabeotised)geverhe keelnih URdg. 12).
authentication is perforned, thus achieving stronger
seker i g¥amdens ehaanthy  devine Pehiogbifies ytiof dantigal B of
aut hentication can be further - 63 increased. In
theadatei Bhocks ned o kéy dakd forbPeutard: si6PReREBTa1%bn
i.s_generated by encryptin | ai ntext using a
S38ET PRI TT5- 610 ondl 0t FORV A1 3bY Y e SHA RE§sITIHed
dif@%kzéhtsﬂnf&)ﬁte}w%e s%%?lé&'wt&é‘éh eS‘tdre%ggg ﬁh%‘d B are
_ conventional key generation nethods. In nutua
extadtbeat igatian damtveennt hee devdcos A1andtBxrts her
mutual authentication nmethod is available: A public
enckgytedciypthorsulsggnehhns teps nstslnlcedtba ahaEnorytptiisng
or decrypting function of each of the respective
encg@pt@@sintmﬂiti—steps, i.e., in steps 5382 to S386, it is

‘difficult for a. third party to break the encrypted plaintext.
In order to secﬁre concealment of data, therefore, it is
unnecessary to give consideration to selecting long text
data. Plaintext shared between the devices A and B can be
?roperly selected and be extracted.

In the device A, the algorithm/key information
- management unit 315 and the encryption unit 312 execute
steps similar to the above-mentioned steps in Fig. 26 to
generate a key for mutual authentication. A detailed
description thereof is omitted.

As mentioned above, the key used for mutual
4authentication is generated. In this manner, a key for
mﬁtual authentication is changed (in.this case, depending on
Idata to be used) every time mutual authéntication is
performed, thus achieving stronger security. Consequently,

- the reliability of mutual authentication can be further




device A encrypts a random nunber using a secret key
of the device A the device B decrypts the encrypted
data using a public key of the device A to obtain the
random nunber, the device B encrypts the random
nunber using a secret key of the device B and
transmts the encrypted data, and-the device A
decrypts the data using the secret key thereof to
obtain the random nunber, so that the devices A and B
aut henti cate each ot her - HGwever, executing encryption
or decryption according to the public key system
increases a load on arithnetic processing by, e.g.,
ind e seBY. ERNS&INi NG, ,a sdevkCe, k8YChsAS @t htaand,
which is very small and needs power saving
autrftocaanee, is tgdrsediteld oyl entoyisonsd rdlclintbet deimgea
so that encryption or decryption according to the
plynsdliity kéyesysyringurlgerpenfor amd ¥ewrs dnshottitépeps,
According to the present invention, a secret key
thes meOstFBncaRl Riors tIeRo®ict Bhan r epatsveiqpadnirY | oad on

arithmetic - 64 processing is used. Accordingly, even
geﬂ%?ﬁﬁﬁ?“d%%F%%ssSuch as an | C card, which is very

SR}l n@Ach NSRAS PAOWRE + $8Y ! DOwdlef fREMBRG SeedTUt Uala &,

aut hentication can be perforned for a short tine wth

andtin@d kekhabi bhtyenching rabavee=Red i onedasekbes: ofa public
processes can be executed by hardware or software.

keWkewriyheiserabgonfthor dsessesal sed execut edicliypsohiy war e,
a programconstituting the software is installed on
deqryptdeyi Eenthirough @anbt abr khe stetpeas ivigedevhee? nethe
deé?%eaArgg8£§%{§’;n¥2£gg£ Qﬁgggkngsfhé%feﬁggg% ggglggqthe
device A, the dewvice B decrypts the encrypted data using a
public key of the device A to obtain the random number, the
device B encrypts the random number using a secret key of
the device B and transmits the encrypted data, and the
device A decrypts the data using the secﬁet key thereof to
~obtain the random number, so that the devices A and B
authenticate each other. However, executing encryption or
decryption according to the public key system increases a
load on arithmetic processing by, e.g., the CPU. Concerning
a device, such as an IC card, which is very small and needs
power saving performance, it is difficult to construct the
devicelso that encryption or decryption according to the
.bublic key system can be performed for a short time.

According to the present invention, a secret key encryption

algorithm with a relatively small load on arithmetic




via the bus 200. The recordi ng nedi umincludes a
renovabl e di sk, such as a magnetic disk (including a
fl oppy disk), an optical disk (including a conpact
di sk-read only nmenory (CD-ROM and a digital
versatile disk (DvD)), a magneto-optical disk
(including a MniDisc (MD)), or a sem conductor
menory, in which the program has been recorded and
which is distributed in order to provide the program
to a user. The recordi ng &dedi um al so i ncludes a
read-only nenory, such as the ROM 212 or 222, in
whi ch the program has been recorded and which is
prdddGanper ak egsdd). ancAPRALALYS, abekh Sid her delivef edidw
the wuser. In this specification, steps executing the
as apove- caed} i weth ser vesyobmpl DCASS asedtBy phecpesbof med
intinme series in the described order, or may be
rerferfrgnred mptuplaradthentdcaicndnviaudid yperfogged| for a
. shoul d be understood by those skilled in the art that
shardr iténg Wbkl ficht it6dd 2bddib¥nat i ons, sub- conbi nati ons
and al terations.may occur dependi ng on design
i U T R e ety o REaRTs “GEh ik prgagtec

ar as thney are

by Mol £ NEr SSOPS e .  RReAPPERAS, Gl AIJPS Q6 bBCes is
equi valents thereof. - 66 VWHAT IS CLAINED IS 1. An
exddift@HNBY | OB BFNGES S RFogRRAl Abhist ittt ingORAUNE Bk wGE: is

wi th anot her information processing apparatus

installed on the device through a network, such as the
Internet, or a recording medium including a removable medium
via the bus 200.

The recording medium includes a removable disk, such as
a magnetic disk (including a floppy disk), an optical disk
(including a compact disk-read only memory (CD-ROM) and a
”digital versatile disk (DVD)), a magneto-optical disk
fincluding a MiniDisc (MD)), or a semiconductor memory, in
which the program has been recorded and which is distributed
in order to provide the program to a user. The recording
medium also includes a read-only memory, such as the ROM 212
or 222, in which the program has been recorded and which is‘
incorporated in an apparatus and is then delivered to the
user.

In this specificatioh, steps executing the above-
mentioned series of processes maﬁ be performed in time
'series in the described order, or may be performed in

parallel or individually.




by wire or wireless, the apparatus conprising: random
nunber generating neans for generating a random
nunber; first authentication data generating nmeans for
generating first authentication data on the basis of
the random nunber generated by the random nunber
generating neans, the first authentication data
regardi ng the authentication of the other informtion
processing apparatus; authentication data
transmtting nmeans for tradsmitting the first
aut hentication data to the other information
processi ng apparatus; authentication data receivVving
Meapssf Ok d 8eeiniag s+ 56600d @idhenki ¢abot, dald art
regardi ng the authentication of the other information
thafd 96es861:8dnapparcaitisnst hecseLont orayt Rent-teabi o taia
bei ng generated on the basis of the first
andaaflhentat tans omyatcxurbyepbed pidhem idesdgmategqnirements
processi ng appar at us; decrgpting means for decrypting
and jpshgecbpatozritinaniagapsorhgat aragiiidgiat theaseoppeot
decrypti on nmethod correspondjng to at |east one
theeﬁePéﬁ? %ﬁ: o&?'iﬁa e4d %Va‘ﬁgﬁbﬁPFESP'ng means for
verifying, on the basis of the second authentication
data decrypted by the decrypting neans and the random
nunber generated by the random nunber generating
means, whether the other information processing




apparatus is a valid conmmunications partner. 2. The
apparatus according to Caim1, further conprising:
encryption nmethod nmanagi ng neans for storing at |east
one information unit regarding the at | east one
encryption nethod and supplying the information unit
to the decrypting neans. 3. The apparatus accordi ng
‘to daim2, wherein each information unit regarding
the encryption nethod includes information that
speci fies an encryption-abgorithm and information
regardi ng a key used to encrypt or decrypt data
according to a decryption method corresponding to the
wHAENCEYpLADMERI oy i thm and the encrypti on net hod
managi ng neans sequentially supplies the information
units regarding the plurality of different encryption
met hods to the decrypting neans in a predetern ned
orHer Ay irfleamaspap aprRcettigiddiapgatetthafer 3, wherein
- 68 the information units regardi ng the respective
COomEHBI Gt h GASTRPE LREPEH Widh PrRESGERRY apparatus

oy WBEQTBRL A1 JY00RRS! D0bAPPAL LG, A e second

aut hentication data i s generate y “encrypting the

r QB WReer §EAYE NG AP i@ sl bt geRtthed GAt0Rom
data, according to the respective encryption nethods

numbBEPUgh the other information processing apparatus.

first authentication data generating means for
‘generating first authentication data on the basis of the
random number generated by the random number generating
means, the first authentication data regarding the
authentication of the other information processing
apparatus; .

authentication data transmitting means for transmitting
the first authentication data to the other information
processing apparatus;

authentication data receiving means for receiving
second authentication data regarding the authentication of"
the other information processing apparatus, the second
authentication data being generated on the basis of the
first authentication data by the other information
'processing apparatus;

decryptiﬁg means for decrypting the second.
authentication data using at least one decryption method

corresponding to at least one encryption method; and




5. The apparatus according to Claim4, wherein the
decrypti ng neans decrypts the second authentication
data using the decryption methods corresponding to the
respective encrypti on nethods used by the other
i nformati on processing apparatus, and when the second
aut henti cation data decrypted by the decrypting neans
is identical to the random nunber, the authenticating
means aut henticates the other information processing
apparatus as a valid conmédi cations partner. 6. The
apparatus according to Caim?2, wherein the
encryption net hod managi ng neans further stores
| NhQF B4 ik t IRRC @S8AEYFdO ONENAIR, ackeyYhansh Jeneyrakes
the key on the basis of the information. 7. The
secapparatusnaccat hmgidta Gearppbed Whertgien deheypting means
i nformati on necessary to generate the key includes -
andgghej Rppipmt LORPeMideseraspdchy vy naagmrdnHgbar
plurality of different encrgptlon met hods whi ch are
gen@éﬁ&ﬁaa 13272 g tﬁ§p@§ %JF fhormeGipe BEREeS Y

apptaFlStS ¥D§l\§;\% gﬁt %%umlagg ? hp%lﬂzsneq_,ncr ypt s

IS 'Shar e € ot’her information
processing apparatus, accordlng to at | east one
encryption nethod related to at | east one type of

daza tendeppsedtis generatr; dodherkey. 1. edhghaapparat us
according to Claim?7, wherein each information unit
compgdaldgng the encryption nethod includes
encryption method managing means for stering at least
.one information unit regarding the at least one encryption

method and supplying the information unit to the decrypting

means.

3. The apparatus aécording to Claim 2, wherein

each information unit regarding the encryption method
“includes infermation that specifies an encryption algorithm
and information regarding a key used to encrypt or decrypt
data according to a decryption method corresponding to the
encryption algorithm, énd

the encryption method managing means sequentially
supplies the information unifs regarding the plurality of
different encryption methods to the deérypting means in a

'predetermined order.

4, The apparatus according to Claim 3, wherein




i nformation that specifies an encryption algorithm and
i nformati on regarding a key used to encrypt data
according to the encryption algorithm 9. The
- apparatus according to any one of clains 1 to 8,
wherein, third authentication data is further
received, the third authentication data being
- generated on the basis of a random nunber which is
generated in order to authenticate the apparatus
t hrough the other infornmatBon processing apparatus,
t he random nunber, serving as the third authentication
data, is encrypted using the at |east one encryption
met o di n trgenenatiaif oUrddh althentiec 2bkpacdada, and
the fourth authentication data is transmtted to the -
enct@ptovhene tiddy natd chapedcessh nheappdcat us fotbat e
apparatus according to Claim9, wherein the apparatus
procgsguttiemeparated ornfhe basis of the fourth

aut hentication data_by the other information
proResigaryd ysdeatisatian 94t drorRREFBREHrVEessi ng

enc%%hﬁ%%?£§§%agﬂm#ﬁf%EﬁgtiOHSQEQﬁ?SSin%hgpg§£§%us whi ch

s W anot ner T hf oI &t on processi ng

autRBRAE AL HSoRYaW 4,8 2o Wi 8588 thd N PRlhode CONPE S Nh
the steps of: generating a random nunber; generating

methblst tRubhentimatiton rdah fofiat ith Rasicesefingt Agparatus.
gener ated random nunber, the first authentication data

5. The apparatus according to Claim 4, wherein

the decrypting means decrths the second authentication
daté using the decryption methods corresponding to the
respective encryption methods used by the other information
processing apparatus, and

when the second authentication data decrypted by the
decrypting means is identical to the random number, the
authenticating means authenticates the other information

processing apparatus as a valid communications partner.

6. The apparatus according to Claim 2, wherein the
 encryption method managing means further stores information
necessary to generate a key and generates the key on the

basis of the information.

7. The apparatus according to Claim 6, wherein

the information necessary to generate the key_includeé




4

regardi ng the authentication of the other information
processi ng apparatus; transmtting the first
authentication data to the other information ,
processi ng apparatus; receiving second authentication
data regarding the authentication of the other
i nformati on processi ng apparatus, the second
aut henti cati on data bei ng generated on the basis of
the first authentication data by the other information
processi ng apparatus; decrypting the second
aut hentication data using at |east one decryption

| east _one - 71 encryption

. thod corresponding to at ( r
L0 OB L b T TS VYt REIBERING 67 RIN&=daty yof ed

: tication data.and the generated random
dl%qﬁ%g‘?, emﬁé{?ﬁ%‘m RO L TN S5fot8sErRRFCtIve

tyRRPFaALHSal So By aldLdy, caguni cations partner. 12. A
program for an information processing apparatus which

C OB N @R iWint he@R68 he&ind Jifry MRENGNREPGESS It intext,

apparatus by wire or wreless, the programallowing a
whighnpat ehatred exigduttdiet e hstepstofmatdont pabkesgihde

generation of _a random nunber; controlling the
APPREAERAL | IFFEDFAMT © alit heast cans omadaraiopnmetodasi s

of th ener at ed random nupber, the first
rﬂﬁ&?ﬁeﬁ ; %teliec?ﬁetd% FEGSr Of i th&cabendnefche | Srnesrate

thetggy.other i nformati on processi ng apparat us;

8. The apparatus according to Claim 7, wherein each
information unit regarding the encryption method includes
 information that specifies an encryption algorithm and
information regarding a key used to encrypt data according

to the encryption algorithm.

9. The apparatus accdfding to any one of claims 1 to 8, wherein,
third authentication data is further received, the

fhird authentication data being generated on the basis of a
random number which is generated in order to authenticate
- the apparatus throqgh.the other information processing
apparatus,

the random number, serving as the third authentication
data, is encrypted using the at least 6ne encryption method
to generate fourth authentication data, and

the'féurth authentication data is transmitted to the




controlling the transm ssion of the first
- authentication data to the other information
processing apparatus; controlling the reception of
second aut hentication data regarding the
aut hentication of the other information processing
apparatus, the second authentication data being
generated on the basis of the first authentication
data by the other information processing apparatus;
controlling the decryptio0of the second
aut hentication data using at |east one decryption
net hod corresponding to - 72 at | east one encryption
oth@Bt DRds rAlid: oMrRkkkRggt Aspyelddd cation of, on the
basis of the ecrypted second aut hentication data and
the generated random nunber, whether the other
i nformati on processing apparatus is a valid
corfhuniTdet iappe rpans ne¢corkBngAtere€bading, mBdingan rrhe
which a programfor an .information processin
appappaiatts dohemtiicatPAgom the dvstiferti ARor ARy

autgr ogessi n a%ar%lt u hby ire .orfvvi ragl.ess ig recor ded,
aut BRRE Rt e o ling ™8 BERt B T84 BBUPESTRHE 1 eps
_appggétggntrolllng the generation of a random number;

controlling the generation of first authentication
data on the basis of the generated random nunber, the
first authentication data regarding the
autlhentanc anifonmat i dineor @idyarinignfethad i Her prrocessi ng
appar at us;
information processing apparatus which communicates with
another information processing apparatus by wire or wireless,
the method comprising the steps of:

generating a random number;

generating first authentication data on the basis of
the generated random number, the first authentication data
regarding the authentication of the other information
processing apparatus;

transmitting the first authentication data to the other
information processing apparatus;

receiving second authentication data regarding the
authentication of the other information processing apparatus,
the second authentication data being generated on the basis
of the first authentication data by the other information
processing apparatus;

decrypting the second authentication data using at

least one decryption method corresponding to at least one




controlling the transm ssion of the first
aut hentication data to the other information
‘processing apparatus; controlling the reception of
second aut hentication data regarding the
aut hentication of the other information processing
.apparatus, the second authentication data being
. generated on the basis of the first authentication
data by the other information processing apparatus;
controlling the decryptionilof the second
authentication - 7 3 - data using at |east one.
decryption nmethod corresponding to at |east one
enceRBEYPh i M H®E;heehq and control ling the verification
of, on the basis of the decrypted second
auwémmﬂyungl on databanik tdfe tgendrargdted anlamdnunber ,
whet her the other information processing apparatus is
authephli¢t bommaatia @nidofbepasnererted Lanfien niwbeat | Wrether
processi ng apparatus for _comunicating wth another -
the; ﬁFB?ﬁaH“%?Frﬁef&@és ErRGeaPHAT ARRET A SwilFedoVa i el ess,
commgn%g. fgg%g;lﬁpgpr|5|ng a randon1nunber generating
section generating'a random nunber; a first
aut henti cation data generating section generating
first authentication data on the basis of the random
nunber rgerepabkRdedy dheid e BunBebc8eaBiatdgdratus
section, the first authentication data regarding the
- whight bemurciatates ofi thhenother imfometioonpproeesEiag

apparatus by wire or wireless, the program allowing a
computer to execute the steps of:

controlling the generation of a random number;

-controlling the generation of first authentication data
on the basis of the generated random number, the first
authentication data regarding the authentication of the
"other information processing apparatus;'

controlling the transmission of the first
authentication data to the other information processing
apparatus;

controlling the reception of second authentication déta
regarding the authentication of the other information
processing apparatus, the second authentication data being
generated on the basis of the first authentication data by
the other information processing apparatus; .

controlling the decryption 6f the second authentication

data using at least one decryption method corresponding to




apparatus; an authentication data transmtting section
transmtting the first authentication data to the
other information processing apparatus; an

aut hentication data receiving section receiving
second aut hentication data regarding the

aut hentication of the other information processing
apparatus, the second authentication data being
generated on the basis of the - 74 first

aut henti cati on data by thé&Zother i nformation
processi ng apparatus; a decrypting section decrypting
the second. authentication data using at |east one

at deekYpbhenesetHad onCREERSAPNGLMY tO at | east one
encryption nethod; and an authenticating section
vetohyralgliren thiee vbast Scof i o hef deer ypeedasec ol the
aut henti cati on data and the generated random nunber,

decyiyether sependthrhenifiopivarhodape coek diheg geapparadus i s
a valid comuni cations partner. 3

random number, whether the other information processing

apparatus is a valid communications partner.

13. A recording medium in which a program for an
information processing apparatus communicating with another
information processing apparatus by wire or wireless is
recorded, the program éllowing a computer to execute the
steps of:

controlling the generation of a random number:;

controlling the generation of first aﬁthentication data
on the basis of the generated random number, the first
authentication data regarding the authentication of the
other information processing apparatus;

controlling the transmission of the first
authentication data to the other information proceésing
apparatus;

controlling the reception of second authentication data
" regarding the authentication of the other information
processing apparatus, the second authentication data being
generated on the basis of the first authentication data by
the other information processing apparatus;

controlling the decryption of the second authentication




data using at least one decryption method corresponding to
at least one encryption method; and

controlling the verification of, on the basis of the
decrypted second authentication data and the dgenerated
random number, whether the other iﬁformation processing

‘apparatus is a valid communications partner.

14. An information processing apparatus for
communicating with another information processing apparatus
by wire or wireless, the apparatus comprising:

a random number generating section generating a random
number;

a first authentication data generating section
generating first authentication data on the basis of the
randorm number generated by the random number generating
section, the first authentication data regarding the
authentication of the other information processing
apparatus;

| an authentication data transmitting section
tranSmitting the first authentication datz to the other
information processing apparatus;

an authentication data receiving section receiving
‘second authentication data regardihg the authentication of
fhe other information processing apparatus, the second

authentication data being generated on the basis of the




first authentication data.by the other information
processing apparatus;

a decrypting section decrypting the second
authentication data using at least one decryption method
corresponding to at least one encryption method; and

an authenticating section verifying, on the basis of
.the decrypted second authentication data and the generated
.random number, whether the other information processing

apparatus is a valid communications partner.




