SPECI FI CATI ON  OBJECT FOR AUTHENTI CATI ON VERI FI CATI ON, AUTHENTI CATI ON

VERI FYI NG CHI P READI NG DEVI CE, AND AUTHENTI CATI ON JUDA NG METHOD Fi el d of
The Invention [0001] The present invention relates to a structure of an

obdj ect such as a card, a bank note, securities, etc., which is often forged
or counterfeited and which requires authentication to check whether it is

authentic or not. The invention al o a nethod for verifying the
authenticity of such the object. ggﬁ%ﬁ&@hﬁgﬁ [0002] In the present-day
society, which is often called a card-oriented society, a wwde variety of
cards are used. There are cards relating to the assets of a property owner

such as a bank cash cepfEC? FORNGTHRNTICATAON VERIFKAPEN, & prepaid card
such as securities, and identification cards such as a driver's license, a

heal th insurance AWTHENTIEGAPEHS MERIFYINCGOGHIP REABING IDHWEKCK)f cards
relating to the personal property or securities and bonds, necessary

information is witten on a magneti c stANIpe di sposed on the surface or on
the rear surface of the card. By using an automati c nachi ne such as an ATM
(automated teller machi neﬁUE‘HENT@MH%N FEBGAY GOME 13O Dnagnet i ¢ i nf or mati on
is read fromthe nmagnetic stripe, and various types of processing are
carried out. [0004] Fig. 1 (a) illustrates an exanple of a cash card
currently tngﬂsri "Pn a cash card - 1 processing flow The reference numeral
1 shows a PsYholThe IysaloORmde of plastics or the like. Onits front
surface, tﬁ)@bg]nare provi ded a magnetic stripe 2 where information is
recorded & arrow mark 3 to indicate the card inserting

The present invention relates to a structure of an object such as a card, a bank
note, securities, etc., which is often forged or counterfeited and which requires
authentication to check whether it i1s authentic or not. The invention also relates

to a method for verifying the authenticity of such the object.

Background Art

[0002]

In the present-day society, which is often called a card-oriented society, a wide
variety of cards are used. There are cards relating to the assets of a property
owner such as a bank cash card, a credit card of a credit company, a prepaid card
such as securities, and identification cards such as a driver's license, a health
insurance card and a passport.

[0003]

On many types of cards relating to the personal property or securities and bonds,
necessary information is written on a magnetic stripe disposed on the surface or on
the rear surface of the card. By using an automatic machine such as an ATM
(automated teller machine) or a manual reading device, magnetic information is
read from the magnetic stripe, and various types of processing are carried out.
[0004]

Fig. 1 (a) illustrates an example of a cash card currently in use in a cash card



direction. Although not shown in the drawi ng, other necessary nmatters are
entered thereon by enbossed characters. [0005] Because the information
witten in the nagnetic stripe can be easily read by using a device called
skinmrer, the card is often forged and used, and this causes troubles and
damages. [0006] To overcone the problens, an IC card incorporating a
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the I C car e expensive conpare e maghe ard, and it

woul d be hfifgdtibR. eABRRIhIDR shaRhdn PRORBGARE W& nédeSsary mdrd ard 0008] In

r
case of a bank cash card, it would suffice’if the card” can be used within

t he boundait¥redfther@onasuehbyssed Rhedserff the credit card; however, the card
nmust also be usable in foreign countries. The credit card is a nagnetic

card used [@003]dwi de, and it is very difficult to replace it with the IC
card of unified standards. [0009] Further, on the cash card and the credit
card, i nfdBemuse thesufdrimsion verittemn tfe mhgnetcastpeware be iegsilyi xead byyusmgns of
enbossi ng. Because these types of information are also given in the

magnet i ¢ i hesemealled skinmesntbe saediisi ofteny toegadoandnisedornd Hiis saysgs tegyiblesc] ue in
the preparatjion for forging a card. - 2 [0010] Wen these nmagnetic cards
or 1 C car @nd 4868t or stolen, the card owner may easily becone aware of

t he | oss o[roob&eft. When the card comes back into the hand

To overcome the problems, an IC card incorporating a semiconductor memory has
been used, and this type of card is now propagated through the efforts of banks and
credit card companies to replace the magnetic card.

[0007]

However, even in the case of this IC card, it 1s possible to read the information
stored in the memory, and this card may not be absolutely safe when elaborate
forgery 1s attempted. In addition, the IC card is much more expensive compared
with the magnetic card, and it would be hard to expect the rapid propagation of the
IC card.

[0008]

In case of a bank cash card, it would suffice if the card can be used within the
boundary of one country. In case of the credit card; however, the card must also
be usable in foreign countries. The credit card is a magnetic card used worldwide,
and 1t is very difficult to replace it with the IC card of unified standards.

[0009]

Further, on the cash card and the credit card, information such as the name of the
card owner is given by means of embossing. Because these types of information
are also given in the magnetic information, the embossed information may often

serve as a clue in the preparation for forging a card.



of the original owner after it has been stolen, and, in particular, when the
card ‘owner does not become aware of the fact that the card has been stol en,
it isliable to cause damage by the use of the forged card. [0011] Not for
tHe prevention of the illegitimte use to prevent the card forgery, but as
the neans for identifying the qualification of a card user, a personal
identifi cafdogg] nunber, consisting of 4-digit nunbers, has been used. Since
assumabl e hunbers have been often used for these personal identification
nunbers, tWges thésemhgatic dBAY oS srd9fard IRt b Sfoléddhé @pROGwndrmagcent
years, the personal identification nunber is stolen not only by assunption
of it but edsiip beyorpeapuargosthelossort theft. n¥hdies thé catdedmés backtiato thg land

phot ograph of the personal identification nunber. It is now very difficult

t o prevent ofithe drigirajjiownemnfteris dasbeemstideryandsinnpartiowam eviearthe card
identification nunber. [0012] For the prevention of trouble or danage
caused by eweerndaesdiot baeome agare efaihe, factithathiherGard hasbeen giotenpatsisdiable pat t er n
recogni zi ntg technique is sonetines adopted. As representative exanpl es of
bi onet ri csto @daadamage by the pegehthierforged card.nger prints recognition,

pal m pri ntg) i ognition, finger vein recognition, palmvein recognition,
and hand- b9l ei n recognition are known. As the recognition other than

in “bot - oBlb k¥ the bPERBhOLHR REh AP ?ﬁ%?gpﬁegv%éé%‘%?%@fhyg%ﬁso;bﬁﬁ%.9”int LE”'aRd
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hi gher cosfigmber, @dsitigofCA&RitHurhthigs CPRIREh Js¥Re SifEOMMukiaBe ndiBerdSer must
directly touch a detectlion evice, and this often causes physi ol ogi cal

r epugnancehgie sbefdOfeh. uséligor tHeee Peonal [dentif@tioNinuinbeds) thee veHeeal part
necessary for the bionetrical recognition, or in the worst case where the
user has | mahy cisespifiybé toak apdrdamiage bdnneests dehry; thdrpersoral adenitification t he
bi ometrics recognition cannot be carried out. Al so, the recognition

number is stolen not only by assumption of it but also by peeping such as the

means of stealthily taking a photograph of the personal identification number. It is
now very difficult to prevent the illegitimate use of cards by using the personal
identification number.

[0012]

For the prevention of trouble or damage caused by the use of the forged card,
biometrics technique based on pattern recognizing technique is sometimes
adopted. As representative examples of biometrics technique, iris recognition,
finger prints recognition, palm-prints recognition, finger vein recognition, palm vein
recognition, and hand-back vein recognition are known. As the recognition other
than iris recognition, there are contact type and non-contact type recognition. In
both cases, it is necessary to register the pattern in advance. Time and
procedures are required for the registration of the pattern, and also, much time is
needed for the recognition of the pattern itself, and that results higher costs.
[0013]

In case of the contact type recognition, the user must directly touch a detection

device, and this often causes physiological repugnance or disgust. When the user



is partially made during the process of identifying, and accordingly, it is
not a perfect method. [00141 Further, in the systemusing the bionetrical
recognition where only the card owner hinself or herself can use, even when
the card owner wants to ask sonebody to handle the card on behalf of the
owner, who has not enough tinme to use the card personally or does not find
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glance. Inthis respect, it i's possible to forge the card by using a
simlar eniefeseehethed. ogramand to use. [00161 Fig. 1 (b) illustrates an
exanple of a credit card with the enbossed hologram in which the card

aut henti cd0Db4] i s verified by the human sense. The reference nuneral 1
shows a credit card body made of plastics or the like. On its front

surface, aFurtligretn thestystqme ugingttbe didmétoicalenccognition where dely thadarthosnenbw mar k
3 to indicate the inserting direction of the cash card are provi ded.
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dovi oo wi THMHECBEBhONPERIL HEINa oI HAPIAS T4F AR BEBISesbeErbn. - Near
exarpl e, ety 22 RS PO G R Rl giRasind O nfarpf L B dociRYR! SBg ar
unl i ke th%mﬁ@ibmﬁ@ﬁﬂunhaﬁﬁgﬁ%qﬁﬁhg1&E£ipe i s disposed on the

[0015]

As one of the means to prevent the forgery, an embossed hologram on a plastic

base with surface irregularities is mounted on credit cards, prepaid cards, bank

notes, securities, etc. This embossed hologram is very difficult to copy, and it is

practically impossible to forge the cards with the embossed hologram. However, in

the current practice, it is a person, who reads the embossed hologram at a glance.

In this respect, it is possible to forge the card by using a similar embossed

hologram and to use.

[0016]

Fig. 1 (b) illustrates an example of a credit card with the embossed hologram, in

which the card authentication is verified by the human sense. The reference

numeral 1 shows a credit card body made of plastics or the like. On its front

surface, a magnetic stripe 2 where information is recorded and an arrow mark 3 to

indicate the inserting direction of the cash card are provided. Although not shown

in the drawing, necessary matters are given thereon by embossed characters.

[0017]

The cash card 1 is inserted into a terminal device with a portion with the arrow

mark 3 at the foremost position. Near the forward end, an authentication verifying



rear surface of the card. However, the direction to insert the card into the
termnal device is the sanme. As a result, the reading direction of the
magnetic information on the credit card is reverse to the case of the cash
card. [0019] In the verifying chip 4, a pattern [A] is confirned by a
person, who inserts the card into the term nal device by visual inspection,

i.e., by SEP YQ¥hsiSRA b, foP'éB(arhﬁle[‘Qﬁ enib%@éiedbﬂoléélﬁnﬁﬂrrﬂo&ﬁém nal devi ce.
Because, in the authentication verification based on the hunan sense, there

are wide v@oigties in the ability of each individual person who confirns
and identifies, and there are differences and varieties in the conditions
of recognilnicage opsycddit cayd canlikeahdichastooard, theymagmdticcstnge tis disposeett an theven
when by the sane person. This method, thus, gives high effect in primary
scr eeni ng, repusuiface ofghe shid. i Hpwieset, dhe diroc2o] to ingentitbe gardaba theat | on
verification by using, supplenentary tools or inplenents, it is carried out
by using ulermgial dewce jsniie, sagisecAala Tesulbsthgigading dgeetion atthermaghetigsi ng a
screen with_special shape,,a magnifying device such as . a magnifying glass or
a speci allnfoymatien ppd e@é‘?ijétr%nar‘lﬁr%’ﬁﬁf‘c%t erfiags Pbsheash caflactical Iy, a

mat eri al h@m g a special optical property is mxed into the base materi al,
| am nat ed or ink using such as a base material with light-emtting
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of inplenents are used, final veri I oh dépends on human’ sense, and the

reliabilitpead pylthwcald@eminal Bvitde Buthiin €t hReN@tatioh R eftidAybaseans of
mechani cal processing, it is carried out by nmechanically detecting the

property, @uthe lammimheensegtirire arowidevdrivtles-1H theabifigy biyeachfindib@ualbj ect
material. Practically, a light-emtting material or a nagnetic material is
m xed i nt opeastrawho manfmsbnd identified, @dd fthérm ave diffdrenced anddetreties antlikevi ce i s
used. O, special coded information is magnetically or optically added by
means conditions of recognizing, psychological conditions, physical conditions, etc. even

when by the same person. This method, thus, gives high effect in primary

screening, but its reliability is low.

[0020]

In the authentication verification by using supplementary tools or implements, it is

carried out by using ultra-fine lines, special lines and micro-characters by using a

screen with special shape, a magnifying device such as a magnifying glass or a

special type filter generating optical interferences. Practically, a material having a

special optical property is mixed into the base material, laminated film or ink using

such as a base material with light-emitting property, a light-emitting laminated film,

light-emitting ink, thermo-chromic ink, photo-chromic ink, etc., and the auxiliary

tool of a special filter, a ultra-violet ray lamp, etc. is used. Even when these types

of implements are used, final verification depends on human sense, and the

reliability is low.

[0021]

In the authentication verification by means of mechanical processing, it is carried

out by mechanically detecting the property, such as the magnetic or optical



of OCR characters or magnetic barcodes, and a magnetic or optical detection
deviceé is used. [0022] 1In the authentication verifying technique by neans
of the mechani cal processing, an artifact-netrics systemusing an artifact
wi t hout having reproducibility, randomy arranged in a medium is used
instead of the information specific to the living body. This is described in
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artifact-metrics system a | ecting patt'ern of granul ar” subst ances,

a transn gSOOR dhagitterB ik trRidheif barbidéslantiiab@iignetiz dradptichiodetbsmmedddadd ern of
polymer fibers, a fiber image pattern, a nmagnetic pattern of nagnetic

fibers, a mamddm recorded magnetic pattern, a random nmagnetic pattern of a
magnetic stripe, a randomelectric charge pattern of a nenory cell, a
resonance [9@PErn of electrically conductive fibers, a resonance pattern of
a vibrating seal, etc., which are produced by nere chance, are used. [0024]
As the mat ?Ibﬂl;@ ahgrdtcation venfying teshniguedy eneans obthe mechyregid PyowssinBeattar d,
"the information of the descriptior}s of. the card" added when the card is
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(http://www.imes. boj.or.jp/japanese/jdps/2004/04-]J-12.pdf) and "The Patterns of

Artifact-Metrics in Financial Field"; 6th Information Security Symposium

(http://www.imes.boj.or.jp/japanese/kinyu/2004/kk23-2-6.pdf).

[0023]

In the artifact-metrics system, a light reflecting pattern of granular substances, a

transmission light pattern of optical fibers, a parallax image pattern of polymer

fibers, a fiber image pattern, a magnetic pattern of magnetic fibers, a

random-recorded magnetic pattern, a random magnetic pattern of a magnetic stripe,

a random electric charge pattern of a memory cell, a resonance pattern of

electrically conductive fibers, a resonance pattern of a vibrating seal, etc., which are

produced by mere chance, are used.

[0024]

As the matters subject to the illegitimate use or the forgery of the card, "the

information of the descriptions of the card" added when the card is issued to a user

and "the information of the card" given to the card in the manufacturing process are

included. ("Handbook on the Technique to Prevent Forgery on the Surface of

Affiliated IC Cards", published by the National Printing Bureau, the Ministry of

Finance (see: http://www.npb.go.jp/ja/info/ichb.pdf).



card issuance such as the card owner information, the period of validity,
etc. "Falsification, which is a typical act of the illegitimte use of the
card, is an act to alter all or a part of the information of the
de'scriptions of the card, done by erasing the genuine information and
adding illegitimate information. [0026] The information of the card is the
infornatioE)Q the card itself, other than the information of the

descri pti ons d# the card on the issued card. It is the information relating

to the carghdayrmeatidh GSthe Rs@PEONS Jk tRI&RA i91hd Mfornditidn WREK ¥ Qeedfded
patterns applied to the card in pre-printing process, printing |ayer on

under | yi ngand geieted dacthe aardBéd0wREPiseaéd wetHeay®dr, akl whichA92dhtinges @&y y i s an
illegal act conducted on the card body. Design or pattern, whic gi ves

i nf or mat i ocard édsabncegsich dshthe cardlownetyinfirmation; thet periodrof tvalidity, etand a car d,
which is simlar to the authentic card in external pearance, is produced.
Act ual | y, Falsificatenni, grivichpista eypreal acttof th@dletgttan@tarlfsaaé tgﬁt catdeissart #gtoi ¢ card
are read by the neans such as a scanner, whjch are then, edited or, altered

by using tHtermllaersa Bag of she alfmmatlﬁﬂ@,f thevdeseripjigns obthe @éd»rmméy e1@SHLevent

the forgery of the card hody wn .t hrough canbi ning the printing node,
types of i ,geﬁlp;qﬁmﬁgnggpp@pagﬁdlggg? glt“Bﬁ‘ieym? QMRHRN i nting art, but no

deci si ve t@ﬁgﬁj gque is found yet at present. [0028] The nethods for
aut henti ca verifying to recognize and identify the forgery can be

roughly cl 8eshietld & HELARARE SRR BCOMAU ALY fin B ot hod

usi ng supp enmentary tool's; hani processing. [0029]
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out by the sensuou as t e visu sense, the tacti sense

etc. The nR3ftgl® the Card H&ﬁiétfc}i d@%hé'ibﬂyéﬁbaﬁ%bpé@f‘ﬁ% ¢ BidRSrowAOr s of the
card itself, a watermark a hol ogram whi ch changes the color and

patterns ppa:wrdedpmfedttbethe @aﬂi Byprelpaigingprotdss, pristmByangh anddiiingeans to
identify by the tactile sense includes detecting
layer and laminated protective layer, etc.
[0027]
Forgery is an illegal act conducted on the card body. Design or pattern, which
gives information relating to the card body, is copied or imitated, and a card, which
is similar to the authentic card in external appearance, is produced. Actually, the
design, patterns, etc. on the surface of the authentic card are read by the means
such as a scanner, which are then, edited or altered by using the means such as a
printer. Many types of techniques to prevent the forgery of the card body are
known through combining the printing mode, types of ink, printing patterns, etc.,
only in the printing art, but no decisive technique is found yet at present.
[0028]
The methods for authentication verifying to recognize and identify the forgery can
be roughly classified as a method based on human sensuous ability; a method using
supplementary tools; and a method by mechanical processing.
[0029]
In the authentication verifying by the human sensuous ability, it is carried out by

the sensuous ability such as the visual sense, the tactile sense, etc. The means to



the surface irregularities added on the card and detecting the texture of
the card body itself. Actually, a logo mark, a special font, printing lines
for preventing copying, special color ink, enbossed hol ogram an optically
changing material, a latent image pattern, etc., which are difficult to
copy or copy and in which the authenticity of the card can be easily
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chip. [0031] In the card 1, the artifact-metrics chip 4 in formof a

t hi n- pl at ebadyayeelfimadetually,a logo amsRpa spécial dsntn printirg lines forrpreedntgganul es 5 i s
| ayered on a card base plate 7, having a non-transparent property, which
has an opeeopy;ngs spenal anlogunkhembasaed bologram,i anyopigallyichangingimaterial, a
non-transparent card surface plate 6 is further layered, in _which a

magnet i ¢ slatenbamage pattem, atcr,ovihighate difficult todiopsitas qope aBd i Whighethei ng

direction are fornmed thereon and an qpenj is_arranged at the sa osition
as the op®HRERAIGH qfH e@alfddca@d%eeewlaﬂ@enﬂd;gdxystbf vighat SERSE TR tgf“(granul es

5 are mxed |n the transparent. resin_ three-dinensionally wthout
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t hrough th Al i s specidic. tg e h i f - ics chip 4. By
i 11 21 ng EHPERRIGan e ettty BBt arGof e VBRI o ri el chip 4
i s phot ogr Qg]d via the opening, and the arrangenent - 8 pattern of the
nmetal granules’ 5 can be observed. Therefore, it is possible to identify

each indi vigualshgihial @mbetidnal EgarfpleRf 4 @RE thRefich b art@édmeirRATRD
using metal granules is mounted as disclosed in Japanese Patent Laid-Open
Publication No. H10-44650. Fig. 2 (a) is a general view, Fig. 2 (b) 1s a
cross-sectional view, and Fig. 2 (c) is an enlarged view of the verifying chip.
[0031]
In the card 1, the artifact-metrics chip 4 in form of a thin-plate shape made of a
transparent resin mixed with metal granules 5 is layered on a card base plate 7,
having a non-transparent property, which has an opening 8 for an authentication
verifying chip. And a non-transparent card surface plate 6 is further layered, in
which a magnetic stripe 2 and an arrow mark 3 to indicate the card inserting
direction are formed thereon and an opening is arranged at the same position as
the opening on the card base plate 7.
[0032]
Because the metal granules 5 are mixed in the transparent resin
three-dimensionally without regularity, the arrangement pattern of the metal
granules 5 as observed through the opening is specific to each of the
artifact-metrics chip 4. By utilizing this feature, a light to pass through the

artifact-metrics chip 4 is photographed via the opening, and the arrangement



Fig. 3 shows another conventional exanple of a card, to which an
artifact-netrics chip using fibers is nounted as disclosed in Japanese
Pat ent Lai d- Open Publication No. 2003-29636 is nounted. Fig. 3 (a) is a
general view, Fig. 3 (b) is a cross-sectional view, and Fig. 3 (c) is an
enl arged view of the artifact-netrics chip. [00341 In the card, an
artifact-netrics chip 8 containing a nesh nenber 9 and short fibers 10

t hr ee- di nepaiterns0f|the metalgrapulgs prean HeabsarvedesThereforp) hde 8ossthle tdn openi ng

of a card.pas | at.e 1, which has a non-transparent property. On the
surface of KEHE%’ ga&ﬁdn@‘é{@élalp?f@f"@t‘ﬂetﬁcﬁﬁlﬁﬁét?‘@Sgﬁlig@g‘r‘gnd an arrow mark 3
to indi CaFTEQOI%Bi card inserting direction are disposed. On the

artifact- Pts chip 8, an interference pattern is generated by the
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[ 00361 Mechanical reading of s e pattern of bionetrics or

artifact - metoskGectichabeieer, ahd Fig. [3e(c) & aeenhaygedviewadehattifaq-metricsehigpnd t he
result is identified by a pattern-recognition technique. In this respect,
there is a[@@3d$ibility that forgery can be nade according to a copying
technique. [00371 Fig. 4 shows a basic arrangenent of a card where a
nonochr omaln theeedsdsareartifacoinariesrchipiScomgainmgra méshmamigyd and plyort fibers
applicant of the present invention. Fig. 4 (a).is a general view, Fig. 4
(b) is a cl@sbrescimensignallyj migedpn g transpanent gesn is placed vie a8 OPENBELL avi ew of

e MR T I VMR L TH R LN R R
outputted. card base plate 1, a magnetic stripe 2 and an arrow mark 3 to indicate the card
inserting direction are disposed. On the artifact-metrics chip 8, an interference
pattern is generated by the pattern of the mesh members 9 and by the short fibers
10.

[0035]

This interference pattern is inherent in each of the artifact-metrics chip 8, i.e.,
specific to each card. By utilizing this feature, the pattern of the artifact-metrics
chip 8 of the verifying chip is photographed through a transmitted light or a
reflected light for the card to be identified.

[0036]

Mechanical reading of such the pattern of biometrics or artifact-metrics 1s generally
performed by an image-pickup device and the result 1s identified by a
pattern-recognition technique. In this respect, there is a possibility that forgery
can be made according to a copying technique.

[0037]

Fig. 4 shows a basic arrangement of a card where a monochromatic embossed
hologram chip is mounted as proposed by the applicant of the present invention.

Fig. 4 (a) is a general view, Fig. 4 (b) 1s a cross-sectional view, Fig. 4 (¢) is a



In a card 11, a surface plate 13 is nounted on a card base plate 14 having a
non-t'ransparent property, and an enbossed hologramchip 12 is attached on
it. Fig. 4 shows a basic arrangenent of a card where a nonochronatic
enbossed hologramchip is nounted as proposed by the applicant of the
present invention. On the surface plate 13, a magnetic stripe 2 and an

arrow mar ar.e:di [ \ S i ture of an
enbossed %5‘%8%%?&1&1@%?%% thaen&{e?%%%ds:ggloﬁ%lr%gglgmpgirq?p@?)%giH&@?glﬂqS, a pit 16
wi th dept bygginathelfindidh of Y @nffgsdl Mlogam &ip ST Figl gitt) sHbwisg and a fl at
portion 17 where no pit is fornmed are arranged. A reflection |ayer 19 nade
of a mat edewdctisnicignabagwitplitted forned on the enbossed hol ogram chip base
plate 15 and the pit 16. Reference nunmeral 18 represents a protective
cover. [00BQ]cardRel,er surfagetpdatEild.is anquoted deacairgbasenplatiel 14 havigg @en on t he
functions of the enbossed hologramchip. Alight with a wavel ength ~

(1 ambda) , n@nitramsparest propRrtyudd ahemppsseddolagsamathen 12 i18attachedonlibect ed at t he
flat portion 17 and a flat bottomaof the pit 16, and the light wth the
wavel engt K18 dashosfionhasy agangeangnt o aaiar%mer%amr@@b@maém@ngwse% the edge

of the pi 6, the. light reflected aj,.the upper end,and the.light reflected
ot the | onelozia CHinds SROULERAS DEMOPHLPY L ATHCARyORE PARRPTE SRSAHORG
negat e ea ther, The light wt .tl}%[p vel ength ~, sho each by, a broken
" he Carr Sl e itace e 1 bR Ml s MRatom mEk A as ot 3 ey

t he refle$6¢ﬁ@ | i ght detected signal dips at the boundary between the flat
portion 17 and the pit 16, and this dipping occurs two tinmes to a single

Pt T8 Brigild {c) £hs btaSic!sBAHHIrE of b enfidssdPnaiBpralicipl | ably detected - 10

[0041] The | aser amused IS an in beamWwth ; =780 nm(; /4
= 195 H?S 1Or12£5h empBssell dlédram!dhiF Bie patea DY it 86 kadh depseeqidlith 174 = 650 nm (

Hias wavelength of an incident light in use and a flat portion 17 where no pit is formed
are arranged. A reflection layer 19 made of a material such as metal is formed on
the embossed hologram chip base plate 15 and the pit 16. Reference numeral 18
represents a protective cover.

[0039]

Referring to Fig. 4 (d), description will be given on the functions of the embossed
hologram chip.

A light with a wavelength A (lambda), which enters through the protective cover
18, is reflected at the flat portion 17 and a flat bottom of the pit 16, and the light
with the wavelength 1 as shown by solid line arrows is detected outside.

On the edge of the pit 16, the light reflected at the upper end and the light
reflected at the lower end are different on their phases by 180° and accordingly,
negate each other. The light with the wavelength A, shown each by a broken line
arrow 1s not detected outside.

[0040]

As illustrated in Fig. 4 (e), the reflection light detected signal dips at the boundary
between the flat portion 17 and the pit 16, and this dipping occurs two times to a

single pit 16. By utilizing this feature, the pit 16 can be reliably detected.

- 10 -



nm is used. In case of the next generation DVD, using a blue-violet |aser

with L

ul traviol et
/4 is 101.
card capabl e of authentication verification,
present invention proposed in PCT/JP2006/325226. Fig. 5 (a)

seen fro
enl ar ged

body where

i nserting

= 405 nm an ultraviolet laser with ;L = 351 nmor a far
|l aser with ;L = 266 nmis under study. The depth of the pit, ;L

25 nm 87.75 nmor 66.5 nmrespectively. [0042] Fig. 5 shows a

e, Fig. 5 (b) is a cross-sectional view, and Fig. 5 (c)

whi ch the applicant of the

is a view as

is an

| The %’s_gﬁé%ril%@"é‘{l i R e BEFR LA 5 780 TR CAce PP Dard
aut hent | 2ol BREGERTT g B BATYR LB WREE B ol ' 5197 1

aver ed TURRDS nQf t PR dARE el & L #edd DY) G szlﬁ% olépﬁééﬂ whlieybase

plate 35 is

the like,

synthetic

veri ficati 665 nahiredpettmeelmppl i cant of the

synthetic resi te as WI ery USE In a cas

card or

O 4@ il An APAVIGIEE aséewit P! &l S51usRdord DR u‘l’trrﬁxﬁél'eﬁl 14s8F Sithl Q044]
The authentication verifying chip 32 is made of synthetic resin, and

f1 uorescent= 268/hmtisimdegstdy] EFha3depthaf e by Wl/y ig1GED5 ald, 8WVES niahe
resin plate. [0045] Fig. 6 shows a card capable of authentication

PCT/ JP2006/ 325227. Fig. 6 (a) is a view as seen from above, Fig. 6 (b)
cross-sect[48] view, and Fig. 6 (c) is an enlarged cross-sectional view

The reference nuneral

present application proposed in

is a

41 represents a, card body where a magnetic stripe 2

and an arr Big- fehRws a @rd 6ap éﬁ of authentication Ngréﬁ¢atwg whichdhe @rpligaat obHreanged.

base pl ate. 44, an 2@@%@%@%@2@ ];}%&tg(ﬁgl p 42 and a surface

On a card

pl ate 45 aPESFRly® %‘EPO"FEI‘?OPH

§abvée‘fvé‘§ére8@l on the -

11 aut hen%rl catl on }%1 ﬁj g"a ] % .t he S‘ﬂi‘ late é o ef erence
nuner al 84 P@p é)gg’n \_Sf %fé’sgfﬁﬁ g),na Wﬁ‘_”aﬂ% € F'Egt may be
layered on [ 0g UGGt B REAIE Mg &l B1 %ré‘&%té Q%a?d’ﬁ&f&c\%hé’ﬂeai e 64.

magnetic stripe 2 and an arrow mark 3 to indicate the card inserting direction are
arranged. On a card base plate 35, an authentication verifying chip 32 is layered,
and a surface plate 34 is layered further on the authentication verifying chip 32.
[0043]

The base plate 35 is a thick synthetic resin plate as widely used in a cash card or
the like, or a thin synthetic resin plate used in a prepaid card.

[0044]

The authentication verifying chip 32 is made of synthetic resin, and fluorescent
substance granules 33 are uniformly mixed all over the synthetic resin plate.
[0045]

Fig. 6 shows a card capable of authentication verification, which the applicant of the
present application proposed in PCT/JP2006/325227. Fig. 6 (a) is a view as seen
from above, Fig. 6 (b) is a cross-sectional view, and Fig. 6 (¢) is an enlarged
cross-sectional view. The reference numeral 41 represents a card body where a
magnetic stripe 2 and an arrow mark 3 to indicate the card inserting direction are
arranged. On a card base plate 44, an authentication verifying chip 42 and a

surface plate 45 are layered. Further, another surface plate may be layered on the

- 11 -



[ 00461 The card base plate 44 is a thick synthetic resin plate as w dely
used in a cash card or the like, or a thin synthetic resin plate used in a
prepaid card. The surface plate 45 is made of synthetic resin, having an
openi ng where the authentication verifying chip 42 is to be placed at the
center. Aradiation admtting material or a radiation shielding material

may be use -he: I: r.f 5. Aradiation admtting
material i gutﬁgré 8%% df?# gclg %@%&h@gﬁc%ﬁ]&g@ ed further on the
aut hent i caRefRRey & hiniéAPss Pefte téﬂ%uléﬂaée PR, haki dnofHfe® islrfel pREEmRY dee 45

[00471 The authentication verifylng I'p 42 has such an area and thi ckness

to be plackgetdd o tiR ARRAItRAtION vERFiIfUEHipG2 Mldahe shbfacepldte 64li oacti ve
substance granules 43 are nixed therein. a -ray radi oactive substance such

as 232Th, @BAB] 238U, / -ray radioactive substance such as 40K 21 Pb, etc.
may be used as natural radioactive substance granules. a -ray radioactive
subst ance dtettaukbaéiphate 4444 @rthicktsynthesiedreRin plateyas widielyaesadva aseashtcartte such
as 'Co, 90 Sr, WCs, etc., and y -ray radioactive substance such as 22Na,
"Cr, | M, erths lisyos aithgpsynthetargsieplate usad Hea peepaideard. o rkher suzfage plate

radi oactive_substance granul es. [00481 When considering the.probl.ens

el ated ol Fﬁe“@ﬂ%&gﬁYlgL%C Fesih i B4, A0 QPETNIH BB U R eI VeI e of y

- di i h hi di ) | d i
Sy o1 d ng. FEPALTS T QEIRER 8 i rer-oft Epoi A moerel g ¢ SHEaToHuni cn
rad oact | vegid AieRE ek el e A EE mBt B Rt Al subely elophaifdiRR 1 the

det ecti ng a&‘iﬁﬁ‘ggg a8 9s ubdd fob ads‘?ﬁatEgBk‘i&‘e Wiadh fsNeyer¥a tlighdiCof fR) N, Where

radi oactive su ance granules are e mxed, I's a material, 1s not

changed by adithdh@éaten veliBRAP thip 422and the ARANERErBR fitfacs plate @oen Publ i cation
No. 2004-171109, a verification device "having a substance Lanb which is

enbedded i [o0a7base material with high transparent property and which
reflects light, is disclosed. In this verification
The authentication verifying chip 42 has such an area and thickness to be placed in
the opening of the surface plate 45, and radioactive substance granules 43 are
mixed therein. « -ray radioactive substance such as #?Th, #°U, #*U, B -ray
radioactive substance such as *K, ?'%Pb, etc. may be used as natural radioactive
substance granules. «-ray radioactive substance such as *!Am, 2#Cm, etc., and 8
-ray radioactive substance such as ®¥Co, ¥Sr, ¥'Cs, etc., and vy -ray radioactive
substance such as #Na, 3'Cr, *Mn, *Co, **Co, **Ba, **'Am, etc. may be used as
artificial radioactive substance granules.
[0048]
When considering the problems related to the exposure to radiation, it is desirable
to avoid the use of v -ray radioactive substance because the reaching distance is
long and its shielding is difficult. If granules of a non-radioactive substance, which
1s an isomer of radioactive substance, are mixed, the mixed condition of the
radioactive substance granules cannot be confirmed unless radiation detecting
means is used. It is desirable that the synthetic resin, where radioactive substance

granules are to be mixed, is a material, is not changed by radiation.

[0049]
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device, Lanb in formof a cylindrical shape, a quadrangular prismor a

quadrangul ar pyramd for reflecting |ight on the surface is enbedded at

randominside a transparent resin. [0050] |[Patent Docunent 11 Japanese

Pat ent Lai d- Open Publication No. H10-44650 |[Patent Docunent 21 Japanese

Pat ent Lai d- Open Publication No. 2003-29636 [Patent Docunent 3] Japanese

Pat ent Lai d- Open Publication No. 2004-171109 4[Non- Pat ent._Docunent 1]

"Fi nanci al IBlapanesssPatant baitiQnen: Pulticatiorns Nop@04-$hd@9bg vertheationglevicgt e f or

Monet ary and [Econom c St udies, .the Bank, of Japan (http://ww.ines.

llgo{ or ipl faﬁaf‘e?sé‘bftaﬁ,%q ﬁ_@mﬁ/vdudzé_lsmb%ﬂé_ lepgaﬁ-t?a@ é‘ﬁftte@?c‘t’l%f mgth_z] "ghe -

atterns o rtifact- rics in. Financi.al  Fie). or ion Security

[Smonpo;i ;Jm EWP?W?%VWE;? 4n g‘fh.l(glrr. F‘i%ﬂ%ﬁe‘ éi‘%lwaf JSRBHICIURN ¢ ) .
n- Pat en . " . e I e on e

Surface of hﬁ%?‘fp’ﬁl‘r@?ée foen@gdggﬁl&blg%ls?lgﬁeé@ i@af%gﬁlﬁg%rgh]a%ﬁeghy n(ﬁ?'?él%ur eau,

the Mnis i ; : )g% | B haddhtipbashb. pdf) .

Di scl osurebg%ﬁnaﬂgﬁjl %gﬁﬁ%ﬁm&%%&%ﬁa e%ﬁ\c}gdrﬁ(qégnﬂaa?% 16#0 overcone the

above probk@Hgparéiit re§ind first object of the present invention to provide a

structure of an authentication verifying chip, which has a non-reproducible

and copy-uf@sog verification pattern. [0052] Also, it is a second object of

the invention to provide a nmethod for producing an authentication verifying

chi p, whi ciiPdtest BocopsntuljabJapauese Pateat Laid-Qgert Beblicatiod 3o. H1058§650 Fur t her

it is a third object of the invention to provide neans for reading a
verificati bfatpatt PecumentiZih JapanessbPatenvoLaddyper] Baguhtion No. 2003-29636

[Patent Document 3] Japanese Patent Laid-Open Publication No. 2004-171109
[Non-Patent Document 1] "Financial Business and Artifact-Metrics" published by
the Institute for Monetary and Economic Studies, the Bank of Japan
(http://www.imes. boj.or.jp/japanese/jdps/2004/04-J-12.pdf)

[Non-Patent Document 2] "The Patterns of Artifact-Metrics in Financial Field";
6th Information Security Symposium
(http://www.imes.boj.or.jp/japanese/kinyu/2004/kk23-2-6.pdf)

[Non-Patent Document 3] "Handbook on the Technique to Prevent Forgery on the
Surface of Affiliated IC Cards", published by the National Printing Bureau, the
Ministry of Finance (see: http://www.npb.go.jp/ja/info/ichb.pdf).

Disclosure of The Invention

Object of The Invention

[0051]

To overcome the above problems, it is a first object of the present invention to
provide a structure of an authentication verifying chip, which has a
non-reproducible and copy-unable verification pattern.

[0052]

Also, it is a second object of the invention to provide a method for producing an

authentication verifying chip, which has a copy-unable verification pattern.
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Also, it is a fourth object of the invention to provide neans for certifying
that the wverification pattern is authentic. Means for The Object [0055] To
attain the first object of the invention, the present application provides
an” invention on a structure of an authentication verifying chip in which
iridescence is viewed where an incident |light entered into a transparent
medi um app@5gjj as strengthened when the phase of the light reflected at
the surface oOf  the transparent nedium concurs with the phase of the |ight

refl ect ed Phuhfe if A uH 4GS dind fifvenTBflty FoaldpeRReRt odadig yeakened uhen

t he phases o e above reflecte fer by one-halt of the

wavel engt hyedifQB6h patternivhiehfis lfighle @6 @pply.obj ect of the invention, the
present application provides an invention on a nmethod to produce an

aut henti caf00dd] verifying chip in which iridescence is viewed. [0057] To
attain the third object of the invention, the present application provides
an i nvent Atso, itab atfowmgh tobjent efithef ioventemdioprouide meeansdox cemifying dhatetheon from
the authentication verifying chip in which iridescence is viewed and to
confi r m t heerificatipe Patfersy is AULhentiCi cat i on i nf ormation. [0058] To attain the
fourth object of the invention, the present application provides an
invention relating to neans for certifying the validity of the

aut henti cafj on verjfyi chip by an authentication verifying chip producer
si de by usM?@nﬁ rat‘?%@ﬁﬁ%ati on - 14 certifying chip where the information

of the aut m& cation verifying chip is encrypted. Effects of The Invention
[0059] It IS Lpossi ble to forge and falsify a card provided with an

aut hent i cai, O 4P el s 8hject of the invention, the present application provides an
invention on a structure of an authentication verifying chip in which indescence is
viewed where an incident light entered into a transparent medium appeared as
strengthened when the phase of the light reflected at the surface of the transparent
medium concurs with the phase of the light reflected at the rear surface of the
medium, and appeared as weakened when the phases of the above reflected lights
differ by one-half of the wavelength.
[0056]
To attain the second object of the invention, the present application provides an
invention on a method to produce an authentication verifying chip in which
iridescence is viewed.
[0057]
To attain the third object of the invention, the present application provides an
invention relating to means for reading authentication information from the
authentication verifying chip in which indescence is viewed and to confirm the
validity of authentication information.
[0058]
To attain the fourth object of the invention, the present application provides an
invention relating to means for certifying the validity of the authentication verifying

chip by an authentication verifying chip producer side by using an authentication
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chip having a substance in which iridescence appears, which is formed by
nmere " chance and is inpossible to copy. Brief Descriptions of The Draw ngs
[0060] Fig. 1 shows a conventional type cash card or credit card; Fig. 2
shows an exanple of a conventional type card using artifact-netrics based on
metal granules; Fig. 3 shows an exanple of a conventional type card using

artifact-netrics based on fiber pieces; Fig. 4.shows an.ex Le of a card
orovi ded WRETRTER ERBORLE: tHEITBIGFRAON, 0k heraThentica ion EpiBiNE-GUR A p of an

i nvention accordi,ng to a prior application; Fig. 5 shows an exanple of a
card provi g‘ifymeldh an aut hentication verifying chip of an invention

according to a prior application; Fig. 6 shows an exanple of a card provided
wi th an authentication verifying chip of an invention according to a prior

appl i cat i opsefis®hf Thel Invbstidiat €s a principle of the iridescence phenonenon
appearing; Fig. 8 illustrates another exanple of the principle of the

i ri descencgyp9gnomenon appearing; Fig. 9 shows an embodinent of a card
provided with an authentication verifying chip of iridescence based on the
princi pl e of is kinpossibhle Fo gorge QunidSalaify e chal pedided emitlo in anthentibatini waifyng
verifying chip of iridescence; Fig. 11 shows an enbodi ment of a nmethod for
manuf act ur chip hamingua sidistincatin ovhich ir®scenee iappéars, which ioformeddwsmertce; Fi g.
12 shows an enbodi nent of _a nmethod for manufacturing the card provided with
an aut hent Fance @ndve impessthle Ehrepyof iri descence; Fig. 13 shows a structure
of an authentication verifying chip of iridescence based on the principle
of Fig. 7; Fig. 14 shows an enbodi nent of the authentication verifying chip

based on t Fief eisgr%i)tPolnes o?fThE:i ﬂfav&%ﬁgs
[0060]
Fig. 1 shows a conventional type cash card or credit card;
Fig. 2 shows an example of a conventional type card using artifact-metrics based on
metal granules;
Fig. 3 shows an example of a conventional type card using artifact-metrics based on
fiber pieces;
Fig. 4 shows an example of a card provided with an embossed hologram
authentication verifying chip of an invention according to a prior application;
Fig. 5 shows an example of a card provided with an authentication verifying chip of
an invention according to a prior application;
Fig. 6 shows an example of a card provided with an authentication verifying chip of
an invention according to a prior application;
Fig. 7 illustrates a principle of the iridescence phenomenon appearing;
Fig. 8 illustrates another example of the principle of the iridescence phenomenon
appearing;
Fig. 9 shows an embodiment of a card provided with an authentication verifying
chip of iridescence based on the principle of Fig. 7;
Fig. 10 1s an enlarged view of an authentication verifying chip of iridescence;

Fig. 11 shows an embodiment of a method for manufacturing an authentication
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Fig. 15 shows anot her enbodi ment of the authentication verifying chip based

on the principle of Fig. 8 Fig. 16 shows still another enbodi nent of the
aut hentication verifying chip based on the principle of Fig. 8, Fig. 17
shows yet still another enbodi nent of the authentication verifying chip

based on the principle of Fig. 8, Fig. 18 shows an enbodi nrent of a card
provided with an authentication verifying chip of iridescence of another
structure PEE¥MEZSNR ALINGERGRICE e of Fig. 8; Fig. 19 illustrates a principle

£ othe iri h . h h . . ey
chi pof 1 rfBedgangnd of Wpame Rz Rl RurPlibiEdhe AR OB "V o
of the aut %s?gﬁtlh(éﬂﬁ&%% Kr%hjg{i}félﬂﬂi Ccﬁi'ﬂd@sfcenée{"i descence of Fig. 19; Fig. 21 is
an enl arge e 0SS €EChi'sh Few of 'an sutfentication veri fying chip of

i ri descencpjgih §Rngws hrdaiciire diiaixfa%h%?ﬁic&ﬁ&mw@xng%hiﬁgiﬁd%géerﬁb%ase@ shows a

differently arranged enbodi nent of the authentrication verifying chip based
on the pripgiid prindiplei d-Fig;7;Fi 9. 23 is an enlarged cross-sectional view of
the iridescence chip of Fig. 22; Fig. 24 is an enlarged cross-sectional

vi ew of anFig ildehowsae enthiodiménthoftthe aotheaticatiinr varifying chipobasetdronfthg. 22; Fi g.
25 shows an enbodi nent of a card provided with an authentication verifying
chi p havi nprimmplerdfdégdnce substance regularly arranged; Fig. 26 is an

enl arged cross-sectional view of an authentication verifying chié) - 16

havi ng an Fig désbewe anethiss eabedimant iof s autbentieationtvierianng ehipihased ppg. 27
shows a structure of the iridescence substance of Fig. 25 and the principle
of the irimeé’ﬁg“bﬁ-%ce of Fig. 26; Fig. 28 shows an enbodi nent of a

O B S S b AR a5
an aut hent br??ﬁé &qné/l&reigf;ﬁigg&chi p prepared according to random
Fig. 17 shows yet still another embodiment of the authentication verifying chip
based on the principle of Fig. 8;
Fig. 18 shows an embodiment of a card provided with an authentication verifying
chip of iridescence of another structure based on the principle of Fig. 8;
Fig. 19 illustrates a principle of the iridescence phenomenon appearing on the
authentication verifying chip of iridescence of Fig. 18;
Fig. 20 1s an enlarged cross-sectional view of the authentication verifying chip of
iridescence of Fig. 19;
Fig. 21 is an enlarged cross-sectional view of an authentication verifying chip of
iridescence with a structure different from that of Fig. 20;
Fig. 22 shows a differently arranged embodiment of the authentication verifying
chip based on the principle of Fig. 8;
Fig. 23 is an enlarged cross-sectional view of the iridescence chip of Fig. 22;
Fig. 24 is an enlarged cross-sectional view of an iridescence chip with the other
structure shown in Fig. 22;
Fig. 25 shows an embodiment of a card provided with an authentication verifying
chip having an iridescence substance regularly arranged;

Fig. 26 is an enlarged cross-sectional view of an authentication verifying chip
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nunbers; Fig. 30 shows an exanple of a position alignnment mark; Fig. 31
shows “an enbodi nent of a readi ng device using an i mage pickup device; Fig.
32 shows anot her enbodi nent of a readi ng device using an inage pickup
deVice; Fig. 33 shows an enbodi nent of a chip reading device using reading
elements ina mtrix form Fig. 34 shows an enbodi mrent of a chip reading

devi.ce usi Ri£af it el RIS b il AYindy GrcEiaPpatgean enbodi ment of a

readi ng device>using a single reading elefme ’shows a verifying

chip readi pg 9066 ‘3%?{%&8 € Hthé iﬁdé&@éxﬁ&%@%&n@é of Plg. Qﬁ%nd%hQ%}ﬁgi‘Bl@'

mrror conbi'ned; Fg. 3 ws an exanple of a reading nethod; Fig. 38 shows

an exanpl eofil igidBédedcd BebstardidFigetenod of Fig. 37; Fig. 39 shows another
exanpl e explaining the reading nmethod of Fig. 37; Fig. 40 shows an exanple

of a card pig8dhdwsiahlembodanéiterfta cad ippovided withi angauthémication varifying

aut hentication certifying chip; Fig. 41 is a flowhart to explain

aut hent i cathiprhagmgtanf irndesdeoce stbstireecrithl apdthan strnctufil deatd sy régutprly42 shows
anot her exanple of a card provided with an authentication verifying chip
and an aut B@aegesiati on certifying chip; Fig. 43 is a flowhart to explain
aut henticatjion certification of the card shown in - 17 Fig. 42; Fig. 44
shows anot Ki& 28@9% @nuthenbisatipnyeRfy MELhip PrEPAFedaRcAEhRg Exfandamyer i fyi ng
chip and an authentication certifying chip; Fig. 45 is a flowhart to

expl ai n auPW@E?TScati on certification of the card shown in Fig. 44; Fig. 46

onove =t a0 OBl pF i Byt o 2t enci cator
Fig. 31 shows an embodiment of a reading device using an image pickup device;
Fig. 32 shows another embodiment of a reading device using an image pickup
device;
Fig. 33 shows an embodiment of a chip reading device using reading elements in a
matrix form;
Fig. 34 shows an embodiment of a chip reading device using reading elements in
array;
Fig. 35 shows an embodiment of a reading device using a single reading element;
Fig. 36 shows a verifying chip reading device designed with a paraboloid mirror and
a polygonal mirror combined;
Fig. 37 shows an example of a reading method;
Fig. 38 shows an example explaining the reading method of Fig. 37;
Fig. 39 shows another example explaining the reading method of Fig. 37;
Fig. 40 shows an example of a card provided with an authentication verifying chip
and an authentication certifying chip;
'Fig. 41 is a flowchart to explain authentication certification of the card shown in
Fig. 40;
Fig. 42 shows another example of a card provided with an authentication verifying
chip and an authentication certifying chip;

Fig. 43 1s a flowchart to explain authentication certification of the card shown in
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Fig. 47 is a flowhart to explain authentication certification of the card
shown<in Fig. 45; and Fig. 48 is a flowhart of a nmethod for protecting the
readi ng. Brief Description of The Reference Nunerals [0061] 1, 21, 24, 11,
31, 41, 61, 81, 101, 111, 131, 151, 191, 194, 196 and 198: card 2: a
magnetic stripe 3. an arrow mark 4, 8, 12, 21, 25, 65, 78, 82, 102, 112,

132, 140, 153 and 192: an authentication verifying chip 5 netal granules
6, 13, 34, Fag 4264, 84, 104, 113, 133 and 154: a surface plate 7, 14, 35,

44, 63, 85,.105, (114, 134 and 152:_ a base plate.9: a nesh.nenber . 10: fi ber
pi ece 50, 3% %ﬁhowé,aneﬁaerﬂ?mvg, Ofygacarg pro a?& rfet%, an;qhenticitign yerigng

t ranspar ent, nedi,um and 95: an incident surface 52, 55,

56, 60, 92Fh‘8r?d‘d9361.a‘%@&%ﬁ%@%ﬁ%%@éting 65, 77, 78, 82, 102, 112 and
132: : : i , , 82,
o T des cono Btk 8 i WtRaClo' Sl afthenfidinipf terdicaiBf of the BatlicBiiEnh

surface 93 p;d2Q. and 129: synthetic resin 121 and 124: a chip base nenber
117: a pit 141:"a position alignnment mark 142: a line to start the reading

in nmoving ghig eetdheRs stliBinothdrl dx@mpRe bf NeHA frheide@ Adihnsh hitheMydafigndi recti on
verifying chip and an authentication certifying chip;
Fig. 47 is a flowchart to explain authentication certification of the card shown in
Fig. 45; and
Fig. 48 1s a flowchart of a method for protecting the reading.

Brief Description of The Reference Numerals

[0061)

1, 21, 24, 11, 31, 41, 61, 81, 101, 111, 131, 151, 191, 194, 196 and 198: card
2: a magnetic stripe

3: an arrow mark

4, 8, 12, 21, 25, 65, 78, 82, 102, 112, 132, 140, 153 and 192: an authentication
verifying chip

5: metal granules

6, 13, 34, 45, 64, 84, 104, 113, 133 and 154: a surface plate

7, 14, 35, 44, 63, 85, 105, 114, 134 and 152: a base plate

9: a mesh member

10: fiber piece

50, 53, 57, 68, 69, 74, 75, 83, 90, 94, 103, 118, 127 and 135: transparent medium
51, 54, 58, 59, 91, and 95: an incident surface

52, 55, 56, 60, 92, and 96: a surface for reflecting

65, 77, 78, 82, 102, 112 and 132: transparent synthetic resin

22, 66, 73, 74 and 75: a piece of iridescence

67: a layer for reflecting
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144 and 145: a line to indicate the end portion 146: a mark for

synchroni zation 191, 196 and 198: a card body 155 and 156: a lighting
source 157: a color canera 151: R LED 152: G LED 153: B-LED 164: a
nonochrome canera 166: light emtting/detecting elenents matrix 171: a red
light emtting/detecting elenments array 172: a green |ight
enitting/dg&eq%h?glelenents array 173: a blue light emtting/detecting

el enents array 4: light emtting/detecting elenents 181, 185 and 186: a

reflecting,gi ryguni@N! {age Parabolic cylinder 182: alight hole 184: a
pol ygonal mgnr raor ui18§ﬁ:§’|$|ﬂight emtting/detecting el ements Best Mde for

Carrying Og3, iPseandnoent s@ithetiORG&A] - 19 Description will be given bel ow on
enbodi ments of the present invention according to the present application.

[ Aut henti ca21 amd ¥24:i fayshijgbade memBef erring to Fig. 7, description will be

gi ven below on a principle that the iridescence appears. A material, where
a phenonendl’:ofa pit i descence appears, referred as "a hol ogram fl ake" or
sinply as "a hol ogram (l'f I ake% " is currently marketed. The hologramflake is
not an act ¥4l Bdloshoarligomeat magkspar ent obj ect not colored and sinmilarly to

a case of e hol ogra iS seen jn color_.according to the interference of
i ght . 1 51 a line {0 start the reading in moving direction J

143: a line to finish the reading in moving direction
144 and 145: a line to indicate the end portion

146: a mark for synchronization

191, 196 and 198: a card body

155 and 156: a lighting source

157: a color camera

151: R-LED
152: G-LED
153: B-LED

164: a monochrome camera

166: light emitting/detecting elements matrix

171: a red light emitting/detecting elements array

172: a green light emitting/detecting elements array

173: a blue light emitting/detecting elements array

174: light emitting/detecting elements

181, 185 and 186: a reflecting mirror having a parabolic cylinder
182: a light hole

184: a polygonal mirror

183: light emitting/detecting elements

Best Mode for Carrying Out The Invention
[0062]
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In the enbodi ments as described bel ow, an iridescent substance such as the
hol ogram fl ake is referred as an iridescence piece. [00631 In Fig. 7, the
reference nuneral 50 is a thin |ayer of a transparent medium which is
pl'aced in a mediumw th an absolute refractive index no, e.g., a PET resin
with thickness d. Its absolute refractive index is n,. 51 represents an

i ncident syrface. on.the transparent tum 50, and 52 represents a,surface
for rer eotlestibtion will BE elveR Belige o atodionte ct £ predal FVRB oL OBt ed | or
the reflecti rface ..52. [00641 As shown in Fig. 7 (a), when an incident
light wt h%ﬁ% aﬁ%gﬁteﬂ) 1EaZt,1on. perpendi cularly enters the incident surface 51

of the tra [ I : ihh the absolute refractive index n, froma
AR aBing Mo

medi um wi t index no, a part of the incident |ight

is reflect gdf@tinghs Figcy, Qfé@éri;&whfﬁﬁleoé%iveﬁ bRloWeeh 4PrinMplé tighit fther ent
refractive index, and the other part of the light enters the transparent

medi um 50. irfdescén@dppehish t he wavel ength ;L , perpendicularly enters the
transparent nmedium 50 at an incident angle 0 = 0. Here, to facilitate the
expl anat i o\, material, wherera pidmamenbe of irjdescemteeappeats, eefered as rfia holggemm [ 00651 -
20 After entering the transparent nmedium 50, the light is reflected at the
refl ecti ngflakeidorsuimiplces thdlegrams@ake)é is ednremtly markeiddx Bte holegnandflake i s
different, .and it is _ reflected fromthe transparent medium 50 with

refracti vels Refe3d actualdhologramemt @rrangparens 9bisctipet ¢aloned and\semiladieto Ao, [ 00661

L o A s 5o e et BT 7, 1)
1e11 290 Hhgnd AR I A AET B S SRR SRR TR L, LI OL o,
at the ref lh%ﬁ)tgjrﬂﬂ fRKE i@ F8e2éd 3S an iridescence piece.
[0063]
In Fig. 7, the reference numeral 50 is a thin layer of a transparent medium, which
is placed in a medium with an absolute refractive index n,, e.g., a PET resin with
thickness d. Its absolute refractive index is n,. 51 represents an incident surface
on the transparent medium 50, and 52 represents a surface for reflecting.
A reflection layer made of metal or the like may be used for the reflecting surface
52.
[0064]
As shown in Fig. 7 (a), when an incident light with the wavelength 1
perpendicularly enters the incident surface 51 of the transparent medium 50 with
the absolute refractive index n, from a medium with the absolute refractive index
n,, a part of the incident light is reflected at the incident surface 51 of a medium
with different refractive index, and the other part of the light enters the transparent
medium 50.
The light with the wavelength A | perpendicularly enters the transparent medium
50 at an incident angle 6 = 0°. Here, to facilitate the explanation, it is shown
that the light enters at a certain angle.
[0065]
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shown in Fig. 7 (a). The symbol "n" represents a relative refractive index,
and n = n,/no. As aresult, the reflected Iight wth wavelength ;L 1 is
strengthened. [00671 As shown in Fig. 7 (b), when the condition d = (m+
1/2);L ~2n, i.e., ;Lz = 2dn/m is satisfied, the phase of the |ight
reflected at the incident surface 51 is different by one-half of the

O AT R
oo AL DGR S B B ML, 1, g
at o it act o CEbHaRG RS 30 wilh rIBkyY 0K 1 Qlhe i Ot ©

rel ati onshizgthofbsoRitd ré&rdceive ifHex . N exi sts between the incident angle O ;,
the refractive angle O r and the relative refractive index n. Based on this

rel ati onshi@e6] he |light entering at the incident angle 6 ; enters the
reflecting surface 52 at the refractive angle 0 . and is reflected at a
refl ecti onlatys eas®, if acehditien: def| (et tet/2) Aoy, he.,i hgi dehin/(surf B2k 151 at an
angle 0 ;. [00691 Wen a light with a wavelength R 3 enters the incident
surface 51satisficdevheneimiéma positipd intagrgl sumber, ghel phaser eff thadighti reflectddeat

refractive angle O where mis a positive integral nunber, if a condition: d
= (m + 1/ 2fhe incident,sudaced]; 1seequal: to the phass, ol the leght reflected, vdyich passesit i sfi ed,

2008 Sl A SRS R 2
reiecrea stopREtFisctahe 1o Yealdbal LI R BRI Bt om as

aresult, Eﬁﬁ reflection of the light wwth the wavelength ;L , is
strengt henell.” [0070] As shown in Fig. 7 (d), when a light with a wavel ength

;L a enter asthRshRcindeRhected light with wavelength 2 | is strengthened.
[0067]
As shown in Fig. 7 (b), when the conditiond = (m + 1/2)A ,/2n,1e, 1 , =
2dn/m, 1s satisfied, the phase of the light reflected at the incident surface 51 is
different by one-half of the wavelength from the phase of the light reflected, which
passes through the transparent medium 50 and is reflected at the reflecting surface,
and the lights negate each other.
As a result, the reflected light with the wavelength 1 , is attenuated.
[0068]
As shown in Fig. 7 (¢), when a light entering at an incident angle of 6 ;, which is
not 0°, the light is refracted at a refractive angle 6 . at the incident surface 51. In
this case, a relationship of "sin 6 /sin 6 _ = n" exists between the incident angle
6 ., the refractive angle 6 _ and the relative refractive index n. Based on this
relationship, the light entering at the incident angle 6 . enters the reflecting
surface 52 at the refractive angle 6 _and is reflected at a reflection angle 6 | and
is reflected from the incident surface 51 at an angle 6 ..
[0069]

When a light with a wavelength 2 , enters the incident surface 51 at the incident
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surface 51 at an incident angle O ; and is refracted t a refractive angle O
if a condition: d = (m+ 1/2) X,/2ncos Oi.e., .l , =2dncos O /m is
satisfied, the phase of the light reflected at a reflection angle 0 ; at
the incident surface 51 is different by one-half of the wavel ength fromthe
phase of the light, which passes through the transparent nedium?50, is

reflected ahyhg raflecid. A M hASRRAIv Meid 9 TaGhed Alis Wb dent

surface 51, d dt an ex ang om "As a result’ e reflection

of the || oot huber MEYEDRIGUE -2 S YD IPOTUL, A LI ey e

wavel ength XS o ht selectively exits“or t Ravél erfgth™;, |, o he

l'ight, whi cAmdeeg2)nes saeixfiéd, tHe pRASISofORe tipht eeFdchal &f thehefls@ionasigler® angle O
i.e., "cos O The reflection angle 0 , depends on the incident angle 0 ; and

the inci dantheaingldenOsurfice 51higregaal tocthe phaskief the lighewhich paddes theoughr esul t,
the wavelength of the light, which exits selectively as shown in Fig. 7 (a)
and Fi g. 7thd tansparenthmediamed(;ngrdflested dtethkirgfiectinghdurfacel68sisrthenexit as
shown in Fig. 7 (c) and Fig. 7 (d), is changed non-gradually. The col or,
whi ch appeaefiedted aththe meident; surfage bégdand atdsexshargle athd thesafspincat ed col or s
with nulti-]layer arrangenent a Many of such conplicated col ors exist

in natureASutFesall, e relgety o 23{81.& math’ e wavglengtihil a 1psigengthensd. scal es of

butterfly, @(?7 i nner surface of a shellfish, etc. [0072] - 22 Referring to
Fig. 8, ded i%tion will be given on a principle of the various iridescence

FRei 11 t at e ErgodRo e T oh: "He A AR B bort BN RE PAJRLC whi oh
perpend, Ul S0Py SMGEPFL SR TR { S00RE B IPR ST,
he o 3 CHRAIecomE 1, o et onouil agen il Seatspmen
surfaces S5@hatdoffle 1RME réflelted atSiFdfiReBorRinglE ey I af HRCIncRRNE SMERES] is

different by one-half of the wavelength from the phase of the light, which passes

through the transparent medium 50, is reflected at the reflection surface 52, is

refracted at the incident surface 51, and at an exit angle 6 , therefrom.

As a result, the reflection of the light with the wavelength 1 , is weakened.

[0071]

In this way, the wavelength 2 , of the light selectively exits or the wavelength 1 ,

of the light, which does not exit, depends on the cosine of the refractive angle 6

1e., "cos § ". The reflection angle 6 , depends on the incident angle 6 ; and the

incident angle 6 ; is changed non-gradually from 0° to 90°. As a result, the

wavelength of the light, which exits selectively as shown in Fig. 7 (a) and Fig. 7

(¢), or the wavelength of the light, which does not exit as shown in Fig. 7 (¢) and

Fig. 7 (d), is changed non-gradually.

The color, which appears in this way, is called iridescence, and complicated colors

with multi-layer arrangement appear. Many of such complicated colors exist in

nature such as on feather of a bird, on a wing of a beetle, on scales of butterfly, on

inner surface of a shellfish, etc.

[0072]
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The reflection surfaces 55, 56 and 60 may be reflection | ayers nade of netal
or the |like. [00741 Absolute refractive index of the transparent nedi um 53
isn,. Relative refractive index to a nedium which has absolute refractive
index no, is n. Its thickness is not uniform and it is partially with

t hi ckness of d, and partially with thickness of d2. [00751 This transparent
medium 53 is flat on a front surface 54, while, on a rear surface, it has
55 wit h t hReferragstaoFige 8adescaption whll baigtiencwsa pfindple drthelvaripugti on 55 where
the thickness of the transparent nmedium 53 is d" when a condition d, _ (m+
1/2) ;L j 2ndescense pppaasig by, stranspaesnt tnedinmghvingdifferens shickgesswavel engt h
condi tion 2 =2d,n/(m+ 1/2), the phase of the |ight reflected at the
front surf@eE ;*)Q%qcﬂlt?tﬁet%&ﬁﬁéaéthrhé‘e%%’émdf’lntb?egll"? Hf‘,t{"‘?\/llfg@h "gﬁ%lkes t hr ough
the trans aréﬁ%ﬁe?i um53 . and is reflected at the rear surface 55. In this

case, in iRETP ¥ FRSELS Hhe Wansherent MefiUMas 2 result, the Iight with
wavel engt F\QP 2 is reflected strengthened. [00761 In case of the |ight,
[

whi ch sat s the condition d, _ (m+ 1/2);L 1/2n, i.e., when the |light
Lisfi oo o 1 . Caht

ot oct od AdtPREHERCARNANE B3R, b o B S RatTp b SultiSR it 0l engt

from the  sufde, RRARR iflechP shitfRs SWRISS RARTRSiGNS@Yalast he transpar ent

medium 53 and I's reflected at the rear surface 55. As a result, the |light

with the wpetangatentimddium 52hd slsdvad inBak 8n@Y has {HOAdMeMaifdche abi ght
satisfies the condition d2 =(m+ 1/2) X 1/2n, i.e., when it satisfies the

wavel engt hnegalr tsucface$ 58 a6 randm flat Shehhce uddreerdfleetioihswmifavess of t he
transparent nmedium53 is d2, the phase of the light reflected at the front
sur f ace 56Thé sefteetion andaces 55056 phd $6 iy béreefléction layeins atadpad seetalt dir degh t he
t ranspar enltike. medium 53 and is reflected at the rear surface 56.
[0074]
Absolute refractive index of the transparent medium 53 is n,. Relative refractive
index to a medium, which has absolute refractive index n,, is n. Its thickness is
not uniform, and it 1s partially with thickness of d, and partially with thickness of d,.
[0075]
This transparent medium 53 is flat on a front surface 54, while, on a rear surface, it
has 55 with thickness of d, and 56 with thickness of d,.
On the portion 55 where the thickness of the transparent medium 53 is d;, when a
condition d, = (m + 1/2) 1 ,/2n is satisfied, i.e., when the light satisfies the
wavelength condition 2 , = 2d;n/(m + 1/2), the phase of the light reflected at the
front surface 54 is the same as the phase of the light, which passes through the
transparent medium 53 and is reflected at the rear surface 55. In this case, m is
an arbitrary integral number.
As a result, the light with wavelength A , is reflected strengthened.
[0076]
In case of the light, which satisfies the condition d, = (m + 1/2)1 ,/2n, i.e., when
the light satisfies the wavelength condition A ; = 2d,n/m, the phase of the light

reflected at the front surface 54 is different by one-half of the wavelength from the
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As a result, the light with the wavelength X , is reflected strengthened.
[0078] Also, in case of the light, which satisfies the condition d2 = (m +
1/2) ;L 2/2n, i.e., when the light satisfies the wavel ength condition ;L 2
= .2d2n/m the phase of the Ilight reflected at the front surface 54 is
different by one-half of the wavelength fromthe phase of the light, which

Eﬁffizie;?,%"ﬂ%g o e SERE RHEPrssEn e ﬁ%m&%ﬁm 9 fld or lreif”ed
Vi owed on KRS tBésfs%‘dSPr?aEﬁ?Ba'ant Soap bubbl e in the air o on &
col orl ess 'Eﬁlhaqi Lk s&%rlgﬂg Vmﬂ t(h% W%}%wzlg\@éﬁted[% edWen the |ight

satisfies econltlo enlt satisfies the
wavel engt hyggmglition X , = 2d,n/m where the thickness of the transparent
medi um 57 i's d" the phase of t he light reflected at the front surface 58 is

di fferent Whenohe-lipht Gatffiet e WENvEtiONd] B (for #m/2)E f2hase., dfhehhesdtisgies, whi ch

passes through the transparent medium 57 and is reflecfed at the rear
surface 60thefwavelemgthiconditibr 1i ght2dm/th  N2)waetecthgt thickness of thef | ect ed
weakened [0081] - 24 In case of the light, which satisfies the condition
d, (m + trapjparertt Badiuin 83 is @hthre phdse of Ithﬂlilglﬁaltaﬂstthedsat the frant swrdacgt 56
condltlon R 2 = 2d, n/o(kg1+ 1/2£ t he phase of the light reflected at the
front surf #cdesBnesas Hie pase o the lghtpwhich pepsastéroughinthe tinseprenpasses

t hrough t he tran Barent n&dl u(Ln Sééand IS reflect ed at the rear surface 60.
As a resul med i% Hus Feflactedhet thevepesytase: 6.2 is refl ect ed strengt hened.

[ 0082] nth es t ti.o m+ 1/2 ,12n, i.e.,
when it saa Feég ehg?ﬂg ﬁbh@t‘ﬁ ‘@i‘ﬂ’tﬁ%ﬁd/{) 1§<reffjecteéid%ﬁ e)f/ 2). where the
t hi ckness éﬁsm transparent nmedium57 is d2, the phase of the Iight

refl ected e front surface 59

Also, in case of the light, which satisfies the condition d, = (m + 1/2) X ,/2n, i.e,,
when the light satisfies the wavelength condition 1 , = 2d,n/m, the phase of the
light reflected at the front surface 54 is different by one-half of the wavelength
from the phase of the light, which passes through the transparent medium 53 and
1s reflected at the rear surface 56.

As a result, the light with the wavelength 1 , is reflected weakened.

{0079}

This phenomenon is the principle that various colors are viewed on a colorless and
transparent soap bubble in the air or on a colorless and transparent oil slick on the
water.

[0080]

When the light satisfies the condition d, = (m + 1/2) 1 /2n, i.e., when it satisfies
the wavelength condition A |, = 2d,n/m, where the thickness of the transparent
medium 57 is d,, the phase of the light reflected at the front surface 58 is different
by one-half of the wavelength from the phase of the light, which passes through the
transparent medium 57 and is reflected at the rear surface 60.

As a result, the light with the wavelength 1 | is reflected weakened.

{0081}
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is the sane as the phase of the light, which passes through the transparent
medi um 57 and is reflected at the rear surface 60. As a result, the light
with the wavelength ;L , is detected. [0083] Also, in case of the light,
which satisfies the condition d2 = (m+ 1/2) ;L 2/2n, i.e., when the |ight
satisfies the wavelength condition X 2 = 2d2n/m the phase of the [ight

From Che pagiseat PRIERE A Suiet LRGN, SaPiedz, %%réﬂﬁv“n%éfhﬁ?%%h
A LS of cHERYR%aRLE B eREIH AoRiGth 1S ong m . 1phenkiBALe W e the

wavel engt h i'S not tecte dl es 0 say, In'the exp anation
of the ”ECH %ﬂb@ﬁed'aﬁ&ﬁ@&@ﬁ@&ﬁﬁc@dﬁ'@ thd s@Md asfthd phike 9ﬂ1ﬂh}é lighe Wwhieh dent

light is detected, and the |ight, which does not enter cannot be detected.

Enbodi ment 9assk§>@&‘@hgﬁféhe hranépaeaiti madivar 57 snd i efesded at En@e@hrrmmacelbo Fig. 9
shows an aut hentication verifying chip of Enbodinent 1. In this

aut hent i caftisanresaltj theilight ehthptheowdveléntyth per, peneflectddastigngtindredi ng 1 ghts are
- 25 used as shown in Fig. 7 (a) and Fig. 7 (b). Fig. 9 (a) is a view of a

card as set¥8tom above, Fig. 9 (b) is a cross-sectional view, Fig. 9 (c)
is an enlarged cross-sectional view, and Fig 9 ()d) shows an exiﬁr;g &F of an
iri descence‘}?f}ﬁ light satshies the gondiseie df =q(m e 1/DHe /Pofier-cfhen Hisrbstigs

i cat o alapavRBERPR u'aﬁ %Q?TS @ﬁzx%%”etlé?ﬁ Shexbibe ke oBier v L’Sr Eh?pt ’
o SR S B B SO P R0
authenti catd gia HGfd szih'égph%g'é Bf th%zlli}ﬂdwﬂﬁhtﬂﬁ‘ésess”{h?&?g‘fl edtfsBarent 0086]

medium 57 and is reflected at the rear surface 60.

As a result, the light with the wavelength 1 | is detected.

[0083]

Also, 1n case of the light, which satisfies the condition d, = (m + 1/2) 1 ,/2n, i.e,,

when the light satisfies the wavelength condition A , = 2d,n/m, the phase of the

light reflected at the front surface 59 is different by one-half of the wavelength

from the phase of the light, which passes through the transparent medium 57 and

is reflected at the rear surface 60.

As a result, the light with the wavelength 4 , 1s not detected.

[0084]

Needless to say, in the explanation of the mechanism of indescence in Fig. 7 and

Fig. 8, only the incident light is detected, and the light, which does not enter,

cannot be detected.

Embodiments

[0085] [Authentication verifying chip]

[Embodiment 1]

Fig. 9 shows an authentication verifying chip of Embodiment 1.

In this authentication verifying chip, only the perpendicularly entering lights are
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The base plate 63 is a thick synthetic resin plate as widely used in the
cash card or the like, or a thin non-transparent synthetic resin plate used
in the prepaid card. For the purpose of protecting the authentication
verifying chip 62, a cover nmade of a hard material such as glass may be
used. The matters described in connection with Fig. 9 (a) and Fig. 9 (b)

w il be th(—ﬁséa;lgga h(fb?n iprfgh9 @f%ﬁ“;%p )of t he subsequent enbodi nents, and

detail ed descrlp Ion may €d to facilitate the explanation.

[0087]  Theauw g b “vﬁstw Bfa é@x‘éi' dsydellfl ffdﬂl Abéve, 'F"r% RS i9h Sydaldeetibal €SI N

where iridescence pieces 6 ifferent from éach other in thickness are

arranged i rwd&arfagl@kc)t@ah Ralarged érase s&ftionheviaw! b@@ﬂgzgt(dpshomraﬁ Stangplehi p
62, in other wor hori zontally, and are fixed on the whol e by a

t r anspar enfof ay iidetencer giscanstomcturds hhtheseifigubésy thréfdjence hametralddscence
piece 66 is formed by transparent nedia 68 and 69, each nmade of PET resin
or the |ikeepresentgadctaothbédy, lwhsch h&scaamaghetéc strpiel 2and am afrayemark73 tThe

t hi ckness of the iridescence piece is diverse as shown in Figs. 9 (e), (f)
and (g). Adndieaseua card-misgrting dirpction tyehere an@p&r@mcatn@uvmm cil 62 e
transparent nedjum 69 sandvm chi ng ;rhe reflection | ayer g/ be different
in thi ckndysred opggprd a@splatﬁ 63heThe refesencs quimsrak s@r@ﬁmﬁ 8198368 uct ur e

as descri bed above, flected, at the upper surf.ace o

FF anspar enPERAtE Sics Hateh o, laicted o B REbeRicalas SeShidEipum o
and is refl eflecrtron |layer 67 interfere with each other.
Thr ough thgégaﬁlggoggtilgsslﬁg%éedgggﬁé}bed in connection with Figs. 7 (a) and (b)
and in Fi g.[(\),\i% the light exits stronger or weaker than others in the |ight
conponent s e iridescence appears as the light is selected in the

i nci dent | gfatpase HRESSR 1¥\Q‘%H1ci2|s§ﬁﬁ1eﬁ@'r@§m‘ﬁl§t9 ak'\ﬁaélgmﬂﬁﬁkmcﬁh%ﬁd by is

used on the upper "surface of card base plate where the iridescence
pi ece 66 con@liké,¥ran ﬁ@xﬁlh@ﬁitranbﬁaréhﬂ dynbleeticRGfh platd dedia tHepesiaid badr ef | ected

Honts. For the purpose of protecting the authentication verifying chip 62, a cover made of
a hard material such as glass may be used.
The matters described in connection with Fig. 9 (a) and Fig. 9 (b) will be the same
as in the description of the subsequent embodiments, and detailed description may
not be repeated to facilitate the explanation.
[0087]
The authentication verifying chip 62 is made of synthetic resin where indescence
pieces 66 different from each other in thickness are arranged in parallel to the
surface of the authentication verifying chip 62, in other words, horizontally, and are
fixed on the whole by a transparent synthetic resin 65.
As shown in Fig. 9 (d), the iridescence piece 66 is formed by transparent media 68
and 69, each made of PET resin or the like arranged on both surfaces of a
reflection layer 67. The thickness of the iridescence piece is diverse as shown in
Figs. 9 (e), (f) and (g). As shown in Fig. 9 (d), the transparent medium 68 and the
transparent medium 69 sandwiching the reflection layer 67 may be different in

thickness.
[0088]
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[0090] When the incident light is reflected at the surface of the
transparent synthetic resin 65 and this hinders the iridescence detection,
anti-luster processing nay be perfornmed on the surface of the transparent
synthetic resin 65, or a reflection preventive filmmay be arranged. [0091]
The iridescence appeared by the Iights whi ch enters perpendicularly, varies

o o 68 A SideAtPrch e B B RSt BeSEHED, Bord, %egé%a”ﬁé%géh The
s 100 S il Xt LESRSPIRPaTAERINR B hAI IR el TBiE e
arrangenengﬁﬂ él‘glfl_le Iegll'h %ﬁﬁd@f‘eﬂe%ﬁ%gghe I@ﬂ E18H‘fé3%rtégﬁn?éﬁe8§%§l§at' on

verifying escence pil eces own 1I'n - (g) are

scattered ahcH aﬂﬂﬁmmoﬁgpm cbfigs agweé@ibeaanlcenﬁé&mnmt@ms 2r(®) ﬁﬁcxed on
t he whol e by using transparent resin 65. An authentication verifying chip

21 can be ph)dhdciadrignglithe dight byits §@6%Er or weakefthdnhsthersam thbdight i n Fig. 11
(a), iridescence pieces are scattered on a large base plate 20 in order to

be cut out compenent$ tihete indesbenrceadppears asrthe tight srseleptéd yi thy incidepislights t er
fixed by the transparent resin, a nultiple nunber of authentication
verifying €0(893 21 where the |r|descence pi eces 22 are scattered
respectively can be cut out as shown in Fig, 11 (b) and be produced at the
sane time. V?hﬁm@ack eqlpx with lighs abmmgumomrgf isysedzon thereprer sHEacect{tBepi eces
ar go.oi zo B % m&prtaﬁ%tm bedSsance irentd Retsa TR RONERLY Pl B5 b
v 1 SRR ROl I RRRLRE, oo hond ot Ton veriTing chip 25

[0090]

When the incident light is reflected at the surface of the transparent synthetic resin

65 and this hinders the iridescence detection, anti-luster processing may be

performed on the surface of the transparent synthetic resin 65, or a reflection

preventive film may be arranged.

[0091]

The iridescence appeared by the lights, which enters perpendicularly, varies

corresponding to the number of thickness differences of the transparent media 68

and 69 and 1n response to A , and 1 , shown in Fig 8.

[0092]

The positions of the mixed iridescence pieces 66 are determined by mere chance.

Thus, the arrangement pattern is randomly changed and infinite numbers of

arrangement patterns are possible.

[0093]

To produce the authentication verifying chip, the iridescence pieces 66 as shown in

Figs. 9 (e) - (g) are scattered at random as shown by the numeral 22 in Fig. 10 and

are fixed on the whole by using transparent resin 65. An authentication verifying

chip 21 can be produced individually.
[0094]
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chip can be cut out. [00961 |[Enbodinent 21 Fig. 13 shows an authentication
verifying chip of Enbodinment 2. In the authentication verifying chip, in
addition to the perpendicularly entering incident Iights as showmn in Fig. 7
(a) and Fig. 7 (b), inclined incident lights of 1 a or X 4 as shown in
Figs. 7 (c) and (d) are used. [00971 1In the authentication verifying chip
62 of the Enmbodinent 1, the iridescence pieces 66 are arranged only

hori zont al |Rurthem, ashehomot ineligi thid)pmidesednicy ipnepes g satteséd pha lafedhase ment 2,
the iridescence pieces 66 are disposed in various different postures. In

t he aut hentlate20dn ovder toyhenent it pe agrulgiple: memberfdushantication He¥ingr e, t he

i ri descence, pi ec 66 djfferent in thickness are needed for lights with

di fferent Célﬂsorgﬁﬁfpg’éeéjr bihthe tangparant gesin; 4 BRLURle MugIRGE ©f ae%leﬁgg;atr%\/e a
single thickness in e .Enbodi ment 2 aut.hentj.cation verifying chip 71.
00981 I'n ERDIRE EHER T SR NG BEGIE TRk it Rt GORTPERHER 1o the
iridescence pi j I C i:n_the sanme manner
as in the %ﬁbéélgi%ﬁgﬁ Qﬁé‘g@%g@o\% (ﬁ%ﬁ]ﬁ]gggrﬁfu?%; gél{nh% %a@% h&'ﬁ'e incident |ights

to the iri ﬂg@g}ﬁnce pi eces arranged - 28 inclined enter the iridescence
pieces with an“inclination and exit as shown in Figs. 7 (c) and (d). [0099]

The iri desqRpgRraAPSRMEINYig! M2 (d) el Fide¥dtined pRItEShe RAHREAHbRIY! G the, vari es
correspondi ng to the nunber of thickness differences of the transparent

nedi a 68 oG dffthé dagoplate 23) which apslsitiza Birgésize of a plinality ofd@sdsnse
appeared by the inclined incident lights varies infinitely in

cor r espondeviieh e futhe@ictyds Xo beiverifiedly eachipoeti@anbiag Gurneflitocindent angle 0
,). [0100] The positions of the m xed iridescence pieces 66 are determ ned
by mere chanthentication verifying chip 25, and cards 24 each with an authentication verifying

chip can be cut out.

{0096]

[Embodiment 2]

Fig. 13 shows an authentication verifying chip of Embodiment 2.

In the authentication verifying chip, in addition to the perpendicularly entering

incident lights as shown in Fig. 7 (a) and Fig. 7 (b), inclined incident lights of 1 ,

or A ,as shown in Figs. 7 (c) and (d) are used.

[0097]

In the authentication verifying chip 62 of the Embodiment 1, the iridescence pieces

66 are arranged only horizontally. In the authentication verifying chip 71 of the

Embodiment 2, the iridescence pieces 66 are disposed in various different

postures. In the authentication verifying chips 62 of the Embodiment 1, therefore,

the iridescence pieces 66 different in thickness are needed for lights with different

colors appearing, while the iridescence pieces 66 may have a single thickness in

the Embodiment 2 authentication verifying chip 71.

[0098]

In the authentication verifying chip 71, the incident lights to the iridescence pieces

horizontally arranged are reflected in the same manner as in the Embodiment 1 as

shown in Figs. 7 (a) and (b). The incident lights to the iridescence pieces arranged
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and the arrangenent pattern thus obtained is randomy changed, and there is

an infinite variety of arrangenent patterns. [0101] The structure to adopt
bl ack color with |ight absorbing property on the upper surface of the card

base plate 63 where the iridescence pieces 66 cone into contact, to perform
anti-luster processing or to forma reflection preventive filmon the

surface of.the transparent synthetic r.esin.65 is the, sa as in.the case of
Phe Erpoaiisined SREF B Sites itk MRS ofif Al inehinasion a5t RBITEs vl Bt > of

t he Enbodi W@tan@ dé)he procedure as described in connection with Fig. 10 and
Fig. 11 in tHhe rr(b di ment 1 can be adopted. To produce the card with the

aut hent i caidé)gg] verifying chip, the procedure as described in connection
with Fig. I'n the Enbodi ment 1 can be adopted for the Enbodi ment 2. The

i ri descencehpiigd&emde Apaatd BictheNRitsvhidl eftek§ perséadiculat9 10aes[ Embodi ment
3] Fig. 14 shows an authentication verifying chip of Enbodinent 3. In the

Enbodi ment c@redpoatiagdo ehe hambenbbhickerts diffesermieowf thentrihgparéhtanedia 168 - 29
Enbodi ment 2 as shown in Fig. 13 where iridescence pieces fornmed by PET
resins oranc@9 in kespansentoa Al j gt Ar g6f Eigt 7on | ayer pl aced each in between are
used, iridescence pieces fornmed by transparent nmedia with the different

t hi ckness Whe hadescands apipeareddsy detindmedapeidenthleghés mamesinfisiely 1n0104] In the
aut hentication verifying chip 72 as shown, in Fig. 14 (a), irjdescence pieces
73 nmade of CW‘?W@H@W@W& rediith andt Beffacgivaiangler nt (ngdentjanglse8s)as shown by
nunerals 74 %B 75 in Fig. 14 (b) are scattered at a bottom70. A
transparen£01 sin 65 covers on the whole. [0105]

The positions of the mixed iridescence pieces 66 are determined by mere chance,
and the arrangement pattern thus obtained is randomly changed, and there is an
infinite variety of arrangement patterns.

[0101]

The structure to adopt black color with light absorbing property on the upper
surface of the card base plate 63 where the iridescence pieces 66 come into
contact, to perform anti-luster processing or to form a reflection preventive film on
the surface of the transparent synthetic resin 65 is the same as in the case of the
Embodiment 1.

[0102]

To produce the authentication verifying chip of the Embodiment 2, the procedure
as described in connection with Fig. 10 and Fig. 11 in the Embodiment 1 can be
adopted. To produce the card with the authentication verifying chip, the procedure
as described in connection with Fig. 12 in the Embodiment 1 can be adopted for
the Embodiment 2.

The indescence pieces arranged inclined are also included.

[0103]

[Embodiment 3]

Fig. 14 shows an authentication verifying chip of Embodiment 3.

In the Embodiment 3, instead of the Embodiment 1 as shown in Fig. 9 and the

- 29 .



When a light enters the iridescence pieces 73, a part of it enters the
iridescence pieces 73, and is then reflected at a reflection surface, i.e.,
at the opposite surface, and the light exits fromthe incident surface. As
aJesult, in this authentication verifying chip 72, the light reflected at
the upper surface of the iridescence piece 73 interferes with the |ight,
which enters the iridescence Blece 73 and is reflected at the bottaom

surface, afdnkaodementghas showmen Figad gehare inidecensa piscesefosmed bytRIel epsiBin and

Formiea on ORNGBRE SRR Sk ki o B F ST SO AR oI Rk
| th f f the .car latg. the irid

o cces 72 Qe RSt Eatatonb et Bidh B8 findheRl ufHghS sl 4 1087 °T0 T or

a reflecti i t (o) he surface of the transparent synthetic
resin 65 ig@%ﬁ}s{gﬁé&gg&{eh{ %e&ceg'se of the Enbodinent 1. [0107] To produce

t he aut hent[()ﬂ)aﬂi on verifying chip 72, the iridescence pieces 73 are
scattered at random and are fixed on the whole by using transparent resin

65. The au hgnhhthdhti@fiod Setifplhg Shipi20ss SRvPR Pigodu¢adirdidiaticdyaddes. [0108]
O, the iridescence pieces 73 are scattered over a |arge surface where a

mul tiple -733Radenefriogtinspbrent el cadi beingy diffefant g thibkisss @8rshbendyt out .
After fixed by the transparent resin 65 on the whole, the chips can be cut
out i ndi vi dualerals 74[aad 3] in g plbth) aee steteaad heatottam Bh \etrahspargntchi p of

t he Enbodi nent 3, the procedure as described in connection with Fig. 10 and
Fig. 11 i nresia 66rgovesnahthelwhela. be adopted. To produce the card with the
aut hentication_verifying chip, the procedure as described in connection
with Fig. 1910% the Embodinent 1 can be adopted for the Enbodi ment 3.

[0110] [ Eghodi

en Qﬁgﬁt élrlters the iridescence pieces 73, a part of it enters the iridescence
pieces 73, and is then reflected at a reflection surface, i.e., at the opposite surface,
and the light exits from the incident surface.

As a result, in this authentication venifying chip 72, the light reflected at the upper
surface of the iridescence piece 73 interferes with the light, which enters the
iridescence piece 73 and is reflected at the bottom surface, and the light in the
incident light exits selected therefrom and iridescence appears.

[0106]

A reflection layer such as a metal layer may be formed on the bottom 70.

The structure to provide light-absorbing black color on the upper surface of the
card base plate where the iridescence pieces 72 come into contact, to perform
anti-luster processing, or to form a reflection preventive film on the surface of the
transparent synthetic resin 65 is the same as in the case of the Embodiment 1.
[0107]

To produce the authentication verifying chip 72, the iridescence pieces 73 are
scattered at random and are fixed on the whole by using transparent resin 65. The
authentication verifying chips can be produced individually.

[0108]

Or, the iridescence pieces 73 are scattered over a large surface where a multiple
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Fig. 15 shows an authentication verifying chip of Enbodinent 4. Unlike the
aut hentication verifying chips of the Enbodinents 1 to 3, in the

aut hentication verifying chip 76 of the Enbodi ment 4, the transparent resin
to fix the entire region consists of two |layers. These two | ayers function
optically as a single Iayer [0111] In the authentication verifying chip

76 as shown in Fig 15 (a), iri g’ scence pieces g%ﬁ %P‘ arent medi a
74 and 75 GLMPEF ghtuthantiGitioR Yes&ing flups can p‘éICBHOBtn r %parent
synthetic resin 77, whi 5{/1 bat and. a t ans, reS| n 78 having
The sare opensep 5t on b Ruter B ibs A b8 sk B BT Tor mi gt he
bott om COI&S the entire surface. A boundary surface 79 between the

t ransparen 0?lllt hetic resin 77 and the transparent resin 78 is made of

synt hetic V. i $

speci al opt;lfo rBdu fgl%%u&%{%gﬂf% f’&ﬁfy lﬁ%%ﬁ@i\eﬁ?g@{)@%n&%#&ﬁﬂ%@@hl p 76,
the transpgg qeécrﬁ:téatlﬂ%bm@ech@ﬁ ilth Fig. qoctnafmg hpl & the EMBodifrleHE$G@A%R Pi eces
73 between themfunction simlarly to the nedium w th the absolute

refractiveaispted "o pdatOWMe ¢and With th‘é aubh@aication velifying eip, thejrecdduge t he
iridescence piece 73 is reflected at its surface, and a part of the light -

31 entersatdesdribedds conmeetiph evith Fi. WRiin hh¢ Bewbodimentel tarbeddattedfaur f ace
where the iridescence piece 73 and the transparent synthetic resin 77 cone
i nto cont athe WimhodineendtB.ot her functioning as a reflection surface, and exits
fromthe incident surface. [0113] As a result, in this authentication
verifying &NI}Q 76, the light reflected at the upper surface of the

i ridescenc |b§| nterferes with the light, which enters the

i ri descenc %18 Eleﬂﬁ nd is reflected at its bottom Then, the light in the

R N LI AL
Unlike the authentication venfymg chips of the Embodiments 1 to 3, in the
authentication verifying chip 76 of the Embodiment 4, the transparent resin to fix
the entire region consists of two layers. These two layers function optically as a
single layer.

{0111]

In the authentication verifying chip 76 as shown in Fig. 15 (a), iridescence pieces
73 being transparent media 74 and 75 different in thickness, are scattered on a flat
transparent synthetic resin 77, which forms a bottom, and a transparent resin 78
having the same optical property as the transparent synthetic resin 77 forming the
bottom, covers the entire surface.

A boundary surface 79 between the transparent synthetic resin 77 and the
transparent resin 78 is made of synthetic resin having the same optical property,
and this causes no special optical effect.

[0112]

In this authentication verifying chip 76, the transparent synthetic resins 77 and 78
holding the indescence pieces 73 between them function similarly to the medium
with the absolute refractive index n, as shown in Fig. 7. A part of the light

entering the iridescence piece 73 is reflected at its surface, and a part of the light
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card base plate where the authentication verifying chip 76 cones into
contact, to performanti-luster processing or to forma reflection
preventive filmon the surface of the transparent synthetic resin 78 is the
sane as in the case of Enbodinment 1. [0115] To produce the authentication
verifying chip 76, the iridescence pieces 73 are scattered at randomon the

transparent synthetic resin_.77 proyjsionally disppsed. Then, th
t r anspar en€nies the Weéﬁﬁ}’éﬁé)l%@d”%f Wﬁ’ég tgﬁ“’tlﬁéefijﬁ%@g?t %ﬁﬂrf@%wh?ﬁep'i'ec an be

duced i ndj vi dual l.y. 11 O h het i in 77 i
T I A A A S o
73 are adetﬁha %ﬁY‘;S?f E@Ql? glrn gg’ sgacrceogétluﬁlgsfrghtcg h%ﬁdp?%;ggegg?le@gqaée@%rﬁi %‘gﬁglgn P

connecti 0”[(“1% Fig. 10 and Fig. 11 in the Enbodinent 1. After fixed by the
transparent resin 78 on the whole, the chips can be cut out individually.

[0117] Fur Ref reshit CinCiicdaithémtidalin FUERERY LKipI760theV Bt reflBGed At BhCappeal SO be
produced by the procedure of Fig. 12°in the Enbodinent 1. [0118]

[ Embodi mensufdce of3Be iffildbcedde plbens3 atesfuidsenith ¢led light, whidl sntegs tiei p of
Enbodi ment 5. In this authentication verifying chip, in addition to the

per pendi culirddsyermet medend3 and s riflatteldiag s dostwns h@henj theHight 17 thejncadedt Fi g. 7
(b), inclined incident Iights of s or ; a as shown in Fig. 7 (c) and Fig. 7
(d) are uséght jadactoEly exts; and auddaseendecappears. veri fying chips 72 and 76 of the
Enbodi nents 3 and 15, the iridescence pieces 73 are arranged only

hori zont al I[@/1,141]\hi le, in the authentication verifying chip 80 of the

vari ous. di fHheGR s de e fighisBoskivh BREK Car GR ERPPGT MGTERGEITT in the

Embodi ment 3,3 B¢ plhite 'WHELEHOL Suthblcativh SEREENS ehid' A G inth £ o ' "
perform anti-luster processing or to form a reflection preventive film on the surface
of the transparent synthetic resin 78 is the same as in the case of Embodiment 1.
[0115]
To produce the authentication verifying chip 76, the iridescence pieces 73 are
scattered at random on the transparent synthetic resin 77 provisionally disposed.
Then, the transparent resin 78 covers and fixes on the whole, and the chips can be
produced individually.
[0116]
Or, the transparent synthetic resin 77 1s provisionally arranged on a large surface
where a multiple number of authentication verifying chips can be cut out. Then,
the iridescence pieces 73 are adequately scattered according to the procedures
described in connection with Fig. 10 and Fig. 11 in the Embodiment 1. After fixed
by the transparent resin 78 on the whole, the chips can be cut out individually.
[0117]
Further, the card with the authentication verifying chip can also be produced by the
procedure of Fig. 12 in the Embodiment 1.
[0118]
[Embodiment 5]
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t hi ckness are needed for lights with different col ors appearing. In the
Enbodinent 5, the iridescence pieces 73 needed in the authentication
verifying chip 80 may have a single thickness. [01201 1In the

aut hentication verifying chip 80, the incident lights entering the
iridescence pieces arranged horizontally are reflected in the sanme manner

as in the BUKIRA tan lauBiertaMbh bté}i ?{%S‘fhﬁgé’f Emdandd)s. The incident lights

to the iridescence pl eces arrange enter the iridescence pieces

with an ingh tiigi@@ntiéabn®erifyiag chipoimaddition 66 the/pdrpenditdafig entdrhip211l  The
i ri descence appeared by the perpendi cuIarIy entering light varies

corres pondmngietno liphts aswiioen iafFignt Ka) reatli Kig. di(B)f exchned mcafent hightsrafnk par ent
medium 73 in response to x , and ;L 2 of Fig. 7. Therefore, the iridescence
appear ed byr A hesishewn medig. cic)end Fig. ghtds aveansess infinitely in
correspondence with)' s or X4 at the refractive angle 6 , (incident angle
,) Sshown (919 g. 7. [01221 The positions of the m xed iridescence pieces

S B DR e
) 0123

bn the. upplidearicticns Thive achnged a8k HrloBtakerbicn FF Aakeabins: cces. 73

Ceftecti onvROEehibSORE T EnAlGt & Shein B FRCTE, L Blei Bt O bPhB &

resinist QFe eﬂ%'vﬂn&?ﬁ g%ltq;o}%ﬁﬂgs ngg?ﬁié H&ﬂ%nﬁcatloh% % nipsoquce the

authent|cat|on VEr1fying e I'ridescence pieces |ng t hose
inclined agptiRCEMbediAfnA 3{aﬁ8qoﬂlié%€fofr§'9ch9%&1@§&eﬂ& pieced T affephttile whol e by

the transparent resin 65
thickness are needed for lights with different colors appearing. In the Embodiment
5, the iridescence pieces 73 needed in the authentication verifying chip 80 may
have a single thickness.
[0120]
In the authentication verifying chip 80, the incident lights entering the iridescence
pieces arranged horizontally are reflected in the same manner as in the
Embodiment 1 as shown in Figs. 7 (a) and (b). The incident lights to the
iridescence pieces arranged inclined enter the iridescence pieces with an inclination
and exit as shown in Figs. 7 (c) and (d).
[0121]
The 1iridescence appeared by the perpendicularly entering light varies
corresponding to the number of inclination differences of the transparent medium
73 in response to A , and 1 , of Fig. 7. Therefore, the iridescence appeared by
the inclined incident lights varies infinitely in correspondence with 2 , or 1 , at
the refractive angle 6 | (incident angle 6 ) shown in Fig. 7.
[0122]
The positions of the mixed iridescence pieces 73 are determined by mere chance,
and the arrangement pattern thus obtained is randomly changed, and there is an

infinite variety of arrangement patterns.
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The authentication verifying chips 80 can be produced individually as
described above, while the chips may be produced by scattering the

i ridescence pieces 73 including those inclined over a | arge surface where a
mul ti pl e nunber of authentication verifying chips can be cut out. After
fixed by the transparent resin 65 on the whole, chips can be cut out
individualuﬁ23£urther, it is also possible to formthe authentication
verifying £ ips directly on cards according to the procedure shown in Fig.

12. [0126] ' i@ht-abloHee ' bOSUrERE ick Y9 chi p of
Enbodi ment ng%ﬁﬁ?ﬁi{??tﬁé&%{h&tﬁ%& ilon l\zllglglcfalgl} %grtg%?lgb%? theéé)ffn%llé)é;i ment 5,

in the aut bgatiac@pladd whees tHeyiriligscince pieed73tdomeRnbe dortadt! tdperiditn
transparent resin to fix the entire region consists of two layers. These

two | ayer s aftiHhgstéroprooedsingadd 10 f@sman siflegtien pegwentive filid 2n]the sutfhee of the

aut hentication verifying chip 86, iridescence pieces 73 of the sane

t hi ckness transpasentt syathedicoesia 1§ Ithe samens patlentaseexfithe Embodithent f.orns a
bottom and a transparent resin 78 having the sane optical property as the
transpar en{iO¢ht hetic resin 77 forning the bottomcovers the entire

surface. A _boundary surface 79 between the transparent synthetic resin 77
and the - @@rogu%n@smntmwrhveﬁmg %éé,otﬁeépﬁ@%mecmﬁ@%ﬁ Iﬁ’; HSHdRE t he

2o, 0P| B BA  EHOAP ERE00%. 56 2 SRS el b2

synt hetic Si.n 7 78 hol ding the iridescence pieces 73 between them
function S|E]r$ﬁ #31??‘\?;?%%§%8 5%l’nedi umwi th the absolute refractive index na as

shown in FL(?l‘ZS?' A part of the light entering the iridescence piece 73 is
reflected Its surface, and a part of the light enters the iridescence

Cynt het i ¢ 1o e PG T BavopeaFjnlig ity s estiaepar ent
refl ecti onabevef atdle thedhipbendy I proditddby s@medring thediidesbnsUpitaae?3
including those inclined over a large surface where a multiple number of
authentication verifying chips can be cut out. After fixed by the transparent resin
65 on the whole, chips can be cut out individually.
Further, it 1s also possible to form the authentication verifying chips directly on
cards according to the procedure shown in Fig. 12.
[0126]
[Embodiment 6]
Fig. 17 shows an authentication verifying chip of Embodiment 6.
Unlike the authentication verifying chip of the Embodiment 5, in the authentication
verifying chip 86 of the Embodiment 6, the transparent resin to fix the entire
region consists of two layers. These two layers function optically as a single layer.
[0127]
In the authentication verifying chip 86, iridescence pieces 73 of the same thickness
are scattered on a flat transparent resin 77, which forms a bottom, and a
transparent resin 78 having the same optical property as the transparent synthetic
resin 77 forming the bottom covers the entire surface.

A boundary surface 79 between the transparent synthetic resin 77 and the
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[01291 As a result, in this authentication verifying chip 86, the |ight
refl eeted at the upper surface of the iridescence piece 73 interferes with
the light, which enters the iridescence piece 73 and is reflected at the
bottom Then, the light in the incident |ight selectively exits, and
iridescence appears. [01301 The structure to provide |ight-absorbing bl ack

col or on t hendnRaf reni7ACE midel SynARiE redRhaRii GeRicofthal pepbaRY! i cation

verifying chip 86 comes into contact, to performanti-|uster processing or

to forma aef teetaes Ro)yedial oRichl éfecen the surface of the transparent
synthetic resin 78 is the same as in the case of Enbodinent 1. [01311 To

produce thf138t hentication verifying chips 86, the iridescence pieces 73 are
scattered at randomon the transparent synthetic resin 77 provisionally

di sposed. Imtherquthéndicanemsemfyeng chipshus arangedethe taanbphiont synthetingesh®! e, and
t he chips can be produced individually. [01321 Al so, the transparent

synt heti c ¥éane 78 holling the widasqepce piegas &d beiveens theny fnciipe sendarlyni@ thep| e

T O e SBa oL et 5 €20 0 a5 R Ll e
a0 it e M e e B el o b S ey

onis o2 Ry BER RS ERece 7 TREGREIL R (0T ALBERY P SO
U D] Cobiho Gl gy Bfc FARRY e By Wi il DEPRGRORYY 1,
veri ficati gna 861&e6A siFBER, ARNE light SkitslBorhithe iifcidertisdsficsect i onal view, and

Fig. 18 (c) is an enlarged cross-sectional view The reference nuneral 81
represent sfg20prd body, which has
As a result, in this authentication verifying chip 86, the light reflected at the upper
surface of the iridescence piece 73 interferes with the light, which enters the
iridescence piece 73 and is reflected at the bottom. Then, the light in the incident
light selectively exits, and iridescence appears.
[0130]
The structure to provide light-absorbing black color on the upper surface of the
card base plate where the authentication verifying chip 86 comes into contact, to
perform anti-luster processing or to form a reflection preventive film on the surface
of the transparent synthetic resin 78 is the same as in the case of Embodiment 1.
[0131]
To produce the authentication verifying chips 86, the iridescence pieces 73 are
scattered at random on the transparent synthetic resin 77 provisionally disposed.
Then, the transparent resin 78 covers and fixes on the whole, and the chips can be
produced individually.
[0132]
Also, the transparent synthetic resin is provisionally arranged on a surface where a
multiple number of authentication verifying chips can be cut out. Then, the

iridescence pieces 73 are adequately scattered on it. After fixed by the transparent
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a magnetic stripe 2 and an arrow mark 3 to indicate the card-inserting
direction. On a card base plate 85, authentication verifying chip 82 is

| ayered. Nuneral 84 represents a surface plate. Another surface plate can
be | ayered further on the authentication verifying chip 82 and the surface
plate 84. [0134] The base plate 85 is a thick synthetic resin plate as

wi dely used i.n cash card or the |ike, Qqr synthetic plate ysually

non- t r ans p&AF¥R TS 08sA Whale the calpawéaaecpregwﬁ iniicaly by EudinaBat a8 i on
verifying i.p of . the Enbodi nent. 1l or . the Enbodi nment,. no hol ogram f | ake

i s used in%?lﬁtﬁeﬁﬁpﬁémqeggﬁqm é}lePgiCHH’Sc%P}@%s‘gm?ﬂSFSé%{ Oléca’#sanspar ent
resin fil j sedr: . Ty s resin 83 does not have

uni formt %g(%ﬁgggqg%%b*%@%ﬁﬂu%? orl%qilﬁi CKness. In order to protect the
aut henti ca @B@]veri fying chip 82, a cover nade of a hard nmaterial such as
gl ass may be provided. [0135] Now, referring to Fig. 19, description wll
be given O[[Eﬁb@dih{}ﬁtp#e of iridescence appearing by using a transparent

medi um havi ng non-uni formthickness instead of the iridescence piece. In an
exanpl e shdyy 18rshboing.a da2d Capableof iiahaivaton vedficatiod st EmbodimkentsT wilege by t he

reference nuneral 90. In an exanple shown in Fig. 19 (b), the transparent
resin - 3éhe psrdpleshovnustHigt& e dppliethe ref erence nunmeral 94. To facilitate

expl anation, description will be given here only on an incident |ight,
whi ch per p&igiil8ulahisl 3/ viem efrascartl apablg ehautbenticatian erifigma6ls seen from
transparent_ nmedi um 90 shown in Fig. ), .an incident surface 91 is a

curved sur Abeve, F&adga(b} & a %ﬁﬁ%tglﬂﬁ%g@(é'?%d iFag. A8t (chis yuenlaeged Thi s
Spr ayi ng. | FHRESTERITRL DI J0F AELrAre BB AL HFREHts TSRl AU BFS et a
of the Ii ke, LOLIT. b0l wte Lelr AGh Y5, eNe She AR HEARSRU AL freci um 90
On a card base plate 85, authentication verifying chip 82 is layered. Numeral 84
represents a surface plate. Another surface plate can be layered further on the
authentication verifying chip 82 and the surface plate 84.
[0134]
The base plate 85 is a thick synthetic resin plate as widely used in a cash card or
the like, or a synthetic plate usually non-transparent resin used in a prepaid card.
Unlike the authentication verifying chip of the Embodiment 1 or the Embodiment
2, no hologram flake is used in the authentication verifying chip 82. Instead, a
transparent resin film 83 adequately coated is used. This resin 83 does not have
uniform thickness, and has non-uniform thickness.
In order to protect the authentication verifying chip 82, a cover made of a hard
material such as glass may be provided.
[0135]
Now, referring to Fig. 19, description will be given on a principle of iridescence
appearing by using a transparent medium having non-uniform thickness instead of
the iridescence piece.
In an example shown in Fig. 19 (a), a transparent resin used is illustrated by the

reference numeral 90. In an example shown in Fig. 19 (b), the transparent resin
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index to a mediumw th absolute refractive index no is n. The reflection
surfate 92 of the transparent medium90 is flat, but the distance between
the reflection surface 92 and the incident surface 91, i.e., the thickness
is not uniform There are portions where the thickness is dl, dz, d, or d4.
[0138] In the transparent medi um 94 as shown in Fig. 19 (b), an incident
surface 95 is flat@&ﬁgt and a reflection surface 96 is a curved

surLage. Auﬁ%%’é iggstrat %F%feﬁfiHCGé‘dm%?]f &e can be formed by an adequa':]e
base 93 1 SL}P?’?%@?? bifinions i%sg}‘lpﬁﬁ'a “?A‘rkke%?‘%i‘a’é%?t‘)ﬁﬁ? Phalindegnalgtye" ‘e

pr epar ed. &h IEET ﬁ%%] | ective filmmde of netal
or the Ilke %ﬁ#@%’t@gﬁ{egﬁ ace can ({@% be prepared by differing

the base 9f)jagfl the transparent nmedium 94 in each refractlve i ndex. [0139]
Absol ute refractive index of the transparent nedium94 is n" and rel ative

refractiveln thédﬁ%ns',sp@re%ltfi%mm% $HowabmoFig! 89 (Hf il eddideat ishffgoe IDid$ n. The
i nci dent surface 9 of the transparent nedium94 is flat, but the distance

bet ween t heuivedisdefate, aud haefecttin surthce 192 15 afflat stirface. sﬁmisatrm@ﬁrent e., the

t hi ckness i s not unlform and there are portions where the thlckness is d"
dz, d, or d®dium99is @bl by ﬂ'medetquatmmaﬂmdtsunhdsa:oaﬁngmdsmaymgw ng such the
structure function simlarl the transparent nmedia 53 and 57 as

descri bed iThedefiecsion swifage Qﬁl nmygbe 8 refierdion Hayer|maglet ofrmetahgr thecliktavel engt h of
;L 1, ;L 21 Kk 3 or R4 exits stronger or weaker. [0141] As described in
connectlon (37 h Fig. 7, the light with an |ncI|nation when the reflection
angle O r |sf| e {1e condi ti on

st ronger a %‘? eex ¢ @%Uﬁﬂ?@?@ﬁ me(ﬁum %IW Iboén%/r?%%tlivegggf’%azﬁﬁ%aker
iag dloﬁcgg;ﬂlﬂg@tg 3 @Eﬁuwgﬂhtaﬁ%lﬁ% eXrgx{;%( oe>§‘§1%§I éY%S N e rdRdiSE LRk eggl € O r

of the transparent medium 90 is flat, but the distance between the reflection
surface 92 and the incident surface 91, i.e., the thickness is not uniform. There
are portions where the thickness is d,, d,, d, or d,.

[0138]

In the transparent medium 94 as shown in Fig. 19 (b), an incident surface 95 is a
flat surface, and a reflection surface 96 is a curved surface.

A base 93 having this curved surface can be formed by an adequate method such as
coating or spraying. A transparent medium is coated on the base 93 to form a flat
surface, and the transparent medium 94 can be prepared.

The reflection surface 96 may be a reflective film made of metal or the like.

The reflection surface 96 can also be prepared by differing the base 93 and the
transparent medium 94 in each refractive index.

[0139]

Absolute refractive index of the transparent medium 94 is n,, and relative refractive
index to a medium with absolute refractive index n, is n. The incident surface 95
of the transparent medium 94 is flat, but the distance between the incident surface
95 and the reflection surface 96, i.e., the thickness is not uniform, and there are

portions where the thickness is d,, d,, d, or d,.
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is 20, cos 20 = 0.93, and when the reflection angle 0, is 30, cos 30 0.921.
The wavel ength of the iridescence appeared is influenced little fromthe
reflection angle and is dependi ng nuch on the thickness of the transparent
medium [ 0142] [Enbodi nent 8] Fig. 20 shows an arrangenent of an

aut hentication verifying chip showm in Fig. 18, the Enbodi nent 8. Unlike

t he authenﬁéﬁﬁﬁion verifying chips of the Enbodinents 1 to 6, in the

aut henti cation'verifying chip of the Enbodinent 8, no iridescence piece is

used. | ”Sﬁﬁégmx@gﬁ%ﬁpéﬁg{aﬁ%a@ﬁ% ‘ﬂtg%ﬁé shidh E‘l@%t‘ﬁti’ﬁhfb RAEANR Sfnildyctoness on

t he base pl at kness o e transparent ium 83 is

not uni f or fihe BAAspateritSned® %888 57 dshdedchibaNmP@n@eétidrE®ith 182. 8 [4h848k The
t hi ckness of the transparent medium 83 to be coated is not uniformand its

t hi ckness lightinavigs thel wavkdérgtiioned by X e oe hanesits Asroageestiveakdrhe pattern
and wavel ength of iridescence to be appeared vary non-gradually due to the
random thi@¥déss. [0144] The structure to provide |ight-absorbing black
color on the upper surface of the - 38 card base plate 85 where the

aut hent i catisolesombed i gognedtion wishddg.i hiithe ght with antipclingéipnowhemithe - | ust er
processing or to forma reflection preventive filmon the surface of the

t r anspar entefigehonangle eesﬁaﬁséé the qopditioand &5 24dR coned At ok 2EBB8I nent 8.

[ 0145] The aut he

brepat ed by COBMIARL EI SITG AP FHEErarL s 2R COtell (i SSCoRCEAR: Bibe pl at e
on bot h suPFRsBE B el A8 face | v oqul ari ties on the rear
IS;‘: fegﬁleaf%’ y?fgéglnﬁlwetsxﬁﬁ?%tg)%t arngﬁneg 'p?a'a?gynltoaf‘gosf 106 94 DYWHEN R Rhelh6n SHEEAGE
.18 20°, cos 20° = 0.93, and when the reflection angle 6 . is 30° cos 30° =
0.921. The wavelength of the iridescence appeared is influenced hittle from the
reflection angle and is depending much on the thickness of the transparent medium.
[0142]
[Embodiment 8]
Fig. 20 shows an arrangement of an authentication verifying chip shown in Fig. 18,
the Embodiment 8.
Unlike the authentication verifying chips of the Embodiments 1 to 6, in the
authentication verifying chip of the Embodiment 8, no iridescence piece is used.
Instead, a transparent medium 83 is coated in adequate thickness on the base plate
85 of Fig. 18. The thickness of the transparent medium 83 is not uniform, and it 1s
covered with a transparent resin 82.
[0143]
The thickness of the transparent medium 83 to be coated is not uniform and its
thickness randomness is determined by mere chance. As a result, the pattern and
wavelength of iridescence to be appeared vary non-gradually due to the random
thickness.
[0144]
The structure to provide light-absorbing black color on the upper surface of the
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medi um 83, the authentication verifying chip with the structure as descri bed
above can be prepared. [0147] |In addition to producing the chip
individually, a transparent nmediumis coated on a |arge surface, and by
cutting out the chips individually, the chips can be prepared. Further, the
aut henti cation verifying chips can be forned directly on cards according to
t he procedur

91 F1g. 21T ige i ﬁé?’ﬁ%ﬁl‘- g?é%‘%%‘:ﬂ:tti%ﬁeh@ﬁgé 8hi8!¢1c2- . (}éﬁf#&ﬁggfﬂ)ﬁf”t |
he. Evboa RERray SATARRorobthehl on B (58 4 DRBHON RENGRAe B (REORRRCLT T o
a flat t raaﬁﬂﬁr?éﬁspgﬁéﬂggﬁﬂl&i& Bl 888s HRY Srdadin BRI LRI En%o?]ﬂﬁﬁﬁtd&on the

base plate 85 of F . A transparent nedium83 Is coated with an
adequat e t[giakpess on the transparent synthetic resin 86. The thickness of
the transparent medium83 is not uniform and it has random thickness, and
i s cover edThy auttenticaimpesrifping rohi witB2he [s@lidfire ak abbvecaibd prepansat byon
verifying chip with the arrangenent as descri bed above, the - 39

t r anspar enadesyateieapplying the sragspasent 1@2dinol 83 ng thérbase platpdfr.ent nedi um 102
between them function simlarly to the nmedium which has absolute refractive
i ndex of ni146l shown in Fig. 7. A part of the light entering the transparent
medium 83 is reflected at its surface. And 2’;\ part .of the |light enters the

t r anspar enfSOnBRIUSIAZIEE tEARIPATENt HMTRRUCEESITREZ, WRICR i Hafcen Dptdrauriaes,
t ransparent dium 83 an the transparent synthetic resin 86.,cone into
contact T ufld PHRECRIENE SHEprceRyiinties dnfhe rednurdaery KRN 2D Fnci dent
purt e |98l ff L Foudfe i B RN R e
i nterferesydhin 83CtHe AfthentHiGvEHyfeScHif Svith the structure as described above
can be prepared.
[0147]
In addition to producing the chip individually, a transparent medium is coated on a
large surface, and by cutting out the chips individually, the chips can be prepared.
Further, the authentication verifying chips can be formed directly on cards
according to the procedure as described in connection with Fig. 12.
[0148]
[Embodiment 9]
Fig. 21 shows another arrangement Embodiment 9 of the authentication verifying
chip shown in Fig 18.
Unlike the authentication verifying chip of the Embodiment 8, in the authentication
verifying chip of the Embodiment 9, a flat transparent synthetic resin 86 forming a
bottom is disposed on the base plate 85 of Fig. 18. A transparent medium 83 is
coated with an adequate thickness on the transparent synthetic resin 86. The
thickness of the transparent medium 83 is not uniform, and it has random
thickness, and is covered by the transparent resin 82.
[0149]

In the authentication verifying chip with the arrangement as described above, the
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transparent nmedium 83 and is reflected at the bottom surface, and the |ight
inthe incident light is selected, and iridescence appears. [01511 The

t hi ckness randommess of the transparent medi um 83 applied is determ ned by

mere chance, and the pattern and wavel ength of the iridescence appeared due
to the randomthickness vary non-gradually. [0152] The structure to

provi de | iggﬁ-gpﬁﬁr i bl I ltllpeﬁ %dﬂ‘ card base
pl ate 85 _ersé) esgh?%g?ltr?%g% ?gﬁﬁggg :}*Oill(lﬁﬁ% C ﬁ%n oné@cllﬁﬁ@gn%% act, to
per f or m angdtwleb# tRémBRIRRSiMNadY td the Rleliuth, WAL hhs Ghsdhitevefthétike film on
the surface of the transparent synthetic resin 82 is the sanme as in the

case of Enfadex BBA} adshowD&DBik. TheA guithsnhe tight eteyi@githy tR@sgdrent metiunt he
structure as described above can be prepared by adequately applying the

t ranspar en83 mextiflected it ais dulnfacdasmdpd pare o8 he liglildmdrsAlhs dransparest ng t he
transparent synthetic resin, which is flat on both surfaces, and by

prepari ng Bedfuac83, andagutBedted, e tbe stifecer wheresthef taanspasentrazadeun $3rangs
etching, and further, by coupling the surface irregularities with the

t r anspar entherfEIspaEeas synthplc &Qﬁlmggtqf)@&t nhcansagtiiyngipns s @ wlleeti9he structure

as descri bed_above, can be - 40 .prepared. [0155] 1In addition to producing
the chip isiHfaseqind ¢xjts gorf’rtaﬁé%&éﬁtsuﬁéﬁﬁ-um is coated on a |arge surface,

and by cutw’ ggLout the chips individually, the chips can be prepared.
Further, t é thentication verifying chips can be forned directly on cards

accor ding K2 AEPrASEL Y AARCATRE LAY Bif ARATER P uphés. [ 0156

[ Enbodi nmen Shows "an au erirfying chip nbodi nent

;Si h\e/ﬁit : ﬁﬁ‘?ﬁ"ﬁg o AP BafarRdhbMuinSes R 8EdeS Wit theSgHt FhRU dnRGS tBE the
transparent medium 83 and is reflected at the bottom surface, and the light in the
incident light is selected, and iridescence appears.

(0151}

The thickness randomness of the transparent medium 83 applied is determined by
mere chance, and the pattern and wavelength of the iridescence appeared due to
the random thickness vary non-gradually.

[0152]

The structure to provide light-absorbing black color on the upper surface of the
card base plate 85 where the authentication verifying chip comes into contact, to
perform anti-luster processing or to form a reflection preventive film on the surface
of the transparent synthetic resin 82 is the same as in the case of Embodiment 8.
[0153]

The authentication verifying chip with the structure as described above can be
prepared by adequately applying the transparent medium 83 on the base plate 85.
[0154]

Also, by using the transparent synthetic resin, which is flat on both surfaces, and
by preparing surface irregularities on the rear surface by means such as etching,
and further, by coupling the surface irregularities with the transparent medium 83,

the authentication verifying chip with the structure as described above can be
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verifying chip of the Enbodinents 7 to 9 respectively, in the Enbodi nent 10,
there. are substances of "iridescence" appearing scattered simlarly to the
iridescent chip of the Enbodinment 3 as shown in Fig. 14. This arrangenent
can be prepared by allow ng the transparent nediumnaterial to drip to be
scattered. [0157] Fig. 22 (a) is a view of a card capable of authentication
verifying as seen from above, Fig. 22 (b) is a cross sectional view, and
Fig. 22 (cprdperedh enl arged cross-sectional view. In these figures, the
reference nuneral 101 represents a card body having a nagnetic stripe 2 and
an arrow mi¥e58 to indicate a card-inserti ng direction. An authentication
verifying chip.102 is Iag.ereg OE. a gl?idd base plate 105,. The reference
numeral 1040 Additien t,prodyCiag the chipndwidualln £ aRA3EsNt MeHiymJs coptedonan pe

| ayered fugther on the,authenticatjon, verif.yi.ng,chi 02 and the surface

ol e 10, a8 sufiernsn B EAfe 68 hEaniES e’ M chas AN Pe bttt o e

w dely used | : -l ; I b0 1y
-non-transgg@ﬁ{’@gﬁﬁﬁ]&ﬁg@&ﬁn ‘ggﬁéiedéeﬁaﬂ%[eh@“h%‘?glﬁgl&y §%r . Unlike the

aut hent | cabiQRHgR d PibceMl Aack BT RO TBMontylh e ENbOTi et 2, no

hol ogram fl ake 1S used | e authentication verifying chip 102. I|nstead,
-41  resin[EBgst ances 104 randonly sprayed are used. The resin substances
103 do not have uniformthickness and have non-uni formthickness in
non- uni f or fEmbadifrent ng) [ 0159] [ Enbodi nent 111 Fig. 23 shows an
aut hentication verifying chip of Enbodinment 11. Wile the transparent nedium
is formed &g 2Beshewsianaushentmetonetifymgachipneh Enbatdinoent Meri fyi ng chip of the
Enbodi ment 9 or 10, in the Enbodinment 11, there are substances of
"iri descend@ileshgdsansperest medemeds firmicdon| thetentire surfagehefrthe @athemticatian i f yi ng
chip of the Epbodinent 2 as shown in Fig. 13 and the authentication
verifying ¥eFying chipef mbgdiments 4o dhiswpegtively ¢ the EmbodmnenidOar r angenent

there are substances of "iridescence” appearing scattered similarly to the iridescent

chip of the Embodiment 3 as shown in Fig. 14. This arrangement can be prepared

by allowing the transparent medium material to drip to be scattered.

[0157]

Fig. 22 (a) is a view of a card capable of authentication verifying as seen from

above, Fig. 22 (b) is a cross sectional view, and Fig. 22 (c) is an enlarged

cross-sectional view. In these figures, the reference numeral 101 represents a

card body having a magnetic stripe 2 and an arrow mark 3 to indicate a

card-inserting direction. An authentication verifying chip 102 is layered on a card

base plate 105. The reference numeral 104 represents a surface plate, and another

surface plate can be layered further on the authentication verifying chip 102 and

the surface plate 104.

[0158]

The base plate 105 is a thick synthetic resin plate as widely used in the cash card

or the like, or a thin plate usually -non-transparent synthetic resin as used in the

prepaid card.

Unlike the authentication verifying chip of the Embodiment 1 or the Embodiment

2, no hologram flake is used in the authentication verifying chip 102. Instead,
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can be prepared by allow ng the transparent medium material to drip to be
scattered. [0160] In the authentication verifying chip, drops of the
transparent nmediumnaterial are sprayed, and transparent media 103 thus
prepared are forned on a card base plate 105, and the entire surface is
covered by a transparent synthetic resin 102. [0161] Because the scattering
and thi ckness of the transparent nedium 103 are determ ned by nere chance,
t he arr angeeremsulpbances dOdmandoaiy Isprayedl ant used.i ddweoresmesubstapecsapiede adt vary
non-gradual |y due to the random scatterjng and thickness., [0162] . The

aut hent i cahaBhumEgy thicknessand hiakenngnBniéqrin, Hickness an ger-upHody seitRigean be
pr epar ed bﬁgggfquately sprayi ng the transparent nmedi um material drops.
[0163] In ion to producing the chips individually, the chips can be

prepared b -ayi he transparent nmedium nmaterial drops over a |arge
surface angE‘B@&@ﬁ%Pm} out the chips individually. Further, the

aut hent i Caﬁ%'}g\é gbvfsya'n th 'ﬁti&gge%@ﬁ&%&?tﬁ%ﬁﬁb@%%tqq.cards according to

t he procedur escribed I'n conné - 42 [0164]

[ Enbodi mentyri 1 itthnsgdrehh AR iR OhCRE I Miry Slifiod e hiuthedfickigtpdi ment
12. Unlike the Enbodinent 11, in the authentication verifying chip of the

Enbodi ment vedfimschipeMhd Bmbbdimedd 9 ¢, tif #RS PaitRaiméesil) therefdrx the entire
chip consists of two |layers. These two |ayers function optically as a

si ngl e | ayeunbstir2t65} "iridosdehee"aappbaiig satteoed viatilatlyitoghe huthenticativapar ent
media 112 are adequately sprayed on a flat transparent synthetic resin 106
arranged owetifysngelrip ob eeEmbadimend 2. asT$hownt malfigp33 end theealithedti@tiane not
uniformin the thickness and in the scattering

verifying chip of the Embodiment 3 as shown in }9 1g. 14. Such the arrangement

can be prepared by allowing the transparent medium material to drip to be scattered.

[0160]

In the authentication verifying chip, drops of the transparent medium material are

sprayed, and transparent media 103 thus prepared are formed on a card base plate

105, and the entire surface is covered by a transparent synthetic resin 102.

[0161]

Because the scattering and thickness of the transparent medium 103 are

determined by mere chance, the arrangement pattern and wavelength of

iridescence to be appeared vary non-gradually due to the random scattering and

thickness.

[0162]

The authentication verifying chip with the structure as described above can be

prepared by adequately spraying the transparent medium material drops.

[0163]

In addition to producing the chips individually, the chips can be prepared by

spraying the transparent medium material drops over a large surface and by cutting

out the chips individually.

Further, the authentication verifying chips can be formed directly on cards

according to the procedure as described in connection with Fig. 12.
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arrangenment, and a transparent resin 102 covers thereon. A boundary surface
bet ween the transparent synthetic resin 106 and the transparent resin 102
is made of synthetic resin having the sane optical property, and this
causes no special optical effect. [0166] In the authentication verifying
chip with the arrangenent as descri bed above, the transparent synthetic
resins 106 @ﬂ)q 102 hol ding the transparent nedia 103 between them function
simlarly t[ ﬂue mediumwi th the absolute refractive index of no as shown
in Fig. 7. [ﬁnB@ﬁi}ne%fthEPe light entering the transparent nmedium 112 is
reflected at its surface, and a part of the light enters the transparent
edi um - 10%ig Pahowstanl Suthéllcatibie esiyinik et bRESMRREnI 1 L1 ansparent medi um
103 and the transparent synthetic réesin 106 conme into contact with each

ot her functUntikenbe Entodimedt! Holin ehe suthémi@tionverifying chightf thx Enshodimentt he
incident surface. [0167] As a result, in this authentication verifying
chip, the [NRghtshowhliedig®4athe trenspapent resinrtbdoethefentire chipacempistseoft twoedi um
103 interferes with the light, which enters the transparent nedium 103 and
i s reflectdyest Theseove derstvaation peticallytes & singladayarnci dent 1 ght exits
sel ectivel i ]&%Ed iridescence appears. [0168] - 43 Because the thickness of
t he transpQ nmedia 103 to be sprayed is determ ned by nere chance, the

tt th the irid to,b
hon- or adual? SheuaheaiEiiet YERNGRT tipciabsbra gtedt 114 R Mol SHUER: ovi e
| i ght-ab i -the. f f | at
where the St AEbaERt Sndiid Air PRSr A PGE p crtfas Baft B T ®
ti-l| t i t ; (¥ i i : th
Surface ofREEERCiES 12 oo hBf iforln 1€/ RABLEHRY K€ ScudgRifi e
af or enent i QAGAGASHS anda tEaRSpRERORSTE 165 eovled fifkkeon.

A boundary surface between the transparent synthetic resin 106 and the
transparent resin 102 is made of synthetic resin having the same optical property,
and this causes no special optical effect.

[0166]

In the authentication verifying chip with the arrangement as described above, the
transparent synthetic resins 106 and 102 holding the transparent media 103
between them function similarly to the medium with the absolute refractive index
of n, as shown in Fig. 7. A part of the light entering the transparent medium 112
is reflected at its surface, and a part of the light enters the transparent medium
103. Then, it is reflected at a surface where the transparent medium 103 and the
transparent synthetic resin 106 come into contact with each other functioning as a
reflection surface, and the light exits from the incident surface.

[0167]

As a result, in this authentication verifying chip, the light reflected at the upper
surface of the transparent medium 103 interferes with the light, which enters the
transparent medium 103 and is reflected at its bottom. Then, the light in the
incident light exits selectively, and iridescence appears.

[0168]
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The authentication verifying chip is prepared by random spraying of the
transparent nedia 103 on the transparent synthetic resin 106 provisionally
di sposed. Then, the transparent resin 102 covers and fixes on the whol e,
and the chips can be produced individually. [01711 |In addition to
produci ng the chips individually, the chips can be prepared by spraying the

cut ot + nBeGaE A S gt ot A PRnstaftnydng e B 34 b BFsg BBl oo”
Connect | onsr s Recs: B REEBRE b I GRR of B REERTLL B el O conce

pit's of _anaqhR@iticd HohQftadiPllydt8 b kihcein Bdagsgent 13 In the

enbodi ment s as descfi bed above, i1ridescence pieces are in irregular
arrangenmenj@69]t is also possible to arrange regularly the iridescence
pieces simlarly to the arrangenent of the enbossed hol ogram shown in Fig.
4. [01731 Thegtrueturédd previde ligletvabsdrbingbiack calpabh ¢hefippert hiefice ohthen
verification as seen from above, Fig. 25 'g'lti)) is a cross-sectional view,

Fig. 25 (cyarddasag plat¢ athgeaithe aghengroeben yentyinghehip womes ohtotontast,Hent i cat i on
verifying chip, and Fig. 25 (d) is a further _enlarged cross-sectional view
of it. [O1parform antiester progessang of Weformracrediestion praveative fim oaghe siHace a car d

body, which_has a nmagnetic stripe and an arro rk 3 to indicate a
oo 3 i maer b 8 TaspRebaynRRTC h Al FLEhE G, & Hhe RAEroatigned 5258 ayer ed
on a card Rpas 8(Ibcﬁlt£lt% 1EL14. [01751 The card base plate 114 is a thick

e
synt hetic Skl B35 wi dely used in the cash card or the like, or a

thin pl ate(H?HEIIy non-transparent synthetic resin as used in the prepaid
card or th I'Ke.

The authentication verifying chip is prepared by random spraying of the transparent
media 103 on the transparent synthetic resin 106 provisionally disposed. Then, the
transparent resin 102 covers and fixes on the whole, and the chips can be produced
individually.

[0171)

In addition to producing the chips individually, the chips can be prepared by
spraying the transparent medium material drops over a large surface, the chips can
be cut out individually.

Further, the authentication verifying chips can be directly formed on cards
according to the procedure as described in connection with Fig. 12.

[0172]

[Embodiment 13]

Fig. 25 shows iridescence pits of an authentication verifying chip of Embodiment 13.
In the embodiments as described above, iridescence pieces are in irregular
arrangements. It is also possible to arrange regularly the iridescence pieces
similarly to the arrangement of the embossed hologram shown in Fig. 4.

[0173]

Fig. 25 (a) is a view of a card capable of authentication verification as seen from

above, Fig. 25 (b) i1s a cross-sectional view, Fig. 25 (c) is an enlarged
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In order to protect the authentication verifying chip 112, a cover nmade of a
hard “material such as glass may be provided. [01761 A multiple of pits 117
are reqgularly disposed on a chip base plate 115 of the authentication
verifying chip 112. transparent nmedia 118 in different quantities are

filled into the pits 117 and iridescence substances different in thickness

aré arrangg [s%gﬁ'(lt)rﬂagk Ew I){JH Z&theﬂ?@t%‘@%hﬁ?ﬂé Qﬂiﬁga‘?dﬁiﬁfé '?5qg)lsf§ei1ﬁ§tﬁe

detected in the au ication véritying ¢ pendi ng on

t hi ckness @hitf&l trosdlsRaopat view g 118 filled in the pits 117. [01781 The
structure as described above can be prepared by spraying the transparent

nediun1natgmrpm on the base plate 114 where the regularly arranged pits 117
are fornmed. [01791 |In addition to producing the chips individually, the

t r anspar entln tixebeuigured, ehe atferehcopmnmral Eirepestentsea cardlmdgewhichflasa, and t he
chi ps can be produced by cutting themout individually. Further, the

aut hent i camagnetie stripgi hand A pyrowamatie3 do teticaty afcardringesmgedireitionapAbl e - 45
of authenticatiaon verification according to the procedure as shown in Fig.
12. [ 0180putherBieationevarifying chipgl 12 laypsd on g caed 5@%@1351 1¥.0f Enbodi nent 14.
Thi s enbodigﬁgﬁ is a variation of the Enbodinent 13. Afilling resin 120 as
appropriaté filled into the pits 117 regularly di sposed on a chip base

oLt 110, PR s Bl R b g D e 0101

determ ned ., deReRd 1A, 8P athR Hilke USSP nol- RS AL AR AR reli N
the prepaid card or the like.
In order to protect the authentication verifying chip 112, a cover made of a hard
material such as glass may be provided.
[0176]
A multiple of pits 117 are regularly disposed on a chip base plate 115 of the
authentication verifying chip 112. transparent media 118 in different quantities are
filled into the pits 117 and iridescence substances different in thickness are
arranged regularly.
[0177]
The wavelength of the iridescence as detected in the authentication verifying chip
112 is depending on the thickness of the transparent media 118 filled in the pits 117.
[0178]
The structure as described above can be prepared by spraying the transparent
medium material on the base plate 114 where the regularly arranged pits 117 are
formed.
[0179]
In addition to producing the chips individually, the transparent medium material
drops are sprayed over a large surface, and the chips can be produced by cutting
them out individually.

Further, the authentication venfying chips can be directly formed on cards capable
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A reflection |ayer may be prepared between the filling resin 120 and the
transparent nmedium 118. However, the reflection layer is not necessarily

required, and differing the filling resin 120 and the transparent nedium 118
intheir reflective indices may be used for the reflection function. [0182]
The structure as described above can be prepared by spraying and filling

adequate resin on the authentication verifying chip where pits are forned,
and by f ur chautheptigationgyerfigatiangesprding to thedproredise @sisAPwpaRAd®rl2- [ 01831 In
addi tion tE%B*ﬁducing the chips individually, the chips can be produced by
spraying t Iling resin 120 on a |large surface where pits are forned and
further b¥Eﬁ%B@- tﬁﬂf transparent nmedium material, and by cut out chips

i ndi vi dual I'y. urther, the authentication verifying chips can be directly

formed on G4, WQEEFSQ&B%%B&Q%?&%]%%??{I fication according to the

procedure as shown in ment 151 Fig. 27 shows two

types of armane@BbdilienPis A vhSRRMSTARe BrhSodhe T PRAIATEMNg kesin 190 AN
aut henti cation verifying chip 121 as shown in Fig. 27 (a), the transparent

medi um 123 apgrogtiateois €illed fintoi the pitd 2.17wepelarlaidispasedog adhipeseaplaty. 114, 46 The
iridescence as detected on the authentication verifying chip 121 is

dependi ng and atthinspareas nedium 118 es furthesddlednn theadi um 123. The structure as
descri bed above can be prepared by spraying the transparent nmedium rmateri al
on the aut f@k&licati on verifying chip where the pits are forned. [0185] On
an aut hentication verifying chip 124 as shown in Fig. 27 (b), a resin as
appr opr i at d iesndesgepeeas defected 1pithe apdgntication variyng<hip isf¢teamipethspar ent

medi um 127 is further di.sposed,f{hereon. The ir.idescence as detected on the
aut hent i catdFBer\“‘{Nﬂ P*P&‘?%é“l@ﬁleﬁs i’&h"q ARRPAETH 1B ohi ckness do of the
transparent, ren?fjeicﬁ'(r)?] iLa%zgf may be prepared between the filling resin 120 and the
transparent medium 118. However, the reflection layer is not necessarily
required, and differing the filling resin 120 and the transparent medium 118 in their
reflective indices may be used for the reflection function.

[0182]

The structure as described above can be prepared by spraying and filling adequate
resin on the authentication verifying chip where pits are formed, and by further
filling the transparent medium material thereon.

[0183]

In addition to producing the chips individually, the chips can be produced by
spraying the filling resin 120 on a large surface where pits are formed and further
by filling the transparent medium material, and by cut out chips individually.
Further, the authentication verifying chips can be directly formed on cards capable
of authentication verification according to the procedure as shown in Fig. 12.

[0184]

[Embodiment 15]

Fig. 27 shows two types of arrangements of iridescence pits of Embodiment 15.

On an authentication verifying chip 121 as shown in Fig. 27 (a), the transparent

medium 123 is disposed in pits 122, which are arranged regularly.
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[0186] [Enbodi ment 161 Fig. 28 shows Enbodi nent 16 where a regul ar
arrangenent is adopted. Fig. 28 (a) is a view of a card capabl e of
aut hentication verification as seen from above, Fig. 28 (b) is a
cross-sectional view, and Fig. 28 (c) is an enlarged cross-sectional view
of the authentication verifying chip. [0187] 1In these figures, the
ref erence mer-al 131 represents carnd ba which has magnet i,.c stripe 2
ind anar r ORPTHTECACe A RRIFCER o R GRUienREan YigtimelRlh St TIRhlife
aut henti caty i ' [ : d on a card base plate 134.

bh Qﬁﬁc%ﬁe{)s's & of‘?naefgh t rﬁec%mﬁiﬁg( .

[0188] The car asé p Is a synthetic resin plate as w dely

used in thqheadgtict@ad debcritdd dbo%& caPbe Préfakéd BY @ﬂﬁyH@L’@ab'tYaﬂéﬁﬂ‘ehf anspar ent
synthetic resin as used in the prepaid card or"the’like. In order to

prot ect t heneditinh entérial tonothe \w@thdnyicadorc PeriXyihgZchip wheye the1pitearef formédr d
material such as glass may be provided. [0189] A multiple of pits 135

di fferent {0188gpth are regularly disposed on a base plate of the

aut hentication verifying chip 132. The transparent nediumis filled into the
- 47 pi t sOn3n aghentaatipn veatyoehchip 134 taarsbewndn Higrdin)i arasm akness are
regularly arranged., [01901 The wavel ength 1 of the iridescence as detected
in the aut RRRFEPRLEI1DAISPRTET i the plt@megulagz aranged andiangansparens meWRness of

doscr{ bed AP0RSEERT HEPEebEEAM ndi vi dusl 1y by regul arly forming the pits
difrerent e dSR R IEA0RC N B2 SRR GerBinly ) B84 10 Gepchigoa "
on thickness d, of the transparent medium 123.
[0186]
[Embodiment 16]
Fig. 28 shows Embodiment 16 where a regular arrangement is adopted.
Fig. 28 (a) 1s a view of a card capable of authentication verification as seen from
above, Fig. 28 (b) is a cross-sectional view, and Fig. 28 (c) is an enlarged
cross-sectional view of the authentication verifying chip.
[0187]
In these figures, the reference numeral 131 represents a card body, which has a
magnetic stripe 2 and an arrow mark 3 to indicate a card-inserting direction. An
authentication verifying chip 132 is layered on a card base plate 134.
[0188]
The card base plate 134 is a thick synthetic resin plate as widely used in the cash
card or the like, or a thin plate usually non-transparent synthetic resin as used in
the prepaid card or the like.
In order to protect the authentication verifying chip 132, a cover made of a hard
material such as glass may be provided.
[0189]
A multiple of pits 135 different in depth are regularly disposed on a base plate of

the authentication verifying chip 132. The transparent medium is filled into the
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In addition to producing the chip individually, pits different in depth are
regularly fornmed by neans such as etching on a large surface, and the
transparent nmedium material is filled into the pits thus forned, and then,
by cutting out individually, the chips can be produced. Al so, the

aut hentication verifying chips can be directly formed on cards capabl e of

(01631 [ ERbom et 4 FHEPCT BR3P i dn REERS ofe i it e,

bel ow on afgreppod to prepare an authentication verifying chip by using
random nunbers i n Enbodi ment 17. The random nunbers of binary nunbers or

hexadeci maThawivelefgthan betiragideycencepb Aetsttad intheatigntRiyoM e ing, oct al
nunbers, etc. In general, colors can be expressed as three primary colors

of R G anchip 182ds Béparklingodothe thicknesd ofitheawdrsparenaneednym e aw it pits t h
guat ernary nunbers. By controlling thickness of the transparent nmediumin
the pits st3fs to obtain desirable iridescence, iridescence with 4 colors
or nore than 4 colors can be prepared. [0194] Controlling the thickness of
t he transpB)rlghl medi um can be carried out by adequate - 48 printing neans

e L AT N SR T e e S
X )
Fead an acrtiitn bhfhei® GURIpREChTD oterT o o O Aceurately
[0192]
In addition to producing the chip individually, pits different in depth are regularly
formed by means such as etching on a large surface, and the transparent medium
material is filled into the pits thus formed, and then, by cutting out individually, the
chips can be produced.
Also, the authentication verifying chips can be directly formed on cards capable of
authentication verification according to the procedure as shown in Fig. 12.
[0193]
[Embodiment 17]
Referring to Fig. 29, description will be given below on a method to prepare an
authentication verifying chip by using random numbers in Embodiment 17.
The random numbers of binary numbers or hexadecimal numbers can be easily
replaced with quaternary numbers, octal numbers, etc. In general, colors can be
expressed as three primary colors of R, G and B and black color, 1.e., four colors
and by replacing with quaternary numbers.
By controlling thickness of the transparent medium in the pits so as to obtain
desirable iridescence, iridescence with 4 colors or more than 4 colors can be
prepared.
(0194}

Controlling the thickness of the transparent medium can be carried out by adequate
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Physi cal standards of a cash card and a credit card are strictly provided
fromthe viewpoint of the practical use. Accordingly, physical standards on
t hose nounted on such cards are also naturally strictly provided. However,
it.is likely that deformation nmay occur due to excessive use. [0198] To
cope wth such the problem it is desirable to arrange a position alignnment
mark 141 as shown in Fig. 30 on the authentication verifying chip. In the
si npl est ch®EBting gieRYs sueh Fosn thkgat pnntgiment mark nay be used. However, to
ensure the nore reliable position alignment, a plurality of position

al i gnment HHORE shoul d be provi ded. The position alignment mark is useful

R I e T
o SOl HISE el BRI ol I ML o,
| SO e so L PESAEZBON 2R ARl Bd RRed 0 | o 1o

further, Ign9§kl44 and 145 to indicate the end portions nay be arranged.
[02001 - 4 e reading of information on the authentication verifying chip
i s carriedipdbodiihehpeg) rel ati ve novenent of the authentication verifying
chip and the reading device. Accordingly, in order to ensure the reliable

readi ng, i Fig. S0nhoes Fnbodimesty IS, hinaitagemehe tarascanisly @hd ahauthenbieatiorcat i on
verifying chip with that of the reading device. |If a mark for

synchr oni ze¢nifymgséhgmal 146 is placed on the authentication verifying chip
t he novenent of the reading device can be synchroni zed according to the
readi ng of [A19€] mark. [0201] The reading start and finish lines and/or the
mar k for s§nchronization signal can be also used for signal_ normalization

in the sigRBysigH standardsepf afeash saxeh andon crgditgpard axe strictly provided from the

viewpoint of the practical use. Accordingly, physical standards on those mounted
on such cards are also naturally strictly provided. However, it is likely that
deformation may occur due to excessive use.

[0198]

To cope with such the problem, it is desirable to arrange a position alignment mark
141 as shown in Fig. 30 on the authentication verifying chip. In the simplest case,
only one position alignment mark may be used. However, to ensure the more
reliable position alignment, a plurality of position alignment marks should be
provided. The position alignment mark is useful not only in linear reading but also
in planar reading using an image pickup device.

[0199]

To ensure more accurate reading, it would be desirable to arrange some other
marks at positions to start the reading and to finish the reading of the
authentication verifying chip, togetherwith the position alignment mark. For
instance, a line 142 to start the reading in moving direction and a line 143 to finish
the reading in moving direction and further, lines 144 and 145 to indicate the end
portions may be arranged.

[0200]
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mark and the reading start/finish lines and/or the mark for synchronization
signal are prepared by using fluorescent substance granules. For instance,
t hese can be prepared by adequate printing nmeans such as an ink jet
printer. [0202] [Reading device] Referring to Figs. 31 - 39, description
wi |l be given below on reading of the authentication verifying chip using
iridescenceg, [Enpodi nent 19] Fig. 31 shows. Enbodi nent .19, an exanpl e using
an i mage pil8R GBS PLERIIMANG OnniheaUiERtcatOT KeRI¥IERNP 5 GrRied RBHDY $he ead

o CentorysN Gopumont disBe siMRuRifuv BiRE chiand B iag dieuar { ave

| ate; 153 t At i ti i i i D155 1 i.ght

oo oo 1 or ASTrINEE T bR REndie ik B0 Bioin X BT RArT 1 BaftnrodiflL . d
) 0203 Dl j : j t

eaTe B o e, (e SRl uO AR Y Ri GRS AR epce uo on

l'ight sourge hag ﬁﬂ%yhauoﬁffz%&gg@pﬁleﬂsqx plded %ﬂﬁﬁé autRhticationdvedPR@4l  As

the canera for 1 mage pi ckup, a color canera such as a CCD canera IS used. In

this case, chipMhetfotdeheitof Hh€ defBng BEvitd Edif b SWicheoniddtPadcwREn@bsltiiche nunmber
of the light source are not limted to one white LED. [0205] The white LED

gi ves quaskeaditigt ¢f thelnwrkf hr ough the conbination of ultra-violet LED with
fluorescence of R (red), G (green) and B (blue), through the conbination of
color LED §i20R] G and B, or through the conbination of blue LED with the
yel l ow fluorescence. On the other hand, colors are separated by using a
col or filt dhe reading stactodnst fimalindings and/or the mark for synchronization signal can be

also used for signal normalization in the signal processing. The position alignment

mark and the reading start/finish lines and/or the mark for synchronization signal

are prepared by using fluorescent substance granules. For instance, these can be

prepared by adequate printing means such as an ink jet printer.

[0202] |

[Reading device]

Referring to Figs. 31 - 39, description will be given below on reading of the

authentication verifying chip using iridescence.

[Embodiment 19]

Fig. 31 shows Embodiment 19, an example using an image pickup device of the

most basic arrangement in a method to read the authentication verifying chip as a

plane.

The reference numeral 151 represents a card body; 152 a card base plate; 154 a

card upper surface plate; 153 an authentication verifying chip; 155 and 156 each a

light source for photographing the authentication verifying chip 153; and 157 a

camera.

[0203]

When the card 151 is taken into a card reading apparatus and it is stopped, the

authentication verifying chip 153 is lighted by the light source 153 and is

photographed by the camera 157.
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[ 0206] Accordingly, the detection of a |light according to a conbi nation of
the white LED and the color canera is limted to the color, which can be
detected through the conbination in use of the light emtting color and the
cqolor filter. [0207] [Enbodi ment 20] Fig. 32 shows Enbodi nent 20, which is
a variation of the Enbodi nent 19. This readi ng device uses a red LED 161, a
green LED 162, and a blue LED 163 instead of the white LED, and a
nonochr oe [@2048r a 164 i nstead of the color canmera. The type and the number
of the light sources are not limted to the three red, green and bl ue LEDs.
[0208] Whéis thheamerofonimage prkep,a ¢coucaneratsueh bEBICOD canterers usddi ght s at
the same tinme, but a field-sequential-color systemis adopted where |ights
are em t t edhis shses arihiss #EIB,‘B used sithe light souree.hod, it woul d be unnecessary
to pay attention as to whic of white LED h uld be used,_ or which
type of collde Wﬁ%ﬁ%t@w’é‘emh%@y t5§é’<$ht POUIGOPRre ngtlhmltﬁdtt%émEl’ﬁBB@ KRt s 18 and
t he re%ﬁﬁ to be Ilghted is not limted, but the region to be detected
|sI|mted ]addltlon is p035|bleto designthat t he Iightedregion

of i1l descdibey IE el §§%§'J Al SR PPy B PR of sl WPl S ot 5

dj di
;ﬁnglrj?hent ?‘c ron verlg% yi ngocﬁ](r&ggG (E‘?e ZﬁﬁﬁlBﬁﬂ{E@ gﬂ %Fﬁ% @on'fl_tﬂﬁatfo%lg I ng
shows a geperdbr RETAHIORNEHnd B, ¢ tﬂ%l@ﬁtﬂh@ Roibidatigh o@theaQEDgwﬁ’ﬁ‘(hé?e for

yellow fluorescence. On the other hand, colors are separated by using a color filter
in the color camera.

[0206]

Accordingly, the detection of a light according to a combination of the white LED
and the color camera is limited to the color, which can be detected through the
combination in use of the light emitting color and the color filter.

(0207]

[Embodiment 20]

Fig. 32 shows Embodiment 20, which is a variation of the Embodiment 19.

This reading device uses a red LED 161, a green LED 162, and a blue LED 163
instead of the white LED, and a monochrome camera 164 instead of the color
camera.

The type and the number of the light sources are not limited to the three red,
green and blue LEDs.

[0208]

When the monochrome camera is used, the LEDs do not emit lights at the same
time, but a field-sequential-color system is adopted where lights are emitted
alternately.

By adopting this method, it would be unnecessary to pay attention as to which type
of white LED should be used, or which type of color camera should be used.

[0209]

- 51 -



verifying a card, and Fig. 33 (b) is an enlarged view to show the relation
between the card and the reading device of the planar card reading for
verification. [0211] 1In Fig. 33 (a), the reference nuneral 151 represents a
card body; 152 a base plate; 154 a card upper plate; and 153 an

aut hentication verifying chip. A so, the nuneral 166 represents a |ight

thenti ca \ | | so. umeral 166 1 epr . |
To7 bagy  OhiE EafaRrEEC 18 aR 1, fhe WEER cob M fia hor el BGH ¥ o TED, °
bl LED, D i it h: - i [ t h

Chaohoofisien BEORDBRACH eyl el skt BlossHFLEUITI SRR oD, 55
shape and li%nt?ﬁé@%@n% Rifide 208 RE 8ﬁt![%cﬁ&?r§§lbﬁ"‘?snhbtcl%itf’di‘. _verifying chip 153.

The type an unber o sources are not imted to the three

red, greep|sanebrithe Qetdelon of fdedtencena phetodidle(d?)a pliotbirkisdtbF YarPbe used

iridescence pieces 148 are spread on the authentication verifying chip 153
and positi gitald dgan@nieramr ks are forned. Light emtting/ detecting elenents
167 of the light emtting/detecting elenents matrix 168 face the
aut hent i caf(2dfl] veri fying chip 153. [0213] - 52 Wen the card 151 is taken
into a reading apparatus and is stopped, the authentication verifying chip
153 i s poslEmbedmenhdtl the pl anar shape light enitting/detecting elenents
matrix 166, Then, the light emtting/detectin el enents i.n the planar
ar r angenentig. @hishaws @rrmaglng deviga tforcraagng gy ayég@a;ttqaﬁgn VenERmED @8t i x 166,
detect the Jight reflected fromthe iridescence piece disposed in the
authenticaPaBg”% %prﬂﬂu i*p 153 as shown in Fig. 33 (b), and the present

[ 0214]

st U100 OFd 55 L AFRCRF ) el TR B O M S [ 0214
the i1 Lde388RA, PRI Bl ST AMrhiGel W TSASD Obatll flcbehn 10 1o
the card and the reading device of the planar card reading for verification.
[0211]
In Fig. 33 (a), the reference numeral 151 represents a card body; 152 a base plate;
154 a card upper plate; and 153 an authentication verifying chip.
Also, the numeral 166 represents a light emitting/detecting elements matrix where
light emitting/detecting elements 167 based on a combination of light sources
including red LED, green LED, blue LED, etc. combined with a small type light
detection element such as the photodiode, phototransistor, CCD, CMOS, etc. are
configured in a planar shape and in such a size to cover up the authentication
verifying chip 153.
The type and the number of the light sources are not limited to the three red,
green and blue LEDs.
[0212]
In Fig. 33 (b), a plurality of iridescence pieces 148 are spread on the authentication
verifying chip 153 and position alignment marks are formed. Light
emitting/detecting elements 167 of the light emitting/detecting elements matrix 168
face the authentication verifying chip 153.
[0213]
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verify each individual authentication verifying chip 153, i.e., each

i ndi vi dual card 151. The accuracy of the reading of the iridescence pieces
arrangenent pattern on the authentication verifying chip 153 depends on the
resolving capability of the light emtting/detecting elements matrix 156

di sposed in the planar shape. By adopting a field-sequential-color system
where ele ts i i

ot _det ol hyPEia 'ﬂ%sij '@E%Bﬂf%@&%&@ég@b?@%&%@@ﬂys PSS Enbod ment 22)
Light d bt SaCB P e

verifying AuREps fg%%ﬁhf%i‘gg YD 1% innatoft EndPRafind 3R BORGL' (D) Chove
ut hont | caf TAGTRRPFR g eATpOs S RACH Thet fe HERCLARADMLERINE, o\ The

correspondigfghdn®d ff tl@%lﬁ%%&'ﬁg@m@ﬁf %lﬁ&ﬂfo@m‘ {heaht te)‘rﬂ& tg/&'ﬂéctﬁ‘@ ecting

unit. The card 151 is the sanme as the card shown in the Enbodi ment 20, and

detail ed dratdntPidabrix 266,!detectand light fdlec@idViesn hBé ériddseedd@] pietedisp@ed34 (a),
ared color light emtti ng/detectl ng elements array 171, a green col or

light enitid tiy sighertidatign ekrfydny chiprlbd s Shdwarin Fag.[3u@d) anidmhelprgd;ant
emtting/detecti ngk el ements array 173 are placed in a container, which has
a w dth sl pgsitioy ofthdeirideseemce pies8 is takenwipdashan eleatoid signali r ecti on of the

aut henticati on verifying chip 153. [0217] These red col or |ight

enmitting/ dd2déling el ements array, green color light enitting/detecting

1T PP s b bbb AR e T
B e
(1 520 O 80 OB BRI Sl 154 SR 8. e

The accuracy of the reading of the iridescence pieces arrangement pattern on the

authentication verifying chip 153 depends on the resolving capability of the light
emitting/detecting elements matrix 156 disposed in the planar shape.

By adopting a field-sequential-color system where elements emit the light per color
in sequence, the number of the light detecting elements can be reduced extensively.
[0215]

[Embodiment 22]

Fig. 34 shows a reading device for reading a plane of the authentication verifying
chip as an assembly of lines in Embodiment 22.

Fig. 34 (a) shows a general arrangement of a detecting unit of a reading device for
an authentication verifying chip, and Fig. 34 (b) 1s a drawing to show the
corresponding relation between a card and a linear type light detecting unit.

The card 151 is the same as the card shown in the Embodiment 20, and detailed
description on the card is not given here.

[0216]

In Fig. 34 (a), a red color light emitting/detecting elements array 171, a green color
light emitting/detecting elements array 172 and a blue color light emitting/detecting

elements array 173 are placed in a container, which has a width slightly wider than
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chip 153 is read - not after the card is taken into the card reading
apparatus and is stopped - but during the tinme when the card is taken into
the card reading apparatus. [0219] Wen the card 151 is taken into the card
readi ng apparatus, it passes under the |ight emtting/detecting elenents
arrays 171, 172 and 173. At this noment, the I|inearly arranged array of the

light emttingldetectin | enent etects..the light. reflegted by the

i ri descent tlﬁu%&ftgﬁ%gg)vﬂggs&i%@ni& tﬁ%éﬂ@&?ﬂ@mﬂc"f%ﬂﬂgﬁgm ‘ng chip 153.

El ectric sw;j(ﬁhs generated in association with the novenent of the

aut henti ca verifying chip 153 are detected continuously in anal og manner

by each |hghte 9@&8&&% {?%eteé@ﬁﬁ@%&{a ﬂlg%lgﬁ:‘eeh{r;s“a@ﬁ%’hégrééh guigt fighy manner, or

ct
scanned as an 1 nmge ac or a scanner, and then,

the aut henp G tech‘ﬁEieﬁéfh&&sCaﬁia? 172 3an B bg cofdrafgh Behifting/detddingS1 1S
verified. [0220] The pattern of the information thus obtal ned depends on

the arrangeritnts andy 179are giveh Merd hé eRfnpivs, MdlisiPneRessBY apRardnyg t he
information, it is possible to verify each individual authentication

verifyi ng compindtidn of cdors @adle wsedd 151. The accuracy of the reading of the
arrangenment pattern of the iridescent substances in the authentication
verifying €018] 153 depends on the resolving capability of the l|ight
emtting/detecting elenments arrays 171, 172 and 173. - 54 By adopting a
fi el d- sequéhmlikathe autdenugasioariienidng chipeicading derice astsbowndntthper col or  in
oxt ensi vel EMDQIBDEN] 14 HAtsBkmihhe BRIRESEVEs 05 Aol b IOBRER 4 4881 ce f or
eading 2 Bl an Rl Ao caul o0 Yok Liing, ol B85, AR BRSEIRLY of, dots
et vest & SR Bl - BROLQBTHHPI, TR L0 ORI

stopped - but during the time when the card is taken into the card reading apparatus.

[0219]

When the card 151 is taken into the card reading apparatus, it passes under the

light emitting/detecting elements arrays 171, 172 and 173. At this moment, the

linearly arranged array of the light emitting/detecting elements detects the light

reflected by the iridescent substances disposed in the authentication verifying chip

153. Electnc signals generated in association with the movement of the

authentication verifying chip 153 are detected continuously in analog manner by

each light detecting element or discontinuously in digital manner, or scanned as an

image like using a facsimile machine or a scanner, and then, the authentication

verifying chip 153 is verified and the card 151 is vernfied.

[0220]

The pattern of the information thus obtained depends on the arrangement condition

of the iridescent substances. By comparing the information, it 1s possible to venfy

each individual authentication verifying chip 153, i.e., each card 151.

The accuracy of the reading of the arrangement pattern of the iridescent

substances in the authentication verifying chip 153 depends on the resolving

capability of the light emitting/detecting elements arrays 171, 172 and 173.
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The reference nuneral 151 represents a card body; 152 a base plate; 154 a
card - upper plate; 153 an authentication verifying chip; and 154 a |ight
emtting/detecting elenent. The light emtting/detecting el enment 153 noves
in a direction which perpendicularly crosses the direction that the card
151 is taken into the reading apparatus. [0223] For the novenent in the

di rect i on. poiflfes BERELALLYoRE G598 KRB LEREHIORNH AL ighl ferragh 151 1S

taken into the ap er—Of ~appr opriat e met no st ance,

pseudo- | | ngALeqTRNGITRI niiABECoOihe i HEfRhO RIAHE AT AR BE REdRSI Rxtdrdhelpim 2

| i near novene on t conver sion mrotary novenent I near
nmovenent amgd2gl | i near novenent by means of a |linear notor can be adopted.

[ 0224] [ Enbodinment 241 Fig. 36 shows an authentication verifying chip

readi ng defimbodiment 28w arrangenent of Enbodi nent 24. Optical scanning
means to use the reflection of the |aser beamby a rotating pol ygonal

pi | I ar mi r Fir 35 shaesptreading deviee dmrviieading acplames ofbarl asthentietion perifiieg . | n
this scanni ng nmeans, optical scanning can be perforned only by the rotating
movenent o¢hip @& apaisseyablsiof dots mrEmbediment 2355 [ 02251 As neans for

obt ai ni ng Earallel beans, paraboloid is used in a reflecting tel escope and
a par abol al'@nBeAashomis geprglarrangement plthegelationbaswedia satdandydlt abol oi d

and parallel beans. In.this [figure, .the s I represents X-axi s, and the
ol ¥ | SUCRREON NARERTS Shib SIS JEHre I ok (R S e BB GRDGin
represents th%v]ori %E@d The synbol P represents a parabola, which is
expressed Q LeAdpe MELApd. 1 o parabola has a focal point F at a position

where X = R)ZQ Y =-1/4. Al the straight lines running in parallel to
Y-axis are concentrated to the focal point F when reflected by the parabola

P. On the ¢RatERFhce ignethll 190 rddefSa B4QAMBIdPI152 9 Badd Flaf2q8Y aRQAkMt F runs
upper plate; 153 an authentication verifying chip; and 154 a light emitting/detecting
element. The light emitting/detecting element 153 moves in a direction which
perpendicularly crosses the direction that the card 151 is taken into the reading
apparatus.

[0223]

For the movement in the direction, which perpendicularly crosses the direction that
the card 151 is taken into the apparatus, either of appropriate methods, for
instance, a pseudo-linear movement based on the rotation on one point as a
fulcrum, a linear movement based on the conversion from rotary movement to
linear movement and a linear movement by means of a linear motor can be adopted.
[0224]

[Embodiment 24]

Fig. 36 shows an authentication verifying chip reading device of a new arrangement
of Embodiment 24.

Optical scanning means to use the reflection of the laser beam by a rotating
polygonal pillar mirror is adopted in the device such as a laser beam printer. In
this scanning means, optical scanning can be performed only by the rotating

movement of the polygonal pillar mirror.
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in parallel to Y-axis when reflected by the parabola P. [02261 Fig. 36 (b)
shows a basic arrangenent of the reading device where this principle is
applied. In this figure, the reference nuneral 181 is a reflecting mrror in
formof a paraboloid. It is designed in a sem -cylindrical shape with its

l ength running in a direction perpendicularly crossing the drawi ng surface.
Al so, at a position to correspond to the origin of Fig. 36 (a), a light
hol e 182, W225h allows the light to pass through, is forned. Further, at
the focal point of the reflecting parabolic cylinder mrror 181, a

pol ygonal disrmeansifgr obtaingng parsliel, beamisc parabelow 15 arsed oA rafleciingrielegenngl | el to
an axis in extending direction of the reflecting parabolic cylinder mrror
181 and haénﬁaﬁﬁﬁﬁﬁgﬁﬁﬁeﬂ@ﬁlecting surface. The reference nuneral 183
represents

e Gl 4 GRS ST RS
1tt i t > i i 1g.- 36 i to,. .-

) G Hebed e A LI A0 o w0

2 ol Syt 80D 50 U, ST B ARy g iy rosed =

entering t 1o - he | ight f tin
g9 ?@r@gﬁgga%hb@a, &ngch 1s5e§<gré‘§éd abe L Lgh Tﬁgﬁe{ﬁbélﬁ‘ﬁaﬁf %:he g

parabolic c rror In assoclation with e rotation o

pol ygonal bk @ atlBfositldieWhetd XiS 0 &id &t eth4i NAR thé 6 GighOAned\Ringkthg #nS 1 N
parallel to Y-axis and incidents the authentication verifying chip 153.
[0228] Theatallghto $agisrare yoacenodatetl td the foenl poitit Fewhen reflact@bbakthel to Y-axis
in Fig. 36 (a) from the authentication verifying chip 153 is reflected by

t he refl ecparaholpd.alfbi the cptiangdhe striargho linds $taama &omethe foced pooit Fyoms!

mrror 184 disposed at the focal point. The |I|ight, thus entered the

pol ygonal i pagHelitedY-pxis vatanasfleeted pardbe pargholiubh the |ight hole 182, and
enters the |ight emtting/detecting element 183. In contrast, the |ight
reflected i[Q?Z%]di rection different fromyY-axis fromthe authentication

verifying Fig. 36 (b) shows a basic arrangement of the reading device where this principle is
applied.
In this figure, the reference numeral 181 is a reflecting mirror in form of a
paraboloid. It is designed in a semi-cylindrical shape with its length running in a
direction perpendicularly crossing the drawing surface. Also, at a position to
correspond to the origin of Fig. 36 (a), a light hole 182, which allows the light to
pass through, is formed. Further, at the focal point of the reflecting parabolic
cylinder mirror 181, a polygonal mirror 184 is disposed, which has a rotation axis in
parallel to an axis in extending direction of the reflecting parabolic cylinder mirror
181 and has a polygonal reflecting surface. The reference numeral 183 represents
a light emitting/detecting element; and 183 an authentication verifying chip, which
1$ an object of the reading.
[0227]
The light emitted in parallel to Y-axis in Fig. 36 (a) from the light
emitting/detecting element 183 as shown by a solid line passes through the light
hole 182 and enters the polygonal mirror 184, which is disposed at the focal point

of the reflecting parabolic cylinder mirror 181. After entering the polygonal mirror
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chip 153 does not enter the polygonal mrror even reflected at the
reflecting parabolic cylinder mrror 181. [0229] As it can be understood
fromthe description as given above, anong the |ight conponents reflected
fromthe authentication verifying chip 153, only the light running in
parallel to Y-axis enters the polygonal mrror 184. Accordi ngly, by

tat t i ; ;
e 11 ngy araTy HEACEptel, e tettEting biBOICEARE FHORISTE piliadon it o,

on the aut pentdte@dd @mth\éqfdl;fgbhﬁlgmlrﬁév 1R415Fheanit he rdfbenid fl'ae&iredtﬁﬁ:’*@/hlch' n the

readi ng device shown in Fi'g. 36 , the Ilght fromthe authentication

verifying ¢inpparaftdl ¢b Y-sxioand ﬁ@[deﬁtsdﬂlleuthélﬁlcQﬁblyQeﬂ@hngﬁth’lp(153.181 as seen
fromthe light emtting/detecting elenment 183, cannot be read. It can be so
desi gned t [e#28] necessary information is not witten on this portion or that
unnecessar%‘ information is witten on this portion. According to the

ar r angenentThadighhshpwn lbY aryolid lpe 1(1@)d1m¢@0mlg Pagdlel ED)Y axisend'igs3th ) frami on

whi ch corresponds to the rear side of the polygonal mrror 184, and all of

t he i nf or miltq SHherbcation verhanghclip 15348 refigcted bp r;Leﬂm;ng parabelic eider a
ol | ¢ BHPEABY apf cniieS B RS Ahtter 454 Mipossd ol Be orl peite Ter ol
soni ol rehe s bR il hodon iyt 4 Yoo PSS iyt i ¢ "
b BCTs notdle 162, pfid Efierd bRl ciifodffe g Ot 18] h 3Bt fhel 7% VO UP
not for ”Edhgﬁ’q;ﬁeﬂté%ﬁl{ﬁ% difectidn diRreMEEERASRAYis dfﬁﬂttﬁl?éuthénﬂ?&lt%ﬂ%ﬁlfylﬂk rror

184, which a rotation axis running in paral to the axis 1n extending

direction @ﬁ Ptm doek lrRe ehite tHél!pf) gaﬁaabmhcﬁ e¢hireflédted Bl fhedfeflééingand has a
pol ygonal | ecting surface, i sposed at the focal point of the

reflecti ngpkl&bibh(peylmldef nﬁrrcyllsnder mrror 185. The reference nuneral 183
represents a light emtting/detecting elenent; and 153 an authentication
verifying [0229]
As it can be understood from the description as given above, among the light
components reflected from the authentication verifying chip 153, only the light
running in parallel to Y-axis enters the polygonal mirror 184. Accordingly, by
rotating the polygonal mirror 184, the light entering the light emitting/detecting
element is selected, and the light reflected condition on the authentication verifying
chip 153 can be identified.
[0230]
In the reading device shown in Fig. 36 (b), the light from the authentication
verifying chip, which is on rear side of the polygonal mirror 181 as seen from the
light emitting/detecting element 183, cannot be read. It can be so designed that
necessary information is not written on this portion or that unnecessary
information is written on this portion. According to the arrangement as shown in
Fig. 36 (c) and Fig. 36 (d), there is no portion which corresponds to the rear side of
the polygonal mirror 184, and all of the information as written can be read out.

[0231]

Fig. 36 (c) shows a basic arrangement for this purpose, and one-half of the
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chip. [0232] The Iight shown by a solid line as emtted in a direction in
paralllel to Y-axis in Fig. 36 (a) fromthe light emtting/detecting el enent
183 enters the polygonal mrror 184 disposed at the focal point of the
reflecting hal f-parabolic cylinder mrror 185. After entering the pol ygonal
mrror 184, the light enters the reflecting hal f - parabolic cylinder mrror

s refl oot aerid Pt oIRAEERRROR e "R A% HRR%ne MRty Aiferd (2 1
aut hent i cajgspp ‘f@%’e'nft h REA&HNR riprbr 1{1981%§bfa} bbloSH‘t Itrstfo é@ﬁl ina

dlrectlonlnp to Y-aXis In Fig entlcatlon
verifying &dhiPcylindritsl shepe ﬁ@xtlﬁgi 1t§t1eﬁgm i @fdn%@ﬁbmwrmah fruﬂsap@ﬂp@hdl@ulﬁm i nder
mrror 185 and enters the polygonal mrror 184 di sposed at the focal point.
After enttrthegirhWwingeaurfagenaly on theoporliBd widne the ghiueiof X BfegatiesimRig. ent er s
the light emtting/detecting element 183. [0234] In this reading device,

t he porti 086 (). t Hiee lighthlsole i182tshown ue Fig. \36n) chingt fosBed berecbecaaspune to t he
rear side of the polygonal mrror 185 as seen fromthe |ight

eni tti ng/ dBeteRaCEBIRIB] er;1 8 oy gomah Imyirror s18énwh1§brhcas @rrotaoncids AYINNL t he
portion - 58 i.ch cannot, be read has little i uen 235] Further, as
shown in Fmgpaxggel (tethe gyis dm sptanding:Hirestips &f the F ﬁ@lfmpamg indge

the. port | oot aatint € pafeor teBiSsrurtie i 4 is%é%ﬁ%tathnﬁ o Boigfrl, * O
et odhl e RO SBROE R s P PR ARTERL (1 o
j udgi ng methodlend FiBAALARBhgMRlecting element; and 153 an authentication verifying
chip.
[0232]
The light shown by a solid line as emitted in a direction in parallel to Y-axis in Fig.
36 (a) from the light emitting/detecting element 183 enters the polygonal mirror
184 disposed at the focal point of the reflecting half-parabolic cylinder mirror 185.
After entering the polygonal mirror 184, the light enters the reflecting
half-parabolic cylinder mirror 185 in association with the rotation of the polygonal
mirror 184. Then, it is reflected in the direction in parallel to Y-axis and incidents
the authentication verifying chip 153.
[0233]
The light reflected in a direction in parallel to Y-axis in Fig. 36 (a) at the
authentication verifying chip 153 is reflected at the reflecting half-parabolic cylinder
mirror 185 and enters the polygonal mirror 184 disposed at the focal point. After
entering the polygonal mirror 184, the light is reflected and enters the light
emitting/detecting element 183.
[0234]
In this reading device, the portion of the authentication verifying chip 153 to
correspond to the rear side of the polygonal mirror 185 as seen from the light

emitting/detecting element 183 is only its end portion. Accordingly, the portion
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Referring to Figs. 37 - 39, description will be given bel ow on an

aut hentication judging nethod using the reading device of Fig. 31 as an
exanpl e in Enbodi mrent 25. The drawi ng indicated by the synbol W(Wite) in
Fi‘g. 31 shows an exanpl e where the authentication verifying chip 153 is
phot ogr aphed t hrough the conbination of a white LED and a col or canera and

where iridescent substances qf.,. all colors including RR G and B are
det ect ed. fﬁ’é%%ﬁg%r?aﬁg?aégltgﬁ I%Q}Jeﬁ,ce‘G and B underneath show conditions of

i ri descent %?stances, showi ng each of the col ors separated by neans of a
color filter of the <canera. [02371 |In these figures, the synbols W R G

and B corr ¢sp@Re dsQh%imPn 12 & addpling af%JoffseesQ&ﬁﬁg'e\ﬁ%rﬁ-m lredgacthel | gure,

the image is divided in four porfions: the first quadrant is referred by a

nureral 1, céﬁl@al%ﬁ@@@doﬂﬂl@d*eﬂ@étiﬂg?ﬂrﬁﬁl%é&ﬂibl&ﬁ cglifdHia@l &lirroP 18%,Be tpditich
guadrant by a nunmeral 3; and the fourth quadrant by a nuneral 4. [0238] As

t he ot her mannexalslé betithie golygonalimircbed 8dycan bdi wgdlyadlininaedmyd detedopt ed, or
further, subdivisions can be conceived when necessary. [02391 1In this

met hod, a peoteationofs whtten nmgh portionsdd dhée authenticationcterdying whipe B carbe - 59
average light intensity of the iridescence, i.e., a total light intensity,
i s detectedead oitt hese figures, the symbol [-A] indicates the total |ight
intensity géz%tgge color in all portions of the authentication verifying
chip. The | [-T] indicates the total |Ilight intensity of the color in

t he upper | £ of the.authentication verifying chip, the synbol [-B]

i ndi cat es E&gt&]@gpcqttpaﬁg g8 Hﬁéﬁ?@ of the light of the color in the | ower
hal f of t . Leation verifying chip, the synbol [-R] indicates a

t ot al Iighrﬁmﬁp&éﬁ%%?g?of the light of the color in the right half of the

aut henti Caﬁéfe?ét}ﬁiéﬁrtb fFYé§?97C—th%9;qe§¢k?ptho§|y\?¥ﬂg¢e %i}'\{gll bkl 6RLEJufhenpibston | 9Nt

intensity o color In of 1 authentication verifying
chip, and yhwifymetlod dsiny theGrehdifty dedel df 'Fek. CAt fSarPedaifé id Faibodirhéytersi ty

of the color in each of quadrants of the authentication verifying chip.
The drawing indicated by the symbol W (White) in Fig. 31 shows an example
where the authentication verifying chip 153 is photographed through the
combination of a white LED and a color camera and where inidescent substances of
all colors including R, G and B are detected.
The drawings indicated by R, G and B underneath show conditions of iridescent
substances, showing each of the colors separated by means of a color filter of the
camera.
[0237]
In these figures, the symbols W, R, G and B correspond to W, R, G and B of Fig.
31 respectively. In each figure, the image is divided in four portions: the first
quadrant 1s referred by a numeral 1; the second quadrant is referred by a numeral
2; the third quadrant by a numeral 3; and the fourth quadrant by a numeral 4.
[0238]
As the other manner of dividing, divided by a diagonal line may be adopted, or
further, subdivisions can be conceived when necessary.

[0239]

In this method, a pattern of the images divided is not detected. Instead, an
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[ 0240] By the procedure as described above, it is possible to identify

I nforrmation of the total light intensity, i.e., 9 types of information for
each of the colors R Gand B, and 27 types of information in total can be
i dentified. Through the conparison of the total light intensity information

as obtained fromthe authentication verifyi ng chip at the time of

f ' :
EE?% ﬁéé”%&%é%@g EbfeoREy of PRk anets iy 2kt b e R SRR € e, (e
eri i ng LhiRs8fghS. B chmiol 0 lkgﬁa%fﬂﬂi%th%é%féﬂ%gﬁﬁf L RETRIER e
white LED ph&t@npoeHEOnhedtRatibh YEri %éhlpt NEhe ¥WAhbal [C'ij fhﬂlcﬂ@sﬁtﬁé %'tapy the

color canera Is a pseudo-white col or because a col or lter is used

Accor di ngl Jighttiitendiey @€ theotoleH intthe dppef half bf enégiuthéticacion vasifyimclip, thee whi te
LED and the color canera is limted only to the light, which can be

det ect ed byymba [-Rlomtdicatesiaototad flighhmténsityt ofetive tiighth of thel (mloran(ihe hewerohaif
filter. In this respect, care nust be taken as to which type of white LED
is used or Of/\mecautlnqqﬁ@amn wufamg cduprghe symbakkeR] indicatey a tote%hghtont@asntysf y and
define the strictness of the color used, it is desirable to use color

i nf or mat i off thedighf f the ¢aler ’c§1fthierﬂl’ig§§t rhﬁ%f|0<§ﬁh%a%@én6¢atx¢ns\@aqu1§&ﬁh@, theut as a

[obasi mgﬁéﬁétl @F%ﬂ@%s@?@t%ﬂlghﬁ 1%%81@ thE BalsE OeEB?Mf e ot

LE ED .
conbi mat 1 oftpnisaoh 6RBGE Shipy ety Lf E—ts%h%ra GigfES el b aa
Further, '&%@{?t&e&r{ﬁe ﬁ@fop AR aRYEb ARt Ao i RP ek FleV! ce may

used quency, I'S o ai né ‘difference
bet ween [0240]

By the procedure as described above, it is possible to identify information of the
total light intensity, i.e., 9 types of information for each of the colors R, G and B,
and 27 types of information in total can be identified.

Through the comparison of the total light intensity information as obtained from the
authentication verifying chip at the time of manufacturing the card and the total
light intensity information as obtained from the authentication verifying chip when
the card is used, the authentication of the card, i.e., the authenticity of the
authentication verifying chip can be determined.

[0241]

The white color obtained by the white LED is a pseudo-white color. Also, the
white color detected by the color camera is a pseudo-white color because a color
filter is used.

Accordingly, the detection of the light through the combination of the white LED
and the color camera is limited only to the light, which can be detected by the
combination of the light emitting color and the color filter. In this respect, care
must be taken as to which type of white LED is used or which type of color
camera is used.

[0242]
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frequencies or a sum of frequencies, can be used. [02451 As other itens to
be used for the judgnent, there are the value of the highest |um nance in
each area, nunber of pixels where |um nance is higher than a predefined
val ue, nunber of assenblies of bright pixels, Iength of contour of bright

pi xel , characteristics of bright pixel, weighted point of dispersed bright

points, pegy saﬂ%'ahﬂ%ﬁﬁé‘@hé’@@i&tﬁé%%‘&thé‘c&l@f‘%éd“i’ﬂ Ralespible ta1u8E @blopi St ogr am
on an binarized i mage, and hi stogram of each pixel through weighting of

| um nance inféativh] ast as DBAE] of ihfoemhtidd baked @n wudl Renss)baens b phiysiosl
verifying chip] Referring to Fig. 40 to Fig. 47, description wll be given
bel ow on anolar mémyeatien; i.e.pinf@nediod based am thke mm@engﬂht of judging steps for
certifying the validity of the card by using the card itself. [02471

[ Enbodi nment02481 F| g 40 and Fig. 41 show authentication certifying steps in
Enbodi nent _ 26. a structure of the card and Fig. 41 illustrates

a process llba‘lfhfr*@fl fg/a ‘EVh?éble \hgh'i BEDyused asran BEPJor adight soqr@9,4‘gljen 81 On a card
body 191 th t t f hi p..192 wh th
oo Aut nehtrerolE L And 56 aarad S ET e e iR R et ce 1o
stored; agggﬁ%ﬁgt he(ﬁtl cat{& Bﬁert¢fy| ng chip 193 where digitized data [M

(Message) NNttt ifying information [A] is encrypted to
encrypt ed ][C] and is stored, and both are nounted non-separably from
the card b [0249] The aut hentication verifying chip 192 and the

L0 et CARURRCE S ) B U b aopsadigta ) v o
ot her or mayed)and mhceHgit sFfdhé deghbRYy, wWhitibRlobtained as a difference between
frequencies or a sum of frequencies, can be used.
[0245]
As other items to be used for the judgment, there are the value of the highest
luminance in each area, number of pixels where luminance is higher than a
predefined value, number of assemblies of bright pixels, length of contour of bright
pixel, characteristics of bright pixel, weighted point of dispersed bright points, peak
position and peak value in longitudinal and lateral histogram on an binarized image,
and histogram of each pixel through weighting of luminance information.
[0246]
[Certification of the authentication verifying chip]
Referring to Fig. 40 to Fig. 47, description will be given below on an arrangement
of a card and an arrangement of judging steps for certifying the validity of the card
by using the card itself.
[0247]
[Embodiment 26]
Fig. 40 and Fig. 41 show authentication certifying steps in Embodiment 26.
Fig. 40 shows a structure of the card and Fig. 41 illustrates a process to certify the
validity of the card itself.
[0248]
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Now, referring to Fig. 41, functions are explained on the authentication
verifying chip 192 and the authentication certifying chip 193 on the card
body 191 shown in Fig. 40. In Fig. 41, the steps (1) to (5) give
déscriptions when the card is prepared by a card issuer, and the steps (6)
to (10) give descriptions when a user uses the card through a term nal

o ve TRh T b o R T e T L B0
e TR T b LR SO0 RS R
L N e R

aut hent i cabjgRnMEtionWerdyiak iiﬂo&%@tidﬂﬁ(]&ﬁ%n@b&g?é@ﬂoo&c%p@a @htadllC), iﬁEgﬁBS- I'n

order to performthe accurate readi ng en the card 1's used, 1t

desirabl e sfré® dndebotieasd @uafedaiontdepatblynfoinl hatdafhbydri fyi ng chip 192 is
nounted on the card body 191. [0253 (3) An anal og i mage of the

aut henti caf{0249]verifying chip 192 thus read is digitized - 62 to digital
data [M. In a case where the data stored in the authentication verifying
chip 192 t dheautkentdicaiordverifyg dép 392 didjthe authentication wartifyimgsdny 193 0254]
(4) The digital data [’r\iﬁ is encrypted, and encrypted data [C] is obtained.
As” an encr yiWihegdispesed it diffesentypasitiony %rSPQW@§9§glérﬁgﬂre»aWblﬂ)the§ekw be
cryptosystem. can be used. 25 A crypt. key used in the secret-key
crypt osyst 8%4‘@“%?‘%%“5%8 tg%’é% may heeletaf;%ateaé%geéﬂew th the propagation
of the publ(i) -Eey cryptosystem nore and nore people refer a private-key
used in thé%.? lic-key cryptosystemas a secret-key. In this

Now, referring to Fig. 41, functions are explained on the authentication verifying
chip 192 and the authentication certifying chip 193 on the card body 191 shown in
Fig. 40. In Fig. 41, the steps (1) to (5) give descriptions when the card i1s prepared
by a card issuer, and the steps (6) to (10) give descriptions when a user uses the
card through a terminal apparatus such as an ATM.

[0251]

(1) The authentication verifying chip 192 where the authentication verifying
information [A] 1s stored is prepared.

Every artifact-metrics is different from each other, and each authentication
verifying chip 192 having the artifact-metrics is different. In particular, it is not
possible to copy the artifact-metrics in three-dimensional arrangement, and it
cannot be forged.

[0252]

(2) Information on the authentication verifying chip 192 is read by analog or digital
means. In order to perform the accurate reading when the card is used, it is
desirable to do the reading after the authentication verifying chip 192 is mounted
on the card body 191.

[0253]

(3) An analog image of the authentication verifying chip 192 thus read is digitized
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respect, it is also called a conmon-key to avoid the confusion. [0256]
According to "Mddern Cryptography" published by the Institute of

El ectronics, Information and Communi cation Engi neers Qapan), the process to
obtain the enCrypted data [C] by Encrypting the Message [M by using a
crypt Key [K] is expressed as C=E (K, M, and the process to obtain

decrypt ed Q)a&%ltﬁlyda@?ﬂﬁ YRhiaNGsé %e?@@[&&%&%@tcﬁéﬁﬁ% Bye MithBgki@tioh YRhiffiey [K 1s

expressed as [0257] Here l ow ng this expression, the

process tocipanypb btenea&isgmgml daed, Aidifation 1§un§@@ersezt key [Ks] of the
secret-key cryptosystemto obtain the enCrypted data [Cs] is expressed as

Cs = E (Ks[0268] and the process to Decrypt the encrypted data [Cs] by the
Secret-key Ks to obtain the digital data [M is expressed as M= D (Ks,

Cs). [0258(4) The digited et M) iSrencyynted, had eingryipéed data4C] M olginad.pul i c key [ Kp]
of the public-key cryptosystemto obtain the encrypted data [ Cpl

expressed A8 agEneryptingsystepm, a Sﬂﬁé‘v‘td‘r‘:‘dd‘éﬁmoﬁﬁt%&ry%Puhlﬁé‘eéfr@V})tﬁﬁbﬁe@at a [Cpl
by a pri Vat e-ke vl to obtain digital data [M is expressed as M= D (Kv,
Cp) . Thesecaé‘r]%eg{? sm ssion of crypt - 63 keys. [0259] The process to
Encrypt thgwg{sgltal data [M by the priVate-key [Kv] of the public-key
crypt osyst obtain the enCrypted data Cv is expressed as Cv = E (Kv,

M) oI1, PYREETR B, SRR A PREL YR S0 Qe Bty ]
T e R AR e
nount ed onpdféiea pAvste DRVt n IO publRCIKVIEMPtoBPstem as a secret-key. In this
respect, it is also called a common-key to avoid the confusion.
[0256]
According to "Modern Cryptography" published by the Institute of Electronics,
Information and Communication Engineers (Japan), the process to obtain the
enCrypted data [C] by Encrypting the Message [M] by using a crypt Key [K] is
expressed as C = E (K, M), and the process to obtain decrypted data by
Decrypting the enCrypted data by using a crypt Key [K] is expressed asM = D
(K, C).
[0257]
Here, by following this expression, the process to Encrypt the digital data [M] by a
Secret-key [Ks] of the secret-key cryptosystem to obtain the enCrypted data [Cs]
1s expressed as Cs = E (Ks, M), and the process to Decrypt the encrypted data
[Cs] by the Secret-key Ks to obtain the digital data [M] is expressed as M = D
(Ks, Cs).
[0258]
The process to Encrypt the digital data [M] by a Pulic-key [Kp] of the public-key
cryptosystem to obtain the encrypted data [Cp] is expressed as Cp = E (Kp, M).
The process to Decrypt the encrypted data [Cp] by a priVate-key [Kv] to obtain
digital data [M] is expressed as M = D (Kv, Cp). These are transmission of crypt
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storing the encrypted data, adequate neans such as the optical reading and
recor.di ng nethod, the magnetic recording, etc. for barcode or

t wo- di nensi onal barcode, etc. may be adopted. [0261] |In a case where the
card 191 is an ICcard with an I1C chip mounted on it, the encrypted data
may be stored in the I1C chip. To be a non-separable structure, they are
integrated or a nethod such as wel ding nmay be adopted. Also, the encrypted
data may b&e¥ecorded on the card itself instead of mounting the certifying
chip on thE %i\ [0262] (6) When the card is used, the encrypted data [(C]
stored in % uthentlcatlon certifyi ng chip 193 is read [0263] (7) The

o1 gor Lt hm af By o6 EREPHIhG sttt e din e e G &viéﬁ%"?éigﬁ{ (8)
At the sa uf)lH]-Tgeyr %r&éﬂ)rsg?ttehlofb &bbt‘lunocfhe erﬁ%r?éﬁe&%lgﬁa' @?ﬁé Q)E})Sr §§ed V%I(Fkg Cciip 192

is read. means, a camera genera a readlng
head devi Wﬁ‘% fatke )'Cmﬁ
64 [0269] ?Kzolyl)"l'he I foésngt'zol ](b)gﬁ?'% ﬁﬁo‘%}m’ﬁgg‘@g?@ﬁ%g&?ﬁ@Bﬁ Ia"l ea
digi tized, t+&oBtafi et @fital @@EAIAINS lex Pﬁas@éa ad ned. D[(H§6@]z) (Chede Ifheméecr ypted
data [M is conpared with the digitized data [M] these are equal to
each ot her digifial signatugtged t hat the conbi nation of the aut henti cation
verifying chip 192 and the authentication certifying chip 193 is
| egi ti mat e[0260]t hese are different fromeach other, it is judged that the
conbi nati on of the authentication veri ;f; g chip 192 and the authentication
certifyi ng@nhihelamrypteddata Esil.t [Cphoe [Cahg remrded and stareql i edcertifying
illegitimate, In this way, the authenticity of the

chip 193, which is non-separably mounted on’the card body 191. For recording and

storing the encrypted data, adequate means such as the optical reading and

recording method, the magnetic recording, etc. for barcode or two-dimensional

barcode, etc. may be adopted.

[0261]

In a case where the card 191 is an IC card with an IC chip mounted on it, the

encrypted data may be stored in the IC chip. To be a non-separable structure,

they are integrated or a method such as welding may be adopted. Also, the

encrypted data may be recorded on the card itself instead of mounting the

certifying chip on the card.

[0262]

(6) When the card is used, the encrypted data [C] stored in the authentication

certifying chip 193 is read.

[0263]

(7) The encrypted data [C] is decrypted by using a predetermined cryptography

algorithm and a crypt key, and decrypted data [M] is obtained.

[0264]

(8) At the same time, information [A’] of the authentication verifying chip 192 is

read. As the reading means, a camera is generally used, while a reading head

device or a scanner or the like may be used instead of the camera.
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aut hentication verifying chip 192 is certified by the authentication
certifying chip 193, which is togetherwith present on the card. [0267] In
this exanple, the data [M read fromthe authentication verifying chip 192
isc conpared with the data [M obtai ned and decrypted fromthe

aut hentication certifying chip 193. It may be so designed that the
encrypted W [C], which is obtained by encrypting the data [M] read
fromthe a %tication verifying chip 192, is conpared with the encrypted
data [C], Y4)i cfhd @fdrRRtioh TRMJf ke d&4 i th®read 8§ dightyieddasdi digikP3. [ 0268]
The data on the authentication certifying chip 193 is encrypted. In this
crypt osyst dafa [®1'] kesbtsing@t osyst em the secret-key (or the common-key)
cryptosystemusing a single crypt key or the public-key cryptosystem using
two crypt [@66$ may be adopted. In the public-key cryptosystem a

conmbi nation of the public-key and the private-key (the secret-key) or a
conbi nat i oflBfThendeosynted datalddd) is xom withIthe digfyzededatd BMdd olfttheseren used
for the encryption and decryptl on. 0269] . When a_user uses the card by
means of aCcH@H P gagh a&hﬁa,rlaﬂw ged Mkhe re@ybmawon eé@wyﬂtth%rmqa@ow@afm&e

Eﬁf:y.pi Fiﬁsbﬁwééﬁgaaéﬁ‘@ hqnﬁgftfq%&’mﬁf (P ISg e gtmxﬁl%“qe”ahﬁaeg%?%?pzﬁéa;“s
t _hiﬁ, :;“iheﬁgker%gr%%n G} plter wg?ggﬁ%gﬁa% SaMBRHRGY of B FckBlrctfptn Q:Ethﬁd
}tMe£ m n:'ilg appﬁ&g}%%éml) qa%t?a ﬁd Itfg(?g%t??@ﬂri]&\‘;ighcfe }ﬁkﬁi (%Hﬁ% Fllgfyésa}rléctjt l%gl%fage g)?tgclj? ef:l ©
only on thend el fldga® RS fiifgittmate! B fhid 4, t%sau%hedﬂewmhelf the term nal

apparatus is stolen, the crypt key is also  stolen. it 1s so designed

that the Cﬁt(tﬁhtenﬁ@mohsveﬁfﬁﬁgdhipnl% iDRAMifidd Byhehet ;ﬁftﬂérﬁﬁiatxox@l@mifﬁhg%h@d t he
crypt key stored in DRAMw I | be | ost when the power to the termnal
appar at us i193,cwhichfd tdgetirpsehtpresdne romi thalcashpar at us i s destroyed or stol en,

the stealing of the crypt key can be prevented.
[0267]

5

In this example, the data [M’] read from the authentication verifying chip 192 is
compared with the data [M] obtained and decrypted from the authentication
certifying chip 193. It may be so designed that the encrypted data [C’], which is
obtained by encrypting the data [M’] read from the authentication verifying chip
192, is compared with the encrypted data [C], which is read from the authentication
certifying chip 193.

[0268]

The data on the authentication certifying chip 193 is encrypted. In this
cryptosystem, either cryptosystem, the secret-key (or the common-key)
cryptosystem using a single crypt key or the public-key cryptosystem using two
crypt keys may be adopted. In the public-key cryptosystem, a combination of the
public-key and the private-key (the secret-key) or a combination of the private-key
and the public-key may be adopted when used for the encryption and decryption.
[0269]

When a user uses the card by means of a terminal apparatus, a crypt key for

decryption is used. The crypt key is stored within a server or within the terminal

- 65 -



[0270] Wien the data stored for confirmng the authenticity of the card is
transmtted from the host server to the term nal apparatus and the
authenticity is verified on the term nal apparatus, or when the data of the
card is read and transmtted to the server and the authenticity is verified
on the server, the storage data volune in the server and the transmtting
data vol une becone | arge because the digital data volunme of the

aut hent i catapparatuer i ¥ yti Isgoadesigned 2hatshe grypt key0g Btqred Pothsm plee 9¢nvar saudh t he
situation, if MD5 (Message Digest 5), which is the typical hash algorithm
or other h38K¥naAgnticAes VemyHE osAbe tardgs digededidhn CATRidieyieded thengs saH- 2
is used, the.data can be converted to the 16-byte hash, val ue r.egardl ess of
how | ar ge ﬁ]éveﬂﬁaéo %P%anagﬁap¥3§‘§ian%£W%ﬁt b8 ’%&P@&W&&l MEa is  always
reflected in hash,. . utilizing. the har .St st orage
data vol unge(i:'hnﬁ r?é‘a@}éPﬁv/egbégi%ﬁWS C&&?tak‘{]y?lgr%#gm l@ﬁ“%ﬁ% EW%ya%R#aggsé SO

| arge. To j hur VRL 1 ithmis
209 | o ogHeFHERI 1A R . LB SREXRELABKIRN YR 1A erpifa Rp et {1
case t0 celhidiindBastd’ Howevel fif B 14l apRRatddsd seDthe BRI kel ardb ment
27. - 66 t Fig. 42 shows an arrangement of the card and Fidg. 43 the process
to certifystdken. IBdtiislsd Mesignéddehat Biclcriyps REY is §t0PaBih a DRAMdAtEe baehindl 94,

there are provided an authentication verifying chip 192 where card

Aut hent i catapparatusranflythe gryptfkey rsadriednn DRAMuUel Bslogt wihkadthe potver tsthies st or ed;
and an authentication certifying chip 195 where the authentication

verifyi ng itermunateapparatuy 18]cut offdiegausedd teonmhkapparatus redestayed bestdes [ M,
turned to the hash value [I], and [1] is encrypted to the encrypted data
[Chl and i $hesigabeg obihe Gyphkes eannha presentedon- separably fromthe card body.
The aut hent[bz%%ﬁi on verifying chip 192 and the

When the data stored for confirming the authenticity of the card is transmitted from
the host server to the terminal apparatus and the authenticity 1s verified on the
terminal apparatus, or when the data of the card is read and transmitted to the
server and the authenticity is verified on the server, the storage data volume in the
server and the transmitting data volume become large because the digital data
volume of the authentication verifying chip 192 is large.

[0271]

To cope with such the situation, if MD5 (Message Digest 5), which is the typical
hash algorithm, or other hash algorithm such as SAH-1 (Secure Hash Algorithm -
1) or SAH-2 is used, the data can be converted to the 16-byte hash value
regardless of how large the data may be, and falsification of the original data is
always reflected in the hash value. If utilizing these characteristics, the storage
data volume in the server and the data transmission volume may not be so large.
To alleviate the burden for encryption/decryption, hash algorithm is used.

[0272]

[Embodiment 27]

Fig. 42 and Fig. 43 show an example of the case to certify the card itself by using
the hash algorithm in Embodiment 27.
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aut hentication certifying chip 194 may be di sposed at different positions as
showr in Fig. 42, while these nay be disposed at the positions adjacent to
each other or my be integrated together. [0274] Referring to Fig. 43,
functions are explained on the authentication verifying chip 192 and the
aut hentication certifying chip 195 on the card body 194 shown in Fig. 42.

In Fig. 43,.th teps (1) to (6 i.ve descriptiQns on the pre ation of the
card by aFE:%n‘@ ﬁ@g{één_a%q{geg&gégpthﬁ)cag a(‘ﬁéﬁog'&%v%ed’ég?ﬁsﬁﬁgicéﬁ%;’ﬁ\%n a user
uses the carld. b trﬁgans f term nal apparatus such as an ATM [0275] (1)
The aut hentvl"la:(myi %fn &P’f"fﬁ?‘ﬂfg chip 192 where authentication verifying

infornntio(rg(gi{ﬁg]rl is stored is prepared. Every artifact-netrics is different
from each er, and each authentication verifying chip 192 having

artifact-mgy i esd dyl92 ﬁie‘}%ﬁf@ wideQ defdth&itication ivérifg?ng"éﬂip 102Sstideke to
with-t t,

copy artifact-netric ree-di nensi onal arrangene and 1t cannot be

forged. [ 0246l Authéntidation veRifyiAg ifbrrhdti hath ia§ attifact-mefridsyis Reored ahdl92 1S
read by analog or digital nmeans. To performthe reading accurately when the
card i s usad autientisatttas¢ereibfigy tidp 196 wiere thaduthgntédten terdyiagtibferhatiat i on
verifying chip 192 is nounted on the card - 67 193. [02771 (3% An anal og
i mge of tihA] mudigtiaed tathieodigitized dyianessagp [Mi2turhed to Swedhash alug tli,z28d to the
digital data [M. In a case where the data stored in the authentication

verifying ¢Hilpengypted Behe eaarviptedrlasa {ahl st 15, stered; and bothraremeunted
S Y RN SR N MER T RS
I's of 16- b%ﬁﬁleglt:ica]tlzo% ct?airgi ng ([h% {8111 may be disposed at different positions as shown
in Fig. 42, while these may be disposed at the positions adjacent to each other or
may be integrated together.
[0274]
Referring to Fig. 43, functions are explained on the authentication verifying chip
192 and the authentication certifying chip 195 on the card body 194 shown in Fig.
42. 1In Fig. 43, the steps (1) to (6) give descriptions on the preparation of the card
by a card issuer. The steps (7) to (18) give descriptions when a user uses the card
by means of a terminal apparatus such as an ATM.
[0275]
(1) The authentication verifying chip 192 where authentication verifying
information [A] is stored is prepared.
Every artifact-metrics is different from each other, and each authentication
verifying chip 192 having artifact-metrics is also different. In particular, it is not
possible to copy artifact-metrics with three-dimensional arrangement, and it cannot
be forged.
[0276]
(2) Information of the authentication verifying chip 192 is read by analog or digital
means. To perform the reading accurately when the card is used, it is desirable to

do the reading after the authentication verifying chip 192 is mounted on the card
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(5) The hash value [H is encrypted, and the encrypted data [Chl is
obtained. As the cryptosystem the secret-key cryptosystemor the
publ i c-key cryptosystem can be adopted. [02801 (6) The encrypted data [ Ch]
is recorded and stored in the authentication certifying chip 195, which is
nount ed non-separably on the card body 194. To record and store the
encrypted dg4a, adequate neans such as the optical reading and recording,
the magnetic recording, etc., for barcode or two-dinensional barcode may be
adopted. [@RG%L In a case where the card 194 is an IC card with an IC chip
nounted on it, the encrypted data may be stored in the ICchip. It is

desi gned i @)eqipdiajod image diehe Sethanabitonsicrifgingictip M2 thusBedd dgitieds
wel di ng may be adopted. The data mamy be recorded in the card itself instead
of nounti n¢p theedigitalpdaten[M1.. 1h Q2884 whevd thahdata shored an the suthemtitatiphe encr ypt ed
data [Ch] stored in the authentication certifying chip 195 is read. [02831
(8) The envemdyingichipil82 fche read wabgiyad dath, digitabzattpnas pinadedssaryd cr ypt ogr aphy
al gorithmand the crypt key, and the decrypted data [H is obtained. - 68
[0284] (9J024B]the same time, information [A'] of the authentication

moans whi (8 cRicefeiial At DLy WERGH (o b Al eyt B6 ham talde ARy be
v | et B e B, s L SR il
obt ai ned. hﬁ%@?]
(5) The hash value [H] is encrypted, and the encrypted data [Ch] is obtained. As
the cryptosystem, the secret-key cryptosystem or the public-key cryptosystem can
be adopted.
[0280]
(6) The encrypted data [Ch] is recorded and stored in the authentication certifying
chip 195, which is mounted non-separably on the card body 194. To record and
store the encrypted data, adequate means such as the optical reading and recording,
the magnetic recording, etc., for barcode or two-dimensional barcode may be
adopted.
[0281]
In a case where the card 194 is an IC card with an IC chip mounted on it, the
encrypted data may be stored in the IC chip. It is designed integrally in a
non-separable structure, or a method such as welding may be adopted. The data
may be recorded in the card itself instead of mounting the chip on it.
[0282]
(7) When the card is used, the encrypted data [Ch] stored in the authentication
certifying chip 195 is read.
[0283]
(8) The encrypted data [Ch] is decrypted by using a predefined cryptography
algorithm and the crypt key, and the decrypted data [H] is obtained.
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(11) The digital data [M] is hashed, and the hash value [H is obtained.
[0287] (12) The decrypted data [H is conpared with the hash value [H]. If
these are equal to each other, it is judged that the conbination of the

aut hentication verifying chip 192 and the authentication certifying chip 195
is legitimte. If these are different fromeach other, it is judged that

t he conbi n?(gégw of the authentication verifying chip 192 and the

aut hentication certifying chip 195 is not legitinmate, and the card is

j udged as dyl etk i 5N btk : joGat i on
verifying S ?1%%@%@&‘%’%%@3?%%?% ?1?1 hirthtiction e Eﬁydéﬂfs oza8

certified bydthe authentication certifying chip 195, which is present
togetherwith the authentication verifying chip 192 on the card. [0288] In
t hi s exanplAscanidre i gaferdibl used 4 fhealehding askany, Whie baiswhimeansfsuthasdata [ M ]
as read fromthe authentication verifying chip 192 is conpared with the
hash val uereddiig kikadrdeyicedrfa stanhéremay beywsed dndteahof/tlewanfeth] as read from
the authentication certifying chip 195. It may be so designed that the
encrypt ed flvalue [Ch'], which is obtained by encrypting the hash val ue
t

HZS
[H] by hazﬁ)ia he dat.a s, read.frqomthe authentication verifying chip
192, is cofpir l&fqlﬂlaﬁlﬂ’éwr]&?%% SErLyig: lrf@ﬁs,rqmil%ﬂlgltézeﬂeaw e
aut henti cat,i 0 rti.fying chip 195. [0289] - 69 The cryptosystem and the
met hod to ggtéh'ﬁﬁlsﬁg’ﬁéaggcrypt keys used in this enbodinent are not

di fferent E(; %*]the cases of the enbodi nents as given above, and new
descriptionis' not given here. [0290] The authentication verifying chip may

be broken ef) ittt i@RdsH tREhash RARSIIP) & bitafmead the

aut hent i caﬂ %nm?én(?glr mat %@?]depesncﬁdhgﬁd/on tellflfleS case.[ I Ih’l suc = the case, the
card cannofoasgjused even when it is a valid one. Description will be given
bel ow on an arrangenent to cope with such the situation. [0291]

(12) The decrypted data [H] 1s compared with the hash value [H’].

If these are equal to each other, it is judged that the combination of the
authentication verifying chip 192 and the authentication certifying chip 195 is
legitimate. If these are different from each other, it is judged that the combination
of the authentication verifying chip 192 and the authentication certifying chip 195 is
not legitimate, and the card is judged as illegitimate. In this way, authenticity of
the authentication verifying chip 192, i.e., the authenticity of the card body 184 is
certified by the authentication certifying chip 195, which is present togetherwith
the authentication verifying chip 192 on the card.

[0288]

In this example, the hash value [H’] obtained by the hashing of the data [M’] as
read from the authentication verifying chip 192 is compared with the hash value
[H] decrypted from the encrypted hash value [Ch] as read from the authentication
certifying chip 195. It may be so designed that the encrypted hash value [Ch’],
which is obtained by encrypting the hash value [H’] by hashing the data [M’] as
read from the authentication verifying chip 192, is compared with the encrypted
data [Ch], which is read from the authentication certifying chip 195.

[0289]
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[ Enbodi nent 281 Fig. 44 and Fig. 45 show an exanple to certify authenticity
of a card using an ID of a card in Enbodi nent 28. Fig. 44 shows the card,
and referring to Fig. 45, description will be given on the function to
certify the validity of an authentication verifying chip using an

aut hentication certifying chip. [0292] On this card body 196, there are

provi ded ap.aut henticatio erifyi chi 92 where card Authentication

P or mat i o ATVt B he muetody i Bnd lpae i PL R St cat i on
certifying i R: ' [ L€ Yih-ng, [ [A] is
di giti zed F@Pﬁ@%@? ﬁéﬁﬁl‘ﬁﬁﬁﬁﬁﬁﬁ%éﬂm@ t?ﬁ%@éé&ﬁ%nk%f}%gﬁgﬁ ive, [1] by
addi ng dat : d, and [I] is encrypted to the

encrypt ed ggﬁg‘@ﬁr[%%]cﬁgﬁ;oj f|ermcsttg‘(i)\Eégldl?é}g'nd bot h are nounted non-separably from
the card b@ghgo) The aut hentication verifying chip 192 and the authentication
certifying chip 197 are nounted in a structure non-inseparable fromthe
card mai n ThetautAdnticatzaert hexiflyingadhip mayeyel hrpkey o€ may BeORamed, drdtkbit may be

aut hentication verifying chip 196 nay be disposed at different positions,
whi | e t hesempessitie tolregdahe Guttientinatigomifernation, defjeadmgton theezasés dntsechor may
be integrated together. [0293] Referring to Fig. 45, description will be

gi ven on f the €asentheogard sannqitheciser exen oyhemvigag 2 yakdjorei Pesouptagi wilhbe

aut hentication certifying chip 197 on the card body 196 - 70 shown in Fig.
44. In Fi g_glv&g,bq?%ogta@ﬁgrqngynqegt %5ORs; Wghéégl&mep§l¥%‘il§non the preparation
of the Carf()%é a card issuer, and the steps (7) to (12) give descriptions
when a use A:s the card by neans of a term nal apparatus such as an ATM

[0294] (1) Leation verifying chip 192 where the authentication
verifying [%gﬁ%ﬁ?gﬁf[ﬂ is stored is prepared. Every artifact-nmetrics is

01 o ent TR IS0 SRR SR 0 NPT
copy the apldaf@fl Effbblintht i28. aFigh$eheWSBRS LABnPrIERERKig. 48)d it cannot
description will be given on the function to certify the validity of an authentication
verifying chip using an authentication certifying chip.
[0292]
On this card body 196, there are provided an authentication verifying chip 192
where card Authentication information [A] such as artifact-metrics is stored; and an
authentication certifying chip 197 where the authentication verifying information
[A] 1s digitized to the digitized data Message [M], turned to ID-added data {I] by
adding data such as the ID of the card, and [I] 1s encrypted to the encrypted data
[Ci] and 1s stored; and both are mounted non-separably from the card body.
The authentication verifying chip 192 and the authentication certifying chip 197 are
mounted in a structure non-inseparable from the card main unit. The
authentication verifying chip 192 and the authentication verifying chip 196 may be
disposed at different positions, while these may be disposed at the positions
adjacent to each other or may be integrated together.
{0293]

Referring to Fig. 45, description will be given on functions of the authentication

verifying chip 192 and the authentication certifying chip 197 on the card body 196
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forged. [0295] (2) The information on the authentication verifying chip 192
is read by analog or digital nmeans. To performthe reading accurately when
the card is used, it is desirable to do the reading after the

aut hentication verifying chip 192 is nmounted on the card 196. [0296] (3)
The anal og i mage of the authentication verifying chip 192 thus read is

gL?LELffﬂa shiwn BB lp B8 .16 stopud FERE S HrpletSRaie the " ”‘:
ut hent 2 |

s Tnaded” c BretRsihr é’f{‘!ﬁl?%%?f‘é&yf&z%ﬁ S8her, SRR SLD o e WRe el [ 0298]
(9), The | Dyadloghdatiel bhe Ea%3h st ashns Byl ads LR ab Gy, obt al ned.

As the cryptosystem the secr ey cryptosyst or the pu

crypt osyst ¢gnoggan be adopt ed. [0299] (6) The encrypted data [Ci] |s
recorded and stored in the authentication certifying chip 197, which is
non- separ alfl)y Aw munthenticatiohheridng chpod2hdierefthe autientidation wifyingl storing
the encrypted data, adequate means such as the optical reading and

recordi ng mfoimationt [ isstpred iscprepaeddi ng, etc., for barcord, two-dinmensional
barcode can be adopted. [0300] In a case where the card 196 is an IC card
wi th an | CEyRnpantifagitreetrion is differens frosheashpetbar,cadcachauthensicatioad in the |1C
chip. It is d |gned |ntegral in a .non-separable structure,.or a_nethod
such as welvﬁflg’ 082 dasweaatifachmetigsds diffsrenle b eatERY; 16 13 HRPQSSIDIE i ¢ sel f

i nstead of _nmountj,n e chip on the card
to copy hegax‘ttllf'act tgcs Ina Blree ?hmensugna? an]angement and it cannot be

forged.

[0295]

(2) The information on the authentication verifying chip 192 is read by analog or
digital means. To perform the reading accurately when the card is used, it is
desirable to do the reading after the authentication verifying chip 192 is mounted
on the card 196.

[0296]

(3) The analog image of the authentication verifying chip 192 thus read is digitized
to the digital data [M]. In a case where the data stored in the authentication
verifying chip 192 to be read is digital data, the digitalization is unnecessary.

[0297]

(4) Data such as the ID of the card is added to the digital data [M], and ID-added
data [I] is obtained.

[0298]

(5) The ID-added data [I] is encrypted and encrypted data [Ci] is obtained. As the
cryptosystem, the secret-key cryptosystem or the public-key cryptosystem can be
adopted.

[0299]

(6) The encrypted data [Ci] is recorded and stored in the authentication certifying

chip 197, which is non-separably mounted on the card body 195. For recording and
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(7) When the card is used, the encrypted data [C] stored in the

aut hehtication certifying chip 197 is read. [0302] (8) The encrypted data
[C] is decrypted by using a predefined cryptography algorithmand the
crypt key, and decrypted data [I] is obtained. [0303] (9) At the sane tineg,
information [A'] of the authentication verifying chip 192 is read. A canera

|5 gener al Lot Bk Beed G MaRRRR e ULE SO WIS Bitipf RS @ ol ng

head devi ce or scan may be i nste e canera (10) The

i nformat i OPe({oﬁ]m%fmétH(% qHé %bﬁ@%é&%ﬂgrétﬁy Y2 ddrl, &P dimeisidnand i s
digitized, and the digital data [M is obtained. [0305] (11) Data such as

the 1D of bheodacsh bsadsided] to the digital data [M and | D-added data [I']
is obtained. [0306] (12) The decrypted data [1l] is conpared with the

| D-added d@@390]1']. If these are equal to each other, it is judged that the
conmbi nation of the authentication verifying chip 192 and the_authentication
certi fyi nglthicpserwherestheeegrd 19@isean I¢ cadewish andC chip mu@tﬁd qm gntheach ot her,

it is judged that t he conbi natjon of_ the authenticati.on - a verifying
chip 192 aRBCWRE e@a%%a&b%a&or%lrb@etlﬁrwprg T ?ﬁ%@ﬁdugt%@wgau mate, and

the aut ﬂehﬁp%?%&%lé‘épr'u'fsg'ﬁ GPreh s isbes oreiinedu§E ool Heniteat E%h"f
Gata rocor B0 Brrepmel it i RgdRRR RN bryBhER Rl a0 SR Bk neryprea

data whi ch O?l] obt ai ned by adding the ID to the data based on the
i nformation of "t he

(7) When the card is used, the encrypted data [Ci] stored in the authentication
certifying chip 197 is read.

[0302]

(8) The encrypted data [Ci] is decrypted by using a predefined cryptography
algorithm and the crypt key, and decrypted data [I] is obtained.

[0303]

(9) At the same time, information [A’] of the authentication verifying chip 192 is
read. A camera is generally used as the reading means, while other means such as
a reading head device or a scanner may be used instead of the camera.

(0304]

(10) The information [A’] of the authentication verifying chip 192 thus read is
digitized, and the digital data [M’] is obtained.

[0305]

(11) Data such as the ID of the card i1s added to the digital data [M’] and ID-added
data [I'] 1s obtained.

[0306]

(12) The decrypted data [I] is compared with the ID-added data [I']. If these are
equal to each other, it is judged that the combination of the authentication verifying
chip 192 and the authentication certifying chip 197 is legitimate. If these are

different from each other, it is judged that the combination of the authentication

79 -



aut hentication verifying chip 192, and is encrypted. In order to confirmthe
authenticity of the authentication verifying chip 192, it is necessary to
add the IDto the data obtained fromthe authentication certifying chip 197
before conparing the data. If this IDis kept in secret, anyone who does
not know the ID cannot cryptanalyze to know the crypt key. [0309] 1In this

105 15 ai onErDBaE FBi 182 g0 e EinsERGdo {Qrﬁfvﬁi&aﬁg?ﬁ% £ Ry A0 NP

i nformationy, g”t&“ﬂ data [I'] is conpared with the decrypted
data [I] obt a| nedggmgg%rgtlﬁél ngél f he encrypt ed data [Ci] as read fromthe

aut hent i catjpggyjcertifying Chl p 197. It may be so designed that the digital
data [M, which is obtained by renmoving the card information fromthe data
[I] decr yptIedhlt vy, titecawthemtidityl df the autratitation tdifyinguhiye92 sadergfiecby tifyi ng
chip 197, is conpared with the digital data [M], which is obtained by

di gi ti zi ng théreuthehbeatmnicertifyily chsp 183 dvliicons tdgetheurwith preseat ionrthe eard. yi ng
chip 192. E[0310] A card where both the authentication verifying chip and
the aut hend9¥®i on certifying chip are present is under the control of the

user. In the authentication verifying chip, aut henti cation v rifying
i nf or mat i orf MUt Egcorded: ok therputhentication §ert5w@g<s i HYt isithe eperygted daa he

veri Ty ng Mgy hennd 87 pidaf e TBARTRE WBlaractF bl e il ol e, 10"

deer 1o aahebBRetR B EBELRA Ay PuctPiee ot Ed Bt g, " 1T T
crypt anal y%ﬁﬁxeggpﬁcvi)f‘ﬁle thEtick, VBN %}Hg%ztfﬁléﬂﬁ&s%%%d@ﬁé?ﬂ tion

will be given on t procedure revent suc situation 0311]

Lgp?log: g‘;‘Ittl(ljeg@%{gl':drt])ﬁnnétﬁfréﬂ‘ihg'aﬂthe‘hﬁcﬂ'&i"b&ﬁfﬁ %Hﬂbelg?fbe%ﬁe%ﬂiﬁaﬁﬁé itR&
gthe |g|tal wat er mark i'n Enbodi nment .
data. If this ID is kept in secret, anyone who does not know the ID cannot
cryptanalyze to know the crypt key.
[0309]
In this example, the information [A’] as read from the authentication verifying chip
192 1s digitized to the digital data [M’], further added the card information, and thus
obtained data [I'] is compared with the decrypted data [I] obtained by decrypting
the encrypted data [Ci] as read from the authentication certifying chip 197. It may
be so designed that the digital data [M], which is obtained by removing the card
information from the data [I] decrypted from the data [Ci] as read from the
authentication certifying chip 197, is compared with the digital data [M’], which is
obtained by digitizing the information [A’] as read from the authentication verifying
chip 192.
[0310]
A card where both the authentication verifying chip and the authentication
certifying chip are present is under the control of the user. In the authentication
verifying chip, the authentication verifying information subject to the encryption is

present not in secret. In the authentication certifying chip, the encrypted data of

the authentication verifying information is present. Under such circumstances, if

- 73 -



Fig. 46 shows the card. Fig. 47 shows a process to certify the validity of
an authentication verifying chip by an authentication certifying chip.
[0312] On this card 198, there are provided an authentication verifying
chip 192 where card Authentication verifying information [A] such as
artifact-nmetrics is stored; and an authentication certifying chip 199 where

B S ot

](calnglr ;SL e\é\aéi{egﬂ" éw‘ttﬂgfg%%}ogl'sgﬁ%hﬁggttggteega[y%l n%@a(cirhf)e; g%pﬁ%l@#é@danﬁgg-gsgpar ably
= . . I .

aut hent 1 ot oh gy o KB B L GEherath. Deseplith Ht Be Eendol o8 ey ons as

shown in ?}&edﬁ%tooﬂre%é}ﬁsﬁlcliwe BRuRpm ti oned adj acent to each other or may
be integrated together. [0313] Referring to Fig. 47, description will be

gi ven on tpggifiynction of the authentication verifying chip 192 and the

aut hentication certifying chip 199 on the card body 198 shown in Fig. 46.
In Fig. 47][Embedinteep80]1) to (6) give descriptions on the preparation of
the card by a card issuer, and the stefps (7) to (12) give descriptions when
a user usedig. Hé andrBighy7 sk en ekampleeofrauthentispipen eertidicatinghusisg die MEial

[0314] (1) The authentication verifying chip 192 where the authentication
verifying Wwatermark m Emhedimaent[3Q i s stored is prepared. Every

artifact-metrics.is different.fr each ot her, and.each .henti cation
Bor i f ot ng B8 AOPOVEIDE GHIEr Fisk AT EhagE A LCssS tgiGeray e arditd 41 oul ar. it
is i i bl . h tifact-metrij.cs. i .1 h - di i I

e anporendutientiSeEARErRe Bhip A5 albhtSioh bl MG Mo vt | an on t he

aut hent i cai{éﬁg verifying chip 192 is read by analog or digital nmeans. To
accurately per?ormthe reading when the card is used, it is

On this card 198, there are provided an authentication verifying chip 192 where
card Authentication verifying information [A] such as artifact-metrics is stored; and
an authentication certifying chip 199 where the authentication verifying information
[A] 1s digitized to the digitized data Message [M], turned to data with digital
watermark [W] by adding the digital watermark to the digitized data [M], and is
encrypted to the encrypted data [Cw] and is then, stored; and both are mounted
non-separably from the card body. The authentication verifying ship 192 and the
authentication certifying chip 199 may be disposed at different positions as shown
in Fig. 46, or these may be positioned adjacent to each other or may be integrated
together.

[0313]

Referring to Fig. 47, description will be given on the function of the authentication
verifying chip 192 and the authentication certifying chip 199 on the card body 198
shown in Fig. 46. In Fig. 47, the steps (1) to (6) give descriptions on the
preparation of the card by a card issuer, and the steps (7) to (12) give descriptions
when a user uses the card by means of a terminal apparatus such as an ATM.
[0314]

(1) The authentication verifying chip 192 where the authentication verifying
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desirable to do the reading after the authentication verifying chip 192 is
nmounted on the card 198. [0316] (3) An anal og i mage of the authentication
verifying chip 192 thus read is digitized to the digital data [M. In a
case where the data stored in the authentication verifying chip 192 to be
read is digital data, the digitization is unnecessary. [0317] (4) D gital
watermark is added to the digital data [M, and data with digital watermark
[W is obtaforamtiondd] 8y stores) ispreparada with digital watermark [W is
encrypted, _and encrypted data_[ is obtajned. [0319].  (6) .The encrypted
data [Ow] Feemerblatmesie @t@@g’\% ﬁogh%acamth@m@n@5@¢lbwthe%ﬁu%aiup9i ng chip 199,

whi ch i nt ed = .abl y. he. ..bod 8. F . di d

Stori ng t NETONER b0 ARRHnE AU AP S ioS n ATl A8 RAFHOURE e MAPSHBfng and
di t ' di, de .

oo 00 b s MR B s e B R B e car o

body 1998 js,apn | C card with an IC chip nmounted on it, the encrypted data

can be stored in the ICchip. It is designed integrally in a - 75

non- separ afgsgspt ructure, or a nethod such as wel ding may be adopted. Also,
the data may be recorded on the card itself instead of nmounting the chip on

the card. (2)03&]inforthati¥iebn the agthestitatiodSeeifyihfehpyigtresd Bitgalb stored
in the authentication certifying chip 199 is read. [0322] (8) The

encrypt ed digital th&wis. i Todecurgtlye geddyrnushengeadingrehief theechrd iy psedyitagghy

al gorithmand the crypt key, and decrypted data [W is obtained.
desirable to do the reading after the authentication verifying chip 192 i1s mounted
on the card 198.
[0316]
(3) An analog image of the authentication verifying chip 192 thus read 1s digitized
to the digital data [M]. In a case where the data stored in the authentication
verifying chip 192 to be read is digital data, the digitization is unnecessary.
[0317]
(4) Digital watermark is added to the digital data [M], and data with digital
watermark [W] is obtained.
[0318]
(5) The data with digital watermark [W] is encrypted, and encrypted data [Cw] is
obtained.
[0319]
(6) The encrypted data [Cw] is recorded and stored in the authentication
certifying chip 199, which is mounted non-separably on the card body 198. For
recording and storing the encrypted data, adequate means such as the optical
reading and recording method, the magnetic recording, etc. for barcode and
two-dimensional barcode may be adopted.
[0320]

In a case where the card body 1998 is an IC card with an IC chip mounted on it,

the encrypted data can be stored in the IC chip. It is designed integrally in a
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[0323] (9) At the sanme tinme, the information [A'] of the authentication
verifying chip 192 is read. A canera is generally used as the reading
nmeans, while other nmeans such as a reading head device or a scanner my be
uséd instead of the camera. [0324] (10) The information [A] of the

aut hentication verifying chip thus read is digitized, and the digital data

[M is obtabmeeparhiladdbluctrd;lr Pirekhicd suedtArw@ting mapBeladopted ! Mselitiet al data
[M] and data with digital watermark [W] is obtained. [0326] (12) The

decrypt ed dataaniypVPe recordapen ek durd litsalf assbadvefl meudtiig thel dhip brske asrd. equal

to each other, it is judged that the conbination of the authentication
verifying [@%ilp 192 and the authentication certifying chip 199 is
legitimate. If these are_ different fromeach other, it is judged_ that the
conbi nat i ofMofWhenethaeardns nses; thmenruptet\datay[@w] pronesbinathg auHendigatiaint i cat i on
certifying chjip 19%,is not legitimate. [0327] In this way, the authenticity
of the aut REREYIBEChPNIPIBiteIdng chip 192 is certified by the authentication
certifyi ngggébg 199, which is togetherwith present on the card. [0328] The
data recor n the authentication certifying chip 199 is the encrypted

oot o ek PO R AR LU YRS Bty o based
ener Yot o€y difista e AR KL eSO istheii 20t hent cat Lon

obt ai ned fﬁm] he aut hentication verifying chip 192 before conparing the
data. If this digital watermark is kept in secret, anyone who does not know

the di gi t al9wettethemathectdisothednivbhatiod JA'E of theknanehtiation yetifyk®y chipd929] I n
this enbodinment, the information [A'] as read fromthe authentication
verifying isread. A camera is generally used as the reading means, while other means such
as a reading head device or a scanner may be used instead of the camera.
[0324]
(10) The information [A’] of the authentication verifying chip thus read is digitized,
and the digital data [M’] is obtained.
[0325]
(11) Digital watermark is added to the digital data [M’] and data with digital
watermark [W’] is obtained.
[0326]
(12) The decrypted data [W] is compared with a hash value [W’]. If these are
equal to each other, it is judged that the combination of the authentication verifying
chip 192 and the authentication certifying chip 199 is legitimate. If these are
different from each other, it is judged that the combination of the authentication
verifying chip 192 and the authentication certifying chip 199 is not legitimate.
[0327]
In this way, the authenticity of the authentication verifying chip 192 is certified by
the authentication certifying chip 199, which is togetherwith present on the card.
[0328]
The data recorded on the authentication certifying chip 199 is the encrypted data

- 76 -



chip 192 is digitized to the digital data [M and digital watermark is
added; and thus obtained data added with digital watermark [W] is conpared
with the data [W, which is obtained by decrypting the encrypted data [ Cw
read fromthe authentication certifying chip 199. It can be so designed
that the digital data [M, which is obtained by renoving the card

e Tt ST Soth Pl RS
e N e
001, ARSI, AN LT ety Wsgaagil o Tooe
exanpl es Ofyatdimatetd tHe/Edtd obtiimdPRord RRE rahﬁ%ti@ﬁ%fﬁveﬁf?ﬁg%?ﬂ‘ 199 B&ford hm i s

added in the Enbodi nent 29 to the basic arrangenent o he "Enbodi nent 28.

Al'so, an | Bo@pariietteadata.i 3 aiea@ithnwhieembrbRAteRM sdet,anglost ghbaloeyat er mar k
is added in the Enbodi nent 31. Each of these adding nakes it difficult to

make for gaoykndw 32 {ligitht watermeatk tdmabt orypyanalyeette&howahe crgptdadged, but i s
possible to add several types of technique conbined. That is, the hash

al gorit hm b@329%e conbined with the ID of - 77 the card or the like; the
hash al gorithm nmay be conbined with the digital watermark; the I D of the

card or thdn thigempadingnt cheunfosmatipn bAT las réadyfromn theygaithentigation verifying hash
o 90011 (L, Ukl E B Nt el B S Y,
S e o BT O 5 B S 17

[W], which is obtained by decrypting the encrypted data [Cw] read from the

authentication certifying chip 199. It can be so designed that the digital data [M],

which is obtained by removing the card information from the data [W] decrypted

from the data [Cw] as read from the authentication certifying chip 199, is compared

with the digital data [M’], which is obtained by digitizing the information {A’] as

read from the authentication verifying chip 192.

[0330]

The cryptosystem and the method to use and manage crypt keys used in this

embodiment are the same to those described as above, and new description is not

given here.

[0331]

In the examples of the certifying chip as described above, the hash algorithm is

added in the Embodiment 29 to the basic arrangement of the Embodiment 28.

Also, an ID of the card is added in the Embodiment 30, and digital watermark is

added in the Embodiment 31. Each of these adding makes it difficult to make

forgery.

[0332]

It 1s not that only one technique is added, but is possible to add several types of

technique combined. That is, the hash algorithm may be combined with the ID of
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there are the arrangenents of the authentication verifying chip as given in
the -Enbodinents 1 to 17, the arrangenents of the reading device as given in
the Enbodinments 18 to 25, and the arrangenents of judging nethods as given
in the Enbodinents 26 to 30. [0334] 1In the authentication certification of
t he aut hentication verifying chip as given in the Enbodi nents 26 to 30, the

i ti . . ey .. d wth
| nror et ! 0@\ LRGN WX AP B RHBIRR wFFRR by TRer 9 WD
(s 1 udged Whgidhid ihe IBVAIYRRICHRRhE AR R hlaY HRGoffliRed Rithaht dighta N0t - | N this
case, while the information of the authentication verifying chip can be

easily obsgreeshrki ér fétashalgoePhm! theSHY bEtheddard Or *ﬁl@é’ﬂik@,eadd'ﬁi%itdrati on is
actually read or how the information thus read is judged. [0335] In this

respect, i fwdtdrendrkingdynisd cqinbiaed tegettit is the information for the

aut hentication verification or how the reading is performed, etc. is
encrypted 403B3]stored in the authentication certifying chip, the security on
the authentication certification will be extensively increased. [0336] (1)
The i nf or maEmbadimengBilhg to the authenticity verifying such as a type or an
arrangenent of the authentication verifying infarmation, and the information
rel ating t &1&HO shoxsi angexampte akaythentygaiion cggification imEmbogdimentcili ce to be

used for -

aut hent 1 caSofecpeds Jrgramboit By ighehec iR BRI ABRKEEPR f yi ng
PP 25 9 YRl BN s SARORTLE T Ben 00 TR RN S U0 08 o1
09551, 15) Sl ot P gl B OB ad Rk SO BB 0
of the aut hgMdd&REARNS to 25, and the arrangements of judging methods as given in the

Embodiments 26 to 30.

[0334]

In the authentication certification of the authentication verifying chip as given in

the Embodiments 26 to 30, the information of the authentication verifying chip as

read is compared with the information as encrypted in the authentication certifying

chip, and it is judged whether the authentication verifying chip is valid or not.

In this case, while the information of the authentication verifying chip can be easily

observed, it must be kept in secret as to how the information is actually read or

how the information thus read is judged.

[0335]

In this respect, if the information as to what is the information for the

authentication verification or how the reading is performed, etc. is encrypted and

stored in the authentication certifying chip, the security on the authentication

certification will be extensively increased.

[0336]

(1) The information relating to the authenticity verifying such as a type or an

arrangement of the authentication verifying information, and the information

relating to the reading such as the wavelength of the light source to be used for
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verifying chip is taken out. [0339] (4) By using the information thus

obt aimed, the authentication verifying chip is read. [0340] (5) The
information of the authentication verifying chip thus read is conpared wth
the informati on of the authentication verifying chip which has been stored
in the authentication certifying chip, and it is judged that the

Zﬁ? or | oW _Eqaéﬁ}lrgkfgﬁ 6% ﬁéchr%ﬁt_ghfaﬁé‘éfa“r%ﬁh%%ﬁ%w@%%ﬁg%%ﬁ% PG Gibg chip
o used.  Pusps PEFREHRARNTE bR 0L Sie " BxPhR L Kbolmdi 21 E O TE)

verifying i i fdentifies the card as described above can be adopted
i n bank ca??lggrgiﬁg%%edit cards, prepaid cards, nenbership cards,
securitiesjojgpjcards, admission allowance and other types of certificate.
[0343] These can al so be adopted in the applications such as a tag, which
| oses its (2) 7Phe mfsrimativhruo theidutiianticktesh tdrtifydnglehipdbecad dml dexgpetie, a
producer certifying tag, which 1is non-separably attached on comerci al
goods, an &0338¢t non-detachably attached to an animal for conservation,
etc. If the digital signature is further used, that nakes a person who gave
t he si gnat (®)e Froot thel deswynted adeymativs, themméormaionaslating te ¢he authiakcasioacut ed.
[0344] The applications as descri bed above can al so he extended to the

aut hent i caﬁ’ﬁ@g'mg/@hlp fapd the edprmaiondglasmgdoribe readipg ohthe) authrndicatien chip, for
i nst ance, an.ﬁpbo sed Eﬂflo%g?n1chip, a fluorescent granules chip, a

radi oact i v&CBIYEYE SHBAS LB, 0Ust ¢,

[0339]

(4) By using the information thus obtained, the authentication verifying chip is read.
[0340]

(5) The information of the authentication verifying chip thus read is compared

with the information of the authentication verifying chip which has been stored in
the authentication certifying chip, and it is judged that the authentication verifying
chip is authentic or not.

[0341]

Because the information relating to the reading of the authentication verifying chip
does not require large amount information, the public-key cryptosystem may be

used.

Industrial Applicability

[0342]

A card having an authentication verifying chip which identifies the card as
described above can be adopted in bank cash cards, credit cards, prepaid cards,
membership cards, securities, ID cards, admission allowance and other types of
certificate.

[0343]

These can also be adopted in the applications such as a tag, which loses its
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- 80 1 CLAIMS 1. An object for authentication verification, for which
authentication verification is needed, wherein an authentication verifying
chip including an iridescent substance where a specific and copy-unable
irfdescence pattern to specify said object appears, is added non-separably
fromsaid object. 2. An object for authentication verification according to

| ai 1, whereil. . hent i i i fyi hi wh . h i i

O L e S e L e S Eh RS, PRl L P s "
ver i 1ying g LRl Shcned AOBRARARR Db et HohDRBEach iy AaleCt fOf
aut hentication Vvériti‘cation accordl ng claim’Z, erein sai

aut hent i catd o agigdal kdr¥donBeivafiof N®¢i on is encrypted information where the
aut hentication verifying i nforration obtained according to said iridescence

pattern i ¥ theGigiel Snathire N fiRlice Glsed thatmbR@NS beRboh o 8ivel theddigiure
according to claim3, wherein said encrypted information for authentication
certifyi ngnotsaltont to deaty thy concdny prhicty theagdrsory Ahsiexadutédie aut henti cation
verifying information obtained according to said iridescence pattern. 5. An
obj ect for[(d4dhentication verification according to claim3, wherein said
encrypted information for authentication certifying is obtained by

encr ypt i ngTha@ppkgatinenas desanbad abever ¢annalse he exteaded o dhe authgetigatidhcat i on

i nformation ere i.dentification information of said object is added to said
aut hent i caVFaWINgeship hrsed on oHheF Han (e ngescant Spelor 1RNCRy I EAMOEHRG on
verificati according o claim3, wherein said. -8 encrypted information
for aut henfPEREbRIBeR AP PIFsFat BT Hibc? BYTGASEYS SEVSIRaAD &t hent i cat | on
verifying information with waternmark where a digital watermark is added to
said authentication verifying information. 7. An object for authentication
verification according to claim3, 4, 5 or 6,
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wherein said encrypted information for authentication certifying is
encrypted by using a common-key of a common-key cryptosystem under the
control of an issuer of said object for authentication verification. 8. An
obj ect for authentication verification according to claim3, 4, 5 or 6,
wherein said encrypted information for authentication certifying is
encrypted tNg a secret-key of a public-key cryptosystem under the
control of an issuer of said object for authentication verification. 9. An
obj ect for authentication verification according to claim3, 4, 5 or 6,
wherein said encrypted information for authentication certifying is
encrypted by ush Bbjedt foraliihenkieitionf vedifieatddr, Jok RHichrauthcasitatieivetifitatioh he
control of an issuer of said object for authentication verification. 10. An
obj ect for isneddsd, whatdiman\aathehticaionoverifemgraiipyciueling ai indescester ei n sai d
iridescent substance is a transparent resin in which iridescence pieces are
m xed. 11.substands wheref pspexificand: ¢opatinableviidesdenee patteradompdtifjysaid cl ai m 1,
wherein said, iridescent substance is a transparent resin filmwth

non- uni f or rbiest arpfaES 1s addedpnotsparably Bpmasaihebiettcat i on verification
according to claim1l1, wherein said iridescent substance conprises scattered
drops of the transparent resin. 13. An object for authentication

verificati according. to claj.ml, wherei.n said, - 82 .iridescent substance
's a transpar erit™ POEFof AutheRtichioh vesticion AAKtind £ Gaim L BRFFN a0 s wi ¢ b
uni form de : -0 I: i I AV b obj ect
For aut henty i ROTeeiRh Al HGE ARG AR LFfib I fibefliilin o tarcl)
i ri descent : £l a e‘;gq- 851 ed Adh-& j
non-uni f or %ﬁﬁﬁglﬁfw? o?arﬁrggu%% gg‘?g{naut f%lﬁ iccg)f%%ﬁ&%g,r gf y@n%p%%by Mlhgd An
obj ect for fg4hdentication verification according to claim1, wherein said
iridescent substance is a transparent resin filled in pits with uniform
depth regularly formed based on quaternary random nunmbers on said
aut hentication verifying chip. 16. An object for authentication
verificati @n ackwobiectgfor authleaticatib@, vetificati®h ad8rdidg to olainl 2, whiesgirisaidsai d
authentication verifying chip has a cover made of a hard

authentication certifying information is encrypted information where the

authentication verifying information obtained according to said iridescence pattern

is encrypted.

4.  An object for authentication verification according to claim 3, wherein said
encrypted information for authentication certifying is obtained by encrypting hash
value of the authentication verifying information obtained according to said

iridescence pattern.

5.  An object for authentication verification according to claim 3, wherein said
encrypted information for authentication certifying is obtained by encrypting the
authentication verifying information with identification information where
identification information of said object is added to said authentication verifying

information.

6.  An object for authentication verification according to claim 3, wherein said
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material such as glass for protecting said authentication verifying chip.
17. An object for authentication verification according to claim 10, 11, 12,
13, 14 or 15, wherein an upper surface of a card base plate where said
adthentication verifying chip cones into contact is in |ight-absorbing

bl ack color. 18. An object for authentication verification according to

claim110, 11, 12, ‘]@ 14 r 1a\, wherein apti-|uster %ocessi ng i.s perforned
on af sur f af¥rypted 4 “{‘?tém‘sg?;ﬁraé enticgn Cerfigngngs ‘88€ Y@PCW‘ﬂSﬁﬁ? cation

i fi i .di . ' 0, 11 1 13, 14 - 1. i
o e ABRTERE ek et i bt ahlas Al SPELEIRE
obj ect foraﬁéﬁﬂﬁ%ﬁ@%@ﬁﬂic\é%d (rérqf&}ﬂ\golﬂf %g_l ng to claim110, 11, 12, 13, 14
or aut hen erity

15, whereln sal Icatro Ing chip is a portion as cut out
froma large - 83 original plate. 21. An authentication verifying chip
readi ng device for reading an authentication verifying chip having an

i ridescenc®g pafneaghiecef@icath&itication behfidatioaracesrdivgnto dsiid 94, svexr 6,f i cati on,
wherein said reading device conprises: a white light emtting diode for

| i ghti ng swhereduthidrhtoptedmioraratiby iforgawthemticandn cartifeingris eaceypeed or

phot ographing |ighted authentication verifying chip. 22. An authentication
verifyi ng using arcemaiongkeieof € eothmonrkeydiryptoaystemt ithexconsrol of @niigspieng chi p
having an iridescence pattern placed on an object for authentication

veri fi cat i efnsaidplieeti far gufhgntiecgnigridisdiale conprises: a red light enitting
diode, a green light emtting diode, a blue light emtting diode for

| ighting said authentication verifying chip, and a col or canera for

h hi l\i h i i . i fyi hi p. . i i
onotograBho W, SRSY AATGOISA PRHEI PR oo ) SR, oot e
R e e D,

di ode, a g?gﬁ?alsie@@t-k‘ég‘gfaiﬂﬁgliﬁ-iggfi%gyﬁ%s?er@'uﬂgef tont BiTof 4 NYuél gde for

sequenti al 1 ghting aut n veritying chip, and a nonochrone
camer a fors5@gbReet forlalitheRiRAtRAN viHicAGon.i ght ed aut henti cation verifying

9.  An object for authentication verification according to claim 3, 4, 5 or 6,
wherein said encrypted information for authentication certifying is encrypted by
using a public-key of a public-key cryptosystem under the control of an 1ssuer of

said object for authentication verification.

10. An object for authentication verification according to claim 1, wherein said

iridescent substance is a transparent resin in which iridescence pieces are mixed.

11.  An object for authentication verification according to claim 1, wherein said

iridescent substance is a transparent resin film with non-uniform thickness.

12.  An object for authentication verification according to claim 1, wherein said

iridescent substance comprises scattered drops of the transparent resin.

13.  An object for authentication verification according to claim 1, wherein said
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chip. 24. An authentication verifying chip reading device for reading an
authentication verifying chip having an iridescence pattern placed on an
object for authentication verification, wherein said reading device
conprises: a light emtting/detecting elenents matrix with the sane area as

that of said authentication verifying chip. - 84 25 An authentication
veritying GHARERAHHIANGEHN £ GrahHaré RALSAGYRA iBHLADEM SRickREss deafibfedlifo chip
having an iridescence pattern pllaced on an object for authentication

verificati ¢fts witletugifdimSaérith a6 Isknill 6ke ¥aid QuediBitatiRSverdyicdhgy)i sm for novi ng
said authentication verifying chip and a light emtting/detecting elenments
array with sane wwdth as that of said authentication verifying chip. 26. An
aut hentication verifying chip reading device for reading an authentication
veri fying d#i p Amebjeg fanautheneeationenfieaticar accptdngth dainad, wheratn siudr

aut hentication verification, wherein said reading device conprises: a
mechani sm flddessent swhstanre) issutraasnarenitiesin scattered ingitshvith ngpdnfpgRdepth
emtting/detectjng el enents npvable in a direction of width of said

aut hent i cat9H %?4‘@9%“@%@? VEFUYIRG CA hent i cati on verifying chip reading
device for reading an authentication verifying chip having an iridescence
pattern placed on an object for authentication verification, wherein said

reading device GoMRELSES TSI SRGAo RS R S AGRLERAD

verifying chip, ing —parabo mrror i rrca

pol ygonal tifidseknt ﬁiggtah%isdfﬂfané a9t regi'ﬁ? ﬁlféd’]g{;gt;st»%?ﬁ ufiforh ?O alt s, and a

rotation axis of t pol ygona rror being osed at a poi nt of

sai d ref | egpgriyriorined badéd oh lq@hter®iy rindden d8inBetd G0 sai hgfiRnticatRAl Ng
di sposed behind said reflecting mrror. 28. A reading device according to

claim 27, whsfyengclipi d paraboloid is a full-paraboloid, a light hole is
formed at the center of said reflecting mrror, and said |light
emtting/detecting el ements are di sposed behind said reflecting mrror.
16. An object for authentication verification according to claim 10, 11, 12, 13, 14
or 15, wherein said authentication verifying chip has a cover made of a hard

material such as glass for protecting said authentication verifying chip.

17.  An object for authentication verification according to claim 10, 11, 12, 13, 14
or 15, wherein an upper surface of a card base plate where said authentication

verifying chip comes into contact is in light-absorbing black color.
18.  An object for authentication verification according to claim 10, 11, 12, 13, 14
or 15, wherein anti-luster processing is performed on a surface of said transparent

resin.

19. An object for authentication verification according to claim 10, 11, 12, 13, 14

or 15, wherein a reflection preventive film is formed on said transparent resin.

20. An object for authentication verification according to claim 10, 11, 12, 13, 14

or 15, wherein said authentication verifying chip is a portion as cut out from a large
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29. A reading device according to claim27, wherein said paraboloid is a
hal f -*parabol oid. - 85 30. A reading device according to claim 27, wherein
said paraboloid is a paraboloid snaller than a hal f-parabol oid, and said
pol ygonal mrror is disposed in an offset arrangenent. 31. A nethod for
readi ng an iridescence pattern of an authentication verifying chip, wherein
sai d net hod .coniori ses the steps of: dividing said iridescence pattern
surface of P984 Rifthenti cation verifying chip into a plurality of planes:
di viding each of said plurality of planes further into a plurality of

pl anes; repeating said dividing operation; detecting iridescence on said
plurality diayi " ) Sakd dobd: ; n from
the iri desg%nch\ﬁt userge(tﬁg@t?ggaﬂ% él%ﬁ%%ﬁ%%ﬁ%?@fdgé‘ge?dﬁgﬁggﬁﬁ}gﬁqﬁgé‘tﬁé{ of an
obj ect for yaufylign¢Hif hviap aMafillédcendd ?A’ltem"ﬁdﬂ&@@'dﬁ APoljedtabh aethepfiditiones t he
steps of: for preparing said object for authentication verification,

prepari ng aerfisativanivhein said veadingy dedce borppriéedt € copy-unabl e aut henti cati on
verifying information is stored; reading the authentication verifying

i nf or mati on onaswehite hghthemit iiggdiode forvieghtingisagl aithenticatibmivenfignglclyptaad
authentication verification information by digitizing said authentication
verifying Replor mamiemwfor@bpmgmnhglghgiﬁ@aeﬁneangatmveagylngwhmeati on verifying
information by encrypting said digital authentication verifying
information; storing said encrypted digital authentication verifying
informatio

in,an ut henticat.jon certifying chip; and for judging.
aut hent i ci 65 of\athensiizen veRing <R sesdng fevics, birErdag mB AhEnSEiony « ne
encrypted digitdl iy HaonE 5 3hhQteX & b Pidch Pn Rl b8t 3hP i fehfication®®
verification, wherein said reading device comprises:
a red light emitting diode, a green light emitting diode, a blue light emitting

diode for lighting said authentication verifying chip, and a color camera for

photographing lighted authentication venfying chip.

23.  An authentication verifying chip reading device for reading an authentication
verifying chip having an iridescence pattern placed on an object for authentication
verification, wherein said reading device comprises:

a red light emitting diode, a green light emitting diode, and a blue light
emitting diode for sequentially lighting said authentication verifying chip, and a
monochrome camera for sequentially photographing lighted authentication verifying

chip.

24. An authentication verifying chip reading device for reading an authentication
verifying chip having an iridescence pattern placed on an object for authentication
verification, wherein said reading device comprises:

a light emitting/detecting elements matrix with the same area as that of said

authentication verifying chip.
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said authentication certifying chip; obtaining decrypted digital

aut hentication verification informati on by decrypting said encrypted
digital authentication verifying information; reading the authentication
verification information on said authentication verifying chip; obtaining
digital authentication verifying information by digitlizing said

aut hentication verifying information; and conparing said digital

aut hent i cab.on Aneauthenitivgtiom verifyeig cinp wedding déevdcel forrrepdiag an diughienaication

aut hentication verifying information. 33. A nmethod for judging authenticity
of an obj ewerifymg chip i‘lle‘nng entifidescened patteanipdaced onraay ehjectdar authentiestiononpri ses
the steps of. _for preparing said object for authentication verification,

pr epari ng ¥eriBgatipanvhersin said yeading device BRIBPIARRS: e copy- unabl e aut henti cati on

verifying information.is_stored, r.eadjng.he authentication verifying

' nf or rat 1 on onAdAFCABST 9 MRS SHA AYRIRECAAS CHIENE DM AJLHE o t al

aut henticatien. verjfi.cation i.nformat.i,on by digaitizi sai d ,.aut. tication
verifying ELPEGeICSHIE slamenit atran JuHT darme gatth s Bt s apnenncandn o

i nformati oge%g{éﬁa%ng said digital authentication verifying information;
encrypting sail ash-val ued authentication verifying information and

obtai ning encrypted hash-val ued aut hentication verifying informtion;
storing said encrypted hash-val ued authentication verifying information in

an  aut henPg.Cad aethefifiédtionyetilyiaBicRip Rading Aeviceder Péhdaigt ieaithénticatioh said
object for authentication verification, reading the encrypted hash-val ued

aut hent i cavenfyingechip y1avigg ianfindessenenpattern gihcet onsai objesttfore autheatidation
certifying chip; obtaining decrypted hash-val ued aut hentication verifying
i nf or mat i omemfjcation8whemart saipreating dédceenampnsaesd hash-val ued aut henti cati on
verifying information; ) ) o . ) .
a mechanism for moving said authentication verifying chip, and light
emitting/detecting elements movable in a direction of width of said authentication

verifying chip.

27. An authentication verifying chip reading device for reading an authentication
verifying chip having an iridescence pattern placed on an object for authentication
verification, wherein said reading device comprises:

a mechanism for moving said authentication verifying chip, a reflecting
paraboloid mirror in a cylindrical shape, a polygonal mirror, and incident light
emitting/detecting elements, and a rotation axis of the polygonal mirror being
disposed at a focal point of said reflecting mirror, and light emitting/detecting

elements being disposed behind said reflecting mirror.
28. A reading device according to claim 27, wherein said paraboloid is a
full-paraboloid, a light hole is formed at the center of said reflecting mirror, and

said light emitting/detecting elements are disposed behind said reflecting mirror.

29. A reading device according to claim 27, wherein said paraboloid is a

half-paraboloid.
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readi ng the authentication verifying information on said authentication
verifying chip; digitizing said authentication verifying information and
obtaining digital authentication verifying information; obtaining
hash-val ued authentication verifying information by hashing said digital
aut hentication verifying information; and judging authenticity of said
obj ect for authentication verification by conparing said hash-val ued

aut hentication verifying information with said decrypted hash-val ued

aut hent i asg,on A4 I dRGick AL QU 91t aife7 AvEzeiodid Blraboipiiga, authenti city

of an object for authentication veritication, whereln sad nethod conprises
the steps pirabdl6id spigleathanda BAL-pMaB6loid, ahd 84tk RNdofat mitforvierdidposéd imn,
preparing an aut hentication verifying chip where copy-unabl e authentication
veri fyi ng ambfiserarangementst ored; readi ng the authentication verifying
information on said authentication verifying chip; digitizing said

aut hentication verifying informati on and obtaining digital authentication
verifying information; adding object identifying information tgo said digital
aut hent i ca8}-onAviagthpgifergreadingamnnisidesience pattem of an sghenticatinn verbinh

verifying inforpation.added wth object identifying information; encrypting
sai d aut hefIPcHReESM $ad merh C‘?’HP%?%?&E‘Féﬁepédﬁéd with object identifying

R e T T
authent| <o 08 Al Uyl or U1 on added with object | denty i ng
Feading the enar Bt oRH @aid i) 0P PlshCohlcAbr o pREIKPRS plane®ll 11 obj ect
repeating said dividing operation;
detecting iridescence on said plurality of divided planes; and

identifying said iridescence pattern from the iridescence thus detected.

32. A method for judging authenticity of an object for authentication verification,
wherein said method comprises the steps of:

for preparing said object for authentication verification,

preparing an authentication verifying chip where copy-unable authentication
verifying information 1s stored;

reading the authentication verifying information on said authentication
verifying chip;

obtaining digital authentication verification information by digitizing said
authentication verifying information;

obtaining encrypted digital authentication venfying information by encrypting
said digital authentication verifying information;

storing said encrypted digital authentication verifying information in an
authentication certifying chip; and

for judging authenticity of said object for authentication verification,

reading the encrypted digital authentication verifying information stored in
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identifying information stored in said authentication certifying chip;
decrypting said encrypted authentication verifying informati on added with
object identifying informati on and obtaining decrypted authentication
verifying information added with object identifying information; renoving
the object identifying information fromsaid decrypted authentication
added_with.object identifying information and

\(;g'[ Iﬁm: 28 Iﬁ?ﬁ&%g‘?@h”&%ﬁ% y veri fyi ng i nformation; readi n]g .
gtz ng. sar AOGIENE PR EATHERL ARG RO MR AR 2 6P i cal ™

aut hent | cagbappiey Lt eRErbRCHPRAAMcrRidn BT OmeAHIRRAbE! Ly, of sai d

obj ect for I catl veritication di gi t al

aut henti cati onryghnd Mie”ﬂlthéﬁt%ﬁ@ﬂ 'v@ﬂﬁcyﬂtfbﬁ 1§i@hﬂaﬁ&? b RhidchuBhkntRAfidc at i on
verifying informtion. A method for judging authenticity of an object
for aut henteingathipier i f| cat i on, wherein said nethod conprises the steps
of : for preparing said object for authentication verificati on, preparing an
aut hent i cat i onobtmmihy diggtabhithenivation (yepﬁwmgmtﬁdnenanmhqndlgrtMmgmmdveri fying
information is stored; reading the authentication verifying information on
sai d aut heauthenti¢agion V@@fymg/irﬁgmaﬂqn, agyd gitizing said authentication
verifying information and obtaining.digital. authentication verifying

i nf or mation; a@@MAIRD U AIGGEALheYIGREON YeBHHAE IATRIRAYEh GRidi cie&rypted

aut henti cati gn, veri f or mat.i on, and obt ai ni ng aut hentication

veri fying tBVH’E{’ Wﬁaﬁg‘aé'ﬁ 118! “identifying information; encrypting
said authentication verifying informati on added with object - 89
identifying information and obtaining encrypted authentication verifying

I nformati ol A method for judging authenticity of an object for authentication verification,

sal

wherein said method comprises the steps of:

for preparing said object for authentication verification,

preparing an authentication verifying chip where copy-unable authentication
verifying information is stored,

reading the authentication verifying information on said authentication
verifying chip;

obtaining digital authentication verification information by digitizing said
authentication verifying information;

obtaining hash-valued authentication verifying information by hashing said
digital authentication verifying information;

encrypting said hash-valued authentication verifying information and obtaining
encrypted hash-valued authentication verifying information;

storing said encrypted hash-valued authentication verifying information in an
authentication certifying chip; and

for judging authenticity of said object for authentication verification,

reading the encrypted hash-valued authentication verifying information stored
in said authentication certifying chip;

obtaining decrypted hash-valued authentication venfying information by

- 87 -



added with object identifying information; storing said encrypted

aut hehtication verifying infornmation added with object identifying
information in an authentication certifying chip; and for judging
authenticity of said object for authentication verification, reading the
encrypted authentication verifying informati on added with obj ect

i denti fyi n@etr!?f)ﬁﬁg@ﬁitl%cﬁfp@écﬁﬂadhﬂvaﬁﬁédﬁatﬁh'éd’tﬁ_ﬁﬁb&@éﬁ@fﬁh§ﬁﬁéﬂﬂia&‘bﬂg chip;
decrypting said encrypted authentication verifying informati on added with
obj ect identifyemiing tHeoauthéntivatian denbtimg mfornatoaronpdaddi aathehecdtionat i on
verifying information added with object identifying information; reading
aut hent i caveofyingeehipyi ng i nfornmati on on said authentication verifying chip;
digitizing said_authentjcation verifying information_and, qbtaining digital
aut hent i cat i on digHzIpgisay Juthenticationverifyug inpronfer and gbtyning digifal nf or mat i on
to said di g{léﬁl .aut hentication verifying information, and obtaining

aut henti ca nHeAtion YerdyIng ARfPHRAtQN, added with object identifying

i nformation; and, j.udagi,ng aut hentjcity.of sai.d object .for, authentication
vorficatson oy orting R Puas AilnbhianBh BB bl ISFREAEn added
wi th objecty: | b £ Vi I t saji d decrypted aut hentication

veri fyi Jng |tdl %f%@;%ﬂﬁ&gggggﬁmﬁrgg?%%@nr gltl'ac?\ti fyi %8 information. 36. A

method for j udgydignAithERtidi6) 6ﬁ’%ﬁf o@@ctqef %eﬁﬁ&tﬁﬁt\)&?ﬂ%%ﬁ&f bPBomparing
verification, erein sald nethod conprises the steps of: for preparing
sai d obj eckaitidfasRivhhiea auaRhtiestionevdrifyingtihfofmatise withi Sl @étrpptelient i cation

verifying chip where copy-unable authentication verifying information is
st ored; readshoaltiddashehdcitionateridying arfofnyitiop. i nf or mati on on said
aut hentication verifying chip; - 90 digitizing said authentication
verifying informati on and obtaining digital authentication verifying
i nformation;
A method for judging authenticity of an object for authentication verification,
wherein said method comprises the steps of:
for preparing an object for authentication verification,
preparing an authentication verifying chip where copy-unable authentication
verifying information is stored;
reading the authentication verifying information on said authentication
verifying chip;
digitizing said authentication verifying information and obtaining digital
authentication verifying information;
adding object identifying information to said digital authentication verifying
information, and obtaining authentication verifying information added with object
identifying information;
encrypting said authentication verifying information added with object
identifying information and obtaining encrypted authentication verifying information
added with object 1dentifying information;
storing said encrypted authentication verifying information added with object

identifying information in an authentication certifying chip; and

for judging authenticity of said object for authentication verification,
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adding a digital watermark to said digital authentication verifying
infoemati on and obtaining digital authentication verifying informtion
added with the watermark; encrypting said digital authentication verifying
i wf ormati on added with the watermark and obtaining encrypted digital

aut hentication verifying information added with the watermark; storing said

d digital,. h ' j i f.yi L nf ' i . th
vt o1 mark | ol BB AP, PRy Ph § e i Ron UGG iy Shisdtont i ci 1y
atermark i n_affed POCERtE PPRI"ERME M TOF 1 Fite
i gital auregy R ipRERaGR) MR B el B e PR AR Shiby T et U rar

stored in sal diauyhst LARLhafpeATdifofigiahl aindRonkRHnen a8ie 16" vt d

digital authentication veri ng Information a t he wat ermark and
obt ai ni ng st MadrRHyidl dhfbAhatisH ARNSBtaRAIdOdecyrRted kihﬂﬁntitd”tfdhﬁf&lfyiﬂg added wi th
the watermark; renoving the watermark from said decrypted digita

aut hent i cainformatien aflgédgith iobfeat idehtiffingiidethationh t he wat er mark and obt ai ni ng
decrypted digital authentication verifying information; reading

aut hent i cat i onremeoviiigy thegohjedtodentifyiog informatieh fromhsand deaypted verifying chip;
digitizing said authentication verifying information thus read_and obtaining
di gi tal awautkentication sarifyag mfarmation faddemhwitbrobjech ddgntdiyng infermateon angd ty of

sai d object for authentication verification by conmparing said digital

aut hent i caqht@ﬁlngéi%cnmt%av EBHGARION S THTIRS IQFTBRtRRG 1 ypt ed di gi t al

aut hentication_verifying information.. 37. A nethod f [udgi ng authenticity

of an obj ect { BRRFFHRNHCAR LR inforinabhn on et withert il ORYERBIE orrpr | ses
t he steps %f for preparing said object for authentication verification, -

91 pr epar‘f an aut hentication verifying chip where copy-unable

aut henti cati ong; [ f M: i [WolalyaE S i : henti cati on
verifying inf o?lﬁ%{??dcé]ydéﬂg%ﬂg?%ﬁ%@hg%mg% ;ﬁ%fﬁﬁﬁﬂmn ﬁﬂidéﬂlﬁnﬁﬁed@‘ﬂﬁl
authentication verifying information; and
judging authenticity of said object for authentication verification by comparing
said digital authentication verifying information with said decrypted authentication

verifying information.

35. A method for judging authenticity of an object for authentication verification,
wherein said method comprises the steps of:

for preparing said object for authentication verification,

preparing an authentication verifying chip where copy-unable authentication
verifying information is stored;

reading the authentication verifying information on said authentication
verifying chip;

digitizing said authentication verifying information and obtaining digital
authentication verifying information;

adding object identifying information to said digital authentication verifying
information, and obtaining authentication verifying information added with object
identifying information;

encrypting said authentication verifying information added with object
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verifying chip; digitizing said authentication verifying information and
obtaining digital authentication verifying information; adding a digital
wat er'mark to said digital authentication verifying information and

o ai ning digital authentication verifying information added with the

wat ermark; encrypting said digital authentication verifying information
added with the watermark and obtai ning encrypted digital authentication

verifying idehefying 1mmaa@ﬂ%dwbumm?eénwwémménﬁéa%h Rerigahg ifehatdned
digital authentication verifying information added with the watermark in an
aut hent i catdded weh tobjeyt ilentifying inforehation; j udgi ng authenticity of said object
for authentication verification, reading the encrypted digital

aut hent i cat i on starmigf saichgndrypted remthiemticatdhhevenfiying infommation eddes with tobreet! i n

sai d authentication certjifying chip;. decrypting said encrypted digital

aut hent i catdeatifyyeg infonmagionrin gnrasthenticatderceertifiing chibeantht er mar k and obt ai ni ng
decrypted digital. gquthentication_ verifyin i nformation ded with the

wat er mar k; reaf&?rrag SDE RUHENBSLY ghsajé opregt 99@ ARG P aaR

B R S A S By
tiog; t ; : : t henti cat
o o e RSB el Sy el Ao e o

| nfor mat on_ added bkl ok MBS R ASIRg IRTBADR S 0 521

object for authentication verification by conp sal

gut henti cabbiep: Mehtifyiigigfdrifabiahd %Btaﬂﬁﬂg@le&‘y?fkdt fRh&RicatioRVKrifythgsal d
ecrypted digital authentication verifying infornmati on added with the
wat er mar K. infoi$#ation added with object identifying information;
reading authentication verifying information on said authentication verifying
chip;
digitizing said authentication verifying information and obtaining digital
authentication verifying information;
adding object identifying information to said digital authentication verifying
information, and obtaining authentication verifying information added with object
identifying information; and
judging authenticity of said object for authentication verification by comparing
said authentication verifying information added with object identifying information

to said decrypted authentication verifying information added with object identifying

information.

36. A method for judging authenticity of an object for authentication verification,
wherein said method comprises the steps of:

for preparing said object for authentication verification,

preparing an authentication verifying chip where copy-unable authentication
verifying information is stored;

reading the authentication verifying information on said authentication

verifying chip;
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digitizing said authentication verifying information and obtaining digital
authentication venfying information;

adding a digital watermark to said digital authentication verifying information
and obtaining digital authentication verifying information added with the watermark;

encrypting said digital authentication verifying information added with the
watermark and obtaining encrypted digital authentication venfying information
added with the watermark;

storing said encrypted digital authentication verifying information added with
the watermark in an authentication certifying chip; and

for judging authenticity of said object for authentication verification,

reading the encrypted digital authentication verifying information added with
the watermark stored in said authentication certifying chip;

decrypting said encrypted digital authentication verifying information added
with the watermark and obtaining decrypted digital authentication verifying
information added with the watermark;

removing the watermark from said decrypted digital authentication verifying
information added with the watermark and obtaining decrypted digital
authentication verifying information;

reading authentication verifying information on said authentication verifying
chip;

digitizing said authentication verifying information thus read and obtaining
digital authentication verifying information; and

judging authenticity of said object for authentication verification by comparing
said digital authentication verifying information with said decrypted digital

authentication verifying information.
37. A method for judging authenticity of an object for authentication verification,

wherein said method comprises the steps of:

for preparing said object for authentication verification,
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preparing an authentication verifying chip where copy-unable authentication
verifying information is stored;

reading the authentication verifying information on said authentication
verifying chip;

digitizing said authentication verifying information and obtaining digital
authentication verifying information;

adding a digital watermark to said digital authentication verifying information
and obtaining digital authentication verifying information added with the watermark;

encrypting said digital authentication verifying information added with the
watermark and obtaining encrypted digital authentication verifying information
added with the watermark;

storing said encrypted digital authentication verifying information added with
the watermark in an authentication certifying chip; and

for judging authenticity of said object for authentication venfication,

reading the encrypted digital authentication verifying information added with
the watermark stored in said authentication certifying chip;

decrypting said encrypted digital authentication verifying information added
with the watermark and obtaining decrypted digital authentication verifying
information added with the watermark;

reading authentication verifying information on said authentication verifying
chip;

digitizing said authentication verifying information thus read and obtaining
digital authentication verifying information;

adding a digital watermark to said digital authentication verifying information
and obtaining digital authentication verifying information added with the watermark;
and

judging authenticity of said object for authentication verification by comparing
said digital authentication verifying information added with the watermark to said

decrypted digital authentication verifying information added with the watermark.
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