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PRE-AUTHORIZATION ACCESS REQUEST SCREENING
CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims priority to US Provisional Application No.
62/7/12,909, filed on July 31, 2018, the contents of which Is incorporated by

reference herein in its entirety.

BACKGROUND

[0002] An unauthorized user may fraudulently request access to a resource
using the authorization information of an authorized user. To prevent unauthorized
access, a system may implement a fraud check using access rules to reject access

requests having certain parameters that are indicative of fraud.

[0003] Multiple computers may be involved In routing and processing
electronic communications as part of providing access to a resource. For example,
an authentication check may be executed to authenticate the user, fraud checks may
be executed, and/or authorization checks may be executed (e.g., based on data
such as payment credentials). One or more of these checks may be executed by
one or more different entities. Difficulties in coordination and communication
between these various computers can delay and frustrate such a process for

providing access to the resource.

[0004] Embodiments address these and other problems, individually and

collectively.
BRIEF SUMMARY

[0005] Embodiments include methods as well as systems that perform fraud
checks and/or authentication operations prior to authorization. Results of such pre-
authorization access request screenings may be transmitted to an authorization

computer for determining whether to grant access to a resource.

[0006] One embodiment is directed to a method comprising: receiving, by a

server computer, a request for access to a resource, the request comprising access
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data; determining, by the server computer, an access score based on the access
data; generating, by the server computer, an access indicator based on the access
score; preparing, by the server computer, an authorization request message
comprising the access indicator; and transmitting, by the server computer to an
authorization computer, the authorization request message comprising the access
indicator; wherein the authorization computer approves or declines the access to the
resource based on the access indicator comprised In the authorization request

message.

[0007] Another embodiment Is directed to a system comprising a computer

programmed to perform the above-noted method.

[0008] Another embodiment Is directed to a computer product storing a

plurality of instructions for performing the above-noted method.

[0009] Another embodiment Is directed to a method comprising: receiving, by
a server computer, a request for access to a resource, the request comprising
access data; transmitting, by the server computer to an authentication computer, an
authentication request message comprising at least a subset of the access data;
recelving, by the server computer from the authentication computer, an
authentication response message comprising authentication data, wherein the
authentication computer generated the authentication data based on the access
data; and determining, by the server computer, an access score based on the

authentication data

[0010] Another embodiment Is directed to a system comprising a computer

programmed to perform the above-noted method.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 shows a system for pre-authorization access request screening,

IN accordance with some embodiments.

[0012] FIG. 2A shows a block diagram of a server computer, in accordance

with some embodiments.



10

15

20

25

WO 2020/027866 PCT/US2019/012547

[0013] FIG. 2B shows a block diagram of an authentication computer, In

accordance with some embodiments.

[0014] FIG. 3 shows an example set of operations for authentication and
authorization using authentication codes and authentication cryptograms, In

accordance with some embodiments.

[0015] FIG. 4 shows an example set of operations for authentication and
authorization wherein authentication codes are correlated with risk, In accordance

with some embodiments.

[0016] FIG. 5 shows an example set of operations for authentication and

authorization leveraging a data field to pass supplemental data, in accordance with

some embodiments.

[0017] FIG. 6 shows an example set of operations for authentication and

authorization using an access indicator, in accordance with some embodiments.

[0018] FIG. 7 shows an example set of operations for authentication and

authorization using an access indicator which provides a guarantee, In accordance

with some embodiments.

[0019] FIG. 8 shows an example set of operations for pre-authorization

access request screening using an access indicator, In accordance with some

embodiments.

[0020] FIG. 9 shows an example set of operations for pre-authorization

access request screening using authorization data, in accordance with some

embodiments.

[0021] FIG. 10 shows an example set of operations for pre-authorization

access request screening using an exemption, In accordance with some

embodiments.

[0022] FIG. 11 shows an example set of operations for pre-authorization

access request screening without an exemption, in accordance with some

embodiments.
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[0023] FIG. 12 shows an example set of operations for pre-authorization

access request screening using an exemption with hybrid authentication, Iin

accordance with some embodiments.

[0024] FIG. 13 shows an example set of operations for pre-authorization
access request screening using an exemption override, In accordance with some

embodiments.

[0025] FIG. 14 shows a block diagram of a computer apparatus, In

accordance with some embodiments.
TERMS

[0026] Prior to discussing various embodiments, descriptions of some terms

may be helpful In providing a better understanding.

[0027] The term “user’ may refer to an individual or entity. The user may be
an Individual interacting with a user computing device (e.g., a mobile phone or
tablet). The user may be a consumer or business that is associated with an account
and whose account can be used to conduct transactions, including a payment

transaction.

[0028] The term “user computing device” may refer to a device that can be
used to communicate with another device or system. It can include a user
computing device that Is used to conduct a transaction. The user computing device
may be capable of conducting communications over a network. A user computing
device may be In any suitable form. For example, suitable user computing devices
can be hand-held and compact so that it can fit into a user's wallet and/or pocket
(e.g., pocket-sized). The user computing device can include a processor, and
memory, Input devices, and output devices, operatively coupled to the processor.
Specific examples of user computing devices include cellular or mobile phones,
tablet computers, desktop computers personal digital assistants (PDAS), pagers,
portable computers, smart cards, and the like. Additional user computing devices
may Include wearable devices, such as smart watches, glasses fithess bands, ankle
bracelets, rings, earrings, etc. In some embodiments, the user computing device

may Include automobiles with remote communication capabillities.
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[0029] The term “user data” may Include data regarding a user. User data
may Include a name, mailing address, shipping address, phone number, payment
account number, date of birth, marital status, income, social security number,
demographic data, etc. In some embodiments, user data may also include user

preferences, notification methods, and prior transaction history.

[0030] The term “resource” generally refers to any asset that may be used or
consumed. For example, the resource may be an electronic resource (e.g., stored

data, recelved data, a computer account, a network-based account, an email inbox),
a physical resource (e.g., a tangible object, a building, a safe, or a physical location),
or other electronic communications between computers (e.g., a communication

signal corresponding to an account for performing a transaction).

[0031] An “access device” may be any suitable device for obtaining access to
a resource. An access device may generally be located in any suitable location,
such as at the location of a merchant. An access device may be In any suitable
form. Some examples of access devices include point of sale (POS) devices,

cellular phones, personal digital assistants (PDAs), personal computers (PCs), tablet
PCs, hand-held specialized readers, set-top boxes, electronic cash registers (ECRSs),
automated teller machines (ATMs), virtual cash registers (VCRS), kiosks, security
systems, access systems, Websites, and the like. An access device may use any
suitable contact or contactless mode of operation to send or receive data from, or

assoclated with, a payment device and/or a portable device.

[0032] "Access data” may Include any suitable data that can be used to
access a resource or create data that can access a resource. As an example, the
resource may be a location and the access data may include data that can be used
to access the location, such as ticket information for an event, data to access a
building, transit ticket information, etc. As another example, access data could
Include data that can be used to obtain a resource. As another example, access
data may be account information for a payment account. Account information may
Include a primary account number (PAN), payment token, expiration date,
verification values, etc. Access data may further include user data, as described

above.



10

15

20

235

30

WO 2020/027866 PCT/US2019/012547

[0033] The term "access request” generally refers to a request to access a
resource. The access request may be received from a requesting computer, a user
device, or a resource computer, for example. The access request may include
access data, as described above. The access request may also include and access
data, such as an access request identifier, a resource identifier, a timestamp, a date,

a device or computer identifier, a geo-location, or any other suitable information.

[0034] The term "access rule” may include any procedure or definition used to
determine an access rule outcome for an access request based on certain criteria. In
some embodiments, the rule may comprise one or more rule conditions and an
associated rule outcome. A “rule condition”™ may specify a logical expression
describing the circumstances under which the outcome i1s determined for the rule. A
condition of the access rule may relate to an access request data element based on
the data element having a specific value, based on the value being within a certain
range, based on the value being above or below a threshold, or any combination

thereof.

[0035] The term “identifier’ may refer to any information that may be used to
identify information. In some embodiments, the identifier may be a special value
generated randomly or according to a predetermined algorithm, code, or shared
secret. For example, an authotizing entity identifier may be a value or number
assoclated with a authorizing entity (e.g., a bank identification number). In another
example, an account identifler may be used to uniquely identify an account. In
some embodiments, the identifier may be one or more graphics, a token, a bar code,
a Quick Response (QR) code, or any other information that may be used to unigquely

identify an entity.

[0036] The term “transaction” may include an exchange or interaction between
two entities. In some embodiments, a transaction may refer to a transfer of value
between two users (e.g., Individuals or entities). A transaction may involve the
exchange of monetary funds, or the exchange of goods or services for monetary
funds between two individuals or entities. In other embodiments, the transaction
may be a purchase transaction involving an individual or entity purchasing goods or
services from a merchant or other entity in exchange for monetary funds. In other

embodiments, the transaction may be a non-financial transaction, such as
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exchanging of data or information between two entities, such as the transfer of data.
Examples of non-financial transactions may include transactions verifying a user's
age or identity (e.qg., verifying identity with a government agency, verifying age for the

purchase of alcohol) for access to a computer system or a venue.

[0037] The term "message” may include any data or information that may be
transported from one entity to another entity (e.g., one computing device to another
computing device). Messages may be communicated internally between

devices/components within a computer or computing system or externally between
devices over a communications network. Additionally, messages may be modified,

altered, or otherwise changed to comprise encrypted or anonymized information.

[0038] A ‘risk level” may include results of a risk analysis or evaluation. A risk
level may be In the form of a numeric or an alphanumeric value, such as a number
from 1-10 or a letter from A-Z. A risk level may indicate a relative degree of risk In a
particular situation, such as a transaction. In some cases, a higher risk level may

iIndicate high risk, while a lower risk level may indicate low risk.

[0039] The term “initiating” may include the first steps taken in order to begin a
process or the steps conducted in order to complete a process. For example,
‘Initiating an authorization process for the transaction” can refer to the actual process
required to authorize the transaction. However, “initiating an authorization process
for the transaction” can also refer to the process of sending a message from one
computer to another computer, with instructions for performing the process required

to authorize the transaction.

[0040] The term "authorization process” may include a process for authorizing
access to aresource. In some embodiments, an authorization process involves a
authorizing computer associated with a resource. In some embodiments, the
authorization process may involve the generation and sending of authorization
request messages to an authorizing computer to authorize user access to a resource
assoclated with the authorizing computer, and an authorization response message
from the 1ssuer computer indicating an authorization or rejection of the access

request.

[0041] The term "authentication process™ may refer to a process for

performing authentications. The authentication process may be used to authenticate

7
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a user or a transaction. In some embodiments, the authentication process may be
an active authentication where a user Is prompted to provide access data (e.g., a
password, token). In other embodiments, the authentication process may be a
passive authentication where the user Is not prompted to provide access data. In
such embodiments, data may be retrieved from a user computing device (e.g.,

geolocation data) and compared to expected data.

[0042] The term "authentication data” may refer to data generated and/or
processed In association with authentication. Authentication data may indicate an
authentication result (e.g., whether the user has been authenticated). Authentication
data may Include a code Indicating the authentication result ("authentication code”).
Authentication data may further include detailed information generated in the
authentication process. As an example, authentication data may include biometric

data used to arrive at an authentication result.

DETAILED DESCRIPTION

[0043] Determining whether to grant access to a resource may involve
multiple phases. First, a secure authentication process may be executed to
authenticate the user (e.g., based on confirming the user I1s who she claims to be).
Subsequently, an authorization process may be executed to authorize the access to
the resource (e.g., based on resource access data such as payment credentials).
Additionally, one or more fraud checks may be performed. These processes may
Involve similar data sets and analyses. However, the processes may be performed

IN a disjoint fashion, resulting in duplicative work and unnecessary data storage.

[0044] In step-up authentication, a user may be prompted to enter additional
Information such as a password or token. However, resource providers are
Increasingly migrating to risk-based authentication due In part to a desire to
decrease friction on the user. The resource provider may implement a rule-based
system to authenticate the user based on analyzing detalls of the access request.
This may obviate the need for the user to be challenged to enter additional

iInformation. Risk-based authentication may involve generating a rich data set.

[0045] Access requests may be selectively sent to an authentication computer

for authentication. Sometimes, the access requests selected for authentication may

3
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be more “risky” or more likely to be fraudulent. However, It iIs not necessarily the
case that simply because an access request has been selected for authentication,
the access request iIs more likely to be fraudulent. Resource providers are feeling
the brunt of liability for fraudulent access due to the adoption of risk-based modeling.
Without actual step-up, authorization systems may place authenticated access
requests under increased scrutiny. The increased scrutiny results in more false

positives, I.e., no access even when the request was not fraudulent.

[0046] Systems and methods disclosed herein provide an authorizing entity
such as an issuer with an access indicator for use In determining whether to grant a
user access to a resource. The access indicator may be generated based on
recelved access data. The system may determine a level of risk associated with the
access request. This risk analysis may involve using a set of predictive rules. These
rules may be applied to the access data to arrive at an access score quantifying the

risk level of the access request.

[0047] Based on the access score, the access indicator may or may not be
passed to the authorizing entity. The system may determine whether to pass the
access Indicator by comparing the access score (l.e., risk level) to a threshold value.
For example, the system may use a threshold value which represents an acceptable
value of the access score. If the access score meets or exceeds the threshold
value, then the system may pass the access indicator to the authorizing entity. The
access Indicator may be passed to the authorizing entity, for example, by including a
flag In a particular field of an authorization request message transmitted to the
authorizing entity. The presence of the flag may signal to the authorizing entity that

the access request has passed the risk screening and/or should be approved.

[0048] In some embodiments, the system may leverage authentication data
generated by an authentication computer in determining whether to authenticate the
user. As examples of authentication data, an authentication computer may generate
authentication codes (e.g., a numerical value indicating whether the user Is
authenticated), authentication cryptograms (e.g., a cryptogram that uniquely
identifies an authenticated access request), data generated in the course of risk-

based authentication (e.g., detalls of the user's past activities), etc. This
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authentication data may be used In determining an access score and/or access

indicator.

[0049] Advantageously, the authorization computer can leverage the data and
computations that were already performed In the authentication and/or risk screening
processes In evaluating an access request. The authorization computer may be able
to reduce or even eliminate the amount of computations required, saving time and
computational resources. This may, In turn, increase confidence and improve
authorization rates. With the assurance that a trusted entity has already screened
the access request for fraud, the resource providers may be more inclined to
authorize an access request. Further, by leveraging the preexisting authorization
request message to pass authentication and/or risk data, there Is no need to burden

the system with additional messaging operations.

. SYSTEMS FOR PRE-AUTHORIZATION ACCESS REQUEST SCREENING

A. System Overview

[0050] FIG. 1 illustrates an overview of a system for pre-authorization access
request screening. The system may receive requests from users to access a
resource. The system may include an authentication computer for determining
whether to authenticate the user. The system may further include an authorization
computer for determining whether to authorize access to the resource. The system
may further include a server computer which executes risk checks and passes useful

iInformation, such as an access indicator, to the authorization computer.

[0051] The system 100 in FIG. 1 includes a user computing device 102, an
access device 108, a server computer 104, an access rule generation system 106,
an authentication computer 116, and an authorization computer 110. Each of these
systems and computers may be In operative communication with each other via any
suitable communication medium (including the Internet), using any suitable

communications protocol.

[0052] For simplicity of illustration, a certain number of components are shown
in FIG. 1. It is understood, however, that embodiments may include more than one
of each component. In addition, some embodiments may include fewer than or

greater than all of the components shown in FIG. 1.

10
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[0053] The user computing device 102 may be In any suitable form. For
example, suitable user computing devices may be hand-held and compact so that
they can fit Into a user's pocket. Examples of user computing device 102 may
iInclude any device capable of accessing the Internet. Specific examples of user
computing devices 102 include cellular or wireless phones (e.g., smartphones),
tablet phones, tablet computers, laptop computers, desktop computers, personal

digital assistants (PDAs), pagers, portable computers, smart cards, and the like.

[0054] The user computing device 102 may accept input from a user
comprising access data, in association with a user attempt to access a resource.
The resource may, as nonlimiting examples, be a physical resource (e.g., a building
or a lockbox) or an electronic resource (e.g., a local computer account, digital files or
documents, a network database, an emall Inbox, a payment account, or a website
login). As examples, the access data may include one or more of a user name, an
account number, a token, a password, a personal identification number, a signature,
and/or a digital certificate. The user computing device 102 may transmit the access
data, iIn whole or In part, to the access device 108. Alternatively, or additionally, the
user computing device 102 may transmit the access data to the server computer
104.

[0055] The access device 108 may Include any suitable computational
apparatus for controlling access to a resource. As examples, the access device 108
may be a point-of-sale device, a lockbox on a door, or a secure website. The access
device 108 may, directly or via the user computing device 102, recelve access data
for accessing a resource. Based on the access data, the access device 108 may
prepare a request for access to the resource. The access device 108 may transmit a
request for access to the resource, comprising some or all of the received access

data, to the server computer 104.

[0056] The access device 108 and/or the user computing device 102 may
INnclude a user Input Iinterface such as a keypad, a keyboard, a finger print reader, a
retina scanner, any other type of biometric reader, a magnetic stripe reader, a chip
card reader, a radio frequency identification reader, or a wireless or contactless

communication interface, for example.

11
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[0057] In one example, a user may enter one or more of an account number,
a personal identification number, and/or a password Iinto the access device 108, to
request access to a physical resource (e.g., to open a locked security door In order
to access a building). The access device 108, or a separate computer operatively

connected to the access device 108, may generate and send an access request to

the server computer 104 to request access to the resource.

[0058] In another example, a user may operate the user computing device
102 to request access to an electronic resource (e.g., a website or a file). Such a
request can be transmitted to access device 108 from user computing device 102,
which can forward the request to server computer 104. The request can be
transmitted wirelessly and may be encrypted. The request can be sent in response
o user Input at screen or voice command, or initiated by a gesture, e.g., by tapping a

phone to a terminal

[0059] The access rule generation system 106 may generate access rules
104H for the server computer 104 based on the access data. The access rule
generation system may determine the access rules based on historical data about
previous access requests, statistical models, and/or machine learning algorithms.
The server computer 104 may define and/or provide guidelines for rules to be
evaluated by the access rule generation system 106. Methods for generating access
rules are described in detail in US patent no. 9,853,993 B1, “Systems and Methods
for Generation and Selection of Access Rules,” which is hereby incorporated by

reference herein in its entirety.

[0060] The authentication computer 116 may be configured to validate (or
authenticate) the user and/or an account associated with the user. The

authentication computer 116 is described in further detail below with respect to FIG.
2B.

[0061] The authorization computer 110 may control access to a resource
(such as a physical or electronic resource). The authorization computer 110 may, for
example, be associated with a secure website, and maintain a database of access
data suitable for granting access to the website. As another example, the

authorization computer 110 may be associated with an issuer (e.g., a bank) which

12
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ISsues and maintains user accounts for users, and determines whether users have
adequate funds to complete a transaction. Alternatively, the authorization computer
110 may be a service provider that Is different from the resource provider. The
authorization computer 110 may include a processor and a computer-readable
medium coupled to the processor, the computer-readable medium comprising code,

executable by the processor for performing the functionality described herein.

[0062] The authorization computer 110 may include functionality to receive an
authorization request message. The authorization computer 110 may then grant or
deny access to the resource based on the authentication data, and/or other
iInformation received from the server computer 104, such as an access indicator,

described below with respect to FIG. 2A.

[0063] Some entities can perform both authorization computer 110 and
authentication computer 116 functions (e.g., a resource provider system that controls
access to one or more resources). Embodiments encompass such single entity

computers that may perform one or more of the functions described herein.

B. Server Computer

[0064] In some embodiments, the server computer 104 may be configured to
manage and evaluate access requests. The server computer 104, as depicted In
FIG. 2A, may include a network interface 104A, a processor 104B, a memory 104C,
and a computer-readable medium 104D coupled to the processor 104B. The
computer-readable medium 104D may comprise code, executable by the processor
104B for performing the functionality described herein. The server computer 104

may further comprise or be communicatively coupled to a rules database 104G.

[0065] The rules database 104G may be a storage unit and/or device (e.g., a
flle system, database, collection of tables, or other storage mechanism) for storing
data. The rules database 104G may include multiple different storage units and/or
devices. The rules database 104G may store one or more access rules 104H. The
access rules 104H may specify criteria for identifying a fraudulent access request.
Each of the access rules 104H may Include one or more conditions corresponding to

one or more parameters of the access request.

13
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[0066] The network interface 104A can be configured to connect to one or
more communication networks to allow the server computer 104 to communicate
with other entities such as the authentication computer 116, the authorization

computer 110, the access rule generation system 106, etc.

[0067] The processor 104B may be implemented as one or more integrated
circuits (e.g., one or more single core or multicore microprocessors and/or
microcontrollers). The processor 104B may be used to control the operation of the
server computer 104. The processor 104B can execute a variety of programs in
response to program code or computer-readable code stored in memory 104C. The
processor 104B may include functionality to maintain multiple concurrently executing

pPrograms Or processes.

[0068] The memory 104C may be implemented using any combination of any
number of non-volatile memories (e.g., flash memory) and volatile memories (e.g.,
DRAM, SRAM), or any other non-transitory storage medium, or a combination of

media.

[0069] The computer-readable medium 104D may comprise one or more
non-transitory media for storage and/or transmission. Suitable media include, as
examples, a random access memory (RAM), a read only memory (ROM), a
magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a compact disk (CD) or DVD (digital versatile disk), flash memory, and the like.
The computer-readable medium 104D may be any combination of such storage or

transmission devices.

[0070] The computer-readable medium 104D may comprise software code
stored as a series of instructions or commands The computer-readable medium
104D may comprise an access request analyzer module 104E, a messaging module

104F, an exemption module 1041, and a post-authorization module 104J.

[0071] The access request analyzer module 104E may comprise code for
determining an access score based on access rules applied to the access data,
authentication data, and/or access data. The access score may correspond to a
lIkelihood of the access request being fraudulent. For example, the access score
may be a numerical value from 0 (almost certainly not fraudulent) to 10 (almost

certainly fraudulent). The access score may increase proportionately with the risk
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level of the access request, as with the previous example. Alternatively, the access
score may vary inversely with the risk level of the access request (e.g., an access
score of 100 corresponds to the most trusted access requests, while an access
score of O corresponds to the most risky access requests). If the access score
iIndicates that the access request Is likely to be fraudulent, then the server computer
104 may reject the access request and/or recommend that another entity (e.g., the

authorization computer 110) decline the access request.

[0072] The access request analyzer module 104E may further be configured
{0 generate an access indicator, based In whole or In part on the access score. The
access Indicator may be a flag to be inserted In a message. The access indicator
may Indicate whether the server computer approves the request for access to the
resource Ihe access indicator may further indicate a guarantee for the access
request on the part of an entity associated with the server computer 104. For
example, a merchant or building security company managing the server computer
104 may guarantee the decisions made by the server computer 104. The guarantee
may be a financial guarantee for any losses incurred by a fraudulently gained access

and/or an assurance of restitution.

[0073] The access request analyzer module 104E may further be configured
to Identify one of a plurality of profiles corresponding to an access request. The
access request analyzer module 104E may use a stored mapping to do so. For
example, access data such as transaction amount, location, and/or time of day may
be mapped to profiles. The profiles may be correlated with risk. For example,
payment transactions with higher values may be associated with a higher level of

risk and therefore be subject to increased scrutiny.

[0074] The messaging module 104F may comprise code for preparing and
transmitting messages. The messaging module 104F may further be configured to
accept and analyze messages (e.g., authentication response messages). The
messaging module 104F may include functionality to generate authentication request
messages and authorization request messages. The messaging module 104F may
be configured to prepare the messages to contain information generated by the
access request analyzer module and/or recelved In an authentication response

message, such as authentication data, access scores, access indicators, etc. The
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messaging module 104F may include functionality to transmit authentication request

messages and authorization request messages.

[0075] The exemption module 1041 may comprise code for determining
whether to apply an exemption. An exemption may be applied causing the system to
skip or execute limited authentication operations. Exemptions may be applied based
on configurable rules. For example, exemptions may apply for transactions below a

threshold amount, whitelists, based on risk rules, and/or the like.

[0076] The post-authorization module 104J may comprise code for evaluating
an access request post-authorization. In some cases, although the authorization
computer has approved access to a resource, the post-authorization module 104J
may determine to decline the access request. For example, the authorization
operations may reveal that certain credentials are invalid, in which case the post-
authorization module 104J may determine, post-authorization, that an access

request should be declined.

[0077] The access request analyzer module 104E may be communicatively
coupled to an access rule generation system 106, which determines the access
rules, as described above. The access request analyzer module 104E may include
an Application Programming Interface (API) for transmitting rule guidelines to the

rule generation system.

C. Authentication Computer

[0078] In some embodiments, the authentication computer 116 may be
configured to authenticate a user making an access request. The authentication
computer 116, as depicted in FIG. 2B, may include a network interface 116A, a
processor 116B, a memory 116C, and a computer-readable medium 116D coupled
to the processor 116B. The computer-readable medium 116D may comprise code,

executable by the processor 116B for performing the functionality described herein.

[0079] The network interface 116A can be configured to connect to one or
more communication networks to allow the authentication computer 116 to

communicate with other entities such as the server computer 104, the user

computing device 102, the access device 108, etc.
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[0080] The processor 116B may be substantially similar to processor 104B,
described above with respect to FIG. 2A. The memory 116C may be substantially

similar to the memory 104C, described above with respect to FIG. 2A

[0081] The computer-readable medium 116D may comprise one or more
non-transitory media for storage and/or transmission. Suitable media include, as
examples, a random access memory (RAM), a read only memory (ROM), a
magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a compact disk (CD) or DVD (digital versatile disk), flash memory, and the like.

The computer-readable medium 116D may be any combination of such storage or

transmission devices.

[0082] The computer-readable medium 116D may comprise software code
stored as a series of instructions or commands. [he computer-readable medium
116D may comprise an enrollment module 116E, a validation module 116F, and a

messaging module 116G.

[0083] The enroliment module 116E may comprise code for determining an
enrollment status of the one or more parties In service associated with an enhanced
authentication protocol. The enrollment status may be determined based on
identifier recelved In an authorization request message. For example, the enroliment
status of an issuer may be determined based on a Bank ldentification Number (BIN).
The enrollment module 116E may access a stored mapping of BINs to entities

enrolled in an authentication system.

[0084] The validation module 116F may include functionality to authenticate a
user and/ or account. The validation module 116F may authenticate the user based
on data received In an authentication request message, such as access data. In
some embodiments, the access data may be provided by the user computing device
102, the access device 108, and/or the server computer 104. For example, the
access data may include one or more of: a time that the access request was
recelved, a day of the week that the access request was received, the source-
location of the access request, the amount of resources requested, an identifier of
the resource being requested, an identifier of the user, access device 108, and/or
user computing device 102, a location of the user, access device 108, and/or user

computing device 102, an indication of the requested use of the resource, and/or an
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iIndication of the type, status, amount, or form of the resource being requested.
Alternatively, or additionally, the validation module 116F may generate access data
pbased on received Information. As an example, the validation module 116F may
compute a new value based on a set of timestamps retrieved from an access device
108. The validation module 116F may verify the access data based on information

stored at the authentication computer 116 and/or server computer 104.

[0085] The validation module 116F may generate authentication data. The
authentication data may indicate an authentication result (e.g., whether the user has
been authenticated). The authentication data may further include detailed
iInformation generated In the authentication process, such as an authentication code,

an authentication cryptogram, and/or supplemental data, as described below.

[0086] The authentication data may include an authentication code. An
authentication code may be a numerical value indicating the authentication results.
For example, in financial transactions, an Electronic Commerce Indicator (ECI) code
IS used to Indicate whether a user has been authenticated. As a specific example,
an ECI value of 5 may indicate that the user was authenticated. An ECI value of 01
may Indicate that authentication could not be completed. Alternatively, or
additionally, the ECI| code may be a word or letter (e.g., “A” or “Auth” for

authenticated; "N” or "Rejected” for not authenticateq, etc.).

[0087] The authentication data may further include an authentication
cryptogram. The authentication cryptogram may be a cryptogram for validating the
iIntegrity of access data. The authentication cryptogram may be a unique value for
the access request. As non-limiting examples, the authentication cryptogram may
be a Cardholder Authentication Verification Value (CAVV) or an Accountholder
Authentication value (AAV).

[0088] The authentication data may further include detailed information
("supplemental data”) generated and/or analyzed by the authentication computer 116
IN the authentication process. As examples, the supplemental data may comprise
token-based authentication data, biometric authentication data, data corresponding
{0 previous user behaviors (e.g., access attempts or locations associated with the

user), etc.
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[0089] The messaging module 116G may include functionality to receive an
authentication request message from the server computer 104 and to transmit an

authentication response message to the server computer 104.
1. PRE-AUTHORIZATION ACCESS REQUEST SCREENING

[0090] FIGS. 3 — 7 illustrate several variations on methods for pre-
authorization access request screening. In each case, the system leverages a pre-
authorization access request screening to transmit information to an authorization
computer. The authorization computer may then use the received information to
determine whether to approve or decline access to a resource. The pre-
authorization access request screening may comprise authentication operations
resulting in authentication data, as described with respect to FIGS. 3 - 5.
Alternatively, or additionally, the system pre-authorization access request screening
may comprise fraud checks used to generate an access indicator, which provides a
simple indication whether the access request should be approved or declineq, as
described with respect to FIGS. 6 — 7.

A Using Authentication Codes And Authentication Cryptograms

[0091] FIG. 3 shows an example set of operations 300 for pre-authorization
access request screening using authentication codes and authentication
cryptograms. The operations may be initiated by a user requesting access to a
resource via a user computing device and/or access device. The operations may be
performed by a server computer 310 (which may be substantially similar to the
server computer 104 of FIGS. 1 — 2), an authentication computer 312 (which may be
substantially similar to the authentication computer 116 of FIGS. 1 and 3), and an
authorization computer 314 (which may be substantially similar to the authorization
computer 110 of FIG. 1).

[0092] At step S301, the server computer 310 transmits an authentication
request message to the authentication computer 312. The authentication request

message may Include access data recelved from the user or a user device.

[0093] At step S302, the authentication computer 312 executes authentication

operations. The authentication computer 312 may execute operations for verifying
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the user, based on the access data recelved In the authentication request message.

The authentication computer may analyze the access data.

[0094] The authentication operations my include determining a risk level
assoclated with the user and/or the access request. Based on the risk level, the
authentication computer 116 may determine whether the user should be

authenticated.

[0095] The authentication operations may include step-up authentication. For
step-up authentication, the authentication computer 312 may, directly or via the
server computer 310, request additional data from the user. For example, the
authentication computer 312 may transmit a message to a user computing device
(e.g., user computing device 102 of FIG. 1) causing the user computing device to
present a modal to the user for entering a password. The authentication computer
312 may then receive the password to use to authenticate the user. As another
example, the authentication computer may transmit a step-up request to the server
computer 310. The server computer 310 may then forward the step-up request to
the access device (e.g., access device 108 of Fig. 1), causing the access device to
prompt the user for a personal identification number (PIN). Alternatively, the
authentication computer 312 may execute risk-based authentication operations

without challenging the user for additional information.

[0096] The authentication computer 312 may arrive at an authentication result
(e.g., whether or not the user has been authenticated). The authentication computer
312 may generate authentication data, which may include and/or support the

authentication result, to transmit back to the server computer in an authentication

response.

[0097] The authentication data generated by the authentication computer 312
may include an authentication code. As described above with respect to FIG. 1, the
authentication code may be an alphanumeric code indicating the authentication
results. As a non-limiting example, If the access request comprises a request for

payment, then the authentication code may be an ECI code.

[0098] The authentication data generated by the authentication computer 312
may further include an authentication cryptogram. As described above with respect

to FIG. 1, the authentication cryptogram may be a cryptogram such as a CAVV or
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AAV. The authentication cryptogram may be a unique identifier of the access

request. The authentication cryptogram may indicate that this particular access

request has been authenticated.

[0099] The authentication computer 312 may prepare an authentication
response message comprising the authentication code and the authentication
cryptogram. The authentication computer 312 may, for example, generate an
extensible markup language (XML) message for transmission to the server

compulter.

[0100] At step S303, the authentication computer 312 transmits the
authentication response message to the server computer 310. As shown, the
authentication response message includes the authentication code (e.g., ECI|) and
the authentication cryptogram (e.g., CAVV). In other examples, only one may be

sent.

[0101] The server computer 310 may process the information received in the
authentication response message to determine whether to proceed with
authorization. If the server computer 310 determines that it 1s appropriate to proceed

with authorization, then the operations continue at step S304.

[0102] At step S304, the server computer 310 transmits an authorization
request to the authorization computer 314. The authorization request may include
the authentication results, which may include an authentication code and/or

authentication cryptogram (e.g., an ECI| and/or a CAVV).

[0103] At step S306, authorization computer 314 executes operations for risk
evaluation. The authorization computer 314 may base the risk evaluation on
iInformation received In the authorization request message. As an example, the
authorization computer 314 may use an ECI| code value in determining whether to

approve or decline the request for access to the resource.

[0104] At step S308, the authorization computer 314 transmits authorization
results to the server computer 310. The authorization computer 314 may transmit
the authorization results in an authorization response message. T'he authorization

results may Iinclude instructions to approve or decline the access request.
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B. Correlating Authentication Codes with Risk

[0105] FIG. 4 shows an example set of operations 400 for pre-authorization
access request screening wherein authentication codes are correlated with risk. The
operations may be performed by a server computer 410 (which may be substantially
similar to the server computer 104 of FIGS. 1 —2A), an authentication computer 412
(which may be substantially similar to the authentication computer 116 of FIGS. 1
and 2B), and an authorization computer 414 (which may be substantially similar to

the authorization computer 110 of FIG. 1).

[0106] At step S401, the server computer 410 transmits an authentication
request message to the authentication computer 412, e.g., as described above with

respect to FIG. 4.

[0107] At step S402, the authentication computer 412 may execute
authentication operations. The authentication operations may be executed
substantially as described above with respect to FIG. 4. Additionally, the
authentication computer 412 may reassign the authentication code to correspond to
a determined risk level. For example, authentication computer 412 may set the
authentication code to 5 for low-risk transactions and set the authentication code to 1
for high-risk transactions. The authentication computer may generate a mapping
between existing authentication codes and risk. Hence, in some embodiments, the
authentication computer may determine a level of authentication. The authentication

computer may provide the mapping to the authorization computer.

[0108] At step S403, the authentication computer 412 transmits an
authentication response message comprising authentication data to the server
computer 410. Transmitting the authentication response message may be performed
substantially as described above with respect to FIG. 4. Additionally, the

authentication response message may include the authentication code assigned

based on risk level.

[0109] At step S404, the server computer 410 transmits an authorization
request to the authorization computer 414, as described above with respect to FIG.
4. Additionally, the authorization response message may include the authentication

code assigned based on risk level.
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[0110] At step S406, the authorization computer 414 executes operations for
determining whether to authorize the access request. The authorization operations
may Include the authorization computer's own risk evaluation. The risk evaluation
may Include use of the received authentication code corresponding to a risk level.
This may reduce the amount of risk analysis done on the part of the authorization

computer 414.

[0111] At step S408, the authorization computer 414 transmits authorization
results to the server computer 410. The authorization results may include

iInstructions to approve or decline the access request.

C. [ everaging a Data Field to Pass Supplemental Data

[0112] In addition to, or instead of, the authentication code and/or
authentication cryptogram, the system may pass more detailed data to the
authorization computer (e.g., supplemental data, as described above with respect to
FIG. 2B). The supplemental data may be passed in a specialized data field of the

authorization request message, as detalled below.

[0113] FIG. 5 shows an example set of operations 500 for pre-authorization
access request screening with supplemental data passed in a particular field of the
authorization request message. The operations may be performed by a server
computer 510 (which may be substantially similar to the server computer 104 of
FIGS. 1 -2), an authentication computer 512 (which may be substantially similar to
the authentication computer 116 of FIGS. 1 and 3), and an authorization computer

514 (which may be substantially similar to the authorization computer 110 of FIG. 1).

[0114] At step S501, the server computer 510 transmits an authentication
request message to the authentication computer 512, as described above with

respect to FIG. 4.

[0115] At step 5502, the authentication computer 512 may execute
authentication operations. The authentication computer 512 may execute the
authentication operations substantially as described above with respect to FIGS. 4
and/or 5. The authentication computer 512 may further generate supplemental data.
As described above with respect to FIG. 1, supplemental data may include various

types of data generated and/or processed by the authentication computer such as
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risk-based authentication data, biometric data, customer data, device data, order

data, etc.

[0116] At step S503, the authentication computer 512 transmits an
authentication response message, comprising authentication data, to the server
computer 510. Transmitting the authentication response message may be
performed substantially as described above with respect to FIG. 2B. Additionally,
the authentication response message includes the supplemental data (e.g., detalled
iInformation generated In the course of authentication, biometric data, etc.). The

supplemental data may be provided alongside other authentication data such as an

authentication cryptogram and/or authentication code.

[0117] At step S504, the server computer 510 transmits an authorization
request message to the authorization computer 514, as described above with
respect to FIG. 4. The supplemental data may be passed seamlessly in a data field.
Authorization request messages may be formatted according to various standards
(e.g., International Standard Organization (ISO) 8583 and 20022 are commonly used
for financial messaging; some service providers use their own formats). These
formats may assign data fields to discrete data elements (e.g., for a given standard,
transaction ID may be in field 1, amount may be in field 10, etc.). Some fields are
fixed length (e.g., a fixed character length). Some fields have variable length (e.g.,
up to a certain number of bits). Some fields may be “open data fields,” which are
not linked to a particular data set or size. For example, depending on the processing
system, fields such as field 34 and 48 may be left open. By leveraging an open data
fleld of the authorization request message such as field 34, the authorization request

message may be overloaded with new types of information.

[0118] At step S506, the authorization computer 514 executes operations for
determining whether to approve or decline the access request. The authorization
computer 514 may make the determination substantially as described above with
respect to FIGS. 3 and/or 4. Additionally, the evaluation may include leveraging the
supplemental data received In the data field of the authorization request. For
example, the authorization computer 514 may receive supplemental data indicating
that the authentication computer 512 has validated biometric data of the user. The

authorization computer may rank biometric validation more highly than other types of
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validation performed by the authentication computer (e.g., password data).
Accordingly, the authorization computer 514 may approve an access request based

IN whole or In part on recelving an indication of biometric validation.

[0119] At step S508, the authorization computer 110 transmits the
authorization results to the server computer 104. The authorization results specify

whether the access request I1s approved or declined.
1. ADDING AN ACCESS INDICATOR TO A DATA FIELD

[0120] FIGS. 6 — 7 illustrate additional variations on methods for pre-
authorization access request screening. Similarly to the methods described above
with respect to FIGS. 3 — 5, authentication data generated by an authentication
computer 1s used to transmit information to an authorization computer. As illustrated
N FIGS. 6 — 7, the system may use data generated in a fraud check to generate an

access Indicator which provides a simple indication whether the access request

should be approved or declined.

A. Access Indicator

[0121] FIG. 6 shows an example set of operations 600 for pre-authorization
access request screening leveraging a data field to pass an access indicator. The
operations may be performed by a server computer 610 (which may be substantially
similar to the server computer 104 of FIGS. 1 — 2A), an authentication computer 612
(which may be substantially similar to the authentication computer 116 of FIGS. 1
and 2B), and an authorization computer 614 (which may be substantially similar to

the authorization computer 110 of FIG. 1).

[0122] At step S601, the server computer 610 transmits an authentication
request message to the authentication computer 612, as described above with

respect to FIG. 4.

[0123] At step S602, the authentication computer 612 may execute
authentication operations. The authentication computer may execute authentication

operations substantially as described above with respect to FIGS. 3, 4, and/or 5.

[0124] At step S603, the authentication computer 116 transmits an

authentication response message comprising authentication data to the server
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computer 610. Transmitting authentication the authentication response message
may be performed substantially as described above with respect to FIGS. 3, 4,

and/or 5.

[0125] The server computer 610 may evaluate the likelihood that the access
request Is fraudulent. The server computer 610 may leverage an access rule
generation system (similar to access rule generation system 106 of FIG. 1) to
retrieve and/or generate access rules to use to evaluate the access request. The
server computer 610 may further use access data to evaluate the access request.
Alternatively, or additionally, the server computer 610 may evaluate the access
request based on the authentication data. The server computer 610 may generate

an access score indicative of a level of risk associated with the access request.

[0126] Based on the access score, the server computer 610 may generate an
access Indicator. The access indicator may indicate that the server computer has
approved the access request. The access indicator may be an alphanumeric value.
As an example, the access Iindicator may be the letter A", inserted into the
authorization request message to indicate that the server computer 610 has
approved the access request. Alternatively, or additionally, the server computer 610
may use different access indicators to further define the results of the fraud
screening. As an example, the server computer may generate an "A” access
iIndicator for approved access requests and generate a "R" access indicator for
access requests which have been screened but require additional review by the
server computer 610. The server computer 610 may refrain from generating an
access Indicator for access requests which have not been assigned a suitably high
access score. The access indicator may represent the result of the server

computer's use of access rules generated by the access rule generation system.

[0127] In some embodiments, the server computer 610 may be able to
accurately evaluate the risk level of an access request using data elements which
are unavallable to the authorization computer 614. Data elements which may be
avallable to the server computer 610 but not the authorization computer 614 may
Include: contextual data (e.g., a device fingerprint, IP address, etc.), access device
data (e.g., positive lists, Stock Keeping Unit (SKU) level information, etc.), and/or

calculated data (e.g., risk scores, velocities, linkages, etc.). These data elements
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may be leveraged to provide a useful access indicator to the authorization computer
614.

[0128] At step S604, the server computer 610 transmits an authorization
request message to the authorization computer 614, as described with respect to
FIGS. 3 - 5. Additionally, the server computer 610 includes the access indicator in
the outbound authorization request message. The server computer 610 may add the
access Indicator to the authorization request message (e.g., In field 34 or another

suitable data field of the authorization request message).

[0129] In some embodiments, the authorization request message may further
Include any of the additional authentication data described above with respect to
FIGS. 3 — 5, such as authentication codes, authentication cryptograms,
supplemental data, etc. Alternatively, the server computer 610 may simply include
the access Iindicator, without additional risk data, to simplify the analysis required by

the authorization computer 614.

[0130] At step S606, upon receiving the authorization request message, the
authorization computer 614 executes authorization operations as described above
with respect to FIGS. 3 — 5. Alternatively, or additionally, the authorization computer
614 may base the authorization decision, in whole or In part, upon the received
access Indicator. The authorization computer 614 may simply approve or deny the
access request based on the access Iindicator. The authorization computer 614 may
determine the extent to which it relies on the access indicator iIn generating an

authorization result.

[0131] At step S608, the authorization computer 614 transmits authorization
results to the server computer 610. The authorization results may include

Instructions to approve or decline the access request.

B. Providing Guarantee for Access Requests

[0132] FIG. 7 shows an example set of operations 700 for pre-authorization
access request screening including a guarantee for authenticated access requests.
The operations may be performed by a server computer /10 (which may be
substantially similar to the server computer 104 of FIGS. 1 — 2A), an authentication

computer 712 (which may be substantially similar to the authentication computer 116
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of FIGS. 1 and 2B), and an authorization computer 714 (which may be substantially

similar to the authorization computer 110 of FIG. 1).

[0133] Operations 701 — 704 may be performed substantially as described
above with respect to Operations 602 — 604 of FIG. 6. Additionally, the system may
generate the access indicator to represent a guarantee. An access Indicator
representative of a guarantee may take a different form than an access indicator
representative of screening results as described above with respect to FIG. 6. For
example, the server computer /10 may assign an access indicator of "A” for
authorized access requests and an access indicator of “G” for guaranteed access
requests. As another example, the server computer /10 may use two access
indicators for guaranteed transactions (e.g., A and G flags may both be inserted into

the authorization request message for guaranteed access requests).

[0134] The server computer 710 may build a guarantee model around the
access Indicator. The access Indicator may represent that, if the access indicator Is
present In the authorization request message, then an entity associated with the
server computer (e.g., a security company or merchant) 1s guaranteeing this access
request. Thus, the access indicator may represent a shift in liability should the
access request be fraudulent. The access Iindicator representing a guarantee may
be used In connection with a pre-existing agreement between the server computer

/10, authentication computer 712, and/or authorization computer 714.

V. METHODS FOR PRE-AUTHORIZATION ACCESS REQUEST
SCREENING
[0135] FIGS. 10 — 13 illustrate various methods of performing a pre-

authorization access request screening and passing the results thereof to an

authorization computer for determining whether to grant access to a resource.

A. Using an Access Indicator

[0136] A method for pre-authorization access request screening Is described
with respect to FIG. 8. As described above with respect to FIGS. 3 — 7, the server
computer may transmit an authorization request message comprising an access
indicator and/or authentication data to the authorization computer for determining

whether to approve or decline a request for access to a resource. The flowchart of
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FIG. 8 illustrates operations for generating and processing such a message. The
operations shown in FIG. 8 may be performed by the server computer 104 and

authorization computer 110 shown in FIGS. 1 and 2A.

[0137] Before step 802, a user may request access to a resource to a user
device. For example, a user may attempt to enter a building by tagging a card (user
device) to an access device. As another example, a user may attempt to purchase
clothing online by entering payment information into a resource provider website via
a user computing device such as a mobile phone. In either case, the user may
submit access data (e.g., employee identification data, payment data, the user's
name, etc.) to the access device or user computing device. The access device
and/or user computing device then transmits a request for access to the resource,

comprising the access data, to the server computer.

[0138] At step 802, the server computer receives, from a requesting device,
the request for access to the resource to the user device. The requesting device
may be the user computing device or the access device. The request comprises
access data. request may be received, for example, via a message and/or a push to

an APl exposed by the server computer.

[0139] After step 802, the server computer may transmit and receive
authentication request messages, as described below with respect to FIG. 9.
Alternatively, the server computer may proceed to step 804 without transmitting and
receiving authentication request messages. FIGS. 10 — 13 illustrate scenarios In
which authentication may or may not be executed based on the application of

exemptions.

[0140] At step 804, the server computer determines an access score based
on the access data. The server computer may use access rules retrieved from the
access rule generation system to determine the access score. The access rule
generation system may determine the access rules based on historical data about
previous access attempts, statistical models, and/or machine learning algorithms.
The server computer may fine-tune the modeling to tailor the access rules. The
server computer may further use on access data and/or authentication data for

determining the access score.
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[0141] The server computer may apply the selected access rule(s) to the
access data, resource access parameters, and/or authentication data. As an
example, the rule is “IF Country = Brazil AND Amount > $10,000 THEN Decline
ELSE Approve.” If the country is Brazil and the amount is $9,000, then the rule
would result in Approve. If the country is Brazil and the amount is $11,000, then the

rule would result in Decline. If the amount is $16,000 and the country is Sweden,

then the rule would result in Approve.

[0142] The server computer may generate an access score based on a
comparison of the rule values and the access data values. Continuing with the
above example where the rule specifies a country and a dollar amount, the higher
the dollar amount, the higher the access score may be. A $20,000 transaction in
Brazil may have an access score of 4, while a $10,001 transaction in Brazil may
have an access score of 3. The access score may be incremented If both the
country and dollar amount are caught by the rule, as compared to if only one factor Is
caught by the rule (e.g. $10,001 in Brazil has an access score of 3 and $9,500 in

Brazil has an access score of 2).

[0143] At step 806, the server computer compares the access score to a
threshold value. The threshold value may represent an access score which should
correspond to an authorized access request. Alternatively, or additionally, the server
computer may use multiple thresholds corresponding to multiple respective results.
For example, If the access score I1s 95 or greater, the server computer guarantees
the transaction; If the access score Is between 85 and 995, the server computer

authorizes the access request; If the access score Is between 75 and 95, the server

computer flags the access request for manual review.

[0144] At step 808, the server computer generates an access indicator based
on the access score. The server computer may generate the access indicator upon
determining that the access score meets or exceeds the threshold value. As
described above with respect to FIGS. 6 — 7, the access indicator may take different
forms to fine-tune the information passed to the authorization computer. The
different forms may, for example, correspond to one of several threshold values.

Alternatively, the server computer may use a single flag corresponding to a single

threshold value.
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[0145] The server computer may generate the access indicator by comparing
the access score to a threshold value. As an example, the server computer may
determine that the access request passes the access screening If the access score
meets or exceeds the threshold value. As a specific example, the server computer
computes an access score of 80 for a particular access request. The server
computer identifies a stored threshold value of /8 for passing the access screening.
Based on comparing the access score to the threshold value, the server computer
determines that the access request has passed the screening and should be
approved. On the other hand, if the value is less than the threshold value (e.g., 77 or
less), then the server computer may determine that the access request does not

pass the access screening.

[0146] Alternatively, or additionally, the server computer may generate the
access Indicator by comparing the access score to multiple threshold values. As an
example, the server computer may use a first threshold value (e.g., 78 for
determining that an access request should be approved). The server computer may
further use a second threshold value (e.g., 49) for determining that access to the
resource should be declined. The second threshold value may correspond to a
second flag, warning message, or the like. For access requests that exceed the
second threshold value but do not meet exceed the first threshold value (e.g., 50 —
/1), the server computer may refrain from generating an access indicator. As
another example, the server computer may use a first threshold value for access
requests highly likely to be valid (e.g., access score > 95) and a second threshold
value for access requests with a satisfactory likelihood of being valid (e.g., access

score > /95).

[0147] Based on whether the access request passes the access screening,
the server computer may, or may not, generate an access indicator representing that
access to the resource should be granted. Thus, the access indicator can be used
as an assurance that the access request has passed the server computer’'s access
screening process. This may indicate that the server computer has determined that

the access request 1s not likely to be fraudulent.

[0148] In some embodiments, the access Indicator may represent a

guarantee. The access indicator may indicate that the entity managing the server
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computer (e.g., a merchant, a security company, etc. that facilitates access to the
resource) guarantees the access request. Alternatively, or additionally, the
guarantee may be made on the part of a third-party service provider performing fraud
checks on behalf of the server computer. If the access request were to turn out to be
fraudulent, the entity managing the service provider or the service provider
performing fraud checks will accept any liability associated with the unauthorized

dCCEeSS.

[0149] At step 810, the server computer prepares an authorization request
message Including the access indicator. The server computer may place the access
indicator Iin a particular field of the authorization request message (e.g., field 34).
Alternatively, or additionally, the server computer may include the access score In
the authorization request message. The server computer transmits the authorization

response message to the authorization computer.

[0150] At step 812, the server computer transmits the authorization request
message, comprising the access indicator, to an authorization computer. The server
computer may, for example, transmit an XML message to the authorization computer

and/or push the message to an AP| exposed by the authorization computer.

[0151] At step 814, the authorization computer approves or declines the
access to the resource to the user device based on the access indicator. In some
embodiments, the authorization computer may trust the access indicator/ server
computer enough to simply approve or decline the access request based solely on
the access Indicator (e.qg., If there Is an access Iindicator In the message, the access
request will be approved, but If there 1s Nno access indicator in the message, then the
access request will be declined). The authorization computer may be particularly
confident In relying on the access Indicator If the access Indicator indicates a
guarantee on the part of the server computer. Alternatively, the authorization
computer may use the access indicator as a supplement to the authorization
computer's access determination process. For example, the authorization computer
approves or declines the access request based on a computed score from one to
one hundred, and the presence of an access indicator gives the score a ten-point

INncrease.
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[0152] If the server computer determines at step 806 that the access score

does not meet or exceed the threshold value, then the server computer may refrain

from generating an access indicator.

[0153] At step 816, the server computer may prepare an authorization request
message without Including an access indicator. The server computer may prepare a
standard authorization request message In the event that the access score does not
meet or exceed the threshold value. Alternatively, or additionally, the server
computer may Include information indicating that the access request should be

declined.

[0154] At step 818, the server computer may transmit the authorization
request message to the authorization computer. The server computer may, for
example, transmit an XML message to the authorization computer and/or push the

message to an API| exposed by the authorization computer.

[0155] At step 820, the authorization computer may approve or decline the
access to the resource. The authorization computer may execute its own risk
checks to approve or decline the access to the resource, without the use of an
access Indicator. The authorization computer may use other information received
from the server computer to inform its decision (e.g., access score, authentication
data, etc.). The authorization computer may be more likely to decline access to the
resource If there Is not an access indicator present in the authorization request. The
authorization computer may, for example, determine that authorization requests
without an access Indicator should always be declined. Alternatively, the
authorization computer may determine that authorization requests without an access

indicator should be subjected to increased scrutiny.

B. Using Authentication Data

[0156] A method for pre-authorization access request screening using
authentication data is described with respect to FIG. 9. The operations shown In
FIG. 9 may be performed by the server computer 104, authentication computer 116,

and authorization computer 110 shown in FIGS. 1 — 2B.
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[0157] At step 902, the server computer receives a request from a requesting
device for access to a resource to a user device comprising access data. Step 902

may be substantially similar to step 802, described above with respect to FIG. 8.

[0158] At step 904, the server computer generates an authentication request
message. [he server computer may generate the authentication request message
using a suitable format acceptable by the authentication computer. The
authentication request message may include information such as the received
access data, in whole or In part, and/or the access data, in whole or in part. The
access request may further include an access request indicator (e.g., a series of
numbers and/or letters identifying the access request). The server computer

transmits the authentication request message to the authentication computer.

[0159] At step 906, the authentication computer generates an authentication
response message comprising authentication data corresponding to authentication
of the user device. The authentication computer may determine whether to
authenticate the user based on information extracted from the authentication request
message (e.qg., the access data). The authentication computer may generate
authentication data comprising an authentication code such as an ECI code. The
authentication data may further include an authentication cryptogram such as a
CAVV. Further details about such codes and values are described above, e.g., with
respect to FIGS. 1 and 3.

[0160] In some embodiments, the authentication computer may execute risk-
pbased authentication. The authentication data generated by the authentication
computer may include supplemental data associated with risk-based authentication.
The authentication computer may transmit through an authentication code or
authentication cryptogram (e.g., by assigning the ECI based on a determined risk

level).

[0161] The authentication computer transmits the authentication response
message, comprising the authentication data, to the server computer. The
authentication computer may, for example, transmit the authentication response

message via wired or wireless communication and/or a push to an API.
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[0162] At step 908, the server computer receives the authentication response
message comprising the authentication data from the authentication computer. The
server computer may, for example, receive the response via a messaging bus or a

push to an API| exposed by the server computer

[0163] At step 910, the server computer determines an access score based
on at least a subset of the authentication data and the access data. Methods of
determining an access score based on access data are described In detail above
with respect to FIG. 8. The server computer may further use authentication data to
determine the access score. For example, the access rules may take authentication
data Into account, such as the results of risk-based authentication, whether the user
has been authenticated, etc. As a specific example, the server computer may
recelve, from the authentication computer, authentication data comprising historical
access data associated with the user. The server computer may increment or
decrement the access score based on a comparison of the historical transaction data

and the access data corresponding to the present access request.

[0164] At step 912, the server computer determines whether to transmit an
authorization request message to an authorization computer based on the access
score. The server computer may compare the access score to one or more
threshold values in determining whether or not to transmit the authorization request
message to the authorization computer. For example, If the access score Is below a
first threshold value, the server computer may refrain from transmitting the
authorization request message, as the access to the resource should not be granted.
If the access score Is above the first threshold value, then the server computer may
transmit an authorization request message comprising an access indicator or other
information, as described above with respect to FIGS. 3 — 8. If the access score is
above a second threshold value, then the server computer may further provide a

guarantee for the access request.

[0165] After step 912, the server computer may prepare an authorization
request message. The authorization request message may include the access score
and/or associated data, such as an access indicator, ECI, and/or the like, as

described in detail above with respect to FIGS. 3 - 8.
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[0166] The authorization computer may approves or declines the access to
the resource, directly or indirectly based on the access score, as described In detall

above with respect to FIGS. 3 -8

C. Applying an Exemption to Skip Authentication

[0167] A method for pre-authorization access request screening using an
authentication exemption is described with respect to FIG. 10. The operations
shown in FIG. 10 may be performed by the server computer 104, authentication

computer 116, and authorization computer 110 shown in FIGS. 1 — 2B.

[0168] At step 1002, the messaging module 104F makes a call to the access
request analyzer module 104E. The messaging module 104F may transmit

iInformation such as access data to the access request analyzer module 104E.

[0169] The access request analyzer module 104E may select a profile for the
access request. The access request analyzer module 104E may assign access
requests to predefined profiles based on the access data. For example, purchases
over $10,000 may correspond to a first profile, purchases under $100 may
correspond to a second profile, and purchases between $100 and $10,000 may
correspond to a third profile. As other examples, profiles may correspond to
location, characteristics of the party requesting access to the resource, a time of day,

and/or the like.

[0170] At step 1004, the access request analyzer module 104E may transmit
iInformation about the selected profile to the exemption module 1041. Alternatively, or
additionally, the access request analyzer module 104E may transmit access data to
the exemption module 1041. The exemption module 1041 may make a determination
whether an exemption applies, based on the selected profile and/or access data. As
examples, exemptions may apply for access requests corresponding to a profile for
trusted users or a profile for purchases under $100. As another example, an
exemption may apply for access requests that correspond to Payment Service
Directive 2 (PSD2) exemptions. PSD2 exemptions are exemptions to a requirement
In the European Union that all payment transactions should go through a high level
authentication process. PSD2 exemptions include Transaction Risk Analysis (TRA),

wherein a number of chargebacks Is below a certain level; whitelisting (WL), which
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applies when a trusted resource provider has been placed on a whitelist; One Leg
Out (OLO), which applies when a party to the transaction is not located in the EU; or
Low Value (LV), wherein the transaction amount is less than 30 Euro. The
exemption module 1041 may determine that one or more such exemptions apply,

based on the profile and/or access data corresponding to the access request.

[0171] At step 1006, optionally, the system may reject the access request
after the profile i1s selected. The access request may be rejected after the profile Is
selected, e.g., before authentication or authorization, based on access rules and
recelved access data. For example, the system may reject the access request for
iIndividuals or countries on a blacklist. If the authorization request is rejected, then

the system may refrain from continuing to process the request.

[0172] At step 1008, the system may transmit an authorization request
message to the authorization computer 110. The authorization request message
may be sent without the need for authentication operations, based on an applied

exemption. The authorization request message may include information indicating
the applied exemption (e.g., TRA/WL/OLO/LV, as indicated in FIG. 11).

[0173] At step 1010, the authorization computer 110 may execute
authorization operations. The authorization computer 110 may execute authorization
operations by leveraging the data received from the server computer 310. For
example, the authorization computer may simply determine to authorize the access
request based on recelving an access indicator, as described above with respect to
FIG. 8. Alternatively, or additionally, the authorization computer 110 may determine
whether to authorize the access request by analyzing the received data according to

Its own rule set.

[0174] If the authorization computer 110 determines not to authorize the
access request, at step 1014, the authorization computer 110 may optionally notify
the messaging module 104F that the access to the resource Is rejected. The
authorization computer may transmit the notification via an authorization response

message.

[0175] At step 1012, the authorization computer 110 may transmit

authorization results to the post-authorization module 104J. The authorization
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results may include an indication whether adequate funds are available In a payment
account, In the case of payment transactions. The authorization results may include
the results of an Address Verification Service (AVS) check. An AVS is check may be
performed after analyzing some or all of an address submitted in an access request.
The authorization computer 110 may compare the address data to that on file In
associlation with an account in determining an authorization result. For example, a
cardholder may be prompted to enter her zip code when purchasing gasoline. This
ZIp code may be used by the authorization computer 110 in authorizing the
transaction, by comparing the received zip code to the zip code stored In association
with the payment account. The authorization results may include the results of a
card verification number (CVN) check. A CVN is a three or four digit code
associlated with a payment account. The authorization computer may determine
whether the CVN received in the authorization request message is a match to the
value which the authorization computer has on file. As another example,
authorization results may include a confirmation that a user has valid credentials to

enter a secure location.

[0176] At step 1016, the post-authorization module 104J may analyze the
iInformation received from the authorization computer 110. The post-authorization
module 104J may make its own determination about whether access to the resource
should be granted. This determination may be based on the information received
from the authorization computer 110 (e.g., AVS, CVN, or fund availability
iInformation). The determination may further be based on additional information
avallable to the server computer (which the authorization computer 110 may not
have had access to), such as access data, access rules, access scores, etc. Thus,
the post-evaluation module may In some cases make a different determination than

the authorization computer 110.

[0177] At step 1016, the post-authorization module may transmit a final result
to the messaging module 104F. The result may be to allow (accept) access to the
resource. The result may be to reject access to the resource. The result may be to

further review the request.

[0178] After step 1016, the messaging module 104F may Initiate appropriate

action, based on information received from the authorization computer 110 and/or
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the post-authorization module 104J. If either entity has determined to decline the
access request, the messaging module 104F may transmit instructions to the access
device to reject access. If both entities have determined to approve, the messaging
module 104F may transmit instructions to the access device to grant access. If the
post-authorization module has determined that there should be a review, then the
messaging module 104F may transmit instructions to the server computer to initiate

a manual review process.

D. Hybrid Screening Without Exemptions

[0179] A method for hybrid pre-authorization access request screening without
exemptions is described with respect to FIG. 11. The operations shown in FIG. 11
may be performed by the server computer 104, authentication computer 116, and

authorization computer 110 shown in FIGS. 1 — 2B.

[0180] At step 1102, the messaging module 104F makes a call to the access
request analyzer module 104E, as described above with respect to step 1002 of FIG.
11. The access request analyzer module 104E may then select and transmit a

profile to the exemption module 104| at step 1104, as described above with respect
to step 1004 of FIG. 10.

[0181] At step 1106, optionally, the system may reject the authorization
request after the profile 1s selected, as described above with respect to step 1006 of
FIG. 10.

[0182] At step 1108, the exemption module may determine that no exemption
applies. The exemption module may determine that no exemption applies by
comparing the received profile and/or access data to exemption rules. Upon
determining that no exemption applies, the exemption module may transmit an
authentication request message to the authentication computer, which may explicitly

or Implicitly specify that no exemption applies.

[0183] At step 1110, the enrollment module 116E of the authentication
computer may execute BIN detection operations. The enrollment module may
identify a BIN from the data received In the authentication request message. Based

on the BIN, the enrolilment module may determine how to handle authentication.
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This may Include determining an enrollment status of one or more entities involved
(e.g., whether the user, 1ssuer, or merchant is enrolled In a secure authentication

protocol).

[0184] At step 1112, the enroliment module 116E may transmit instructions to
the validation module 116F to execute authentication operations. The instructions
may Include a prescribed level of authentication (1.e., standard or heightened
authentication measures may be called for based on exemptions, enrolment status,

access data, and/or the like).

[0185] At step 1114, the validation module 116F may execute authentication
operations. The validation module 116F may execute the authentication operations

substantially as described above with respect to FIGS. 3 - 8.

[0186] At step 1116, the validation module 116F may transmit authentication
data, such as an authentication result, CAVV, ECI, and/or the like, to the messaging
module 104F. At step 1118, the messaging module 104F may forward the

authentication data (e.g., ECI/CAVV) to the access request analyzer module 104E.

[0187] At step 1120, the access request analyzer module 104E may execute
risk screening based on the received authentication data. The access request
analyzer module 104E may execute risk screening based on the authentication data

as described above with respect to FIG. 10.

[0188] At step 1124, the access request analyzer module 104E may transmit
an authorization request message to the authorization computer 110. The
authorization request message may comprise authentication data received from the
authentication computer 116 (e.g., CAVV, ECI, authentication results, etc.). The
authorization request message may further comprise information related to the risk
screening conducted by the request analyzer module such as an access indicator,

an access score, access data, etc.

[0189] At step 1126, the authorization computer executes authorization
operations. The authorization computer may execute authorization operations
substantially as described above with respect to step 1010 of FIG. 10. If the

authorization computer 110 determines to reject, the authorization computer may
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transmit an authorization response message to the messaging module 104F

iIndicating that access should be rejected.

[0190] At steps 1128 and 1132, the post authorization module 104J may
execute, and send the results of, a post-authorization screening, substantially as
described above with respect to steps 1012 and 1016 of FIG. 10.

E Hybrid Screening With Exemptions

[0191] A method for hybrid pre-authorization access request screening with
exemptions is described with respect to FIG. 12. The operations shown in FIG. 12
may be performed by the server computer 104, authentication computer 116, and

authorization computer 110 shown in FIGS. 1 — 2B.

[0192] At step 1202, the messaging module 104F makes a call to the access
request analyzer module 104E, as described above with respect to step 1002 of FIG.
10. The access request analyzer module 104E may then select and transmit a
profile to the exemption module 104| at step 1204, as described above with respect
to step 1004 of FIG. 10.

[0193] At step 1206, optionally, the system may reject the authorization
request after the profile Is selected, as described above with respect to step 1006 of
FIG. 10.

[0194] At step 1208, the exemption module may determine that one or more
exemptions applies. The exemption module may determine that an exemption
applies by comparing the received profile and/or access data to exemption rules.
However, the exemption module 104l may further determine that the exemption(s)
should be omitted. The exemption module 104] may use access rules to determine
that exemptions should be overruled In certain circumstances. For example,
although a transaction is for less than 100 dollars, no exemption should apply If the
transaction originates from China. Risk rules may be configured such that the
system authenticates and uses the authentication results for further analysis. The
exemption module 104| may then transmit a notification to the authentication

computer indicating that the exemptions should be omitted.
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[0195] Steps 1210 — 1232 may be performed in a substantially similar fashion
as described above with respect to steps 1110 - 1132 of FIG. 11. Because the

exemptions are omitted, the system may proceed substantially as if no exemptions

apply.

F. Exemption Override

[0196] A method for hybrid pre-authorization access request screening with
exemptions overridden by the authentication computer Is described with respect to
FIG. 13. The operations shown in FIG. 13 may be performed by the server computer

104, authentication computer 116, and authorization computer 110 shown In FIGS. 1

— 2B.

[0197] At step 1302, the messaging module 104F makes a call to the access
request analyzer module 104E, as described above with respect to step 1002 of FIG.
10. The access request analyzer module 104E may then select and transmit a

profile to the exemption module 104| at step 1304, as described above with respect

to step 1004 of FIG. 10.

[0198] At step 1306, optionally, the system may reject the authorization

request after the profile 1s selected, as described above with respect to step 1006 of

FIG. 10.

[0199] At step 1308, the exemption module may determine that one or more
exemptions applies, as described above with respect to FIG. 12. The system may
therefore transmit an authorization request message to the authorization computer
110 without first executing authentication operations. The authorization request
message may Include an indication that an exemption has been applied and/or that
authentication has not been performed. The authorization request message may

further include access data and other information about the access request.

[0200] At step 1310, the authorization computer 110 may analyze the received

data. The authorization computer 110 may determine that authentication Is required,

based on rules of the authorization computer.

[0201] At step 1312, the authorization computer 110 may transmit a message

to the enrollment module indicating that authentication is required. Based on the
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recelved message, the authentication computer may perform authentication

operations before resubmitting an authorization request message indicating that

authorization has been completed.

[0202] Steps 1314 — 1332 may be performed in a substantially similar fashion
as described above with respect to steps 1110 - 1132 of FIG. 12.

V. ADVANTAGES

[0203] The teachings of this disclosure have a number of advantages. For
example, an authorization computer can increase confidence and improve
authorization rates by leveraging the access indicator in authorization decisions.
With the assurance that a trusted entity has already screened the access request for
fraud, Issuers may be more inclined to authorize an access request. By decreasing
unnecessary refusals to grant access, a user may be more motivated to make
authorization requests through the corresponding channels. Further, increasing

access may lead to increased revenue.

[0204] Additionally, by leveraging authentication data to make access
determinations, the accuracy of those determinations can be improved.
Authentication data, particularly risk-based authentication data, can be very useful In
the computations used to execute fraud checks as well as authorizer-side risk
checks. Many of these data elements are not typically available to the authorizing
computer. Passing authentication details to the authorization computer also more
clearly distinguishes the level of risk, enabling the authorization computer to fine-
tune access determinations. Further, adding authentication and/or access detalls to
a dedicated field of messages to the authorization computer can lead to improved

compatibility with i1ssuers’ authorization risk engines.

[0205] As a result, the accuracy of fraud checks can be greatly increased.
The methods described herein can both increase the number of fraudulent access
attempts caught and decrease the number of false declines for access requests that

are actually not fraudulent.

[0206] Embodiments of the disclosure have a number of additional examples.
For example, the authorization computer can leverage the data and computations of

the authorization computer and/or server computer in evaluating an access request.
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The authorization computer may be able to reduce or even eliminate the amount of
computations required, saving time and computational resources. The authorization
computer may be able to greatly reduce the amount of data storage required as well.
Further, by leveraging the preexisting authorization request message to pass said

data, there Is no need to burden the system with additional messaging operations.

[0207] Although examples are described In the context of payment
transactions, the methods described herein are applicable in other contexts. As an
example, some embodiments may be used to determine whether to grant access to
a secure lock box. As another example, some embodiments may be used to

determine whether to allow a user to log into a secure website.
VI. COMPUTER SYSTEM

[0208] FIG. 14 is a high level block diagram of a computer system 1400 that

may be used to implement any of the entities or components described above.

[0209] The subsystems shown in FIG. 14 are interconnected via a system bus
/5. Additional subsystems such as a printer 74, keyboard /8, storage device(s) 79,
monitor /6, which Is coupled to display adapter 82, and others are shown.
Peripherals and input/output (I/0O) devices, which couple to I/O controller 71, can be
connected to the computer system by any number of means known in the art, such
as serial port /7. For example, serial port /7 or external interface 81 (e.g., Ethernet,
WI-F1, etc.) can be used to connect computer system 10 to a wide area network such
as the Internet, a mouse input device, or a scanner. The interconnection via system
bus 75 allows the central processor /3 to communicate with each subsystem and to
control the execution of instructions from system memory 72 or the storage device(s)
/9 (e.q., afixed disk, such as a hard drive or optical disk), as well as the exchange of
iInformation between subsystems. The system memory 72 and/or the storage
device(s) 79 may embody a computer readable medium. Any of the data mentioned
herein can be output from one component to another component and can be output

to the user.

[0210] It should be understood that any of the embodiments can be
Implemented In the form of control logic using hardware (e.g., an application specific

iIntegrated circuit or field programmable gate array) and/or using computer software
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with a generally programmable processor in a modular or integrated manner. As
user herein, a processor includes a multi-core processor on a same integrated chip,
or multiple processing units on a single circuit board or networked. Based on the
disclosure and teachings provided herein, a person of ordinary skill in the art will
know and appreciate other ways and/or methods to implement embodiments using

hardware and a combination of hardware and software.

[0211] Any of the software components or functions described In this
application may be implemented as software code to be executed by a processor
using any suitable computer language such as, for example, Java, C, C++, C# or
scripting language such as Perl or Python using, for example, conventional or object-
oriented techniques. The software code may be stored as a series of instructions or
commands on a computer readable medium for storage and/or transmission,
suitable media include random access memory (RAM), a read only memory (ROM),
a magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a compact disk (CD) or DVD (digital versatile disk), flash memory, and the like.
The computer readable medium may be any combination of such storage or

transmission devices.

[0212] Such programs may also be encoded and transmitted using carrier
signals adapted for transmission via wired, optical, and/or wireless networks
conforming to a variety of protocols, including the Internet. As such, a computer
readable medium according to an embodiment may be created using a data signal
encoded with such programs. Computer readable media encoded with the program
code may be packaged with a compatible device or provided separately from other
devices (e.g., via Internet download). Any such computer readable medium may
reside on or within a single computer product (e.g., a hard drive, a CD, or an entire
computer system), and may be present on or within different computer products
within a system or network. A computer system may include a monitor, printer, or

other suitable display for providing any of the results mentioned herein to a user.

[0213] Any of the methods described herein may be totally or partially
performed with a computer system Including one or more processors, which can be

configured to perform the steps. Thus, embodiments can be directed to computer

systems configured to perform the steps of any of the methods described herein,
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potentially with different components performing a respective steps or a respective
group of steps. Although presented as numbered steps, steps of methods herein
can be performed at a same time or In a different order. Additionally, portions of
these steps may be used with portions of other steps from other methods. Also, all
or portions of a step may be optional. Additionally, any of the steps of any of the
methods can be performed with modules, circuits, or other means for performing

these steps.

[0214] The specific details of particular embodiments may be combined in any
suitable manner without departing from the spirit and scope of embodiments of the
disclosure. However, other embodiments may be directed to specific embodiments
relating to each individual aspect, or specific combinations of these individual

aspects.

[0215] The above description is illustrative and 1s not restrictive. Many
variations will become apparent to those skilled in the art upon review of the
disclosure. The scope should, therefore, be determined not with reference to the
above description, but instead should be determined with reference to the pending

claims along with their full scope or equivalents.

[0216] A recitation of "a’’, "an" or "the" Is intended to mean "one or more”

unless specifically indicated to the contrary.

[0217] All patents, patent applications, publications, and descriptions
mentioned above are herein incorporated by reference In their entirety for all

purposes. None is admitted to be prior art.

46



O 0 ~1] O wn BB W N

e e T = T
AN e W e -

= L DI

WO 2020/027866 PCT/US2019/012547

WHAT IS CLAIMED IS:

1. A method comprising:

recelving, by a server computer from a requesting device, a request for
access to a resource to a user device, the request comprising access data;

determining, by the server computer, an access score based on the
access data;

generating, by the server computer, an access Iindicator based on the
access Score;

preparing, by the server computer, an authorization request message
comprising the access indicator; and

transmitting, by the server computer to an authorization computer, the
authorization request message comprising the access indicator,

wherein the authorization computer approves or declines the access to
the resource to the user device based on the access indicator comprised In the

authorization request message.

2. The method of claim 1, wherein the access Iindicator comprises

a flag indicating that the server computer has approved the access request.

3. The method of claim 1, further comprising:

transmitting, by the server computer to an authentication computer, an
authentication request message comprising at least a subset of the access data; and

recelving, by the server computer from the authentication computer, an
authentication response message comprising authentication data, wherein the
authentication computer generated the authentication data based on at least a

subset of the access data.

4. The method of claim 3, wherein the server computer further

uses at least a subset of the authentication data for determining the access score.

D. The method of claim 3, wherein:
the authorization request message further comprises at least a subset
of the authentication data, which has been generated by the authentication

computer; and
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the authorization computer further uses the authentication data
recelved In the authorization request message for determining whether to approve or

decline the access to the resource.

6. The method of claim 3, wherein:

the authentication data comprises an authentication code indicating an
authentication result and an authentication cryptogram; and

the authorization request message further comprises the authentication

code and the authentication cryptogram.

/. The method of claim 3, wherein:
the authentication data comprises supplemental data; and
the authorization request message further comprises the supplemental

data.

8. The method of claim 3, further comprising:

analyzing, by the server computer, the access data in comparison to a
plurality of exemptions, wherein if one or more of the plurality of exemptions applies
to the access data, authorization 1s not required; and

pbased on the access data, determining, by the server computer, that no

exemptions apply to the access request.

9. The method of claim 1, wherein the access indicator Is

transmitted in an open data field of the authorization request message.

10.  The method of claim 1, further comprising:

identifying a first threshold value corresponding to access requests that
should be approved;

identifying a second threshold value corresponding to access requests
that should be declined:;

comparing the access score to the first threshold value and the second
threshold value: and

determining that the access score exceeds the first threshold value and

the second threshold value.

11.  The method of claim 1, further comprising:
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analyzing, by the server computer, the access data in comparison to a
plurality of exemptions, wherein if one or more of the plurality of exemptions applies
{0 the access data, authorization 1s not required;

pbased on the access data, determining, by the server computer, that
one or more exemptions apply to the access request; and

pbased on the determination, transmitting the authorization request

message without executing authorization operations.

12. A method comprising:

recelving, by a server computer from a requesting device, a request for
access to a resource to a user device, the request comprising access data;

transmitting, by the server computer to an authentication computer, an
authentication request message comprising at least a subset of the access data;

recelving, by the server computer from the authentication computer, an
authentication response message comprising authentication data corresponding to a
level of authentication of the user device by the authentication computer, wherein the
authentication computer generated the authentication data based on the access
data;

determining, by the server computer, an access score based on the
authentication data and the access data; and

determining, by the server computer based on the access score,

whether to transmit an authorization request message to an authorization computer.

13.  The method of claim 12, further comprising:

generating an access Iindicator based on the access score; and
transmitting the access indicator to the authorization computer,
wherein the authorization computer approves or declines the access to

the resource based on the access indicator.

14.  The method of claim 13, wherein the access indicator Is

transmitted in an open data field of the authorization request message.

15. The method of claim 13, wherein the access indicator comprises

a flag Iindicating that the server computer has approved the access request.

16. The method of claim 12, further comprising:
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transmitting the access score to the authorization computer,
wherein the authorization computer approves or declines the access to

the resource based on the access score.

17. The method of claim 12, further comprising:

prior to transmitting the authentication request message:

analyzing, by the server computer, the access data in comparison to a
plurality of exemptions, wherein if one or more of the plurality of exemptions applies
{0 the access data, authorization 1s not required; and

pbased on the access data, determining, by the server computer, that no

exemptions apply to the access request.

18. The method of claim 12, further comprising:

prior to transmitting the authentication request message:

analyzing, by the server computer, the access data in comparison to a
plurality of exemptions, wherein if one or more of the plurality of exemptions applies
o the access data, authorization 1s not required;

pbased on the access data, determining, by the server computer, that
one or more exemptions apply to the access request;

transmitting an authorization request message to the authorization
computer, the authorization request message comprising an indication that an
exemption, of the plurality of exemptions, has been applied; and

recelving, from the authorization computer, an indication that the

exemption has been overridden and authentication Is required.

19. A server computer comprising:

a processor; and

a non-transitory computer-readable medium coupled to the processor,
the non-transitory computer-readable medium comprising code, executable by the

processor, to Implement a method according to any of the above claims.

20. A computer product comprising a computer readable medium
storing a plurality of instructions for controlling a computer system to perform

operations according to any of claims 1 - 18.
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