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FAILOVER AND RECOVERY FOR REPLICATED DATA INSTANCES 

BACKGROUND 

As an increasing number of applications and services are being made available over 

networks such as the Internet, an increasing number of content, application, and/or service 

providers are turning to technologies such as cloud computing. Cloud computing, in general, 

is an approach to providing access to electronic resources through services, such as Web 

services, where the hardware and/or software used to support those services is dynamically 

scalable to meet the needs of the services at any given time. A user or customer typically will 

rent, lease, or otherwise pay for access to resources through the cloud, and thus does not have 

to purchase and maintain the hardware and/or software to provide access to these resources. 

While aspects of various applications and resources can be adjusted and managed in 

the cloud, the data repositories upon which these applications and resources rely are not 

similarly adjustable or easily managed by a customer or other such user. Typically, 

performing tasks such as provisioning and scaling data storage are tedious manual 

procedures, in which a customer has to provide a database administrator (DBA) or similar 

expert user with configuration information and requirements, such that the DBA can 

determine whether the configuration is valid. Further, there is no easy way for a customer to 

dynamically and/or automatically adjust the parameters for a database instance or manage 

other such aspects of a data repository. In many cases, a data instance will have backup and 

recovery mechanisms in place, but these mechanisms often are in a single location or area 

such that they are susceptible to failure or outages in that area. Further, when a data instance 

fails, it typically takes a few minutes to generate a new instance, attach the appropriate 

volumes to the new instance, and otherwise perform tasks necessary to recover from the 

failure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Various embodiments in accordance with the present disclosure will be described 

with reference to the drawings, in which: 

FIG. 1 illustrates an environment in which various embodiments can be 

implemented; 
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FIG. 2 illustrates an example separation of a control plane and a data plane that can 

be used in accordance with various embodiments; 

FIG. 3 illustrates an example utilizing a plurality of monitoring components that 

can be used in accordance with various embodiments; 

FIG. 4 illustrates an example implementation for running a replicated data instance 

across multiple data zones that can be used in accordance with one embodiment; 

FIG. 5 illustrates an example state transition diagram for a primary replica in 

accordance with one embodiment; 

FIG. 6 illustrates an example state transition diagram for a monitoring component 

in accordance with one embodiment; 

FIG. 7 illustrates an example process for performing a failover operation that can be 

used in accordance with one embodiment; 

FIG. 8 illustrates an example process for recovering a secondary replica that can be 

used in accordance with one embodiment; 

FIG. 9 illustrates an example process for managing event processors that can be 

used in accordance with one embodiment; 

FIG. 10 illustrates an example of a reallocation due to a failed event processor that 

can be used in accordance with one embodiment; and 

FIG. 11 illustrates an example process for adding a new event processor that can be 

used in accordance with one embodiment. 

DETAILED DESCRIPTION 

Systems and methods in accordance with various embodiments of the present 

disclosure may overcome one or more of the aforementioned and other deficiencies 

experienced in conventional approaches to managing aspects of data storage in an electronic 

environment. In particular, various embodiments provide a separate control environment, or 

control plane, that can be used to enable a user to manage and/or alter various aspects of a 

data environment, or data plane. This "self-service" functionality can be provided via a set of 

Web services, enabling the user and control plane to act together as a virtual database 

administrator (DBA). A user or customer can submit a request to the control plane through 

one of a plurality of externally-visible application programming interfaces (APIs), for 

example. Various APIs can be used to perform specific functions with respect to a data 



WO 2011/053594 PCT/US2010/054139 

repository, such as a relational database, in the data environment. A request received to one 

of the APIs can be analyzed to determine the desired action(s) to be performed in the data 

plane, such as actions that adjust operational or configuration parameters of a data store or 

data storage instance. A component such as a workflow component can determine the 

5 appropriate tasks for the action, and cause the tasks to be executed in an appropriate order. 

At least one of these tasks typically will be performed in the data environment, such as to 

adjust an aspect of a relational database. 

In accordance with certain embodiments, such a system can provide for the 

provisioning of a replicated data instance in the data environment. The provisioning can 

10 utilize a primary-secondary replication approach, with each of the primary and secondary 

replicas being provisioned in or across one or more separate data zones, separate geographic 

locations, etc. The database replicas can run on separate data instances, each attached to 

dedicated block storage volumes that are not shared across the replicas. 

In various embodiments, replication can be performed using a block-level 

15 replication mechanism, such as a Distributed Replicated Block Device (DRBD®) from Linbit 

of Vienna, Austria, or an Elastic Block Store (EBS), as provided by Amazon.com, Inc., of 

Seattle, Washington, which can mirror the content of block devices between servers and 

synchronously replicate data across redundant systems. Each instance can run a kernel that 

has a block-level replication mechanism (BLRM) kernel module installed for managing all 

20 input and output (I/O) operations for the data instance. All reads and writes can be executed 

at a primary replica, with the block-level replication mechanism replicating the information 

synchronously with the secondary replica. 

Both the primary and secondary replicas can have an external facing DNS name. 

Customers can reach the current primary replica using a DNS name such as DNS_primary. 

25 The DNS_primary name can alias or "cname" to the external DNS name of the (current) 

primary replica. When a primary replica fails or is otherwise unavailable, the secondary 

replica can be promoted or failed over to become the new primary replica, whereby the 

cname for DNS_primary can update to the DNS name of the new primary instance. All 

writes are sent to the database on the current primary replica. When the primary instance 

30 receives a write, the information is synchronously written to the secondary replica. Upon 

successful write at both places, the write can be deemed successful. All reads also are 

executed only at the primary replica in various embodiments. 

3 
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Database replication thus can be supported across multiple data instances using 

instance replicas running in different data zones. Database writes can be committed using a 

synchronous replication mechanism at the block level, such that no data is lost unless all the 

replicas are unavailable due to a large scale outage involving multiple data zones, etc. 

Replication can provide higher availability than can be accomplished using a single database 

instance, as a single replica failure does not cause an outage to the database for an extended 

period of time. For instance, if the primary replica of a database is down, various 

embodiments can perform a failover operation whereby a secondary replica takes over as the 

new primary replica. Replication also can provide higher durability than a non-replicated 

database in many instances, protecting against failure of an data zone, data volume failure, 

etc. 

FIG. 1 illustrates an example of an environment 100 for implementing aspects in 

accordance with various embodiments. As will be appreciated, although a Web-based 

environment is used for purposes of explanation, different environments may be used, as 

15 appropriate, to implement various embodiments. The environment 100 shown includes both 

a testing or development portion (or side) and a production portion. The production portion 

includes an electronic client device 102, which can include any appropriate device operable 

to send and receive requests, messages, or information over an appropriate network 104 and 

convey information back to a user of the device. Examples of such client devices include 

20 personal computers, cell phones, handheld messaging devices, laptop computers, set-top 

boxes, personal data assistants, electronic book readers, and the like. The network can 

include any appropriate network, including an intranet, the Internet, a cellular network, a 

local area network, or any other such network or combination thereof. Components used for 

such a system can depend at least in part upon the type of network and/or environment 

25 selected. Protocols and components for communicating via such a network are well known 

and will not be discussed herein in detail. Communication over the network can be enabled 

by wired or wireless connections, and combinations thereof. In this example, the network 

includes the Internet, as the environment includes a Web server 106 for receiving requests 

and serving content in response thereto, although for other networks an alternative device 

30 serving a similar purpose could be used as would be apparent to one of ordinary skill in the 

art. 

The illustrative environment includes at least one application server 108 and a data 

store 110. It should be understood that there can be several application servers, layers, or 

other elements, processes, or components, which may be chained or otherwise configured, 
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which can interact to perform tasks such as obtaining data from an appropriate data store. As 

used herein the term "data store" refers to any device or combination of devices capable of 

storing, accessing, and retrieving data, which may include any combination and number of 

data servers, databases, data storage devices, and data storage media, in any standard, 

5 distributed, or clustered environment. The application server can include any appropriate 

hardware and software for integrating with the data store as needed to execute aspects of one 

or more applications for the client device, handling a majority of the data access and business 

logic for an application. The application server provides access control services in 

cooperation with the data store, and is able to generate content such as text, graphics, audio, 

10 and/or video to be transferred to the user, which may be served to the user by the Web server 

in the form of HTML, XML, or another appropriate structured language in this example. The 

handling of all requests and responses, as well as the delivery of content between the client 

device 102 and the application server 108, can be handled by the Web server. It should be 

understood that the Web and application servers are not required and are merely example 

15 components, as structured code discussed herein can be executed on any appropriate device 

or host machine as discussed elsewhere herein. Further, the environment can be architected 

in such a way that a test automation framework can be provided as a service to which a user 

or application can subscribe. A test automation framework can be provided as an 

implementation of any of the various testing patterns discussed herein, although various other 

20 implementations can be used as well, as discussed or suggested herein. 

The environment also includes a development and/or testing side, which includes a 

user device 118 allowing a user such as a developer, data administrator, or tester to access the 

system. The user device 118 can be any appropriate device or machine, such as is described 

above with respect to the client device 102. The environment also includes a development 

25 server 120, which functions similar to the application server 108 but typically runs code 

during development and testing before the code is deployed and executed on the production 

side and is accessible to outside users, for example. In some embodiments, an application 

server can function as a development server, and separate production and testing storage may 

not be used. 

30 The data store 110 can include several separate data tables, databases, or other data 

storage mechanisms and media for storing data relating to a particular aspect. For example, 

the data store illustrated includes mechanisms for storing production data 112 and user 

information 116, which can be used to serve content for the production side. The data store 

also is shown to include a mechanism for storing testing data 114, which can be used with the 
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user information for the testing side. It should be understood that there can be many other 

aspects that may need to be stored in the data store, such as for page image information and 

access right information, which can be stored in any of the above listed mechanisms as 

appropriate or in additional mechanisms in the data store 110. The data store 110 is operable, 

5 through logic associated therewith, to receive instructions from the application server 108 or 

development server 120, and obtain, update, or otherwise process data in response thereto. In 

one example, a user might submit a search request for a certain type of item. In this case, the 

data store might access the user information to verify the identity of the user, and can access 

the catalog detail information to obtain information about items of that type. The information 

10 then can be returned to the user, such as in a results listing on a Web page that the user is able 

to view via a browser on the user device 102. Information for a particular item of interest can 

be viewed in a dedicated page or window of the browser. 

Each server typically will include an operating system that provides executable 

program instructions for the general administration and operation of that server, and typically 

15 will include a computer-readable medium storing instructions that, when executed by a 

processor of the server, allow the server to perform its intended functions. Suitable 

implementations for the operating system and general functionality of the servers are known 

or commercially available, and are readily implemented by persons having ordinary skill in 

the art, particularly in light of the disclosure herein. 

20 The environment in one embodiment is a distributed computing environment 

utilizing several computer systems and components that are interconnected via 

communication links, using one or more computer networks or direct connections. However, 

it will be appreciated by those of ordinary skill in the art that such a system could operate 

equally well in a system having fewer or a greater number of components than are illustrated 

25 in FIG. 1. Thus, the depiction of the system 100 in FIG. 1 should be taken as being 

illustrative in nature, and not limiting to the scope of the disclosure. 

An environment such as that illustrated in FIG. 1 can be useful for a provider such 

as an electronic marketplace, wherein multiple hosts might be used to perform tasks such as 

serving content, authenticating users, performing payment transactions, or performing any of 

30 a number of other such tasks. Some of these hosts may be configured to offer the same 

functionality, while other servers might be configured to perform at least some different 

functions. The electronic environment in such cases might include additional components 

and/or other arrangements, such as those illustrated in the configuration 200 of FIG. 2, 

discussed in detail below. 
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Systems and methods in accordance with one embodiment provide a relational 

database service ("RDS") that enables developers, customers, or other authorized users to 

easily and cost-effectively obtain and configure relational databases and other such data 

sources so that users can perform tasks such as storing, processing, and querying relational 

5 data sets in a cloud. While this example is discussed with respect to the Internet, Web 

services, and Internet-based technology, it should be understood that aspects of the various 

embodiments can be used with any appropriate services available or offered over a network 

in an electronic environment. Further, while the service is referred to herein as a "relational 

database service," it should be understood that such a service can be used with any 

10 appropriate type of data repository or data storage in an electronic environment. An RDS in 

this example includes at least one Web service that enables users or customers to easily 

manage relational data sets without worrying about the administrative complexities of 

deployment, upgrades, patch management, backups, replication, failover, capacity 

management, scaling, and other such aspects of data management. Developers are thus freed 

15 to develop sophisticated cloud applications without worrying about the complexities of 

managing the database infrastructure. 

An RDS in one embodiment provides a separate "control plane" that includes 

components (e.g., hardware and software) useful for managing aspects of the data storage. In 

one embodiment, a set of data management application programming interfaces (APIs) or 

20 other such interfaces are provided that allow a user or customer to make calls into the RDS to 

perform certain tasks relating to the data storage. The user still can use the direct interfaces 

or APIs to communicate with the data repositories, however, and can use the RDS-specific 

APIs of the control plane only when necessary to manage the data storage or perform a 

similar task. 

25 FIG. 2 illustrates an example of an RDS implementation 200 that can be used in 

accordance with one embodiment. In this example, a computing device 202 for an end user is 

shown to be able to make calls through a network 206 into a control plane 208 to perform a 

task such as to provision a data repository of the data plane 210. The user or an application 

204 can access the provisioned repository directly through an interface of a data plane 210. 

30 While an end user computing device and application are used for purposes of explanation, it 

should be understood that any appropriate user, application, service, device, component, or 

resource can access the interface(s) of the control plane and/or data plane as appropriate in 

the various embodiments. Further, while the components are separated into control and data 

"planes," it should be understood that this can refer to an actual or virtual separation of at 



WO 2011/053594 PCT/US2010/054139 

least some resources (e.g., hardware and/or software) used to provide the respective 

functionality. 

The control plane 208 in this example is essentially a virtual layer of hardware and 

software components that handles control and management actions, such as provisioning, 

5 scaling, replication, etc. The control plane in this embodiment includes a Web services layer 

212, or tier, which can include at least one Web server, for example, along with computer-

executable software, application servers, or other such components. The Web services layer 

also can include a set of APIs 232 (or other such interfaces) for receiving Web services calls 

or requests from across the network 206. Each API can be provided to receive requests for at 

10 least one specific action to be performed with respect to the data environment, such as to 

provision, scale, clone, or hibernate an instance of a relational database. Upon receiving a 

request to one of the APIs, the Web services layer can parse or otherwise analyze the request 

to determine the steps or actions needed to act on or process the call. For example, a Web 

service call might be received that includes a request to create a data repository. In this 

15 example, the Web services layer can parse the request to determine the type of data repository 

to be created, the storage volume requested, the type of hardware requested (if any), or other 

such aspects. Information for the request can be written to an administration ("Admin") data 

store 222, or other appropriate storage location or job queue, for subsequent processing. 

A Web service layer in one embodiment includes a scalable set of customer-facing 

20 servers that can provide the various control plane APIs and return the appropriate responses 

based on the API specifications. The Web service layer also can include at least one API 

service layer that in one embodiment consists of stateless, replicated servers which process 

the externally-facing customer APIs. The Web service layer can be responsible for Web 

service front end features such as authenticating customers based on credentials, authorizing 

25 the customer, throttling customer requests to the API servers, validating user input, and 

marshalling or unmarshalling requests and responses. The API layer also can be responsible 

for reading and writing database configuration data to/from the administration data store, in 

response to the API calls. In many embodiments, the Web services layer and/or API service 

layer will be the only externally visible component, or the only component that is visible to, 

30 and accessible by, customers of the control service. The servers of the Web services layer 

can be stateless and scaled horizontally as known in the art. API servers, as well as the 

persistent data store, can be spread across multiple data centers in a geographical region, or 

near a geographical location, for example, such that the servers are resilient to single data 

center failures. 
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The control plane in this embodiment includes what is referred to herein as a 

"sweeper" component 214. A sweeper component can be any appropriate component 

operable to poll various components of the control plane or otherwise determine any tasks to 

be executed in response to an outstanding request. In this example, the Web services layer 

5 might place instructions or information for the "create database" request in the admin data 

store 222, or a similar job queue, and the sweeper can periodically check the admin data store 

for outstanding jobs. Various other approaches can be used as would be apparent to one of 

ordinary skill in the art, such as the Web services layer sending a notification to a sweeper 

that a job exists. The sweeper component can pick up the "create database" request, and 

10 using information for the request can send a request, call, or other such command to a 

workflow component 216 operable to instantiate at least one workflow for the request. The 

workflow in one embodiment is generated and maintained using a workflow service as is 

discussed elsewhere herein. A workflow in general is a sequence of tasks that should be 

executed to perform a specific job. The workflow is not the actual work, but an abstraction 

15 of the work that controls the flow of information and execution of the work. A workflow also 

can be thought of as a state machine, which can manage and return the state of a process at 

any time during execution. A workflow component (or system of components) in one 

embodiment is operable to manage and/or perform the hosting and executing of workflows 

for tasks such as: repository creation, modification, and deletion; recovery and backup; 

20 security group creation, deletion, and modification; user credentials management; and key 

rotation and credential management. Such workflows can be implemented on top of a 

workflow service, as discussed elsewhere herein. The workflow component also can manage 

differences between workflow steps used for different database engines, such as MySQL, as 

the underlying workflow service does not necessarily change. 

25 In this example, a workflow can be instantiated using a workflow template for 

creating a database and applying information extracted from the original request. For 

example, if the request is for a MySQL® Relational Database Management System (RDBMS) 

instance, as opposed to an Oracle® RDBMS or other such instance, then a specific task will 

be added to the workflow that is directed toward MySQL instances. The workflow 

30 component also can select specific tasks related to the amount of storage requested, any 

specific hardware requirements, or other such tasks. These tasks can be added to the 

workflow in an order of execution useful for the overall job. While some tasks can be 

performed in parallel, other tasks rely on previous tasks to be completed first. The workflow 

component or service can include this information in the workflow, and the tasks can be 

35 executed and information passed as needed. 
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An example "create database" workflow for a customer might includes tasks such as 

provisioning a data store instance, allocating a volume of off-instance persistent storage, 

attaching the persistent storage volume to the data store instance, then allocating and 

attaching a DNS address or other address, port, interface, or identifier which the customer can 

5 use to access or otherwise connect to the data instance. In this example, a user is provided 

with the DNS address and a port address to be used to access the instance. The workflow 

also can include tasks to download and install any binaries or other information used for the 

specific data storage technology (e.g., MySQL). The workflow component can manage the 

execution of these and any related tasks, or any other appropriate combination of such tasks, 

10 and can generate a response to the request indicating the creation of a "database" in response 

to the "create database" request, which actually corresponds to a data store instance in the 

data plane 210, and provide the DNS address to be used to access the instance. A user then 

can access the data store instance directly using the DNS address and port, without having to 

access or go through the control plane 208. Various other workflow templates can be used to 

15 perform similar jobs, such as deleting, creating, or modifying one of more data store 

instances, such as to increase storage. In some embodiments, the workflow information is 

written to storage, and at least one separate execution component (not shown) pulls or 

otherwise accesses or receives tasks to be executed based upon the workflow information. 

For example, there might be a dedicated provisioning component that executes provisioning 

20 tasks, and this component might not be called by the workflow component, but can monitor a 

task queue or can receive information for a provisioning task in any of a number of related 

ways as should be apparent. 

As mentioned, various embodiments can take advantage of a workflow service that 

can receive requests or calls for a current state of a process or task, such as the provisioning 

25 of a repository, and can return the current state of the process. The workflow component 

and/or workflow service do not make the actual calls or requests to perform each task, but 

instead manage the state and configuration information for the workflow that enables the 

components of the control plane to determine the next task to be performed, and any 

information needed for that task, then generate the appropriate call(s) into the data plane 

30 including that state information, whereby a component of the data plane can make the call to 

perform the task. Workflows and tasks can be scheduled in parallel in order to increase 

throughput and maximize processing resources. As discussed, the actual performing of the 

tasks will occur in the data plane, but the tasks will originate from the control plane. For 

example, the workflow component can communicate with a host manager, which can make 

35 calls into the data store. Thus, for a given task a call could be made to the workflow service 
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passing certain parameters, whereby the workflow service generates the sequence of tasks for 

the workflow and provides the current state, such that a task for the present state can be 

performed. After the task is performed (or otherwise resolved or concluded), a component 

such as the host manager can reply to the service, which can then provide information about 

5 the next state in the workflow, such that the next task can be performed. Each time one of 

the tasks for the workflow is performed, the service can provide a new task to be performed 

until the workflow is completed. Further, multiple threads can be running in parallel for 

different workflows to accelerate the processing of the workflow. 

The control plane 208 in this embodiment also includes at least one monitoring 

10 component 218. When a data instance is created in the data plane, information for the 

instance can be written to a data store in the control plane, such as a monitoring data store 

220. It should be understood that the monitoring data store can be a separate data store, or 

can be a portion of another data store such as a distinct set of tables in an Admin data store 

222, or other appropriate repository. A monitoring component can access the information in 

15 the monitoring data store to determine active instances 234 in the data plane 210. A 

monitoring component also can perform other tasks, such as collecting log and/or event 

information from multiple components of the control plane and/or data plane, such as the 

Web service layer, workflow component, sweeper component, and various host managers. 

Using such event information, the monitoring component can expose customer-visible events, 

20 for purposes such as implementing customer-facing APIs. A monitoring component can 

constantly monitor the health of all the running repositories and/or instances for the control 

plane, detect the failure of any of these instances, and initiate the appropriate recovery 

process(es). 

Each instance 234 in the data plane can include at least one data store 226 and a host 

25 manager component 228 for the machine providing access to the data store. A host manager 

in one embodiment is an application or software agent executing on an instance and/or 

application server, such as a Tomcat or Java application server, programmed to manage tasks 

such as software deployment and data store operations, as well as monitoring a state of the 

data store and/or the respective instance. A host manager in one embodiment listens on a 

30 port that can only be reached from the internal system components, and is not available to 

customers or other outside entities. In some embodiments, the host manager cannot initiate 

any calls into the control plane layer. A host manager can be responsible for managing 

and/or performing tasks such as setting up the instances for a new repository, including 

setting up logical volumes and file systems, installing database binaries and seeds, and 
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starting or stopping the repository. A host manager can monitor the health of the data store, 

as well as monitoring the data store for error conditions such as I/O errors or data storage 

errors, and can restart the data store if necessary. A host manager also perform and/or mange 

the installation of software patches and upgrades for the data store and/or operating system. 

5 A host manger also can collect relevant metrics, such as may relate to CPU, memory, and I/O 

usage. 

The monitoring component can communicate periodically with each host manager 

228 for monitored instances 234, such as by sending a specific request or by monitoring 

heartbeats from the host managers, to determine a status of each host. In one embodiment, 

10 the monitoring component includes a set of event processors (or monitoring servers) 

configured to issue commands to each host manager, such as to get the status of a particular 

host and/or instance. If a response is not received after a specified number of retries, then the 

monitoring component can determine that there is a problem and can store information in the 

Admin data store 222 or another such job queue to perform an action for the instance, such as 

15 to verify the problem and re-provision the instance if necessary. The sweeper can access this 

information and kick off a recovery workflow for the instance to attempt to automatically 

recover from the failure. The host manager 228 can act as a proxy for the monitoring and 

other components of the control plane, performing tasks for the instances on behalf of the 

control plane components. Occasionally, a problem will occur with one of the instances, such 

20 as the corresponding host, instance, or volume crashing, rebooting, restarting, etc., which 

cannot be solved automatically. In one embodiment, there is a logging component (not 

shown) that can log these and other customer visibility events. The logging component can 

include an API or other such interface such that if an instance is unavailable for a period of 

time, a customer can call an appropriate "events" or similar API to get the information 

25 regarding the event. In some cases, a request may be left pending when an instance fails. 

Since the control plane in this embodiment is separate from the data plane, the control plane 

never receives the data request and thus cannot queue the request for subsequent submission 

(although in some embodiments this information could be forwarded to the control plane). 

Thus, the control plane in this embodiment provides information to the user regarding the 

30 failure so the user can handle the request as necessary. 

As discussed, once an instance is provisioned and a user is provided with a DNS 

address or other address or location, the user can send requests "directly" to the data plane 

210 through the network using a Java Database Connectivity (JDBC) or other such client to 

directly interact with that instance 234. In one embodiment, the data plane takes the form of 
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(or at least includes or is part of) a computing cloud environment, or a set of Web services 

and resources that provides data storage and access across a "cloud" or dynamic network of 

hardware and/or software components. A DNS address is beneficial in such a dynamic cloud 

environment, as instance or availability failures, for example, can be masked by 

5 programmatically remapping a DNS address to any appropriate replacement instance for a 

use. A request received from a user 202 or application 204, for example, can be directed to a 

network address translation (NAT) router 224, or other appropriate component, which can 

direct the request to the actual instance 234 or host corresponding to the DNS of the request. 

As discussed, such an approach allows for instances to be dynamically moved, updated, 

10 replicated, etc., without requiring the user or application to change the DNS or other address 

used to access the instance. As discussed, each instance 234 can include a host manager 228 

and a data store 226, and can have at least one backup instance or copy in persistent storage 

230. Using such an approach, once the instance has been configured through the control 

plane, a user, application, service, or component can interact with the instance directly 

15 through requests to the data plane, without having to access the control plane 232. For 

example, the user can directly issue structured query language (SQL) or other such 

commands relating to the data in the instance through the DNS address. The user would only 

have to access the control plane if the user wants to perform a task such as expanding the 

storage capacity of an instance. In at least one embodiment, the functionality of the control 

20 plane 208 can be offered as at least one service by a provider that may or may not be related 

to a provider of the data plane 210, but may simply be a third-party service that can be used 

to provision and manage data instances in the data plane, and can also monitor and ensure 

availability of those instances in a separate data plane 210. 

As discussed, one advantage to providing the functionality of a control plane as a 

25 Web service or other such service is that the control plane functions as a virtual database 

administrator (DBA) and avoids the need for a human DBA to perform tasks such as 

provisioning data. Provisioning data is presently a tedious manual procedure, requiring a 

DBA to receive the necessary configuration information, determine whether the configuration 

is valid, optimize and tune the instance, and perform other such tasks, which take a 

30 significant amount of time and effort. Further, such an approach provides many opportunities 

for error, which might not be discovered until after data is lost. Using a control plane or 

service as described herein, a user or customer can instead submit a call including 

information such as a type of hardware and a version of a database product. The control 

plane or service can then perform the necessary tasks to create, delete, modify, expand, or 

35 otherwise modify a data store or data storage instance. The control plane also can support 
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several different database engines in a consistent fashion, without requiring a DBA to be an 

expert in each of the engines. Once provisioned, the user has native access to the data 

instance(s), and can simply point existing applications (such as MySQL applications) to the 

DNS address or other location information for the particular instance. There is no restriction 

5 or modification of query models or other such functionality, as a user can continue to use 

applications built on MySQL, Oracle, or other database technology. 

FIG. 3 illustrates an example of a configuration 300 that can be used for purposes 

such as monitoring and automated recovery of RDS instances, either single or replicated, in 

accordance with one embodiment. Although reference numbers are carried over between 

10 figures for purposes of simplicity and clarity, it should be understood that these merely 

represent similar components that can be used for various embodiments, and should not be 

interpreted as requiring components from various other embodiments or as merely showing 

different views of a single embodiment. Further, fewer or additional components can be used 

in various embodiments, and the presence or lack of a component in a given figure should not 

15 be interpreted as that component being required or not useful in a given embodiment unless 

otherwise specifically stated. Variations between the embodiments and figures should be 

apparent to one of ordinary skill in light of the present disclosure. 

As illustrated in the figure, a monitoring component (or service) 218 of the control 

plane can comprise a series of processing nodes 302, referred to herein as event processors. 

20 In one embodiment, the event processors comprise a fleet of monitoring servers operable to 

monitor aspects of the data plane. Each event processor can be configured to communicate 

with a specified set or range of data stores 226 and/or data instances 234 through the 

associated host manager 228. As discussed, each data store and host manager can exist on a 

node or machine of the data plane 210, or data environment. Each of the event processors 

25 can communicate with the allocated host managers using any appropriate communication 

technique to obtain a current status from each host, such as by pinging each host manager 

using a secure (e.g., HTTPS) request, such as a "getStatus" request. In response to the 

request, each host manager can send a response including information such as whether there 

is a problem with, or detected by, the host manager 228, as well as any relevant metrics, 

30 parameter values, or diagnostic information that is determined to be relevant. In certain 

embodiments, the amount and type of information returned by a host manager can vary based 

upon a state of the host manager. For example, if there are no errors detected then the host 

manager might send a standard set of specified metrics to be logged or otherwise processed. 

If a problem is detected, for example, then a different set of information might be included, 
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such as information indicating the type of problem as well as diagnostic or other information 

relevant to that type of problem. Various algorithms can be provided to the host managers 

for making such determinations. Upon receiving the information from the host managers, the 

event processors can analyze the information, as necessary, and store the information in a 

5 monitoring data store 220 or other such location. The event processors can also store any log 

information, discussed elsewhere herein, in the monitoring data store. As illustrated in this 

example, the monitoring data store 220 can be a single logical data store, but can be 

partitioned across many data instances 304. 

There can be many advantages to using multiple event processors 302 as part of the 

10 monitoring component 218. One such advantage is that, for a large number of data instances 

234 in the data plane, a single event processor may not have enough capacity to monitor each 

instance concurrently. Utilizing multiple event processors allows the monitoring work to the 

distributed across several event processors. Further, using multiple event processors allows 

for existing event processors to take on the work of another event processor in the event of a 

15 failure or other such problem. If a data instance was only managed by a single event 

processor, and there was a problem with that processor making the event processor 

unavailable, then that data instance might not have any monitoring performed and thus could 

risk an outage or other such problem. By spreading the monitoring across a set of event 

processors, and allowing the range of monitoring by each event processor to update 

20 dynamically, the control plane can ensure that each instance in the data plane is monitored at 

substantially any time, even in the event of a failure of one or more of the event processors. 

In one embodiment, the responsibility of each event processor is determined by 

taking the number of instances (including replicas) to be monitored at any given time and 

apportioning the number of instances across the number of event processors. For example, if 

25 there are 25,000 instances to be monitored in the data plane, and there are five event 

processors running in the control plane, then each event processor can be given responsibility 

for monitoring approximately 5,000 of the data instances. If each instance is given an 

identifier, for example, then each event processor can be given a range of identifiers (such as 

the first 5,000 identifiers, second 5,000 identifiers, etc.) to make it easier to adjust 

30 responsibility for each event processor, rather than having to manage mapping information 

for each of the 25,000 instances. The example in the figure shows the range of 

responsibilities for each of the event processors in such an example. 

At an appropriate interval, such as once a minute, each event processor 302 can 

send a request to each host manager 228 being monitored by that event processor. An event 
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processor in one embodiment is a Java application running within a Tomcat container of the 

control plane that regularly polls the host managers for data instances in the data plane. The 

event processor can poll a host manager in one embodiment by making a getStatus() or 

similar call (e.g., over SSL) using the DNS name and host manager port. In some 

5 embodiments a data instance being monitored is uniquely identified by a combination of a 

customer data store identifier, a data store identifier, and an instance identifier. Using such 

an approach, the states of the old and new instances can be distinguished when moving a data 

instance to another instance in the cloud. The event processor can determine the state of the 

data instance based upon the response from of the host manager. A data instance in one 

10 embodiment can be in one of at least the following example states: "OK" (the data instance is 

running properly), "incommunicado" (the data instance is in a suspect state of failure), or 

"dead" (the data instance is unreachable and does not respond to requests for status). 

In most cases, the host manager will return a response indicating that the host 

manger, associated instance, etc., is running as expected, and the event processor can update 

15 information in the monitoring data store 220. An event processor can consider a data instance 

to be in an "OK" or similar state in one embodiment when the host manager returns an 

appropriate response, such as an HTTP response code "200" (a standard response code for 

successful HTTP requests). If a response is not received from a host manager, or if the 

response is a timed-out response (such as HTTP code "500", or any other "5xx" error 

20 response codes), the event processor can resend the getStatus request, and can place the 

database instance in an "incommunicado" or similar state. If the host has been in the 

"incommunicado" state for more than a predetermined number of status pings, or other such 

requests, then the data instance can be declared to be in a "dead" or similar state. If the host 

comes back online with a "200" response (or similar) code within the predetermined number 

25 of status pings, the host or instance can be moved to an "OK" state. The predetermined 

number of checks before moving a host state from "incommunicado" to "dead" or "OK" 

used, at least in part, is to avoid false positives due to intermittent network errors, temporarily 

overloaded event processors, temporarily overloaded host managers, or other such temporary 

errors that do not actually result in a data instance being unavailable other otherwise requiring 

30 recovery. In one embodiment, a state of "incommunicado" is not persisted, as the state can 

easily be determined by another event processor. 

If a reply is not received after the predetermined number of status requests, or the 

state is otherwise moved to a "dead" or similar state, as discussed elsewhere herein, the event 

processor enters information regarding the problem state into the Admin data store 222 (or 
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other such job queue as discussed above) indicating that there is a suspect state with respect 

to the unresponsive host manager. As discussed above, a sweeper 214 component of the 

control plane can periodically check the Admin data store for information, and when the 

sweeper detects the information for the suspect or problem state, an appropriate recovery 

5 workflow can be started. For example, the sweeper can pass information to the workflow 

component 216 that causes an appropriate workflow to be generated, such as a workflow to 

handle a data instance being unavailable, a workflow to handle errors reported by a host 

manager, or any of a number of other such situations. The workflow manager can generate 

the appropriate workflow, pass state information, and handle various other aspects as 

10 discussed elsewhere herein. 

One advantage to storing recovery information in the Admin data store is that such 

an approach allows for recovery even in the event of a failure of the monitoring system. It 

can be desirable to enable recovery actions independent of the availability of the monitoring 

data store. It can be acceptable to use the Admin data store, as in this embodiment any type 

15 of recovery, including generating a workflow, etc., requires the Admin data store (or other 

such job queue) to be active and available. It can thus be desirable to avoid placing another 

dependency on the recovery, and instead having a single place of availability. 

Systems and methods in accordance with various embodiments enable customers to 

utilize Web services, or a similar such approach, to create one or more replicated database 

20 instances in a cloud computing or similar environment, providing a highly durable and highly 

available data solution. When a customer creates a replicated database instance in various 

embodiments, the customer data is synchronously replicated using a primary-secondary 

replication model. In some embodiments, the replicas can be located in different physical 

locations, such as in different data zones. Each data "zone" can refer to one or more data 

25 centers, or groups of data servers, for example, located within a specific geographical area, 

with different zones being located at or around different geographic locations. An RDS 

instance then can tolerate the failure of one of the data zones, as another data zone at a 

different geographic location can likely avoid the failure, except in the case of a large 

catastrophic event. In some cases a data center can span multiple data zones, but data 

30 replicas within a given data center can be instantiated in different zones. Many other 

variations are possible, such as overlapping zones, zones at multiple geographic locations, 

etc. If a primary replica fails or otherwise becomes unavailable, the RDS system can quickly 

and automatically failover to the secondary replica, resulting in very little downtime or data 

unavailability. 
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In one embodiment, a customer is able to create a replicated database instance by 

calling a specified interface of the Web services layer of the control plane, such as is 

discussed with respect to FIG. 2. For example, a customer can call a "CreateDBInstance" 

API specifying aspects such as the instance class, allocated storage, database engine, etc., as 

5 the customer would to create a non-replicated data instance. When creating a replicated 

instance, the customer can include at least one additional parameter, such as a "Replicated" or 

similar parameter, with a value set to "true" or any other appropriate value indicating that the 

created instance should be replicated. In some embodiments, the value is set to "false" by 

default such that non-replicated instances are created unless otherwise specified by the 

10 customer. In some embodiments, only certain customers have the ability to create replicated 

instances, such as a customer who pays for a certain level of service, etc. 

In some embodiments, a customer also can select whether the secondary replica is 

created in a different data zone than the primary replica. The customer in some embodiments 

also can be allowed to select one or more specific data zones for the instances, or an ordered 

15 list, for example, while in other embodiments customers are not able to select the data zone 

for at least the primary replica. If a customer specifies two data zones and one of the data 

zones becomes unavailable for an extended period of time, for example, the durability 

requirements in some embodiments would cause another replica to be generated in a third 

data zone, and so on. This could require management and updating of orders data zone lists 

20 for multiple customers, which can complicate the user experience without providing any 

significant benefit. Further, it can be easier for applications to spread the associated 

application fleet across data zones, such that there can be some application fleets located in 

the same data zone as the secondary replica. 

In some embodiments, a customer can call a "DescribeDBInstance" or similar API 

25 for the replicated data instance, whereby RDS can list information such as the endpoint DNS 

name of the primary replica and the data zone in which the primary replica is currently 

located. Customers can still communicate with the RDS instance using conventional 

approaches that would be used for a single data zone, as customers can receive the endpoint 

DNS name of a data store as soon as the status of the RDS instance is "Available," for 

30 example, and connect to the instance using the endpoint DNS name. In the event of a replica 

failure, RDS can failover the database to the corresponding secondary replica, and the 

endpoint DNS name can will be aliased to the new primary replica. The database endpoint 

DNS name remains a constant in many embodiments, not changing during the lifetime of the 

replicated instance. 
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In some embodiments customers can be provided with the ability to convert a non-

replicated instance to a replicated instance, such as by calling a "ModifyDBInstance" or 

similar API with the Replicated parameter set to "true." This can cause the database to be 

converted to a replicated instance at an appropriate time, such as during the next maintenance 

5 window or immediately after the request, as may depend on the API call parameters, etc. 

Various embodiments take advantage of a block-level replication mechanism, such 

as a kernel module that implements a share-nothing, replicated storage solution mirroring the 

content of block devices between servers. BLRM works on top of block devices (i.e., hard 

disks or logical volumes). It uses a primary-slave replication architecture wherein the 

10 primary replica directs all the updates to the underlying block device. All input and output 

(I/O) requests to the block device are intercepted by the BLRM kernel module, with all write 

operations being automatically and synchronously replicated. BLRM provides inherent 

failure detection of peer devices, and invokes appropriate recovery handlers when a peer node 

is unreachable. BLRM also can automatically resynchronize a temporarily unavailable node 

15 to the latest version of the data, in the background, without interfering with data access at the 

primary replica. BLRM uses generation identifiers ("GIs") to identify generations of 

replicated data, whereby BLRM can determine aspects such as whether the two nodes are 

members of the same replica pair, the direction of background re-synchronization (if 

necessary), and whether partial or full re-synchronization is needed. A BLRM driver can 

20 start a new generation at any appropriate time, such as during the initialization of a replica 

pair, when a disconnected standby replica is switching to the primary replica, or when a 

resource in the primary role is disconnecting from the secondary replica. While a block-level 

replication mechanism is used herein as an example for purposes of explanation, it should be 

understood that any other appropriate block-level technology or mechanism can be used 

25 within the scope of various embodiments. 

As discussed, RDS data instances in various embodiments can be built upon one or 

more systems or platforms. For example, the instances can be built upon a virtual computing 

environment that enables a customer to utilize Web services or another appropriate approach 

to launch instances with a variety of operating systems and manager those instances. An 

30 example of a Web service providing such a virtual computing environment is the Elastic 

Compute Cloud (EC2) service offered by Amazon.com, Inc. The data instances also can be 

built upon a block-level storage mechanism that can provide off-instance storage that persists 

independently of the life of an instance. A block store mechanism can provide storage 

volumes that can be attached to an instance and exposed as a device within the instance. An 

19 
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example of a block store platform is provided in co-pending U.S. Patent Application No. 

12/188,949, filed August 8, 2008, entitled Managing Access of Multiple Executing Programs 

to a Non-Local Block Data Storage," which is hereby incorporated herein by reference. A 

logical volume (e.g., LVM layer) can be built on top of the block storage volumes and an 

5 appropriate file system, such that the customer database can run on top of the LVM / file 

system layer. For a replicated database in one embodiment, BLRM can run on top of the 

LVM layer. BLRM in such an embodiment will intercept all I/O requests and send those 

requests to the logical volume, which in turn can split the requests across multiple block 

storage volumes. The use of a logical volume can provide the ability to handle multiple block 

10 storage E volumes, as well as the ability to easily expand storage, etc. Layering BLRM on 

top of LVM also can allow write operations to be replicated across the replicas. 

FIG. 4 illustrates an example of a mechanism 400 for implementing a primary-

secondary replication model to provide a replicated RDS instance. In this example, the 

primary replica 410 and the secondary replica 412 are located in different data zones (1 and 

15 2) of the data plane 408, or database environment. Each replica is built on top of the block 

storage mechanism, here illustrated as a BLRM layer 418, 422 for managing I/O to a block 

store 420, 422 for each replica. The components of the control plane 406, such as may be 

similar to those discussed with respect to FIG. 2, are able to create the replicated RDS 

instance by issuing configuration commands to the local host manager 414, 416, for example, 

20 which can perform the necessary setup operations. As seen in the figure, a block-level 

mechanism such as BLRM 418, 422 is positioned to intercept all I/O requests at the block 

device level, and write information for the requests to the local disks and the remote disks 

420, 424. In this example, the database 426 (e.g., SQL) is run only in the primary replica 

410, and all clients 402 run their database transactions on the primary replica 410 (via an 

25 appropriate network 404). The database 426 is not run on the secondary replica 412, and a 

file system also might not be mounted on the secondary replica, as the database will generally 

not be aware of the updates in the underlying device. 

Each database client 402 can automatically discover the current primary replica 

using an RDS database DNS endpoint name, which can alias to the host name of the primary 

30 replica 410. By using DNS to discover the current primary replica, compatibility can be 

maintained with existing database clients, such as native MySQL clients, JDBC, PHP, C#, 

and Haskell, for example. While DNS caching can potentially cause clients to attempt to 

connect to an old primary replica, a client will not be able to talk to the database by 

20 
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connecting to a secondary replica, as no database is run in the secondary replica. The 

customer can then know to obtain the proper DNS information. 

As discussed, database replication can be supported across multiple underlying data 

instances running in the same or different data zones. Once a write operation is committed 

5 using a synchronous approach, the data will not be lost except in the extremely rare case 

where all replicas are unavailable due to the failure of multiple data zones, etc. Such an 

approach can provide higher availability than a single database instance, as a single replica 

failure does not cause an outage to the database for an extended period of time. For instance, 

if the primary replica of a database is down, the system can perform a failover operation to a 

10 secondary replica in many cases. Further, such an approach can provide higher durability 

than a non-replicated database, and can protect from failures such as a failure of an data zone 

or single block storage volume failure, etc. 

As previously mentioned, RDS can take advantage of a block-level mechanism such 

as BLRM to mirror the content of block devices between servers. A primary-slave 

15 replication architecture enables the primary to accept and write all the updates to the block 

device. All I/O requests to the block device are intercepted by the BLRM kernel module, 

such that the writes can be synchronously replicated. BLRM utilizes generation identifiers 

("GIs") to identify generations of replicated data. BLRM uses this mechanism to determine 

whether two nodes are in fact members of the same replica pair, as opposed to two nodes that 

20 were connected accidentally. GIs also can be used to determine the direction of background 

re-synchronization, if necessary, and determine whether partial or full re-synchronization is 

needed. In at least one embodiment, the GIs are universally unique identifiers (UUIDs) and 

are not monotonically increasing sequence numbers. A BLRM driver can start a new 

generation during the initialization of replica pair, when a disconnected secondary replica is 

25 switched to the new primary replica, or when a resource in the primary role is disconnecting 

from the secondary replica, etc. 

In an example where a replica pair (e.g., primary replica P and secondary replica S) 

is initialized and connected for the first time, the primary replica P can generate a new GI, 

such as GIi. If the primary replica P gets disconnected from S and moves into a degraded 

30 mode, where P performs all the I/O without synchronous replication, P can generate a new 

GI, such as GL. Even in the case where P and S are disconnected due to a network partition, 

however, S will not generate a new GI. In this example, the primary replica P keeps in its 

metadata the new and the previous GIs (GI2 and GIi, respectively). One reason for storing 

the previous GI is to optimize on secondary replica recovery. For instance, there can be a 
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temporary network partition that causes S to be disconnected momentarily. Subsequently, 

when the partition heals and when S is reattached to P, P can see that the current GI of S is 

the previous GI for P, such that P can ship only those blocks that were changed between the 

two data generations. 

5 In an example where there is a failure of the primary replica, S can be promoted to 

the new primary replica when P is detected to be unavailable. When the command is issued 

to promote the secondary replica to the new primary replica, the BLRM can generate a new 

GI at the new primary replica (formerly S). Thus, when P (the original primary replica) 

rejoins the cluster and communicates with S, P can determine that the data generation has 

10 changed and P has to synchronize data from S. 

As discussed, the primary replica P can accept all writes and reads, and the 

DNS_primary can alias or cname to the DNS name of the primary instance. The secondary 

instance S can receive all updates through DRDB replication (or a similar block level 

replication) protocol from the primary replica. No devices are mounted or databases started 

15 in the secondary replica. When enabling failover, another component that can be utilized is a 

monitoring component M. A monitoring component can monitor the health of the primary 

and/or secondary replicas and initiate appropriate failover actions when a failure occurs. The 

monitoring component in one embodiment periodically pings, or otherwise communicates 

with, the primary and secondary replicas. This communication can include a heartbeat 

20 communication, for example, that happens at regular intervals such as a number of seconds 

specified by a T_heartbeat or similar parameter. Whenever a monitoring component pings P 

and S, the monitoring component in one embodiment issues a HTTP getStatus() command to 

the host manager running in each replica. When P and S each receive the call, the replicas 

can execute a BLRM or similar status call to determine the current state of each replica. For 

25 example, primary replica P can run a BLRM tool command to determine the status, such as 

IN SYNC, STALLED, DEGRADED, DEAD, etc. 

In addition to reporting the status, the each of the replicas can also report their 

respective GI to the monitoring component, which can store the generation numbers in 

memory. Whenever a new monitoring component bootstraps, the new component can read 

30 the list of replica pairs, as well as the endpoints, from a strongly consistent data store (i.e., the 

monitoring database), and store the information in memory. During each status ping, the 

monitoring component can determine whether the number is same. If for some reason the 

number is different, the GI value can be updated in memory. 

22 
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A primary or secondary replica can be in one of at least two monitored states. FIG. 

5 illustrates an example of a state transition diagram 500 for a primary replica in accordance 

with one embodiment. A replica can have a MONITORED state when the replica is 

connected to the monitoring component. A replica can be in a NOT MONITORED or 

5 similar state when the replica is not connected to the monitoring component. A primary 

instance can also be in one of a plurality of data synchronization states. For example, P can 

be in an IN SYNC state when both P and S are up and can communicate with each other, 

where all writes are synchronously written between P and S. Viewing the state diagram, at 

504 where the primary replica is in an IN_SYNC / Monitored state, the primary replica can 

10 communicate with the secondary replica, all writes are succeeding, the BLRM is 

heartbeating, and the primary is being monitored. If the primary is disconnected from the 

monitoring component but still in sync with the secondary replica, the state can transition to 

state 502. At state 502, the primary can communicate with the secondary replica and both 

replicas are connected and up-to-date, but the primary is disconnected from the monitoring 

15 component and thus is not being monitored. The secondary replica can also be in a 

CONNECTED state, where the secondary replica is healthy and in contact with the primary 

replica, and can be in a DISCONNECTED state when the secondary replica is healthy but out 

of contact with the primary replica. Thus at states 502 and 504 the secondary replica would 

be CONNECTED, but at the other states would be DISCONNECTED. 

20 The primary replica can have a STALLED or similar state 508 when P is monitored 

but is disconnected from, or otherwise out of contact with S, and cannot proceed with any I/O 

operations, as all writes are frozen. The primary replica can have a DEGRADED or similar 

state 406 when P is disconnected from S and has switched to non-replicated mode. This 

allows P to continue serving reads and writes when S is down or otherwise unreachable. P 

25 can reach the DEGRADED mode from either of states 502 or 508. P may not remain in 

DEGRADED mode for long in many embodiments, as RDS will typically create a new 

standby replica. Once a new secondary has been instantiated, is fully synchronized with the 

primary replica, and is being monitored by the monitoring component, the state can transition 

back to state 504, where the replicas are IN_SYNC and Monitored. 

30 The primary replica can be in a SUICIDAL or similar state 510 when P is 

disconnected from S and also is in, or otherwise enters, a NOT OBSERVED state. In this 

case, the state of P can be changed to SUICIDAL after a period such as TJailover seconds. 

This state 510 can only be reached from a STALLED state 508 in some embodiments, and 

occurs when P is out of contact with the monitoring component. In this state, the primary 
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replica "kills" itself by shutting itself down, or rebooting its data instance. 

As part of a monitoring and failover architecture for implementing such processes, 

each replicated database (i.e., the replica pair) is monitored by a monitoring component. In 

RDS, a single monitoring component can monitor multiple replica pairs. Further, the system 

5 can utilize a plurality or "fleet" of monitor nodes. As discussed, a monitoring component can 

determine the state of a monitored database by continually pinging the replica pair at 

appropriate intervals, such as every T_heartbeat seconds. FIG. 6 illustrates an example of a 

state transition diagram 600 for a replicated database from the point of view of a respective 

monitoring component M. When the primary replica is in an IN SYNC state and the 

10 secondary is connected, M can view the database as being in an IN_SYNC or similar state 

604. M can also view the database as being in state 604 when the monitoring component 

cannot communicate with one of the replicas due to a network partition, for example, but the 

other replica indicates to the monitoring component that the replicas are connected and in 

sync, such that there is no need to perform a failover event. 

15 If for some reason M can no longer communicate with both the primary and 

secondary replicas, either the monitoring component is partitioned away or both replicas are 

unavailable at the same time. In either case, M can view the state of the database as moving 

into a Partitioned or similar state 602. This can put both the primary and secondary replica in 

a NOT Monitored state. When the monitor partition heals or when a new monitoring 

20 component is assigned to the database, the state can return to an IN_SYNC state 604. 

If M can no longer communicate with the primary replica, and the secondary replica 

cannot communicate with the primary replica such that it is in a Disconnected state, the 

monitoring component can view the database to be in an S ONLY state 606. If, within a 

period of time such as T Jailover seconds, the monitoring component is able to re-establish 

25 communications with the primary replica, the state can return to INSYNC 604. If the 

monitor is not able to communicate with the primary replica for at least T Jailover seconds, 

the monitoring component can decide to promote the secondary replica to the new primary. 

If the secondary replica confirms that the current GI is the same as the last known GI of the 

primary replica, and the secondary replica confirms the promotion request, the state can 

30 transition to a P ONLY state 608, until a new secondary is instantiated and fully 

synchronized with the new primary, at which time the state can transition back to IN_SYNC 

604. 

If, however, the monitoring component decides to promote the secondary replica to 

24 
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the new primary replica, but the secondary request rejects the promotion request, the state can 

transition to a Disaster or similar state 610. The secondary might reject the request because 

the current GI for the secondary replica is different from the last know GI of the primary 

replica. In other cases, a response might not otherwise be received from the secondary 

5 replica. This could happen when there is a massive unavailability, or in the highly unlikely 

event that the GI or membership information has been corrupted, etc. 

In another case where the state is IN SYNC 604, the monitoring component might 

lose the ability to communicate with the secondary replica, and the primary replica might also 

lose the ability to communicate with the secondary replica such that the primary replica is in 

10 a STALLED state. In this case, the state monitoring component can request that the primary 

replica move to a DEGRADED state, and the state as viewed by the monitoring component 

can transition to a P ONLY or similar state 608. With the monitoring component and 

primary replica not able to communicate with the secondary replica, and the primary replica 

being in a DEGRADED mode, a new secondary replica can be instantiated and fully 

15 synchronized with the primary replica, whereby the state as viewed by M can transition back 

to IN SYNC 604. 

As can be seen by the state transition diagrams, a failover algorithm implemented 

by the monitoring components in at least one embodiment can cause a monitoring component 

to promote a secondary replica to be the new primary replica for an instance under certain 

20 circumstances. As should be understood, this example merely represents one path through 

the state diagram of FIG. 6. FIG. 7 illustrates an example process 700 for failing over to a 

secondary replica that can be used in accordance with one embodiment. In this example, the 

primary and secondary replicas are provisioned, connected, and synchronized 702. A 

generation identifier (GI) is generated for each replica to identify the current generation of 

25 replicated data 704. A monitoring component is assigned to the replicas and periodically 

pings the replicas 706. A monitoring component being assigned to a replica pair can obtain, 

or be provided with, a "lease" for that pair, which can expire after a period of time. The lease 

typically will be received from a host manager for the primary replica, and an event processor 

identifier and lease time can be stored in both replicas such that the event processor leasing 

30 scheme is able to survive the crash of a primary replica. In this way, monitoring components 

can periodically be released from replicas, and thus can be moved to other pairs for purposes 

of load distribution or partitioning, or otherwise manipulated for any of a number of other 

such reasons. At or near the end of a lease period, a monitoring component can attempt to 

renew the lease, a decision can be made not to renew a lease, etc., as discussed elsewhere 
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herein. If the monitoring component loses contact with the primary replica 708, the 

monitoring component can attempt to retry for a period of time 710. If the monitoring 

component regains contact with the primary at any time, the monitoring process can continue. 

If the monitoring component is out of contact with the primary replica for a period of time 

5 such as T Jailover seconds, a determination is made as to whether the secondary replica is 

able to communicate with the primary replica 712, or whether the secondary replica is in a 

DISCONNECTED state. A determination also can be made as to whether the state of the 

primary replica at the time contact was lost was known to be IN_SYNC with the secondary 

replica 714. The determinations can be made separately or at substantially the same time in 

10 various embodiments. If the secondary replica cannot communicate with the primary replica, 

and the replicas were synchronized (e.g., had the same GI value), the monitoring component 

can issue a command to promote the secondary replica to the new primary replica 716. If the 

last state of P cannot be determined, no failover occurs. A monitoring component may not 

know the state of P if the process or machine rebooted, or if a new monitoring component 

15 took over. In that case, the state can be treated as DEGRADED. 

When promoting a secondary replica to be the new primary replica, a monitoring 

component can issue a command such as promoteToPrimary(oldGI) to the host manager for 

the secondary replica. In this example, "oldGI" is the last known GI of the host manager for 

the primary replica. Upon receipt of this request, the secondary replica can try one last time 

20 to communicate with the primary replica. If the replicas still cannot communicate, the 

secondary replica verifies that its current GI is same as oldGI (of the primary replica) 718. 

The secondary replica also can verify the leasing information, whereby the monitoring 

component issuing the request or sending the status request is a valid monitoring component 

for that replica, or the current "lease holder" for the replica. If so, the secondary replica 

25 confirms that it can promote itself, and becomes the new primary by issuing the appropriate 

BLRM command 720. The secondary replica returns the new GI to the monitoring 

component as a response to the promoteToPrimary() request. Subsequently, the host 

manager for the new (promoted) primary replica mounts the file system and starts the 

database (e.g., MySQL) 722. When the monitoring component has successfully promoted the 

30 secondary replica, the DNS_primary cname can be pointed to the new primary replica 724, as 

may be performed by the monitoring component or other component of the control plane. 

Subsequently, the instance state can be marked to be in need for secondary recovery 726. 

If, however, the current GI for the secondary replica is not the same as oldGI, it 

might not be safe to promote the secondary replica to be the new primary replica. In this 
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case, the promotion process can be aborted and an alarm generated for operator intervention 

(or another appropriate remedial action). If the operator cannot resolve this issue, a point-in-

time recovery can be performed by restoring the database to the last well known point. 

Viewing the diagrams, a number of different failure cases can be determined. For 

5 example, in a first failure case the primary and secondary replicas are running, and are 

communicating with an operating monitoring component. From the point of view of the 

monitoring component, as long as the component is able to communicate with each instance 

periodically, such as within at the most Tjnonitoring component seconds, everything is 

running as expected. The primary's state in this case would be "IN_SYNC/OBSERVED." 

10 In the failure case where the network link between the monitoring component and 

the secondary replica is partitioned away, however, the primary would be able to 

communicate with the secondary and the monitoring component, but the monitoring 

component would not be able to communicate with the secondary replica. From the 

primary's point of view, all writes are still successful such that the primary is still in an 

15 INSYNC/OBSERVED state such that no secondary recovery is initiated. From the point of 

view if the monitoring component, the component detects a secondary failure, but the 

primary is still synchronized with the secondary so the monitoring component does not have 

to perform and operation and can simply continue attempting to communicate with the 

replicas. 

20 If, instead, the monitoring component is not able to communicate with the primary 

component, such as in response to a network partition, the secondary replica will be able to 

communicate with the primary replica and the monitoring component but the primary replica 

will be unreachable from the monitoring component. From the point of view of the primary, 

after n*TJieartbeat seconds, the primary will move to a NOT OBSERVED state, as the 

25 primary replica not been in contact with the monitoring component. In some embodiments, 

the value of n can be set to n >2. The state of the primary thus can be 

INSYNC/NOTOBSERVED. From the point of view of the monitoring component, only 

the secondary replica is reachable but the secondary replica is still in contact with the primary 

replica, such that the monitoring component does not initiate any failover. 

30 In one example failure case, the secondary replica might be down due to factors 

such as a node failure or network partitioning. FIG. 8 illustrates an example of a process 800 

for performing secondary recovery that can be used in accordance with at least one 

embodiment. This example assumes that the replicas are already provisioned, 
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communicating, and synchronized, and the replicas are being monitored by a monitoring 

component 802. If the monitoring component loses contact with the secondary replica 804, 

the monitoring component can attempt to retry for a period of time 806. If the monitoring 

component regains contact with the secondary replica at any time, the process can continue. 

5 If the monitoring component is out of contact with the secondary replica for a period of time, 

a determination is made as to whether the primary replica is able to communicate with the 

secondary replica 808. If the primary replica is unable to communicate with the secondary 

replica, the primary can go into a STALLED state after T_sync seconds 810. After entering 

the STALLED state, the primary replica can wait for n*TJieartbeat seconds to hear from the 

10 monitoring component. If the primary replica hears from the monitoring component within 

this time unit (i.e., the primary is in a MONITORED state), the primary goes to a 

DEGRADED state and informs the monitoring component in the next handshake 812. From 

the point of view of the monitoring component, the state goes to P ONLY, where the 

monitoring component finds that the secondary replica is unreachable. Upon determining 

15 this, the monitoring component marks the state of the database instance as a state such as 

NEED SECONDARY RECOVERY, and initiates a secondary replica recovery workflow 

814, such as is discussed elsewhere herein. 

In another failure case, all the hosts can be up and running, but the primary replica 

can be partitioned away from the monitoring component and the secondary replica, such as 

20 may be due to an data zone partition or a bad rack uplink. Thus, the monitoring component is 

able to communicate with the secondary replica, but neither the monitoring component nor 

the secondary replica is able to reach the primary replica. From the point of view of the 

primary replica, after T_sync time units, the primary replica goes into a STALLED state. 

After entering the STALLED state, the primary replica waits for n*TJieartbeat seconds to 

25 hear from the monitoring component. In this case, the primary replica does not hear from the 

monitoring component and is disconnected from the secondary replica, such that it moves 

into a SUICIDAL state and "kills" itself by rebooting its instance when it comes back as a 

secondary replica. From the point of view of the monitoring component, the monitoring 

component reaches the state of S ONLY, where it finds that the primary replica is 

30 unreachable. The monitoring component checks with the secondary replica in the next 

handshake to determine whether the secondary replica can communicate with the primary 

replica. In this case, the secondary replica will claim that it is in a DISCONNECTED state. 

The monitoring component waits for T Jailover seconds and then confirms that the primary 

replica is still unavailable. If so, the monitoring component causes the secondary replica to 

35 be promoted to be the new primary replica, if the previous state of the database was in 
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INSYNC and if the current GI of the secondary replica is same as last known GI of the 

primary replica. The time value of T Jailover can be set to n*TJieartbeat + TJ>ujfer, where 

n is the same parameter as previously described before in earlier cases, set to n>2. TJmffer is 

the worst case time expected for the primary replica to "kill" itself. 

5 In a similar case where the primary is down and there are no other issues, there also 

can be a failover. In this case, however, the primary does not have any transition states as the 

primary replica has gone down and will not go into a SUICIDAL or other such state. 

In another failure case, the primary and secondary replicas can be functioning and 

communicating as expected, with no network issues, but the monitoring component can go 

10 down or otherwise become unavailable. From the point of view of the primary, everything is 

still in an IN SYNC data synchronization state, but the primary replica notes that it is in a 

NOT OBSERVED state. 

As discussed, the control plane includes a distributed set of event processors, or 

event processing fleets, configured to monitor the RDS instances and issue appropriate 

15 recovery actions when necessary. Each event processor can be assigned a portion of the 

monitoring workload for a portion of the RDS instances, such as by employing a simple hash-

based partitioning algorithm where the hashing is done based on an Instanceldentifier or 

similar identifying value. For monitoring a replicated instance, an event processor can 

function as the monitoring component. An event processor can determine the health of an 

20 RDS instance by pinging, or otherwise communicating with, all the replicas associated with 

that instance. If an instance is not replicated, then the event processor only needs to 

communicate with the single host manager for the instance. 

There can be special considerations to partitioning the instance monitoring 

workload among the event processing fleets when there are replicated instances. In some 

25 embodiments, the monitoring system should scale substantially linearly as the number of 

instances increases. This scaling can be accomplished in various instances by adding 

additional event processors (e.g., hosts). There also can be constraints on the placement of 

the of the event processor, as it can be desirable for the event processor to be located in a 

different data zone from each replicas of the database being monitored by that event 

30 processor. By placing the event processor in a different data zone, the failure of a datacenter 

does not result in two simultaneous failures (e.g., failure of the monitoring component and at 

least one of the replicas) happening at the same time, causing the database to potentially 

reach an irrecoverable state. It also can be desirable to ensure that each database instance, 
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including all replicas, are continually monitored. This can be accomplished in various 

embodiments by partitioning the database instances and assigning the monitoring ownership 

of each partition to one of the event processors. If an event processor fails for any reason, the 

partitions owned and monitored by the failed event processor should be redistributed evenly 

5 to other available event processors. 

To ensure linear scalability of the monitoring system and still meet the constraints 

on the placement of the event processors, the event processing fleets in at least one 

embodiment are segmented into different groups based on the data zone in which each fleet 

resides. Each group can be configured such that the event processors within a group are 

10 associated with RDS instances whose replicas are not in the same data zone as the respective 

event processor. 

As an example, there can be four event processor groups (GI, G2, G3, and G4) 

covering instances in four respective data zones (DZ1, DZ2, DZ3, and DZ4). For each 

replica pair, the monitoring workload can be apportioned between the groups that are not in 

15 the same data zones as the replica pair. In this example, the monitoring workload of RDS 

instances whose replica pairs are in DZ2 and DZ3 can be split across the event processors in 

GI and G4. For replica pairs in DZ3 and DZ4, the workload can be is split between groups 

GI and G2. 

For all the replicated databases located in a given data zone, each event processor 

20 can compute the list of event processors that cover an data zone pair independently. 

Subsequently, for a given data zone pair, the event processor identifiers covering that data 

zone pair can be sorted lexographically. The database identifiers also can be sorted, and split 

across the zone pairs uniformly. For example, there can databases with replicas in zones DZ2 

and DZ3. These databases can be monitored by event processors in groups GI and G4 

25 together. For sake of simplicity, the database identifiers of the database in this data zone pair 

can be set as (DB1,...,DBIOOO), and there are two event processors in group GI (EP1 and 

EP2) and two event processors in group G4 (EP3 and EP4), respectively. In this example, 

when EP1 bootstraps, EP1 can determine that there are 1000 databases to be monitored in the 

data zone pair (DZ2, DZ3) and four event processors that cover them. By sorting the event 

30 processor identifiers lexographically, EP1 can determines it can take DB1 to DB250, EP2 can 

take DB251 to DB500, EP3 can take DB501 to DB750, and EP4 can take DB751 to DBIOOO. 

EP1 can repeat the same steps to determine the databases that EP1 is in charge of monitoring 

for every replica pair it is eligible to monitor. 
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To detect the failure of an event processor, each event processor can be configured 

to send a HEARTBEAT message (e.g., over HTTP) to every other event processor 

periodically, such as every ten seconds. The event processors also can maintain a list of 

event processors and their status (e.g., AVAILABLE or DEAD) along with the last check-in 

5 time of each event processor. When a first event processor has not heard from another event 

processor for a time period greater than heartbeat Jailure_time, which is typically some 

multiple of the heartbeat interval such as six times the heartbeat interval, the first event 

processor can declare the unresponsive event processor to be DEAD, or in a similar state, and 

can adjust its monitoring workload. When the unresponsive event processor host starts or 

10 recovers, the event processor can start itself in a BOOTSTRAP or similar mode for a time 

period, similar to the heartbeat Jailure_time, to receive heartbeats from its peer event 

processor, and can start its heartbeating agent. After this time, the event processor can move 

itself to an OPERATIONAL mode where it determines its current slice of monitoring 

workload based on the state of the event processors assigned to its partition. One reason for 

15 leaving the event processors in BOOTSTRAP mode for a period of time is to ensure that the 

new event processor that joins the event processor collective and the remaining event 

processor have sufficient time to converge on the current state of active event processors. 

In the event of a failure of an data zone, it is desirable to ensure that the instances 

being monitored by event processors in the failed data zone are taken over by the remaining 

20 groups. In one example, four event processor groups (GI, G2, G3, and G4) cover event 

processors in four data zones (DZ1, DZ2, DZ3, and DZ4) respectively. If DZ1 dies, the 

instance monitoring by the event processors in DZ1 can automatically be taken over by the 

event processors in the other data zones. 

It is possible, however, that there might only be three data zones in a region, with 

25 three event processor groups (GI, G2, and G3) monitoring data zone pairs (DZ2, DZ3), 

(DZ3, DZ1), and (DZ1, DZ2). In the event that DZ1 goes down, G2 and G3 need to be 

redeployed in such a way that each group monitors instances whose secondary replica is in 

the same data zone as itself, in order to tolerate the failure of the data zone containing the 

primary replica. In various embodiments, a flag such as a "secondary-dz-colocation-

30 override" flag can be turned on only when an data zone is out in a three-DZ region. If this 

flag is turned off, the groups partition the monitoring workload with the constraint that an 

event processor cannot reside in the same data zone as the replica pairs. If the flag is on, the 

group can override the constraint and re-align itself to select RDS instances whose secondary 

replica is in the same data zone as itself. This flag can be persisted in a monitoring database 

31 



WO 2011/053594 PCT/US2010/054139 

or similar data store in the control plane. 

It also can be desirable to ensure that there is only one event processor monitoring a 

particular RDS instance. In certain embodiments, the failover algorithm requires that a single 

monitoring component (i.e., event processor) monitors a replica pair at any give time. This 

5 constraint can be utilized because it can be undesirable to have two event processors on either 

side of a network partition, with one event processor one trying to failover an RDS instance 

and another assuming that the primary is still alive, leading to a "split brain" scenario. 

To ensure that only a single event processor is monitoring an RDS instance, an 

event processor can be required in some embodiments to explicitly acquire a lease from the 

10 primary replica of an RDS instance. In other embodiments, the monitoring component can 

acquire a lease from another component of the control environment, which manages the 

leases and interacts with the various components in the data environment. Only upon 

acquiring a lease from the primary replica of an RDS instance is an event processor eligible 

to initiate the failover for a given RDS instance, and only for the lease period such as 

15 T_lease. An event processor can acquire a lease from an RDS instance primary replica in one 

embodiment by pinging a database replica (e.g., by issuing a HTTP status ping()), whereby 

the host manager of the database replica can hand out a lease, in addition to its usual 

response. In some embodiments the lease is handed out only if the replica is the BLRM 

primary, the primary and secondary replicas are in sync, and if there is still a valid lease 

20 given to another event processor. When the primary replica hands out the lease to an event 

processor, the primary replica can write the lease time and the event processor identifier to its 

BLRM drive. By writing to the BLRM disk when it is in-sync, the primary replica inherently 

notifies the secondary replica of the lease. Thus, only after the lease time and event processor 

identifier are successfully written (i.e., replicated in both replicas) will the primary replica 

25 hand out a new lease to the event processor. Further, by writing the event processor identifier 

and lease time in both replicas, the event processor leasing scheme is able to survive the crash 

of a primary replica. The secondary replica of an RDS instance never hands out any lease at 

any time in at least some embodiments. The secondary replica can accept a 

promoteToPrimary() or similar request only if the request is from the event processor whose 

30 identifier is same as the one in its BLRM drive. 

When an event processor reboots or a new host takes over, the event processor 

assumes the state of the RDS instance (it has not monitored before) to be P ONLY, a state 

where the primary replica is in DEGRADED mode. The event processor pings the primary 

and secondary replicas to determine the current state of the database and changes its state 
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accordingly. As noted earlier, the event processor does not initiate any failover if a primary 

replica is assumed to be in DEGRADED state. By taking a "pessimistic" approach, there will 

be fewer mistakes when a new event processor takes over. When an event processor reboots 

or a new event processor takes over, the event processor pings both the replicas associated 

5 with a given host to determine which replica is the current BLRM primary. Once this 

information is collected, the event processor can check with the appropriate pDNS API to 

ensure that the DNS_primary CNAME points to the current primary replica. If not, the event 

processor can failover right away. This scenario can happen if an event processor has died in 

the middle of failover. Since it is possible that the DNS information can be incorrect due to 

10 DNS caching and other effects, the pDNS API can be queried without resolving the DNS 

name, as pDNS API reads the authoritative database. However, in the unlikely event that 

both the primary and secondary replicas think they are the rightful primary replica, the 

operator or responsible technician can be paged, etc. 

The monitoring database in the control plane can store the list of current active 

15 database instances to be monitored, the type of each instance (e.g., replicated), and any events 

that the event processors collect for different customer-related events. As the number of 

databases increase, it can be necessary in some embodiments to scale beyond a single 

monitoring database. To this end, all the tables in the monitoring database can be partitioned. 

To enable monitoring DB partitioning, a "db partition map" can be employed along with the 

20 event processors. When an event processor has to persist an event related to a database 

instance, the event processor can consult the "db partition map" to determine the appropriate 

database to which to write information for the event. 

FIG. 9 illustrates an example process 900 for monitoring the health of event 

processors in a bucket and handling the failure of one of the event processors in accordance 

25 with one embodiment. In this example, at least one workload partition is determined for the 

data plane 902. Depending at least in part upon the number of data stores, instances, host 

managers, and other such components to be monitored, the overall workload may be 

partitioned into any of a number of separate partitions. A set of event processors can be 

assigned to each workload partition 904, and each event processor in the set is allocated a 

30 respective portion of the work for the assigned partition 906. At the appropriate intervals, 

each event processor sends a "heartbeat" message (e.g., over HTTP) to the event processors 

in the same set or bucket covering the same workload partition 908. The heartbeats can be 

sent at any appropriate interval, such as every ten seconds. A "heartbeat" in one embodiment 

refers to a simple multicast message that is sent to each event processor in a bucket to inform 
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the other event processors of the status of the event processor sending the heartbeat. The 

event processors can maintain a list of event processors and their status (e.g., "available" or 

"dead") along with the last check-in time of each event processor. If it is determined that a 

heartbeat is received from each event processor in the bucket 910, the process can continue. 

5 If, however, it is determined that an event processor in the same bucket has not 

responded with a heartbeat, then a determination is made as to whether the event processor 

has failed to send a heartbeat for a time period equal to, or greater than, a specified heartbeat 

failure time (e.g., be six times the heartbeat interval) 912. If the specified heartbeat failure 

time has not been reached, the process can continue. If the heartbeat failure time has been at 

10 least reached without a heartbeat from an event processor, each active event processor in the 

bucket can declare the non-responsive event processor to be "dead", or in a similar state, and 

can reallocate the responsibility ranges and take over a portion of the monitoring workload 

914. As every active event processor in the bucket will fail to receive a heartbeat message 

from the failed event processor, the event processors can each expand the allocated workload 

15 by an appropriate amount to pick up the work of the "missing" event processor. 

If there are four event processors and 60,000 instances being monitored, as 

illustrated in the example 1000 of FIG. 10, then each event processor handles 15,000 

instances (which can be ordered in lexographical order or another appropriate order by 

identifier, etc.). If one of the event processors fails, the other three event processors can re-

20 allocate their respective range of responsibility, such that each event processor now handles 

20,000 of the instances (still being consecutively ordered according to the identifier, etc). 

Thus, since the instances are ordered using an ordering scheme, the event processors can 

adjust the range of the ordering scheme to be monitored, and do not have to map or otherwise 

track which "new" instances to monitor. The ranges being monitored can be stored in the 

25 monitoring data store, for example. Such an approach is also beneficial in situations where 

instances are added or removed, as the workload can be automatically distributed 

(substantially) evenly across the event processors. Heartbeating only within a particular 

bucket also can be more efficient and easy to maintain than a global heartbeating mechanism. 

FIG. 11 illustrates an example process 1100 for reallocating the work ranges across 

30 a bucket when an event processor is added to the bucket, such as may be a result of adding 

additional processing capacity or a result of a failed event processor recovering and again 

being able to handle a portion of the workload. An event processor can become active 1102, 

such as by an event processor host restarting or recovering, or the host simply being activated 

or added to a bucket. The event processor also can be added to the bucket 1104, although in 
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cases of recovery the event processor might already be assigned to that bucket. Upon the 

active event processor being added to the bucket, the event manager can enter a mode such as 

a "bootstrap" mode for a time period (e.g., the heartbeat failure time) to receive heartbeats 

from the peer event processors in the bucket 1106, to obtain information about the other event 

5 processors active in the bucket and determine a time for sending heartbeats, for example. 

The event processor can engage a heartbeating agent to also start sending heartbeats to the 

other event processors in the bucket 1108. After this time, the host can move itself to an 

"operational" mode, where each event processor can reallocate the range of work and 

determines its current slice of monitoring workload based on the state of the event processors 

10 assigned to its partition 1110. One reason for leaving the event processors in "bootstrap" 

mode for a period of time is to ensure that the new event processor that joins (or rejoins) the 

event processor collective, and the remaining event processors, have sufficient time to 

converge on the current state of active event processors. 

An approach in accordance with one embodiment also over-partitions the event 

15 processors, such as by running each event processor at 50-60% of capacity. Such an 

approach enables at least one or two event processors to fail in each bucket without having a 

significantly negative impact on performance. A failed event processor will eventually 

become available again, such as where the respective host reboots. That event processor then 

can start exchanging heartbeats again, whereby the other event processors in the bucket can 

20 automatically detect the presence of the event processor. The allocated work can be 

automatically redistributed as discussed above, so that the work is relatively evenly 

distributed across the larger set of available event processors in the bucket. 

In addition to the failure cases discussed above, there can be various other failure 

modes that can be addressed in accordance with the various embodiments. For example, a 

25 primary replica instance might reboot, such that when the host manager for the primary 

comes back online it first will find that the BLRM status has changed from 

"primary/secondary" to "secondary/secondary," as the primary replica comes back online as a 

secondary replica if the monitoring component has not already failed over to the secondary 

replica. It then can be up to the event processor (e.g., the monitoring component) to 

30 determine who should be the primary among the two replicas and make the appropriate 

promoteToPrimaryO call. If a secondary replica instance reboots, the monitoring component 

will notice that secondary is out and can mark the instance for recovery. However, in the 

meanwhile, if the secondary replica comes back online (after reboot), the secondary recovery 

workflow can notice this and request that the host manager for the secondary replica attempt 
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to reconnect. This can avoid the expense of creating a fresh secondary replica for a simple 

instance reboot scenario. If a non-replicated instance reboots, the host manager can 

automatically convert its status from a secondary to a primary replica without requiring the 

monitoring component to promote the instance. This can reduce the recovery time for 

5 instance reboot for a non-replicated instance. 

When a primary replica fails and does not come back online, the monitoring 

component can detect the primary failure and promote the secondary replica to be the new 

primary. Subsequently, the monitoring component can mark the RDS instance state in the 

Admin data store to be in a state such as 

10 "PENDING/DEGRADEDNEEDSECONDARYRECOVERY". This state can cause a 

recovery sweeper to kick start an appropriate recovery workflow. The recovery workflow 

can attempt to determine whether both replicas are alive. If the old primary replica has come 

back online as a secondary replica, such as where the reboot took a sufficient amount of time 

such that the monitoring component marked the replica as dead, the workflow can connect 

15 the old primary replica to the new primary and mark the recovery done, such as with a 

database state of OK, once the replicas are fully synchronized. However, if the old primary 

has not come back at all, the workflow can terminate the old instance and spin off a 

secondary replica using the same steps described with respect to creating a replicated 

instance. If the secondary replica fails, the monitoring component can detect the failure and 

20 mark the instance state in the Admin data store to be in a state where by recovery workflow 

kicks in, such as by using a 

"PENDING/DEGRADED NEED SECONDARY RECOVERY" or similar state. When the 

database crashes for some reason, the host manager of the primary replica can act as the 

nanny process and restart the database automatically. 

25 As discussed, each partition of the monitoring workload can be covered by a set of 

event processors. Covering a single partition of the workload with a set of event processors 

enables the redistributing of the monitoring load across the remaining event processors in the 

event that one of the event processors fail or experiences any of a variety of other such 

problems. In one embodiment, each group of event processors is contained in a bucket or 

30 other such partition. Each event processor in a bucket is responsible for handling a range of 

instances in a single data plane, or grouping of instances in that plane. A failure detection 

process can be used to ensure that if a failure occurs, the other event processors in that bucket 

take over responsibility for the instances handled by the failed event processor. The 

monitoring data store in at least one embodiment holds the list of current active data instances 
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to be monitored by the set of event processors in a bucket, as well as the information that the 

event processors collect for various customer-related events. As the number of monitored 

instances increases, it can be necessary to scale beyond a single monitoring data store. Thus, 

each table in the monitoring data store can be partitioned, including the db_poll_list. 

In one embodiment, the event processors are deployed with a partition table of the 

following example format: 

Partition Id Hash Range 
P0 0-10000 
PI 10000-20000 

This partition configuration can be deployed as a configuration file to the event processor 

hosts. 

If a given workload partition generates a significant number of events that leaves the 

responsible set of event processors in a constant catch-up mode (i.e., not able to finish the 

assigned health checks within a certain time period), additional event processors can be added 

to the set responsible for that workload partition without having to repartition the data store. 

Using such a technique, the performance scalability can be differentiated from the data 

scalability issues. For example, a single partition generating so many events that the event 

processors cannot catch up can be distinguished from a situation where the single partition 

generate so many events that a single data store does not provide enough storage space. 

The membership of the event processors and the partitions to which the event 

processors are assigned can be stored in a location such as an event processor membership 

configuration file. The membership configuration information can be deployed to the event 

processors in a group (such as in the same partition or bucket), and can have the following 

example format: 

<EP identifiers <EP Host Name> <endpoint_port> <Partitition 
Id> 

When a single partition is covered by multiple event processors, each event processor splits 

the bucket ranges by sorting the event processor identifiers, such as by using a lexographic or 

hash-based sorting routine, and dividing the bucket ranges uniformly. Each event processor 

can independently determine the appropriate range to be monitored. 

In such a system, it can also be important to ensure that the list or set of data stores 

and/or instances to be monitored are automatically populated and updated over time. One 

approach would be to create a database list table, for example, which is a shapshot replica of 

the instances which can be propagated as needed. Such an approach, however, can be 
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difficult to maintain, as well as to ensure that each appropriate component has the most recent 

copy. Another approach would be to have the event processors query the data plane 

components, and then store the information locally in the control plane. Such an approach 

can create a lot of messaging traffic, and can be difficult to maintain and update. An 

5 approach in accordance with one embodiment instead enables each event processor to expose 

an interface such as a "setStatus" or similar API. As part of a "create" or "delete" workflow, 

for example, a task can be added to the end of the workflow which instructs the appropriate 

host manager to call the event processor that is, or was, in charge of managing the instance. 

The host manager can thus call the "setStatus" API of the event processor to set a status of 

10 the host, any time there is a change in status as a result of a workflow (or other such action). 

Each time an event processor receives a call through the "setStatus" API, information can be 

placed in a local data store to add the new host to its set of partitions, remove the host, etc. 

Information for the host also can be written to the monitoring data store or another 

appropriate persistent location. 

15 In one embodiment, an authoritative list of current active data instances resides in 

the Admin data store. An active list of data instances to be monitored resides in the 

monitoring data store in a table such as a "db_poll_list" table. To add, remove, or update the 

status of an instance in the monitoring data store, the event processors expose an 

"updateHost" API that accepts parameters such as a data store identifier, data instance related 

20 parameters (e.g., an instance identifier and a DNS address), and an instance status (e.g., 

"add", "remove", or "update"). When an event processor receives this call, the event 

processor makes the appropriate changes (e.g., adding, removing, or updating an entry) to the 

db_poll_list table. For example, if a customer submits a request to create a data store with a 

data store id "idl", the workflow for creating the data store will, upon provisioning the 

25 necessary resources and configuring the data store, mark the state of idl as "available" in the 

Admin data store. As a final step in the create database workflow task, the updateHost API 

can be invoked at one of the event processors, such as by reaching through an internal virtual 

IP, to add the data store (and its instances) to the monitoring workflow. By making the 

updating of monitoring status the final (or at least near-final) step in the provisioning 

30 workflow, the availability of the creation, deletion, or modification of an RDS data store is 

decoupled from the availability of the monitoring data store. 

Once the host manager sets the status for an active instance to be monitored, the 

responsible event processor can periodically ping the host manger for the instance as 

discussed elsewhere herein. If an instance is unavailable, such as may be due to a host 
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machine crashing or rebooting, the event processor will not get a response for the instance 

and will write information for the potential problem to the Admin data store. A sweeper will 

detect the information, and will cause an appropriate recovery workflow to be generated and 

executed. In one embodiment, a recovery workflow first examines the history of metrics for 

5 a data store or data instance, such as information detailing a history of I/O errors for an 

instance. The workflow then attempts to automatically determine whether the instance is 

down, such as where there are connection errors, or whether the are no connection problems 

but an increased number of I/O errors, indicating a potential problem with a particular 

volume supporting the instance. The tasks of the workflow can attempt to automatically 

10 determine and/or isolate the problem, where there are a number of different problems that can 

occur for a number of different components. Such a determination, as well as the recovery 

from such problems, is not a trivial matter. 

There can be situations, however, where it might not be desirable to automatically 

recover from a failure. For example, it is possible for an entire data center to fail, where 

15 thousands of data stores become unavailable. It can be undesirable to attempt to recover all 

these data stores at substantially the same time. In one embodiment, the sweeper (or another 

component of the control plane) can be configured with a maximum number of errors or 

concurrently executing workflows of a particular type. If a number of workflows exceeds a 

specified number or threshold, for example, a message or other such notification can be sent 

20 or otherwise generated for an operator or DBA, whereby an experienced user can determine 

the best approach to solving the situation. In one embodiment, the sweeper will run at most a 

specified number of workflows of the same type at any given time, such as ten workflows of 

a given type, but will not generate an alarm until a second number, such as twenty-five, or 

workflows of the same type are requested. A system in accordance with one embodiment 

25 provides an operational service dashboard where a DBA or other authorized operator can 

evaluate the state of the monitoring process(es), and can manually execute recovery actions. 

Using such an interface, a DBA can select options that enable kicking off workflows, as 

discussed herein, to perform specific recovery actions. The interface can be used with the 

control plane to work with multiple disparate database engines and systems, even though the 

30 control plane is not in the data path of the data plane. The control plane can monitor error 

messages and logs, for example, for each of the engines. Such an approach also can allow 

each data store to be monitored as a whole, concurrently monitoring any replicas of the data 

store. Different recovery then can be performed based upon the state of the replicas, etc. 
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It should be recognized that there can be a variety of types of failures that can result 

in the unavailability or unreliability of a data store or data instance. For example, a host 

device might fail or reboot, or there might be a problem with the host manager application 

managing the instance. There also can be a problem with the data store, such as a core dump 

5 or segmentation violation (SegV) exception. There also can be problems with the I/O 

operations or communication paths, or failure of the instance hosting the data store. There 

also can be various other types of failure, such as failure of a logical volume, a network 

outage, or an data zone failure. Different workflows can be used to attempt to determine and 

recover from the different failure types. In one example, the host manager in one 

10 embodiment is the gateway to a respective data instance, and failure of this host manager 

essentially allows for no control over that instance. To address failures such as a Tomcat 

process running out of memory, a monitoring component of the control plane can ensure that 

Tomcat is restarted if necessary. The monitoring system can coordinate restarts to avoid 

unnecessary error or error detection. 

15 Further, as discussed it is not enough to simply detect and recover from a failure, as 

other factors must be considered, such as the size or scale of the failure. For instance, the 

recovery action for the failure of a single cloud instance hosting a data store can be 

substantially different from a recovery action addressing the failure of an entire data zone. 

For larger problems, the multiple failures may need to be correlated and analyzed such that 

20 the recovery actions do not compound the existing problems by trying to concurrently 

recover the various instances individually. In some cases, it might be desirable to perform a 

staged recovery, where not only are the number of concurrent processes limited, but the 

ordering of the processes can be controlled such that no data is lost and no recovery actions 

are taken that later will need to be corrected due to subsequent recovery actions. It also can 

25 be desirable in some cases to localize the recovery process as much as possible. It can be 

beneficial in at least some embodiments to address a failure locally in a safe manner, when 

possible. For instance, local recovery actions for simple failures such as failure of a host 

manager or a data process can be preferred to an action performed by an Admin stack of the 

overall RDS system. 

30 There also can be various reasons for a data instance, data store, or I/O process to 

fail, each of which might require a different recovery action. For example, a data store bug 

can cause the data store to fail, or at least generate a significant number of read/write errors. 

A data store or instance also can fail due to overloads, bad blocks, or other such situations. 

There also can be user-induced errors, such as an improper query that results in crashing the 
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data store. In other cases, a data store log volume might be filled or corrupted. To address 

these and other types of failure, the data processes can be constantly monitored by from host 

manager. As discussed, each host manager can have a status monitoring component that 

checks the status of data store or instance, such as by running a get status command (e.g., for 

5 MySQL this can take the form of /bin/mysql_admin status). The status monitoring 

component can periodically check the status, and if an instance is unavailable then the 

instance can be restarted or otherwise addressed. If an instance repeatedly becomes 

unavailable, or experiences other such errors, the status monitoring component can stop 

attempting to correct the error and cause the information to be written to a monitoring or 

10 admin data store in the control plane. 

To detect data store errors and I/O crashes, the data store error log and/or kernel log 

can be monitored in some embodiments. Each host manager can run another module that 

continually scans for certain error types in these two (or other) error logs, and generates the 

related metrics. For each error type, a pre-defined threshold can be set, beyond which the 

15 errors will be sent to an operator for analysis and possible recovery. 

A failure detection mechanism in accordance with one embodiment has a number of 

constraints applied. For example, it can be configured that the monitoring components scale 

linearly, such that when the number of data instances exceeds the number of hosts a bucket of 

event processors are set to poll, for example, additional monitoring components can simply 

20 be added as desired. Further, it can be established that all data instances are to be monitored 

constantly, such as by partitioning the data instances and assigning the monitoring ownership 

of each partition to one of the event processors. As discussed, if an event processor fails for 

any reason, the partitions owned and monitored by the failed event processor can be 

redistributed evenly to other available event processors, such as processors in the same 

25 bucket. Also, a list of database instances can be kept up-to-date by adding tasks to workflows 

as RDS customers create and delete data stores and/or instances. 

Data Store Partitioning 

As is well known in highly-scalable distributed systems, partitioning within a data 

store only scales to the limits of the physical system in which the data store system resides. 

30 Due to this limitation, it can be desirable up front to structure the system in such a way that 

the system can scale both within a single data storage system, as well as across many data 

storage systems. Horizontal partitioning of data across distinct data storage systems can 
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contribute to a highly-scalable system which can handle significant demands on the event 

storage. 

A system in accordance with one embodiment utilizes a customer id as the partition 

key to partition the data tables, including the list of database instances (db_poll_list), the 

5 related events (db_events table), and the security group events table. It can be advantageous 

to use a customer identifier over a data store identifier, as some events are not restricted to a 

single data store and may not even concern a particular data store. For instance, a change in a 

security group does not directly apply to any data store, but may need to be stored as a 

customer visible event (i.e., retrievable using a DescribeEvents API). Further, a single 

10 customer's events may not grow beyond the storage space of a single data store, as in some 

embodiments event data is only retained for a limited period of time, such as for fourteen 

days. 

There are a number of ways to handle partitioning of data sets across horizontal data 

store partitions, such as by using bucket partitioning. Bucket partitioning provides an 

15 abstraction layer between the data being partitioned and the partitions where the data is being 

stored. This abstraction layer allows for easier operational management of partitions, such as 

the addition of new partitions with a migration of data over time, while still allowing for the 

application to use a hashing mechanism for determining the placement of partitioned data. 

The implementation of the bucket partition system as described herein comprises components 

20 that are specific to certain embodiments, but the overall concept is applicable to many 

different use cases as should be apparent. 

To implement bucket partitioning, a fixed number of buckets can be determined 

which are to be available to an application. The number of buckets can remain fixed over the 

life of the application, such that choosing a large enough number can be important in certain 

25 embodiments. The number of buckets can reflect an ability to evenly distribute load across all 

buckets, which can be individually assigned to a smaller number of physical partitions. If 

there are too many individual instances assigned to the same bucket, then it can become 

problematic to efficiently store multiple buckets in a single partition. The fixed number of 

buckets can act as a middle layer between the data to be partitioned and the partitions 

30 themselves. A first step in the layering is figuring out how different pieces of data map to the 

various buckets. As mentioned above, the partition key for the data can be the customer 

identifier. An efficient and consistent hashing algorithm can be used to provide a value that 

can be assigned directly to an individual bucket. Whenever a customer identifier hashes to a 

value assigned to a bucket, that identifier can live in that bucket for the lifetime of the data. 
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In this example, buckets are assigned to individual workload partitions. There can 

always be more buckets than partitions, so a mapping can be used to assign many different 

buckets to individual partitions. To make the assignment configuration concise, ranges of the 

bucket numbers can be used to assign the buckets to individual partitions. The following 

illustrates an example table showing how the partitioning assignment can work: 

Partition 1 = jl-25000} 
Partition 2 = {25001-50000} 

In this example, bucket numbers 1 through 25,000 are assigned to "Partition 1" 

while bucket numbers 25,001 through 50,000 are assigned to "Partition 2." Whenever data 

needs to be added to the system and the hash of the customer identifier maps the workflow 

instance to bucket 100, for example, any data related to that customer (including data stores 

and security groups) can be inserted into tables which physically live in "Partition 1." Such 

an approach also can be used to read any information regarding a customer's database or 

security groups, where a request for the events for a given customer whose identifier hashes 

to bucket 100 will be read from "Partition 1". 

The above example deals with a relatively simple case, with the initial assignment 

of buckets to partitions being unchanged. Sometimes, however, a new partition will need to 

be added to the system to alleviate the burden on the other partitions. Using this example 

above, a new partition "Partition 3" can be added to take load off of the other two partitions: 

Partition 1 = jl-16666} 
Partition 2 = (33333-50000) 
Partition 3 = {16667-33333} 

As can be seem, 8334 buckets (numbers 16667 through 25000) have been taken 

from "Partition 1" and re-assigned to "Partition 3." Also, 8333 additional buckets (numbers 

25001 through 33333) have been taken from "Partition 2" and reassigned to "Partition 3." 

This reassignment could have been based on the buckets which were most busy or most full, 

but in this example there was a relatively even redistribution of buckets across partitions. 

As the bucket assignment changes, the data residing in the physical partition can be 

affected. In an example above, bucket 100 was used to store the information for a customer 

whose identifier hashed to 100. In this repartitioning scenario, the data would not be affected 

since bucket 100 stayed on "Partition 1." There may have been data in bucket 11000, 

however, and any data written prior to the repartitioning lives in "Partition 1", but any data 

written after the repartitioning will exist in "Partition 3". To resolve this issue with previous 

data existing in one partition and current data existing in another partition, the system can 

allow for more than one partition to be assigned to a bucket. A given bucket can have at least 
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two partitions, a current partition and a previous partition. In the present example, the 

repartitioning would result in buckets 10001 through 15000 having two partitions assigned, 

with "Partition 3" as the current partition, and "Partition 1" as the previous partition. As 

mentioned, any new data for bucket 11000 will be in the current partition, while any data 

5 written prior to repartitioning will be in the previous partition. When a query for events or 

any information maps to bucket 11000, it can be important to check the current partition for 

that data, as well as to check the previous partition since the record could exist there as well. 

Such support for multiple partition lookups in a bucket can incur the potential cost of misses 

for those instances which end up in the previous partition for a given bucket. Since any 

10 newly created events are being written to the current partition, however, the cost of a miss 

will only be incurred for workflow instances running when the repartitioning happens or for 

closed workflows. Favoring newly created events can improve performance while still 

allowing the flexibility to do repartitioning efficiently. 

As discussed above, the various embodiments can be implemented in a wide variety 

15 of operating environments, which in some cases can include one or more user computers, 

computing devices, or processing devices which can be used to operate any of a number of 

applications. User or client devices can include any of a number of general purpose personal 

computers, such as desktop or laptop computers running a standard operating system, as well 

as cellular, wireless, and handheld devices running mobile software and capable of 

20 supporting a number of networking and messaging protocols. Such a system also can include 

a number of workstations running any of a variety of commercially-available operating 

systems and other known applications for purposes such as development and database 

management. These devices also can include other electronic devices, such as dummy 

terminals, thin-clients, gaming systems, and other devices capable of communicating via a 

25 network. 

Various aspects also can be implemented as part of at least one service or Web 

service, such as may be part of a service-oriented architecture. Services such as Web services 

can communicate using any appropriate type of messaging, such as by using messages in 

extensible markup language (XML) format and exchanged using an appropriate protocol such 

30 as SOAP (derived from the "Simple Object Access Protocol"). Processes provided or 

executed by such services can be written in any appropriate language, such as the Web 

Services Description Language (WSDL). Using a language such as WSDL allows for 

functionality such as the automated generation of client-side code in various SOAP 

frameworks. 
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Most embodiments utilize at least one network that would be familiar to those 

skilled in the art for supporting communications using any of a variety of commercially-

available protocols, such as TCP/IP, OSI, FTP, UPnP, NFS, CIFS, and AppleTalk. The 

network can be, for example, a local area network, a wide-area network, a virtual private 

5 network, the Internet, an intranet, an extranet, a public switched telephone network, an 

infrared network, a wireless network, and any combination thereof. 

In embodiments utilizing a Web server, the Web server can run any of a variety of 

server or mid-tier applications, including HTTP servers, FTP servers, CGI servers, data 

servers, Java servers, and business application servers. The server(s) also may be capable of 

10 executing programs or scripts in response requests from user devices, such as by executing 

one or more Web applications that may be implemented as one or more scripts or programs 

written in any programming language, such as Java®, C, C# or C++, or any scripting 

language, such as Perl, Python, or TCL, as well as combinations thereof. The server(s) may 

also include database servers, including without limitation those commercially available from 

15 Oracle®, Microsoft®, Sybase®, and IBM®. 

The environment can include a variety of data stores and other memory and storage 

media as discussed above. These can reside in a variety of locations, such as on a storage 

medium local to (and/or resident in) one or more of the computers or remote from any or all 

of the computers across the network. In a particular set of embodiments, the information may 

20 reside in a storage-area network ("SAN") familiar to those skilled in the art. Similarly, any 

necessary files for performing the functions attributed to the computers, servers, or other 

network devices may be stored locally and/or remotely, as appropriate. Where a system 

includes computerized devices, each such device can include hardware elements that may be 

electrically coupled via a bus, the elements including, for example, at least one central 

25 processing unit (CPU), at least one input device (e.g., a mouse, keyboard, controller, touch 

screen, or keypad), and at least one output device (e.g., a display device, printer, or speaker). 

Such a system may also include one or more storage devices, such as disk drives, optical 

storage devices, and solid-state storage devices such as random access memory ("RAM") or 

read-only memory ("ROM"), as well as removable media devices, memory cards, flash cards, 

30 etc. 

Such devices also can include a computer-readable storage media reader, a 

communications device (e.g., a modem, a network card (wireless or wired), an infrared 

communication device, etc.), and working memory as described above. The computer-

readable storage media reader can be connected with, or configured to receive, a computer-
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readable storage medium, representing remote, local, fixed, and/or removable storage devices 

as well as storage media for temporarily and/or more permanently containing, storing, 

transmitting, and retrieving computer-readable information. The system and various devices 

also typically will include a number of software applications, modules, services, or other 

5 elements located within at least one working memory device, including an operating system 

and application programs, such as a client application or Web browser. It should be 

appreciated that alternate embodiments may have numerous variations from that described 

above. For example, customized hardware might also be used and/or particular elements 

might be implemented in hardware, software (including portable software, such as applets), 

10 or both. Further, connection to other computing devices such as network input/output 

devices may be employed. 

Storage media and computer readable media for containing code, or portions of 

code, can include any appropriate media known or used in the art, including storage media 

and communication media, such as but not limited to volatile and non-volatile, removable 

15 and non-removable media implemented in any method or technology for storage and/or 

transmission of information such as computer readable instructions, data structures, program 

modules, or other data, including RAM, ROM, EEPROM, flash memory or other memory 

technology, CD-ROM, digital versatile disk (DVD) or other optical storage, magnetic 

cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or any 

20 other medium which can be used to store the desired information and which can be accessed 

by the a system device. Based on the disclosure and teachings provided herein, a person of 

ordinary skill in the art will appreciate other ways and/or methods to implement the various 

embodiments. 

The specification and drawings are, accordingly, to be regarded in an illustrative 

25 rather than a restrictive sense. It will, however, be evident that various modifications and 

changes may be made thereunto without departing from the broader spirit and scope of the 

invention as set forth in the claims. 

Clause 1. A computer-implemented method of managing recovery of a replicated 

instance for a relational database instance from a control environment, comprising: 

30 under control of one or more computer systems configured with executable 

instructions, 

periodically communicating with a primary instance replica and a secondary instance 

replica in a database environment using a monitoring component of a separate control 
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environment, each response received by the at least one monitoring component including 

status information and data generation information for a respective one of the first and second 

instance replicas, data updates for the primary instance replica being synchronously 

replicated to the secondary instance replica for a single data generation; 

in response to the at least one monitoring component being unable to communicate 

with one of the first and second instance replicas, determining whether the first and second 

instance replicas are able to communicate with each other and whether the first and second 

instance replicas have common data generation information; 

when the monitoring component is unable to communicate with the primary replica 

for a minimum period of time, the secondary instance replica is unable to communicate with 

the primary replica, and the second instance replica has the same data generation information 

as a last known state of the primary replica, causing the secondary instance replica to perform 

a failover operation to become a new primary replica for the relational database instance; 

when the monitoring component is unable to communicate with the secondary replica 

for a minimum period of time, and the primary instance replica is unable to communicate 

with the secondary replica, causing a secondary instance replica recovery process to be 

executed that generates a new secondary instance replica for the relational database instance; 

and 

when the monitoring component is unable to communicate with either of the primary 

replica and the secondary replica for a minimum period of time, the primary and secondary 

instance replicas are able to communicate with each other, and the primary and secondary 

instance replicas have the same data generation information, no failover or recovery 

operation is performed for the primary and secondary instance replicas. 

Clause 2. The computer-implemented method of clause 1, further comprising: 

when the monitoring component is unable to communicate with the primary replica 

for a minimum period of time, the secondary instance replica is unable to communicate with 

the primary replica, and the second instance replica has different data generation information 

as a last known state of the primary replica, causing a point-in-time recovery operation to be 

performed for the primary instance replica. 

Clause 3. The computer-implemented method of clause 1, further comprising: 

when the monitoring component is unable to communicate with the primary replica 

for a minimum period of time and the secondary instance replica is unable to communicate 

with the primary replica, causing the primary instance replica to terminate itself. 
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Clause 4. The computer-implemented method of clause 1, wherein a user is 

provided with an alias name enabling the user to communicate with a current primary 

instance replica, including when a failover operation causes the secondary instance replica to 

become a new current primary instance replica. 

5 Clause 5. A computer-implemented method of managing a replicated database 

instance in a database environment using a separate control environment, comprising: 

under control of one or more computer systems configured with executable 

instructions, 

monitoring state information for each of a primary instance replica and a secondary 

10 instance replica in a database environment using a monitoring component of a separate 

control environment; and 

in response to the monitoring component being unable to communicate with one of 

the first and second instance replicas: 

determining failure information including whether the first and second instance 

15 replicas are able to communicate with each other and whether the first and second instance 

replicas have a common data generation identifier; 

based at least in part upon the failure information, determining a workflow to be 

executed in the control environment, the workflow including one or more tasks to be 

executed in the database environment in response to the monitoring component being unable 

20 to communicate with one of the first and second instance replicas; and 

executing the workflow in the control environment. 

Clause 6. The computer-implemented method of clause 5, wherein the workflow 

includes tasks to cause the secondary instance replica to perform a failover operation to 

become a new primary replica for the relational database instance when the monitoring 

25 component is unable to communicate with the primary replica for a minimum period of time, 

the secondary instance replica is unable to communicate with the primary replica, and the 

second instance replica has a common data generation identifier as a last known state of the 

primary replica. 

Clause 7. The computer-implemented method of clause 6, wherein performing 

30 the failover operation further comprises mounting a file system and starting the database for 

the new primary replica. 
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Clause 8. The computer-implemented method of clause 5, wherein the workflow 

includes tasks to cause a secondary instance replica recovery process to be executed that 

generates a new secondary instance replica for the relational database instance when the 

monitoring component is unable to communicate with the secondary replica for a minimum 

period of time and the primary instance replica is unable to communicate with the secondary 

replica. 

Clause 9. The computer-implemented method of clause 5, wherein the workflow 

includes tasks to store information to a data store in the control environment without 

performing a failover or recovery operation when the monitoring component is unable to 

communicate with either of the primary replica and the secondary replica for a minimum 

period of time, the primary and secondary instance replicas are able to communicate with 

each other, and the primary and secondary instance replicas have a common data generation 

identifier. 

Clause 10. The computer-implemented method of clause 5, wherein the first and 

second instance replicas are provisioned in a single data zone, in separate data zones at 

separate geographical locations, in a single data zone across multiple geographical locations, 

or across multiple data zones in a single geographical region. 

Clause 11. The computer-implemented method of clause 10, wherein the at least 

one monitoring component is located in a third data zone or geographical location, or in one 

of a first or second data zone or geographical location. 

Clause 12. The computer-implemented method of clause 5, wherein a user is 

provided with an alias name enabling the user to communicate with a current primary 

instance replica, including when a failover operation causes the secondary instance replica to 

become a new current primary instance replica. 

Clause 13. The computer-implemented method of clause 5, further comprising: 

storing state information and a data generation identifier for the first and second 

instance replicas in the control environment. 

Clause 14. The computer-implemented method of clause 5, wherein each of the 

first and second instance replicas is run on a separate data instance in the database 

environment, each data instance being attached to one or more dedicated block storage 

volumes. 

Clause 15. The computer-implemented method of clause 14, further comprising: 
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synchronously replicating data from the primary instance replica to the secondary 

instance replica using a block-level replication mechanism operable to synchronously 

replicate data between the one or more dedicated block storage volumes of the first and 

second instance replicas. 

5 Clause 16. The computer-implemented method of clause 5, wherein the primary 

instance replica is executing a relational database for a customer. 

Clause 17. A system for managing a replicated database instance in a database 

environment using a separate control environment, comprising: 

a processor; and 

10 a memory device including instructions that, when executed by the processor, cause 

the processor to: 

monitor state information for each of a primary instance replica and a secondary 

instance replica in a database environment using at least one monitoring component of a 

separate control environment; and 

15 in response to the at least one monitoring component being unable to communicate 

with one of the first and second instance replicas: 

determine failure information including whether the first and second instance replicas 

are able to communicate with each other and whether the first and second instance replicas 

have a common data generation identifier; 

20 based at least in part upon the failure information, determine a workflow to be 

executed in the control environment, the workflow including one or more tasks to be 

executed in the database environment in response to the monitoring component being unable 

to communicate with one of the first and second instance replicas; and 

execute the workflow in the control environment. 

25 Clause 18. The system of clause 17, wherein the workflow includes tasks to cause 

the secondary instance replica to perform a failover operation to become a new primary 

replica for the relational database instance when the monitoring component is unable to 

communicate with the primary replica for a minimum period of time, the secondary instance 

replica is unable to communicate with the primary replica, and the first and second instance 

30 replicas have a common data generation identifier at a last known state of the primary replica. 

Clause 19. The system of clause 17, wherein the workflow includes tasks to cause 

a secondary instance replica recovery process to be executed that generates a new secondary 
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instance replica for the relational database instance when the monitoring component is unable 

to communicate with the secondary replica for a minimum period of time, and the primary 

instance replica is unable to communicate with the secondary replica. 

Clause 20. The system of clause 17, wherein the workflow includes tasks to store 

5 information to a data store in the control environment without performing a failover or 

recovery operation when the monitoring component is unable to communicate with either of 

the primary replica and the secondary replica for a minimum period of time, the primary and 

secondary instance replicas are able to communicate with each other, and the primary and 

secondary instance replicas have a common data generation identifier. 

10 Clause 21. The system of clause 17, wherein the first and second instance replicas 

are provisioned in a single data zone, in separate data zones at separate geographical 

locations, in a single data zone across multiple geographical locations, or across multiple data 

zones in a single geographical region. 

Clause 22. The system of clause 17, wherein a user is provided with an alias name 

15 enabling the user to communicate with a current primary instance replica, including when a 

failover operation causes the secondary instance replica to become a new current primary 

instance replica. 

Clause 23. A computer-readable storage medium storing instructions for 

managing a replicated database instance in a database environment using a separate control 

20 environment, the instructions when executed by a processor causing the processor to: 

monitor state information for each of a primary instance replica and a secondary 

instance replica in a database environment using at least one monitoring component of a 

separate control environment; and 

in response to the at least one monitoring component being unable to communicate 

25 with one of the first and second instance replicas: 

determine failure information including whether the first and second instance replicas 

are able to communicate with each other and whether the first and second instance replicas 

have a common data generation identifier; 

based at least in part upon the failure information, determine a workflow to be 

30 executed in the control environment, the workflow including one or more tasks to be 

executed in the database environment in response to the monitoring component being unable 

to communicate with one of the first and second instance replicas; and 
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execute the workflow in the control environment. 

Clause 24. The computer-readable storage medium of clause 23, wherein the 

workflow includes tasks to cause the secondary instance replica to perform a failover 

operation to become a new primary replica for the relational database instance when the 

5 monitoring component is unable to communicate with the primary replica for a minimum 

period of time, the secondary instance replica is unable to communicate with the primary 

replica, and the first and second instance replicas have a common data generation identifier at 

a last known state of the primary replica. 

Clause 25. The computer-readable storage medium of clause 23, wherein the 

10 workflow includes tasks to cause a secondary instance replica recovery process to be 

executed that generates a new secondary instance replica for the relational database instance 

when the monitoring component is unable to communicate with the secondary replica for a 

minimum period of time, and the primary instance replica is unable to communicate with the 

secondary replica. 

15 Clause 26. The computer-readable storage medium of clause 23, wherein the 

workflow includes tasks to store information to a data store in the control environment 

without performing a failover or recovery operation when the monitoring component is 

unable to communicate with either of the primary replica and the secondary replica for a 

minimum period of time, the primary and secondary instance replicas are able to 

20 communicate with each other, and the primary and secondary instance replicas have a 

common data generation identifier. 

Clause 27. The computer-readable storage medium of clause 23, wherein the first 

and second instance replicas are provisioned in a single data zone, in separate data zones at 

separate geographical locations, in a single data zone across multiple geographical locations, 

25 or across multiple data zones in a single geographical region. 
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WHAT IS CLAIMED IS: 

1. A computer-implemented method of managing a replicated database 

instance in a database environment using a separate control environment, comprising: 

under control of one or more computer systems configured with executable 

5 instructions, 

monitoring state information for each of a primary instance replica and a 

secondary instance replica in a database environment using a monitoring component of a 

separate control environment; and 

in response to the monitoring component being unable to communicate with 

10 one of the first and second instance replicas: 

determining failure information including whether the first and second 

instance replicas are able to communicate with each other and whether the first and 

second instance replicas have a common data generation identifier; 

based at least in part upon the failure information, determining a 

15 workflow to be executed in the control environment, the workflow including one or 

more tasks to be executed in the database environment in response to the monitoring 

component being unable to communicate with one of the first and second instance 

replicas; and 

executing the workflow in the control environment. 

20 2. The computer-implemented method of claim 1, wherein the workflow 

includes tasks to cause the secondary instance replica to perform a failover operation to 

become a new primary replica for the relational database instance when the monitoring 

component is unable to communicate with the primary replica for a minimum period of time, 

the secondary instance replica is unable to communicate with the primary replica, and the 

25 second instance replica has a common data generation identifier as a last known state of the 

primary replica. 

3. The computer-implemented method of claim 1, wherein the workflow 

includes tasks to cause a secondary instance replica recovery process to be executed that 

generates a new secondary instance replica for the relational database instance when the 

30 monitoring component is unable to communicate with the secondary replica for a minimum 

period of time and the primary instance replica is unable to communicate with the secondary 

replica. 
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4. The computer-implemented method of claim 1, wherein the workflow 

includes tasks to store information to a data store in the control environment without 

performing a failover or recovery operation when the monitoring component is unable to 

communicate with either of the primary replica and the secondary replica for a minimum 

period of time, the primary and secondary instance replicas are able to communicate with 

each other, and the primary and secondary instance replicas have a common data generation 

identifier. 

5. The computer-implemented method of claim 1, wherein the first and 

second instance replicas are provisioned in a single data zone, in separate data zones at 

separate geographical locations, in a single data zone across multiple geographical locations, 

or across multiple data zones in a single geographical region. 

6. The computer-implemented method of claim 5, wherein the at least 

one monitoring component is located in a third data zone or geographical location, or in one 

of a first or second data zone or geographical location. 

7. The computer-implemented method of claim 1, wherein a user is 

provided with an alias name enabling the user to communicate with a current primary 

instance replica, including when a failover operation causes the secondary instance replica to 

become a new current primary instance replica. 

8. The computer-implemented method of claim 1, wherein each of the 

first and second instance replicas is run on a separate data instance in the database 

environment, each data instance being attached to one or more dedicated block storage 

volumes. 

9. The computer-implemented method of claim 8, further comprising: 

synchronously replicating data from the primary instance replica to the 

secondary instance replica using a block-level replication mechanism operable to 

synchronously replicate data between the one or more dedicated block storage volumes of the 

first and second instance replicas. 

10. A system for managing a replicated database instance in a database 

environment using a separate control environment, comprising: 

a processor; and 
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a memory device including instructions that, when executed by the processor, cause 

the processor to: 

monitor state information for each of a primary instance replica and a 

secondary instance replica in a database environment using at least one monitoring 

component of a separate control environment; and 

in response to the at least one monitoring component being unable to 

communicate with one of the first and second instance replicas: 

determine failure information including whether the first and second 

instance replicas are able to communicate with each other and whether the first and 

second instance replicas have a common data generation identifier; 

based at least in part upon the failure information, determine a 

workflow to be executed in the control environment, the workflow including one or 

more tasks to be executed in the database environment in response to the monitoring 

component being unable to communicate with one of the first and second instance 

replicas; and 

execute the workflow in the control environment. 

11. The system of claim 10, wherein the workflow includes tasks to cause 

the secondary instance replica to perform a failover operation to become a new primary 

replica for the relational database instance when the monitoring component is unable to 

20 communicate with the primary replica for a minimum period of time, the secondary instance 

replica is unable to communicate with the primary replica, and the first and second instance 

replicas have a common data generation identifier at a last known state of the primary replica. 

12. The system of claim 10, wherein the workflow includes tasks to cause 

a secondary instance replica recovery process to be executed that generates a new secondary 

25 instance replica for the relational database instance when the monitoring component is unable 

to communicate with the secondary replica for a minimum period of time, and the primary 

instance replica is unable to communicate with the secondary replica. 

13. The system of claim 10, wherein the workflow includes tasks to store 

information to a data store in the control environment without performing a failover or 

30 recovery operation when the monitoring component is unable to communicate with either of 

the primary replica and the secondary replica for a minimum period of time, the primary and 

secondary instance replicas are able to communicate with each other, and the primary and 

secondary instance replicas have a common data generation identifier. 
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14. The system of claim 10, wherein the first and second instance replicas 

are provisioned in a single data zone, in separate data zones at separate geographical 

locations, in a single data zone across multiple geographical locations, or across multiple data 

zones in a single geographical region 

5 15. The system of claim 10, wherein a user is provided with an alias name 

enabling the user to communicate with a current primary instance replica, including when a 

failover operation causes the secondary instance replica to become a new current primary 

instance replica. 
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