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1 Crcuit provided with a secure external access

This invention relates to a circuit provided with a
secure external access. 5 The invention relates to the
field of programmable integrated circuits, mainly
that of circuits used for conducging confidentia
transactions. Such a circuit éonprises a

m croprocessor and, in nost cases, a cache nenory, a
cache nenory controller 10 and/or a nenory nmanagemnent
unit. It also generally includes a non-volatile
menory, one or several working nenories, such as
Random Access Menory (RAM) or Read- Only Menory (ROV)
It also includes, in nost cases, other peripheral
devices suited for the applications 15 that it is
designed to inplenent. On the other hand, the circuit
conprises a comunication interface for externa
access. In other 2 0 words, this interface enables the
m croprocessor to exchange data with any conponent

| ocated outside the circuit. The invention has a
particul arly advantageous 5 application when this
conmponent is a nmenory. Indeed, it is conmmon to attach
an external nmenory to the integrated circuit so that
the users of this circuit can avail of additiona
nmenory space. It is obvious that the contents of the
ext er nal

Circuit provided with a secure external access

This invention relates to a circuit provided with
a secure external access.

The invention relates to the field of
programmable integrated circuits, mainly that of
circuits used for conducting confidential transactions.

Such a circuit comprises a microprocessor and, in
most cases, a cache memory, a cache memory controller
and/or a memory management unit. It also generally
includes a non-volatile memory, one or several working
memories, such as Random-Access Memory (RAMj or Read-
Only Memory (ROM). It alsc includes, in most cases,
other peripheral devices suited for the applications
that it is designed to implement.

On the other hand, the <circuit comprises a

communication interface for external access. In other
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10 nenory can be accessed by the m croprocessor, but
they can also be accessed by any ot her piece of

equi pnent. Thus, it is easy to read and even nodify
the data recorded in this nmenory. And yet, it is
sonmetinmes inperative for these gontents to be
protected fromany 15 i nterveftion from outside the
circuit. This is mainly the case when the nenories
contain security-related information, such as a
confidential access code or verification of a digital

Siy8RaLyr echyen; headengdea PLO9TEM I thd e R Nessor to
menory, it 20 is provided that the integrated circuit

t kathragei vdstat hildlprogramdmmmaeartie dorsited venti$ids the

its_ authenticity (identity of the issuing party) and
iFérFﬁﬁggrity (that it has not been nodified by any

third panti eshvbaktepe $awi N@ i pairk ilhe aFRROI WdvERiES geous
verification is normally 25 carried out by neans of an
ePBRLA6ATE T ghaturd i pretertent 115 saphgBpryal fpdeed, it

| FROSSUR A O 2RP! ¥ tehl pé{rﬁt ocQk -e¥gHY g&é}&’ofg‘? to the
external menory is read by the integrated circuit,
siintegtbitedi sciancwper abi orhdathath8 Qusegei ods his circuit

considera?le angﬁn&ﬁof grocessin% power and is
t HeFefEr&tvaFy S bW OPRE BEIEEY GPFfe present
invention iis thierebesetnbe ited easftbhesprort eehé 0Bx®krnal

this nmenory against 5 unwanted access, while not
s8RPHY F6Wn Rthe2opefatioRY dhe Heleroripgsssor, but they

can also be accessed by any other piece of equipment.
Thus, it 4is easy to read and even modify the data
recorded in this memory. And vyet, it is sometimes
imperative for these contents to be protected from any
intervention from outside the circuit. This 1is mainly
the case when the memories contain security-related
information, such as a confidential access code or
verification of a digital signature.

When loading a program in the external memory, it
is provided that the integrated circuit that receives
this program from the outside verifies its authenticity
{identity of the issuing party) and its integrity (that
it has not been modified by any third parties) before
saving it in the memory. This verification is normally
carried out by means of an electronic signature
protocol.

It 1is practically impossible to apply this
protocol every time the external memory is read by the

integrated circuit, since this 1is an operation that
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According to the invention, a circuit conprises a

m croprocessor and a set of peripheral devices

i ncluding at | east one comruni cation interface for 10
external access, wherein said peripherals, unlike the
sai d communi cation interface, arg connected to the
said nicroprocessor by an inerconnection bus on
which the data length is equal to the standard data

| ength of the data processed by said m croprocessor.
According to 15 the invention, said integrated circuit

a&%gufgggrh?eéoﬁsiﬁgfgﬁiéyaﬁggﬁkecﬁpqgﬁg%ggslﬁgtggwer and

sai d I nterconnection bus and to the sa
casntihiecatfiogre vetrgr Sdow.by a dedicated |link (DL), and

the length of .the data rocessed by the securit

nmodul e &begﬂgi%éit%éntPEePﬁfﬁﬁﬂ%uﬁh?FQE&%PIéﬁg%WQﬁEfore
the daharpreeessgd byrbRectAier ORFOCeSSQr . mERRIES O@ainst
the integrated circuit conprises neans for adapting

t HaWpa#§Eh afcasie duhaleprsdessbdwbydt Weowsecti¢t pperation
u to. .standard data Ilength. Preferably, said

gggngﬁ o%lgggéﬁrng the length 25 of the data processed

by the aecuoritygnudulthd oithentsbanpdara dataulenghprises

i nclude a cache nenory, associated wth the

nficr BpFEORSSGF 4R prdW ddl with a®tachelRBRbRy devices

contnabhal WakchicHpen apeessbRfiuhieacache iPRERAE%ce for
causes it to transmt to the security nodule 30 data

havtagnall empasvquahereinheastdngardriaralbengtthlilkie 0the
OB ETE AR RREY 3, AN S LSBT 2 caso
microprocessor by an interconnection bus on which the
data length is equal to the standard data length of the
data processed by said microprocessor. According to
the invention, said integrated circuit also comprises a
security module connected to the said interconnection
bus and to the sald communication interface by a
dedicated 1link (DL), and the length of the data
processed by the security module is greater than the
standard data 1length of the data processed by the
microprocessor. Therefore, the integrated circuit
comprises means for adapting the length of the data
processed by the security module to the standard data
length.Preferably, said means for adapting the length
of the data processed by the security module to the
standard data length include a cache memory, associated
with the microprocessor and provided with a cache
memory controller which, upon accessing the cache

memory, causes 1t to transmit to the security module

data having a length equal to the standard data length.
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and al so for breaking ciphered data fromthe format
conpatible with the security nodule, down into a
format 5 presenting a standard data | ength, conpatible
with the data bus of the m croprocessor. This all ows
that the processing of the datasby the security
module is performed on the ffy. During the ciphering
of the data by the security 10 nodul e, the cache
menory prepares data having a length greater than the
standard data | ength, whereby said data can be

a pt I put .of_ t curity I
R T S Y A e R

t beepecunigt \datodute, behec tplvhecdrebyr \tHw eaksurihe module,
deci.phered ta available at the output of the

SBBHr 1 1) frod s BRA™HA0Png” SPIEHR h ikcat 6FOPna: ngormat
stangatdpdat ikenai ddtior st@angdedet & engbbndahde ANicSrmat
arrangenent yields also the advantage of 20

f PERPBRILLNY, a5 fleandaed clpbai theda@tlpr ceempalddr e ofihh the
?Eis%efb%ﬂ g;f {%@”hik%ﬁgﬁ:gc‘egggﬂherﬁi@”%%&%w%a:ﬁéat the

ength, s particufarly advantageous when
dapracpsedcegsedfbythbe detari by nbdel esacertiathemobong, is

mhic? de Snds ) t?i ci phering al gorithmused. 25
ABEOF 8 gt 8™a BFe ¥red embodi ment, the security
nodul e pEe$ng SR’ ali ey B PosEt ReWah MPCeRSeSecurity

data having a length of at |east 64 bits, and the
shafdard thengiarhs meeOHAt RrpPaEesse@tpy hajeing a length

n&géggggce§§§g ifﬁel %%%nBQQH Géaggtslength, whereby said
data can be accepted at the input of the security
module,

On the other hand, during the deciphering of the
data by the security module, the cache memory breaks
the deciphered data available at the output of the
security module and having a length greater than the
standard data length, into standard-length data.

This arrangement yields also the advantage of
flexibility, since the circuit can process data of a
greater or different 1length than the standard data
length, which is particularly advantageous when the
data processed by the security module are rather long,
which depends on the ciphering algorithm used.

According to a preferred embodiment, the security
module uses a secret key algorithm which processes data
having a length of at least 64 bits, and the standard
length of the data processed by the mnicroprocessor is

less than 64 bits.
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5 0 The secret key algorithmis preferably the AES
algorithm It is preferable for the encryption key to
be stored in a one-tine-progranmable regi ster, and
this register can 5 be saved in a non-volatile
menory. The present invention will be better
understood with nmore detail ?n the context of the
foll owing description of a sanple enbodi nent provided
for illustrative purposes in reference to the
appended 10 figure whi ch shows a di agram of an

[ ' di t I
et

MG L bt |
conne@t ggrg%&gp&o " %ngn am PgﬁoPo gg%ﬁb gtored in
cgnPrE] éF“e RECITRBWAY-Si £oFLSE SCormpris egister can

cBﬁnﬁﬁW@QtPBn 3 P8 VEcE &OrQ§nerally, ot her
peri phel&P RIYE PERV‘%@Géﬁnaé“al oRevARQEF¢e fndsfstood

NRARLY . mAREK RdrLandon,acggss pBRR efo% %ﬁ%ﬂ%'oﬁqomg

E&E
to the 1nvention, the circuit also 0 nprises
sdeapruptmodulepfj? aA sysﬂéhibusmBU81menterQ@nmerdeﬁ for

al.lL -the elenents in the circuit except

c&hrﬂrﬁﬁ%EﬁFﬁgﬁ i REEPPSEE UM, 5ﬁéeéeasa. c Pedtlhl nk 3Ppended
cengaets hiish Nrsiace hvbghamt e secuiht¥gpRdEliecircuit
CR 25 Qutside the circuit there is a conponent MEM

t REFCTEARIcBANTARC ARBSWEL ANt he comuni cation interface

UM, In reference to the figure, an integrated circuit

IC comprises a microprocessor MIC that i1is possibly
connected to a cache memory and/or to a memory
controller {not shown) . It also comprises a
communication interface UMI and, generally, other
peripheral devices PER, such as a non-volatile flash
memory, working random-access memory, etc.

According to the invention, the c¢ircuit also
comprises a sSecurity module CR. A system bus BUS
interconnects all the elements in the circult except
the communication interface UMI, and a dedicated 1link
DL connects this interface UMI to the security module
CR. _

Outside the circuit there is a component MEM that
can communicate with the communication interface UMI,
and the invention thus provides protection for the data
that pass through this interface by means of the
security module CR.

In this specific case, this component is an
external memory MEM and the communication interface is

preferably a universal memory interface UMI.
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and the invention thus provides protection for the
data that pass through this interface by neans of the
security nmodule CR 30 In this specific case, this
conponent is an external nmenory MEM and the

communi cation interface is prefgrably a universa
menory interface UM. 6 The §ecurity nodul e CR can
use various techniques for encoding or nodifying the
data it receives fromthe mcroprocessor M C through
the system bus BUS before transmtting the data thus

encoded iy thee COMpNhEatiONCR baherfRCe Mo R0 tdidiniques
they do not appear clearly in the external nenory

MVEMIT |endedighyi ousmefafvingstheddhéacdan rdgesddest Horom the
i nf.0 tio en |t .read e ta in_this. ext al
RSP ol R, ER pstAl” ¥ B8 berore
mMtrepmacessey MM ddea sanBswaycadetiney Wele qumirdeshtion
10 initially., Thus, the data are encrypted before
beittg IEarsd UM Ihetit ebhay AenBPy REREasd Stlseylar dn the

then dechypisth - yWhiei t hey arefead, by hhe sai Y% can
us BUS. f t 1s

bef ore bel ng sent over the system
t Werosider etlelvisdbkmatooencdde the detdsortha hdatdyin this

bef ore storing the n t.he external nemary ME The

e ST e s BRoR G W BPocBEeSE. a0 oD bPemyate, the
CurikeidribceaeeesMi® exterdile daba =8 Ofladl ederdSig¥dbvided
words wiith a standard length of 8, 16 or 32 bits. 20

Tdndéd@rldYsuch data requires 8-, 16- or 32-bit
Thus, the data are encrypted before being saved

in the external memory MEM and they are then decrypted
when they are read by the said memory before being sent
over the system bus BUS, |

It is therefore advisable to encode the data on
the fly before storing them in the external memory MEM.

The microprocessor MIC can process 8-, 16- or 32~
bit data. Currently, access to external data is granted
using words with a standard length of 8, 16 or 32 bits.
To secure such data requires 8-, 16- or 32-bit
encryption respectively. 1In this case the encryption
would be very wvulnerable, practically inefficient, if
known algorithms are used.

It is therefore desirable to choose an algorithm
that works with 64-bit data, or even 128-hit whenever
necessary. Selecting a standard algorithm makes it
possible to avoid additional constraints while

guaranteeing a maximum level of security.
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encryption respectively. In this case the encryption
woul d be very vul nerable, practically inefficient, if
known al gorithns are used. It is therefore desirable
to choose an algorithm 25 that works with 64-bit

data, or even 128-bit whenever onecessary. Selecting a
standard al gorithm nakes it ﬁossible to avoid

addi tional constraints while guaranteeing a maxi num

| evel of security. O 7 Algorithnms with a private or
secret key will be given preference since they

requireanueh hess PHacessigid Jdue @Pa%e@rg@rlﬁéwsmn be
with publi'c keys. As an exanple, the follow ng

alggoteint hnmer@ifelrepge 5 aspde AES¢Advareedi Bncr yptdlon less

S r.kin t it kK urrently
SER e el L b el K, R R
St andar A)s avor kkagpwdet h thHd 641 botikeyhldaraWhnf0rwill be

bein%duniversally used in systens that are | ess
d&¥&fding in terns of security, 3DES (Triple Data

Crer ot bor SR e DR AR RIS By orkang
are recomﬁHMRﬂthoﬂﬁ&nbmmsmeymnMMdnguﬂmﬁnﬂmy|providing
terns of secur|£ umm@gé&fgn;urlng hi gh encodi ng rates

- DES (Data Encryption Standard), working with

64-bit keys, known for being universally
used in systems that are less demanding in
terms of security,

- 3DES (Triple Data Encryption Standard), or

- XDES (Extended Data Encryption Standard),

the latter two algorithms are recommended
for the meost demanding systems in terms of
security, while ensuring high encoding rates
at a low cost.

The security module CR makes it possible to
encrypt data that are longer than the standard length.
This module is designed for processing 64- or 128-bit
data, recorded as eight or sixteen 8-bit words, four or
eight 16-bit words, or else two or four 32-bit words
respectively 1in the external memory MEM, therefore
access to any of these data is divided into several 8-,
16~ or 32-bit accesses respectively.

For this pﬁrpose, the security module CR is able
to process grouped or consecutive accesses of the

microprocessor cache memory controller. This cache

memory contains a partial copy of the external memory
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at a low cost. The security nodul e CR nakes it
possible to 20 encrypt data that are |onger than the
standard length. This nodule is designed for
processing 64- or 128-bit data, recorded as eight or
si xteen 8-bit words, four or _eight 16-bit words, or
else two or four 32-bit words® respectively in the

‘external nenory MEM therefore 25 access to any of

these data is divided into several 8-, 16- or 32-bit
accesses respectively. For this purpose, the security

eet € GRiLR %E!euﬂd%t%HQCQéEeQ&QHQGQNQrt%%ﬁsﬁgﬂﬁ'WEE the
accesses of the mcroprocessor cathe nenory

c progaiamerbe ithy sreachg 30 erenprnomortes gwsr aMpar t Bahce the
copy.of the external nenorﬁ 8t0 NEgl whi ch iﬁ updat ed h
dgﬁéﬁgingegﬁrﬁhelﬁarye6y t 18 %pr 85Fam Bé¥ng Q5 oy “he e
MG c@RpeeeesebrM GiIs| nceid he gep@ehe IRBMOEY1bSsVerfor an
fast and very close to the mcroprocessor MC, it
g&RergVeyealt] oks ther camcug ti §p PeFERERENGE -t he

circuit o peftf The_d t_ he.,ca

ooy TSt i e G ChE Her o SeBe et Ty i € BB Laced
pagkethe ddwedse packebtsibavéen pavketreum Bigse opatbets have

32-bi,t words,, regardl.ess qf th size of the ta
U HR  41E G CFERRoesba Moy T0Skaloee of the
ngted BerenthahthhereacheciER’ ¥heanicdbpoke susedMiy .
the circuit for other purposes. The controller can be

requi redtt UuAt tiee t hetadt acrsavidief nthRe e MeheFy can
tQ%EorBéahgeaob&h%hSXE§Eﬁaht for other purposes.

The controller can be required to write the data
saved in the cache memory that relate to the external
memory MEM in packets with a size that is a multiple of
64 bits.

The interface between the cache memory and the
external memory MEM, which can only manage 8-, 16- or
32-bit accesses is set up in a simple manner, breaking
a 64-bit access down intce eight B8-bit accesses, four
16-bit accesses or two 32-bit accesses respectively.

In the case of 32-bit access, the DES or 3DES
algorithm will be loaded every two 32-bit words, while
the AES algorithm will be 1lcaded every four 32-bit
words. The data are loaded on the fly. In the case of
“pipeline” processing of the AES5 algorithm, in . other
words when complete processing of a piece of data in
one or several cycles is able to receive a new piece of
data in each cycle, conly the first access introduces a

latency time in the total data transfer time.
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menory MEMin packets wth a size that is a nultiple

of 15 64 bits. The interface between the cache nenory
and the external nenory MEM which can only nmanage

8-, 16- or 32-bit accesses is set up in a sinple

manner, breaking a 64-bit access down into eight

8-bit accesses, four 20 16-bif accesses or two 32-bit
accesses respectively. In the case of 32-bit access,

the DES or 3DES algorithmw Il be | oaded every two
32-bit words, while the AES algorithmw || be | oaded
every feue 328@6:£etW0r]413§x Thgedat a@r et'll@adeegl?@riﬂ%n is
fly. I'n the case of 25 "pipeline" processing
AESedlegebilvhmtdrectiera sordslwhdnOEBnpeeieter (One Time
p%%%%%%h%%bq%éa @fﬂ%ﬁéﬁlﬁ%% rétedogfrg §e¥?r%s provided
cyclésis receive a iI'n~é€ach
cydle, amhcynwmléusé ﬁQG%ﬁSIﬂ@Iﬁi@&@dUGﬁ’Sls’al ré@iepey can be
time in the total data transfer time. 9 0 The secret
kdycased BPefRe algorithmis preferably stored in a

so- cal | e OTb. 01 8t fr (Ghe LhidBaiEAEr YFANLR) - shivention
the integrated circuit 1Ci1s provided
ndﬁsvauéﬁdleﬂﬁhashwm%nuhysenhﬂ@erég1sib@ cancbetesnature
| acat ed ther exanpl,e of an.enbodi nent of  the .

| PCoHETaN ecr T Soves vBeS Choben uBPgorEd Ly List
cangr ethdat gbesiblle wosthtbdbhentOwever, Hei Possinhk@tion.
to exhaustively list all the possible enbodi nents of

t RREtiAVAATILEn. A PAPEI dasguipech regRg d&dcrPpederlaced

NRaPE CRiRR ISR a6€fhs without departing from the scope

of the present invention.
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wi th equi val ent nmeans wi thout departing fromthe scope
of the present invention. 0 10 CLAIMS 1) Acircuit
(1C conprising a mcroprocessor (MC) and a set of
peri pheral devices including at 5 | east one

communi cation interface (UM) fore external access,
wherein said peripherals (PERY unlike the said
comuni cation interface (UM), are connected to the
said mcroprocessor (MC) by an interconnection bus
(BUS) on which the data length is equal to the

st andar ¢ }j@pdata ength of the data processed by said
m croprocessor (MC), said integrated circuit also
conprising a security nodule (CR) connected to the

Communi 4311 6 CTRCFFack MG B 5k Gat B4 RECCessor

(Dhrc)l5aMherei sdthe dfengthiphethe dadwipeocessedhddhg at
the security nodule is greater than the standard data
| RGER 0PIE hEWHEH Igtadckds ed Ny rifRE e ¢P¥PI ocldsoexternal

. ¢ e oo e '
Ry R e T e e
secumuny cadohe (CRprfacthe (8Mahdaralrelat@iengtdd Xo Athe

Cunid feeaibng Loccl ph L hersln S8 g ans [ b

segukh t YnmMatul® (ER) dard heesamndas dedaka LenghB 2%andard
DS 1RaEnT TP Y SO Vhthcetted by said
microprocessor (MIC), said integrated circult also
comprising a security module (CR) connected to the said
interconnection bus (BUS) and to the said communication
interface (UMI) by a dedicated link (DL),

Wherein the length of the data processed by the
security module is greater than the standard data
length of the data processed by the microprocessor,
and the integrated circuit (IC) comprises means for
adapting the 1length of the data processed by the

security module (CR) to the standard data length.

2) A circuit according to claim 1, wherein said
means for adapting the length of the data processed by
the security module {CR} to the standard data 1length

~include a cache memory, associated with the
microprocessor and provided with a cache memory
controller which, wupon accessing the cache memory,
causes 1t to transmit to the security module (CR) data

having a length equal to the standard data length,
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m croprocessor and provided with a cache nenory

control |l er which, upon accessing the cache nenory,

causes it to transmt to the security nodule (CR) data
having a |l ength equal to the standard data |length, 11

0 whereby the processing of the data by the security
nmodul e is perforned on the fl4 3) A circuit according

to claim?2, characterised 5 in that, during the

ci phering of the data by the security nodule (CR),

the cache nenory prepares data having a |ength

greatebyt haRet h@ré&éﬁéﬁﬁﬁ? 03t a dieNgHRta W9 ePYe S&burity
data can be accepted at the input of the Security
mogghde 1¢ PerAcgimesuion ddeorfdivng to claim 3
characterised in that, during the deciphering of the
data by the security nodule (CR), the cache nenory
breaks Bhe n deriphet edcdatraiavaidabteaat the cdmpdtafised
the security 15 nodul e and, having a | ength greater

t R8n thetst adbar89 dabd | ehgPRT11HEL 0°5t akdar (A3 ehgthy the

dakayrak A Iﬁ(@)(ﬁ&yétcéjt%o,r dipg to Gl meﬁor%%i?%ﬁalﬂ@§ data

security nmodul e ( uses a secret key al gorithm whic
2bapiogessebeniztla baehhgra themgtthef saantlaadt de4abiltesigth,
tandard | ength of the data proce

and wherein .the,s se
P R S 4TbE o 6An £ oLe PRbRC o8 tby e THyEE SF the
Ckeeuiri tgcaeadileg to claim5, wherein said 25 secret
key algorithmis the AES al gorithm
4) A circuit according to claim 3, characterised
in that, during the deciphering of the data by the
security module (CR}, the cache memcry breaks the
deciphered data available at the output of the security

module and having a length greater than the standard

data length, into standard-length data.

5) A circuit according to claim 4, wherein the
security module (CR) uses a secret key algorithm which
processes data having a length of at least 64 bits, and
wherein the standard length of the data processed by

the microprocessor is less than 64 bits.

6) A circuit according to claim 5, wherein said

secret key algorithm is the AES algorithm.



