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Field of the Invention This invention relates to graphical user /

i nterfaces of conputer systens and, nore particularly, to systens and

met hods for ensuring proper user interaction with such GU conponents.

2. Background and Rel ated Art Even gince the conputer industry
advanced beyond command line interfaces to the now fam liar graphical user
_interface (QUJ) technol-ogy which enploys nore user friendly and faniliar
synbol s, command bars, pulldown nenus, wi ndows and the like, the popularity
of this technol ogy has expl oded. Along with this has cone an enrichnment and
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neters and sw tches. This enul ation has greatly inproved the ease with
‘whi ch end-users now interact with conputers and with this hardware paradi gm
whi ch soneti ¢ URd F [RehtigRcanny sinmilarity to the real hardware
count erparts. \- order to further sinulate realism have
even been known to incorporate sound with operation of various buttons or

1. Field of the Invention

This invention relates to graphical user interfaces of computer systems
and, more particularly, to systems and methods for ensuring proper user
interaction with such GUI components.

2. Background and Related Art

Even since the computer industry advanced beyond command line
interfaces to the now familiar graphical user interface (GUI) technology
which employs more user friendly and familiar symbols, command bars,
pulldown menus, windows and the like, the popularity of this technology
has exploded. Along with this has come an enrichment and sophistication
of the various software controls which often even emulate in appearance
and operation their hardware counterparts. Thus it is not uncommon to
see software control in the form of realistic-appearing three-dimensional
buttons, slider bars with shading, lights, and even meters and switches.

- This emulation has greatly improved the ease with which end-users
now interact with computers and with this hardware paradigm which
sometimes bears an almost uncanny similarity to the real hardware
counterparts. Some such GUIs, in order to further simulate realism, have
even been known to incorporate sound with operation of various buttons or
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2 - ‘other controls, such as switch clicks, and even backlighting which
changes col or upon operation with the swtch. However, one weakness of
these GQUI systens' controls has never been addressed heretofore, nanely the
exposure of the controls to unintentional, unauthorized or even malicious

I nteraction. Har dwar e, human and nmachine interfaces often nust deal

w th the problemof inadvertent or nmalichkhous activation of controls that
can have disruptive effects. One exanple of this is the design practice in
. hardwar e devi ces of recessing controls and covering themw th transparent
barriers in order to prevent inadvertent activation. In software user

I nterfaces, however, protection such for such undesired activation of '
-software controls has been far |ess sophisticated. Thus, such protection
has taken t heother contrbls, sfich asswitchic)icks, e even bagldighbting pvliglnt i ng

‘activation fr%jﬁ 5a¥ﬁ85690?éfg§7?H§@ff}ﬁ*é%th rol state typically being

I ndi cated by re ng e contr e control and its associated text,
e.g., graying out or dinmng the control, making it unavailable to the
‘'user. Thus, a nore sophisticated nmechani smwas highly desired which could
address thi.s prdidwever oneavbaknessof thesesBUE systemst contaels hasdarevest t war e

controls. been adh%s%%ﬁq{eréfl&%v%{nggg@eggspﬁﬁﬁ Sﬁt?lbfk%bhrﬁﬂb% {g/st - descri bed

probl em there~are nunerous < s5soc] ated W nmerely disabling
control s by dunimtentionel, yinauthosizedaneyen maliciays interactient associated with
these control is difficult to read. Moreover, users who have authority to

Hardware, human and machine interfaces often must deal with the
problem of inadvertent or malicious activation of controls that can have
disruptive effects. One example of this is the design practice in hardware
devices of recessing controls and covering them with transparent barriers
in order to prevent inadvertent activation. '

In software user interfaces, however, protection such for such
undesired activation of software controls has been far less sophisticated.
Thus, such protection has taken the form only of completely disabling
controls preventing activation from the keyboard or mouse, such control
state typically being indicated by reducing the contrast of the control and its
associated text, e.g., graying out or dimming the control, making it _
unavailable to the user. Thus, a more sophisticated mechanism was highly
desired which could address this problem of inadvertent or malicious
activation of software controls.

in prior known methods for addressing the just-described problem,
there are numerous disadvantages associated with merely disabling
controls by dimming or graying them out. First, the text associated with
these control is difficult to read. Moreover, users who have authority to
view a control's value but not change it experience difficuity in obtaihing
the information needed.



view a-control's val ue but not change it experience difficulty in obtaining
the information needed. - '
Secondly, the dinmed control state provides no indication of how a user
with proper authority may nake it avail able for change. E Thirdly,

t he di nmed control itself provides no nechanismfor users who are being
protected fromthenselves, e.g., a way ofgallowi ng the user to change the
val ue of the control but only after taking a special overt action to enable
. the change. Fourthly, the dimred control does not provide a
mechanismin and of itself_for hiding the value displayed fromusers who

| ack the authority to view the control state. Thus, inprovenents were
-needed which would make it possible to make the control state or value nore
| egi bl e. An i nt er f Seeondly, therditemedicentrelsstaie provides ne isdicationiof haw @ ues

‘for how the ugec g RtoARSR Aokt imsP ke it alabRd ehahge! aces | or

provi di ng acc contr ol se proximty to the control itself.
Mor.eover, a solution to the aforenentioned problenms was sorely needed which

‘provided for a var g0 the aifiAEH eontrolitdeltbrodides Ticcmiechanisrofor ugeryer t ent
access, view but not ¢ an?qi, P@r ot ec(tgl!‘on f&om Vi evm}r,\v% cgn‘ﬁl et el etc., all
wi thin the saWboarehaingprolgeied from dhermselves: 8-8g &Ry L2 ‘B‘ﬂyﬁgoq'g UWE el | as
groups of contd ehange the value of the control but only aftertaking epépedial dverent i on
When a control {'.s h:fn a ﬂrghgﬁhﬁ tate, the background color of an area

sur roundi ng t REUYRHE PORP'E 9% to a color provi di ng good contrast with
any control surfaces and text, but differing fromthe standard background

col or OL- the W| ndo‘#oﬁﬁﬂlﬁ'ﬂ){? ﬂmﬁéd ¥itrB] §6é‘ét3ﬁ@¢pr@>9{aerz-9hi“ech§mté?n il 8hdl of

f ?;LSFECQQ? Cgf ﬁ;elp ;o? hliJ_dinS the j\elal\aesclljigpla)?ed G m Sser% wtr«;j1 Pa%ﬁa}c{\g r:lxuthoorrity to
view the control state. Thus, improvements were needed which would
make it possible to make the control state or value more legible. An
interface was further desired which may provide visual clues for how the
user might access the control and control surfaces for providing access to
the control in close proximity to the control itself. Moreover, a solution to
the aforementioned problems was sorely needed which provided for a
variety of scenarios, including protection from inadvertent access, view but
not change, protection from viewing completely, etc., all within the same
visual metaphor, and controlling single controls as well as groups of

controls.

Sﬁmmag of the Invention

When a control is in a protected state, the background color of an area
surrounding the control is changed to-a color providing good contrast with
any control surfaces and text, but differing from the standard background
color of the window and any other non-protected controls. This field of
surrounding color produces the visual effect of a transparent or translucent
shield over the control surface. When the field is in place, the user cannot
select the control surface by using a mouse click or tabbing to the control.
Access to the control is provided by one of two mechanisms, depending



shi el d over the control surface. Wen the field is in place, the user -
cannot select the control surface by using a nouse click or tabbing to the
control. Access to the control |s prOV|ded by one of two nechani sns,

dependi ng 4 upon t he type
of access which is available to the user. | f the user currently has
authority to access the control and is bg ng protected from nere-accidental
activation, clicking on an edge of the color field and shield causes the
.color field to retract, collapse, or vanish, in one enbodinment in an
animated fashion with or without acconpanying sound indicators, so-as to
reveal the unprotected control in a state which can now accept user
-interactions. This is intended to produce the metaphor of opening a
transparent shpehdhetype of acoessavhicisravailabletiodhgdisephor, in one

“enbodi ment, is further reinforced by providing a graphical elenment which
resenbles a grip surface. This graphical elenent may be selected to enable
the user to phy S yi ng
‘control vi ewabl elffrﬂé h%ﬂséqrﬂez\t&g]%&éqtﬁ §t8%1%?§£$terl?eﬁ &(;ﬂrﬁﬁoelfsarﬁtadgt i ser that..
a consci ous ppyatected fsorapmere acmﬂantaloathaﬁogmlwlngeoman sdgetaf lﬁhq calosires to
interact wthg Eﬂear?d’gfnﬁﬂ causes the thb coldi tiekP &S reﬁtgﬁ (fbgégwrdﬁfgﬂléh bReaccess

to the control l'ement 1S 1 n 'or near 'the col ored

field, such agmbogimenti lpaan eelmate@ﬁasmn with g withaut accemrapyng 8@uadpasswor d

field to appegidicstoss, so és ® rdvaheimprotdetsd edtitrol ivh stite wm@h @Bhirfve
password and user nane, e.color. tiegl

di or,sli d ac
col | apses, or 2GSPRIYREL |tﬁ %Pt'ﬁﬁﬁngh%'g'u*eﬁ‘gsgagg rﬂé‘é‘fﬁw& e 0%0 di spl ay
t he under | yi ngpening atranspareat shield @atya handwase icontrokr Eloe mntablyon; fre

thus-aut hori zed USREodimedt s Nirtidrbffforced by providing a graphical element
which resembles a grip surface. This graphical element may be selected-
to enable the user to physically slide the surface open to access the
underlying control viewable through the color field. This reinforces to the
user that a conscious physical step is required to signify he or she truly -
desires to interact with the control.

) ( D)

If the user does not currently have access to the control, a small
graphic element is included on or near the colored field, such as a small
padlock icon. Clicking on the icon causes a password field to appear, e.g.,
in a dialog box. Upon entry of the appropriate password and user name,
the color field disappears or slides back, collapses, or vanishes in a
manner hereinbefore described so as to display the underlying control in a
state ready for user interaction by the thus-authorized user or
administrator.

If the user lacks authority to view the control, the color of the protected
field is set to the current foreground color such that the control appears to
be masked out. As previously described, a user is thereby unable to select
or interact with the control. Also, as in the case previously described, an
icon may be provided so that by selecting it, a user with knowledge of the



| f the user lacks authority to view the control, the color of the protected
freld is set to the current foreground col or such that the control appears
to be nasked out. As previously described, a user is thereby unable to
select or interact wwth the control. Also, as in the case previously
described, an icon may be provided so that by selecting it, a user with
know edge of the access pasgword may thereby renove the cover
field to gain access to the control. This access, in one enbodinent, is
-provided in tw levels - view access and change access. View access woul d
change the field to a translucent or transparent state for view only of
information in the underlying control, whereas change access woul d renove -
-the field conpletely to provide full access to the derlyi ng coptrol for
user inter act aocesspasswarddnay therebyremoye the govar W@th&a g @&8@%?&)@@ ment’

‘and ext ensi ONgofffroll Hﬁhié 38844, M ondldnfodifent 38 brevidedirchvrigess View
e W

protective fi then automatically slide ck over, t Qnt rol ,
thereby rest 0BRSS fRd ﬁh@iﬂ%?%%ssst\z‘?@%iﬁeéﬁﬁf‘?“ﬁ‘if:hﬁng%m%ﬁépﬁo protective
Tield my be gapbRest otramparent statefor vfeve onlyraflisfoanbtiomar theg t he same
access nethod(s),. ,Still further: I i _ | oyed for a
control or grg'ﬂéeﬁYmg(?H{' {'s %reﬁkgggm%€m}%@eﬁﬁe§&gre recessed
in a well w tcompletelydparevide dplhgoeeds tol the sunderlying aontrel for user

6 interaction and change. ‘

Instill a furthef alternate embodiment and extensions of the invention,
after the control is changed, the protective field will then automatically slide
back over the contrdl, thereby restoring the protective state automatically.
Further, a protective field may be employed to cover a group of controls all
sharing the same access mt_ethdd(s). Still further, a graphic treatment may
be employed for a control or group of controls to create the illusion that
they are recessed in a well with a transparent opaque field covering them.



Brief Description of the Draw ngs Fig. 1 is a high level system
afchitecture drawing of a representative conputer systemin which the
i'nventi on may advant ageously be enpl oyed. Figs. 2-5 are a sequence
of screen captures of the systemof Fig. 1, illustrating the sequence of
events in effecting authorized user interaction with control areas in
accordance with the invention. Figg. 6 is a flow diagram -
illustrating the sequence of events described with reference to the figures
-2-5. Figs. 7-10 are a sequence of screen captures of the system of
Fig. 1 depicting a sequence of events simlar to that of Figs. 2-5 for
effecting user interaction with a control area in accordance with the
-invention wherein the adm nistrative user has not been first authorized for
such interaction. Fig. 11 is a flow diagram depicting the sequence

‘of events illustrated in Fi 9Brief Béscription of thd Deawingg- 14 i s yet anot her
series of screen captures of e systemo 1 g. epicting interaction

W th a control area by an adnministrator who nust first be authorized in
accordance wi th thgig. nviena inigh level systemfarghitdcdiuresdrawingef di agr am

il lTustrati th f st ' W0 El = 14 in . d
With the | nd_repreSetative BoMiputdr eyt ik Wh?c% thd ifléhtionhay 14 ' N accordance
advantageously be employed. ' ‘

Figs. 2-6 are a sequence of screen captures of the-system of Fig. 1,
illustrating the sequence of events in effecting authorized user interaction
with control areas in accordance with the invention.

Fig. 6 is a flow diagram illustrating the sequence of events
described with reference to the figures 2-5.

Figs. 7-10 are a sequence of screen captures of the system of Fig.
1 depicting a sequence of events similar to that of Figs. 2-5 for effecting
user interaction with a control area in accordance with the invention
wherein the administrative user has not been first authorized for such
interaction.

Fig. 11 is a flow diagram depicting the sequence of events !
illustrated in Figs. 7-10. '

Figs. 12-14 is yet another series of screen captures of the system of
Fig. 1 depicting interaction with a control area by an administrator who
must first be authorized in accordance with the invention.

Fig. 15 is a flow diagram illustrating the sequence of steps depicted
in Figs.12- 14 in accordance with the invention.



Detailéd Description Fig. 1 illustrates a preferred enbodi nent of
a”“conput er system whi ch may advant ageously enpl.oy the inproved GU control
protection system of the present invention. The system conprises a CPU 10,
read only nmenory (ROM 11, random access nenory (RAM 12, 1/0O adapter 13,

user interface adapter 18, communi cati ons adapter 14, and di spl ay adapter

19, all interconnected via a commopn address/data and control path or bus
16. Each of the above conponents accesses-the conmon bus utili zing :
.conventional techniques known to those of ordinary skill in the art, and

I ncl udes such nethods as dedicating particul ar address ranges to each
conmponent in the system wth the CPU 10 being the busmaster. As is further
sshown in Fig. 1, these external devices such as DASD 15 interface to a
conmon bus 16 through respective adapters such as |1/0O adapter 13. O her

“"external devices, such as the di s@e}gﬂe’)dlgeg%@ tlom' | y use their respective
0 provi

adapt er such as d| spl ay adapter 1 ata fl ow between the bus 16
and the display 21 or other device. Various user interface nmeans are
provided for interconnection and use with the user interface adapter 18,

Such s oy sti cb. B& TDuSiAEs & Relaitid GRooaME < sbanbutth SyeeRhi . Sohone
27. The syst ewhich faytddvantageousiyemplop the roproved iGbtontpa paofectiosy st em 29

knoun 1 as. sgeg ety d ool Inddticy e Q’Zsééfé‘escr. ; %’f %@"3‘56“’%"“’3 'S The
i nvention adnboly mennm(lﬁGM)th m assessmemory (RAM {9 @daptert em and

correspondi ng ﬁ‘ aséih QYdaptetcB, TommEniBatiGiOAd ptet 14%&%&@@ _
wor kst ati ons a erson uters of the IB tlon xe utln t he
AX (Thy and eBRpler 1By 5 e@%nsc@gmﬁswmf@eaégﬁr%' AECORtraLPMc hi nes
of other vender busWsl Eadhnel theabove congrarients actdssesdhe cofmon bus
utilizing conventional techniques known to those of ordinary sKill in the art,
and includes such methods as dedicating particular address ranges to
»  each component in the system, with the CPU 10 being the busmaster. As
is further shown in Fig. 1, these external devices such as DASD 15
interface to a common bus 16 through respective adapters such as I/O
adapter 13. Other external devices, such as the display 21, similarly use
their respective adapter such as display adapter 19 to provide data flow
between the bus 16 and the display 21 or other device. Various user
interface means are provided for interconnection and use with the user
interface adapter 18, which, in the figure has attached thereto
representative user input devices such as joy stick 23, mouse 25,
keyboard 17, and speaker and/or microphone 27. The system is further
provided with a conventional operating system 29 adapted to execute one
or more applications 31. Each of these units is well known in as such and
accordingly will not be described herein.

The invention admits to implementation on essentialiy any computer
system and corresponding microprocessor, such as the RS/6000 (TM),
RISC-based workstations and personal computers of the IBM Corporation
executing the AIX (TM) and OS/2 (TM) operating systems, respectively, or
similar machines of other vendors, which include for example in the case of



8 - an RS/ 6000 workstation a 604 Power PC (TM RISC chip. (RS/ 6000, |BM
Al'X, OS/2 and Power PC are trademarks of the | BM Corporation).

Contained with the CPU 10 of Fig. 1, typically is one or nore

m croprocessors which perforns the system address, data, and control
processi ng functions- necessary for correct operation of the systemof Fig.
1. Although the invention admts to appligation to various m croprocessor
designs, in the enbodi nent disclosed heretn, the m croprocessor takes the
-form of a Power PC 604 mi croprocessor manufactured by the |IBM. Corporation,
which is a species of mcroprocessor known as a reduced instruction set
computer (RISC) mcroprocessor. Further det ails regarding the architecture
-and operation of _such a m croprocessor be obtai ned fromthe PovverPC 604

RI SC M cr opr 0 @8J38/6009averkstationl a 6%?@% CATDSBIR A, (Rov/6RBRIBMgo4,

copyright | BMagRr @@/zfaharpowéw@arestramaﬂ@@fttﬁé IBRT €bipdpitiomf er ence.
In the context of the invention, the user will view various objects such as

a cursor and pop up or pop down nenus on the dlsplay 21 which may be
nani pul ated by rrear@omémédwhtmﬁwmmﬁmqfE:gvﬂptmcaﬂyﬁseneblnmcireuse 25 and

adaptor 18 by MERSEEeolt woict R SRR Bhsey dhlk b Sty " 11

m cr ophone 27 proceasmglfumctluns necessapy fartcongct operationwitha systeppof Eigt i on
d i d I
code T esi dent 1 llna] m&tgg@aétmmash 6 VAHGuS e QPR BP verTent

of a cursor on “th onsi ve oclatron with
correl ative vEesEnSol ﬁcﬁm jment d (ﬂQSﬁﬂoﬁlﬁ mjcroprocessorigkgs e now t o

Figs. 2-5, a e eﬁawowmswmémpﬁo@es&eemammw@ﬁ thedgmicted in Figs.

2-5, MIustra; 8 a.sequ Bn?}ﬁof events, viewabl e o nk dIS%| of Fig. 1in

one i npl ement SATBArALPN, WHIGS &, 3ReGies ¢f MIGropiogessqy known,gs g reduced o, -

di splay 30 rrayndimctlears_et\/aoniputq (W;mlcmbmdessoanly‘uﬁhbr detawregmdmtg ng

systems and cofd SRR ARRIPrAlidPEPs i & Rlbioprocessor may be obtained
from the PowerPC 604 RISC Microprocessor Users Manual, Document
#MPC604UM/AD, November, 1994, copyright IBM Corporation, which is
incorporated herein by reference.

In the context of the invention, the user will view various objects
such as a cursor and pop up or pop down menus on the display 21 which
may be manipulated by means of various pointing devices such as the
mouse 25 and voice activated navigation. Program code associated with
the user interface adapter 18 by way of a device driver for the pointing
device 25 and microphone 27 in conjunction with operating environment
and application code resident in RAM 12 and/or DASD 15 will facilitate and

- enable movement of a cursor on the display screen 21 responsive to and
in association with correlative voice commands spokén into microphone
27.

Turning now to Figs. 2-5, a series of representative screen captures
are depicted in Figs. 2-5, illustrating a sequence of events viewable on the
display of Fig. 1 in one implementation of the invention. First, in Fig. 2,
such a screen display 30 may be seen which is typical of the many
GUI-based operating systems and corresponding applications currently



9 - ‘avai |l abl e. In the screen display, a control area 32 is
further depicted conprised of a cover 34 and underlying control 38 (seen in
Fig. 5). In the enbodi ment under discussion, the purpose of the cover 34 is
to prevent a user with authority fron1accidenta| activation or interaction
with the control 38. As nmay be seen in Fig. 2, the cover 34 is desirably
transparent (as synbolized by cross-hatchigng) so as to permt the user to
see through the cover to the underlying control 38. The control wll, as
-desired, include information such as al phanuneric nessages (for exanple the
“del ete" nessage 40).. The invention is not intended to be so |imted,
however, and contenpl ates as part of the .control 38 not only a control

-l abel i ng message such as "delete", "close", etc., but further to include

fi el ds which enailable- user may fill in information for, slide bars, or any
‘ot her opportunity for the user to intelligently interact wwth an area of

t he t b tt dat k ‘Wi th
pointing devi co. ot iikseRe display, 3 Conkpl frer SAdnrthaEdsPIded . donvent | onal
e e e i
u ntro

area 38, ther eMhyn SCHsSIaN, the, (LHQ% 03 $ %rgv\}]s &QVQPPQ h
cl lt cking or o1uber thhtautmxityMmmcuchgntabﬁghvai@ndévnwdwnevélm the R@ng&;r dSUC
entry was acci

addrgss this S 0 mayﬁgg‘% o?ﬂgﬁ ancf)‘?erﬁdo t:3 uls dbExré’ﬁngradsBéFé?ﬂ?Qsto

IS 10 B mt the
end-user to, @umuohzed by cresss So\ﬁséﬁlnﬂﬁmtthﬂé'sﬁé%$%tmp Qﬁéh%ontrol

38 is while Aol ﬁtosmﬁdermmy&fﬁm eag T Qe WAl a4 débitdae ikoiide ol by t he
conventi onal f\fgl_oard entr deV| ce é acti tshout

addi ti onal ovdformation guch 4s alptlan "um%j' e§§399§t %’8@"&“83%8 @%‘F that when °
the user desi messagel 40)eHwd inviehitort ismotmntEndédwbetslmdlmm Hawesercamnd k s

T ot on o b 2 e YR8 Eortd ALy XGRS B iese °
interaction. Isuchias “daletaof‘@lqse"h@tc i butrfughegto mﬁlyde fields which the .
end-user may fill in information for, slide bars, or any other opportunity for
the user to intelligently interact with an area of the computer screen by
inputting data by a keyboard, interacting with a pointing device, or the like.

Turning now to Fig. 3, a conventional cursor-37 is shown which is
moveable by a pointing device. One problem with prior art GUI systems is
that a user may inadvertently click on a control area 38, thereby causing a
resulting computer operation when, in fact, such clicking or other
interaction with a pointing device or even a keyboard entry was accidental.
The present invention is, in part, intended to address this problem. Thus,
one purpose of the cover 34 is to permit the end-user to, due toits
transparency, view what the meaning of the control 38 is while at the same
time preventing interaction with the control by the conventional keyboard
entry or pointing device 25 activation without additional overt actions.

Fig. 3 is intended to indicate that when the user desires to interact
with the control 38, the user first clicks with the pointing device and cursor
37 on the cover 34 so as to cause a retraction of the cover 34 to expose
the underlying control 38 for interaction. It will be noted that in Fig. 3, the



10 - “cursor 37 is positioned at a small area in the |ower right comer of
the control area 32. Although not necessary, one desirable inplenentation
of the invention would provide that only a relatively small area of the
cover 34 or area adjacent thereto be activatable so as to cause the renoval
of the protective shield or cover 34. This is in order to ensure that a
highly deliberate action is taken by the ggdm nistrative user intending to
interact with the control 38. Upon the end-user so interacting with
-the cover 34, it is thereby caused to retract so as to display the
underlying control 38 in a state whereby the user may thereby interact with
the control 38 (Fig. 5). After such user action (by neans of the click with

-the cursor 36 positioned on the cover, 34), 0 nor e, rtlcul t he
particul ar ar@#sefieisipesitionedata smadlrﬁieamth%bwqwg@g%mﬁ&’ % may be

preferable tocdi{tfbl'a@'@a saotﬁeﬁbugﬁ o nebdssry Céh@dearam@implemmaﬂrm/ot he user

may actually yiewt C

Thus, referrifgipye !%‘ ‘(“)’é&fa ﬂroi’ﬁpstﬂgte%'ﬁ :agr%@'vehb ﬁ@ﬁ%ﬁj&ﬂﬁ?c%l} gg’ seen
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e process o My th

cont Fol 351 rPECHVAIPRIE gaver 31 THET s Thordit (ol GO R Bigkyepoer na the

retraction, tdelibesateradtionds taken bmﬁw@aqmbustranve)uwmigedlngstosw@mh n Fig.

5, ready for \{Vﬂﬁ%é‘%h ith the user. As noted, the user then proceeds to

a

ei ther activate the con " 38 by clicking on'it, or to otherw se interact
with information and flel ds associated with the control 38 by cl.icking or

?ﬁ' e]f l Eg radi o but U@BnQﬁé ehduser spiimteracting With thig coverid4, iviptiserdbyi el ds, or
e 8 B At O BBt 5% el O
permi tting t hehessby the usec away therebyeintaragiowith the cuetrmlca&ﬁg %8 After not ed,
Vi ewabl e by 1 FUcrEEsel Alion (bl MY Githe ek Uit the cUpRREpbatiNRdoh VP
t hrough t he cthegover 34), Qﬂn@@ﬁmcq@'&éé%@?”ﬁ"aﬂ%ﬁ?ﬂmﬁn %“i) 19 CaYS&yt her
i nformation agRAGIMWRSf e Bovdre4, it may be preferable to provide protective shield
or cover animation whereby the user may actually view the cover 34 being
+ retracted from over the control 38. Thus, referring to Fig. 4, if this feature
is implemented, it may be seen that in fact the cover 34 is shown at an
intermediate state where it is in the process of being removed by such
animation from completely covering the control 38 in a “window-shade”
metaphor. At the completion of this retraction, the control 38 will thereby
be fully exposed as shown in Fig. §, ready for interaction with the user. As
noted, the user then proceeds to either activate the control 38 by clicking
" on it, or to otherwise interact with information and fields associated with the
control 38 by clicking or deleting radio button entries, typing in information
in exposed fields, or the like.

In keeping with the need for the protection from inadvertent
interaction with the control 38 while at the same time permitting the user to
recoghize the purpose of the control 38, as noted, the cover 34 is desirably
transparent so that it appears to be a cover viewable by the end-user while
at the same time permitting the user to see through the cover 34 to the
extent necessary to view the label or other information associated with the



control 38. Thus, in one enbodi nent, the cover may sinply be a lightly
shaded cover, with the control 38 itself conprising only a portion of the
cover 34 as desired and also as desired of a different graphic design or
col or which nmay be-viewabl e through the cover 34. Rather than an automatic
ani mated retraction or instant retraction of the cover 34 upon user
interaction therewith, if desired, the usqq may alternatively be required
to physically renove the cover 34 fromits position over and protecting the
rcontrol 38. This may be done by requiring the user to physically nove the
cursor 36 which causes correspondi ng novenent of the cover 34 sufficiently
to expose the control 38. This provides yet an additional |evel of
protection agai nst i.nadvertent user interaction with the control 38,

(ot herwi se percenirob3B.nyhps, ingne embodimant, thersover may sigipbhbe gdigttlyer 34) by

causing the ushaded coLYs vt the dovifey 88 ifself eonfrisitg oy BpiBAof te t he
cursor 36. This enégres e . user s ac er tention to

th I ng oyt S or _her .i

pl ace the contCPY¥Er 44 asfesired and %?éﬁ&su‘ggPl%éc(ﬂff%rﬁn&vpfqpm%aﬁﬁ'g&ﬂred and
effective.  color whichney b®viewable throtigh tepcoverd4. hRathien than an .
representativ .di an S . ges equence :
desirably w | %@%’8%?6 eﬁr Té%&%%’b@ﬁﬁ%ﬁ&%@%'ogs&ﬁéé gggg'ég%] h@oéﬂl of the
system of Fi g.usér inferaction therewith, iftdesited,| thetusés may alternativelybelrequired |
appreci ated t | H@&i iAr Al ' stem
itself of Fi g%?hygﬁwaﬁ%g%a Ive J%?isr?%@%%dr%}d&%%ﬁ cat | on‘gmgetééi ring
prot ect ed usercontipb3é.c Thisnmay berdonaxby, eaquiring theéser to physicallymevedhes o
fl ?\r/]v di ?gr am %;&g&wawgr%@ﬁﬁé oﬁﬁbhp&ﬁdé%ﬁé nhcweeﬁél :ttm;f the eoveris4 y dezcr} bed
Wi reference el S i C enented {n_programco or
the 'syst em of SHipiently Tpiexopse das coptrel 4, Thisproydas Vel dp ditionel vl
acti vat ed t he of pnotectiort against ihadvatientsyser énberadtiontwitintheacordroli38hdr awal of -
t he cover fro : el FRAVA ha: t | for
user interact Kgﬁ?éﬁ“é%@ﬂg%& r%géﬁ?aé% ﬁig{aﬂt\r ﬁﬁ%ﬁ@fﬁ@@ é'?rt)qée(?r%\;n%ed in an
animted f a $y qausingsthejyser fo physicaleremeye the ¢oversd by movement of the
. cursor 36. This ensures the user is acting out his or her intention to place

the control 38 in a state whereby user action will be accepted and

effective.

Turning now to Fig. 6, depicted therein is a representative flow
diagram of the sequence just described. This sequence desirably will be
implemented in program code so as to cause the GUI of the system of Fig.
1to fespond in a manner just described.. [t will be appreciated that this
feature may be implemented in the operating system itself of Fig. 1, or,
alternatively in one or more applications requiring protected user
interaction in the manner described.

Fig. 6 is a flow diagram of the sequence of actions of invention
previously described with reference to Figs. 2-5 which may be
implemented in program code for the system of Fig. 1. First, detection will
be made that the user has activated the control cover, 41. The system will
then cause withdrawal of the cover from over the control 43, signifying the
control is ready for user interaction. It will be recalled that this may be
implemented in an animated fashionor instantly. The user will then



12 “interact with the control, as shown at reference numeral 45,

wher eupon the cover will be replaced over the control, 49. In the

i npl ement ati on herei nbefore described with reference to Figs. 1-6, an
under | yi ng assunpti on has been that the adm nistrative user has been

aut henticated, e.g., has the perm ssion and authority to cause renoval of
the cover 34 so as to place the control 38 in a state ready for further
user interaction. However, it will be readily appreciated that this may not
-desirably be the case. Alternatively, in an enbodi nent of the invention
depicted with reference to Figs. 7-11, it has been assunmed that a situation
exi sts in which the admnistrative user should not be permtted such access

-and interaction with the control 38 w thout first re irin
aut henti cat i olntefaébWIth the contralyas shewn @k referencg nyme d%»&aﬁéﬁmj‘ the to

Fig. 2, it w %b% [deaH ovel tHeediitrare4dani sm 42 has been provi ded

t herein, synbo |ze byapadlock or the like. In a sinilar nmanner to that
of Fig. 3 wherein the user causes the cursor 36 to activate the cover 34 or
a grip surface, as|rsihevimpléméntation hetdinbefors desgribesiwith oéfesenusi totfigs.

by, Tor exampi: apnaarpeRsstimeRy thshdil i i pllriisfd GsdRHERAT, 0 0
subscreen 44 béemauﬁﬁenhaateﬂeecgammewmﬂn and autherity i csusen 44, the
admi ni strat| Vf‘q}rﬂ?c\?% @@Eﬁ@%&} %5 tb Pl Rk OntrdP 38 & b'stste réad T’(SF to

aut henti cate permtted to I nteract

control 38. Thutheriuser merla@tmrrblwrm Wil readil Fla@P@'a@Géﬁna{J% i s
pronpted for Iﬂk SRIt dRRIFELE %m&erwwmm I Rinsémbédireent of thent W|th

2 speci 11 | navention ge ﬁs@wtﬁw@%ﬁ’%ﬁ Zﬁﬁoﬁﬂ?smeewéﬁe%ﬁ%d’ ey be
SO :_eq:u g gd t sitystion eddstsiin wiichthe amBmmnairveruserethouldmotﬂueepemntted L 2 t he
ond- user - Hongiel Sopdbe dhd rila8fin AR RS TORLSE S8 WRRbRCRSY ISqiting'eh s -\
i nvention thaauthwhcammSﬁWLcatlon steps depicted with reference to Figs.
7-11 may be intended

Turning now to Fig. 7, and comparing it to Fig. 2, it will be noted that
a locking mechanism 42 has been provided therein, symbolized by a
padiock or the like. In a similar manner to that of Fig. 3 wherein the user
causes the cursor 36 to activate the cover 34 or a grip surface, as shown
in Fig. 8, the user, by means of a pointing device, may cause the cursor 37
to interact with this locking mechanism 42 by, for example, clicking on it. In
response to this, a user authentication subscreen 44 (Fig. 9) may be
caused fo appear. In this subscreen 44, the administrative user is
prompted for information as desired in order to authenticate that he or she
should be permitted to interact with the control 38. Thus, in the
implementatioh shown in Fig. 9, such user is prompted for a user name
and password of an administrative account with sufficient authority to
enable the user to interact with the control 38. In a specific implementation
of this alternate embodiment, the end-user may be so required to provide
his or her. password in order to interact with the control 38, having to do
with actions associated personally with the end-user. However, in this
embodiment, it is also fully contemplated by the invention that such
authentication steps depicted' with reference to Figs. 7-11 may be intended



13 -~ to ensure authentication of an administrator per se, so as to
véerify that the admnistrator has authority to make changes or delete

anot her user's account or other information associated with the control
area 32. Upon the adm nistrator or user providing the necessary

I nformati on pronpted for by the user authentication subscreen 44, the
control 38 will thereby be made availabj® for interaction, as shown in
Fig. 10 in |like manner to the steps described in Figs. 2-6. Thus, ‘upon the
-user providing the information pronpted in the subscreen 44, the cover 3 4
may be either automatically renoved fromover the control 38 (either in an
animted fashion or i nst ant |l Y) or, inthe alternative, the user or

Hemoval ot ¢ hio ebsurs aibenticion o ARSI RS 28 89 Fiporety i Be,
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ani mated or i
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the control wPrempteshinithe suhsenesn %Fhﬁgc’%@@e"d"\?*}'qen%' Wﬁ"gﬂﬁn g?gl ¥Fi nal Iy,
the cover wil krefBvéd ont 8derthercontrel 3aree|tmér,m59| animated fashi@tom f urt her

nbodi f th '
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rights to coniy tHé‘&&{tf’&t@Sgé& éﬁjstbéllﬂ%ﬁ\%%fg‘s)ﬂll}e%r 32 with fHbointing

aut henti cation oi" admnistr se, again, the control
area 38 may hagvicomnd ewsesad "ﬂﬂtﬁ@@ﬁ“@h@reé’ ydescreden wi I | operate in

t he manner previously described. However, it will be noted that the
Fig. 11 is a flow diagram illustrating the sequence of events
described with reference to Figs. 7-10 which may be implemented in
program code in the system of Fig. 1. First, program code will sense
activation by the end-user of the locking mechanism, 51. The user will
then input and the system receive such input which is user authorization
information (e.g., password, etc.), 53. The system will then cause
withdrawal of the cover from the-control, 55, again either in animated or
instant fashion. The user will then interact with the control with such
interaction being sensed by the system, 57. Finally, the cover will be
replaced over the control, 59.

Yet a further embodiment of the invention is shown with reference to
Figs. 12-14. In this instance it will first assumed that an end-user may lack
authority to even view the control or status information and the
administrative rights to control interaction with the control area 32 without
authentication of administrative rights. In such a case, again, the control
area 38 may have superimposed thereon the cover 34 which will operate in
the manner previously described. However, it will be noted that the



14 “information regarding the adm nistrative rights (otherw se shown,
for example, as reference numeral 46 in Fig. 7) has been obscured by a
darkened field 48. It will further be known by a darkened field 48 in Fig.
12. It will be further be noted that as in the case of Fig. 2, a |ocking
devi ce 50, which again may be a padl ock netaphor, is provided associ ated
with the adm nistrative rights informatign 46 and the obscuring bl ackened
field 48. Upon the adm nistrator interacting with the | ocking device 50 (in
-a manner simlar to that of Fig. 7), e.g., clicking on the portion of the
field associated with the | ocking device 50 and authenticating with an

adm ni strative user counted password (simlar to the steps described with

-reference to Fig. it [ ted.in Fjg.. that th b 48
(o Fempued, tmETmafoBpesTdRg tieadainsiraneids (oRemiss Sou. for s -
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change authorjgy ntth@tad?l‘ﬁnf%ira?!fin@%cﬂd@t\ﬁﬁﬁﬂ’ie chfhgtd‘ékn@é’abr(ﬂa% as

desired in a manner previous ow di agram

whi ch may be m@pn@hﬁmllﬁﬂ te ﬁhﬁir‘?ﬁ: 1%nf)c 8@ dickingen th? B%Pn(ﬂf%t‘%g
di agrans of Fhssodiateddithi the lbéking/deviRy50 Ahd attiwmticatingvithant s rray be
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Fig. 15 is a fdferentedgrfign 9), itwell natadig Ripe13 thatdhe obscukdng:paverctteisnbef or e
descri bed w trbrﬁﬁ(]&f ‘%ﬂéﬁab%%)@bgﬁ till% a\%mni%ﬂﬁtn‘?@hﬁﬁts@%cﬁft?is”p' emented in

program code M ern aut I cat nistrative
user input i sad@mlsf&tor mayshave. h@tbﬁtﬁaﬁﬁﬁffﬁ ob3, it will noted from the

control area 32 that this particular authenticated administrative user may
only have view authority with respect to the control area 32. However, in
the alternative, as shown in Fig. 14, the control area 32 is ready for
interaction by the administrator inasmuch as the cover 34 (Fig. 2) has
been removed to expose the control 38, thereby signifying that this
particular authenticated administrator account has provided the
administrator with change authority so that he or she may interact with the
control 38 as desired in a manner previously described.

Fig. 15is é flow diagram which may be implemented in program
code similar to that of the flow diagrams of Fig. 6 and Fig. 11, whereby this
sequence of events may be caused to occur by means of the operating
system, wherein one or more applications are running on the operating
system in the computer of Fig. 1.

Fig. 15 is a flow diagram illustrating the sequence of steps
hereinbefore described with reference to Figs. 11-14, and which may be
implemented in program code in the system of Fig. 1 wherein
authenticated administrative user input is desired. First, the administrator



15 - locking device is activated and sensed in the system 61.
Admini strator authorization information is then input and sensed by the
system 63. Next, in response to this adninistrative user input, a
determnation is made of whether the administrator has authority for view
only or change authority, as shown at decision block 65. If view authority .
only was granted, the adm nistrator thenyproceeds to view the desired
information as permtted by the. system . On the other hand, if the
-adm ni strative user has changed authority, flow exits to the right of block
69, whereupon the protective cover is withdrawn fromthe control. The
adm ni strative user may then interact with the control, 71, whereupon the
- protective cover_ is again replace over the control,

73. L

Wi Il be under locking devies isrctivatesanc geasedin iveiystameR 1. Admiystrator
modi 1 cat | onsaafbris g Riforftioeis TRetP iriput BRE sensbe byare eysief B3I Oof 1 he
present inventlon wthout departi frlgin its true sqL;l rit.. Iagj IS intended
that this desbeXpdn spSRansedp t%@&@@@@ ve UsgEINPYL s etsATiNating S MAd% not
be construed bfiwhettigtithé adntisistator hiag atitiegrity dbr viewonlywecharge shoul d be
Himt e_d only gl}lltﬁorrll?y, la%n&%%eap cfiecisr}Sn fb%ékoé%.nﬂ’ v‘fév?'a%ority only was

granted, the administrator then proceeds to view the desired information as

permitted by the system, 67. On the other hand, if the administrative user

has changed authority, flow exits to the right of block 69, whereupqn the

protective cover is withdrawn from the control. The administrative user

may then interact with the control, 71, whereupon the protective cover is -

' again replace over the control, 73.

It will be understood from the foregoing descriptioh that
various modifications and changes may be made in the preferred
embodiment of the present invention without departing from its true spirit.
It is intended that this description is for purposes of illustration only and
should not be construed in a limiting sense.” The scope of this invention
should be limited only by the language of the following claims.



d ai nf's) 1. A nmethod for managing a control area in a graphical user
ihterface (GQJI) of a conputer system conprising: di spl aying said

control ar ea’_ﬁf’_g,spj_a.)u_ag-a cover having first and second positions
relative to said contr I'ternately preventing and permtting,
respectively, Hl l‘m!‘aMQWWth said area. 2. The nethod of Caim1l
conpri sing nov I'ng devicejgai d cover between said-first and

sai d second p05| tions. 3. The nethod of Cl aim 2 wherein said noving of
-said cover conprises: contacting, said cover with a cursor noveabl e
wi th said device; and novi ng said cover with said cursor fromsaid

first to said second or said second to said first position. 4. The

-met hod of Claim2 wherein said, noving of said cover conprises:
ani mat ed novenent of said-cover on saiGlam(s)fromsaid first to sa| d second

‘posi tion, including visibly observable positions therebetmeen . The
met hod of Claim4 wherein said control area defines rea of format I on;
and shi d cAveethod for mesgaingA contrelared inagwep ‘Fﬁ S8 dnte HnF'ﬁept i on
of said (GUI) of a computer system comprising:

. displaying said control area;

displaying a cover having first and second positions relative to said
control area alternately preventing and permitting, respectively, user
interaction with said area. : :

2. The method of Claim 1 comprising moving with a pointing device
said cover between said first and said second positions.

3. The method of Claim 2 wherein said moving of said cover
comprises:

contacting said cover with a cursor moveable with said device; and

moving said cover with said cursor from said first to said second or
said second to said first position.

4. The method of Claim 2 wherein said moving of said cover
comprises:

animated movement of said cover on said GUI from said first to said
second position, including visibly observable positions therebetween.

5. The method of Claim 4 wherein said control area defines an area of
information; and

" said cover is transparent, thereby permitting user perception of said



i nformation when said covef is in said first or said second position. 6.
The nethod of Claimb5 wherein said user interaction is taken froma group

conpri si ng: entering said information; deleting said
i nformation; or altering said information. 7. The—+rettiod of '
6 wherein said cover has displayed and associ ated therew tm m““l}“‘l\““\ﬂ
activatabl e | ock nmechanismalternately peqmtting. or denyi ‘\m
said cover. 8. The method of aim7 further including: * ¢ *
-activating said | ock mechani sm and entering a password, thereby
permtting said noving of said cover. 9. The nethod of C aim@8 further
I ncl udi ng: di splaying an adm nistrative user area including an
-adm ni strative user | ock nechani sm activating said adm nistrative

user area | odrfonmatianiveren said cover is in gaidsfinshgr seid s@ePnd posilionve user

‘password, thereby permtting a first state wherein an adm ni strator may

t hereby cause with_said pointi P? dsev'hce .sai d novenent of sz%i d cover and
alm 5w ake

sai d user int&ract[Rmmethodof C erein said user interaction is taken from g g
group comprising: | -
enteriﬁg said information;
deleting said information;
or altering séid information.
7. The method of Claim 6 wherein éaid cover has displayed and

associated therewith a user activatable lock mechanism alternately
permitting or denying said moving of said cover. '

8. The method of Claim 7 further including:

activ;ting said lock mechanism; a;nd

entering a password, thereby permitting said moving of said cover.
9. The method of Claim 8 further including:

displaying an administrative user area including an administrative
user lock mechanism; '

activating said adminiétrative user area lock mechanism; and
entering an administrative user password, thereby permitting a first

state wherein an administrator may thereby cause with said pointing device
said movement of said cover and said user interaction.



10. - The method of Claim9 wherein said entering of éai d adm nistrative
user password thereby alternatively permts a second state denying said . —

userinteractionand permtting only said user perception—ef—said’infor

11. Apparatus for managing a control area in a graphical u “ “ﬂﬂ %“‘)
(GUI') of a conmputer system conprising: means for Jl\m‘ *

control area; means for displaying8a cover having ftrst dnd second
positions relative to said control area alternately preventing and.

- permtting,

respectively, user interaction with said area. 12. The

apparatus of Caim 11 conprising neans for noving with a pointing device

sai d cover

between said first and said second positions. 13. The

-apparatus of Claim 12 wherein said neans, for noving of said cqver,

c _ 10.  Fhemethed of &ilaiae® wipreini spid otaringiafisad admiustraiifean e
with said devigg paldord therebfBitBdtively PRtiig 8ésbrPstate dérying @aid cur sor

conpri ses:

fromsaid first to sald second or said'second to said first position.
The appar at usUSgr infesRGHorang weaind téang apdnsst bl WY e oFe Rbdlon

‘conpri ses:

fromsaid fir
positions the

said iMEa’RRaE9snani mated novenment of said cover on said

(GUI) of a computer system comprising:
_means for displaying said control area;

means for displaying a cover having first and second positions
relative to said control area alternately preventing and permitting, '
respectively, user interaction with said area.

12.  The apparatus of Claim 11 comprising means for moving with a
pointing device said cover between said first and said second positions.

13.  The apparatus of Claim 12 wherein said means for moving of said
cover comprises: '

means for contacting said cover with a cursor moveable with said
device; and

means for moving said cover with said cursor from said first to said
second or said second to said first position..

14. The apparatus of Claim 12 wherein said means for moving of said
cover comprises:

means for animated movement of said cover on said GUI from said
first to said second position, including visibly observable positions
therebetween.

@dver
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15. - The_ apparatus of C aim 14 wherein said control area defines an area of
i'nformati.on; and said cover is transparent, thereby permttinguser

perception of said information when said cover is in said Tirst
second position. 16. The apparatus of C aim 15 wherei ﬂ“\mg\‘ ﬂﬁ“ﬂﬂ\ ‘\

interaction is taken froma group conprising:

I nformati on; del eting said infornmatlPon; or *al ter| ng said
information.. 17. The apparatus of Caim 16 wherein said cover has

- di spl ayed and associ ated therewith a user activatable | ock nmechani sm
alternately permitting or denying said moving of said cover. 18. The
apparatus of Claim 17 further including: means for activating said

ormi 111 ng salh. modPRepera o Clai 14 Wisreln il cBRTSLARE B 3P

“8f urther incl aedgf information; 8R@ns for displaying an adm ni strative user
area including an adm ni st rative user |ock mechanism means for °
activating said adm nistrative user area | ock nechani sm

said cover is transparent, thereby permitting user perception of said

information when said cover is in said first or said second position.

16.  The apparatus of Claim 15 wherein said user interaction is.taken
from a group comprising: '

entering said information;

deleting said information;

or altering said information.
17. The apparatus of Claim 16 wherein said cover has displayed and
associated therewith a user activatable lock mechanism alternately
permitting or denying said moving of said cover.
18.  The apparatus of Claim 17 further including:

means for activating said lock mechanism; and

“means for entering a pa'sswo't"d, thereby permitting said moving of
said cover. '

19.  The apparatus of Claim) sfurther including:

means for displaying an administrative user area including an
administrative user lock mechanism;

means for activating said administrative user area lock mechanism;



and means for entering an adm nistrative user password, thereby
permtting a first state wherein an adm nistrator may thereby cause with
sai d pointing device said novement of said cover and said user—interaction.

20. The apparatus of Caim 19 wherein said neans for e ' '
adm ni strative user password thereby alternatively per nﬂlﬂl‘a\“ﬁmmﬂmaﬂe
denying said user interaction and permttpmg only said e per cempt ison*of

said information. 21. A conputer program product conprising a conputer
. usabl e nedi um havi ng program code neans enbodi ed in the nmedium for managi ng
a control area in a graphical user interface (GUJI) of a conputer system
t he program code neans i ncl udi ng: program code neans for displaying
-said control area; program code nmeans for displaying a cover having
first and sec8Ad positions relative to said control area alternately
‘preventing and permtting, respectively, user interaction with said area.

22. The conputer progr product of .Claim. 21 conprisin ' ogram code neans
for moving with a Hlﬁargi'ﬁaf%eﬂ f‘@@%ﬁ?@'wﬁmv%‘éﬁm%&?%%? and said

'second posi ti papmitiiitPa firststateowheriein apdgtinistratoranay therelsy eause®ithher ei n
S O A A Hes T e 15 S SR e et °9" ™
devi ce; and : _ 21 :

' 20. The apparatus of Claim 19 wherein said means for entering of said
administrative dser password thereby alternatively permits a second state

denying said user interaction and permitting only said user perception of

said information. | :

21. A computer program product comprising a computer usable medium
having program code means embodied in the medium for managing a
control area in a graphical user interface (GUI) of a computer system, the
program code means including: ' '

program code means for displaying said control areg;

program code means for displaying a cover having first and second
positions relative to said control area alternately preventing and permitting,
respectively, user interaction with said area. |

22. The computer program product of Claim 21 comprising program
code means for moving with a pointing device said cover between said first
and said second positions.

23. The computer program product of Claim 22 where_in said program
code means for moving of said cover comprises:

~ program code means for contacting said cover with a cursor
moveable with said device; and



program code neans for noving said cover with said cursor fromsaid first
t'0 said second or said second to said first position—24—"The" corrputer

program product of Claim2 2 wherein said novi ng of s |

program code neans for ani mated nmovenent of said cover Hm:“mml

said first to said second position, including visibly observabl & pésitions
t herebetween. 25. The conputer prqgramiﬁr oduct of C aim 24 wherein said
control area defines an area of information; and said cover is

.transparent, thereby permitting user perception of said information when
said cover is in said first or said second position. 26. The conputer
program product of Claim 25 wherein said user interaction is taken froma
- group conprising: en errn ard |nforq? i ng said

i nf ormat i on; progray 'Hsa Y PAYIHE PR S?r"e" Wit sa*?rﬁé"ﬁ n{ﬁ?ﬂ‘er

“program pr 0dU§é|d(ﬂ°rsth6§a“ﬂ gmémﬁdsacdncwsardmarst positidrayed and associ at ed
therewith a user activatable | ock nmechanismalternately permtting or

denying said moving of said cover. 28. The conputer program product of
Claim27 furtdér -i Thewdmputer program prodgctahClaite 2neehereinosaid cnoving oﬁg sai d

lock mechani sgliqaler comprises:

program code means for animated movement of said cover on said
GUI from said first to said second position, including visibly observable
positions therebetween.

25. The computer program product of Claim 24 whérein said control
area defines an area of information; and

said cover is transparent, thereby permitting user perception of said |
information when said cover is in said first or said second position. |

26. The computer program product of Claim 25 wherein said user
interaction is taken from a group comprising:

" entering said information;
deleting said information;
or altering said information.
27. The computer program product of Claim 26 wherein said cover has
_displayed and associated therewith a user activatable lock mechanism
alternately permitting or denying said moving of said cover.

28. The computer program product of Claim 27 further including:

program code means for activating said lock mechanism; and



22 7 program code nmeans for entering a password, thereby permtting
said.noving of said cover. 29. The conputer program product of C aim 28

further including: program code neans for displ ay+ng—an--

adm ni strative user area including an adm ni strative usqligalag [
program code nmeans for activating said adm nistrative ugmgqmmmm "Tm
mechani sm and program code neans for entering an -adri nLstrats ver

user password, thereby permtting a firs§, state wherein an adm ni strator

. may thereby cause with said pointing device said novenent of said cover and
said user interaction. 30. The conputer program product of Caim 29
wherein said program code neans for entering of said adm nistrative user

- password thereby alternatively permts a second state denying said user
interaction and permtting only said user perception of said information.

program code means for entering a password, thereby permitting
said moving of said cover. '

29. The computer program product of Claim 28 further including:

program code means for displaying an administrative user area
including an administrative user lock mechanism;

program code means for activating said administrative user area
lock mechanism; and

program code means for entering an administrative user password,
thereby permitting a first state wherein an administrator may thereby cause
with said pointing device said movement of said cover and said user
interaction.

30. The computer program product of Claim 29 wherein said program
code means for entering of said administrative user password thereby
alternatively permits a second state denying said user interaction and
permitting only said user perception of said information.



