METHOD AND SYSTEM FOR CONTROLLI NG SOFTWARE LOADS ON A THI RD- PARTY MOBI LE
STATI ON FI ELD OF THE APPLI CATI ON [ 0001] The present application presents a
met hod and system for controlling loads on a third-party nobile station,
and specifically, to a nethod and systemgiving a third-party |icensee
control over software version |oads allowed to be downl oaded to the nobile
station. BACKGROUND [0002] In nobile comunications systens, each carrier
inplenents their systemslightly differently. For data enabled nobile

stations, theygear Ing [y?% gﬁg Ic%&%s] on the data
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[0003] Control over software |oads is inplenmented within current nobile

stations throu%g combi nation of a unique identifier wthin the read-only
menor yFIELD QR THEARRLIGARKANN and a proprietary desktop file that allows or
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station. [0004] The problemw th the above is in the situation where data

device software is loaded onto a third-party nobile station. In this case,
t he | i BAOKGROUNDhe data device software | oses control over the

rel ati tween t he third-part endor the |icensee and he carrier.
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t he ga eeper e speci tware d onto
t he noﬂolhe@rs-taapnomd prlhmtcn!neﬂqad bemr@@éaased/\iolrbwom’ertemmmrkvant to load their
own applications and application versions, or the applications of other
manuf acturers besides the |licensor, for which they want to have control
over, [BA03] Contxglipyeriseftware lands i ipmlarmented withis ourrend mabié slatins throgalt ekeeper

progr %n‘ﬂﬁﬂétﬁﬁ ofth lunflie idah@fidr WithiTRE H2R-AfAREmo Wi the hobi® sifRh=Alke for a
proprietary desktop file that allows or denies the ability to download software onto that mobile
station. Specifically, if a carrier approves a software load, this approval is reflected in the
proprietary file that would then allow a mobile station with the carrier's unigue identifier to

load that software onto the mobile station.

[0004] The problem with the above is in the situation where data device software is loaded
onto a third-party mobile station. In this case, the licensor of the data device software loses
control over the relationship between the third-party vendor (the licensee) and the carrier.
Since negotiations about software loads that are acceptable for loading onto the third-party
device will be between the licensee and the carrier, it is undesirable for the licensor of the
data device software to maintain the gatekeeper file specifying which software versions are
allowed cnto the mobile station. Further, licensees will sometimes want to load their own
applications and application versions, or the applications of other manufacturers besides the
licensor, for which they want to have control over, and it would be onerous for the licensor to
maintain a gatekeeper program having all of this information added. Thus it is desirable for a
third party vendor to control both the licensor software versions and any other software from

third parties that are being loaded onto the mobile station.
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third party vendor to control both the |icensor software versions and any
ot her software from third parties that are being | oaded onto the nobile
station. 1 SUMVARY [0005] The present system and net hod overcone the above
by providing a nmeans to break the vendor identifier into a conbination of
athird-party identifier and a vendor identifier. In a preferred

enbodi nent, a 32-bit vendor identifier assigns the first 8 bits to the

uni que third- party vendor, leaving the third-party vendor with the ability
to assign the remaining 24 bits for each carrier relationship that the
third-party vendor has. This, therefore, allows the third- party vendor to
have uBUMMARY bits, or 16,777,215 carrier relationships. Further, since
each third-party vendor has a unique identifier associated with them
control over the desktop at ekeeper file that regul ates software | oads
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provi de@‘tvwrsysetnemtbmanmalhdm flg. a | icensee having nobile station hardware
to support its own set of carriers and software denmands of these carriers,
the software including |licensor software, the system conprising: nmenory on
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carriers, the software including licensor software the method comprismg the steps of:

assigning a unique third party identifier to said licensee; assigning a range of carrier
identifiers for said licensee; allowing said licensee to create a unique identifier by combining
said unique third party identifier with an identifier chosen from said range of carrier identifiers;
and associating, in a gateway program, said unique identifier with one or more software

versions acceptable by a carrier for download.onto. said mobile station hardware.

[0007] The present application further provides a system for allowing a licensee having
mobile station hardware to support its own set of carriers and software demands of these
carriers, the software including licensor software, the system comprising: memory on said
mobile station hardware, the memory storing a unique identifier comprised of a unique third
party identifier for said licensee combined with an identifier chosen from a range of carrier
identifiers; a computer connected to said mobile station hardware, said computer including a
gateway program for associating each of a plurality of unique identifiers with one or more
software versions acceptable by a carrier for download onto said mobile station hardware;

and software on said computer to allow a software download onto said mobile station




identifiers; a conputer connected to said nobile station hardware, said
conputer including a gateway programfor associating each of a plurality
of unique identifiers with one or nore software versions acceptable by a
carrier for downl oad onto said nobile station hardware; and software on
said conmputer to allow a software downl oad onto said nobile station 2
hardware if an associ ati on between said unique identifier and the software
version of the software bei ng downl oaded exists in said gateway. program

BRI EF RE3GRIH: : lﬁ@%ﬂ 000 ] n m met hod wil |
be better an gﬂg%%ﬁga&$F% re e%%%%@gg%ﬁkwgg?a&%&%gﬁﬁwgﬁﬁéﬁﬁ%ﬁﬁ? GURE 1 is
a bl ocgoftivang being §hwnlpardpdeaxisteintssidrgsigwayariogrem. t he present syst em and
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FIGURE 5 is a block diagram of an exemplary third-party mobile station incorporating a data
device client thereon.

DETAILED DESCRIPTION OF THE DRAWINGS

[0009] A mobile communications device, such as a phone, is typically formed of software,
firmware, and hardware adapted to provide communications services over a wireless
-communications network. This process of forming the relationship between the mobile
communications device and the service is known in the art as provisioning. Typically a
network operator provisions the mobile via a subscription to a service contract. Thus, once

the mobile has been provisioned, the user of the mobile is often referred to as a subscriber.

[0010] In a voice and data network such as GSM (Global System for Mobile Communication)
and GPRS (General Packet Radio System), CDMA (Code Division Multiple Access), or
various other third generation networks such as EDGE (Enhanced Data rates for GSM
Evolution) or UMTS (Universal Mobile Telecommunications Systems), both voice and data
services may be available to mobile communications devices. Example voice services
include voice calling and Short Messaging Service (SMS). Example data services include

Internet browsing, email, and Multimedia Messaging Service (MMS).




various other third generation netwirks such as EDGE (Enhanced Data rates
for GSM Evolution) or UMIS (Universal Mbile Tel ecommuni cati ons Systens),
both voice and data services may be available to nobile comunications
devi ces. Exanpl e voice services include voice calling and Short Messagi ng
Service (SM5). Exanple data services include Internet browsing, email, and
Mul timedi a Messaging Service (MVS). 3 [0011] Although nmany services nmay be
avai l abl e on a given network, only those subscribers that use nobile
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[0014] A software provider typically will ship a new software load to a carrier, who performs
significant testing to ensure that the load meets certification procedures. Only then will a
carrier allow the software to be actively used on its network. Carriers will generally require
mobile station software providers to ensure uncertified ioads are not permitted onto its

network. This is especially true for data communications.

[0015] As illustrated in FIGURE 1, a mobile station 15 preferably includes a unique vendor
identifier 20. Vendor identifier 20 includes a third party identifier 50 and a unique carrier
identifier 52, as is described in more detail below. Vendor identifier 20 can be any identifier

and, in a preferred embodiment, is a 32-bit word.

[0016] Preferably, vendor ID 20 is written into the read-only memory during the manufacture
of the mobile station, and thereby cannot be erased or altered by a user.

[0017] Mobile station 15 further preferably includes a model identifier 23. Model identifier 23
is a unique identifier to indicate the model of mobile station 15, and can be any string of
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identifier 52, as is described in nore detail below Vendor identifier 20
can be any identifier and, in a preferred enbodinent, is a 32-bit word.
[0016] Preferably, vendor ID 20 is witten into the read-only nenory during
t he manufacture of the nobile station, and thereby cannot be erased or
altered by a user. [0017] Mobile station 15 further preferably includes a
nodel identifier 23. Mdel identifier 23 is a unique identifier to

i ndi cate the nodel of nobile station 15, and can be any string of 4
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t he upgrade. Each upgrade 26 includes a version 28. The version
?0020] Personal computer 22 can obtain software uploads either through physical medium

such as compact discs or digital video discs, or can download the software from a server
over a network. Other means of obtaining upgrades would be known to those skilled in the
art.

[0021] Along with an upgrade, a personal computer 22 will receive a gatekeeper program
24. The purpose of the gatekeeper program 24 is to ensure that only valid software
upgrades can be loaded onto the mobile station 15,

[0022] A valid user upgrade is one that a carrier has approved for mobile station 15 based
on the version number of the upgrade. Each upgrade 26 includes a version 28. The version
28 is unique to the upgrade.

[0023] Gatekeeper program 24 is maintained to include a current list of vendor IDs and the
upgrade versions allowed to be loaded onto a mobile station with that vendor ID 20. For
example, if a carrier with a vendor 1D 0x00000001 approves & software version 1.5 for model
ID 1000, then gatekeeper program 24 will be updated to indicate that vendor ID 0x00000001

allows software upgrade 1.5 for model ID 1000. Thereafter, a user who has model ID 1000




28 is unique to the upgrade. [0023] Gatekeeper program 24 is maintained to
include a current list of vendor IDs and the upgrade versions allowed to
be | oaded onto a nobile station with that vendor ID 20. For exanple, if a
carrier with a vendor 1D 000000001 approves a software version 1.5 for
nodel | D 1000, then gatekeeper program?24 wll|l be updated to indicate that
vendor | D 000000001 allows software upgrade 1.5 for nodel ID 1000.
Thereafter, a user who has nodel ID 1000 5 with Vendor 1D O. 00000001 mho
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[0026] The description of the figures below refers to personal computer 22 as an example

only, and could equally refer to a server for over the air provisioning.

[0027] Reference is now made to FIGURE 2. A user wishes to upgrade software in step 30
and, when initiating the upgrade, personal computer 22 proceeds to step 32 and gets the
vendor ID from mobile station 15. Personal computer 22 next proceeds to step 34 in which
the version number of the upgrade is obtained. Personal computer 22, in step 36, passes
the vendor ID and the upgrade version to the gatekeeper program 24, These two numbers
are checked within the gatekeeper program to indicate whether the mobile station associated

with the vendor ID is allowed to load the specific upgrade version in step 38.

[0028] If, in step 38, it is determined that the upgrade version is allowed to be loaded,
personal computer 22 next proceeds to step 40 in which the upgrade is started and the
software is passed to the mobile station. Once the upgrade is finished, the process ends in
step 42.




the vendor 1D and the upgrade version to the gatekeeper program 24. These
two nunbers are checked within the gatekeeper programto indicate whether
the nmobile station associated wth the vendor IDis allowed to | oad the
specific upgrade version in step 38. [0028] If, in step 38, it is

determ ned that the upgrade version is allowed to be | oaded, personal
conputer 22 next proceeds to step 40 in which the upgrade is started and
the software is passed to the nobile station. Once the upgrade is
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gat ekeeper program 24 can be transferred to the third-party vendor.

[0031] Reference is now made to FIGURE 3. In order to overcome the above, a vendor ID
can be divided into third-party vendor portion and a unique carrier identifier portion, 50 and
52 respectively.

[0032] By providing a sufficient number of bits for a third-party vendor identifier, and also by
providing sufficient unique carrier identifier bits, control over gatekeeper program 24 can be
transferred to the third-party vendor.

[0033] In a preferred embodiment, third-party identifier 50 is preferably 8-bits and unique
carrier identifier 52 is preferably 24 bits. Other configurations are however possible.

[0034] Preferably, the licensor of the data device software is assigned a unique identifier
within third-party identifier 50, thereby allowing equipment manufactured by the licensor to
also be used and for the licensor to maintain its own relationships with carriers for its own
equipment. In a preferred embodiment, the maker of the data device software is assigned a
third-party code of 0x00. '




[0033] In a preferred enbodinment, third-party identifier 50 is preferably
8-bits and unique carrier identifier 52 is preferably 24 bits. O her
configurations are however possible. [0034] Preferably, the licensor of the
data device software is assigned a unique identifier wthin third-party
identifier 50, thereby allow ng equi prent manufactured by the |icensor to
al so be used and for the licensor to maintain its own relationships wth
carriers for its own equipnent. In a preferred enbodiment, the naker of
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need to necessari ese val ues are exanples on 038]
CbntroP“@J@?m@b@%ﬁéwébper programwith unique identifiers starting with the
third party |I|icensee's |dent|f|er 50 can then be passed to the |icensee,

ensur i n&b that the |icensor ot
_ [0037] For clarity, the third party 1dent|f:er 50 can be larger or smaller than 8 bits, as can be

carrier identifier 50, Further the combination of identifiers 50 and 52 does not need to

necessarily be 32 bits. These values are examples only.

[0038] Control over a gatekeeper program with unigue identifiers starting with the third party
licensee’s identifier 50 can then be passed to the licensee, ensuring that the licensor is not
responsibie for maintaining the gatekeeper program current for relationships between the
licensee and carriers. It further ensures that carriers have a degree of control over data

device software that they have come to expect in their relationships with the licensor.

[0039] Reference is now made to Figure 4. Figure 4 shows an exemplary gatekeeper
program 24 showing the relationship between vendor identifier 20, model identifier 23, and a
bundle which includes version 28. When a gatekeeper program is passed the vendor ID and
model ID in step 32 and the upgrade version in step 34, it compares these numbers to
ensure that the version number 28 corresponds with the vendor ID and model number in

order to allow the software to be downloaded onto the mobile station 15.
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conseqérthive thjfd pamly r@b@aeprp\ge(ttham a nobile station associ ated vmth athird
party may be allowed to | oad software with a specific version nunber,

whereas the sane nobile station associated with a different third party
may nol00AR] Afither eensegugnce of theabovwistthala mphile stationepenvisiedwithathidet er ni ne
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Ref erence i s now made t igure 5 lustrates an exenp ?/ nobi | e
mobile station assomated W|th a dlfferent thlrd party may not be. Thus the carrier can contro

its relationships and determine who is allowed to use what software on the carrier's network.

[0043] Reference is now made to FIGURE 5. Figure 5 illustrates an exemplary mobile
station on which licensor software can be loaded. One skilled in the art will appreciate that

other devices could also be used.

[0044] FIGURE 5 is a block diagram illustrating a host mobile station including preferred
embodiments of the techniques of the present application. Mobile station 1100 is preferably a
two-way wireless communication device having at least voice and data communication
capabilities. Mobile station 1100 preferably has the capability to communicate with other
computer systems on the Internet. Depending on the exact functionality provided, the
wireless device may be referred to as a data messaging device, a two-way pager, a wireless
e-mail device, a cellular telephone with data messaging capabilities, a wireless Internet

appliance, or a data communication device, as examples.




station on which licensor software can be | oaded. One skilled in the art

w Il appreciate that other devices could also be used. [0044] FIGURE 5 is
a block diagramillustrating a host nobile station including preferred
enbodi ments of the techni ques of the present application. Mbile station
1100 is preferably a two-way w reless comuni cation device having at | east
voi ce and data conmunication capabilities. Mbile station 1100 preferably
has the capability to conmunicate with other conputer systens on the
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system the DataTACTM nobile communication system GPRS network, UMIS
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nodule (SIM card in order to operate on a
therefore requires a subscriber identity module (SiM) card m order to operate on a GPRS

network, and a RUIM in order to operate on some CDMA networks. Without a valid
SIM/RUIM card, a GPRS/UMTS/CDMA mobile station may not be fully functional. Local or
non-network communication functions, as well as legally required functions (if any) such as
“911" emergency calling, may be available, but mobile station 1100 will be unable to carry
out any other functions involving communications over the network 1100. The SIM/RUIM
interface 1144 is normally similar to a card-slot into which a SIM/RUIM card can be inserted
and ejected like a diskette or PCMCIA card. The SIM/RUIM card can have approximately
64K of memory and hold many key configuration 1151, and other information 1153 such as
identification, and subscriber related information.

[0047] When required network registration or activation procedures have been completed,
mobile station 1100 may send and receive communication signals over the network 1119.
Signals received by antenna 1116 through communication network 1119 are input to receiver
1112, which may perform such common receiver functions as signal amplification, frequency
down conversion, filtering, channel selection and the like, and in the example system shown

in FIGURE 5, analog to digital (A/D) conversion. A/D conversion of a received signal allows
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network, and a RUMin order to operate on sone CDVA networks. Wthout a
valid SIMRU Mcard, a GPRS/ UMIS/ CDVA nobil e station may not be fully
functional. Local or non-network conmunication functions, as well as
legally required functions (if any) such as "911" energency calling, may
be avail abl e, but nobile station 1100 will be unable to carry out any

ot her functions involving conmuni cati ons over the network 1100. The
SSIMRUM interface 1144 is nornally simlar to a card-slot into which a
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performed in the DSP 1120. In a simlar rranner signals to be transmtted
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communrcati on ST gna 'S0 provi

cont roW!thFarroue)sanYMedevelst he gains applied to comruni cation signals in
receiver 1112 and transmitter 1114 nmay be adaptively controlled through
automatic gain control algorithnms inplenmented in DSP 1120. [0048] Network
1119 nHip48LiMebiter statinmidAP praferably ineludeb vimpicpoeessond 138 wiichidomeplsthger ver
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comuni cate with an enterprise system an | ent systemin
or der g@n@g@t@@ﬁﬁgg,aqrg pggtpr,rqﬁgisthl@pgléﬁqrgmumcatlon subsystem 1111. Microprocessor

1138 also interacts with further device subsystems such as the display 1122, flash memory
1124, random access memory (RAM) 1126, auxiliary input/output (1/0} subsystems 1128,
serial port 1130, keyboard 1132, speaker 1134, microphone 1136, a shori-range
communications subsystem 1140 and any other device subsystems generally designated as
1142,

[0050] Some of the subsystems shown in FIGURE 5 perform communication-related
functions, whereas other subsystems may provide “resident” or on-device functions.
Notably, some subsystems, such as keyboard 1132 and display 1122, for example, may be
used for both communication-related functions, such as entering a text message for
transmission over a communication network, and device-resident functions such as a

calculator or task list.

[0051] Operating system software used by the microprocessor 1138 is preferably stored in a
persistent store such as flash memory 1124, which may instead be a read-only memory

11




W th various service levels. [0049] Mbile station 1100 preferably includes
a mcroprocessor 1138 which controls the overall operation of the device.
Communi cation functions, including at | east data and voice conmunications,
are perforned t hrough comuni cati on subsystem 1111. M croprocessor 1138
also interacts with further device subsystens such as the display 1122,
flash menory 1124, random access nenory (RAM 1126, auxiliary input/output
(11O subsystens 1128, serial port 1130, keyboard 1132, speaker 1134,
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devi ce- re5|den functions such as a calculator or task list. [0051]
Operating systemsoftware used by the m croprocessor 1138 is preferably
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personal information manager (PIM) application having the ability to organize and manage
data items relating to the user of the mobile station such as, but not limited to, e-mail,
calendar events, voice mails, appointments, and task items. Naturally, one or more memory
stores would be available on the mobile station to facilitate storage of PIM data items. Such
PIM apptication would preferably have the ability to send and receive data items, via the
wireless network 1119. In a preferred embodiment, the PIM data items are seamlessly
integrated, synchronized and updated, via the wireless network 1119, with the mobile station
user's corresponding data items stored or associated with a host computer system. Further
applications may also be loaded onto the mobile station 1100 through the network 1119, an
auxiliary /O subsystem 1128, serial port 1130, short-range communications subsystem 1140
or any other suitable subsystem 1142, and installed by a user in the RAM 1126 or preferably
a non-volatile store (not shown) for execution by the microprocessor 1138. Such flexibility in
application installation increases the functionality of the device and may provide enhanced
on-device functions, communication-related functions, or both. For example, secure
communication applications may enable electronic commerce functions and other such
financial transactions to be performed using the mobile station 1100. These applications will

however, according to the above, in many cases need to be approved by a carrier.
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operating systemfunctions, preferably enabl es execution of software
applications on the nobile station. A predeterm ned set of applications
that control basic operations, including at |east data and voice

comuni cation applications for exanple, will normally be installed on
nobil e station 1100 during manufacturing. A preferred software application
maybe a personal information nmanager (PIM application having the ability
to organi ze and manage data itens relating to the user of the nobile
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flexibility in application installation increases the functionality of the
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[0053] Serial port 1130 in FIGURE 5 would normally be implemented in a personal digital
assistant (PDA)-type mobile station for which synchronization with a user's desktop computer
(not shown) may be desirable. Such a port 1130 would enable a user to set preferences
through an external device or software application and would extend the capabilities of
mobile station 1100 by providing for information or software downloads to mobile station
1100 other than through a wireless communication network. The alternate download path
may for example be used to load an encryption key onio the device through a direct and thus

reliable and trusted connection to thereby enable secure device communication.

[0056] Other communications subsystems 1140, such as a short-range communications
subsystem, is a further optional Component which may provide for communication between
mobile station 1106 and different systems or devices, which need not necessarily be similar

devices. For example, the subsystem 1140 may include an infrared device and associated
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1132, which is preferably a conpl ete al phanuneric keyboard or

t el ephone-type keypad, in conjunction with the display 1122 and possibly
an auxiliary 1/0O device 1128. Such conposed itenms may then be transmtted
over a conmuni cation network through the communication subsystem 1111.

[ 0054] For voice comuni cations, overall operation of nobile station 1100
is simlar, except that received signals would preferably be output to a
speaker 1134 and signals for transnission woul d be generated by a

nlcroph Al ternati &e.or audi.o ubsyst ens, such as a
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acconplished primarily through the speaker 1134, display 1122 may al so be
used to provide an indication of the identity of a calling party, the
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comunj cation. [0056] O her conmmunications subsystens 1140, such as a

short - PANGE comuni cations subsystem is a further optional conponent
whi ch may provide for caonmunication between nobile station 1100 and

a1 o b SR LSS e HOB S8 ARY oPSEERFA Llotpe ol

devi ce rexa € su 0%%V|ce and
associ baving e:_@nem’ts cuiréspondiog t:m‘rqzmmia bEthe rteczhnBLleBadedtnB Iawpnoabmw"ihis:\amﬂamn nodul e

to proyfptd mayf IR thER QR 2 o3 Binh4ke! o GRE BB daimentaiRingnd devi ces.
alternative elements that likewise correspond to the elements of the techniques of this
application. The intended scope of the techniques of this application thus includes other
structures, systems or methods that do not differ from the techniques of this application as
described herein, and further includes other structures, systems or methods with
insubstantial differences from the techniques of this application as described herein.

14




[ 0057] The above therefore illustrates a nmethod and a systemfor a third
party nobile station to nmaintain control over a gatekeeper programto
ensure applications and software updates for a nobile station can be
pre-approved by a carrier. The system and nethod allow for the upgrades
while elimnating the need for a |icensor of software from maintaining the
gat ekeeper program Overlaps between various |licensees and carriers are
elimnated through the assignnent of unique third party identifiers and a
range ﬁpAﬁﬂ$riers allowed for that third party identifier. This prevents
acci dental Toadi ng of unapproved software onto the nobile station, which
could be potentially malicious or harnful to the nobile station or
netvmr%ec[kgrq'SS] The enbodi nents described herein are exanpl es of
structures, Systenms or nethods having elenments corresponding to el enents
of the techniques of this application. This witten description may enable
t hose skill a0 - : - Use i havi . al native
elenen?s tﬁgﬂ“ﬁﬁféaﬁgﬁ&@’ %gﬁg%%ggﬂﬁmyﬁéggﬁ@%ﬂh?ﬁaﬁé"%ﬁéh&ggﬁﬁPéﬁis of this
appl i caneileatied Phte 3 mobifoieticnguive taospleading ssitvareqands thefmettile stadipplthe at i on t hus
inClUdﬁéﬂ@ﬁ%@ﬁ?ﬂQEdw@Eﬂﬁg§m systenms or nethods that do not differ fromthe
; . :

techniques of this application as described herein, and further includes
ot her st r ucHefngon the siobi sigiioma verses idgntifier hayisg b srawfactirerdaentiéerdifies from
the teghpni ques of this application as described herein. 14 CLAINS W
claim 1 . A nethod of. r,?vi di n%@i uni que identifier to a programfor
ensuring only val fi"¢'d ifierfield, | WapTBrivsT iertisr ieldstoRnp gRe B2 or to

upl oadplogiliy@f msAlRctrdraddrififers@hil e nddriidimtifidriTRld ABirashecPapiralityngr t he
steps of ;. séoqhqg_on the nmobile station a vendor identifier having a
manuf att UFePeN&%i 79 er field and a carrier identifier field, the

manuf act ur egrovidiag thef veswlof idedtifiestodhé p@geme fod ensuringloutyadalid Yoaoé arseoadesct ur er

denti gk ABSleldtich bl BB ohlreldnt) fle SA2NL BRe ©f @ plurality of

2. The method of claim 1, further comprising the steps of:

storing on the mobile station a model identifier identifying a mode! of the mobile
station;

providing the model identifier to the program for ensuring only valid loads are loaded
onto the mobile station prior to uploading software onto the mobile station.

3. The method of claim 1 or claim 2, wherein the software being uploaded includes

software created by a software creator distinct from the manufacturer and carrier.

4. The method of claim 1, wherein the plurality of manufacturer identifiers includes an

identifier for a software creator.

5. The method of any one of claims 1 to 3, wherein the providing step occurs over a

serial interface.

6. The method of claim 5, wherein the serial interface is selected from the group

hTM

consisting of: a universal serial bus interface, an IrDA interface and a Bluetooth ™ interface.
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carrier identifiers; and providing the vendor identifier to the programfor
ensuring only valid |oads are | oaded onto the nobile station prior to

upl oadi ng software onto the nobile station. 2. The nethod of claim1,
further conprising the steps of: storing on the nobile station a nodel
identifier identifying a nodel of the nobile station; providing the nodel
identifier to the programfor ensuring only valid |oads are | oaded onto
the nobile station prior to uploading software onto the nobile station. 3.

The ITEI, hod ﬂ{% I%le@llﬁg]()\la % CﬁC{nmS 1 ¥\h§ vﬁmrel gl p6?V1@H§?t%R??§C[ﬂ'g8\:Zj§t oaded

i ncl udes war e cre 25011 Nat &

manuf al?ldmieﬂerfatrﬂjfr@alarﬂeeter tMOUg'ﬁmabasesilabm.of claim1, wherein the pI urality
of manufacturer identifiers includes an identifier for a software creator.
5. The method of any one of clains | to 3, wherein the providing step
occur s8.over The metbpi af anyranerof cleires 1 & 7Wrmtﬂm0mnﬁba$nwﬁng amleralidn t he

serial |oba§ ﬂeﬁ@&ﬁ?'o%tostﬁé ﬁﬁbﬁ@'stfaﬂm& Sediditire {6%{2-:3 ep?&dd% t {\r)le rfiptig! ver sal

serial bus interface DA I nterface an t oot interface. 15 7.
The nestaben oHy hie \@ﬁéordﬁer&lflar gpsrespang's gvithipties priogramméor ppevingionty vetiep occurs

over aloaBé‘Qr'erédéH %rnfcﬁﬁg n’fdbﬁérbt@tlé'?fovéaver&@ﬁ RtEReraf Qéﬁﬁ&& BkingMiplo8ded Ne et hod
of any one of clains to 7, wherein the programfor ensuifing only valid

| oads are | oaded onto the mobi | e station rel eases software to be upl oaded

t o t heg.nobi T methal bPanydHeYof icfairh$1 € toy §NeHeih BRThAdUfSdtuePldeRFReAsls W thin the
program f or eﬁ}rﬂﬁl ng only valid |oads are |oaded onto the nobile station

to a vEYER'GHS er of software being upl oaded. 9. The nethod of any one of
claims 1 to 8, vvhereln the manufacturer identifier field conprises 8 bits.

24" bi ¢ 20 11 RATRBH Pﬁé'é“wﬁ% R b e iR el ST 24 et vor K and
havi ng a processor
11. A mobile station communicating over a wireless network and having a processor, a
communications subsystem for communicating with the network, a user interface and
memory, the improvement comprising:
a manufacturer identifier memory field for storing a manufacturer identifier; and
a carrier identifier memory field for storing a carrier identifier;
wherein said mobile station, prior to uploading software, passes the manfuacturer identifier to
a program for ensuring only valid loads are loaded onto the mobile station and can only
received the upload if the program for ensuring only valid loads are loaded onto the mobile
station matches the manufacturer identifier and carrier identifier with a version number for the
software upload. '

12.  The mobile station of claim 11, further comprising:

a model identifier memory field for storing a model identifier,

wherein said mobile station further passes the model identifier to the program for
ensuring only valid loads are loaded onto the mobile station.

13. The mobile station of claim 11 or claim 12, wherein the mobile station further includes

a serial port to pass the manufacturer identifier and the carrier identifier and to receive the
software upload.
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communi cati ons subsystem for communicating with the network, a user
interface and nenory, the inprovenent conprising: a manufacturer
identifier menory field for storing a manufacturer identifier; and a
~carrier identifier nmenory field for storing a carrier identifier; wherein
said nobile station, prior to uploading software, passes the manfuacturer
identifier to a programfor ensuring only valid | oads are | oaded onto the
nobi |l e station and can only received the upload if the program for

ensuri 0 oad are e, nobi st at.i,on_.mat ches t he
manuf a@‘?‘ur n+l¥e @8!?1 |Sftat' ay oEis ?@g?"msgeh? | FWGWW%"\Q@H#%}VWU nber for
t he srrlfot:luslarfcer oighiomd .thel @andfbeturep iehtifics thad uoique tardeaidentifiér ardupaashieg

ing. | id fi
wnor oi §eagio P BRRFm (fSelrklolmy /TRl bt ol Bpdcd ot B PR aEE, (0%The o

programfor ensuring only valid Ioads are | oaded onto the nobile station.
13. The nobile station of claim 1l or claim12, wherein the nobile station
further includes a serial port to pass the manufacturer identifier and the
carrier identifier and to receive the software upload. 16 14. The nobile
station of any one of clainms 11 to 13 further conprising an identifier
nodul e for obtaining the manufacturer identifier and unique carrier
identifier and passing these to the programfor ensuring only valid | oads
are | oaded onto the nobile station. 17
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