_27 January 2005 SPECI FI CATI ON | NFORMATI ON PROCESSI NG SYSTEM AND METHOD .

Techni cal Field The present. invention relates to an infor ‘flon
processing , system. am information processing method, éﬁaaﬁPﬂWﬁgpﬁon
processi ng apparatus, and an |nfornat|on storage nedlun1and a program
storage nediumand particularly to '"a data distribution system and net hod-
for providing various kinds of data such as content data to an authorized

user by means of a. process includihg-a cryptographi c process. Mre
particularly, the present invention relates to.an- information processing.
system an information processing method, an,information: processing
apparatus, and an |nfornatlcn§F§é¥ Tﬁeg&un1and a program st orage medi um
in .which a key block is produced ‘using a hierarchical-tree key
-distribution techhique'depending on a device to which a content is to be
provided, and the.key block is used in encryption of the.content and al so

i Nt IENFORMET TON ROCESINE By dih ANSNBRRERSUri ng that the content, the
content key, and other data are securely provided. Background-Art It is now

very popular to distribute various kind of . 27 January 2005 2 " software
data such as a. gane program audio data, and imge data (hereinafter,
such Mathmiwidl Fhieelrdef er r ed to as a. : ' :

The present invention relates to‘ao‘ioformation'
processing‘system,.en information processing method;'an
information'processing'apparatus{ and an information storaée'
medium and a program storage medium, .and particularly to'a
data dlstrlbutlon system and method for providing varlous
klnds of data such as content data to an authorlzed ‘user. by
means of a_process ;ncludlng a Cryptographic proCess.j-MOre
particularly, the preseot invention relates to an
iqformation processing_system, an information processing
method, an‘information proceésing apparatus, and an -
1nf0rmat10n storage medlum and a program storage medium, in
‘which a key block is produced u51ng a hierarchical-tree key
-distribution technique depending on a devlce to which a
content is to bhe provrded and the key block is used in
encryptlon of the content and also in transm155lon of a

content key, thereby ensuring that the content, the content

key, and other data are securely provided.

..Background. Art .

It is now very popular to distribute various kind of




content). via.a network such as the Internet or via a distributable storage
medi um such as a DVD'or a CD. After |oading such content data onto a PC.
(Personal Conputer) or a .gane machine of a user via data2f Janveni 281%n, or
after Ioadlng a storage nedlun1on whi ch content data is stored onto the
PC or the game machine, the user can enjoy played back content. A content
stored on a storage nedium my be :stored into a storage device such as a
menory card or a hard disk disposedsin a PC or.a recording/playing-back
apparatus so that the content can:be .reproduced fromthe storage device.
An information apparatus such as a video gane machine or a PC may include
an interface for rece|V|n%'a content via a network or accessing a DVD or a

cD, an& & WA FHER SR/QVlgaéleRBVlogé'ramtrhé“’ldM@eda@@edaad dmageory area
for st ontrol means d data needed to reproduce a

: cont en tgvé 5&%"??&3§'oﬁu€®h%@%gs gh &srﬁﬁ§F€e§aﬁ§ agi deo data, or-a
progra d fron1a tora um.and. played back on an
|nforngkg%% ggpgﬁgtas PHYCr, E&E gh g&ﬁEeﬁB€ﬁ|ﬁE Bdagapc used as a

playbag&s@§xbﬁ%a8iepg@392geP %géggoggghsg' 4 Bhmota anbhe phetemaey o0 °

the information apparatu
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connected to’the I nformation appara

d'Str'gﬂhéoﬂaéﬁlﬁéfBfaéeus§9n§§9taaﬁgcgrgﬁsﬁlggfgnprggraflenUSIC data, or

vi deo data
loading a storage medium on which content data is stored

~onto the PC or the game machine, the user can enjoy played'

‘back content. A content stored on a storage medium may be

stored‘into_aistorége device such as a mémory ecard or a hard
disk disPosed in a PC or a fecording/playing—back apparétus
SO‘that the content can be_reproduCed from the storage
device. |
" an information apparatus such as a video game machine
‘or a PC may include an ihterface for receiving a content via.
a network or accessing a DVD or a CD, and further include a
RAM, a ROM, or the like, used aé a memory area for storing:
acontro% means, a program, and data needed to reproduce a
content. | | |
Various kinds of contents such as music data, video

data, or a program may be read from a storage medium and

| played back on-an information apparatus itself such as a
game machine or a PC used as é playback device or pléyed

- back on a display or by a speaker connected_té the |

information apparatus, in response to a command input by a



is held by producers or sellers or the software contents. Software contents
are generally distributed under specific usage limtation to secure that
only authorized users can use software contents and that Anl@duanrd08ad
copi es thereof ~cannot be nmade. One technique of limting usage to specific
users is to encrypt -a content. Mre specifically, a content such as- audio
data, video data, or a ganme programis distributed via the Internet or the
like after encrypting the-content, .and_a decryption key, which i's neans

- for decrypting the encrypted content, is given only to authorized users.
The encrypted data can be converted into its original form (plaintext) by
performn predet erm ned decryption’ process upon the encrypted data. .The
t echni di?eegb?dltreé%g]%ﬂiq g i aadiam Qopatwst oan lndiingeahy evtaypt i on
key and _a decrypti-on key is well. kngw in the art. .Various techni ques of

- encrypffﬁ&ﬂéﬁ5¥§§%f?ﬂﬂ%%fQﬂﬂﬁf thS A I metd P ePEATREVSand a decrypti on
key are knowg. e i gue. known as common . key

f %H%g]LS t echni , ,
crypt ogr aphy.” Pﬁnefﬁg'c- ﬁlHBg BEyBFB FABRYLOR nRL sBerEtwake cal | ed .a ‘common
key is ; encryption key for encrypting data 27 January 2005
and a 5%§§%E§%oggﬁgy%gor §§§%yBFPH§ tﬁmFﬁ&Fyﬂ%gﬂ'dgFazl ﬁ%.éﬁgicognnn rey
is giv ized us - t, . unauthorized users who do no
have tﬁg.?%nﬁokgkgnggﬁﬁg Ogcgég%ggﬁeégaFg? i?%EEéF?i%OQ&%Rﬁﬁe of the
comongk¢¥ware contents are generally distributed under-sPecific,

usage iimitétion to secure that only authoriiéd users can
use software contents and that ﬁnéuthoriZed coﬁies‘therebf
cannct be made. |

-~ One téchniqﬁe of-limiting usage to specific users is to
encrypt a content. Moré specifically, a conﬁent such as

“audio data, video data, or a game program is distributed via

the Internet or the like after encrypting the. content, and a

decryption key, which is means for decrypting the encrypted

content, is given only to authorized users.

| - The encrypted data can be converted into its original
form (plaintext) by perﬁorming a predetermined decryption
procesglupon the encrypted data. The technique of
enérypting and decrypting information'usihg an encryption
key and a decryption key is well known in the art.

Various techniques of encrypting aﬁd decrypting data
using an eﬁcryption.key and a decryption key are known. One
of them is a technique knoﬁn as common key cryptography. 1In

| the common key cryptography, the same keyrcalled a common

key is used as both an encryption key for encrypting data



cryptography is that based on the DES.(Data Encryption Standard). An:-
~encryption key for encrypting data and a decryption key for decrypting the
encrypted data can be obtained froma password or the‘liaaﬁaﬂyﬂﬁ'0§5

uni di rectional function such as.. a hash function. Herein, the

uni directional function refers to a function whose input. is very
~difficult to guess froman " output thereof. Al though-an -
encryption/decryption key can be geperated using an output obtained by
applying a .unidirectional function to, for exanple,.a password

determi.ned by a user, it is substantially inpossible to determ ne, fromthe:
obt ai ned encryption/decryption key,' the password that is original data

fr om wARehat HeCrypEiopt kel de&r Jpervptiag thegenerypbdd dabaheanétnown
technigﬁe isﬂgublic key cnyptographg_rn whi ch an encryption key used for
encr yptREnCaRtcR Ke¥r ypt FdNenkeplyste putharirgdt neararsogthatated in
accordance w th ifferent algorithns. In the public key cryptography, a
publ i CURBULNQRILZRD; USSEF oHEg 88 petubayepihangommanekey| eann@ter, is issued .

by a particul use and -a docupent to be rovided to that particul ar
user F%cﬁﬁﬁﬁyﬁbgdaﬁé?ng ghﬁpﬁ?l éﬁuﬁ??mEgGS9E.EG%I?%m%%9*%Eued by t he

particylar. user.. The dogcu t _encrypted Lng the public key can only be
decryﬁ#%gpﬁé?ﬁépgys%%rgﬁa€§€a§8 r%ép%ﬁﬁiﬁgéth?E% gﬁ%?&ﬁﬁ+%% key used to.-

' encryg% égaéfg cument. The secret key is held only by the .user who issued
t he pu.$|c ey, and“thus the docunent ' S

An encryption key for encrypting data and a dedryption
key forrdecrypting the éncrypted data can be obtained from a
‘password or the like ﬁsing a unidirectional function_sﬁch as -
a hash'functiqn. ﬂerein, the unidirectionél'functionrréférs
to a function whose input is‘véry,difficult'to,guess'from an
butput thereof. 'Although:an éncryptién/decryption key can
‘be generated using an output‘obtainedrby appiying ar
.unidirectional_fﬁnction to, for éxample,.a password
defermined by a user, it is substantially impossible to
determine, from the obtained encryption/decryption key; the
password that is original data from which fhe
encryption/decryption key is generated.

Another known téchnique is public key gryptography in
which an encryption'key used for éncrfption and é decryptioh
key used for decryption are generated in accordance with

) diffexeht algorithms. In the public key cryptography, a
_public key, which is aiiowed to be used by ény uns?ecified
user, is issued by a particular uéer, and a document to be

provided to that particular user is encrypted using the




encrypted using the public key can be decrypted only by the ' user having
the secret key. A-representative exanple of the public ke Crypggﬂraphy_ls
that based on the RSA (Rivest = Shanir--Adel man) al gorithri? {34ay 28R8 of =
-above-described cryptography techniques, it is possible to realize a
system in which. encrypted contents can be decrypted only by . authorized -
users. In such a content distribution system encrypted- .contents are
provi ded to users via a network or vi@a a storage such as a DVD or a CD,
and content keys used. to decrypt the. encrypted contents are provided only
to authorized users. To prevent a content key from being copied in an,
unaut hori zed manner, it has been proposed to encrypt a content key and-
provi dePBRéignkpyplaguednventh& ayart teukar awdws | ZBk ulerummtt hat only the
aut hori zed user can, decrypt the encrypted content key using a decryption
key hePRCBRPYeRyusHRg dblharyhblr Jstr Cam jardgimbe dsfomptpieibrusdmey ias” an
authorized user or not' is-generally nmade by perform ng authentication
bet weerP 3CT TS eF e ¥ eV B HRRPALRGD it rithi e lenATYEt o key alsmhct@{ oI a 27 o
nuary_ 2005 content, before transmitting a content or a conten ey. In
ﬂgual g‘fﬁ%@ﬁ? cﬁ?q%@%ﬁ% iFhe Recredy key deét é‘ﬁﬁdﬂ&!ldlﬁfo beééllﬁ aut hor i tzed
one, a ion key is.produced which can be used only during the presen
com’runi'?:%?sl Ovﬁt}o ajrfyf‘iﬁﬂ gjb%(ﬁlll G ke¥nt @pd &hug Ehst SRCUREREI s transnitt ed

after BRI udind' Y9 b 2R RaE00e AULOSILEGRLEGD FRY g performed
user hévingrthe éecret key. lAirépresehtative example of the |
ﬁﬁbiicrkey,cryptography'is that based on the.RSA’(Rivest-i
'Shamir-Adelman)-algorithm. Using one of éboveAdescribed
érthograPhy techniques, it is possiblé to realize a system
in which. encrypted contenté can be decrypted. only by
~authorized users. |

In such a content distribution system,,encrthed'

-contents are provided to users via a network or via a
'storage such as a DVD or a €D, and content keys used to
. decrypt the encrypéed contents are provided only to
authofized,users. To prevent. a content key from being
copied in an.unauthorized manner, it has been prbposed to
encrypt a content key and provide the encrypted content key
‘to an authorized user so that only'the'authorized user can
_decrjpt the encrypted content key using a decryption key
held only by the authorized user.
A Jjudgment of ﬁhether one is an'authorized user or not
is generally made by performing authentication between a

user device and a content provider who is a sender of a




usi ng the cormon key_bryptography-or,the public. key .cryptographygrln t he
case where authentication.i.s -perfornmed wusing the common key cryptography,:
a common-key for systemw de use is needed. This results:3nJangaord8hi ence
in renewal. - On the other hand, in the case where the public. . -key
“cryptography is enployed, undesirably conplex calcul ations using a nenory
wi'th an undesirably -high capacity ‘are required. D sclosure of |Invention It
is an obj ect -of the present invention to provide a technique.of securely
transnmtting data only to authorized users without having to perform nutual
aut henti cation between a sender and a receiver, by using an encrypted key
- bl ock which can be used (decrypted)-in a plurality of category trees

defi nedcad-eniht redorien ta ahisarizrtairica deeytendi st bb¢on@Rnlt! Ry . Mg
specifically, it is-an object of the present invention to piovide an

i nf or né@t iVSMadr Geddeintg coytsivempaicess Jafuahe 2807 1s- detbemimkiofo
‘processing nethod, an information processing apparatus, an information

st or ag@emédi awthawd zgdpoogram ssissriage keydiismproduekidc vhaeheoah! bag key
bl ock (Eg%% i ncludi.ng encrypted key data which can be decrypted by one " or
nore s&P&: 88lyadugdng theepreseptodoveunihetéby, nakindatt paski ke for
devi ces bel ongi ng to any one of the selected category trees to use the
, enabliﬁg°?€§eBFOEF EERBPFeaﬁdkﬁﬁ is transmitted after encrypting
/it using the session key. AuthentiCAtion may be performed
usingrthe'common key. cryptography or the public_key
:Cryptography} In the case where authentication is petforﬁed

using the common key cryptography,'a'common'key for system-

wide use is needed. This results -in inconvenience in

renewal. On the other hand, in the case where the public.
-key cryptography is,émplbyed, undesirably complex

calculations using a memory with an undesirably high

.capacity are required.

Disclosure of Invention

It is an objéct of the present invention to provide a
technigue of securely transmitting data only to authoriéed
users without having to peifbrm mutual authentication
between a sender and a receivef, by using an encrfpted key .
block which can be used (decrypted) in a plurality of
category treés defined asrsubtrees in a hierarchical key
disﬁribution tree.

More specifically, it is an object of the preéent

invention to provide an information processing system, an




"EKB type definition list, indicating which EKB type can be processed or
decrypted by -which category tree, is used thereby making it possible to
perform production and . management of enabling key bl ock& {amenys3006n ' a °
highly efficient manner. According to a first aspect of the present !
invention, there is provided an information processing systemin which _
a"key tree is forned so as.to include | eaves, a root, and nodes existing in
- paths fromthe respective | eaves to Hhe root, wherein a plurality of '
~devices are assigned to respectivé |I'edves and keys are assigned to the
root, the | eaves, and the nodes, respectively; .and an enabling key bl ock
(EKB) is provided. to a device, wherein the enabling key bl ock (EKB):

i ncl udebn tRimatpiard yoeddng isey anttingt,a apatih formattiok @t ddea@1agd- encr ypt i ng
an upper-level key.in the selected path using a |ower-level Key in the

sel ect PRI UsSUGH timdiormad: ienc sjioradedad icay heddecpyplgedmonl y by the
device. which can use a node key set corresponding to the 27 January 2005
sel ect eFPeade WAEE, n ibhwhdeh emeenabdlingekeg pllockl i(ExBYf subtrees

serving as category trees that are grouped in accordance wth categories

and nmandifedidyid gregypednkey dataawtichecenabki dgckgpteiobyt oh&KB) i s
produced by a ke{ -distribution center (KDC) such that an EKB type

defi ni oML SEleehrdseptragryntressr éspbrddncedbthreehyamaEkiyt ype

i denti f._er and Qne .or Hnre category tree identification data™ -
1t possible for- evices belonging to any one of the selected

category trees to use the enabiihg key block (EKB), and an
EKB type definition list, indicaﬁing which EKB type can be
processed or‘decrypted by which category tree, is used
thereby meking it pessible to perform production end
emapagement of enabling key blocks-(EKB'e) in a highly
efficient manher.',_ ) |
RAccording to a first aspect of the presentvinvention,
there is provided an information processing system in which
a key tree is formed so as. to include leaves, a root, and'
nodes existing in paths from the respective leeves to the
reot, whereiﬁla.plurality‘of devices are assigned to
respective leaves and keys are assigned to the root, the
1eaves, and.the-nodee, respectively; aﬁd an enabling key
block (EKB) is provided to a device, wherein the'enabling
key block (EKB)iinc;udes data produced by selecting a path
in the key t;ee.and'encrthing an upper-level key in the
selected path using a lower-level key inrthe selected ?ath
such that the encrypted data can be decrypted only by fher

device which can usé a node key setrcorresponding to the




each idéntifying'a-category tree thatﬂcan-processidn EKB'of an,EKB'typé _
identified by the EKB- type'identifier is held in .the 'key distribution.
center (KDC), one or fore category tree  identification dtdansena¥pondi ng
to an EKB type identifier included in an EKB request are extracted from
the EKB type ‘definition list, and an EKB is produced which can be- ,
‘decrypted in comon.in the one or nore category trees identified by the
extracted one.or nore-.category treeg identification data. In an erbodi nent
.of the information processing systeﬁ? according to the present invention, .
in the EKB type definition list, the identification data identifying a
category tree that can process an EKB is a node ID identifying a node in
‘the casedecyety pathl,n an enbodinent of the information processing system
according to the present invention, the EKB type definition [Iist includes
a descriptivhepein theikeybbleagimglides £ 7pIlarabiyy 200%ubtramt egory tree.
I n an enbodi.nent of the information processing system according to the
presenferWyaAt RBncathgoEKBtrepe tHbatnatreogrouped ianabyohddmcer accessed by
~an EKB requester that requests the key distribution center (KDC) to
produc¥ilbh cgkegorhast ArdErBNAGgdebY epategery seahiEkdst ypmdi dentifier on

“the basis of the EKB type definition I'ist and outputs an EKB production
request i nctRRi $RpkKNG drax thlPEKE BRfje is produced by a key '

distribution center (KDC) such‘thét an EEKB type definition

list'representingrthe dorrespondence between an EKB type

identifier and one or more category tree-identifiCation-data

each identifying a category tree‘that'can'pfocess'an'EKB'Qf

an EKB type identified by the EKB type identifier is held in

the key distribution,éenter (KDC), one or more category‘free

identification data corresponding to an EKB type identifier'

-included in an EKB request are extracted from the EKB type

definition list; and an EKB is produced which can be

jdecryptéd in common in the one or more category trees

identified by the extracted one or moreucategory tree

idehtification-&ata.

IQ an embodiment of the information processing system

according to the preéent invention, -in the EKB type

definition list, the identification data identifying a

category tree that can process an EKB is a node ID

~ identifying a node in the category tree.
In an embodiment of the information processing system
according to the present invention, the EKB type definition

list includes a description of a device belonging to a




identifier to the key distribution center (KDC). In an enbodi nent of the

i nformati on processi ng system according to the present invention, the
category entity produces a sub enabling key bl ock (sub-EdBlansemaRg§ as an
EKB t hat can be processed on the basis of one or nore keys assigned to
nodes or |eaves in a category tree nanaged by the category entity; and on
the basis of one or nore sub- EKB s produced by one or nore category
entities corresponding to one or nore category tree identification data
sel'ected on the basis of the EKBtype definition list, the key

di stribution center (KDC) produces an EKB that can be processed in common
in one oFaﬁﬁggrgétéﬁ% Y trees defined in the EKB type definition lists. In

an enbodi ment 1Af attheehBbQLMBHLOR O OKESTNFD r:eHiR pesebdiAd gt Os fdieam
present invention, the key tree includes a root tree having a miltil evel

tree straecardiag tiwe thp, presenp- Leventdatagotlye t EBB divipectdef iguiiheened to
the root,.tree, 27 Janyary, 2005 - 10 an sub-c ory tree |located at a
level be%ﬁa/th%a?od?ylgvgfichéQSFﬁeﬁﬁégpaﬁH c%ﬂng%ggd‘gégqfﬁﬁ?ﬁp- VKRS

cat egor yrefl:88t st NEn&aLRGOr Y1 8REE LY tSVeseAted MRAGIET tNt bi¥aaket hen
top-level category tree and nanages the top-level category tree and the
sub- cat eg§bBy tarsk theafd® betgueshert g llavisd avatfdgbr yypeed damt ichimect ed

Lo ine op Lekekacdoaor Vet e LB CHa M A0 1YSRT Qo8 P an
EKB production request including the selected EKB type
identifier to the key distribution center (KDC).

In an embodiment of the information processing system .
according to the present invention, the category entity
produces a sub enabling key block (sub-EKB) serving as an
EKB that can be processed on the basis of one or more keys
assigned to nodes or leaves in a category tree managed by
the category entity; and on the basis of one or more sub-
EKB's prdduced by one or  more category entities
corresponding to one or more category tree identification
data selected on the basis of the EKB type definition list,
the key distribution center fKDC) produces an EKB that can
be processed in common in one or mere category trees
‘defined in the EKB type definition lists.

"In an embodiment o©f the information processing system
according to the present'invention, the key tree includes a
roct tree having a multilevel tree structure at the top, a

top-level category tree directly connected to the root

tree,




EKB) serving as an EKB that can be processed on the basis of one or nore
keys assigned to nodes or leaves in the top- |evel category tree and
sub-category tree, located below the top-Ievel category d7dmuary20®bnnect ed
to the top-level- category tree; which are nmanaged by the category entity;
and on the basis of one or nore sub-EKB s produced by one or nore
category entities corresponding to one or nore category tree
identification data selected on the basis of the EKB type definition list,
‘the key distribution center (KDC) prodh€es an EKB that can be processed in

conmon | rér?cﬁ‘eaorsxgﬁ—“n%agﬁ@%??ggé{clete; efécgﬁ‘éid”eadci 0 Uhs, HBLYRG dgil ”%}aﬁé’«”t o

l1sts. In"an enbodi nf or mati on processi ng system accor

the presenivénveatiegdryt herdeyafldstonbddiayd €entke WERS)1pesf oeasegory
registration of a new EKB type identifier in the EKB type definition |ist,
if and orf¥e®f thBprRFAIVTY t¢et+Yi SErAESoRS s2 oBRARAET faTdr'aY | oéatégory

an | |
That can TbcEeloh BB I b Fhike S ohEfERel” O SRAREA B0 REeLRES

enbodi rerdrod¢ the iyHor sAb-entRHEES St Nge SY.BeMeAGSOL G NGhico tdie peesant
invention, the key distribution center (KDC) perforns revocation of an
EKB. t ype F8fe?dPFV e recedingt ep@ane At eHe tRKB-h§ pecHef EfEtl GHR19%PTY| £rgRd
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' EKB) serving as an EKB that can be processed on the basis of
one or more keys assigned to nodes or leaves in the top-
level category tree and sub-category tree, located below the
top-level category tree and connected to the top-level
category tree; which are managed by the category entity; and
on the basis of one or more sub—EKB's.produced by one cor
more category entities corresponding to one or more category
tree identification data selected on the basis of the EKB
type definition 1list, the key distribution center (KDC)
produces an EKB that can be processed in common in one or
more category trees defined in the EKB type definition
lists.

In an embodiment of the information processing system
according to the present invention, the key distribution
‘center (KDC) performs registration of a new EKB type
identifier in the EKB type definition list, if and only if
approval of the registration 1is obtained from all category
entities managing one or more category trees selected as
category trees ‘that can process an EKB type to be

registered,




category trees that can process an EKB type to be revoked. . I n an enbodi nent
of the information processing system according to-the present i-nvention,

in response to an EKB type definition |ist request-issue®RbiaraaryE20B5
requester.or a. categOry.entity requesting the key distribution, center
(KDC) to produce an. EKB, the key distribution center (KDC) - transnits a
newest. version of EKB type definition list to the requester of the tist.

In an enbodi nent of the information froce35|ng system according to the
present invention, the category enti sends information of a change in a

category tree managed by the_category entity to the key distribution
center (KDC); and in accordance with the tree change notifi-cati on received

- from the categanyepbbilientherkenedisEbLAHEION SRHLSE ﬁﬂﬁgé OrITs.
necessary renewal on the EKB type definition |I§t euﬁ | sy$§%£mal

i nf or retdaerding e EKR peesesterinaeatiba, @:ﬁeeﬁ@f})’dﬁgtriﬁutfﬁgord' ng to a .
second aspect of the present invention, fhere is provi ded an

dlstrlbmnﬂmn?awm@napexfsemslmgvbcaﬂioﬂabﬂahﬁ ﬂﬁ95typé218éﬂéﬂffe§n EKB and
being disposed in an information processing systemin which a key tree is
fornedr§91§§eﬁed|nulmue EKBubypeedefinmﬂgoﬁslasﬁﬁtggoaudtéﬁgYC§fegor|zed
in" accordance with .a category, the category tree including |eaves, a
r oot , 5ﬁH°ﬁéGé§ne¥ﬁgneﬁg iia pachsvedonroneatr bspectone dpav&sedaxy he root,

whereln a .plurality of -
ent ltleS managing one or more category trees selected ‘as
category trees that can process an EKB type to be revoked.
| In an émbodiment of the information processing systemr
accordingItO»the present invention, in response to an EKB
type definition list request -issued by an EKB requester or a -
category entity requestlng the key dlstrlbutlon center (KDC)
to produce an EKB, the key dlstrlbutlon center (KDC)
transmits a newest version of EKB_type definition list to
the requester of the list. | .

In an embodiment of the information processing sSystem.
according to the present invention, the category entity
sends information of a change in a category tree managed by
the category entity to the key distribution center (KDC) ;
‘and in accerdance with the tree change notificetien received
from the category entity, the key distribution center (KbC)
performs necessary renewal on the EKB type definition list
and sends renewal information to the EKB requester and the
category entity.

Accordipg to a second aspect of the present invention,

there is provided an EKB distribution apparatus serving to




.devices are assigned to respective | eaves and keys are. assigned to the
root, the | eaves, and the nodes, respectively; and an enabling key bl ock
(EKB) is provided to.-, a device, wherein the enabling ke37 drueky Z0B8B)
includes data, produced by selecting a path in the key tree and encrypting
an upper-level key in the selected path using a |lower-level key in the -~
sel ected path such that the encrypted data can be - decrypted only by the -
devi ce which can use a node key set 'correspondrng to the sel ected path,
wherein the EKB distribution apparatld stores, in storage neans,.an EKB
type definition list. representing the correspondence bet ween an EKB type
identifier and one or nore identification data identifyi-ng one or nore

cat egorprddirrs daKE AMPHRIGRS Bl gkB Ol gentified by the
EKB type identifier; and upoﬁﬁfecervrng anggKgﬁgpo %%trgn request -froman:

EKB 1 poeesiseringeslysaens 19N HIlchTR ®efAkePY Y gt gﬁﬁmbﬁe%' Erﬁc%r on data.

corresponding to an EKB type identifiér included in the B~producti on

r equestinfolundet lae sHKBreype edefing tisoa katkgoty éeeeaaxt%§8§1%§d d perUCGSI
an EKB that can be decrypted in common in“oné .or nore ategory rees

{dentrﬁce@ruynchewuma arcenegorgategeryatég@rﬁdggggfiﬁéihggngata. Accordi ng
0 a third aspect of the present invention ere i s provi an EKB
r equesileAyesppar avat, sendi ngdas enlsEKBgreﬂupatng rhéghcheésues an EKB
producti on request and ‘

respectlve 1eaves to the root, wherein a plurallty of

dev1ces are assigned to respective leaves and keys are .

‘assigned_torthe-root, the'leaves,_and the nodes,

respectively; and an‘enabling key block (EKB} is provided to--

a dev1ce, wherein the enabllng key block (EKB) lncludes data

produced by selecting a path 1n the key tree and encryptlng

an upperwlevel key in the selected path using- a lower-level

key in the selected path such that the encrypted data can be

decrypted only by the device whlch can use a node key set

corresponding to the selected path,

- wherein the EKB dlstrlbutlon apparatus
stores, in storage means,.an EKB type definition list.

representlng the correspondence between -an EKB type

identifier and one or more ldentlflcatlon data identifying

one or more category trees that can process an EKE of an EKB

type identified by the EKB type identifier}Aand

upon receiving an EKB production'request from an EKB
requester,‘extracts one or more category tree identification

data corresponding to an EKB type identifier included in the

EKB production request from the EKB type definition list,




bei ng di spdsed in an |nfornat|on . _pr-ocessing.systemin which a key tree
is formed so as to include a subtree serving as a category tree
categorized in accordance with a category, the category 2féanuanc?Qedi ng

| eaves; a root, and nodes existing - in paths fromthe respective | eaves to-
t he rOot; wherein a plurality of devices are assigned to respective | eaves
~and keys are assigned to the root, the l.eaves, and the nodes,

respectively; and an enabling key bIock (EKB.) is provided to a devi ce,
wherei n the enabling key bl ock (EKB) 3nt|udes data produced by selecting a-

path in the key tree. and encrypting- an upper-level key in the selected
path using a | over - | evel "key in, the selected path such that t he encrypted

data camdepratareptas B it e Ve WHIEH GaD dbafach NAdenkey set

corresponding to the selected path, wherein"the EKB requesting apparatus

st or es,or mateoradegEANS rets BB HNITE eyl idieObld Yr nogRr €senting the
correspondence bet ween an EKB type identifier and one or nore -

i dent i fdadzgomy datese iidenitiiffficag’iono@ater. nore category trees that can
process an .EKB of an EKB 27 January 2005 - 14 type identified by the EKB
‘type identiAcgprding pooduthir8KBspeotuofi ther pgaseht dahventitdpldi ng an EKB
type identifier in the EKB type definition list and outputs the EKB issue
r equestthexec dsdipwgviided fouEKR aegeestahgthppprataBtSEBvengleﬁ anthere is

provrded A category tree_ nanagi ng apparatus serving
EKB requester which issues an EKB productlon request and

belng disposed in an—lnformatlon‘proce551ng system in which
a key tree is formed so as to indlude a subtree serving as a
category tree categorizedlin accordance with-a category, the
: ¢ategory tree including 1eaves, a root, and nodes;eXisting
in paths from the reSpective leaves to‘the root, wherein a
-plurality of‘devices are assiﬁned‘to respective‘leaveS'and
keys are assigned to the root, the'leaves,.and the nodes;
respectively; and an enabling key block (EKB) is provided to
_a'device, wherein the enabling key block (EKB) includes data
produced by seleoting a path in the key tree and encrypting
ﬂan upper-level key in the selected path using a lower—level
key in, the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
correspondlng to the selected path |
wherein the EKB requesting apparatus
stores, in storage means, an EKB type definition list
-representing the corre5pondence between an-EKB type
identifier and one or more identification data identifying

one . or more category trees that can process an EKB of an EKB




- to manage a category tree and being di-sposed in an information_ processing
systemin which a key tree is formed so as to include a subtree serving as. .
a category tree categorized in accordance with a categor37 Jaruarc2sgor y
tree .including:leaves, a root, and nodes existing in paths fromthe ‘
respective | eaves to the root, wherein a plurality of .devices are-
assigned to respective |eaves and keys are .assigned to the root, the
| eaves, and the nodes, . respectively;, and an enabling key .block (EKB): is
provided to a device, wherein the enabling key block (EKB)' includes data .
produced by selecting a path in the key tree and encrypting an upper-|evel
key in the selected path using a. lower-level - S key in the selected path
such t kipetAdeafdfipdedtydshe E4B bypedédeynttiddean| indy the devi ce which can
use a node key set corresponding to the selected path, wherein the
cat egory t rRECHEAEYi BB appeducuionr vegvest adatabirnkblling &ryEKSE ock
(sub-EKB)- functioning as an EKB that can be processed on the basis of a
key ast¥BReddeptafipsdeinr thpeEKBbhEYDRgHAGiNdticDallégr pntr cutpataged by the -
categqrﬁ 27 January 2005 - 15 tree managi ng apparatus and out puts the -
resul t 5He ERB ASBPi KEINBFtHI ock (sub-EKB) to a key distribution center
KDCy. According,tfo a fifth aspect of the present invention, thereis -

} g)rovi ded’ arﬁ??‘ﬂ mi% §t1§9lgdgx ,ﬁﬁgﬁﬁ@ﬁ,,jﬁg@'amresent invention,

there is provided A category tree managing apparatus serving -
té manaée'a éategdryftreé_and;being disposed in_ an
information proceSSing systém in which.a'key tfee isfforméd
so as to include a subtree serving as a category tree |
_categorized:in accordance with a category, the category tree
| ihciuding-leaves, a root, and nodeé existing iﬁ-paths from
'thefrespeétive léaves to the-foot, whereiﬁ & plurality of
devices are assigned to respective leaves and keysraré
‘éssigned to'the‘root,_the leaves, and the nodes,
respectively; and an enabling key.block.(EKB):is-provided to
a device, wherein,thé enabling'keyrbIOCk (EKB)'indludes data
produced by selecting a éath in the key tree and encrypting
an uppgr—level key in the selected path using a‘lower-lével
key in the selected path such that the enérypted déta can be
de¢ry§ted-only'by the device which .can use a node key set'
correspondin§ td the selected path, |
wherein the category tree managing_apparatﬁs produces a

sub enablihg key block (sub-EKB) functiohing as an EKB that

'~ can be'processed on the basis of a key assigned to a nodé or

leaf'belongigg to a category tree managed by the cateqory




"EKB type definition list stared. therein, the EKB type definition list
bei ng produced such- that a key tree is forned so as toinclude a subtree .
serving as a-category tree categorized in accordance wi t37 Jencatysljiopy, the_
category tree including. |eaves; a root, and nodes existing in paths from.
the respective leaves to the-root, mhereln a plurality of  devices are
assigned to respective leaves and keys are assigned to the root, the -
| eaves, and-the-nodes, respectively; -an enabling key bl ock (EKB),
produced so as -to include data prod¥ced by selecting .a path in the key
tree and encrypting an upper-level key in the selected path using a
| oner-1evel key in the selected path so that the encrypted ..data can be

decr y ptiede® nhyndxyi id) ea e e s eh WEE the &%Q%l%%%tsghbcorrespondung fo
the selected path; and the EKB type definition-list is produced so as to

r epr esemmalhing cory dslaridersash -bﬂdBlyEij aAkepKR ils¥Re bude Bl BeREepssigned to

t he enabl ing key bl ock (EKB) and identification data identifying a .

cat egorffOGee that can process an EKB of an EKB type identified by the EKB
type identifier. In an enmbodi ment of the information storage medi um 27 7
January 2008ccordingctor di figfth ahpeptesgnthenyeasend, invedtorEKB type
definition list, the identificatiaon data.identifying. a. category tree

t hat céﬂ“ﬂ#bdéééﬂﬁwléﬁg g enﬁodmatmondembrhgengedlnmdhavﬂnghencategory

tree.. In an enbodinment of the information storage nmedi-um
- EXB type definition llSt stored thereln, the EKB type

ﬂ_deflnltlon llst being produced'such-that a key tree is
formed so as tojinclude'e subtree serving as a category tree
categorized in accordance w1th a category, the category tree -
'lncludlng leaves, a root, and nodes ex1stlng in paths from .
the respective leaves to the root, wherein a plurallty of
1deV1ces are assxgned to respectlve leaves and keys are
assigned to the root, ‘the leaves, and the nodes,
respectlvely, an enabllng key block (EKB) is produced so as
~to include data produced by selectlng a path in the key tree
and’ encryptlng_an upper—level key in the selected path using
~a 1ower—level key in the selected path so that the-encrypted
-data can be decrypted only by the dev1ce Wthh can use a
node key set correspondlng to the selected path; and the EKB
type definition list is produced s0 as to represent the
‘corréespondence between an EKB type identifier-essigned to
.=the enabling key block (EKB) and identification data‘
identifying a category tree that can process an EKB of an
EKB type identified by the EKB type identifier.

In an embodiment of the information storage medium




according to the-bresent i nvention, - the EKB type def|n|t|on . list i ncl udes -
a description of a-device belonging to a cat egory tree. Accordlng to a
sixth aspect of the present-.invention, there is provided Januapf&0fat i on

processing method conprising: forming a key tree including a subtree
serving as a category tree categorized in accordance with a category and
managed by a category entity, said category tree including l|eaves, a root,
and nodes -existing in paths fromthe respective. |eaves to the root,

wherein a plurality of . devices are é@sTgned to respective |eaves and keys
are - assigned to the root, the |eaves, and the nodes, respectively; and
provi di ng an enabling.key,block'(EKB) to a device wherein the enabling key

bl ock " (EMB)rding udeshdaipresapodurethtnomsel iof tdHd sk ajpd n-the key tree
and encrypting an upper-|evel key in the selected path~using a |ower-I|evel
key i n defeinsidiieot dd siat hheuddenhdif ildae ionc artaed ddaka f93mgoa decrypted only
by the device which can use a node key set correspondlng to the

sel ectmtmqry 2T edarvhaty ca@0procksswaer @KB tise achablel 19 key bl ock (EKB) is
produced by a Kkey distribution center (KDC) such that an EKB type. .
def|n|ﬂﬂ@ﬂqhﬁﬂinﬂepragdﬁtnngthhecategergomdeece bet ween an - EKB type
identifier and one or nore category tree identification data each
|dent|fy|ngIa 2Rt ebedimere ofigthe information storage medium

,;accordlng to the present 1nventlon, the EKB type deflnltlon
:llst 1ncludes -a descrlptlon of ‘a device belonglng to a
category tree. | |
Accordlng to a .sixth aspect of the present lﬁventlon,
there is pIOVlded an 1nformat10n proces51ng method
comprising:

- forming a'key'tree including a subtree serving as a
category tree categorizedrin accordance-witﬁ a'categorjrand
_maneged_by a category entity, said category tree including
leaves, a root, and nodes eriSting in paths from the
respective_leares to the root, wherein a plurality of
_devices are assigned to respective leaves and keys are
assigned to the root, theAleaves, and the nodes,
respectively; and providing an enabling key‘block (EKB) to a
dev:.ce, whereln the enabllng key block (EKB) includes data
produced by selectlng a path in. the key tree and encrypting
an upper—level key in the selected path using a lower-level
key in the selected path such that‘the encrypted data can be
decrypted only by the device which can use a node key set

corresponding to the selected . path,




can process an EKB of an EKB type.identified-by the EKB type identifier. 's
held in the key distribution center (KDC), one or noré category tree
identification data corresponding to an. EKB type identi f27edanuai 2086d i n an.
EKB request are. extracted fromthe EKB type definition list, and an .EKB
i-s- produced which can be decrypted in common-in the one or nore category
trees identified by the extracted one .or nore category tree identification-
data. In an enbodi nent of the information processing nethod according to

" the present -invention, in the EKB tybé-—definition list, the identification
data identifying a category tree that can process an-ERB is a node ID
identifying a node in the category tree.:In an enbodi nent of the

~informationuheeesssicRe BRhPPYng aﬁggsﬂwek.tgg 8¢ D P eis %%'%%%““0” the EKB

type definition list includes”a cripti ng to a

cat egorkeyt Idistribut iah eshediRpl sLBs tgggrgﬁtggﬁ_g§§ge55|ng met hod

according to. the present invention, the EKB type ron list can by

hel d ordedtioeissien by sanrEBeteatesetnbhaby 24s JaRGERY. 8,4 equests the
key distribution center FKDC) to gfoduce gn SéKB aH%%%%émﬁﬁé requester

~sel ect £xan tHpe uﬁpatudierlénaron@norhﬁobésbatégofﬁetﬁ§§ type definition
i st. and outputs an "EKB production request including the selected EKB type
-|dentlﬂﬁ@mtudlchelhayddtateabhtmdentﬁﬁyﬁﬁg(aiﬁﬁtegory tree that H
- can -process an EKB of an EKB type identified by the EXB type
1dent1f1er is held in the key dlstribution center (KDC), one
or more category tree identification data corresponding to
~an EKB type identifier included in an'EKB-request are.
cxtracted‘from the EKB type‘definition;list, and an EKB is
produced which can be‘decrypted in common:in the one or more
category trees identified by the extracted one or more
category tree 1dentif1cation data. |
In an embodiment of the information procesSing method
according to the present invention, in the EKB type
definition llSt the 1dent1flcation data identifying a
'category tree that can process an EKB is a node-ID
identifying a node in the category tree,
In an embodiment of the information processing metnod
according to the preSent'invention, the EKB type definition
| llSt includes a description of a device belonging to a
category tree.
In an embodiment of the information processing method
according to the present invention, the EKB type definition

list can by held or accessed by anvEKB'requester that




~ lists.

In an enbodi ment of the information processing nethod according to the
present invention, the category entity produces a sub enabling key bl ock
(sub-EKB) serving as an EKB that can be processed on the2bdaiusro2008ne or
nore keys assigned to nodes or |eaves in a category tree nmanaged by the
category entity; and on the basis of one or nore sub- EKB' s produced by one
or nore category entities corresponding to one or nore category tree
identification data selected on the basis of the EKB type definition list,
the key distribution center (KDC) prodé€es an EKB that can be processed in

common | P.aNesRk MUE SALLORLLLRRS 1 AT LORAIN 1RECFHE L yRe dgflni Lion

e i nfornati on processing accor ditfig to

the preserB;i ndentils, BB keyutbeeri nadsess aan’ GRBt t§@chavd@gt afier
multilevel tree structure at the top, a top-level category tree directly
connect edt §heh®asdst af eehe aRhiBa taips: i feigoryienredipdcanst attputeven

bel - : : d _ -1 I
Cree tngBarBEoryEEPR , PERReS R ENERIRET Ak e T R BB eUBFSO

cat egoryifiegeigndr-nenages ey t@psttEmeticat egaryr 2kpanuary 2005 - 19
tree and the sub-cateqory tree |ocated bel ow the top level category tree
and connect edl®oaphee imeel et egory indegemativn crregesy iova ingthedduces

@ sub enabLipgiKgy pboond SUire R SN0 8502 BB L0RL 58P, PO RE LGS
preduces a sub enabling key block (sub-EKB) serving as an
EKB that can be processed on the basis of one or more keys
assigned to nodes or leaves in a category tree managed by
“the catégory entity; and on the basis of one or more sub-
EKB's produced by one or more category entities
corresponding to one or more category tree identification
_data selected on the basis of the EKB type definition list,
the key distribution center (KDC) produces an EKB that can
be processed in common in one or more category trees
defined in the EKB type definition lists.

In an embodiment of the information processing method
according to the present invention, the key tree includes a
root tree having a multilevel tree structure at the top, a
top-level category tree directly connected to the root
treé, and a sub-category tree located at a level below the
‘top-level category tree and connected to the top-level
category tree; the category entity serves as a manager
entity of the top-level category tree and manages the top;

level category




one or nore keys assigned to nodes or leaves in the top- |evel category
tree and sub-category tree, located below the top-level category tree and
connected to the top-level category tree, which are nanatfiedaropryt 2005
category entity;. and on the basis of one or nore sub-EKB s produced by one
or nore category entities corresponding to one or nore category tree
identification data selected on the basis of the EKB type definition
.list, the key distribution center (KDC) produces an EKB that can be
processed in conmmon in one or nore catlégory trees defined in the EKB type

definition lists: nbodi nent t he .i nf t i t had
Secordi no e i pF Be o H HARIORY ERE okt d: Batrsh Thentar (REe!
per f or ms chegighrAatd e 0fna BeWnEB Y Pe tHeNtih aleddl thec EKBri YR ce;

definition li'st, if and only if approval of the registration IS obtained
from al | tbet egdragoent éntésynmpragivngone subnenebddmegorgy tbkesksdlsetted as

t | t hat s.an EKB type to be registered..|n. an
enbodi oS S ot of naEi BRCpEoeds oy Mot REGCoSEE dhgttt PRSI Sdent
i nventi ognet hor kg rdi S}Eéﬂ;QUta!s%'lghrfeQ:f‘t £6 WAds PBEf OrdB & £vacatiwn @han EKB

type identifier registered in the EKB type definition list, if and only if
a 27 Janulergl2008tegory20trevocaid osutequeEstgdsy r eustaed lforamheat bedstv one

of categpry SUILIEF MARAGNY MO T CSAEIRLY LrehSeL85td.aY
category tree, which are managed by the category entity;
and on the basis of one or more sub-EKB's produced by one
or more category entities corresponding to one or more
category tree identification data selected.on the basis of
the EKB type definition 1list, the key distribution center
(KDC) produces an EKB that can be processed in common in
one Or more cétegory trees defined in the EKB type
definition lists;

In an embodiment of the information processing method
according to the present invention, the key distribution
center (KDC) performs registration of a new EKB type
identifier in the EKB type definition list, if and only if
approval of the regiétration is obtained from all category
entities managing one or more category trees selected as
catégory trees .that can process an EKB type to be
registered. '

In an embodiment of the information processing method
according to the present invention, the key distribution
center (KDC) performs revocation of an EKB type identifier

registéred'in the EKB type definition list, if and only if a




category trees that can process._.an EKB type to be revoked. In an enbodi nent
of the information processing nethod according to the present invention,

in response to an EKB type definition |ist- request issued®7blanaaryEB5 o
requester or a <category entity requesting-the key distribution center

(KDC) * to produce an. EKB, the key distribution center '(KDC) transmits a
newest version of EKB type-definition list to the requester of the |ist.

| n-an enbodi ment of. the infornation:frocessingrnethod .according to the
present invention, the category emi4d = sends information of a change in a
category~tree managed-by .the category entity to the key distribution
center  (KDC); and in accordance with the tree change notification received -

from t hreveahedeny requky, ikheekey vals FEbRURLO t §he (KPQRa s
necessary renewal og t he EKB Eypevdefi%i?igﬁ P?gge.sgﬁd.seﬁﬁ%gﬁéﬁgmal

i nf or mehitdwiks mhﬁaEKBgraﬁueat:emoaadchhégsa%eg'eégsegéiéate&\cgwdi ng to a
sevent h. aspect- of the present ‘invention, ™ there is provided a program

'storageanedbnylbaebsgthaﬁoﬁaﬂtpfo@éggraﬁ1ﬁkgr@ﬁpéhg5e$g F&folcaYsi ng a
conputer systemto~ execute information processing in an iInformation.
pr ocessi ng. Isyan esmbod inkéreth af keye timmﬁmm@k@éﬁx{?o methlogde a
subtree serving as a category tree categorized in accordance 27 January
2005 whehordiéngetor phet presentegnyent benj nih ucksgoneaves, aml gkt , and _
nodes existing in paths fromthe respective |eaves to the. root, wherein a
pl ur al FYpeofletieni teen ak tstaseequest tissued by an EKB requester or a
- category entity requesting-the'key diettibution center (KDC)
to produce an. EKB, the'key distribution center (KDC) |
trahsmits a newest version of ﬁKB type'definition list to
the requester of the iist,‘ |
| In -an embodiment of the informatibh processing method
according to the‘preseﬁt inveption, the category entity
sends information of a change-ih a categery'tree managed by
-the category entity to the key distribution center (KDC);V
and in accordence with the tree change hotification received
from the category entity, the key distribution cehter (RDC)
performs necessery tenewal on the EKB type definition listl
and sends renewal information to the EKB requester and the |
category ehtity.' |
Accerding to a.seventh aspect of the present invention,
there_is pfovided a program storage medium having a computer
program stored therein for ceusing'a computer system to
-.execute information processing in an information-preeessing
system in which a key tree is formed so as to'iﬁcludeAa |

7 subtree serving as a category tree categorized in accordance




respective | eaves and keys.are assigned to,the root, the - |eaves, and the
nodes, -respectively; and an enabling key bl ock. (EKB) Is provided to a
devi ce, wherein the "enabling key bl ock. (EKB) includes da&7aigmuecnidét by
selecting-a path in the key tree and encrypting an upper-level key in the
- sel ected patth using a | ower-level key in the selected path such that the

encrypt ed:-dat-a' can .be. decrypted only by the devi ce-which can use a node key .
set selected path, wherein the computer corresponding to the program -
conprising the steps of: on the basi&lof an EKB type identifier-included in
an . EKB production request, extracting identification data identifying a
category tree froman EKB type definition list -.representing the-

st .1
cor r espendens GARlgnan AhEIBaREy IR | A o(ri)'fatvregésat R8P Tean

identification data |dent|fy| nore ca

processamh o Dlexdn ! try ﬁrgerftrlc;ld KBt entifier; “and
produci ng an EKB t hat EthbeQEECrypted ?ﬁm%oﬁﬁg%c%n§§né%% %oFg category

trees iudmnuidoted neridin eXinackad ey denicieal QRedata:chigl pe present

i nvention, by using the encrypted key tree distribu ni que based on
t he hlamamamtmﬁeImembe&7ah@nﬁéyﬁ 39@5assléneattBCtHeerbBt“htﬁQ devices are
assigned to | eaves of an n
_leaves, and the nodes, respectively; and an enabling key
-+ block (EKB) is provided to a device, wherein the»enablihg
key block (EKB) includes data ‘produced by selectlng a path
in the key tree and encryptlng an upper -level key ‘in the
selected path u51ng a lower-level key in the- selected path
such that the encrypted data can be,decrypted only by the
dev1ce Wthh can use. a node key set correspondlng to the
selected path, whereln the computer program comprlslng the
steps of:
on the_basis of an EKB type identifier-included in.an
. EKB production request, extracting identification data
identifying a category tree from an EKB type deflnltlon list
-representing the correspondence between an EKB type
Tldentlfler and one or more ldentlflcatlon data 1dent1fy1ng
one or more category trees that can process an EKB of an EXB
type ldentlfled by the EKB type 1dent1f1er, and
produ01ng an EKB that can be decrypted in common in one
.0 more category trées identified by the extracted
identification data. B
In the present invention, by using the encrypted key

tree distribution technique based on the hierarchical tree




ary tree, a content key used as an encryptlon key of a centent an
“authentication key used -in authentication, or-a programcode is

~transnmitted together wi.th an enabllng key bl ock. Furt her2ibdanuattzfObat a

si ze -of ‘the .enabling key bl ock is reduced by enploying a data format

i ncluding an encrypted -key data part and a tag part i ndi cating the

| ocations of encrypted keys, thereby nmeking it. possible -to perform
decryption easily and quickly. That is,-data is produced in an encrypted
formthat can be decrypted only by &% authorlzed devi ce whereby the data is
securel y provided to the authorized device. Furthernore, an enabling key

bl ock (EKB) is produced so as to include encrypted key data that can be

decrypEEduCMureSQheﬁhidhOaévQée§D§Ee035§98ﬁ¥dt?Seﬁeébéée ¥ %Rgﬁﬁg it
possi bl e for any device belonging to any one o ose selec cat egory

trees apyuseetheaccahtény key. bb@&kaéEKB)encﬁgﬁtﬁﬁﬁ ké¥p6 pdyced and managed
in a highly efficient manner by using the EKB type definition |ist

r epr eseantagtwhanhaikientioabeonr REPSEEd Ofn dBGENGREfAPi di Gy Gat egory
tree. A-program storage nedi'um according to the present - |nvent|on s a

medi UnPYPgTanpeode dbs tranemiteed progedet nvith CoNed AT epdak} e formto a
gener al - pur pose -conput er system executable of various program codes. The

medi urP}ecket 27 January 2005 23 - I|n1ted to a partlcular type, but
vari ous types of nedi a,
urthermore, the data size of the enabling key block is
reduced by employlng a data format lncludlng an encrypted
key data part and a tag part indicating the locatlons of
encrypted keys, thereby maklng it possible to perform
decrYPtlon eas_lly and qulckly'.- That lS, data is produced in
an_encrypted form that can be decrypted-only by-en
authorizedtdevice whereby the data is Securely"provided to
the authorized device.‘ :

Furthermore, an enabling key block'(EKBj is produced-eo
as to-ipclqde encrypted key data tﬁat can be decrypted in
‘selected one or more cetegory trees thereby‘making it
possible for any device belonging todany'one of those
selected_cetegory trees to use the enabling key block-(EKB).
The EKB is produced end managed in a highly efficient manner
by'using the EKB type definition list representihg which EKB
can be processed or'decrypted in which category tree.

A program storage medium eccording to the present
ihvention is a medium which provides a computer program in- a

B computer-readable form_to a general-purpose computer syetem

executable of various program codes. The medium is not




for exanple, a storage nedi um such as a CD, FD, ‘or ‘ND or a transm ssion
medi um such as a network may be enpl oyed. The program storage nmedi um .
defines a cooperative relationship in structure or funct?7odgnubnr2d08al i zi-ng
a function of -a particular conputer programon a conputer system between
the conputer program and the storage nedium That is, by. installing a
particular conputer programonta a conputer systemvia a program storage
medi um- it becomes possible to achieve -a cooperative operation on the
conputer system thereby achieving - @¥%t4ons simlar to those achieved by
the other aspects of the present “invention. In.the present invention, the
term"systent’ is used to describe a logical collection of a plurality of

are ol shooqeine 8 RO CIRRTRT LhbE, " BRY KRRLP0E rhpBe ah et ures o

Lhe- pregent exiigeb! | ANs¥okhgRCRRATRDLECAPRAT ENkol T A LN 9l doving

detai |l ed description of enbodi nents wth referencé accoﬁ%anying

drawi ngeraBinghsDonChERLEANSEN! 86 & AYLROSK Ty Bl Smp (gé,%gf am showi ng an
exanpl e of an information processing system accordin % e present :

invention. -TR4 piigram dtoradd orda dimaiammou noaeaai e of a
-recordi ng/reproduci ng apparatus used in the information - .processing system
~accor di nglabivhshpp ebenstidyeateodr function, for realizing a ;
. function of a,particular compﬁter'ptogram‘on a computer
' system, between the computer program and the storage medium.
That is, bj.installihg'a particular computer program onto a
~ computer systém’via_é program storage medium, it becomes
possible tdlachieve a COoperative;operation on the computer.
' system thereby achieving functioﬁs similafuto those achieved
- by the other aspédts of the present inventipn.
In the present ihvéntion,‘the term "system" is used to
-describe.a logical collectionrof a'plﬁfality-of'devices, and
it'is not necessarily required that the plurélity of devices
_‘are disposed in a éingle case. | |
These and other objects and features of the présent
f'invéntion will become more apparent from the following

. detailed'description of embodiments with reference to the

accompanying drawings.

Brief Description of the Drawings
Fig. 1 is a diagram showing an example of an
information processing system'according to the present

invention.




Fig. 3is atree structure dlagran1shomnng varlous keys and as process of
encrypting data used or performed in the information processing system
according to the present .invention. Fig.. 4 is a di agram %Wlémuﬁgf%ﬁﬂ%xanpl e
of an enabling - .key block (EKB) used to di stribute various keys and data -
in the |nfornat|on processi ng system according to the present i nventi on.
Fig..5 is a diragram show ng an exanple of a manner of distributing a
content key using an enabring.key-blygk_(EKB)‘ahd.an exanple of a | -
decryption. process, in the-information processing systemaccording to the
-present invention.. Fig. 6 is a diagram show ng an exanple of a format of -
,,an enablin block EKB) used in the information :processing system
accordlng tggﬂ Zprésé@nt Pﬁkeﬁﬂﬁ@ﬁamFEQOWlngsaa éxagp&alpﬁlastratlng t ags
in an enablgngHk bIocK (EKB) used in the information processing system

accor diffyY¥Et @@WPF@ﬁusFugedBMQSt&edﬂaénamﬁ§how ng an exanpl e

of a data format us to distribute an enablin key bl ock (EKB) together
“with grogﬁﬁg&pgkgys ACEOKERT, Pntpﬁepﬁﬁé inyeagdoam according to

t he presenty ;8 gtlon 7 Jang “% 2005 - 5 Fig, 9.is a diagram show ng

an exanpl e ot2a prdteds rﬁ%r? Frebues %tﬂ%@?@eshﬂwbnﬁagértm%$ek%ﬁsenabl|ng

key bl ggly §E5§oce§sdb§IEh %&5%15898593ru§%&ho% 882%825e59¥naﬂﬂea
- .;informationrprocessing system according to the present
'invention.? |
Flg. 4 is a dlagram show1ng an example of an enabllng
key block (EKB) used to dlstrlbute various keys and data 1n
the 1nformatlon pIOCESSlng system according to the present
1nvent10n. - |
" Fig. 5 is'a'diagram showing an‘example of a manner of
: dlstrlbutlng a content key uSLng an enabllng key block (EKB)
'and -an example of a decryption process,‘ln the 1nformat10n
IPIOCESSlng system accordlng,to the present invention. .
| - Fig. 6 is a diagram showing an'example cf a format of .
.an enabling key block (EKB) nsed in the information
:processing system according to the present invention.
Fig. 7 is a diagram 111ustrat1ng tags in an enabling
key block (EXB) used in the 1nformat10n proce551ng system
~according to the present invention.
Fig. 8 is a diagtam showing an example of a data format
- used to distribute an enabling key block (EKB) together with
a content key and a content, in the proce331ng system

accordlng to the present invention.




content, in the processing systemaccording to the present invention. Fig.
10 i s a di agram showi ng.correspondence bet ween an enabl i ng key bl ock (EKB)
and a content for -a case in which an enabling key bl ock {/EkBpagnfdSont ent s
are stored on. a  .Storage-nmedium in the information processing system
according to the present -invention. Fi.g. 11 is di agram showi ng a process of -
distributing a 'content using an enabling key block (EKB). in the"
information processing systemaccording to the present. invention,
wherein, for the purpose of conpar+i £&n,~ a process of -distribution a
content- according to a conventional technique is also shown. Fig. 12 is
~a: di agram showi ng- an authentication sequence using a commobn key

cryptographge .t eghniLque; ; for in. the | ryyat i on processi ng system
et ang EEahed Rk dd a1 REES! SR ldly I SPURETE 0O HRESSH ng (2 f 1ot

exanpl geplhreddByaal QeIRLeUSAUat QadlSkhbpU! £, 20 %g?ﬁg“g?ggglsb' pck (EKB

together with an authentication key and an exanpl e Eher f or med

by a degkes, iisnd&B%riiBﬁeéHH{:%QQEiiQ%?C?JZEﬂ“9 cge(éé&m Egogrsi&rgg to the present

i nventi-on. 27 January 2005 2 I's a diagram show ng (a second

exanpl eoaten€at anf EnERpro&essifg d_ég;éiéx@us@c@fuﬁit?bié Neh&kgyrdi ik (EKB)
together with an authentication”key and an exanpl e of a . ,
invention. o - : ' '

"Fig. 10 ié a diégram'showing'correspondence between an -
'enabling key block (EKB) and a content féor a caée in which
an énabling-kej block (EKB) and contents are stored on a

'-storage:medium;_in the information processiﬂg_éYstem
accofding to the present invention. | |

Eig. 11 is diagram showing a process of distribufing a
content using an enabling key block (EKB). in the‘information
proCessing'sySfem,according td the present invention, -
ﬁheréin, for the purpose of dombarison} a proceés of
distribution a content acgqrdiﬁg to a conventional fechnique
is also shoﬁn.- o |

Fig. 12 ‘is é'diagramIShowing an authentication sequencé
using a common key cfyptographic téchnique, performed in the
informatioh processing.system according to the presenﬁ
invention.

Fig. 13 is a diagram showiﬁg (a first example of)'aA
data format‘used to'distribute an enabling_key BIOCk (EKB)
fogether with an authenticatidn'kef énd an example of a
process performed by a device, in the information procéssing

~System according to the present invention.




process performed by a device, in the-information processing system
according to the present invention: Fig. 15 is a diagram showing an

aut hent i cati on sequence using a public key cryptographi c 7elHary 905
performed in the information processing systemaccording to the present -
.-invention. Fig. 16 is a diagramshow ng a process of transmtting .an
enabl ing key. bl ock (EKB) together with a content key using authentication
using a public key cryptographic -technique, in the processing '
systemaccording to the present riﬁv%ﬁtTon.*Fig. 17 is a diagram show ng a
process of ‘transmtting an enabling key block (EKB) together with an _
encrypted programdata; in the processing systemaccording to the present’
invention.. Fig. 18 is a diagram shewing 38 sxaphiceRbmplBr8¢§ssg of

produci ng an MAC val ue used to produce a content integrity cheeck val ue
(1CV); datat Hermatouseti a0 distedibiutg ySleeimblingt ey Blokk YR&syresent -

i nvention. Fig. 19 is a diagramshowing (a first exanple of) a data format
used t sogegheri with enablithgnkdyaltlionk keKBnd tagekhmple bl an | CV
generation key, in the .information 27 January . 2005 27 processing system
accor dprgcesgst perfremedt bynaedevdge, Eingth20infoamdtagnaprsbessigg(a second -
exanple of) a data format used-to transmt. an enabling key bl ock (EKB)
: system according to the present invention. '

Fig. 15 is a diagram showing an authentication séquence ’
rusihg a public key cryptographic technique, performed in the
information processing system according.to the present |
:inﬁention1_ ' |

Fig. 16 is a diagrém showing ‘a process of transmitting
“an enabling key block (EKB) together with a content key
using authentication using a public key cryptographi§
ltedhnique,Ain the procéssing system:according to the present -
_invention. | |

Fig. 17 is a diagram showing a process of transmitting
an enabling key block (EKB) ﬁogether with an encrypted
vprogram_datag_in thé processing system according to the
:present invention. |

Fig. 18 is a diagram showing an example of a process of -
producing an MAC value used to produce a content integrity
check value (ICV), in the information processing 5ystem_
-according to the présent invention.

Fig. 19 is a diagram showing (a.first example of) a
déta_fdrmat‘used'to transmit an enabling key-b10ck (EKB)

together with an ICV generation key, in the information




together ‘with an 1.CV generation key, in the information processing system
~according to. the present invention. Fig. 21 is a di agram show a et hod
of preventing data from being-copied, by storing an |nteg%~kvu@wé%95value
(ICV) in a nmedium in the information processing system according to the"
_present invention. Fi'g. 221s, a di agram showi ng a nethod of managing a
_content integrity. check value (I1CV) separately froma content storage .
tedium in the-information processlag system according to the present.
invention. Fig. 23 is a diagram sho fhg~an exanpl e-of categorization using
category subtrees in a hi erarchical tree-structure, in the information
processi ng-system according to the present invention. Fig. 24 is a di agram

showi ngprogescias OfstEnd Mo Big SR % MAb! iR 8%nb! ock (EKB), in
‘the information processing systen1accord|ng to the present invention. Fig.

25, is a di &grmam2shdsi agdaagremesaoaﬁngr@augéaenanexsmgbé'BE ) kgy bl ock
(EKB), iin the information processing system according to the present

i nvent idata Fioqrmaat useda tdi agreasmsho Wnn@nabiingskegx 8B 9kks %S' mpl i fi ed
enabl i ng key bl ock (EKB), used in the information 27 January 2005 - 2.8 -
pr oces iqptdan ertéc eor dCNg generiae ipnekegt, LAveRki dAfobngtidd i S a di agram
showi ng a (second exanple of) sinplified enabling key block (EKB), used in
t he ,rﬁgﬁqﬁﬁﬁqymg system according to the present invention. o
Frg,-ZI is a dlagrem show1ng a method\of preventing -
"data from beinglcopied, by storing an integrity check value
(ICV) in a medlum, in the 1nformat10n proce551ng system -
accordlng to the present lnventlon.
Flg. 22 is a dlagram showrng a method of. managrng a
content 1ntegr1ty check value (ICV) separately from a
content storage medlum, in the 1nformat10n proce551ng system
accordlng to the present 1nventlon.
Flgf 23 is a dlagram show1ng an example.of.
categorization hsing category subtrees in a hierarchical
tree structure, in the 1nformat10n proce551ng ‘systen
;accordlng to the present 1nvent10n.
Fig. 24 is a diagram‘showing a process of producing a
simplified enabling key block (EKB), in the information
processing system according to the present invention.
Fig. 25 is a dlagram showing a process of produc1ng an
enabling key block (EKB), in the information processing
system accordlng to the present invention.

Fig. 26 is a dlagram showing a (first example of)

eimpllfled-enabling key block (EKB), used in the information




processi ng systenraccording to the present invention. Fig. 28 is a diagram
showi ng a manner of managi ng category. trees in a hierarchical tree
structure, in the. infarmation processing systen1accord|r@?dﬁﬂ%ﬂﬁ#Qﬂﬁesent
invention. Fig. 29 i's a diagram showi ng the detail ed manner of nmnaging
category trees in a hierarchical tree structure, in the information
processing system according to the present invention. Fig. 30 is a dlagranl'
showi ng a -manner of  managi ng category trees in a hierarchical tree
structure, in the |nfornat|on processty ng system according to the present -.
I nvention. -Fig. 31 is."a dlagran1shomnng a-reserved node used in

nmanagement category trees in a hierarchical tree structure, in the

i nf or mRY@regsioce syistens picemdAlRO td Rt Prid¥entPrapRcidiyention. Fig. 32
is a diagramshowing a new category tree registration sequence in

managenent &figecal@gdsyat déagram ahowiiagaachieabntl egaghpluchbyhe, in the
~information processing systemaeccording to the presen |nvent|on Fig. 33°
is a disdgdhisiesnengbiliag deat bioshi §EEB)yeascd -ir2the QM caaaegeny tree
and a higher-level .category tree in .nmanagenent -of category trees in a

hi er ar PROEHS SilNge SYFiLeM aceordingt ke thbopuasemm pmm@m&ﬁmmg system

accordi ng to the present-invention,
, Fig. 28 is a diagram shOW1ng a manner of managing

Fcategory‘trees in a hierarchical tree structure, in the.:
»iﬁformation processing system according to the present
invention. |
Figfe29 is a diagram showing the detailed manner in
managing eategoryrtrees in a'hierarchical-tree strdcture, in
the infqrmation processing system according‘to the'preseht'
invention. | | |
'Fig;-BO is aldiagram‘shewing e manner of managing
categery trees in a hierarchicel tree-structﬁre, in the -
information processing system according to the present:.
ihvention; '
' Fig. 31 is a diagram showing a reserved node used in
menagement category trees in a hierarchical tree structure,
"'in the informétion processing system according to the
present invention. | | |
Fig. 32 is a diagram showing a newlcategory tree
-reglstratlon sequence in management of category trees in a
hierarchical tree structure, in the information processing
syetem accordlng to the present invention.

Fig. 33 is a diagram showing the relationship between a




Fig. 34 is a .diagram showi ng a sub-EKB used in -nanagenent of cat egory.
trees having a hierarchical tree structure, in the infornmation processing
systemaccording to the present invention. Fig. 35 is &/aayram®Rowi ng a »
devi ce revocation,  process perfornmed in nmanagenent of category trees :
havi nga hi erarchical tree structure in the informati on processing system
according to the present-invention.' Fig. 36 is a diagram showi ng a device.
revocation sequence perfornmed in nagagenent of category trees having a

hi erarchical tree structure, in the“’nfornation-processing system
according to the present invention.. Fig. 37 is a di agram showi ng.a sub- EKB
renewed in .response to device revocatron in managenent of category trees .
" havi ng evhicaitagelryc &lreer eadsar btgbeerlevel heategboy netéenipr ocessi ng system
according to the present .invention. Fig. 38 is a-di agram show ng a
categoN@nﬁﬂeﬂeﬂevQéaFHEQQOFYotee@Spenf@rhedranchamageumme of category trees
in the formof a hierarchical tree structure, in the information
proces§¢ﬁ§c§9§?en#BcEB?d#ﬁﬁormath@npp%%@?ﬁSlmgemyﬁtﬂm fFcakatiay w2000 - 30
Fig. s a dragrantshomnng a category tree revocation sequence perforned.
in nan&&@nﬁﬁ?SSP cAPEGBEJORrees in the formof a hierarchical tree

structure, ln t Jnfornﬁtlon rocessing s stentaccordln to the resent
Inventlon gf ’ dlagram g%ow1ng a %uo&EKB used in g P

{management of category trees hav1ng a hlerarchlcal tree
structure, in the 1nformatlon processing system according to
the present invention; - |

| Fig.'35.is a diagram snowing a device revocation-'
process performed in management of category: trees hav1ng a:
hlerarchlcal tree structure, in the lnformatlon processing

_system according to the present invention.’

Fig. 36 is a diegrem showing a device revocation
sequence performed‘in menagement of-category trees havingra-"-
hierarchical tree structure, in the information processing
system according to the present invention.

| Fig. 37 is a ‘diagram showing a sub-EKB renewed in
fresponse'to device revocation in management of category
trees hav1ng a hlerarchlcal tree structure, in the
information process1ng system accordlng to the present
invention.

Fig. 38 is.a diagram showing a category tree revocation
process performed in menagement of category trees in the
torm'of a hrerarchical'tree structure, in the information

processing system according to the present invention..




Fig. 40 is a diagram show ng the rel atjonship. between a revoked category
tree and a.higher-1level category tree in nanagenent of category trees in
the formof a hierarchical . tree structure, in the inforndf/amasy 8e¥ssi ng
system according-to the present invention. Fig. 41 is a diagram show ng
setting of capabilities in.. management of category trees in the formof a
hi erarchical tree structure, in the information processing system
according to the present invention. Fig. 42 is a diagram showi ng setting of
capabilities in -managenent of categdfy-trees in the form of a-hierarchical
tree structure, in the information processing system according to the
present invention. Fig. 43 is a diagramshow ng a capability nmanagenent

Labl @ .oRnagati gy b e Al el of ddfddon) it I RLIRLLON

processi ng system according to the pre nventi on i's7a flow

char t ofequeheeeserfomat ot Ghdits foherfk® Pt dias iérélc_fs( BEaRD! LY

managenent table managed by .a Key distributi nter ) 1n the

i nf or mefoBM o PrHCIEESH AL IEUSE B RASS it die | NG RIRSSrd jon. 27
January 2005 - 31 Fig. 45 is a di agram show ng a capggﬁif@¥&ﬁ%%}fication

_processpperéas eyl syErend NRWIRBIRIAY HHE Sl dRYIishRIMGod.N the
I nformation Qrocessing system accordi ng to-therpresent I nventi on.

' - Fig. 40 is a diagram showing the relationship between a
revoked category tree and a highér-level‘éategory tree in
management of category trees in the form of a hierarchical
tree structure, in thé information processing syétem
according'to the present'invention. |

Fig.'41 is a diagram showing seffing of capabilities in
management of cateQOry trees in the form of a hierafchical
tgee sfru@ture, in the informatibn pfocessing system |

. éqcording to the present invention.

Fig. 42 is-a diagram showiﬂg settihg of capabilities in
management_pf category trees in the form of a hierarchical
tree structure,'in the info:mation processing system

'Vaqdording'to the present invention. |

Fig. 43 is a diagram showing a capability manégement
table managed by a key distribufion cehter-(KDC) in the
'informatibn processing system according to the present
'invéntion. | | |

Fig. 44 is a flow chart of a process of producing an
EKB on. the basis of a capability management table managed by
-a key distribution center (KDC) in the information

processing system according to the présent invention.




Fig. 46 is a diagram show ng a category trees used in the information
processi ng systemaccording . to. the present - invention. Fig.. 47 is a .
di agr am show ng. exanpl es of processes perforned anong ar?EkBUEBKRESt er, a
key distribution center, and a top-level.category entity (TLCE), in

t he-i nformati on' -processing system according to the present invention.

Fig. 48 is. a diagram show ng an exanpl e of hardware configurations.of an -
EKB requester; a key distribution ..center, and atop-level catégory entity
(TLCE), in the .information processify Systemaccording to the-present-
i nvention. Fig. 49~is a di-agram show ng device node key (DNK) set held by a
device in the information processing system according to the present

invention. Pig. 98 is a diagiam showing a dababhieieptnstisf-HBntype
definition list. used in the informati dn processing systemaccording to

“the prgeemtessnypeitioamed et h inewd ddt@yosharireel ianrEEBst¥pPRyl €gjsSt ration
process perfornmed in the information processing system according to the -
pr esentthendarformatidn paocassi2@0systdh Begorddnysta. thewpebaphtof an EKB

type revocation- process perforned in the information processing system
accor diimyendiome present invention. Fig.. 53 is a flow chart of a tree
change noti.fication : L - _

Fig. 46 is a diagram showing a category trees used in
the inﬁormation processinglsystem according.té the piesent
invéntion.

Fig. 47 is a diag:ém showing exam?les of processes
pérfdrmed_among an ERB reéuester, a key distribﬁtion center,'
and a:tGPA1evélgcategory entity‘(TLCE),.in the -information -
processing systém according to the bresent invention.

‘ Fig. 48 ié a:diagram showing an example of hérdWare
configurations of an EKB requester, a key distribution
-center, and a-topmlevél category‘eﬂtity (TLCE),'iﬁ the
information pfoceséing-system accprding to the presen£>
invention.- N |

Fig. 49 -is a diagram showing device node key (DNK) set
held by a device in the information processiné system
acdording to the'preéent invention.

Fig. 50 is a diagram showing a data'format of an ERB
type definition list‘used in the information proéessing

.systemlaccording‘to'the preéent invention.
. Fig. 51 is-é flow chart of an EKB type registration
proéess pefformed in the informatibn processing-sysfem ,

~ according to the present invention.




process, performed in the information processing system according to the
present invention. Fig. 54 is a.flow chart of an EKB type |ist  requesting
process performed in the information processing system a&fcHeNgos the
present -invention. Fig. 55 is a diagram showi ng a sub-EKB production -
process performed in the information processing system -according to the =
present invention.. Fig..56 is a diagram show ng a sub-EKB production -
process perforned in the informati on processing.system according. to the’
present invention. . Fig. 57 is a di33ram showi ng a process of producing an
- --EKB by conbining sub-EKB's .in the information processing ' .system

. according to the present invention. Fig. 58 is a diagram showi ng a process

of produci ngig . $9DIBKG irfloRr byl henahn el £hoENEEGALE Bofleyi ce Lo be

revoked, in‘the information processing systemaccording to the present

| nvent igibceds perfdrned il AHAMFHIMRG oy PrRERES 1Ny %’i{%@léﬁl' ng an EKB by

~conbining sub-EKB's in a situation in which“there is evice to be

r evokedhcdordibgy itef @b dnt0Ge Entd ony st em 27 January 2005 33 according
-to the present invention. Fig. 60 is a diagramshowi ng a data format of a,

conbi ned EKBigroBBcgd &remosubhEKB 6fugedrid Eh&nyBf AEEREIORL i) Ocessing
system according to the present invention. : o o ' '
process, performed‘in the information processing system
-~ according to the present invention. |
': Fig. 54 is a flow chart of an EKB typé list requesting -
process'perforﬁed“in the information processing system
according tolthe-présént invention.

j'_Fig'. 55 is a diagram showing a ﬁub—EKB.production
ﬁroéess perfbrmed in the information proceséing_system
adcordihg to the present inveﬁtion.

-Fig..56‘is a diagram showing a sub-EKB production
'process.pErformed in the-information processing.system
‘according to the pfesent invention. -

:_Fig._ST is a diagram showing a process of producing an
~EKB by combiniﬁg sub-EKB's in the informatioﬂ procéssing
;systemwaccofding,to the present invention.

Fig. 58 is a diagraﬁ'showing a process of producing a
sub-EKB in a situation in which there ié a device to be
- revoked, in the information prbcessing system according to
‘the present invention.. |
Fig. 59 is a diagram showing.a process of producing an
EKB by combining sub-EKB's in'a situation in which there is

a device to be revoked, in the information processing system




Fig.-61 is.a diagram's howing a data format of a conbined. EKB produced
from sub-EKB's used in the information processing.systen1according to the
present invention. Fig. 62 is a diagramshow ng a data fod/nd@nuaty 290
-conbi ned EKB which is produced from sub-EKG's in a situation in.--which
there is a device .to be' revoked, in the informati on processing system
according to the present invention. Fig. 63 is a diagram showi ng a
revocation process in -data distribution systemin the information.
processing systemaccording to the pdesent invention. Fig. 64 is a diagram
showi ng a revocation process in a recording-systemin the information
processing system according to the present invention. Best ‘Mbde for.
Car ryi ngc&dtding tavend i pfesdfMtidsifosystem Fig. |. illustrates an.
exanpl e of a content distribution system based on an information
processing isgf.emoadeokdidiGgred EhSWINgS ANy $dt oF device ona
content transm ssion side fb transmt "a content or.a content key in -an
encr y ptesin e tRKD/ gz clifc B V1R sb-EREPY Q1Y | Ly 2005 -
34 si-de-20. A devi ?e‘ on the reception side 208%%5? é;gkl%\zl)ilﬁ%?i%,nydata or
audi 0 (ataress AKE Eitstsenn JURPENGU Vo T H Hredmnti iferdti®cont ent  key
acquired by decrypting the received encrypted content or encrypted content
key. Transn¥Fdsi.oflofis datldahetmeshoivhagcantant Foamag 6% gn side. 1.0 and .
t he : ‘ ' ' '

combined EKB produced from sub-EKB's used in the iﬂformatioh
processing system according to ‘the present invention.
Fig. 62 is a diagrém showing a data format of a

-combined EXB which is produced from'sub—EKB's in.a situation

in-which there is a device.to be revoked, in the information
processing system according to the preseﬁt invention.
. .Fig. 53 is a diagram showing a revocation process in

.data distribution system in the information processing

systém'acqording to the-presént invention.
Fig. 64 is a diagram'showing a révbcation.process in a R }

récording-system in the information pfdcessing system

:acqording to thé present invention.

Best Mode'for.Carryihg Out the Invention

[0utline of system] |
Fig. 1 illustrates.an example of a content distribution

sysfem based on an information‘processing system according

to the pféseht invention. A device on a content

trahsmission side lb‘transmit.a content or a content key in

| an encrypted form to various devices on a content reception



content - receptlon S|de 20 is perforned via a netmork such as the Internet

or via a distributable storage nedi um such as a.DVD or a CD. Specific

exanpl es of transm ssion nmeans used on the content trans@ﬁ‘éaé‘iuéﬁ’%qoée 10
include the I'nternet 11, satellite broadcasting 12, a tel ephone line 13,

and. a medium 14 such as a DVD or CD. Specific exanples of devices on the. -
content reception side 20 include a personal conputer- (PC) 21, a portable
conputer. (PD) 22, a portable device 23 such as a portable tel ephone or PDA
(. Personal -Di gltal Assistants), a r¥ording/playing-back. apparatus 24
-such as a DVD player or a CD player, and a playback device 25 such as a -
gane termnal. The devices on the content reception side 20 can .acquire

a cont entdd rensnix tesy fded Bt Re1eC e 10n2 B3 Fes ?2'00 1%?%%&?56%:1@,
comruni.cati on msans such as a netvvor or via a ned 0 VI ce

Conf i gutatta @y auddicy daal %rae&b@ﬁ&edlaggéﬁbkth%%&ﬁb'Eﬂeacﬁﬁﬂéh uration.
of .a recording/reproducing apparatus 100 that is an exanple of devices on

t he comirerither ewaytanan kelydecd@ iskawpyi Aebirgpting2Zhdapdaeyv@Q05 - 35 The
recordi ng/ reproduci ng apparatus 100 i ncludes an input/output interface
120, aenkRFPEtErbviondeRitcbur enExppted ConuphtCcRE¢C 13Pandmisopsh/ @Ft put
I nterface 140 including an .A/D and D/ A converter- 141, cryptography neans
- 150, - éaR@vlbet@Readt@ﬁel yomwtyyransmsamﬁwwenloahndi’rfmesm ng Unit) 170,
:{content reception side 20 is performed via a network such as
- the Internet or via a distributable etdrage medium such as a
'DVD or a Cb. |
Specific examples of transmission means used on the
-content-transmiSsion side 10'include the Internet 11,
satellite broadcasting 12, a telephone line 13, and a medlum
14 such as a DVD or CD. Specific examples of dev1ces on the;.
jcontept'receptlon 81de 20 include a personai computer (PC)=
21, a portable computer (PD) 22, a porteble‘device 23 Sucﬁ
-as a portable'telephone or PDA (Perscnal Digital Assistants),
a fecording/playing—back apparatus‘24 such as a DVD player
-or a CD plajef; and a playback device 25 such as a game
terminal. VThe devices on the content reception side 20 can
.ecquire a contentltransmitted,from the content trénémission
side 10 via communication means such as a network or via a
medium 30.
-[Device Configuratibn]
Flg. 2 is a block dlagram 111ustrat1ng a configuration.

of a record1ng/reproduc1ng apparatus 100 that is an example

of devices on the content reception-side 20 shown in.Fig. 1.




a:=.nmenory 180, .and 'a drive 190 for driving a storage nedium 195, wherein
these parts are connected to each other via-a bus 110. The input/output
interface 120 receives-a digital signal representing a:cdndamerysaiidh as
vi deo data, audio data,, -or a program provided fromthe outside and
outputs the received digital signal over the bus 110. The i nput/out put.
~interface 120 al so receives a digital "signal via the bus 110 and outputs:
the received digital signal to the outside. The MPEG codec 130
MPEG- decodes MPEG- coded dat a- suppPTéH5v1a the bus 110 and out puts the
resul tant decoded data to the —input/output interface 140. The MPEG coded

. 13.0 al so MPEG encodes a digital signal supplied fromthe-input/out put

i nterfagne HoxadngUrRprddube nheapbhaatugnsedeq sl er the bus 110.°
The i nput/ out put Phter ace 148 |ngk g Eughggﬁl%PéigH%%Agéonverter 141. The

i nput / aupRtY oukpatf aaect4dcer 200 Vas APRENYABYih anal og
si gnal. fronlthebaout5|de and converts it |&to d |%gﬁt?g%2Fgéﬁﬁgsthe A/D .

and DbAcappvebtet 14b, ahelh?aquaapudlghtakfgegnﬁholineyﬁ&g% éﬁ the
" MPEG, codec 130. Conversely, the input/output 27 January 2 %

interfa¢p an6 Dénecuaseatdigital eigpsbgispnytheatPED 69dgCron130, the
| nput/output interface 140 converts It |nto anal og forn1u5|ng the A/D and

DA cohﬂeadeﬂnlylMamdrpmtD&Os ahEPUescéhaﬁ&lanﬁééﬁb§iﬂ@a¢ni@)thﬁoput5|de

The cryptography neans 150 is formed of, for exanple,
a-memory 180, and a drive - 190 for dr1V1ng a storage medlum
195, wherein these parts are connected to each other via a
buslllb. |

The input[output interface 120 recei&es-a digital

‘signal représentihg a=¢onteht'such as video data, audio data,
‘OY a program prov1ded from the outside and outputs the
recelved dlgltal 51gnal over the bus 110. The 1nput/output
rnterface 120:also receives a digital sigmal via the bus 110
and outputs the réceived digital signal to the outsidé. Thé
MPEG codec 130 MPEG-decodes MPEG-coded data supplied via the
bus'llﬂ and outputs the resultant decoded data to the
input/output interface 140. The MPEG coded 130 also MPEG-
éncodés a digital signal supplied from the'inpuﬁ/output
interface 14Q and ourputé the resultant encoded signél over
the bus 110. The input/outpﬁt interface 140 includeS'thé
A/D and D/A converter 141. The input/output interface 140
receives a content in the form of an analog signal from the
out51de and converts it into dlgltal form USlng the A/D and

D/A converter 141. The-resultant digital signal is output

- to the MPEG codec 130. Conversely,'if the input/output




..one-chip LSl (Large Scale Integrated Circuit) so as to serve to
encrypt/decrypt and a digital. content signal supplied vi.a the bus 110 .and
al so serve to perforn1authent|cat|on The .resultant enc?&ﬁﬂ@dndéﬁﬁypted
data-is output over the bus ..110. The cryptography means 150 rmay ,
be-realized not only using a one-chip LSl but may also be realized by
software or. a conbination of -software and hardware. A specific. manner of -
form ng the cryptography means 150 using software will be described |ater.
The ROM 160 stores program data used36y-the recordlng/reprodUC|ng
apparatus. The CPU 170 controls various parts such as the MPEG codec’ 130
and the cryptography means 150 by executing the programstored in the ROM

160 or irtveerEq®s V1 4B GeddiR, B84 1Y R lh%]dnz%%euiﬁﬁg cgaé exanpl e, a

nonvol atile nmenory so as to serve to store the program.execute by t he CPU

170 or .10 A tiusethgit Adig eV iniQer A6 SalS dbaRrtd tiRe into pnale

encryption/decryption process performed by the device are al so s?ofed I n

the nenfrym 180ingTishek @y sefrel WA divertdasauilbagd %h%but'srhﬁhg“ ve 190
reads (reproduces) digital 27 January 2005 -- 37 data fromthe storage

medi umxkSiiitandr ianalgg tsHensilorage e dut@id@; capabl e of storing and
reproduci ng digital data, . and-the drive 190 outputs the read digital data

over the 11@he Coppteogehphyi hedngi 180 dat foimedese) Vﬂ@lrvmaantﬁlea,btas 110, the

drive 190 supplies the received data to the storage nedi um
‘one—chlp LSI (Large Scale Integrated Clrcult) s0 as to serve )
- to encrypt/decrypt and a digital content 31gnal supplled v1ai
-the bus 110 and also serve to perform authentlcatlon The
sresultant encrypted/decrypted data is output over the bﬁs'
‘110. The cryptography meansﬁlSO may be realized not only..
using a one-chip LSI but may also be reallzed by software or -
a comblnatlon of software and hardware.' A SpelelC manner_ :
of forming the cryptography means 150 using software will be
descrlbed later.

The - ROM 160 stores program data used by the
recording/reproducing apparatus. - The CPU 170 .controls.
—yarious_parts such as the MPEG codec 130 and the

foryptography means 150 by executing the prooram stored in
'the ROM 160 or the memory 180. The memory 180 moy be
realized using, for examéle, a nohvolatile memory So.aS‘to
serve to store the program executed'by the CPU 170 or data
_ lused by the CPU 170. Key sets used in the
- encryption/decryption process performed.by the device are
_'alsorstoredrin the memory 180. The key sets-will be ;

| described later. The drive 190 reads_(reproduces) digital




195 so that the digital. data is stored onto the storage medium 195. The

storage nedium 195 is a ‘nedi um capabl e of storing -dlgltal data, and o
specific exanpl es thereof include an optical disk such as?ZalaVveys008 cD, a

magnet oopti cal di sk, a magnetic disk, a nagnetic tape, or a .sem conductor

- nmenory such as a RAM |In the present enbodi nent, the storage medium 1951s
~assured to be renovably. nounted on the drive ,190 al t hough the -
st orage- nedi um 195 nmay be di sposed |n a fixed-fashion in the
recordi ng/ reproduci ng apparatus 100. 3Mthe cryptography means 150 shown in
Fig..2 maybe. realized using a one-chip LSI or using software or a
_conblnatlon of software and hardware. [Distribution keys on the basis of a

tree stauatl #roh AhBBBESragk ASAiGR 19528 FRhGORhKe ch device and
a manner of dlstrlbutlonagata are descrlgeggégﬁha 8? ét&?agg in which,

encrypmedidmt 8955chpapgai bEedtb9HyaadaViefr8Auctf S side 10 to
a device on the reception side Zgbshomn |§r g S H&&Eﬁgl gégﬁhnbers from

0 to 1l&ndtthbedbbvéonydesatpuls ﬂﬁéuﬁéddZQQélta§8d5€§pSGé£V€thY15eS on the
content reception side 20. That 1is, 1eaves in the hierarchical tree

st ructGenvehoehy | nifi digitaledats iespectiveddeyicehe Mhen feyiges -Oto 15
are produced or shipped, or at a proper tine thereafter, a. key set
-|ncluddﬁgva 1%@fsmggiles the recelved data to the storage medlum |
195 so that the dlgltal data 1s stored onto the storage
medium 195.
| The storage medium 195 is a medium capable of storing
-digital data, andVSPecific examples-thereOf include an
optioal disklsuch as a DVD or a CD, a magnetooptical disk, a
magnetic disk, a magnetic'tape, or a semiconductor memory
such as a RAM. 1In the present embodiment,'the storage
_.‘medlum 195 is assumed to be removably mounted on the drive
190, although the storage medlum 195 may be dlSPOSEd in a
fixed fashion in the recordlng/reprodu01ng apparatus 100.
‘The cryptography means 150 shown in Fig. 2 may be
reallzed using a one-chip LSI or uSLng software or a
comblnatlon of software and hardware. |
[Dlstrlbutlon keys on the basis of a tree structure}
A manner of assigning an encryptionrkey-to each device
and a manner of distribution data are described below for a
~case in which encrypted data‘ia transmitted from a device on
the transmission side 10 to,a device on the'reception side
20 shown in Fig. 1. |

In Fig. 3, numbers from 0 to 15 at the bottom denote




assigned to a | eaf corresponding to a device and also including node keys
assi gned to respective nodes present in a path fromthat |eaf to the root.
in the hierarchical tree structure. shown in. Fig. 3 is Zdtlengaryi2@08ach
devi ce. KO00O "to-K1111l shown at the bottom of Fig. 3 denote |eaf keys
assigned to the respective devices 0 to 15, and KR to' KIll at levels from-
the top to the second | evel as counted from the bottom denote node keys.
In the tree structure shown in Fig. 3,  for exanple, a <device 0 has a | eaf
key KO000O0-and.node keys KO000; KO0O,-K& -and KR Sinmilarly, a device 5 has
K0101, K010, K01, KO ' and KR, and-a.device 15 has K1111, Kill, K11 Ki,
and KR. Although in the specific exanple shown in Fig.. 3, the tree

i ncl ud%e%atﬂétm@@én&p%% Ltk %etcjé%ttlro%e I}_%% SngE ric

four-level structure, the tree may |nc greateéer devi ces and

may havis A Xbddes end tf}tlé’f'qﬁ!ex@crcﬂl@éﬂ' %r@eh%rtrht%@_ﬁré shgerﬁhlgei‘%ée in the

tree structure shown in Fig. 3 vari ous types wh use

varrousathnﬁtéﬁréﬁpudﬁEVdﬂaEvic@@ch as a storage device fixedly dlsposed in
a device 27 January 2005 - 39 or a renpvable storage medi um such as a DVD,

a CD, an MDWhen defliags oegorys huet PEbaREE - oiv’aélh &)’Rﬁs eﬁfha{ipp' i cation
.services .may be provided via this tree structure e hierarchal-

tree spmegtenr & i uharaaftémstalkeylsﬁtOEneQﬁaﬁﬂQSaOIeSEHRQﬁt keys, such as
that shown in Fig. 3, is -
assigned to a- 1eaf correspondlng to a device and also
including node keys_a551gned to respective nodes present in
a path from that leaf to the root. in the'hierarchical freé
lstructure:shown'in.rig.'3'is stored in each device.- K0000
to-K1111 shown at the bottom of Fig. 3 denote leaf kéys
assigned to the respectlve devices 0 to 15, and KR to K111
at levels from the top to the second level as counted from
the bottom denote node keys. |
| In the treerstructﬁfeishown in Fig. 3, for example, a
-devide 0 has a leaf'key K0000 and node keys K000, KOO, KO,
and KR. Similarly, a device 5 has K0101, K010, K01, KO, and
KR, and-a device 15 has K1111, K111, K11 K1, and KR. |
Although in the specific example shown in Fig. 3, the tree
includes only sixteeh devices 0 to 15 and the tree has a
symmetrié four-level strudtufe, the tree may‘include a
greater'numbe; of devicés'and may have a different number of
- .levels other than 4. | |
| Each device in the tree structure shown in Fig. 3 ﬁay

be of various types which may use various types of storage

media such as a storage device fixediy disposéd'in a device




formed so as to adapt to such various .types devices and various types
applications. . In a system incl udi ng  such various types of devices and
.various types of appllcatlons parts thereof are properl|3f daroapetP05For
-exanple in Fig. 3, a part enclosed.by a- .dotted line is set as one group
i ncluding devices 0, 1, 2, and 3, which use the sane type of storage;
medi um For the deV|ces |ncluded in this group enclosed by the dotted
line,. .-a common content in an encrypted formmay be transnitted at the
sane time froma. provider, or a coft%nt-key that can be- used by all
devices in the group may be transn1tted Each -device in the group
transmts content paynent data in an .encrypted formto a prOV|der or a

cl ear anfe 4 Rehickdbl@Nstor @nmggghﬁngugﬁogbdgrﬁvgr hnéb'tgb Qns such as a

clearance institution transmt data to devices ranémt data at

the sage fla@h emdlly .deyheehePmote, 2 eogr ed by the
dotted Ilng I n FFQ 5,3. The t?eeoﬁﬁomza?%gué 9P%E of 9E@Fﬁ§§E%8%|ura|lty of

such gseuvdceSORbgNbe PEEVEABASYDA tﬁis'tﬂééoaﬁrﬁEEﬁrés aTgéﬁaiénce
institution, which transmt and receive data to and from device$

Januarth%Oﬁ&eraﬁGh&mntteensﬁﬁuﬁﬁﬁﬁ@gﬁoﬁaﬁﬁediﬁtﬂi@ﬂ%i@ﬂtﬂ@ﬁ”éf All node
keys and | eaf keys may be managed in a unified fashion by one key

managewententst er, contantek&py s @mdhl@@ftkgyssnawbelﬂapﬂ@ed3pnu@
group- by-group basis by nessage .data distribution means such as prOV|ders
or cl efpzned so as to adapt to such various types devices and

various types appllcatrons.

In a system 1nclud1ng such various types of devrces and
various types of applrcatlons, parts thereof are properly
grouped. For example, in Fig. 3, a part enclosed by a:
-dotted line is set as one group including devices 0, 1, 2,
:and 3,rwhich use.the same type of storage;medium; For the
deVices included in this group enclosed by the dotted line,
‘a common conteot-in an enorypted form-ﬁay be transmitted at
the'same time from a_provider, or a content-key that can be
used by all devices in the group‘may be transmitted. 'Each"

~device in the group transmits content paYﬁent data in an |
.encrypted form to a provider or a clearance institution.
‘When content providers or institutions such as a clearance
lnstltutlon transmit data to devices, they may transmlt data
‘at the same time to all devices 0, 1, 2, and 3 in the group
‘enolossd by the dotted line in Fig. 3. The trée shown in
Fig. 3 may include a plurality of suoh groups. Content
providers or institutioqs such as a clearance institution,

which transmit and receive data to and from devices,




institutions that transnit and receive data to and fron1the respective
groups. In-a case where secrecy of a key is br oken, . node keys and | eaf
keys are renewed by the key ,.management center, t he pr o2 dwusry 2005t he
cl earance institutions. In t he present tree structure, as can be seen front
Fig. all three devices '0, 1, 2, and 3 included in one group have common -
node keys KOO, KO and KR Lbe of such cormon node keys makes. it possible
to provide, for. exanple a comon content key only to the devices-0, 1, -2,
and 3. For exanple, if the node keydKGO that are held by all devices 0,
If 2, and 3-.is enployed as a content key, it is possible to -provide the
cont ent key t hat can be used in conmon only by the devices 0, 1,- 2, and
transm ssion process. If a

gcnrtat cgﬁﬁ{§§?%§n%fypat%dusf%%qgﬁg 108 qe RBJ-K00 and a val ue Enc(KOO,
b Sﬁéa'. A, 8608 KEGY! Enfl 806" KERLORRL SR AL oo WY1 8 O
val e EASTRSE Mo ony 57, 51%3%9@*“%%5‘3@*‘-2?8§Fﬁé°€ kB Rl Tl are
ob ai L&?ﬁ@ﬁ&%ﬁ%ﬁ?ﬁé&&fﬁég?ﬁgrag“ﬁtﬁ e T BT
out thaht&eﬂistﬁgbﬁtion $6&hs- K&bh 55>pgggl&gg§e$p @yeéggmg§V|ce 3 have

" been
1nstitut10ns that transmit and receive data to .and from the -

resPective groups In a case where secrecy of a key is
broken, node keys and leaf keys are renewed by the key
fmanagement center, the prOViders,'or the clearance .
1nstitutlcns.

In the preseht tree structure, as can be seen from Fig.
3,'a11 three devices 0, 1, 2, and 3 inclcded in'onelgroup
have common node keys K00, K0, and KR. -Use of .such common
node keys makes it possible to provide, for example, a
commoh content-key only to the devices 0, 1, 2, and 3. For
example, if the node key K00 that are held by all‘devices‘o,
1, 2, and 3-is employed as a content key, it is possible to

| provide the:content key that can be used in common only by
the devices 0, 1, 2, and 3, without neCessitaﬁing an
additional key transmission process. if a content key Kcon

Cis encrypted-using the node key K00 and a value Enc (K00,
Kcon) cbtained asra3result of encryption is distributed to
the deviceslo, 1, 2,'and_3 via a cetwork or a storage medium,

'then'only the devices 0, 1, 2,land73 can acqcire the confent

key_Kcon by-deCrypting the encryption vaiue Enc (K00, Kcon)




~anal yzed by -a hacker and secrecy of the key has been-broken, it is needed
to isolate the device 3 fromthe systemto. protect data transnmtted or
received in the syst em (group including the devices 0, 1, 272\16@%/2%05 For
thls_purpose It i s needed to change, the node keys KOOL, KOO, KO and KR
“to nem/keys_K(t)OOl; K(t)OO,.K(t)O,-K(t)R-and transmt the new..- keys to
the devices 0,.1, and 2. Herein,' K(t)aaa denotes a renewed key

of - generati on of 't obtai ned by renewi ng-a key Kaaa. Distribution of-
renewed keys is described bel ow. TRthewal of keys is achieved by supplylng
a table. . representing block data call ed an enabling key bl ock (EKB) such
as that shown in Fig. 4(A) to the devices 0, 1, .and 2 via a network or a

st or agus imsylitire rEe anspliaw diek bheclho1dEHR) doilodsy efgpupt ed new keys

to be distributed to devices-corresponding to | eaves € tree structure

shown - devifieg. 3 Hethagnald (¥ K&D bldesio teEKB) tias 0;ga key
" renewal block (KRB). The enébllng Qey bl ock (EKg)t?hgwnglhbgglﬁeﬂ(A)

i ncl uddy Enouypdding Kbatstaiy ka.used for renewal of keys 27 January 2005 -
42 only by devices that need renewal of node keys. In t he specific exanple

shown i'n Fi 3t &, some pbdok dattime pjodoced téibhst et PEEPOSE: Jﬁ;
di strihuting renemed node keys of generation of t to the devices 0, 1, and
2in tﬁéoﬂﬁeeK§@ﬂucK@ﬁe ¥lowaninkRi beld. bﬁstnendbelééeﬂ haea bdén 3. the
analyzed by a hacker and secrecy of the key has . been broken,
it is needed to 1solate the dev1ce 3 from the system to
Jprotect data transmltted or received in the system (group
lncludlng the dev1ces 0, 1, 2, and 3).: . For this purpose, it
.1e needed to change, the node'keys K001, K00, KO, and KR to
new keys K(t)OOl, K(t)00, K(t)0, K(t)R and transmit the new.
keys to the devices 0, 1, and 2. Herein, K(t)aaa denotes a
renewed key of generation of t obtained by renewing a key
' Kaaa. | | |
| Distribution of-renewed‘keys'is-desctibed below.
.Renewal of keys is achieved by supplying a table
representlng block data called an enabllng key block (EKB)
such as that shown in Fig. 4(A) to the devices 0, 1, and 2
v1ara network or a storage medium. The enabling key block
(EKB) includes enctypted new keYS'to te'distributed to
devicesAcorresponding'to leaves in the tfee structure shown
in Fig. 3f The enabling key block (EKB) is also called a
key renewal block (KRB) . ' |
" The enabllng key block (EKB) shown in Flg 4(A)

_.lncludes block data that can be used for renewal of keys




deV|ces 0 and 1 need K(t).00, K(t)0, and K(t)R as renemed node keys and

t he device 2 needs K(t)O001, K(t)OO K(t)O and K(t)R as renewed node keys.
As can be seen fromFig. 4(A), the EKB includes a - pl ural 2% yaralane2@5y pt ed
-keys.' An encrypted key Enc(KOOlO K(t)001) described at the bottomis
produced by-encrypting: renewed node key K(t)001 by the |eaf key K0010 held-
by the' device. 2,. and thus the device 2 can acquire the renewed node

key K(t)001 by decrypting Enc(K0010, K(t)O001) using the leaf key of the
device 2... Using this renewed node—ké&-K(t)OOl obt ai ned via decryption, an
encrypted key Enc(K(t)OOl K(t)00) in the second row as counted fromthe.
bottomin-Fig. 4(A) can be decrypted into the renewed node key K(t)O0.

Si i | ardiy 3%y esFISLdHERY feRel 3 Jf bk KkBykhe rhegpad row as

count ed fron1the top in Fig. 4(A) can decrypted into € renewed node

Kk K(t e RiHRA; t , Fi 4( A
can bo serym oo ThCG RITTR o R e gk Yafh, FEoghomeal 8o

K0001, fidre tiade FOQF ldesrte{lbde%@drteeeheaewodeaﬁé shyg only renewed
keys K(t)00, K(t) and K(t)R are 27 January 2005 % needed for the

devi cegyéERAD iand df0@0to the deviiees K)08) aﬂﬂdeQﬂoﬁhéCﬂis'éée K(t) 00 by
decrypting an encrypted key. Enc(KO00, K(t)00).at the third-row as counted

- from t Is¢ruomure Ehgpwnd(A) Fignd3'.acgei cent be seeﬂweﬂoﬂoﬂﬂgkey,lﬁﬁé)o by

decrypting the encrypted key Enc(K(t)CQ0, K-(t)0) at the
dev1ces 0-and 1 need K(t)00, K(t)O, and K(t)R as renewed

node keys, and the device 2 needs_K(t)OOl,-K(t)OO,rK(t)O, -
and K(t)R as renewed node keys. ‘. |
~AS cah be seen from Fig. 4(n), the'EKB'includes'a

piurality,of encrypted keys. An encrypted key Enc(KOOiO,
K(t)001) described at the bottoﬁ is produced by -encrypting
- renewed node key.K(t)OOi by'the ieaf key K0010 held by the
device.z,.and'thus the device 2 can acquire the renewed node
key K(t)001 5y:dedrypting Enc(kOOlO, K(t)001) using the leaf
_key-of'the device 2. Using this renewed node key K(t)001
obtained via decryption, an ehcrypted key Enc(K(t)dOi,
K(t)00) in the second row as counted-from the bottom in Fig.
4(A) can be decrypted into the renewed node key K(t)00.
Slmllarly, an encrypted key Enc(K((t)OO K(t}0) in the
'second row as counted from the top in Fig. 4(A) can be
decrypted into the renewed node key K(t)O, and an encrypced'
key Enc(K(t)o0, R(t)R) at the top in Fig. 4(A) can be
decrypted into K(t)R. On the other handt-for the devices
K0000 and KQOOI, the noderkey.KOOO is not needed to renew,

and thus only renewed keys K(t)00, K(t)0, and K(t)R are




second row as counted frontthe top in.Fig. 4(A). Furthernore, K(t)Ris
‘acqui red by decrypting the encrypted key Enc(K(t)O, K(t)R) at the top in .
Fig. 4(A). In this way, the devices 0, .1, and 2 can. acqfi JapuatyR@0benewed .
key K(t)R In-Fig.. 4(A), indexes |nd|cate t he absol ute addresses of the
.node keys and Ieaf keys used as decryption keys. ‘1n. a case where the node
keys K(t)0 and.K(t)R in hiigh levels of the tree structure show in Fig.-3
are not needed to renew, but only the node key KOO is needed to renew, the
enabling key block (EKB) may be fd&rifed such as shown in Fig. 4(B) whereby
the renewed node key K(t)00 can. be distributed, to the devices 0, 1, and’
2. The EKB shown in Fig. 4(B) nay be used to dlstrlbute a new content key

to be needeidnfoenthe Hgvacesr KOOUDaangr RUPO1. FOrhEeXa8Pices i kodGo assuned
that the devices 0, 1, 2, and 3 in the group enclosed by the dotted line in

Fi g. SaQQeKQOOfbaat:qumrerK(ypeoobysﬁef:ﬁgptlimglan 8Nerypeéd adgw common
content key K(t)con is needed. In this case, the renewed content key
K(t) coBnt¢K008e Kht¢©ﬁwout|thenthypdeﬂousamgc&ﬁﬁﬁ@@ Db tiesl 4yp r enewi ng
the node key KOO used in common 27 January 2405 - 44 by the devices 0, 1,

2, andiB, Figd #68h)tand @@@mypeeuhdaranEMQkaQQe ket )Kpn)0 iksy di stributed -
together with the EKB shown in Fig. 4(B).' This method of distribution

“al | onsdeg¥urting beheli enerypted ke hEraEE (1t heo diktt) Gutad titﬂ a cannot be

decrypt ed g t he other devices such as a device 4.
-second row as counted from the top in Flg. 4(A)

Furthermore, K(t)R is acqulred by decryptlng the encrypted
_Vkey Enc(K(t)O,-K(t)R) at the top in Flg. 4(A).':In thls-way,
-the de?ioes 0, 1, and 2'can acquire the renewed7key K(tiRa
In Fig. 4(A),,indexes-indicate the absolute.addresses of the

-node keys and leaf keys'used as decrfption-keys.'

In a oase,where‘the'node'keys K(t)o:and.K(t)R_in high
levels-of-the tree structure shown in Fig.-B are not needed
to renew,.but only the noderkey K00 is needed to renew, the
enabling key block (EKB) may be formed such as shown in Fig.

| '4(B)'whereby the renewed node key K(t)OO'can,be distributed
to the devices 6, 1, and 2.

The EKB shown in Fig. 4(B) may be used to distribute a
new oontent_key to be usedlin common by a particular group.
For example, it is assumed thef the devices 0, 1, 2, and 3
in the group enclosed by the dotted line in Fig. 3 use a

~ particular type_of storege media, and that a new common
content key K(t)con is needed. 1In this case, the renewed
content key K(t)con for use in common is encrypted using

K(t)00 obtained by renewing the node key K00 used in common




‘That- is, the deV|ces 0, 1, and 2 can ach|re the content. key K(t)con that
S valld at the point of tlne 't by decrypting the encrypt ed data descri bed
above using K(t)00 that can be obtained by processing tHh¥ {argary 2005 o
[Di stribution of Content Key using EKB] . Fig. 5 illustrates a specific
exanpl e of a process ‘performed by the device V to obtain the content key .
K(t)con -which-is valid at the point of time t fromthe data Enc(K(t)O00,.
K(-t)con), which has been produced by encrypting the new cormon content
key K(t)con using K(t)00 and suppl i-ed4 together with the EKB shown in Fig..
4(B).to the device-0-.via- a storage medium In this case, the content key
K(t)con-is nessage data encrypted by .the EKB. As shown in Fig. 5, the

devi ce ByptaduaesitBg- oNoge key,nK(4) 09, by, DL ofessi N the Eﬁfé@“ﬁ%gg whi ch

generation of t stored on fhe'storage medium using t

s al reny (hetd, b (ESofpViseadsti by ed '%Aé’étﬁ@ﬂ%?{tlg}rby%' bed above.

Thereafter, the renewed content key K(t)con 1s acquir neans of

~decryptsRewHSLAOFLHE 1 EBEWEOrh (9 dRekeYd K )P £ U h newed
content key 27 Jangary63805 - 45 K(t)con 1is: encryﬁ#hgfusﬂﬁgwkhgaﬁgaf key

K0000 hed:dbendwsbmbmt\@dd@u¢1@et&150cﬁélahétfﬁtﬁ%&r&a&ﬁ>ba'ﬁ&{o)t0% can be
used at any tine thereafter. [Format of EKB] Fig. 6 ows an exanple of a
format décrypeadbby ngh&eyther devices sucl_i as a device 4.

That'is,fthé-devices 0, 1, and 2 can acquire the
content key K(t)con that is valid at the point of time t by
decrypting the encrypted data described above uSing K(t)OO
that can be obtained by processing the EKB.

[Distribution of Content Key using'EKB]

Fig; 5 illustrates a specific example of a process
performed by the dev1ce 0 to obtain the content key K(t)con
which. is valid at the p01nt of time t from the data
Enc(K(t)00, K(t)con), which has been produced by encrypting
the hew common content key K(t)con using K(t)00 and suppiied
together with the EKB shown in Fig.-4(B).to-the device'Oaﬁia‘
a storage medium. 1In this ccse, the content key K(t)con-isi

- message data enCrypted by the EKB.

| As shown in Fig; 5, the device Giproduces the node key
K(t)00 by processing the'EKB of the geﬁeration of t étcred
on the storage medium using the node key X000, whicﬁ is
already.heldrby the device 0, in a similar manner as
described above. Thereafter, the renewed content key
K(t)con is acquired by means of decryption using the renewed

| node key K(t)00. Furthermcre, the renewed content key




bl ock (EKB). A version 601 is.an identifier -indicating the, .version of the
enabl i ng key bl ock (EKB). The version serves not only to identify -the
newest EKB but. also to indicate the correspondence w th otanwans2009he
depth indicates the nunber of |ayers of a hierarchical tree of devices to.
whi ch. .the enabling key block (EKB) i-s distributed.- A data pointer 603
points to a location of data field in the enabling key DbBlock (EKB). A tag
poi nter 604 points to a location of a -tag field, and a signature pointer
605 points to a location of a signatlire.. The data field 606 is used to
store encrypted data such as a renewed node -key. For exanple, data of
encrypted keys associated with a renewed node key, such as that shown in

Fig. S5k ddrored d : A, i £l i 6 i . d,. to store
~tags in |t?at irﬁgl%?ﬁgb%%ﬁéﬁsldof t?ﬁe%%ﬁ%‘;efdr?@c?e%%ﬁﬁﬁg Pgaf key

stored tie ddvacdatn dd bt TR o JelewTi) O§sha sdescribed
bel ow with referenc: to Fig. 7. |ﬁﬁ§9%becifﬁgkn§§gh%?§ g%oaﬁbﬁnagig. 7, the

enabl i agiykeyimd atlercaéBer descri bed above with reference to Fig. 4(A) is
‘transmitted - 46. as the data.” Atable (b) in Fig. 7 shows the data that

is trdmemuatedfi EKBi s specific exanple. Herein, the address of a top.
node in the encrypted keys is referred to as a top node address. In this
case, becauBega 6eshors. anobxiayl&(6F Raisoimat USETan Nendls] ity gy ed keys,
the top node address becones KR - The data Enc(K(t)O K(t)R)" at “the top
‘block (EKB). A version 601 is an identifier indicating the-
version of the enabling key block (EKB). The version servés
not only to identify-thé neﬁestVEKB‘But also t6 indicafe the
Acor;espdndence with cohtents. - The depth'indicatés the . ;
number of layers of a hieraréhicai tree of devices to which‘
the enabling key block (EKB) is distributed.- A dafa pointer
603 points to a 1ocation of data field in the enabling key
b;ock (EKB). A tag pointer 604 points to.a location of a
tag field, and a siénature pointer 605 points to a location
of a signature.. | |
 The data field 606 is used to store.eﬁcrypted daté such
as a renewed node key."Fof example,-data of encrypted keys
associated with a renewed node key, éuch as that shown in
Fig. 5, is stored inrthe data field. |
The tag field 607 is used to store tags indiééting the
locations of the encrypted node‘keys and leaf key stéfed in
‘the data field. The rule of detefmining the tags is
described beiow with reférence'to'Fig. 7. In a specific
example shown in Fig-'?,”thérenabling key block (EKB})

described above with reference to Fig. 4(A) is transmitted




correspond to a location of thée hierarchical tree shown in (a) of Fig. 7.
The location in the hierarchical tree for the next data Enc(K(t) 00, K(t)O)
is lower left to the location of the previous data. Wer2#anuery 05dat a,
‘the tag is set to 0, while the tag is set to 1 when there is no data. The
tag is represented in the formof {L-tag, R—tag} wherein L-tag denotes a
~left tag and R-tag denotes a right tag., In the case of the data Enc(K(t)O
K(t)R) in-the top row . there is data to the left thereof, .and.thus the.
L"tag - is set to O, while.the R-tag A6 set to 1 because there is no data to
the right thereof. Tags are set for all data in a sinilar manner. As a
result, a sequence -of data and a sequence of tags are produced as shown-in

Fig. 7(s} cABedkegs Roeste (Be 1008 y@ b3 %@%5%@&& yy) in the

tree structure. Key data Enc( stor eld is a

si npl e sesmenceced BmcEyd é%ﬁficEEEEm TS the aﬂﬁ%@s&o

i ndi cate-the |ocations, in the tree, of encryptecjEt éys store the data

field ofsseasp. mdasmg;ﬂéweeﬂ tddadyacatd Qi ot LECAMRY e 27
January 2005 represented by, adding nodé indexes to the correspoﬁdlng

encr yptresteaiddress desny ithed eaidd,ehadddsd &f HepReR 4t QOEtgkﬁg . More

specifically, the node indexes may be added as follows . O c(K(t) O,

\ K(t)rodf()t)R)OLS Eniuded 100thlé( encypdRA kelag ( Khet tof. ABaeK(T) - . 00)
address becomes KR. The data Enc(K(t)O K(t)R) at the top
correspond to a location of the hierarchical tree shown in

- (a) of Fig. 7. The location in the“hierafchical tree for
the next data Enc(K(t)00, K(t)0) is lower left to the

- location of the previous data. When there is data, the tag
is set to 0,-whi1e the tag is set to 1 when thete is no data.
The tag is—represented in the form of {L-tag, R-tag},

IWherein L-tag denotes_a left tag and R-tag denotee a right
tag}' In the case of the data Enc(K(t)O, K(t)R) ln the top
row, there is data to the left thereof, and. thus the L-tag
is set to 0, while the R-tag is set to 1 because there is no
data to the right thereof. Tags are set for all data in a |
similax manner. As a result, a sequence of data and a
sequence of tags are produced as shown in Fig. 7(c)

The tags 1nd1cate the locations of data Enc(Kxxx, Kyyy)
ih the tree structure. Key data Enc {Kxxx, Kyyy) stored in

-the data field is'a'simpie seqﬁence of encrypted keys, and
thus the tags are:used to indicate the locations, in the
tree, of encrypted keys stored in the data field. Instead

of using the tags, the locations in the tree may be




and so .on. Fbmever use of the indexes results in redundancy in the dat a,

-a greater data-size is needed to describe the data, which is undesirable-

in transnission via a network. In. contrast, if the tagsiadanugsedl0fs index

data .indicating the locations of keys, the Iocatlons of -keys can be

|nd|cated ‘by-data: with a smaller data size. - Referring back to Fig. 6, the -

format of EKB is described further. A S|gnature i's a digital signature

witten by a-key nanagenent center, a content provider, or a clearance

- institution, which has issued the-emde ng key block (EKB). Wen a device
-receives t he EKB, the device ‘verifies the-signature to determi ne whether.

the received enabllng key block (EKB) is -a correct one issued by an

 aut hor e Akl kanahacholB Bhabaauere LRLSLLLPULLGRl, 2 cont en key.

and a content using”an EKB e exanpl e descri onIy t he

cont enenl@ypited HaRASMhLL éésEQQBEHeéamwrtG&E'ﬂ?ﬁ%&\?\%‘% ﬁ%‘éa %‘fr ypt ed

~using a content. key may also be transnitted fogée January

2005 - 44 8MoreOBpERifkex1 ePrr ¥RECHoHS PEASxEONhGR! SAeTaPtion key and
the content key gncryptloﬁyﬁey enc?ypted uélng é#:%%é?ﬁ éﬁpdescrlbed

bel ow. £BiljowB.shows a data format used for the present purpose In the
data format shown in Fig. 8(a), Enc(Kcon, content) 801 denotes data

- produced byOencrﬂnnqnmxﬁfu;(Knﬁxﬁﬁou#y ng the'content. key. (kcon).. Ene(KEK,
Kcon) 802 is data produced. ' o '
00 : Enc(R(t) 00, K(t) 0) |
000 : 'Enc(K((t) Qoo} K(T) 00)
and so on. -Howeﬁer, use of theiindexes fesults in
redundancy in the data, a gfeeter'data‘siée is needed to
describe the data; which is dndeéirable in'transmission_vie'
a network; In contrast, if the tags are used as index data
indicatingAthe'locations'of.keys, the locations.of'keys can
“be indicated'by-data with a smaller data size.
Referriné back to Fig. 6, the format of EKB is
deecribed further. A signature is a digital signatufe_
.written by a key managemenf center, .a content previder, or a -
clearance institution, whieh has issued the enabling key
bloek'(EKB). Wﬁen a device receives ﬁhe'EKB; the device
verifies the signature to détefmine whether the received
enabling key block (EKB) is a correct one issued'by an
authorized enabling key biock (EKB) issuer.
[Distribution- of a content key and a content using an EKB]
In the'example described above, only the content key is

- transmitted together with the EKB. A content ‘encrypted

‘using & content key may also be transmitted together with a




by encrypting the content key (Kcon) u5|ng the cont ent. key ‘encryptlon key
(KEK). Enc(EKB, -KEK) 803 denotes data- produced by encrypting: the content
key encryption key KEK using the enabling key bl ock ( EKE37 Jansien) 2005t he
node key (KOOO',. KOO,'...) shown in Fig. 3 or the root key (KR) may be
enpl oyed as the.content key ‘encryption key KEK, or a key encrypted using
t he node key (K000, -K00,...) or the root key (KR nay be enpl oyed. Fig.

8(b) shows a data f or mat t hat may. be used when-a ,:.plurality of contents
are stored on a nedlun1 and- al | coﬁ@ents use the same encrypted data
Enc( EKB, KEK) 805. ...this case, data pointing to Enc(EKB, KEK) is

added to:the respectlve content data, instead of adding the sane Enc( EKB,

- KEK). tGomhenmekﬂgCEnueyptedtﬁ@inéaéacoﬁtéhtgk (Hﬁb é?ﬁﬂ?? d&h'Ch the.
content key encryption key KEK is enployed as "a renewed node key (t)00 to

be usedthﬁspeauenbfkeneenodypkegnKﬁ@y&ﬁmmy%7 Fising 4 giBIe s58s€ where
the device 3 in the group enclosed by the 2 January 2005 - ‘49 dotted Iine

in Fi g.dgspaibpdehelewoked because of exposure' of secrecy of a key, if -
the enabling key block (EKB) shown in Fig. 9(a), data. produced by
encrypting t'?t’egcoﬁttsemwﬂ(@/ datic diormagi mgethdozobhenprisynenguypésen key -
(KEK = shown in Fig.. 9(b), and data produced by encrypting the,

contentlé %he daba cEpwmeat sklggm( Idcfbrf)lsa-r@(a)pplﬂnedmm,heonthﬁt)nenbers in

t he grogg éhat is, to the devices 0,. .1,
1 enotes 'data produced by encryptlng the content usxng

the content,key‘(kcon). Enc(KEK, Kcon) 802 is data produced
by‘encrypting the content keY'(Kcon)tusing the content key
encryption key (KEK). Enc(EKB, KEK) 803 denotes data
produced by encryptlng the content key encryptlon key KEK
u81ng the enabllng key block (EKB)

- Herein, the node key (KOOO KOO,...) shown 1n Fig. 3 or
the root key (KR) may - be employed as the content key
encryptlon key KEK, or a key encrypted using the node key -
(K000, KOO,. «.) or the root key (KR) may be employed

Fig. 8(b) shows a data format that may be used when a

.plurality of contents are stored on -a medium, -and all-
1contents use the same encrypted data Enc(EKB, KEK) 805. 1In
-this case, data p01nt1ng to Enc(EKB, KEK) is added to the |
respective content data, instead of addlng the same Enc(EKB;-l
-KEK) to the respective content data.

. Fig. 9 shows an example in which the content key
encryption key KEK is employed as a renewed node key K(t)OO
to be used 1nstead of the node. key KOO shown in Fig. 3. 1In

the case where the device 3 in the group enclosed by the




and 2, the devices 0, It and 2 can acquire the content. A decryption
procedure performed by the device 0 is shown on the right-hand side of
Fig. 9. First, the device 0 acquires the content key decr3/plangaryiddpsS( KEK =
K(t)00) from the received enabling key block by. performng a decryption
‘process usi-ng the | eaf key KOOO held by the device 0. The ‘device O then ..
-acquires the content key Kcon by nmeans of decryption using K(t)00 and
finally acquires.the content by nmeans of decryption using the content key
Kcon. Thus, the. device 0 can obtai % e content. Similarly, the devices 1
.and 2-can ‘acquire the content key encryption key (KEK K(t)00) by
processing the EKB according to their own procedures and can further -
acqui r edthedc aiNtin BMeN i3f nhBebderi e8§ofedSbefaudlloBOefoSird Ne ot her
groups shown.in Fig:; 3 received simlar data (EKB), they ‘cannot acquire
t he cowtferfect@ryendr wpkiegh KEytGKEKnKLL)AQ) ke§i BUotke(ERBf s OF node
keys hel d by them The revoked device 3 can also not acquire the content
key endmymtigon oKay ,2datanpaodud@lSby BcriEkng Khé)Soemsikg, t he | eaf key
or node keys held by the device 3. Thus, only the authorized devices can
decr yp{ Kcha )costiagt thedcoatensekeheeneryypien kent gREK .= Tus)o0d)he
above-described nethod of transmitting a content key using an EKB nakes it
possi beBows dacHigly9 (H)st ahdudetanproduyed doly camt eyt irsj nthea smal | anount
of data such that onIK aut hori zed users can decrypt the encrypted

content using-the content key (Kcon) are supplied to the

other membershih the group,_that is, to the devices 0, 1,
and 2,-the deviées‘o} 1, and 2 can acquire the content. |
A decryption procedure bérforﬁéd by the devicé 0 is-
shown on the right-hand side of Fig. 9. First, ﬁhé device'd
écquires the confent_key decryption key (REK = K(t)OOj from
vfhe receiﬁed endbling key block by_performing a decryptioﬁ

process uéing_the leaf key K000 held by the device 0. The

device 0 then acquires the content key Kcon by means of

decryption using K(t)OO and finally acquires the.content by -

means of decryption using the content key Kcon. Thus, the
device 0 can'obtain the content. Similarly, the devices 1
énd-Z ¢an écquire the content key encryption key (kEK =
K(t)00) by proéessing-the-EKB according to their own
pxddedurés'and can further acquire:the.content.

Even if the devices 4, 5, 6, and so 5h of the other
groups shown in Fig. 3 received similar data (EXKB), they
cannot acquire the cdntént key encryption key (KEK = K(t)00)

using the leaf keys or node keys held by them. . The revoked

device 3 can also not acquire the content key encryption key .



content. . I'n the exanpl e 'descri bed above, the- enabling key bl ock (EKB), the
content key, ‘and the encrypted content, are securely distributed via the
network.-Al ternatively, the enabling key bl ock (EKB), tHd leoHee00key, and
the encrypted . content,. nay be stored on a storage medium such as a DVD or
a CD and the storage nmedi um may be 'supplied to a user thereby providing '
the enabling key block (EKB), the content key, and the encrypted content
to the user. - In this case,. if the encrypted content and the enabling key
bl ock (EKB) are stored on the same 34 orage medi um so that the encrypted
content can be decrypted using the content key that.can be obtained by
decrypting the :enabling key block (EKB), it is possible to realize a

si npl e CoEk entk g F00) g thestiemet hal, ald QWaeoRky <l hahef auhpori zed user
devices can use a distributed encrypted content by decrypt|Xg It using a

| eaf kejewicerctle ke hendybyhchautperided @evicksdcahldsheyptragngxanpl e in
whi ch encrypted contents 27 January 2005 - 51 - and enabling key Dbl ocks-
(EKB) arantsdmr exhd eget hete @headecsyptagecondied®,. I n this specific exanpl e
shown in Fig.- 10, contents Cl to C4 are stored on a storage nmedium and
dat a i ndi cafthng,t kbecaboespdasieniked ahatieod t b tesmasittying Lontents and
enabling key blocks (EKB) is stored on the sane storage nedium and

f ur t herassrterdn keyalsiing . keyEBBonkkes itepesshble (E8Bséfuislpl so stored. For -

exanple, EKB 1 is _ - :
_ dlstribute‘an encrypted content using a small amount of data

such that-only authorized users can décrypt the éncrypted o
.Contenf.. | - | ”

o In the example described above, the enébling key block
(ERB), the content key; and the encrypted cOnﬁenf,=are
securely distributed via'the network. --Alternatively, the
-ehabliﬁg keylblock (EKB), the content key;rand the encrypted
'coﬁtent, may be stored on a storage medium such as a DVD‘or
a Cﬁ and the storage medium may be supplied to a user |
thereby providing the enabling key block (EKB), the content
key, and the encrypted cénfent to the user. In this éaser
if the enérypted content and the enabling key block (EKB)
are stpréd on the same storage medium so that the encrypted
content-can be decrypted using the content key that can be
bbtaiﬁed by‘decrypting thé-enabling.key block (EKB), if is
poséible to reaiize a simple content distribution system
that allows only limited authorized user devices can use a
distributed encrypted content by decrypting it ﬁsing a leaf
key or node keys held by the user devices.

Fig. 10 shows an example in which encrypted contents




used to produce a cont ent key Kconl .used to. encrypt the content C1,.-and
EKB 2 is.used to. produce a;content key Kcon2 -used.to encrypt the content
C2. In this exanple, because the enabling Key bl ock (EKB2Ramfaryedes on-M
is stored on the- storage nedium -and.. because the contents C3 and C4 are
related to the enabling key block (EKB M, it is possible to acquire the
content key for the contents C3 and. C4 by . decrypting the enablrng key

bl ock (EKB-M. on the other "hand, because -EKB 1 and EKB 2 are not stored
on the disk,.it- ,is needed to acqui?® Them via another means such as a
net wor k connunrcatron or another storage medi umto decrypt the cont ent
keys Cl and C2.. Fig. 11 shows a conparison between a process of

di st ri butd nghablaony aely BDbKS NERY) BHR e%redp&ege%ﬁe?f ondistribution a
content key according to the conventional techni or case where the

contensﬂonagﬂmeWHMNrbuhe&hlaﬁeﬁécifﬁbueﬁbm IeOEhQﬁH'EﬁsFlghelﬁonvent'O”a
technique is shown in.the upper | f area. (a Fig. 11, and the .. 52
technrqmnnusnmgCﬂheoeﬂabbmegskorehloﬁka(EKBragéCﬂédiﬂﬂ t ond h@a 4 esent
invention is shown in the lower half area (b) of Fig. 11. In Fig. 11,

Ka(Kb)JGEh@meengathepcodmeeﬂobﬁeneecbepﬁeeg Kheuse@ge&alvén t-he
~conventianal technique, as shown in (a), aut henti cati on and key exchange

( AKE) &Petpeﬁ:ﬁoanédebebﬂreag kdpvbﬂ:eekSo(Emefystdmarbrédamsntltélmneand
recei ving devices are authorized devices and to produce a.session key Kses
to :storage medium, and furthermore an enabllng key block of
version M (EKB M) is'also stored. For-example, EKB 1 is
used to produce a content key Kconl used to. encrypt the
rcontent Cl, and EKB 2 is used to produce a content key Kcon2
‘used to-encrypt the content C2. In this example, because
the enabling key block (EKB _M) of version M is stored on the-
storage medium, and because the contents C3 and C4 are
'related to the enabling key block (EKB M), 1t is p0551b1e to
acqulre the content key for the contents C3 and. C4 by
decryptlng the enabllng key block (EKBﬂM). On the other
_hand,-because ﬁKB;l'and EKB_Z are not stored on t-he_disk,‘i-t~
“is neeoed to acquire them via another means such as a
network communlcatlon or- another storage medium to decrypt
the content keys Cl and c2.
 Fig. 11 shows a comparison between a process of
'distributing a"COntent.key using an EKB and a process of
-distribution a contént key according to the conventional
technique, for case where the content key are dlstrlbuted

among a. plurallty of devices. The conventional technique is

shown in the upper half area (a) of Fig. 11, and the




‘be used in common by both devices.  if and only if the-authentication is
successful ly passed, 'a content-key Kcon is encrypted using the session key
Kses and the resultant .encrypted data is transmtted. rJasami0®s a PC
shown in Fig. 11(a). can acquire Kcon by decrypting encrypted content key
Kses(Kcon) using a .-received session key. Furthernore, the PC can encrypt
-the acquired content key Kcon using a storage keyKstr hel d by ..,.the PC
and store resultant encrypted data into a nenory of the PC. . In Flg
11(a), -even in a -case where a contenP2 provi der wants to transmt data such
that only. a storage. device 1101 shown in Fig. 11(a) can use the data, if
there are a PC and a playback apparatus between the content provider and
the stoéaliei i @€inglQdhe idndlL t f Qn as shown
in Fig. 11(a)q‘§d thde% transmt ﬁgﬁ%nﬁlcﬁg’{/ p%ﬁnﬂc)?ylg dug%tnlé a session .
key. Inthéipresse; iheRGandis hadh Janusle 1RR5 ha1513 ey ha o?ppar atus.
exi sting between them can acquire the content key by decryptin

encr yptEilgcoht entIrk@igusiyg e RIe)S b e’y ddyaediudey e authentication
process and acquired by the PC and the playback apparatus” On the other :
hand, = ienergpeen®le ustiomgn Kan t he | ower ~ half area (b)=Jof Fig. 11 in.
which a content provider transmts an enabling-key bl ock (EKB) and data

( Kr oot ( Kcon)ni gheheospestippadxappheighewnasnskbgn id( ), produced by

- authentication and key exChange (AKE) are performed betweén
' dEVlCES to verify that transmlttlng and rece1v1ng dev1ces
are authorlzed dev1ces and to produce a session key Kses to
be used. ln common by both devices. TIf and only if the -
'.authenﬁication is successfully passed,‘arcdntent.key Kcon is
- encrthed using thé-session'key Kses and the resultant
:encrypted data is transmitted.
For example, ar?c shown in Fig. 1ll(a) can acquire Kcon
~ by decrypting encrypted contehtakey Kses (Kcon) using a

‘received session key. Furthermore, the PC can encrypt the

acquired content key Kcon using a storage key:Kstr held by

. the PC and store resultant encrypted data into a memory of

- the PC.

‘ In Fié. 11(a), even in a case where a content providér
wants to transmit data such fhat oaly‘a storage device 1101
_shown in Fig. 11(a) can use the data, if there are a‘PC and
a playback apparatus between the content provider-and the
Vstorage device 1101, it is needed to perform authentication
“as shown in Fig. 11(a) and then transmit a content key

encrypted using a session key. 1In this case, the PC and the




encryptlng a content key Kcon u5|ng a node- key or a root key ~.that is
obt ai ned by processing the enabling key- bl ock (EKB), only a deV|ce whi ch
can process the received EKB, can performdecryption to azhdalmar)tm&ontent
key Kcon. . Therefore, if-an enabling key block (EKB) is produced such. that .
It can be used only by a-device |located on the right end in Fig. 11(b), —
and if the enabling key. block (EKB) is transnitted together wth. data
produced by encrypting a content_keg Kcon using a node key or- a root key
that can be obtained by processing 3he EKB, a devi ce such as a PC.or a.

pl ayback appar at us exi sti-ng between the content provider and the devi ce on
the right end cannot process the EKB using the "leaf key or node key held

in the aéﬁeaﬁéégg@@g efggggﬁ%) w&%ﬁ%qﬁﬁﬁﬁtdn ééPHZed l.e to securely

transm cont key that  can nl'y an aut gvice without

necessné@itétgtakéy Sde %&ﬁﬁ{gtﬁ@%ﬂdﬂﬁ%aﬁ%m@%‘@ \ébnﬁs‘iﬁg' ces, such

~as aut hentication, productl a 27 January 2005 - sessi on key, and -

encr yptties s d fen aesy} antodiRded<6a lt%iéﬁauthfe'iﬁl%%%%ﬂn 'f%kéesé‘,\hﬁﬁd' tis
desired to transmit a content key such that it can also be used by the PC

and - t heaqejuinhat kbyaies atdisand ftheaplenaakiknapparalugck (EKB) is pr oduced
such that it can -be processed by any of these devices which. should be

‘al | owed to Opushet beheanhent, kéy, thadekémphe snswhtanttﬁﬁfidﬁeﬁransn1tted
then t hese. device can acquire the content key.
“half area ‘b) ‘of Fig. 11 in wh;ch a content provider
-‘transmits an‘enablihg~key block'(EKB)'and'deta (Kreot(Kcon)
in the specxflc example shown in Flg. 11(b})) -produced by
encryptlng a content key Kcon using a node key 0r a root key-
that is obtalned‘by processing the‘enabllng key block (EKB),
only a device, which can process the received EKB, can
_pérfbrm-decrfption to acquire the content‘key Kcon..
| Therefore, if an enabling key block (EKB) is ptodeced
such that it can be used'oniy by a device located onithe
.right-end in Fig. 11(b), and if the enabling key block (EKB)
-is transmitted together with data produced by encrypting a |
content key Kcon using a node key or a root key that can be
obtained by.pr0cessing.the,EKB, a device such as a PC or a"
nplaybadk,epparatus ekisting between the content-provider and
'the device on the_right end cannot process the EKB'uSing the
leaf key or node key held in the PC or the playback
apparatus. Therefore,‘it is possible to sécurely transmit a
content key'that-cah be used only'ah authorized device -
without necessitating a ptocess between transmitting and -

receiving devices, such as authentication,'prodﬁction of a




" .[Distribution of an authentication-key using an-enabling key 'block (EKB)
(by neans of conmon key cryptography)] In the distribution of data or a key
using an enabling key block (EKB) according to the aboveidEswantdds -

t echni que, -the.enabling key bl ock (EKB) and the:-content or-the content key
that-are transmtted  between devices are encrypted into- the sanme form '

- Therefore, there is a possibility that :an unauthorized copy.is nade by a
"so-called replay attack technique in which data is stolen and recorded by
tappi ng a-data transm ssion |ine and®4he recorded data is transferred
| ater. To prevent data from being copied in an unauthorized nanner, it is
effective to perform authentication and key exchange .as in the :
conventdemilor a@i) QR HWSpIVLIOE the Tc%ﬁﬁ@n‘il:”?ceﬁrsl(ébﬁchﬁiﬁ in-which an
aut henti cation key Kake useé)in aut henti cati on and key exchande is
t r ansmittteedsm idmadyce, using an enabling key-bl ock (EKB) according to the
above-described techni que thereby allowi ng the coomon 27 -January 2005 5 5
aut henti cat Whenkéy tie Hestuiged 86 @ransmit se66ftekEYképdsudhUshat! owing
authentication to be perforned according to .the cormon key. cryptography
“t echni dde caThatl sios bei msieldi byt eblenPquandt hheaplhgbhtkahpparkeis) Sif,
transmtted as nmessage - data encrypted by an EKB. Fig. 12 shows a nutual
- aut hen@inc gniabd imgt ey bdool (E8ADAsSkpyodnyptognahhyhéacior dangbéo
| SO' | EC9798-2). In the exanple shown in Fig. 12., a common key
crypto@FQﬁﬁ?Sed by any of these devices which should be allowed to

use the content key, and if the résuitant EKB is transmitted,
then théSe device can acquire the content key. | |
-[Distfibutién of an authentication key<using-an enabling key
block (EKB) (by means of common:key cryptography)]‘

In the distribution of data or a key using an enabiing

‘key block (EKB) according to the above-described technique,

_the .enabling key block (EKB) and the.content or -the content

key that-aré'transmitted between devices are encrypted inﬁo-
the same form. Tﬁerefore, there is a possibility that -an o “
.unauthoriéed copy is made by a so-called replay attack | ;

Jtechnique in which data»iS'stolen and recorded by tapping a’

data tfansmission‘line and the recorded data is transferred -
later. To prevent déta from being copied in an uﬁauthorized
manner, it is_effeétive to perform authentication and keyr
éxchange as in the conventional technique. Thus, hefein, a
technique is disclosed in which an authentication key Kake
used in authentication and key exchange is transmitted to a
device, using an enabling.key~bloCR (EKB) according to the

'abo?emdescribEd technique thereby allowing the common




.techni que based on the DES .is enployed, another simlar conmon key -
cryptography techni que may al so be enployed. In Fig. 12, a device B first'
‘generates a 64-bit randon1nunber Ro and transnmits Rb, tdﬁéﬁheawvﬁmﬁ an
identifier 1D(b) of "the device B, to a device A In response to receiving
‘Rb and 1 D(b), the device A generates a.64-bit random nunber .Ra and -
encrypts Ra; Rb, and 1D(b) using a key Kab in the CBC node of.the DES, in
the order of Ra, ‘Rb,” and | D(b). The resultant encrypted data is returned to
the device B." Herein., the key Kab ?3 a key that is used as a secret key
in comon by the devi ces A and B and that is stored in a storage device
of each of :the devices A and B. The encryption using the key Kab in the

CBC modeaferttR B iTRey 19 I PGS |RIGWS sckiothdy agass using the

DES, the exclusive OR betmeen the initial value and Ra cal.cul ated and

the restHds il tinypeedHuntie dioh e hePiPedFotticl UskBFaiagkey Kab. t her eby
obt ai ning encrypted data El. The 27 January 2005 56 exclu5|ve OR bet ween El

and, Rithes cradnem &egd catyehtidls apbgultechnigeecr yphat B ,tha BE$sencryption
unit using the key Kab thereby obtaining encrypted daf a E2. Furt hernore,
~ the excagiigue(Rthet aathenitd catdonpkey dat erEdsmadted( by, nessagkcul at ed,
and the result is encrypted by the DES encryption unit using the key Kab
therebﬁa&@xﬂmwmwgtedcbypaedEﬁBLa E3. The obtained encrypted data El to E3
(Token AB) are transmtted. :
' Flg 12 shows a mutual authentlcatlon method u51ng
common key cryptography (accordlng to ISO/IECQ?BS -2). 1In
Athe example shown in Fig. 12, a common key cryptography
' technlque based on the DES is employed, another similar
‘common key cryptography technlque may also be employed. In
"Fig. 12, a device B first generates a 64-bit random number

Rb and transmlts Rb, together with an identifier ID(b) of

- the device B, to a device A. In reSponee to receiving Rb
and ID(b), the device A generates a 64-bit random number Ra
_and encrypts Ra, Rp, and ID(b) using a key Kab in the CBC
mode of the DES,.inrthe'order of Ra, Rb, and ID(b). The
resultant encrypted data is returned to the device B.-
Herein,'the key Kab is a key that is used as a secret'key‘in-
common by the devices A and B and that is stored in a
storage device of each of the devices A and B. - The
encryption using the key Kab in the CBC mode of the DES may
‘be'performed as follows. 1In the process using the DES, the
exclusive OR between the initial value and Ra isicalculated

and the result is encrypted by the DES encryption unit using

a key Kab thereby obtaining encrypted data El. The



I f the device B receives the encrypted. data, the device .B decrypts the
recei ved data using the key Kab -(authentication key) as the secret key
used in common. Mre - specifically, the decryption of thefrlosaryedt8ata is
performed as follows. First, the encrypted data-El is decrypted using-the
aut hentication key Kab to obtaiin the randomvalue Ra. Thereafter, the
encrypted data E2 is decrypted using the authentication key Kab. Rb is
obtained by cal culating exclusive OR between the resultant decrypted data

and El. Finally, the encrypted data | ts decrypted wusing the

aut henti cation key Kab, and exclusive OR between the resultant decrypted
data and E2 is calculated to obtain ID(b). O Ra, Rb, and |ID(b) -obtai ned
via t heexabbyeips areSsatwddn ad dnid Kb 3 GAHRARGEMaLA EF\%SS“: Eﬁ%gsm tted
fromthe device .Bto verify whether they. are |dent|ca_..|F the
verifictsiencryptsad dassfhd IDEpanzegptiiba davitCasBndetfeNkBgSKahhat the
device Ais an authorized device. 27 January 2005 - 57 Thereafter, the

devi ce Bhepater attds i isws Enoryipted Kaea) gohi cruwcherhgruseghafter the
authentication (the session key ..Kses is . generated. using a random
number )8XCIR$ ivkg ORalethsen &he encrypted, danat BBsanddep(bysiag the
authentication key Kab in the CBC node of the DES and transmitted to the
devi ce R1a@tadecaindi fet mesudtaist hecdgpted Bydeheypks the received data
using the authentication _key Kab. The o :
_encryption unit using the key Kab thereby obtaining
- encrypted data E3. The obtained encrypted data E1 to E3
(Token-AB) are transmitted.
If the device B receives the encrypted data, the device
B decrypts the received data using the key Kab
{authentication key) as the secret key used in common. More
specifically, the decryption of the received data. is
performed as follows. First, the encrypted data El is
decrypted using the authentication key Kab to obtain the
-random value Ra. Theréafter,.the encrypted data E2 is
decrypted using the‘authentication key Kab. Rb is obtained
by calculating exclusive OR betweeh the resultant decrypted
data apd E1. Finally, the encrypted data E3 is decrypted
using the authentication key Kab, and-excidsive OR between
the resultant decrypted data and E2 is calculated to obtain
ID(b). Of Ra, Rb, and ID(b) obtained via-the above process,
Rb and ID(b) are compared with those transmitted from the
device B to verify whether they are identical. If the

verification is successfully passed, the device B determines

that the device A is an authorized device.




" recei ved ‘data can be. decrypted ina 5|n1lar-nanner to -decryption perforned
by the device B, and thus it is not. described-in;further detail heréin.
Thus, Rb, Ra and Kses :.are obtained, ahd Rb and Ra are cZYneimU@URQ%h.thé’--
orlglnal dat a transnltted fromthe device A If the verification.s - :
successfuldy passed, -the device A determ nes - that the device B is an

aut hori zed device. I'n conmunication perforned after - the nutua
authentication has been successful I'y passed, the session key Kses is used
to secure the secrecy. In the case- iere the received data.is deternined as
being invalid in the above-descri bed verification, the mutual

aut hentication fails and the process is ternlnated In the authentication

‘proocess deS?hb?@QféQQVetﬂéhSevi‘Héhﬁn%éﬁ%[-%ﬁgs ység%(%rfe%es}{eg@n comon by

both devices A and I's comon k rans 3% Mevi ces by

d n n k. EKB
2‘%‘?2&2‘&““‘28’%‘%”%%%Q?SS%?FP%AQH“H?*‘-% Blofnioht 9%5%1 bk%? T

one oksdeviigegeNezAtel EEQHHCQSrQHdSﬂaHﬁhBQrFey RbOCKa that 't
can be: decrypted by the othéer device, and safd one’o deV|ces urther

encryphset kacaypbedt i ¢at tRDskeyakah €sin théhsueﬁ@;%f@é’tfcﬂ.? d‘pg key bl ock .
(EKB)and transmits the resultant encrypted data to the evi ce.

Al t er nBabvéhytheacBti nddpas £yt haypps Oﬂmetﬁ@nﬁﬂﬁ@iédlgtdﬁ%é"cﬂﬁﬁdéfKB) t hat
can beAused by both devices A and B, and may transn1t an

Upon receiving the'data;‘the devicé A decrypts the
received data using'the'authentication'key Kab. Tﬁe, |
received data can be decfypted in a similar manner to
decryptlon performed by the device B, and thus it is not
descrlbed in: further detail hereln.‘ Thus, Rb Ra and Kses
‘are obtalned and Rb and Ra are compared with the orlglnal
data transmitted from the dev1ce A If'the verification is
lsuccessfully passed, the device A determines.thét thé device-
B is an authorized device. In communication performed'after.
the3mutua1 authentication has been suCcessfully-péssed;'the
session key Kses is used to secure the secrecy.

In the case where the received data is determined as -

. being invalid in therabove—de5cribed véfification, the
mutual authentication fails and the process is_terminafed.

In the authentication process described above, the
authentication key Kab is used in common by both devices A
and B. This common key Kab is transmitted io the dévices by
means of the above-described technique using an enabling key

block (EKB).




aut henticati on key. Kab encrypted using the produced enabling -key bl ock
(EKB) to the devices A and B.- Figs. 13 and 14 show exanpl es of processes of
transnitting a common authentication key Kake-to a pl ural € yamfargddGxes by
means of 't he technlque usi ng an enabling. key bl ock (EKB). In the exanple
shown i'n Fig. 13,.an authentication key Kake that can be decrypted by '
devices 0, 1, 2, and 3is transmtted to these devices. In the exanple
shown ianKgl'14 of devices 0, 1, the device 3 is revoked; and an
_authentication‘key that can be dec?i%ﬁéd only by devices 0,.1,-2 is
transmtted. In the exanpl'e shown in Fig. 13, data (b) produced by
encrypting an authentication key Kake- using a renewed node .key K(t)OO IS -
transm't t ed Moggetspecifiitblay, enabhengthplebbhﬁkn(fKEbl@rQﬂMPQﬁu§UCh t hat

t he renewed node key K(t)00 can be obtained by decrypting the EKB using

node kesfs dawidesafh kaws Bgingduyeshan espbdtinge kegvbtesk0(ERB) 2sudnd 3. As
27 January 2005 - 59 shown on the right-hand side of Fig. 13, each device
first ik rids qave beedemsypiede biyeyhig Orhe Bpvpregeasdnsaid (aleer ypting)
the EKB and then acquires the authentication key Kake by decrypting the
encr yptodd dRYHIcEF ifdEthex RBPTrYPRE( khe) eothrakéyabsongkenekale qus iregl node key
K(t)'0Q. Even if one of _the other devices 4, 5, 6, 7, and so on receives
the satf%RTdussdkepabildag FEKB?lOFKe(Eﬁﬁﬂcénéaﬁﬁ@msmﬁﬁ%e%ﬁﬁ the EKB using

a node k%%l% n% gggiygﬁédhgata to the other device.. Alternatlvely,
.a thlrd party may produce an - enabllng key block (EKB) that
can be used by both devices A and B, and may transmlt an
‘authentlcatlon key Kab encrypted uslng the produced enabling
-key block (EKB) td'the devices A and B.

Figs. 13 dnd 14 show examples of processes of
transmitting.a common authentication key Kake to a plurality
.of devices bydmeans of the teChnique:using,an enabiing.key
block (EKB).A In the example shown in Fig;‘IS,-aﬁ
-authenticétion key'dee that can be decrypted by devices-o,

l, 2, and 3 is transmitted to these devices.  In the.ekample.

Qshown'inuFig. 14, of devides‘o, 1, 2, 3, the device 3 is
-revoked, and an authenticationrkey that can be decrypted
" only by devices 0, 1, 2'i$'transmitted.
In the example shown in Fig. 13, datd (b) prodﬁced by
:encrypting_an-authentication key Kake using a renewed node
key K(t)00 is transmitted togeﬁher‘with an enabling key
block (EKB) produced such that the reneﬁed node key K(t)OO

can be obtained by‘decrypting.the EKB.using'node.keysrand

leaf keys held by the respective devices 0, 1, 2, and 3. As



by the device to acquire the renewed node key K(t)Q00. Thus, it is possible.
to securely transnit the authentication key: onIy to authorlzed devi ces. On .
the other hand, in the exanple shown in Fig. 14, s#% dauaph2d% whi ch
the device 3 in.the group encl-osed by the dotted I|ne |n Fig. 3 has been
revoked because of exposure-of secrecy of a key, an enabling key bl ock
(EKB) ..is ~produced such that it can be decrypted only by the other
,:nenberS-of‘the group, that-is, the devices 0, 1, and 2, and the produced
enabling key bl ock. (EKB) is transnwt&%d— Nor e speC|f|caIIy, t he enabling
key bl ock (EKB) shown in Fig. 14(a) and the data shown in Fig. 14(b),
produced by .encrypting the authentication.key (Kake) using the node key

(K(t) t g T ypt.i praced s shown on
t he rugﬁ%“ﬁgﬁﬁléﬁﬁg§gP%E ﬁah% %&g chfdggﬁoeﬁa ef% AL 5CP|% gcquires,the

'renemedcqu e f t Reyr d 27 January 2005 -
60 - bl ock. b&e%efﬁgf%%kggggcpggFlg% ugﬁﬁéb% Pgaggbb%gg§% node key hel d by

t he deyideervhtanaaf , c e e n key Kake
by por NoreryPRAnG)| LAG TRECHNACYNER A5AULIER chaCaBLhRARLLARILAT <) T %

~ and sokey &hkehby aebeypgrtﬁgpehéheﬂeryptéagauéhéﬁﬁibxe%ﬁ' Rhlar data (EKB),
It cannot acquire the renewed node key (K(t)00) using a | eat key or a node.
key heEdclo;((toooThKakeyokedndevheeaéqﬁilﬂeal A8de key K(t)00.
Even if one of the other deVLCes 4, 5, 6, 17, and so on
‘receives the same enabiing key block (EKB), the device
vcanoot p:ocees_the EKB deingea néde key or a leaf key held
by the device to acquire the renewed‘node key K(t)00. Thus,
it is possiblelto securely transmit the authenticatiod key
oniy to authorized de&ices.
On the other hand, in the example shown in-Fig. 14, in
\a situation in which the dev1ce 3 in the group enclosed by
the dotted line in Fig. 3 has been revoked because of
exposure- of secrecy of a key, an enabllng key'block (EKB).iS
produced such that it-can be decrypted only by the other
smembers of the group, that is, the devices 0, 1, and 2, and
;the'produced enabling key blockl(EKB) is transmitted; More
specifically, the enabling key biock (EKE) shown in Figq.
14(a)'end the data, shown in Fig. 14(b), produced by
‘encrypting the eothentication‘key (Kake) ueing the node key
“(K(t)00) are transmitted together. ' |
The decfyption‘procedure is.shown‘on the‘tight—hand
side of Fig. 14. Each device 0, 1, and 2 first acquires the

renewed node key (K(t)00) from the received enabling key




not acquire. the renemed node key (K(t)00) u5|ng a leaf key -or a node key-
held by it. Thus, only the authorized devices can decrypt the _
aut henticati on key and can use it.- Thus, the above-describimupst2®8 of

transntttlng an aut hentication key u3|ng an EKB .makes it p033|ble to
:securely transmit an encrypted authentication-.key using a small -anount
of data such that - onIy aut hori zed users can decrypt the encrypted '
‘aut hentication key. ;[Distribution of -a content key using. a public key
certificate and an enabllng key bl ockO(EKB)] ‘Now, ‘a net hod of distributing
S a content key -using a public key certificate and an enabling key bl ock
(EKB) 'is .described bel ow. First, a nethod of nutual authentication

usi ng 6ok byebéretfﬁlﬁgraecﬁg@t PG W SN0k B! KOV
OW W

cryptography schenes i s descri bed b ere ce t 8§ 15.

Al t hougheEORels BYPERY edo@ficd he ubldLr ey, ot e%rvghw a%&tlﬁggr' n the

.process shown in Fig. 27 January 2005 - 61 .15, ano srrm symetric

key cryphegaaphynSieerFoitley A0 1y YErR¥RdngFddchOLImb], ukha Kkey size is
not Iimted to-160 bits. In Fi g. bér first, 2ggeV|Q§bB gengrgﬁgs a 64 bit

randomR(bp@d. Rb and transnmits it to a deV|ce,A. Upon receiving Rb, the
- device A generates a 64-bit random nunber. Ra and.a ransom nunber Ak
“smal | er- t haEvempdifreneuniiethe. dePdtes &y 5, A&, {xhd GbSosadbeWmt ed by
nul tiplying a base point G by Ak. A dlgltal S|gnature A . Sig for Ra, Rb,
and Av other groups shown in Fig. 3 recelved similar data (EKB), it
'cannot acquire the renewed node key (K(t)00) using a leaf
key or a node key heid'py it. The revoked device 3 can also
not acqguire the'renewed node key (K(t)OO) using-e ieef-key
,orra node key“held by it. Thus, only the authorized devices
can decrypt the authentication key and can use it. - -
Thus, the above—described'method of transmitting an
authentication key u51ng an EKB makes it pos51ble to |
!securely transmit an encrypted authentlcatlon key u51ng a
small amount of.data such that only authorlzed-users can.
~ decrypt the encrypted authentication key.
- [Distribution of a content key using a public key
jcertiﬁicate and an enabling key block (EKB) ]
Now, a method of distributing a content key using a
- public key certificate and an enabling key Elock (EKB) is
- described below Flrst, a method of mutual authentlcatlon .
using 160-bit elllptlc—curve cryptography which 1s one of
publlc,key cryptography schemes is descrlbed below with

'reference to Fig. 15. Although ECC is employed as the

public key cryptography scheme in the process shown in Fig.




(X and Y coordinates) is then genefated'ahd transmitted together with a

N -publlc key certificate of -the device Ato the device B: Herein, Ra and Rb

have a length of 64 bits .and the X and Y coordinates of Aﬁ~haU@Y2§05ength
- of 160 bits, and thus the digital signature is generated for. .a total
.length of 448 bits. . Upon receiving the.public key certlflcate of
.the device- A “Ra, Ro, Av, and the digital signature A Sig, the digital
~device B.verifies whether -Rb received fromthe device A is equal to the
original value generated by the deylap.B If the.verification indicates
that Rb i's. equal to the original value, the digital signature witten in
the public key certificate of the device Ais then verified using the _
publlckﬁfy of .the certificate authorlty, and the public key of the device
is e Hl Shh&ibled; SYRREtEIG k&Y cIvptLdtARhE SPhems Bayified using
t he extract publlc EF he devic 27 January 2005 -- 6 2 -
Thereaf%%% ‘B Sgﬁehgfggrgfriﬁ&o#@ﬁuﬁﬁé? BR BREI Léritadn the
prime qpq her nt_.B ?p % G_is cal cul ated by
rrljltlplq:3/|ng{()t%elt%ase(i % %&r¥tA 8i8 & ngﬂSPﬁF@tBSS?gsfbr Rb, Ra,
Bv (. X 0 rat and transm (ted. together with
a publF@' géng% h |ca%e ofbgﬁ Egggg FﬁeadéeYtgeAé UpBR°Tecei vi ng
t he pU@édél%%% ehtlt calev9het pe N , n he'digita
signat ure B 8C tﬁe g. v? e R gQﬁ¥£8€es a E@ bE@ réﬂdoﬁ'gu er
-Ra and. a ransom number Ak smaller than a prlme number p..
P01nt Av = Ak {x} G is calculated by multlplylng a base
poeint G,by ak. A dlgltal SLgnature A. Slg for Ra, Rb, and Av
(X and Y coOrdlhates) is then generated and transmltted_
together'with'a public key certificate of the device A to
the device B. Herein, Ra and Rb haﬁe a.length of 64 bits
and the X‘and Y coordinates of Av have a 1ength'of:160 bits,
and thus the digital signature is generated for. a total
~ length of 448 bits. ‘
- Upon receiving the public key certificate of ‘the device
A, Ra, Rb, Av, and the digital signature A.Sig, the digital
device B verifies whether Rb received from the device A is
equal to the orlglnal value generated by the device B. If
the verlflcatlon 1nd1cates that Rb is. equal to the orlglnal
value, the digital smgnature wrltten in the public key
certificate of the device A is then verified using the
public key of the certificate authority, and the public key -
of the device A is extracted. Thereafter, the digital

signature A.Sig is verified using the extracted‘public key -

of the device A.




device A-verifies whether Ra received fromthe device Bis equal to the
original value generated. by the device A If the verification indicates.
that Ra is equal to the original value, the digital signatffanuarni 288n in
the public key certificate of the device Bis then verified using the.
public key of the certificate authority, and the public key of the device
B is extracted. Thereafter, the digital signature B:Sig is verified using
the extracted. public key of the deWwike B. If the verification of the
digital signature is successfully passed, the device A regards the device
B as being an authorized.device. |If tthe nutual authentication is

successf ul'| yTheseafter} hendedbered B snbaiEss B flq n(u?ﬁr/%e@“ i Plying the
omnu erF,

point - Av on the elliptic curve by BK which is a ran and the

devi ce Amadlleul &has ﬁhe{pkiﬁk.nh@mgf-prdefhgﬁeg%géktEgoiﬁgaggqpq¥ginates of

the resultant points are used as a session key during conmuni cation
per f or mé&}t Redeatadculated by anubt p PPDEg -t B8 base LHSIFASE th%rke_ 6.4-bit

keys are used as symmetric keys according to the symetric key
- crypt oghaghgytaTheigestion Keyigefoberigenes at®e fx gRdr xoor di nates. |nstead
of . enploying |ower-order 64 bits, another set of bits may also be
enpl oyefO0oFAiBgtee) tonthen coeneratpst fardred-afdeit dde togethdlr with -
~authenticatjop, a digital signature may be added to data encrypted using a
sessi on?kBYPL1G kg eaelfinate wdfe Wigideatias ghatutheoreitieer acei ved.
| ‘Upon reéeiving the public key certificate of the device
B, Rb, Ra, Av, and the digital signatﬁre B.Sig, the digital
- device A verifies whether Ra received from the device B is
equal to the_qriginal value generated by the device A. If
the verification indicates that Ra is equal to theloriginal ;
value, the digital signature written in the public key
certificate Qf the device B is then verified using thé
~public key of the certificate éuthority, and the public key
of the device B is extracted. Théreéfter,'the digital
signature B.Sig is verified using the extracted public key
of the device B. If the verification of the digital
signature is sudcessfully'passed, the device A regards the
device B as being an authorized device.
If the mutual authentication is successfully passed,
the device B calculates Bk {x} Av (by multiplying the point
Av on the elliptic curve by Bk which is a random number),
and the device A dalculates Ak {x} Bv. Lowér—order 64 bits

of the X coordinates of the resultant points are used as a

session key during communication performed thereafter (in




data is. determned as being invalid in the above-described verification,
the mutual authéntication fails and the process is termnated. Fig. 16
shows- an exanpl e of a process of. distributing a content kéjanuenng0te pubfic‘
key certificate and an enabling .key-block (EKB). First, authentication is
perfornmed bétween 'a content- prOV|der and a PC by neans of . the public key
crypt ography t-echni que descrlbed above.-with-reference to Flg .15.. The
content provider produces an EKB tha§ can be decrypted using a node key or
a |l eaf key- held by a playback appar £us or a storage nediumto which a
content key is to- be transmtted. Thereafter, .the encrypted content key
E(Kcon) produced by encrypting the content key using a renewed node key and

t he enabhPngakeywbeoek6¢EkB) keps anerypedcasisNOnELsSRs eyt key Kses
produced via the . authentication between the content provider and the PC,

and t heaFesuflingt t@latheusymmehsmtkead ¢oypimgRphyhe BB ebyivar y 2005 -
64 decr%pts usi ng the session key, the content key E(Kcon) encrypted -
usi ng -t RBYr BAEwRE #emerkiesd afupn He ermdinmatdey hisisad BB),, which were
bot h enééggted using the session key, and transmts the resultant _
decrypt QY A9 ol ¥RE 1R EdAIactd Wubiar aanether sdte oft dridge maydialso The

pl ayback %gﬁagatu and the storage nmedium acquire the content key Kcon by-

- decr yptPfg ¥ a.rﬁRk?%&ﬁPFNCQquQ%ﬁaQQﬂPlﬂﬂHfQ§meﬁh@¢¢erh§heontent key

“E(Kcon enery
( ) utua éLentlcatlon,‘a digital SLgnature may be added to

data encrypted using ‘a session key.
In the case where the dlgltal signature or the recelved
data is determlned as being lnvalld in  the above-descrlbed
‘ verlflcatlon, the mutual authentlcatlon falls and the
process is termlnated.

Fig. 16 shows an example of a process of distrlbutlng a
content key u51ng a public key certlflcate and an enabling
_-key block (EKB). First, authentlcatlon is performed between

a content provider and a PC by:means of. the public key
cryptography technique described above with reference to Fig.
-15.. The content provider produces an ERB that can be
.decrygted ueing a node key or a leaf keylheld by a playback
Fapparafus or a stcragelmedium to-which a content key is to-
be transmitted. 'Thereafter, the'encrypted content key
- B (Kcon) produced by encrypting the content key using a
renewed node key and the enabling key block (EKB) arel
encrypted using a sessum key Kses produced via the
_ authentlcat;on between the content provider and the PC, and

the resultant data is transmitted to the PC. The PC




usi ng the renewed node key .and the enabling key block (EKB). In this
method; . 'if and only if authentication between' the content provider and.
the PC is successfully. passed, the content. key E(Kcon) endh ygruery 2¥5ng the
renewed node key and the enabling key block (EKB)' are transmitted,

thereby . ensuring that data can be securely transmtted only to an:

.aut hori zed device_even ina situation.in which secrecy of .a node

key- has- been exposed.- :.[Di StrlbutLO@@Of a program code using an enabling
“key block (EKB)] R I'n the exanpl es descri bed above, data such 'as a content
key, an authentication key, or the like is encrypted using ,an enabling key

bl ock (EKB nd resultant encrypted data is transmtted. varlous ki nds- of
progr arf %%%Ve% VS e sqssion deyd ithea convendr kean BdKcasi)ng an

enabl i ng key .bl ock EK In this case, a programcode is transmtted as
' rressage QI t&tﬁ%ﬁ'&d% ﬁ&“é*r‘t’eéKB"dPh«?eﬁr Gdes $hes eppbldngakgy2005 - 65
descri hed g:her all bel ow. g 17 shows an exanpl e of a process of
transntﬁt ﬁb( HVO&P cHﬁEeb &vpted ueisg &her sEEPAgN kelsi ng, for
exanpl g, n |ncI abl |n key block .(EKB). A
devi ce f?gfﬁ%@% %gs%§% ﬂtﬁﬁ §$°5ygg EERB)t h&hecRAapbagkcr ypt ed

usi ng %q%%?%tﬁgyaﬂﬁ @heegto§§%e ﬁ Id by a device 1702=and al so- produces
data by-encrypti ,

. The playback apparatus and the storage medium acquire
‘the content key Kcon by decryptlng, using a node key or a
'1eaf key held by them, the content key E(Kcon) encrypted |
'uSLng the renewed node key and the enabllng key block (EKB)
In ‘this’ method, if and only if authentication between
the content prov1der and the PC is successfully passed, the
content key E(Kcon) enorypted using the renewed node key and
othe,enabling key block (EKB) are transmitted, thereby
- ensuring that data can be'securely transmitted only to an
authorized device even in a eituation in which secrecy of a -
node key has been exposed.
.[Distribution of a program code using an enabling key block
. (EkB)] | |
lIn the examples described above, data such as a content
key, an authentication:key, or the like is encrypted using
;an enabling key block (EKB) and resultant'encrthed data is
';transmitted. Various kinds of program codes may also be
transmitted in a similar manner uging an enabling key block
,(EKB). In this case, a program code is transmitted.as

message data encrypted using an EKB. The process is




progran1code usi ng a renemed node key |ncluded In the enabllng key bl ock. .
(EKB) . The resul tant enabling key block (EKB) and the .encrypted data are
transmitted to the device 1702. The. device 1702 ach|re521mmmaanKm5d ‘node
key by processing the recei ved EKB, and then acquires the program code. by .
decrypting the encrypted progran1code using ‘the acquired renewed node key.
In the. exanple shown in Fig. 17, the device.1702- further executes the
acqui red- program code and returns thes result to the device 1701. Depending
on the result, the device 1701 perforns a further process. As descri bed
above, by tranSnittlng an enabling key block (EKB) and a program code

(ke R A S B dtaddnbalowhe program code, which can be
Spec, 1 idg?&é b%amﬁﬁﬁ%k%bceggﬁﬁi\ GPEi BrPERCaRS] OF cEFRREA LG val ue (1 CV)
descr i ay o So8k REHASh BBNiche ResRROERIATPAADEr &8 WPLRG, b§oTet or m ni ng
Sheck Aol BERR VPR TR b R s Ll L
(1o e,floekcqmwt ' ac0ied! 3767 pE8REXR R Senlify FRE' ¥EP B LLARSN. TunCLi o1

(EKB) that can be decrypted using a node key or a leaf key A

held by a dev1ce 1702 and also produces data by encryptlng a

program code using a renewed node key included in the

_enablrng key ‘block (EKB) . _ The resultant enabling key block

(EKB) and the encrypted data are transmrtted to the dev1ce

1702. The device 1702 acquires the renewed node key by

'processing the_received-EKB, and then'acquires'therprogram‘

;ccdeiby decrypting the encrypted program code ueingithe |

acquired renewed‘node.key.

In the example shown in Fig. 17, the device 1702 -

further executes the acquired program code and returns the

result to the device 1701. Depending on the result, the

device'1701 performs a further process.
Ae described above, by transmitting an enablinglkef
block (EKB)- and a program code encrypted using a renewed
node key included in the enabling key block (EKB), it
becomes pcssible.to_transmit the program code, which can be
.decrypted only by'a specific deVice, to that specific device
or a specific group shown in Fig. 3.

[Addition of an integrity check value (ICV) to a conterit to




,content such that - ICV T hash.(Kicv, Cl, C2,...) wherein Kicv is .an.lLCV.
generation key, and C and C2 are information associated with the content
represented in nessage-- authentication codes (MAC). Fi g.271BnubhyB006at es an
exanpl e of a process of - produci ng an MAC value by means of DES encryption.
As shown in Fig. 18, a nessage to be transmtted is divided into parts :
‘each consisting of 8 bytes (hereinafter,- divided parts - of the nessage

are denoted by M, M2;,..., M\). -Fir %, t he.. exclusive-OR between an ,
initial value (IV) and M is calculated (wherein the result is represented
by 11)..  Thereafter, Il is applied to a DES encryption unit to -

encrypt'li-using a key (Kii) (wherein the encrypted output is denoted by

El). THee exedngmitete®Ry] bet ween El and M2 is then calculated, and the.result

12 is-applied to the DES- encryption unit to encrypt it using a key Ki

(wherei n t hé meddeid dst nowt g@scirdbedndoedplrevEAr inghar eahitent fhsemabove .

process is repeated until the all parts of the nessage are 27 January 2005

-- 6 7 bakg yammererhavitihalby wteherrening edysitdyed the aonteftighas

aut hentication code (MAC). An integrity check. value (ICV) of the content

is prodiRER WRAMREHAL iWHd-ta amadther baetisontt ent HateCital abeck vakuecont ent

and the ICV'&; eration key. The I CV generated on the basis of the content

i s conpdied whatedy forattisasonkedsk -pr oduced, for exanple, when the

content is generated . o : . '

‘ gﬁerlnkegrlty check value (ICV) of a content is
qalchlatéd,-for example, by applying a hash function to the
,contént such that ICV = hash(Kicv, C1, C2,...) wherein Kicv
 is an ICV generation key, and Cl and C2 are information
" associated with the content represented in méssage :
authentication codes (MAC).
Fig. 18 illustrates an example of'a_process of
producing an MAC value by means of DES encryption. -‘As shown
“in Figf 18, a meSsage to be transmitted is divided into
parts each consisting of 8 bytes (hereinafter, divided parts
of the message are denoted by M1, M2,..., MN). -First, the ..
‘exclusive OR between an initial value (IV) and Mllis
'calculgted (wherein the result is represented by I1).

- ‘Thereafter, Il is applied to a DES encryption unit to
encrypt Il using a key (K1) (wherein the encrypted output is
denoted by El). The exclusive OR between El and M2 is then
Caléulated, and the result I2 is applied to the DES
encryption unit to ehCrypt it using a key K1 (wherein the

resultant output is denoted by E2). . Thereafter, the above

process is repeated until the all parts of the message are




and that is guaranteed as valid. .If both values are identical, the content
is determ ned to-be-valid_mﬂthout being tanpered with. If they are
different, the content i .deternmined to have been tanpéehnuany2005

[Di strlbutlon of a generatlon key 'Kicv-of an integrity check value (rev)
usi ng ‘an EKB] -A"process of transn1tt|ng a generation key Kiev of an
integrity check val ue (I'CV) using. an enabling key block (EKB) is
described below.. -That is, in this ¢ e, the generation key-,,Kiev of the
integrity check value (lCV)autheﬁti ation key i.s transnmtted as nessage
‘data .encrypted using the EKB. Figs. 19 and 20 show specific exanpl es-of
manners .of transmtting,- using an enabling key block.(EKB), an integrity
check eabmgpgederaThenfRnaleﬁVpuseENtstemﬁid éhass thensoda gt has not

been tanpered with, in a situation in whic %e sanme content is
transnautbdntmcatpburadey(nncweV|ce 27 January 2005 --- 6 8 In the
exanpl e shown.in Fig. 19, an ICV generation key - Kicv that can be decrypt ed
by devi ces #n integrignaitedks alamsn ICed db thesomtavitcds | n t he exanpl e
shown in Fig.. 20, of devices 0, 1, 2, 3, the device 3 is revoked,. and an

| OV gepEedufed Reyapplyingiaa bash beunle*cwxpt’eel o WA wEMicast Ghel, 2 is -

transmitted. In the exanple shown in Fig. .19, data.(b) produced by
. content and the- ICV generation key. ‘The ICV generated on

.the basis of the content is compared w1th an ICV that has
been produced, for example, when the content is generated
,and that is guaranteed as valld. If both values are |
-1dentlca1 the content is determlned to be valid w1thout
| belng tampered with. If they are dlfferent, “the content is
determined to have been tampered w1th.
'[Dlstrlbutlon of a generatlon key chv of an 1ntegr1ty check
va;ue (ICV) using an EKB]
tA'procees ofltransmittingra generation key kicv of an
integrity check value {ICV) using an enabling key block
(EKB) is described-below. That is, in this case, the
generationvkewaicv of the integrity check value
(ICV)authentication key is transmitted as message data
encrypted using the EKB, | |
- Figs. 19 and.zb show specific examples-ofrmannere of
transmitting;~dsing an enabling key block .(EKB), an
integrity check value generation key Kicv. used to‘verify
that the content has not been tampered withy in a situation
in which_the same content-is-transmitted-to a plurality of

device.




‘encrypting an. KoY, generatlon key Ki cv.using a renemed node key K(t)00 is
transmtted togéther with an enabling key block (EKB) produced such that
the renewed node key K(t)00 can be obtained by decrypti ridy daneask®0bsi ng
node keys and .| eaf keys held by the respective devices 0, 1, 2, and 3 As
shown on the right-hand side of Fig. 19,- each .device first acquires .the
renewed node. key K( t)00 by processing (decrypting) the EKB and then :
acquires the |1 CV generation key ch by décrypting the encrypted ICV
generation key.. Enc(K(t)00O Kicv) u5|ﬁg the acquired node key K(t)00. Even
if one of the other devices 4, 5, 6,. 7, and soon receives the sane enabling
key bl ock (EKB), the device cannot process the EKB using a node key or a
| eaf key hel®n QBBtQKamPiﬂ(ﬂhdmn,amqwh@e ti%e menawwyd gendeakepnKkey00. Thus,
it is possible to securely transmit the | CV generation key only to.
aut hor'i 8@V delak edan e tdrexyiresd Handlevicashd examd e asftbwn diisn Fig. 20, in -
a situation in which the device 3 in the group enclosed by 27 -January 2005
-- 6 9 t¥apsHbtted 19 ddigse Meyicehas Tedhe exsingd chebause iof Féyposur e of

secrecy. an enablin key bl ock (EKB) is produced such that it can
~ be decrgl‘ﬁt e‘afo‘??‘?cfﬁﬁ the Tot Hor .3 méfigedevdicea Re igr awyokedat aind, anhe devi ces
o, 1, oduced enabling key -block (EKB) is transmtted.
-Nbre_,5§g£d??9%ﬁé% tk@@“b%@tQGFEKBFegh@ﬂﬂY'hYFlg 20(a) and
the dat ey 2ba, 1 F'zg 152%&%)“,&%%‘36" by | |
In the example shown in Fig. 19, data {(b) produced by
o encryptlng an ICV generation key chv u51ng a renewed node
- key K(t)00 is transmitted together with an enabling key
_block (EKB) produced such that the renewedrnoderkey K(t)00
can be obtained.by decrypting the EKB using node keys and
leaf keys held by the respeefive devices 0, 1, 2, and 3. As
éhown.on the right-hand side of Fig. 19} each device first
acquires the renewed node key K(t)Od'by“processing
"(decrthihg)-the EKB and then acguires the ICV generation
key Kicv by decrypting the encrypt_éd ICV generation key
- Enc(K(t)00, Kicv) using the acquired node key K(t)OO.‘
Eyen if one of the other devices 4, 5, 6, 7, and so on
‘receives the same‘enabling key block (EKB), the device
- cannot process the EKB'ﬁsing a node-key'or a leaf key held
eby the device to acquire the renewed node key'K(t)OO. Thus,
‘it is possrble to securely transmlt the Icv generatlon key
only to authorlzed dev1ces. |

On the other hand, in the example shown in Fig. 20, in

' a SLtuatlon in which the device 3 in the- group enclosed by




| encrypting.tie genefétron 'ey I cv using't e node key t): are
he I CV _ Kk (Ki cv) h de k (K(t):-00)
transm'tted together. The decryption procedure is shown on the right-hand
side of Fig.. 20: Each device 0, 1, and 2 first acquires Zhéanuaryel®8 node
key (K(t)00) fromthe received enabling key - bl ock-by perform ng decryption
using a | eaf key or a‘node key held by the device.. Thereafter, each’ 7
.device acquires the.lCV generation key Kicv by perform ng decryption using
K(t)00. Even .if one of the devices 4495 6, and so on of the ;other groups
shown in Fi.g. 3 received simlar data (EKB), it cannot acquire the renewed
node key (K(t)00) using a leaf key or a node key held by it. The revoked
device .3 can al so_ not ‘acquire. the renewed node key (K(t)00) using a |eaf
key oifhe qo¥éerelinel dnpyige. 3Thes, besnyrevickedt hecamsd dévices .can =
decrypt the | CV generation key and can use it. Thus, .the above-described
net hod ®EPOERERs Rt EPRGEaN PEVA KeWer ari enakdingskey bhhoekB(BEkEsis t
~ possi bl e ho S curehy - 70, .transmt the | CV generation key using a small
anount PGPIRSPS SHER that &kl gaBRuPRofesENPLSErankyinbylethgpothére encrypt ed
| CV gene&gtign- eg' As descriﬁed above, - by using the.inﬂggrity check val ue
(1cv) BPPPRESBht B, 9FPUPs FBRL| bFe thefevisesthe Exmad 2heansherypt ed
conten r ILNg copied in an upaut hori-zed, manner. For exanple, as shown
in Fi g?hélg%(ﬁ&geca?%%\ﬁﬂlg ]éeyc%ﬁ?‘g}ﬁt (RSB hntf Lranimbtted: aorg ored on a
”Ed'uﬁ%ﬁecifically, the enabling key block (EKB) shown in Fig.
'20(a) and the data, shown in Fig. 20(b), pfodu&ed by
_éncrypting the ICV generationrkey-(Kicv) using the node key
(K(t)00) are transmitted together.
The decryption procedure is shown on thé.right—hand
side of Fig. 20. BRach device 0, 1, and 2 first acquires thé
renewed node key (K(t)00) from the received enabling key
block by performing decryption using a leaf key or a node
;key held by the device. Thereafter, each device acquires
thg.ICV generation key,Kicvrby performing décryption-using
K(t)00.
Even if one of the devices 4, 5, 6, and so on of the
.other groups shown in Fig. 3 received similar data (EKB), it
-cannot acquire'the renewed node key (K(t)00) using a leaf
key or a node key held by it. The revoked device 3 can also
.not acquire the renewed node key (K(t)00) using a leaf key
oxr a node key held by it. Thus, only the authorized devices
can decrypt the ICV generation key and can use it.
" Thus, the aboﬁe—described method of transmitting an ICV

generation key using an EKB makes it possible to securely




together with an enabling key bl ock (EKB) from which content keys
‘associated with the contents Cl and C2 can be acquired, if the data-is -
directly copied onto a nmedium 2, the copied EKB and cont eat darvary H¥%used by
any device that can decrypt -the EKB.- In contrast, in the exanple shown in
Fig. 21(b), each. authorized nediumincludes, stored thereon, .an. ' '
integrity. check value (1CV(d, C2)) associated with contents in addition
to the contents. Herein, |CV(Cl,,C2) denotes an .ntegrity check val ue

obt ai ned--by appl ying a hash function’% 6 the content Cl and the content C2-
- such that I-CV = hash(Kicv, O, C2). In the exanple shown in Fig. 21(b), the
content 1 and the content 2 are stored on a nedium1l1 in.-an authorized
manner., tzndsimhé itheegeit yenbeskival (WML - smD) ) : t he basis
of the content d and thg cont ent éggys aI§§ storedﬂfﬂgﬁggﬁ?ﬁ%ﬁ%tae ot her
hand, tRacbohhent onlyi aushortdednusérs N Wed -yt AhaWRRAed mnner, and
the 27 -January 2005 - 71 integrity check value (1CV(d)) produced on-the .
basi s ofCVheenevatiéon Keyis al so stored thereon. In this situation, if

data {EKB, content 2}.is copied fromthe nedium1 to the nedium2,.a new
integrity chtkdesguibedwtewe Cdy usingr dtlecddteyrihg oRdekrZiuand it

turns out that the new. integyity check value is different fromthe = :

i nt egri (3CEhe’k thelcentert( Gy &t maseidle to newivemt2 thEhBER &l turns out

t hat thghcontent has been tanpered with or a new content has '

| e engrypted content from being copied in an unauthorized
manner. For example, aé shown 'in Fig. 21, in a cgse where a
~ content C1 and a cqntenf C2 are stored on a medium 1 |
‘together with an enébling kéy block (EKB) from which content
keys associated With'the conténts Cl and C2 can be acquired,
-if the data:is directly cbpied onto a medium 2, the_cbpied
EKB andicontents can be used by any device that cah decrypt
the EKB. |
Ip‘contrast,'in the éxample shown ih Fig.721(b), each

Hauthorized-medium includes, stored thereon, an. integrity.

check value (ICV({C1, C2)),associated with contents in
-additiqn to fhe contents. Hereih, Icv(cl, c2) &enotes an
-integrity check value obtained by applying a hash function
"to the content C1 and‘the content C2 such that ICvV =
hash{Kicv, le C2). 1In the exampleishown in Fig. 21(b), fhé
content 1 and the cohtent 2 are stored on a medium 1 in an
:authoriged manner, and the integrity check value (IC?(CI,.
C2)) produced on the basis of the c0ntént ¢l and the content
Cz.is'also stored thereon. On the other hand, the content 1

1s stored on a medium 2 in an authorized manner, and the




been copled in an unaut hori zed manner. Wen a device pl ays back a medi um

i f, before starting playback, the. devi ce checks the I CV to deternmine _

whet her ~the generated ICV and the original |ICV stored on2% denuaed2a(h ar e 7
identical-to each. .other, and if playback is not performed when two val ues:
are not identical to each other, it is possible to an unauthorized copy of -
a content from being played back ‘To further enhance the security, the
integrity check value (ICV) of a content may be rewitten into a val ue

.'_ produced on the basis of data includipg-a counter value such that 1CV =

hash(Ki cv, counter + 1, Cl, C2;...), where the counter value (counter + 1)
is incremented by 1 each tine the ICV is rewitten. It is required that

Tneeort B e%qe%x” elﬁ?} I T G Bl o SRedson bccare
R i f&ﬁé P %Wé%ﬂﬁﬁﬁ&hé@ﬁé&t oXiameatom
Cond onf B SRR s eRReds R peitady B bhenc Ton "
ﬁiﬁ?ﬁ%“%"‘ﬁgnﬁ féva%a?%qﬁ%m#ﬁ?58‘%*’3%&?’#8%2 "EG4ef5 the security of

‘the | Cfsomnnat by Red Réadun' 3, Suh 1 6878 ohCch&¥ tﬁe%g&ed on a secure

medi umon a host “mach
integrity check value is dlfferent from the integrity check

value chv(Cl) stored on the medium 2. Thus, .it turns out
that the content has been tampered with or a new content has
- been copied in an unauthorlzed manner. ‘When a devrce'plays
back a medium, 1f, before startlng playback, the device
checks the ICV to determlne whether the generated ICV and
the original ICV stored on the medium are identical to each
.other, ahd if'playback is not performed when two vaiues are
not identical to each other, it_is'possible to an
unauthorized copy of a content from'being played back.

| To further enhance the security, the integrity check
value (ICV) of a content may be rewrltten into- a value
'produced on the basis of data 1nc1ud1ng a counter value such
that ICV = hash(chv, counter + 1, ¢1, c2,...), where the
counter value (counter + 1) is incremented by 1 each tlme
:the ICV is rewrltten ‘It is required that the counter value.
be stored_ln-a secure memory. |

In a case where an 1ntegr1ty check value (ICV) of a

content cannot be stored on the same medium as that on which

. the content is stored, the 1ntegr1ty check value (ICV) of




and cont ent: copy control (such as check-in/check-out, nove) is.perfornmed
using the ICV, thereby-ensuring that the ICVis securely managed and

~ meking it possible to check whether the content has beer?27tangane®0Gi th. -
"Fig. 22 shows a speC|f|c exanpl.e of the process for the above purpose. . In
this exanple shown in.Fig. 22, contents are stored on a nedium 22.01, such
‘as a read-only nediumor a usual MO, whi ch-does not have a copy protection
capability, and an integrity check yal ue (1CV) associated with these '
contents is. 'stored on a secure nedium 2202 on a host -machine which is not
"allowed to be accessed by a user,. thereby. preventing the integrity check
val ue (t from bein reWW|tten in an unaut horized manner. |f, before a
devi ce TBF ar TR ;ﬂaégt}%ﬁ:I?‘iﬁretqﬁé)%é’d|W1220ﬂl|f§@m¢tl§fhéremnrha PC or a
server(i é &? as the host machine checks the ICV to determ ne whether

pl aybac d be allowed, it is possible. to prevent an unauthorized copy
of a content, or & &e ered 27 Januaré 2005 73 content forom be pl ayed back

[ Cat egor i zat'i°on oP Rt eFAPBNRCSPREFRE &% r 8iERERR] O M t Freadenky exanpl es,

encryp d i.nt.o the formof a hierarchical tree
struct&?gﬂUKﬁﬁﬁ: haﬁ ﬁ%hgﬁﬁt qo ﬁ?gnOtSLaVFnélEBPKQPEOFBGFlﬂéy,'node
keys, d ) co ten ke , .an aut hentication key,
~.an |c$ﬁ§§%§?at dn ﬁ? lﬁ%%85§§ raﬁ?ggdgai %téﬂ %Bﬂre@r%msn1tted ,

tOQEtthéNddmeaﬁeﬁﬁﬁRLfﬂﬁekfﬁvbtgﬁkng¥g%rl t%n by an unauthorized
.user; the seCurity of the'ICV cannot be achieved. In such a
éaSe, the ICV is stored'en a secure medium on alhost ﬁachine}
and content copy control (such as check-in/check-out, move)
is. performed u51ng the ICV thereby ensurlng that the ICV is
'securely managed and_maklngllt pessible to check whether the
content has been tampered with. - |
Fig. 22,sh0ws_a Specific example of the_process for the
'above'purPOSe. In this example‘shbwn-in Fig. 22, contents
are stored on a medium 2201, such as a read-only medium or a
usual MO, whichldoeS'not have a copy protection capability, .
and an integrity check value (ICV) associeted with these
contents is stored on a secure medium 2202 on a host machine
which is not allowed to be accessed by a uSer} therety
_Jpreventing the integrity check value-(ICV) from being
rewritten in an unauthorized manher. If, tefore a device
starts to playback of the medium-2201 mounted thereon;'a PC
or a server Serving as the host machine checks the Icv to
determlne whether playback should be allowed, ‘it is possible

to prevent an unauthorlzed copy of a content or a tampered




hi erarchi cal tree structure that defines the node keys or. the like nay be
cat egori zed according to the types of .devices, and renewal - of keys,

transni ssion of encryption keys, and transm 'ssion of dat Jeyaly00h a m)re
ef ficient nmanner as described below. Fig. 23 shows an.exanple of. '
categorization of the hierarchical tree structure. I'n this exanple shown in’
Fig. 23, :a root key Kroot 2301 is disposed at the top of ‘the hi erar chi cal -
tree structure, node: keys 2302 are disposed in nmddl e, Ievels and | eaf .
keys 2303 are di sposed at the botteni3 f£ach devi ce has a,set of keys
including a |l eaf key of the device itself, the root key, and node keys
existing in the path fromthe | eaf key to the root key.: By way of

‘exanpl &yortedtS HS5U el nodes in an{Mth |level as counted from.
the top are deflnedﬁgg gg%%gé¥€ﬁ%odes 2304. That. is, the nodes in the

- {Mth e gﬁﬁngnggygg %pﬁﬁ%&?%Fpagﬁglt ecg%ggg i§§]Of devi ces. Cneaﬁg .

January 200 node at evel I's™ ¢ as a top node

paths or 1o et rhg Trorc FARRPLES  RCLHTIO KEHE 2 of%i’*g%\i%%%iée!ﬁ the

pat hs mwglnmlngfromthm

cat egoriytas shen€driootrhe hQBrBQéﬁlcEQrtﬁéé”@tfuceﬂfenogﬁcﬁ39§ tﬁ athe {Mth
level in Fig. 23 is enployed to define a category I'Cks (trade -

~merk) " shawd dadesgand,| eaveadexyShi Peot Nked} hﬁo@é'ﬂe{@t'ﬁﬂdfié?gfth' s node

are defined to correspond to various devices -

‘ “keys, and data such as a content key, an authentlcatlon key,
an ICV generation key, or a program code is encrypted“and_
transmitted together w1th an enabling key block (EKB) The

.‘hlerarchlcal tree structure that deflnes the node keys or.
the like may be categorlzed accordlng to the types of
devices, and renewal of keys, transmrssron of encryptlon
Lkeys, and transm1551on of data may be in a more efflclent
:manner as descrlbed below.

Flg. 23 shows an example of categorlzatlon.of the
_hlerarchlcal tree structure. Inrthls example shown in Fig.
23, ‘a root key.Kroot 2301 is disposed at the'top of the'
‘hierarchical tree structure, nodefkeYS 2302‘are.dis§o§ed in
middle levels, and 1eaf keys 2303 are disPOSed at the Ecttom;
Each dev1ce has a set of keys including a leaf key of the
device 1tse1f, the root key, and node keys ex1st1ng in the
path from the leaf key to the root key.

By way of example;.it is assumed,herein that nodes in.
an{M}th ievel as counted from the top are defined as

category nodes 2304. That is, the nodes in the {M}th level

are employed to define specific categorieslof devices. One




using a nenory stick belonging to the category-of "nenory sticks". That
is, a set of nodes including the node 2305 and associ ated | ower-|evel
‘nodes and | eaves i's defined to bel ongi ng to the categoryQRﬁanmsdeWSStlcks
Furthernore,'a l'evel that is lower than the.{Mth | evel =by a'proper nunber.
of levels nay be enpl oyed as-sub-category ' nodes 2306. For exanple, as o
shown in Fig. 23, a node that. exists in-a-path originating fromthe -

cat egory node~2305 of "menory sticks" and that is located two l'evel s | ower
than the' category node 2305 i s enpkoyf&d-as a sub-category node‘of '

;' pl ayback devices" included in the category of devices using nenory
~sticks. Simlarly, a node 2307 belom/the sub category node 2306 of playback

devi ce I te e of telep ones having a music
pl ayba?ﬁééc%{oq;bﬁ?/ {fﬁst eL’{J?Féld b PT%W é(f[ &5 & “5&6"& E‘nge?PE‘ At a
further ateqq. 8 of. "P and.a s b- cate or
ngde 23%’%@;’?%%% e'y(‘a'}'%ecghong:‘(?u%ltre §$ il l?z‘a’rex; loweg 1881‘—‘ fed sugh Y

e bt S ST WSRO Yy Pk e D g i ¢

pl ayback capablllt tegories and*su categorle

aCCOrC“iHbﬁdHéHﬁldNﬂhb h@%eb% a®k i éﬁcgﬁ Rk %B§ noffnuf acturers, content
providers, or clearance.instifution and those node nmay be respectively

managed by Fb@nbxiﬁglelsonéhﬁog@tgg@glfﬁ end § Mpgﬁtfg? i esn NPy | be deflned
so as to -have. arbitrary scopes in accordance Wth or . exa
23 is employed to deflne a category of "memory sticks (trade
mark)", and nodes and leaves existing in paths orlglnatlng
~from this node are deflned to correspond to various devices
using a memory atlck.belongrng to the category of “memory
sticks". . That is, a set of nodes inoluding the node 2305
and a35001ated lower-level nodes and 1eaves is defined to
belonglng to the category of memory stlcks.
- Furthermore, a level that is lower than the.{M}th level
by adproper number of levels may be employed aS'snbecateger '
nodes .2306. For example, as shown in Fig. 23, a node that
exists in a path originating from the category node 2305-of ‘
f"memory Sticks" and that is located two levels lower than
.the'category node 2305 is employed as a sub~category node of
“playback devices" included in theicategOry of devices using
'memory.sticksr - Similarly, a.node 2307 below the sub-
category.node 2306 of playback'devices is emplofed as a.snb—
category node of "telephones having a music playback |
capability” included in'the‘category of piayback devices.
At a further lower 1evei, a sub-category node‘23O8Aof "PHS"

and a sub-category node 2309 of "portable telephone" are




processing, managenent or.gani zations, .or services,provided (herei nafter
units in the categories or sub-categories are generically referred to as
~entities). For exanple, if one category node is set as &7 dgnuandzoobor -
dedi cated use of a -game nachine XYZ provi-ded by a game nmachine

manuf acturers, .pit. becones possible to sell gamne machi nes XYZ in WhICh
node keys and Ieaf keys bel ow the top node are stored,- After selling =~

t he gane machi nes XYZ, ‘encrypted contents or keys: may be supplied or, keys .
may be renewed by supplying an emabld ng key bl ock (EKB) including -the top
node key and node keys and | eaf keys below the top node so that -only

- devices bel ow the top node can use the supplied-data. As descri bed above,

- when- ouR.miedal ishcll \#Ataboth! 3h-BAHEqOL OUET pLEUEL POIESe ALl s) %rom the

top node are defined as belonging to category o assi gned

to thaboft aplReMone hakehy HRkiAg lhyBQEﬁ' Ehga 9ii gy, manuf aCturerS or a
content provide that nanages one top node 2 anuary 2005 - 76 of one

cat egory orTaubcaaégg@wst@n@rME@t 2l 9 ke nQanl; (EKB) i ncl udi ng
that top node without having to taklé%?I nt o -account %ﬁ% her categories or

‘sub- categoriddéngand ndisbhilputBet bppessottasticsabbindkey block (EKB) to
devices corresponding to the, top node or the |ower-level nodes arising

from t Wenudpctnodes, aodtéhtisprokiders  POSS1SdLaide THRREWA 65 W t hout
exerting any influence on devices belonging to the other categories that
do notabd|§hgseonodatmay be respectively managed by them. That is, o

the categories and suboategories‘may be defined so as to |

.have.arbitfary scopes in accordance with, for example,

processing, management organizations, or services proVided

V(hereinafter, units - in the-categories or submcategories are

generically referred to as entities) ~ For example, if one

category node is set as .a top node for dedicated use of a

game machine XYZ prov1ded by a game machine manufacturers,

~J_t becomes pOSSlble to sell game . machines XYZ in which node

keys and leaf. keys below the top node are stored.- After

selling the’' game machines XYZ, encrypted contents or.keys

‘may be supplied'or'keys may be renewed by supplying an -

enabling key block (EKB) 1nc1uding the top node key and node

:keys and leaf keys below the top node s0 that only devices

below the top node can use the supplied data

| As described above, when-one node is given as a top

node, lower-level nodes arising fnom the top node are

defined as belonging to'a category or a sub-category

aseigned to that top node,'thereby'making'it possible for a

manufacturers or a content provide that manages one top node




top node. [Distribution of a key using.a sinplified EKB (1)} the tree
structure described earlier with reference to Fig. 3, when a key such as_a
content key is sent to a specific device (leaf), an enab?i sapuegy2dfi50ck
" (EKB) - is produced such that it can be decrypted by a |eaf key or a node
‘key held by -the device to whichthe key is to be:sent, and the resultant
enabl i ng key block (EKB) is provided to the device. For exanple, in.the
tree structure shown in Fig: 24(a). r@eg,a key such ‘as a content key is-:
transmitted to devices a, g, and j at corresponding | eaves, an enabling key
bl ock (EKB) that can be decrypted by those nodes. a, g, and j are produced
and tr?gﬁnitted thereto. Modre specifically, when a content key K(t)con is
encr ypt¥ qnﬁ,ﬁfgfgqgwéwgdsp@upaK@EOKUtﬁxo@avdm@etaanemhbﬂddg keget her with
an EKB, .the devices a, ¢, and.j can acquire K(t)root by processing the EKB
using;?ﬂém1 a8y 1Rgd udda g ¥hadn kopy nedes withonsdeakdng showakingFi g.
24(b), .and further c%n acguire t he cantent keé K(t)con by perform ng
decr yptii? FECRYEhENCahlieregatenerdgs: o6t skbycRtepTdEs aRidg. 25 shows
t he en%&%%%%bk% E ock EETB% that [s transmtted in this specific case. The
enabl i ng K&y B oc kS ERBFLEABInSPAbEigg BsYi blprkd(BER)i hoadewvidance wit h
th Egg 4 "q ib | i ' d ith Fi 6 d .thus th
e I scrib earlier .in accordance w ig. 6, and .thus e
. EKB incEﬁ %gggggaﬁ e%grgg?egoReQQ?eaﬂH F§651°Wer“1eV61 nodes | -
;arising from the top nodes, and thus making ‘it possible to
renew a key without exerting'any influence on déviceé
belonging to the other categories that do nof bélong to tﬁat
toP node.
_[Distribution of a key using .a simplified EKBr(l)]
_In the tree structure described earlier with reference
to Fig; 3, when a'key‘such as a content key .is sent to a
specific device (leaf), an enabling key blockl(EKB) is
produced such,that'it can be decrypted by 'a leaf key or a
-node kéy,heid by the device to which the key-is to be sent, . .
and the resultant enabling key block (EKB) is provided to
1Fhe device. For example, in the tree structure shown in Fig:
”?4(a),-when a key such as a content key is transmitted to
devices a, g, and j at corresponding leaves, an enabling key
block (EKB) that can be decrypted by thdse,nodes a, g, and j
_are produced and transmitted thereto.
More specifically, when a content key K(t)con is
encrypted using_a renewed root key K(t)root and transmitted
together with an EKB, the devices a, g, and j can acquire

K(t)root'by processing the EKB using the leaf key and the




corresponding to the data.zAs-described earlier-with reference to F|g 7,
left (L) and right .(R). conponent of “each tag has a value of 0 or 1

, . dependi'ng on whether data exits in L or R directions. |37 fanderi2fes

recei ves the enabling ke'y' block (*EKB), the .device. sequentially decrypts
the encrypted keys included i'n .the enabling key block (EKB) on the -basis
- of the tags thereby sequentlally acquiring renewed keys froma level to a
hi gher level,. As shown in Fig. 25, the data size of the" enabl i ng: key

bl ock ( EKB) i ncreases with the nunbe? of level s between the root and the

| eaves (the nunber of-levels is referred to as the depth). The depth :
(nunber of levels) increases with the nunber of devices (leaves), and thus

the dataleikmysistidvn B sier 0 1Y aind g IHRYS e JHoansl Lhed 1o
t'a

great .nunber- of devices. A technlque of reduci ng the Si'ze of the

enabl | mpnient tiege K (BB by RIForREhPARWyPEiGn 481330 ean 27 January
2005 -- 78 exanpl e of an enabling key g?ockw?EKé)n5|nﬁﬁpf#§8 depending on

t he de@QQ§;Hﬂd\Mﬂﬂﬁheheyso&r&eWrxﬂ&qmbbed As in the exanple shown in Fig.
25, it is also assuned that a key such as a.content key is transnltted to

devi ces a, Elgana5jSb@wsothespnaulmgglEeyeblodﬁ sy tiafi s 26(a),
- tree structure is produced such that I ncl udes-only those devices to
-whi ch Fﬁ@n§@9tt§dtéﬂbeh@ﬁaﬁpﬂpnfed chaethlwheaeﬁabllhbekéyeﬁzééﬁucture

shomn |n F|g 26(b) is_produced on the
-(EKB) shown in Fig. 25 is produced in accordance w1th the
EKB format described earlier 1n accordance w1th Fig. 6, and
_thus the EKB includes data (encrypted keys) and tags
corresponding to thefdata. As described earliertwitne~
reference to Fig: 7. ieft'(L) and'right-(R) component of
each tag has a.value of 0 or 1 ‘depending on whether data

-exits in L or R dlrectlons.- |

If a device recelves the enabllng key ‘block (EKB), the
device sequentlally decrypts the encrypted keys included in
ithe enabling key block (EKB) on the basis of the tags |
thereby sequentially acquiring renewed keys from.allevel to
~a higher level. As shown in Fig. 25, the data size of the'

. enabling key block-(EKB)'increases'with-thelnumber of levels
between the root andltheeleaves {the number of levels is
referred to as the depth). The deptn (number of levels)
increases with the number of devices (leaves), and thus the

_ data size of the EKB becomes great when keys are transmitted

- to a great number of dev1ces. | |

A technlque of reducing the data size of the enabling -

key block (EKB) is descrlbed below. Flg. 26 shows an




basi s of t he tree structure shown in Fig. 24(b) I'n a path frontKroot to-
Ki, there is no path branching fromthe path fromKroot to Kj, and thus
this path can be.represented by only one branch. Ch,the,cﬂhﬁnmb@ﬁﬂMSto
reach Ka .or 'Kg from .Kroot, it is needed to branch at KOto Ka or Kg.
Thus, the ,tree can be formed so as to have two- branches as -shown in Fig.
26(a) As shomn in Fig. 26(a), the resultant tree has a_ ,,Srnplrfred form
i ncl uding only one node KO. An enabling key block (EKB) used to distribute
renewed keys can be produced on-the’®asis of this sinplified tree. The -
tree shown in-Fig. 26(a) can be produced by reconstructing the original .
tree such that a binary tree is first produced such that it includes only

pat hs adxdnisld @erarendfatdf i nikd), ek a( B?kq;?%p Eﬂ%ﬁe%eﬁrgﬁldgﬁ\égi ets Qgﬁy

are allowed to decrypt the enabling key b and- 1
nodes - aimp tiemiewdtdy aid WiILdH a@ysThE LhZhlR degy bl ock (EKB) used to 27
January 2005 -- 79 distribute renemed keys 1S produced on the basis of .

only keys aeriasphedergmplet BRowAdes PL |e§§esltnf% Qfngéég cﬁ
reconstructed hierarchical tree. The ena Irng key b escri bed

above "Wihdt refeyesueht asFiag codtentc keged saklranami¥pEadtkeysyExbsting in
paths fromrespective leaves a, ¢, and j to Kroot. In contrast, the -
- si npl i Gi-e@nEKB ﬁﬁcbo@eespphﬁiagclpaVed kens ahonﬁdgﬁ Fﬂgluggpajn 5he
sinplified tree. As shown in Fig.
tree structure is produced such that it includes only those
dEVlCeS to which the key is to be transmitted In this case,,:
the tree. structure shown in Flg. 26(b) is produced on the
baSlS of the tree structure shown in Flg. 24(b). In a path
from Kroot to Kj, there isrno path branching from the path
from Kroot to Kj, and thus'this path can be represented by -
‘only one branch. - On'the°other hand, to reach Ka or Kg‘from_
Kroot, it is needed to hranéh at K0 to Ka or Kg. Thus, the
-tree can be formed so as to have two branches as shown in
Fig. 26(a).
~As shown in Fig. 26(a), the resultaht tree has a
.8implified form including only one‘node'KO. An enabling key
“block (EKB) used to distribute renewed keys cau be produced
_ _on the basis of this 51mp11fied tree.  The tree shown in -Fig.
26(a) can be produced by reconstructihg the original tree
‘such that a binary tree is first produced such that it
rincludes only pathS‘at the lower ends of which there are
endpoint nodes or leaves that are allowed to decrypt the
enabling-key block (EKB), and.then unhecessary.nodes are

__removed‘from the tree. The enébling key block-(EKB) used to




26(b) . each tag S represented by 3 bItS - The. second and third bits are
used |n t he same manner as in the exanple shown in Fig..25. That is, the
second bit has a val ue of 0 or 1 depending on whet her thﬁWemusndaKE in the
L (left) direction, and the third bit has a value o6f~0 or-| dependi ng on
whet her there is data in the R (right) direction. The first bit is used to '
i ndi cate whether the EKB includes an encrypted key - at -t he node i
.correspondtng to the_tag Wien an -emey ypted key is i ncl uded, the first bi t
is set to 1, while-- is set to O if no encrypted key is i ncl uded. The -
data size of t he enabllng key bl ock (EKB), which is provided to devices

(1 eaves t njcation wor.k or provided by supplying a
storageaﬁég?&gyg% %ﬁﬁ%ﬁng kgyﬁKﬁﬁlgrg B¥red, ORahhecbasbat o enduced by

enpl oyi h 0 in F 26( conpared with the structure
shown Iﬁﬁ&%géog%&&%@#{% cﬁ mgk}?cleo‘#%%e?]&eg‘g?h%s eHe®ludrd keytisisock (EKB)
shown i pefbfst2Be é@ehggyéfﬁ%ﬁgﬂfentlally 27 January 2005 - 80 decrypts

only the data at ocatlo e E t e rst b|t of the corresponding tags is
o £ Y S T R T o o,
s A S R
et kgﬂ“’s tﬂl&)rd&\ésiﬁdtlv@qre&fe% &C gyt %‘?1 P RIgLY. ) root) using a
: contrast, the s1mpllf1ed EKB lncludes only encrypted keys at | |
nodes included in the simplified tree. As ‘shown in Fig. |
' 26 (b), each tag .is represented by 3 bltS The second and
| thlrd bits are used in the same manner as in the example
shown in Flg. 25 That is, the second blt has a value of 0
or 1 depending on whether there is. data in the L (left)
dlrectlon, and the third bit has a value of .0 or 1 dependlng
on whether  there is data in the R (right) dlrectlon. The
first bit is used to indicate whether the EKB includes an
_ encrypted'key'at the node corresponding-to the tag. When an
encrypted key is 1ncluded, the first bit is set to 1, whlle
1t is set to 0 if no encrypted key is 1ncluded.
The data size of the enabling key block (EKB), which is
prov1ded to devices (leaves) via a ~data communication
network or provided by supplying a storage medium on which
- the EKB 1s stored, can be greatly reduced by employing the
structure shown in Flg 26(b) compared w1th the structure

shown in Fig. 25. When each dev1ce recelves the enabllng

key block (EKB) shown in Flg 26, the device sequentlally




Kj thereby acquiring K(t)root. As descried above, if a new.sinplified tree
structure including only devices to which data is to.be transmtted is
produced, and if an enabling key bl ock: (EKB) | s. produced 2udamgno0p | eaf
keys and node keys rncluded in the- sinplified tree, the resultant enabling
key bl ock (EKB) ~becomes .small in data size, and thus it becones possible -
‘to transmt the enabl i ng key block (EKB) in an ef ficient manner:
[Distribution of a key using a sinplified EKB (2)] A technique of further
sinmplifying the enabling key bl ock BBKB) produced on the basis of the =~
sinplified tree shown in Fig. 26, thereby further reducing the data size
and thus making it possible to performprocessing in an efficient manner.

In the d e .Mih. I nge to Fi the tree is produced
by r ecoﬁétégg%tgls ngﬁ% e‘t')’g% ‘3?% %Mriegcéﬁ%ﬁﬁgh‘é e btrr}ﬁgr%lﬁsrteé’%ts of st

producegh§u55rfggéoﬁglgg gigga{g g00§herég¥|5g% oggﬁepatr%ﬁg% Ege | ower

ends of which there are endpoint nodes or eaves

d tdéd |é§§b ﬁ%%? n eces nodes are.
oDVe gypt@@apéyélg 'i?ﬁdleréena l1n lﬁl g:cr%?%zg)%u(sée P&Pstri but e.

renoved fromthe tree.

ST cimoont o b0 St B S S
- basi s (ﬁcQtlﬂEtImg:wSiddEtl_@jr hﬁ(ﬁj’)&f f'a‘irﬁﬁ'dédl%ts encrypted data o
‘Enc(K(t)0, K(t)root) using 'thernrode-key'K(-At)O‘thereby
'acquiring K(tjroot. Oh the other hand the'device J
decrypts encrypted data Enc(Kj, K(t)root) u51ng a leaf key
K] thereby acqulrlng K{t)root.

As descried abeve, if a'newlsimplified tree structure
indluding only devices to which data is to. be-traﬁsmitted is
‘produced, and if an enabllng key block {(EKB) 1is produced
u51ng only leaf keys and node keys included in the’
51mpllf1ed tree, the resultant enabling key block (EKB)
beeomes sméll in datalsize, and thus it becomes possible to
transmit the enabling key bleck {EKB) in’anrefficient manner.
[Dlstrlbutlon of a key using a 51mpllfled EEKB (2}}

A. technique of further simplifying the enabling key
‘block (EKB) produced on the basis of the simplified tree
shown in Fig. 26, thereby further reduCLng the data size and
'thus making it possible to perform proce551ng in an
efficient manner.

In the example described above with reference to Fig.

”26, the tree is produced by recenstructing the original tree

such that a binary tree is first produced such that it




shown in Fig. 26(a), an enabllng key bIock (EKB) is produced as shown in
- Fig. 26(b) so that |eaves a, g, and jcan .acquire renewed root key
K(t)root, and the resultant enabling key block (EKB) is Zf dammiti09s. \/ i a,
the processing .of the enabling key bl ock (EKB.) shown in Fig. 26(b), the
| eaf -] can acquire the root key K(t)root by perforn1ng only one decryptlon'
process i n-which Enc(Kj, K(t)root) is decrypted. 'However, the |leaves-a
and g have to first. decrypt Enc(Ka, - K(t)0) or Enc(Kg, K(t)O) to acquire
K(t)0 and then decrypt Enc(K(t)O, KBI)#oot) to the root key K(t)root.
That-is, leaves a and g have to performa two- step process for

_ decryptlon . Ina case where the node KO functions as a sub root node that
manages; chi.cal . tree reconstructed
into the Si rrp(Té c%ﬁ:\%%:s"& q{m}gev\n%[ol‘% eéﬂf %ﬂ!ﬂ?‘ atré’ confirmthat

| eaves ehdifintbn §e ACquiged ttﬁ{}ie: I Oek%)ﬁo“)-l% é:lr 5’ node KO does

27 January 2005 - not mange wer-Teve € al though the

node I@(aatmrla@eq(etyhgllog\wr( é(%v;el eSS L% fH rgpgﬁegal key.from a

hi gher -1 evel tnode’is all t'hen t he reconstruc tree
Shown rerBivid (ZbaTERDE L1 ates Rl h6d iRy birxeﬁ it hﬁ‘euggﬁ £, and .
e ‘ba

an. enabling key block (EKB) may be. produced ont SI's 0 |s further
- sinpl i Hiettibate A@n@%@&pkéy@f1%U§anﬁcéaagh'EﬁekBKSQEOS% 6EKP) i's shown
keys correspondlng to_the nodes or leaves included in thlS_ |
reconstructed hierarchical'tree.i
On the basis.of the reconstructed-hierarchical tree
shown in'Fig. 26(a), an enabling key block (EKB) is prodﬁced
as shown in Flg 26(b) so that leaves a, gy and j-can
-acqulre renewed root key K(t)root, and the resultant
enabllng key block (EKB) is transmltted. Via the processing
‘of ﬁhe enabling keylblock (EKB) shown in Fig. 26(b), the
-leaf j can acquire the root key K(t)root by performing only
_ope decryption process in‘which Enc(Kj, K(t)root) is
‘decrypted. ‘However, the_leaﬁes a and g have to first
decrypt Enc(Ka, K(t)0) or Enc(Kg, K(t).O) to acquire K(t)0
and then decrypt Enc(K(t)O K{t)root) to the root key
lK(t)root That .is, leaves a and g have to perform a twe-
_step process for decryétion;: | |
In a case where the node K0 functions as a sub roof
nede that manages lower-level leaves a and g, the
hierarchicai'tree reconstructed into the simplified form as
-shown in Fig. 26 may be usefﬁl to confirm that leaves a and

b have acquired renewed keys. However, if the node KO-does '




in Fig. 27.. As in the exanple shown in-Fig. 26, it is-also assumed herein
that a key such as a content key is transmtted..to devices a, g, and j -at
correspondi ng | eaves. As shown in Fig: 27(a), a tree is §fdrueai2dlich t hat
the root. Kroot 'i's directly connected to-the respective-leaves a, g, and j.

. . Thus, ‘as. shown in Fig. 27(a), the resultant tree has a structure that
‘can be obtained by renoving the node KO from the reconstructed
hierarchical tree shown in Fig. 26(a). The enabling key block (EKB) used to
di stri.bute renewed keys js-produced.éﬁ the basis of this sinplified tree.
The tree ~.shown in Fig. 27(a) is a.'hierarchical tree reconstructed so as
to . include,. only paths that directly connect the root and.|l eaves that are

al | onednod manggpthéhtowenbl éngl keyaddockyr ((BKB) ‘ | J. ey block
(EKB) used to distribute renewed keys ﬁs]%9§§U§gﬁigﬁmﬁﬂ§9f%§%gﬁof only
keys™ coKP eBpoagiengthe ldwetchuesl i Tedwisd pribvili iy %@%Sfrfe&&%gﬂ 27" January
2005 83 -hierarchical tree.. In the.specific exanpl™e shown Iin Fig. 27(a), '
the endkeY ntromdeshighenskhevel neives Alswdd) aneasenshere the | -
.. highest-l'evel node- distribute keys to mddle-level and | ower-Ievel

nodes, ¥#ORTIGIGHRSd ulegansthifdadd thyeadishesil in eagneghingayhgehi ghest -node
to a middle-1evel or |ower-level node, an.enabling key block (EKB) nay be
pr oduc et o &The 1updsh fsi ast kpheregiovdindf ithe node, Kapdakdy annenbe1ingnsni tted
'keyﬂblpck (EKB) ﬁay‘be‘p;bduced‘on'the.basis of thié furﬁher
 simplified tree. | | | |
An exémple of such an enabiing'keyblock‘(EKB) is shown .
ig FigL 27. As in the example Sho&n in Fig. 26, it is aléb
assumed herein that a key such as a éontent key ié
.transmitted tq'devices a, g, and j at corresponding leaves.
As shown 'in Fig}'27(a), a tree is produced such thétAthe
root Kroot is directly connected to the respective leaﬁeé a,
Q, and j. | |
Thus, as shown in Fig. 27(a), the resultant tree has a
structure that can bé obtained by remoﬁiﬁg the node KO ffom
the reconstructed hieérarchical tree shown in Fig. 26(a).
The enabling key block (EKB) used-tb distribute renewed keys
is produced on the bésis of this simplified tree. The free
'jshown in Figqg. 27(a)‘is a-hierarchical tree reconsﬁructed éo
“as to:inclﬁdeconly paths that.directly connect the rbét and
leaﬁesithat'are allowed to decrypt the ehabling'key block
(EKB). The enabling key block (EKB) used to distribute .

renewed keys is produced on the basis of only keys

corresponding'to the leaves included in this reconstructed




‘using the. resultant enabling-key block (EKB). . As described above, the
reconstructed hierarchical :tree has a tree structure in which the top node
thereof is directly connected to endpoi nt nodes or |eave¥. JdmianhiGD5
sinplified tree, the nunber of paths branching fromthe top node is not
limted two, but the top node may have three or- nore . branchi ng paths-
depending on the nunber of-the distribution nodes or |eaves. The enabling
key bl ock (EKB) described above- anh33reference to Fig. 25 includes -
encrypted.data corresponding- to.all'keys in paths fromthe respective:
|l eaves.a, g, and j to Kroot. In the exanple shown in Fig. 26, the enabling
key bl cl udes the |leaf keys assigned to the | eaves. a, g, and
, the ﬁ% r&%%ﬁ%%%ﬁ % ‘a and g, and the root key. In contrast, in the

enabllng key f% %ﬁKB .on the aS| of. the sinplified hlerarchlcal tree
shown in F|g a) glq< %ﬂ? Y@e WOFiY-r &fdwdd, thed t hus, as. shown

in Fig: e q S4 Q% |t has .a. further reduced data size. The
enabl | n ci ‘%%9% sq?o § I5ayesr7(dilsadn @ qase smesle wdekey bl ock
(EKB) %leleétﬂ-l%‘ﬂal R il 150, f,mga,gsgq,TﬁhTe Esonaand Lhird bits

are used 1n the sane nmanner in

the segapd-hi a I depen n ether there is data
inthe-L (I e_&é;vetdll ?lg?te:égn%%e rteheﬁltaﬁl & SR &%15& gg{l derertdyor

1- depemﬂnﬂgﬁﬂﬁnthh@ehlbh%%%—h%d@at% m&ﬁﬁle—level or lower- 1eve1

node, ‘an enabllng key block’ (EKB) may be produced on the

ba51s of the 31mp11f1ed tree, and keys may be transmltted'
using the resultant enabllng key block (EKB}. ‘As descrlbed
above, the reconstructed hlerarchlcal tree has a tree
structure 1n whlch the top node thereof 15 dlrectly
connected to-endpornt nodes or leaves. In this simplified
tree, theﬁnumber of paths'branchino from.the top node is not
limited two, but the top node may have three or more
branchlng paths dependlng on the number of the dlstrlbutlon
nodes or leaves.
: The enabling key block (EKB) described above.witn
reference to Figr 25 includes encrypted data,correSPOHding‘
| to all keys in paths'from the respective leaves a, g, and j
to-Kroot. In the example shown in Fig. 26, the enabllng key
- block (EKB) 1ncludes the leaf keys assigned to the leaves a,
| g, and j, the node K0 shared by a and g, and the root key.
~In contrast, in the enabling key block (EKB) on the ba51s of
the 51mp11f1ed hlerarchlcal tree shown in Flg 27{a), the

key at the node KO is removed, and thus, as shown 1n Fig.




(right) d|rect|on The -first bit I's used to indicate mhether the EKB

I ncl udes. an encrypted key at the node -correspondlng to the tag. Wien an
encrypted key is included, the first bit is set to 1, w#7Jdanuaryi2008et to 0
if no.encrypted key is |ncluded Usi ng t he enabling key.block (EKB) shown
in Fig. 27(b), the respective |1eaves a, g,.-and j can acquire the-root key
K(t.)roo.t by performing only one process-of decrypting Enc(Ka, K(t)root),
Enc(Kg, K(t)root) or Enc(Kj, K(t)reomy -An enabling key block (EKB) on the
basis of a tree reconstructed into a sinptified formincluding a top node
and endpoi nt nodes or | eaves dlrectly connected to the top node is

R TR SO 1 et M o S R b
o wh chBﬁnb%*?,%"%. ngf’kf%ﬁv‘%%ﬁil' o G B S5 Fiansy (Boegas 58 "' °°°
el uded SncRRELPAGINEL WL AE FARL Sl ir 22'%’??;&“5' pdealues. as is
to Fig 26 or 85 CTRE LR ool Natd B %féé'ks%‘?% U Sohbs Sl i
dat a S mesnandad s tre BGRTR. RISSLD G b4 2AST bylfe 81TpLN, Koy bl ok
~useful -gecond bit has a value of 0 or 1 dependlng on whether there

is data in the L (left) dlrectlon, and the third bit has a'

value of 0 or 1 dependlng on whether there is data in the R-

(rlght) dlrectlon. The first blt is used to indicate

whether the EKB lnclﬁdeslen-enerypted,key at the node

-corresponding'to the tag. When an eectypted key is included,

the flrst bit is set to 1, Whlle it is set to 0 if no

encrypted key is lncluded |

Using the enabling key block (EKB) shown in Fig. 27(5),

the respective leaves a, g; and'jlcan acquire the root key

K(t)root by performing only one:process of decrypting Enc(Ka,:

K(t)root), Enc(Kg, K(t)root‘) 6r Ene(Kj, K(t)root).
A?'enabltng key block (EKB) on the basis ef a tree
reconstructed into a simplified form including a top node
and endpoint.nodes‘or leaves directly connected to the top
node is produced on the basis of only those keys |
corresponding to the top node and the endpoint nodes or
leaves of the reconstructed tree, as shown in Fig. 27(b)

By building a new simplified tree structure including

only devicee to which an enabling key block (EKB) is to be




particul ar when EKB s are managed on the basis of category tress, wherein
the category tree.is one type of subtree as wll be descried bel ow The
category tree is a set.of nodes or |eaves selected" fron1ﬁﬁd&muawim®5ves of
an original key.distribution tree. A category tree may be fornmed in various:
aspects.- For exanple,.a category tree-may be a set of-nodes. - or |eaves L
t hat are conbi ned together I n accordance with the- device type, the device -
supplier, the content prOV|der _of the clearance institution, or in '
accordance w th a common. feature-1&5terns of process, nanagenent or

servi ces provided. DEVICeS classified into one category are assigned to
one category tree. For exanple if constructing a .sinplified tree

| nel udingps Dred atep o YicdBicnlerd Bdbalihly @l $3Le B S G8 e pasi s

sim | ar manner -as descrlbed above,

of the omlryst]{ gthdlRrd tiker n [ nabl key .- bl ock
(EKB) -can be(%girypted onﬁy byhggstgggh%g %%8? #bh gqegnégokgggf t he :

sel ect ethanaiednr W daRes. abhdsTRAaJERBR! «9fh - EH@ Qﬁ bil [; E; category trees
wi |l be.described in detail later. The. enabllng (EKB) may be -

st or ed hWmcdss i(EKE)MaleseR ibkar apevERHi um §é§@réﬁcént8pf'h_§al 26 gk oy, a DVD.
For exanpl e, an-enabling key bl ock (EKB) including.a da - part |hclud|ng

~encr ypttée keFuddbataedahliag paytblﬁekUdEmEL hE6AhEONsHAEDNt {41 g2t on data
i dentifying the |ocations of the encrypted key-data in a hierarchical tree
structﬁﬂéemaﬁnd thus 1t becomes 90551b1e to. transmit “the enabllng
key block (EKB) in an EfflClent manner. |
The 51mp11f1ed hlerarchlcal tree structure 1s useful 1n'
particular when EKB s are managed on the basis of category
tress, wherein the category tree is one type of subtree'as
will be descried below. The category tree is a set of nedes
or 1eaves selected from nodes or leaves of an orlglnal key
dlstrlbutlon tree. A category tree may be formed in various
Easpects.- For example, a category tree ﬁay'be a set of nodes .
or leaves that are combined together in accordance with thE“
'device type, . the device supplier,'the content provider} or‘
the clearance 1nst1tutlon, or in accordance with a common
feature in terms of process, management, or services
provided. Devices claSsified into one category are assighed
to one categorY'tree. For example, if'constructing a-
simplified tree including top nodes (subroots) of a
plurality of category trees in a similar manner as described
above,-and if an EKB is produced on the basis of the
constructed tree, then the resultant srmpllfled enabling key

.block (EKB) can be decrypted only by devices belonglng to




be stored together with nessage data such as content data encrypted using
a renewed node key on-an.information:storage nmedium and.the resultant
information storage nediummay be provided to devices. Exthardew 2005can
- sequentially extract encrypted key data included in the enabling key bl ock
(EKB) in accordance with the identification data in-the tag field, and:
can decrypt the extracted encrypted key' data thereby acquiring a. key needed
to decrypt a content and thus using the-.coftent. O course, the enabling
key block (EKB) may be transnitted 8 a a network such as the,lnternet;r
[ Managenent ' of EKB on a category tree basis] A manner. of managi ng nodes or
"leaves in a tree structure for use in key distribution in accordance with a

bl ock @iny @R oFf ﬂ@%l@cﬂ&@%%ég%r?’g?gébged BReORan ggﬁl‘ébf_e%a bl ock,

which is a set of nodes or | eaves tows A category

| tree mhdddsisTed ithe? Galamieany t2005. §111a5é03§53§968551n ngétggi‘”p' c a

‘category tree may he a set.of fnodes or |eaves that. are conbined together

in accdradssxce with the. devi ce type, the device supplier, the content
provider or the clearance institution, or-in accordance with a conmmon

:feature |nTherenabl1pgoke§sblmamptmaprbe S HEE P fyi ded. . The
category tree may be described in further detail wth reference to Fig.

28. Fi gnfzgpayiohostonagennedioh aaohga@gaﬂ.6p6£c§1rﬁﬂéﬁr&rlé‘ﬁWbt5 of
catego;%rygigaplgn an enabling key bl k
p g key block (EKB) 1nclud1ng a. data

~part lncludlng encrypted key data and a tag part lncludlng
‘location 1dent1f1cat10n ‘data 1dent1fy1ng the locatlons of
the encrypted key data in a hlerarchlcal tree structure may
be stored together with message data such as content data
-encrypted.u51ng a renewedrnode-key on .an information storage
medium, and therresultant information storage medium may be
prcvided_to devices. Fach device can sequentially extract
encrypted key data included in the enabling key block (EKB)
"in accordance with theridentification data in the tag field,
and can dec;ypt the extracted‘encrypted-key'data thereby
ecquiring'a.key needed‘td decrypt a content and thus using
the:content. -Of course, the enabllng key block (EKB) may be
transmltted via a network such as the Internet.

[Management of EKB on a category tree ba51s]

| A manner of managing nodes or leaves in a tree‘

struccure for use in key dlstrlbutlon ln.accordance with a
block or a set of nodes or leaves is descriﬁed‘beiow.

. Herein, a block, which is a set of nodes or leaves, refers

to as a category tree. A category tree may be formed in




Fig. 28(a), each category tree ié-representedrby one’_triengle Each
category tree, for exanpl€; that denoted by reference nuneral 2701,
includes a pIurallty of nodes. Fig. .28(b) shows a .node2&ianuaty205i n one

category-tree. .-Each category tree'is constructed in the formof a binary
tree |nclud|ng one top node and a plurality of nodes at lower |evels.
Herein, a top 'node, such as that denoted by reference nuneral 2702 of

each category tree is referred to _agya_sub-root. As shown in Fig. 28(c)
there are | eaves, that is, devices, at lIower ends of the tree. Any device
bel ongs to one of category trees each i ncl udi ng one top node 2702 serving
as a supzl lurality of |eaves  corresponding to devices. As can
be seen ?rgirgnﬁﬁl QgP%‘é? E%eﬁﬁ?@-’%‘?ee@ PRYRIQLY Hireeamey dod astsedcture, as
descrlbgg Rehaw .t ce to 27 January 2005 -- 8 8 Fig. 29. Fig.

29( a) ustrateékageéggﬁpfg gfa{% Coitngd Hiqggthest rgc aacerdanaesi npl i fi ed

f ash f t he  hi hi | category tree =
sl o ERLSASPECL L8 TG & a‘@fqeomﬁéﬁ;qfr,;‘%@ cantensvel bel ow

structure includes ¢

Kroot. pg¥odidéveloritisd e trees Al to An, category trees
BO1. tlﬁ? Bnk are %fs%gsegﬁé%g%&nex dVvAé/PnI'e\?éfl 1%§F€Q§ﬂ9nﬁﬁees ClL

Lgscgq:?gglgifﬁg?ﬁﬁe:ﬁﬁéﬁhﬂ ch noé%gf pro%bss?n%a agemgg%P ggtegory Preér
services prov1ded..
'_The:category tree‘may be described in furtﬁer deteil
: with reference to Fig. 28. Fig.IZB(e) shows a manner ofu.
‘managing a tree-structore_in units of categorﬁ-trees. In .
Fig. 28(&){ each category tree is-represented by one
triangle Each category tree, for ekample, that denoted by
_ reference numeral. 2701, lncludes a plurallty of nodes. Fig.
-28(b) shows a node structure in one category tree. Each
category tree is constructed in the form of a binary tree
including one top node and a plurallty of nodes at lower
levels. Herein, a top.hdde, such as thatrdenoted by
reference numeral 2702,‘of each categorfrtree is referred to |
as a sub-root. :
As showc in Fig. 28(c); there are leaves, that'is,
devices, at lower ends of the tree. Any device belongs to
one of category'trees each including one top node 2702
serving as a sub-root and a'piurality of leaves
corresponding to devices. |
As ecan be seen from Flg 28(a), category trees have a

hlerarchlcal structure, as described below with reference to




| eaves are.disposed at a plurality of levels. For exanple, the category
tree Bnk has a tree structure- -including, as shownin Fig. 28{b}, a top |
node 2811 serving as a sub-root, endpoint nodes-2812., adfJanussy 2¢Bdes
| ocated between the top node 2811 and the endpoi nt nodes 2812. The. _
category tree is assigned an i-dentifier Bnk: By managing the nodes within
the category tree Bnk independently for the category tree Bnk thereby: _
managi ng | ower-1|evel, category treeggeach of which includes, as its top:
node, ~one of endpoint nodes 2812.. On the other hand, the category tree .

Bnk- is managed by a higher-level (parent) category tree Ann one of
endpoi ng; podgs 2811 of which is included, as the sub- root 2811, in the

cat egory ?ee Bnk. As shown in Fig[‘28(c),.a category .tree Cn3 has atree
2652 cor resarth ro ) FOOBBREArE Casl BEETBE, 087 thenDAPFaZaBaCaLED Are
Leaves doridioreng.a el sl e Ve d opeds 200t agd Lhe
or the " tarsaor s Gt e e Rs, CaLpSaE i ne
I Ghor | aval (e o A Ly e b ok AndHRE of i ch
is incﬁnﬁﬂibaﬂpﬁfﬁhdﬂd&ﬂé@ary'trees Al to An, category trees BOl

‘t§ Bnk are dispoéed{ At a ngxt_lower'level, categofy tfees

Cl to Cngq are disposed.. As shown in Figs. 29(b) and (c),'

each category tree has a tree structure in which nodes and

‘leaves are disposed at a plurality of Levels.

For example, the category tree Bnk has a tree structure

inqluding, as shown in Fig. 28(b), a top node 2811 serving
as a sub-root, endpoint nodes 2812, and other nodes located
‘between the top node 2811'and the endpoint nodes 2812. The
category tree is assigned an identifier Bnk. Ey ménaging
the nodes within the‘categorj tree Bnk independently for the
Caﬁegcry tree Bnk thereby managing lower-level category
trees each of which includes, as its top node, one of
ehdpoint nodes 2812.° On the other hand, the category tree '
_Bnk'is managed by a higher-level (parent) category tree Ann.
one of endpoint nodes 2811 of which is iﬁcluded, as the sub-
root 2811, in the category‘trée Bnk.

As shown in Fig. 28(c), a category tree Cn3 has a tree

structure including a top node 2851 serving as a sub~root,

endpoint nodes 2852 corresponding togrespective devices that



2851, ‘in the category tree Cn3. 'Herein, the key nmanagenent each category
tree refers to, for exanple, renewal of a. key,.revoking; or the |like, as
will be described in detail later. In each.device correéﬁbﬁ@ﬂﬁ@iﬁﬁ5a | eaf
in a. category tree at the bottom. a | eaf key of the category tree, to _
whi ch that device bel ongs, "and node keys at respectlve nodes existing in a
path fromthe leaf to the top-node serving as :the sub.-root node of.that
category tree are stored..-For  exanple, for a device at an endpoi nt node
2852, keys corresponding to nodes-i®9a-path fromthe endpoi nt node (|eaf)
2852 to the sub-root node 2851 are stored. The structure of the category
tree is further described wth reference to Fig. 30. Each category tree

can NaSade IEARSUHAE JRl U0 G Ui d BUSl eI dgpeh (number of

| evel s) may be set depending dn t e i1d) category

trees aasde CHTERRNHRY etnfag%ﬁnka@mre% 2085 - %ﬁ”%‘%%‘e or odeg.of that

category tree or .depending on the nunmbér "of devi I ces to VESTEA cat egory
tree stiigicissigyriowh |l@e|ﬁ|tg.fl%g‘( &h3MRY phenagaiadied Fig. 30(b).
Herein, a root tree is a tree |ocated a?emﬁ EB& %ﬁggg?h@ree has a

goot k&ﬁaveqﬂwﬂﬁﬂlhtﬁh@fcb@@@br&et%bec@h@gghﬂebéﬁaﬁnély Xo?nghg are :
.di sposed at respective endpoint nodes of the root treer’ further-lomer
l'evel caﬂm@@my'tmee DnBStde395§eﬁathQﬂ@tm&aves (devices) at the
endpoint nodes 2852. On the other hand, the category tree
Cn3 1s managed by a higher-level (parent) category tree Bn2
-one of endp01nt nodes of which is 1ncluded, as the sub-root
2851, in the category tree Cn3. Herein, the key management
of each category tree referslto, for example, renewal of -a .
key, reVoking;ror the like, as will be described in:detail
later. |
In each device corresponding to a leaf in agcategory ,
tree at the bottom,‘arleaf key of the category tree, to
‘which that device belongs, and node keys at respective nodes
exiating in a path from the leaf to the top node serving as
“the sub-root node of that category tree are stored. For
example, for a deVice at an endpoint node 2852, keys
-corresponding to nodes in a path from the endpoint node
(leaf) 2852 to the sub-root node 2851 are stored.
The structure of tne category tree:is further described
with referenoe to Eig. 30. Each category tree can has a
tree_structnre including a Various.levels.' The depth
(numoer of levele) may be set depending on the number of

lower-level (child) category trees each corresponding to




category tree.C. In the category-tree C2901, one or nore endpoint nodes
are reserved as reserved nodes 2950 so that = another |ower-|evel category
tree can be added.in the future- by using the reserved nodfelaresy, 2008y
exanpl e, a category ‘tree C2902 having a nultilevel-tree structure. may be
added by assigning the reserved node 2950 as the top node of the new

category tree. The reserved nodes re described.in further detail. ..:bel ow
with reference to Fig. 31. A cat egor) tree A (3011) . has | ower-1evel
category trees B, C, D, and so on ged by the category tree A (3011)

-and al so has one reserved node - 3021. For exanple, the nunber of
| ower -l evel . category trees .may be increased in such a manner that the

r eser veshdimitint3QRkidss 5 e Gatt@ g ryoWeled %\teldegpetn%ﬁ%gyoﬁ £43012), and
further | ower-level category trees F and G nay bé connécted to endpoint

nodes . cﬁumburluﬁmﬂedrcea tmauegeeg tree A (3012) The | owner - | evel
category tree A (3012) may reserve at Ieast 27 January 2005 - 91 one
endpoi nt nodeca@2gosy thee ansubeuréoskowheys! reglegofy) tafe i | (3013).

may be added. The | ower-|evel category tree A" ?3 013) nmy Teserve one or
nor e emapwidiednageshowBy in -Fdger 801(b) . endpeitih,nadesoitnti-he aboye- descri bed
manner, it becones possible to increase the nunber of |ower _|evel- _
-categ@@@ﬁnlgdgt#dnage@hbytapcenﬂathecabegotyee hasea nbbhomey.llrntatlon

" The nunber of reserved category trees is not limted to one, but a
pIuraIP@Vr@ﬂléﬁdﬁglﬁP?eﬁH}eﬁélreéeﬁqedy trees A, B, and C are

| disposed at respectlve endpornt nodes of the root tree. A
ffurther—lower level category tree D is disposed below ther
icategory-tree.cr- In the category‘tree C2901, one or more
ehdpoint nodes are reServed as reserved nodes 2950 so:that.w
another lower—level category tree can be added in the future-
by using the reserved node 2950. For example, a category
tree C2902 hav1ng a multllevel tree structure may be added
'by'a551gnrng the reserved node-2950 as-the,top node of the
new category tree. |
' The reserved nodes are descrlbed in further detaJ.l
tbelOW w;th_reference_to'rlg. 31. A category tree A (3011)
;has 10wer—1eve1 category.trees B, ¢, D, and so on managed by
the category tree ‘A r3011), and also has one reserved node
.3021. For exampie,'the number of lower-ievel category treee
-may -be lncreased in such a manner that the reserved node
73021 is a551gned to a lowerulevel category A" (3012), and
further lowermlevel_category trees F and G may be connected
- to endpoint nodes of the lowerelevel.category tree A' (3012).

..The lower-level category tree A' (3012) may reserve at'ieast




"Each category tree nmay produce an enabling key bl ock (EKB). independenttly
of the other category trees%.and key renewal and: revocation nmay be -
perfornmed. independently of the- other category-trees. A daneary 2095F g.
31, enabling key  blocks (EKB s) are assigned to respectlve category trees
-A, A, and A These. enabl ing key bl ocks (EKB :s) nmay be managed by, for.
exanple' a device manufacturers that manages the category trees A, A, and
All. ...[Registration of a new categq:{y tree] Registration of a new
category tree is described bel ow g 32 shows a registration proceSS|ng
sequence. In the sequence shown:'in Fig. 32, a new (child) category tree (N
~En) to.be added to a tree structure issues a new ..registration request to
an uppeind eelpdipar edide GARYELY thiateanolthled) 1oweach eveat %a%ég.tc&ee has its
own publi'c key according to the public key cryptography sche When the ‘
" new categer B"t (@1i33smay ble addeist I aheonokeguasle12 Gataly Uth%Q@5 -
transmts its public key to the upper-level category treée Upon rece|V|ng
the redi"sB8li3gnmagquestrvehenepper mokrevendpatiagonydesse ByP-En) transfers
the received public key of the new (child) category tree (N-En) to'a
certif reaegvinghenidppifnCAnotesr énethe abpublideskeybell mhanaey {ehil d):
category tree having a-signature of the CA. The above procedure is
per f or kegoRgsnegglibaat henincueasa DBEWBembeheoﬁpmewereWeveLategory
tree. (P-En). and the new (-child) ,

category trees managed by a certaln category . tree w1thout

ullmltatlon. The number of reserved category trees is not -

~11m1ted to one, but a plurallty of endp01nts may be reserved.
Each category tree may produce an enabllng key block

(EKB) 1ndependent1y of the other category trees,-and key

renewal and.revocatlon may be performed independently of the

other categorYAtrees}f As shown in Fig. 31, enabling key

blocks‘(EKB's) are assigned to resPective category trees ‘A,

A', and A". These enab;ing key'blocks,(EKBfS) may be

managed by, for example, a device manufacturers that mahages R }

the‘category trees A, A', and A".
T[Registration‘of-a new categOry'tree]
Registratioe of a newrcategory tree is described below.

..Fig..32 shows a registration processing sequence. 1In the
sequence shown in Eig. 32, a new (child) category tree (N-
En) to be added to a tree structure'issues a new
‘registration request to an upper -level (parent) category
tree (P-En). Each category tree has its own public key
according to the public key cryptography scheme. When the

new category tree issues the registratioh request, it




category tree (N-En). If the. authentication of the category tree S
requesting for new registration is conpleted via the above process, the
upper-level category tree (P-En) gives pernission of the 2% dgiusry 2005n of -
the new (child.) category tree (NNEn'). and transnmts a node key assigned
to the new (child) category tree to the new (child) category tree (N-En).
Thi s' -node key corresponds to one of -endpoint nodes of-the upper-I|evel .
category tree (P-En), and al so corresponds to the top node or a sub-root
key of the new (child) category tree92N-En). After the conpletion of the
transm.ssion of the node key, the new (child) category tree (N-En) builds a
tree structure of. the new (child) category tree (N-En) and sets -the

recei vegranbmi oot i KeYp@h1 {Hekd PP ' > 1t [Uetr e Furthernore,
keys are set at the r%spectivefnodglgt‘la\?';lﬁjdppféelgvle‘{:v,eee'\.lar?%l ae_%og a%’lrieﬁg key bl ock
(EKB) -agpoghipi.ed 27 January 2005 - 93 with the category tree is produced..

An enabling key block (EKB) associated with a category tree is referred to

as a - sub- EiporOrdded vahe k ieandg ishe I ktcatggo .ee (P-En)
pr oduces a_gﬁgiEKB asSoc?gted 3f¥ﬁ'thgﬂgggef?gygégfa%ggeg%Péftree ( P- En)

such ks axcogns ot e i, al e en, SUELSENAET| )
the newdf ditid deve atcgidrd) tdaan;g(d&yErt)r’q@q@umq thea certificate
authority (CA)rt¢ receive a éublic-key of the new (child)
'category tiee'having g-signature of'the CA. The above
procédure is performed in mutual authentication between the
qpperAIevél cateéory tree~(P—En)'énd the new (child) .
-category tree (N-En). | | |
1f theAaﬁtﬁentication of the‘category‘tree requesting
lﬁorrnew registratidn isicompletedrvia the above process, the
uppetmlevei category tree (P-En) gives permission of the-A
'-iegistration offtﬁe'hew (child) ca£egofy tree (N-En) and.'
transmits a node'key assigned to the new {child) catégory
tree to thé new (child) category tree (N-En}. Thisﬁnbde'key
-correspbnds to one of endpoint nodes. of the upper-level
-fcategory tree.(P—En),'and also corresponds to the top node
‘or a sub-root key of the new (child) category tree (N-En).
After the completionlbf the trahsmission of fhefnode
key,rthe new (child) cafegory tree (NQEn) builds a tree
"structﬁre offthe new (child) category tree (N-En) and sets
the received sub—root-kéy at the foP node of the free
_strﬁcture. .Furthérmore, keys are set at the respective -

nodes and leaves, and an enabling key block (EKB) associated




S, ub- EKB, .including the node keys ‘and | eaf keys within the' new (chil.d)
category tree (N-En), the nem/(chlld) category tree (N-En) transnmits the
resul tant sub-EKB to the: upper -1 evel " category tree- ( P- En37 Janyary 288ei vi ng
- the sub- EKB_fron1the new (child) category tree (N-En), the upper-1evel
category tree (P-En) transmts the recei ved sub=EKB together wi'th the
renewed sub- EKB of the upper-level category tree (P-En) to a key
distribution center (KDC). On the basis of sub-EKB s of all category. trees,
the key distribution center (KDC)~c®A produce an EKB in various manners.
For exanple, the EKB can be produced such that ‘only a specified category
tree or a 'specified device can decrypt the EKB. |If the EKB produced so as
_to be atitiwethd eegas Witad Y R-hrddl e RAALN ] " vice is
provided to,. for exanple, a contgﬁi pro&?de?ﬁpgid a lﬁéagﬁeg%Ery 2005 -

94 CONEHE) pisedicdeteeNaii 5 ARG ek Al tﬁaéﬁeﬂs t@f alshg recei ved
EKB and supplies the encrypted content key-via a network or supplies a

storageuhynﬂmnCNIWM|ch the encrypted. key is stored, it is becones
possible to provide a content such that the content can be used only by

the specifi@d thevotberThandpnbke appeeglevedt cabegbry cHbeEfR-PA)a New
category tree at ‘a key distribution center (KDC) is not Ilimted to
sequen@ﬂﬂ@M?eSransﬂéPEKﬁgashec&ameEKﬁlthatae upper-level category

tree (P-En) such that an endpclnt node, which was made

active when the new (child) category tree was connected

thereto, ie reflected in the sub-EKB.

‘After the new (child) category tree‘(N—En) produced the
sumeKB lncludlng the node keys and leaf keys within the new
(Chlld) category tree (N-En), the new: (Chlld) category tree

V(N—En) transmlts the resultant sub—EKB to the upper—level
 cetegory tree-(f—En) | |

Upon rece1v1ng the sub~EKB from the new- (child)

‘category tree (N—En).r the upper-level . category tree (P~En)

transmits the received sub-EKB together -with the renewed
“sub-EKB of the upper~leve1 category tree (P- En) to a key
dlstrlbutlon center (KDC)

On the basis of. sub—EKB s of all category trees, the
key distribution center (KDC) can produce an EKB in various
‘manners. For example, the EKB can be produced such that
_only a sPecified category tree or a specified device can _
decrypt the EKB. If-the EKB prodﬁced s0 as‘to be alicwed to

be decrypted by a specified category tree or device is

| proﬁided to, for example, a content provider; and if the



upper-| evel category tree, but registration nay al so be ‘possible hy
~directly transmtting the sub-EKB fromthe new -category tree to the key
di stri‘bution center (KDC). without passing it via the uppefJansasr2Q¥r egory
tree. The correspondence-between an upper-|evel category tree and a -

| oner -l evel -category .tree that is newly added to the upper |evel category
tree is described belowwith reference to' Fig. 33. By providing, as a top
node of the new category tree-to begadded, one endpoint node 3201 of the
upper -l evel ~category-tree to the |ower-|evel category tree, the |ower -

|l evel category tree can be added as one of category trees that are nmanaged
by the upper-1|evel category tree. As will be described in detail |ater,
‘cat egor §OREERE PEOWMIERr bsnEREPtphetanteand] key eyoryhe rhees sefodt the t hose
categor% trees _that can be revoked by the upper-level category tree. As.
shown .i heRPyved KR rand wpphiesdilie ianaryntedi qantent keyaviar g 2005 - 95

an upper--level category tree, the same one node acts as one .endpoint node

or | eafP8BUAE 0% RPRRPETS |2vRo g fdiu @n W the sacryetedh node
3202 ofyLe PN 9%, LS e o U 5208 IPOL o sErving
R L U e A R R
constitytd{ig the total tree structure: : . ' o
' Tﬁe,méﬁger of regiétration-of a sub-EKB of a new
éategory treerat'a kej'distribution center (RDC) is not
'limited to sequentially transferring the sub-EKB vié~an
upper-level category tree, but régisfratibn mayralso bei
poéSible by_directly fransmitting the sub-EKB frdm the ﬁew
category treg to the key disfribution center (KDC) Without_
:passing it via thénﬁpper—level éategpry tree.
| The corréspoﬂdende‘between an qppernlével categbry.tree
and a lower-level éategory tree that is newiy:added to the;
upperélevelrcatqury tree is described below with reference
ﬂtoiFig. 33. By providing, as a top node of the new categorf
Atree tp be added, one endpoint node 3201 of the upper-leVel
category tree to the‘lowermlével category tree, the lower-
level éatago#y tree can be added as one of category trees
that are managed by the upper—level‘cétegory tree. As will
'be described in detail later, category treés managed by the
upper—leéel'category treé refer to those category trees that
can be revoked by the uppér—level category tree. |

As shown in Fig. 33, if a new category tree is added to




Fig.-:34--shows an exanple of a renewed EKB that is produced by an
upper -l evel category tree when anew category. tree is added. -That is
Fig. 34 shows'an exanple 6f a sub-' EKB.that. is. produce®bianuhey 2005
~upper-level category-tree when, " in a:situation in which the upper-Ievel
‘category tree has a, tree structure. including, as shown in Fig. 34(a), .an
active endpoi-nt node (node 00.0).3301 and an active endpoint node (node
001) 3302, an endpoint node (node 100)- 3303 thereof is prOvided to the new
category tree. The sub-EKB has a forfat-shown in Fig. 34(b).. That is, the
~sub-EKB is a list of a high-level node key encrypted usi ng an active- -~
endpoi nt node key, a higher-1level node key encrypted using the

upper - de\@lpdidRKaY cate o@@d al kyed b-roo he_sub- EKB s
pr oduced g%iordlng o this tEb@ ltéacﬁa§1§t8é%ry ?Fe@c 8s3Pt €™6wn EKB in’

t he foren N Giodd | udisNghed§ h S shown in Fig. 27
January 5%%2-- 98 3E&b?%h§ ﬁ?g% ggvg Hgkke§52§%r§%tgﬁ°ﬁgiﬁﬁean active

endpoi aindnedeckey @hel @ab keWe 320b0ber ¢hav d ed using the
hi gh-1 evel node key,é..kband e|naI2yBg gh% ?%3?9 %ﬂggéKgggéggg%h cat egory _

tree |$rEanagEﬂahylebabnecéhﬂgéiﬁttﬁ@&e'&éfying[BEVQﬁétiggfugﬁethehe
managenment ' of a category tree] Revocation of a device OF a catégory tree

per f or nppeirrlewedi hodei b setwhochetﬁﬁekﬁubdréétl@ﬁttﬁ@ A&eey i S nanaged on |

a category tree by category tree basis is described bel ow. :
added category. tree. By performing the settlng in the
above—descrlbed manner, the newly added category tree
becomes one of actlve.category trees constituting the total
tree structure. - |

' Flg. 34 shows an example of a renewed EKB that is

produced by an upper—level category tree when a new category
tree is added.- That is, Fig. 34 shows an example of a sub-'
'EKE that-is‘produced by the upper—level category tree when,
in a 51tuat10n in whlch the upper—level category tree has a:
tree structure 1nc1ud1ng, as shown in Fig. 34(a), an actlve
endpoint node (node 000) 3301 and an active endpoint node
“{node 001) 3302, an endpoint node (node 100) 3303 thereof is
prov1ded to the new category tree.

The sub—EKB has a format shown in Fig. 34(b).. That is,
the’ subﬂEKB is a list of a high-level node key encrypted
-using an actlve end901nt node key, a hlgherwlevel node key
encrypted using the npper—level node key,..., and flnally a
 sub-root key.rrThe sub-EKB is produced according to this
format.' Each category tree has its own EKB in the form of

~ encrypted data including, as with the enb?EKB shown in Fig.




..in the exanpl es shown in Figs. 3 and.4, an enabling key bl ock (EKB) I's
produced such that the resultant enabling key ,block (EKB) can be . .
decrypted only specified devices in the tree structure bud 4?“#@06%@@ device
cannot decrypt the resultant enabling.. key bl ock " (EKB). I'n the exanples -
shown in Figs. -3 and 4, revocation i-s perforned_for a device assigned to a
specific leaf in the tree structure. Ina, case-where nanagenentAls
performed on a category tree-basis,_ TIggvocation can be perforned on a
specific category tree. Referring Filg. 35 and follow ng flgures1_ar
revocation .process perfornmed in a situation in which managenent is

f on ‘a-category tree basis is descri bed bel ow. ' Fig. 53 shows
Q?Lrggggg(g@'révgig glévéhté@@?yk@Ye@ﬂgrYPhedl@ﬂgsg aheyetive the tree
structureincluding .a plurality of .category trees.. In this case, devices
bel ongi F§IPGLR enOSQVBQEdOEa}%©%r§QYre% highertleeebkeede Keganuary 2005 -
97 Fig,-35(a hows - a H? di stribution tree structure ngnaged on the: .
basi s o?ngﬁﬁrgé‘(?ayuﬂ"é‘és? % IPb%IE‘%%YﬂE} jgode gF%?osedr a?nd ﬁlleaslgll}ol;)aéf QSV E Lge, :
and cat ggqr ees.,Ad _Ann are di sposed at a_ certai :

r oot no%‘gs_¥?%§égo$ et%@s‘?@dﬂ“ﬁ_ CB?H@%?I&’ o#%%swmn@qc})m Iﬂlmctzealt . gpd
cat egor-é‘(é{%gg?%qr%glﬁ}s a8 di sposed at. a further lower. |evel. egory
' -T‘owest

trees at t evel”"have endpoi nt nodes (leaves) assigned to
[ eSPECt | NEvSCHL L8P ik Ahe® md REPLILAYY VI ALK apparptus and a
pl aybac apparatus. ‘ o _ 7 _
: ‘Revocation of a device or a category tree performed in
aVSitﬁafion iﬁ which the key QiStfibution-tréa is managed:on
a catego:y‘tree by category tree basis iS'described‘below.
..Iﬁ_the éxampleslshowh in Figs. 3 and 4, an enabling key.
- block (EKB) is produced such that the resﬁltantlgnabling key
“block tEKB)_can'be décrypted'oply specified'devices in the
~tree structure but a revoked device cannot decrypt the
-resultént‘eﬁabling-key.block (EKB). In the examples shown |
in Figs. 3'and 4, revocation is performed for a device
assigned to a specific leaf in the tree structure. 1In a
caSe,wheré maﬁagement is performed on a:catégory tree.basis;
revoc§tion can_be performed on a specific category tree.
| Referring Fig. 35 and following figures, a revocatidn
.procéss perf@rmedrin a éituation in which management is
performed on a category tree bésis is described below. Fig.
- 53 shows a:process of revoking aVCétegory tree at the lowest
 lé€el in the tree sfructure including a plurality of
.category trees. In this case, devicesrbelonging,to the

‘revoked category tree are all revoked.




_,.Revocathn'iérperforned ihdividualIy,by;the'respéCtive category trees. -
For exanple,-the category trees O to Cn at the |owest |evel can revoke a
device at a leaf. Fig. 35(b) .shows a tree structure of a2lcdanvgnripf0oree Cn
(3430) that is one of category trees at the |owest |evel. The category
.tree Cn (3430) has a top node 3431, and a plurality of devices are
assigned.to respective |l-eaves at the endpoint = nodes. Wen, for exanple, a
devi ce 3432 assigned to a |leaf at _-gycertain endpoint node shoul d be
- revoked, -tthe category tree Cn (3430) renews the category tree Cn itself
and produces an enabling key block (sub-EKB) consisting of node keys and
| eaf keys‘iqgjuded in the renewed category tree Cn. This -enabling key
bl ock cannot® ¥ et HFy & Heyr Aistad bidiose tregqgerygtucan be encrypt ed
only by devices assigned fo the other |eaves. An manager of the category
tree O{“?)?%%%e%n Zé“g;?ﬁﬂ'ﬁl P FRRIOLY AF 98F ‘endbTonF Regeplisck as a :
renewed, sub- EKB. - Mor.e specifically, node keys at nodes 3431, 3434, and 3435
e SHAROTOh e b R (e o e BRSPS IEeeRoR0d Spe
:~re”eWﬁﬂ1zﬁﬁg . I.enewed ,sub- EKB i.s prodyced._into the formof encrypted
" key data such, cflhgﬁoﬁef\{n% ‘—’}'ténae\/\%ed:%r‘?dd‘eal?é(f; ow ther reotedofg -t he renewed
S“b'EKQ:tﬂgﬁﬁgy i at, t enewed st.ub- EKB.can be decrypted only by
| eaf def%c_s thér than th%’?%ﬁg%%% §§§P€§e§4§§.aTHPgeFeiﬁgﬁiVo ndrocess is-
..category trees Cl to Cn are disposed at a further‘lowér_‘ '
- level. Category trees at the lowest level have endpoint
. nodes (leaves) assigned to respective devices such‘as-é
;ecording/playing—bagk apparatus and a playback épparatus.
| ' f.Révqcation is pergormedfindividually'by the respective
Vcétegory trees. For example, the dategory treeé Cl to Cn at
Fhe lowest level can revoke a device at a leaf. Fig. 35(b)
 shows a tree structure of é category tree Cn (3430) that is -
-one oflcategory trees at the lowest level. The categorj -
"tree Cn (3430) has a top node 3431, and a plurality of
~ devices are assigned to respective leaves at the endpoint -
"~ nodes.
When, for example, a device 3432 assigned to a leaf at -
ﬁajcertain endpoint node should be revoked, the category tree
Qn.(3430) renews thg category tree Cn itself aﬁd produces an
nenabling key block (sub-EKB) consisting of node keys and
| -leaf keys included'in'the renewed category tree Cn. This
enabling key'block cannot be encrypted by the révoked device
H_3432'but can be encrypted only by devices assigned to the

other leaves. An manager of the category tree Cn produces




equival ent to the revocation process described : above with reference to
Figs. 3 and 4, if the root key is replaced with the sub-root key that is a
top node key of- the category tree: The enabling key bl ock?/ anyapkE)0s enevied.
via the revocation process perfornmed by the category tree Cn (3430) is =
transmtted to a higher-level category tree. In this specific exanple, the "
hi gh-level category tree'is a category -tree Bnk (3420), -whi-ch includes, as
one of ~endpoint ' nodes,. the top pogg 3431 of the category tree-Cn (3430).
|f the category tree Bnk (3420) receives the enabling :key block (sub-EKB)
fromthe lower-1level category tree Cn. (3430), the category tree Bnk' (3420)
replaces the key :.assigned to the endpoint node 3431 of the category tree
Bnk (34%5h G renglohiRdigied hirck GiF riodees%dad ofub+RKRat égorey . tree Onk
(3430) with the renewed key included in the enabling key block received
from t POV M Rededwye at aodgs (Bubh) 340 tansl GldSgdmy at r ee Bnk
(3420) renews-its 27 January 2005 - 99 own sub-EKB. Fig. 35(c) -shows the
tree st :ﬁré’ hitheh SuketiatorsP e dandqes /P2 o henaeyakedoryet ree Bnk
(3420) ‘eSf}ao"‘“di,” @%4 35%}, it is needed to. renew node keys jn a path
from t FESHETr SS9 FaFFeyachSndid i mspddusesh igdondbeedors pie cat egory.
- tree ingludi e deyi.ce to.b revoked. More specifically, it is needed
‘to ren%@%@%‘%&?y ?é%lagﬁé{fh%&aﬁoég’? IFPLVOY PR kEYS38T5 | n the path
COHHGPE%&leE%éHhﬁnn%%% Feby %ﬁ%-%%%?%ﬁﬁ%eEEE%n%ﬁ%EnBa%h%%a@ﬁg‘tted
renewed sub-EKB can be decryptéd only by leaf devices other
‘than the revoked device 3432. This revocation process is
equivalent to the revocation process described .above ‘with
reference to Figs. 3 and 4, if the root key is replaced‘with
the sub-root key that is a top node key-éf the catégofy tree.
The enabling key block (éub-EKB)'renewed_?ia the
revocation prbcess performed by the category tree Cn (343d)
is transmitted‘to a higher-level category tree. In this
speéific-example, the highmlevel category tree -is a category
tree Bnk (3420), which includes, as one of endpoint nodes,
the top node 3431 of the category tree Cn (3430).
If the category tree Bnk (3420) receives the enabling
~key block (sub-EKB) from the lower—level‘categofy tree Cn
(3430), the category tree Bnk (3420) replaces the key
.assigned to the endpoint node 3431 of the category tree Bnk
_;(3420)_c0rresponding to the'top node 3431 of ﬁheAcategory
_itree Cnk (3430) with the reneWed.key included in the
enabling key block received from the lower-~level category

tree Cn (3430), and the category tree Bnk {(3420) renews its




t he renewed sub-EKB. After-renew ng the. node keys correspondlng to, these
nodes,.. the category tree Bnk (3420) produces its renewed sub-EKB so as to
refl ect-the renewed .node keys. The renewed enabling keyZblasiary 2e$ EKB)
produced by the category tree Bnk (3420) is transmtted to-a further

hi gher-1 evel category tree. In this specific exanple, the further ‘

hi gher-] evel category tree is a category tree Ann  .(3410), which includes,
as one of endpoi nt nodes, the top ..dwde 3421 of the category tree Bnk-
- (3420). If the category tree Ann (3410) receives the enabling key: block
(sub-EKB) fromthe lower-level category tree Bnk (3420), the category tree

. Ann (3410 ces the key assigned to t he endpoi nt node 3421 of the"
cat egoY H%FEEPE%F (¥490) 3 §6F0e§ W& et $rege stspokvde 842thef t he

cat egor tree Bnk ( 0) th the repnewed key included in the “enabling
key bl 8% LS 5&&% %8%1 ﬁglzl"dwer Inedbe.. ce&€e§5Vyt2¢eJanha(§4zoo)5 - 100

tree B 4 and e cat ory tr e Ann (3410) renews its own sub-EKB.
Fi g. 3Ebg$% g)Flﬁhe %?8@ st 8&FﬁP8e PdtHQ %SP@UOP?d?rEEY%nhD(€410) In

o CEYERELok SRl BRCAE10) 3300 0e) BB BnadRad ot TR bt TS
et nenfbdtelorh engIReLNb D00 3 ERSOATEG ! Efr Bt i i Tode Yeye™”
COVFeSPQGQkE& toM&PQS§p@99f§cally, it is needed to renew node keys L
a551gned to nodes 3421, 2424, and. 3425 ‘in the path connected |
‘to the node’ 3431 of the category,tree that has transmltted
‘the renewed sub-EKB. After renewing the‘node keys
correspondlng to these nodes, the category tree Bnk (3420)
produces its renewed sub-EKB so as to reflect the renewed -
.node keys
| The renewed enabllng key block (sub-EKB) produced by
the category tree Bnk (3420) is transmltted to a further
higher-level category tree. In this SPECLflC example,'the -
further hlgher—level category tree is a category tree Ann
(3410), which includes, as one of endpoint nodes, the top
‘node 3%21 ofrthe category tree Bnk (3420).
.. If the category tree Ann (3410) receives the enabling
key block (sub-EKB) from the lower-level category tree Bnk
(3420), the category-tree Ann (3410) replaces-the key
| a551gned to the endpoint node 3421 of the category tree Ann
(3410) correspondlng to the top node 3421 of the category
tree Bnk (3420) with the renewed key included in the

enabling key block received from the lower-level category




the category tree Ann (3410) produces its renewed sub=EKB so as-to reflect
the renewed node keys._ The above-described process is perforned for
further higher-level category trees until the root categdfyanuaes200hown in
Fig. 30(b) has been renewed. \ia the sequence of processes descrlped
above, revocation of the device is conpleted. The renewed sub-EKB' s
produced by the respective ‘category.trees-are finally transmtted. to t he.
key distribution center (KDC and - st ored-t herein. The-key di stribution
center (KDC) produces various' EKB-s 18. -the .basis.of all renewed.
sub--EKB' s. Each renewed EKB has a form of an encrypted key bl ock that
~cannot be decrypted'by t he revoked devi ce. - The sequence of device

revocatt e DERECEREN ) S s HOWhd %a@eggﬁréﬁ;: A ?\E& quqg&c%@%gﬁgm%%n Fig. 36,

a device nmnagehent category tree ot't

St uct Wen RAI-GKI. kesig.enendl) ReRARd i ft%\é%ket%m%g&ef DYkpa’ January

2005 - 101. ‘the device nanagenent category tr Foduces a

ewarhtaforyF KGR 20l (38 199%1 CanTRIAIRARAGOEY! BUALY A 34i En). ' The
rreﬁgwed sub- E?E% IS tnr e{nsm ?t ed tno a hi ghe © evel E‘ P Upon

recei vishpwheir anigmedsqdh- EKB( B, nbaehi ﬁbetehéwehoélgaké 5) cat egory tree
(P1- En;ﬁ?;nems the noéebkey assigned to the endpoi nt noge corresponding to

the topssddgmedt tohaodesedddlsub4EKB( Bhdapdisl s HOﬁStKef§oma§§é9ned to
nodes in the path fromthat endpoint node to. the
sub-root 3411 to the endp01nt node 3421 connected to the
category tree that has transmltted the renewed sub-EKB. -
After renewing the node keys correspondlng to these nodes,
the category tree Ann (3410) produces 1ts renewed sub-EKB 50
as to reflect the renewed node keys..

‘The above—descrlbed process is performed for further
‘hlgher level category trees untll the root category tree
shown in Fig. 30(b) has been renewed. Via the. sequence of
processes*described above, reVOcation—of the device is
-completed. The renewed sub-EKB's produced by the respective
category.trees are finally transmitted.to the key
distribution center (KDC) and stored therein. The key :
distribution center (KDC) produces various‘EKB's on the

'Lbasis of all.renewed‘sumeKB's Each renewed EKB has a form
of an encrypted key block that cannot be decrypted by the
‘revoked device.
| The Sequence of device revocation‘processesris shown in f
Fig. 36. In the sequence shown in Fig. 36, a device
management categbry tree (D-En) at the bottom of the tree

. Structure performs key renewal needed to revoke a leaf from




~ renewed sub- EKB-of the

sub-root, and then produces a reneMﬁddsub-EKB(Pl) SO a?,tﬁEée;Lec}uﬁPﬁer
enewed node keys. The above-described process is perfor - _
L?gher,-'l evel ca%/e'gory-'tirees, and all renewed sub-EKB' s t3{alange®y 200al |y
obtained are stored in the key distribution center (KDC) and managed
t hereby. Fig. 37 shows an exanpl-e of a-renewed enabling key b!ock_(EKB)‘
produced by a hi gher -l evel ‘category tree in a device revocation process.
In the specific exanple shown in FiggP7, in response to receiving a-
renewed sub=EKB from a | ower-|evel category tree shown in Fig. 37(a)
including a deV|ce to be revoked, a higher-level category tree produces a
node of the | ower-1| evel category.tree |nclud|ng the-

{123?\52%@8 %‘”r%‘?/ LIPS fHRIY e bt FR) o grastitees06) 3601, of
t he hi & e The hi gher-1level category tree renews node
| keys atg]'t@r{ es |'f1b té{gé@%hf)é tg?ﬁ' Js‘iﬁ)“}ad}ﬁg‘?ﬁm%é?%%ﬂ%%i)@ﬁ@ll d27 Jaguary
_ roduces
goggnev&e]&%& tga‘%[és/ogéange%f%é)rse%h'éﬁg{bd(ﬁi g nﬁé\ﬁéOde{f(lqn’?&d@Ode q%g‘?p)s a mmaeg's ul 'I‘Dant
Sy ' ' ig. 37(h)... 1n.Fig t he renewed keys

._;rege\sﬁg'ém i n?ﬁa%%‘?%#&dé'n E{g%dleg) e(c d'né’gd\;‘:? g‘rﬁ?d@“lbe‘ﬁ:gﬁ(g)trﬂe pat h

. ‘ ' t renewed, and the
from! R 1l %ﬂgﬁplgkﬁggﬂﬁ E%gg@%r§” 5%08 EﬁrﬁnaerﬂeWPerect the
_renewaho@h tesy %%QQQ%%HStO the endpoint node corresponding to the:

g top node of the renewed sub—EKB(D) and also node keys

a351gned to nodes in the path from that endp01nt node to the

- sub- root, and then produces a renewed sub—EKB(Pl) S0 as to

reflect the renewed node'keys; The above-described process
is performed for further hlgher—level category trees, and

all renewed sub—EKB s that are flnally oObtained are stored

in the key dlstrlbutlon center (KDC) and managed thereby.

Flg. 37 shows an example of a renewed enabling key

'block (EKB) produced by a hlgher-level category tree ‘in a
device revocation process
In the spe01flc example shown in Fig. 37, in response
ito rece1vrng a renewed sub-EKB from a lower-lievel category
“tree shown in Fig. 37(a) including a device to he revoked, a
higher-level category'tree produces a-renewed EKB. The top
'Vnode of the 1ower-leve1 category tree including the dEVlce
to be revoked corresponds to an endp01nt node (node 100)
.3601 of the hlgher—level category tree.
The hlgherflevel category tree renews node_keys at

nodes in the path from the sub-root of the higher-level



Now, revocation of a category tree is described below. Fig. 38(a) shows,
~an exanple of a key distribution. tree structure nmanaged on the basis of
units of category trees. In this specific exanple, A r oot/ {5y 200g; sposed
at the top of the tree; and category trees -AOL to Ann are disposed at a
.certain|level below the root node. Category trees B0l to -Bnk are
dlsposed at a | ower | evel , and ‘category-trees Cl to Cn are disposed at a -
further lower level. Category trees at the | owest |evel have endpoint
nodes (| eaves) assigned to respecttvi0¥evices such as a . o
recor di ng/ pl ayi ng- back apparatus and a pl ayback apparatus. Herein,, it-is
assuned that a category tree Cn (3730) shoul d- be revoked. The category tree

On (3738xtabothechebt 0 thel UHRSoint ORodOPnddS L1 68, SHOYD 4 Fi 0 38(D).
and a plurality of devices are assigne respect eaves at the

endpoi npraddess Byrefwekingublersassufs Ved I eer o ) sible 27
January 2005 103 to renove all devices belongi ng tﬁﬁgﬁem%g%g%%gegg?ee Cn

(3730) kepsit hBhéreessltant Urénéhed heulsamen tidBshoREVAE aéchP 9
category tree Cn (3730) is perfornmed by a category tree Bnk é 20) | ocat ed

next toInaFig.h3gtie), | evel refovédcken egos Yuideel Ged %:ﬁﬂ)prﬁléa cat egory
tree Bnk (3720) includes, as one of endpoint nodes, the top node 3731 of

the cadegdescriled cabc(ee,sot)he Inode desyd m@atme ﬂxeaf.erttﬂeevel category
tree Crlreriewed endp01nt node to the sub root are renewed, and the
renewed sub- -EKB of the category tree is produced so as to
‘ reflect the renewal of the node keys. | -V |
Now,’revoCation of a-category tree is described below. - .
| Fig. 38(a) shows an example of a key dlstrlbutlon tree
-structure managed on the basis of unlts of category trees.
In this spec;flc example, A root node is dlSposed at the top
of the tree,'and'category trees A0l to Ahn'are disposed at a
.certain level below the root node. Category trees B01 to :
- Bnk are dlsposed at a lower level and category trees Cl to
Cn are disposed at a further lower level. Category trees at
the lowest level have endpoint nodes (leaves) a531gned to
'respectlve devices such as a recording/playing-back
Lapparatus and a playback apoaratus. | |
| _Herein(xit-is,assumed that a category tree Cn-(3730)
’should be'revoked The category tree Cn (3730) at the
'bottom includes a top node 3431 as shown in Fig. 38(b), and
a plurality of devices are'assigned to respective leaves at
the endpoint nodes.

By revoking the category tree Cn (3730); it is possible




(3730), the category tree Bnk (3720) renews an endpoi nt node. 3731 of the
category tree Bnk.(3720) corresponding to the  top node 3731 of the
category tree Cnk (3730) and further renews node keys: |r13ﬂﬂ@qyawﬁxmﬁon1the
category tree 3730 to be revoked. to the sub'root of the category tree Bnk
(3720). The category tree.Bnk (3020) then produces an-enabling key bl ock '
serving as a, renewed sub--EKB. Herein, the node keys to be renewed are -
- node keys Ln'the path fromthe sub root 3721 shown in Fig. 38.(c). to an

endpoi nt node 3731 that, is ,also +he03op node of the category tree to be
revoked. Nbre specifically, node keys assigned to nodes 3721, 3724, 3725,
and 3731 are renewed. After renew ng the node keys corresponding to these

d t t d sub- EKB t
Terloot B ARG ERCRE T %?%Je'? T VBl S thetas dory tree Bk
(3720) [BYPkeSeidie ¢ r‘%%?%&nay or, e Lee %Té3€HE%OI Eﬁe 27 January 2005
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‘ 1ncludes, as one of endpoint nodes, the top node 3731 of the
category tree Cn (3730).

In‘order to revoke the 1oner-lerel category-tree Cn
.(3730)' the category tree Bnk (3720) renews an endpoint-nodel
3731 of the category tree Bnk (3720) corresponding to the .

'top node 3731 of the category tree an (3730) and further
renews node keys in the path.from the category tree 3730 to
be revoked to the sub root of the category tree Bnk (3720)
'The category tree Bnk (3020) then produces an enabllng key
block serv1ng as a- renewed sub-EKB. Herein, the node keys
to be renewed are node keys in the path from the sub root

3721 shown in Fig. 38(c) to an endpoint node 3731 that is
~also the top node of‘the category tree to be revoked. More
spec1flcally, node keys a551gned to nodes 3721, 3724, 3725,
.and 3731 are renewed. After renewing the node keys
"corresponding to these nodes, the categorf tree Bnk (3720)‘
ﬁroduces its renewed sub-EKB so as to reflect the renewed
‘node keys.

Alternatively, when the category tree Bnk- (3720)

revokes the lower-level category tree Cn (3730), the




the category tree-Bnk (3720) is transnitted to.-a higher |evel category
tree. In this specific case, the higher- .level category tree is a.category
tree Ann (-:3710) which .includes, as one of endpoint nodes?? ¢@uarya0ffode
372.1 of 'the <category tree Bnk (3720). If the category tree Ann (3710).
recei ves the enabling key bl ock. (sub-EKB) fromthe | ower-1evel category
tree Bnk: = (3720), the category tree Ann (3710) replaces the key :assigned
to the endpoi nt node 3721 of the -cat @¥ry tree Ann ,(3710), correspondi ng
to the top node 3721 of the categoryf ‘ree Bnk (3720) with the renewed key
included in the enabling key block received fromthe-|ower-I|evel category
.,,tree Bnk (3720)., and the category tree Ann (3710) renews its own
sub- EKBCarpgorggtipeshos (8§ h20) reey shotictemew oftd hendmatagaiodd r ee Ann :
(3710). _In_the category tree Ann (3710) shown in Fig. 38(d), it is needed .
to rened’/AddEckEgSPOREENgNte the roelesn@¥d 13780 ot tdrd Gitkyory areath from
the 27 January-2005 10 5 sub-root 3711 to the endpoi nt .node 3721 connected
to the CPEa@ééBr yPut cehe haategery rtweeiBnled( 3120 ¥ amgiatkisub oKy, After
renewi ng. t he, node keys corresponding to these nodes, the category tree Ann
(3710) g’flﬁd%'é_%ri?%d JFRYe L ek b fron tihe eftegoryheneend®dd node .
above-descri bed praocess iinerforned for further- higher-Ievel

keys-..-ThgIP _ $ [ _
cat egor §° tP2eEeTMETT thhootuk iaforaf thhee cs@eorivn tieg. BaB(BY2Ras been
renewed, Via the sequence of . . | | ' o '
_,aaé[ﬁﬁy pro ébe an enabling key block serving as a renewed
The renewed enabling key block (sub-EKBj produced'by 
the éategory tree Bnk (3720) is transmitted t0fa‘higher—

level category tree. In this specific case, the higher-

‘level category tree is a categoty tree Ann (3710) which

includes, as one of endpoint . nodes, the top node 3721 of the
~category tree Bnk (3720). - | |
If the:catego#yitree Ann.(3710)'receives the enabling

‘key bloékx(sub—EKB) from,the lower-level categérylttee Bnk .
(3720), the-category tree Ann (3710) replaces the key '
%assigned'to the endpoint ﬁode 3721 of the category tree Ann
.{3710) corresponding to the top'nqde 3721 of the category
tree Bnk (3720) with the renewed keﬁ included in‘the |
enabling key block received from the 1ower-level category
-tree Bnk (3720), and the category tree Ann (3710) renews.its
~own sub-EKB. Fig. 38(d) shows the-tree structure of the
‘category tree Ann (3710). In the'categqu tfee Ann (3710)
shown in Fig. 38(d), it is needed to renew node kéyS' |

assigged’to_nodes 3711, 3714, and 3715 in a path from the




'protesses descri bed above, revocation .of the category tree is.conpleted.

~.-- The renewed sub-EKB's produced by the  respective. category trees are
finally transmitted to the key -distribution center ( KDC) 2adahueno2@is

therein. -The key distribution center (.KDC) produces various EKB's on the
basis of all renewed sub-EKB' s.  Each renewed. EKB has a form of: '
encrypt ed key bl ock that cannot be decrypt edby any device belonglng to

the revoked category tree. The sequggee—_of category tree revocation -
processes is shown'in Fig. 39. In the sequence shown in Fig. 39, a

category tree managenent category tree (E-En), which wants to revoke sone
needed to isolate an endpoint node to

f I
be. 1 ov AT 1 eﬁﬁgpé%faéﬁ¥§£§%§2§§twaea§eﬁgaa 6RnBgSLRd: teethe. En) and
| EKB(E) of th tree _managenent category
P;gguggéﬂgﬁ§ﬁﬂﬁﬁﬁger§ﬁ 5 % %r%RéwéitF En freved eBbaBKBgher | eve

he renewed s EKB 27 January 2005 106
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renewed sub

that e n r t hen produces a renewed
sub- EK%%E%? §g¥ggefo£§gf?ggéwgﬂeﬂgéﬁe hode keys The "above- descrlbed

The above described process is performed for further -

fhigher level category trees until the root category tree
shown in Fig. 30(5) has been renewed. Via‘the sequence of '
processes described above, revocation of the category tree
is completed.- The renewed sub-EKB's produced by the
Vrespective category trees are finally transmitted to the key
‘distribution center (KDC)'and?stored therein. The-key

_ distribution center (KDC) produces various_EKB's on the
-oasis or all renewed SUb—EKB'S. Each renened EKB has a form
of: an encrypted key block that cannot be decrypted.by any
device belonging to the revoked category tree.

| The sequence of category tree revocation processes is
shown in Fig. 39. in the sequence shown in Fig. 39, a
category tree management category'tree (E-En), which wants

- to revoke some category tree, performs key renewal needed to
isolate.an endpoint node to be revoked from the category
tree management category tree (E-En) and produces a renewed
sSub-EKB(E) of the,category tree management category tree (E-
En):. The renewed sub-EKB(E) is transnitted to a higher-
level category tree. Upon receiving the_renewed sub-EKB(E),




process is perforned for further higher-Ilevel category trees, and al
renewed sub-EKB' s-that are finally obtained are stored. in the ke

di stribution center (KDC) and nenaged thereby.- The key %Véﬁm¥¥lﬁﬁaﬁ1
center (KDC) produces: various EKB s on the basis of all renewed sub-EKB' s
Each renewed EKB has a form of an encrypted key bl ock that cannot be’
decrypted by any device bel onging to the revoked.category tree. Fig. 40
illustrates the correspondence bet a revoked | ower-l.evel category tree
and a higher-level category tree that revoked the |ower-|evel category -
tree. An endpoi nt node 3901 of the higher-level category tree is renewed
in response, to revoking the category tree, and then the.node keys in the

pat h frBhet heGEﬂdpbﬁa‘m‘l nbml@regt)l catedery reoofpl-ain § heettdvghand evel
category tree are renewed." Furthernore, a new sub-EKB is produced such

t hat th%O@%nEﬁ&Ias%égm%%'ﬁodehek%@@p¢tnteﬂddﬂneutrekpandrngnﬁq-m%£ nodé key
of the tog node 3902 of the revoked l-ower-|evel category tree. and the
node keyeRFWehetedirsigitohddte Fomnevwsd tshibHIKHE)- @ Jdmmmpd2005 - 107

| evel e@e or Iree becone different fromeach other. "Because any EKB ‘
produc 7('1% FSt99R# i Ih dehtrath fnamo)thaftt emdped ntewodat | on of t he

cat egor téee | based on Hggakey of the endpoint node 39.01 renewed by
‘the. hi gher lfee\/g oARd Wepsc @ a@neEsdosibndKBd P )| eaf of _the

_ | over - laeél eéo Cxagﬁ%or@/ tthee%:e%aeQa%O no Vee kte?r% ey \gegblc()%e—descrlbed :
process is performed for further higher—level category trEes{;
and-all renewed sub—EKB‘s that are finally obtained are

stored. in the key dlstrlbutlon center (KDC) and managed
thereby. The key dlStrlbuthH center (KDC) produces various
'EKB s. on the ba31s of alllrenewed sub—EKB s. - Each renewed
'EKB has a form of an‘encrypted key:block‘that cannot be
decrypted by any device belonging'to the revoked.Category

"tree. | | -

Fig. 40 illnstrates the correspondence between a
revoked lower—-level category tree and a higher-level
category tree that retoked the lower—leﬁel category tree.

- An endPOLnt node 3901 of the hlgher level category tree is
renewed in response to revoklng the category tree, and then’
the_node keys rn the path from the_endp01nt node 3901 to the
sub root‘of‘the highermlevel_category'tree'are renewed."r
Furthermore, a new sub—EKB is produced such that the renewa1~
of the node keys is reflected. As a result, the node key of
_the top node 3902 of the revoked lower-level category tree

and the node key of the endpoint node 3901 of the hlgher-




-and thus cannot-decrypt the EKB produced.by the key distribution center
(KDC). ..Although in the exanple described above, a-category tree at the. -
bottom | evel that nanages. devices is revoked, a .categor)y2/faagan@05is
| ocated at a middle level- and that .nmanages a |ower-|level category tree
may al so be revoked. by a category tree |ocated next to, at.a higher
| evel ,.the category tiee to be revoked in a similar manner. as descri bed
above. .By revoking an entity nanagenent category tree-at a middle |level,
it is possible to sinultaneously reddde~all |ower-|evel category trees and
devices belonging directly or indirectly to the revoked category tree. As
descri bed above, revocation of a category tree makes it possible to
performg i 8 [ ' - £35S ere.revocation is _
perfor md‘%{ﬁcﬁﬁﬁb% _e%ac%eés%'rf%%r};%nfg&i fo ?ﬂc%ﬁl\ag&lﬁ © Wr(jf category tree]
When kaysoaise dinyl BIBIAGRRJN B2 K0 GA5R9G A 1bhe R LRe capabi lTty
of each entity may be managed and a- content. may be |str|gu ed dependi ng
on the (gambidfidet ahe? Feldd 2625 thel 08 tdgeet! RedbgLO rein, the
tern1cépability is used to reppésgﬁfhgrgggggﬁg wﬁggek?%déhggﬁcgﬁtents or
prograrthe kegviode then eddplointi hbderEﬁéﬁpkéﬁeﬂtdcﬁ?aghEigiﬁﬁefle a L
capabi |l ity of deconpressing audi o data conpressed according to a specific
conpredsivedl saltegeryateapabiahnyt MetficaudbrebpphadHgt tONaageLEdhpg to a
specific scheme, and a o ' . : - ‘ -
“the lower-level category tree cannot have the renewed key '

qnd_thus cannot. decrypt the EKB produced by the key
‘distribution center (KDC). | | | |
| “l-Aithough in the example described above, a ‘category
tree_at_the.bottom 1eve1:that manages devites ié retoked, a
.category'tree-that is 1oéated at a middle level'aﬁd-that_
.manages a lowerQleveltcatégory tree may also be revokéd by a
"cateéory tree located next to, at a higher'level,.the
category ttee to be revoked in a similar manner as &escribed
above. By—reﬁoking an entity management category tree at a
middle level, it is possible to simultaneously révoke all
‘lower-level category trees and detices belonging directly or
indirectly to the revoked category tree.. |
~ As descriﬁed above, revbcation of a category tree makes
it poésible to perform revocatioh more easily than in the '
‘case where revocation ié pérformed in unitélof devices.
,[Managgment.of capability of category treej o
_When keys are distributed on the basis of category
trees, the capability of each entity may be managed and a

content may be distributed depending on the capability as




capability of dealing with a particular image processing program Fig. 41.
shows ‘an exanpl e of a category tree structure :including capablllt '
definition-information. A root node is disposed at the t%ﬁ)ﬁﬂ“aﬂﬁe3
distribution tree structure, and a plurallty of category trees in the form
of a binary tree are di sposed at |ower levels. For exanple, a. category -
tree 4001 is defined as having an audi o pl ayback-capahility according to
~any one of audio playback schemes A, B, and C. Mre specifically, for
~exanpl e, -when nusi c data conpressed 18/ -an audi o conpression, progranm A,

B, or Cis distributed,' -any device belonging to category trees bel ongi ng
as lower- level category trees to-the category tree 4001 can deconpress

the conpsgssesdat ovr?n Mg M & Bateg9l Vo 4 aebg‘d?f?féfz is, de{ Itg)ed as havi ng

audi o pl ayback capa Ity accor'ding to one chenes B and
C, a catagRddedt e 4003; \Y 0 Ia back capablllty '
according to %ne of audlﬂoégﬁgﬂbq%észéféd}g: %?r?doép &y y tree 4004
i s def idwdias [ uar I a abilit

Y b 2 LNk AR Q%Bcaa;ﬂéﬁl&t@é? %‘% cqp: y

according to the audi o pl ayback egory ree 4005 is
def i ned-gmiityg oRElidontukcly GHAY lddos 2eaRilkadd LachhE;RYdi 0

pl ayback scheme C. On the ot her "hand, a category tree fined as
“havi ng t daepeqalfﬂ;cbaﬁmpi%@%fiblnl s hafeQr @i '&Qp%&ﬂﬁiyoB% Qtldlo
_reproductlon according to a Spelelc scheme, and a
capablllty of deallng w1th a partlcular image processrng
program |

- Fig. 41 shows an example of a category tree Structure

‘including capability definition=information; a root node is

dlsposed at the top of the key distribution tree structure,
and a plurallty of- category trees in the form of a blnary
tree are disposed at lover levels. For example,-a category
"tree”4001 is defined as having an audio playback capability
according to any one of audio playback.schemes A, B, and C.
.More'specifically, for example, when music data compressed
~by an audio compressionfprogram-A} B, or ¢ is distributed,
cany device belonging to category trees belonging as lower-
~level category trees to the category tree 4001.can
oecompress'the compressed data.-

Similarly, a category tree 4002 is definedlas having
audio playback capability according to one of audio playback
schemes B and C, a category tree 4003 is defined as having
audio playback capability accordihg to one of audio playback

schemes A and B, a category tree 4004 is defined as having




~ distribution center (KDC) produces

schemes p, g, and r, a category. tree 4022 is defined as having a video
pl ayback capability according to any one of schenes p.and g, and a
category tree. 4023 is defined as .having a video pl aybac?(T‘éﬁmamiqqffy
according to the schene p. The- capablllty information of respective
category-trees is managed by the, key distribution center (KDC).  For
exanpl e, when a certain content provider wants to distribute nusic data
conmpressed by da specific conpre55|oqgﬁ;ogran1to vari ous devices, the key
enabl ing key bl ock (EKB) that can be
decrypted only by. devices capable of playing back nusic data. conpr essed
by that' specific conpression program on the basis of the capability
i nf or maaudho oplayisacie spaedb Vb tatagmydingeso dine eﬁﬂmcﬁ‘@ila@b@\‘:ikder encrypts.
a content key the enabling key block (EKB) produced in accordance with the
capabi | $€leme nB prand i @ reareains thdrita®0 ¥ his rasiitantasehaiipged cont ent
key.. The content provider also:provides conpressed nusic data encrypted
usi ng- taRd @ rpkabady qapaleld idiys achuslitaka tite pagkiobipdalybasgcur el y
provide a specific processing. 27 January 2005 programonly to devices
capaMe?Qﬂe%ﬁd%eSS|ng the data. In the exanple shown in Fig. 41, capablllty
information . is defined for all category trees. However, it is not
necessarlIyOWeééédOFBeﬁeF?ﬁércép§§KPBP¥Y|ﬁt@ﬁnﬂﬂ?bnlsoﬁeﬁimedoaﬁegory

trees. _For, exanpl.e, as_shown in Fi 42, capability-information is defi ned
onl'y fdRYiRE& Videa @@&W%@@%%%We@ﬂcprﬂém & apydeneces, and

capablllﬁy
schemes P, 9, and r, a category tree 4022 ‘is deflned as

' hav1ng a video playback capablllty‘according to any one of
schemes p.and g, and é.catégory_treé 4023 is defined as
-having a videqrplayback capability  according to the scheme p.

Ihe capability information of‘respectivé category trees

is managed by the key distribution center (KDC). For

.example, when a certain content provider'wanfs'to distribute
:music data compressed by a specific compreséioﬁ program to -
various devices, the key distribution center {RDC) pfoducés
an enabling key block (EKB) that can be decrypted only byh‘
,.devicéq'capéble of playing back music data compressed by
that qpecific compression program, on the basis of the
lcapability:infbrmatibn of the respective categofy treeé.
The content provider encrypts a conteﬁt key the enabling key
block (EKB) produced in accordance with the capability
info;mation and distributes the resultant encrypﬁed content
'kéy. 'Theicontent provider also pro#ides compressed music
data encrypted using the éontent key-tO'devices. This makes

it possible to securely provide a specific processing .



I nformati on of devices belonging to the | owest-1evel ~category trees S
“managed by the key distribution center - (KDC). In this case, in response to-
a request froma content provider, the key distribution c%hd@anKEEw,
produces an enabling key bl ock (ERB) that can be decrypted only by
devi ces having a capability speC|f|ed by 7the content provider, on-.the
basis of the capability information defined . for the | owest-|evel. category
~trees. In the exanple shown- in-Fig. 42, capabilities .are defined for - -
category trees 4101 to 4105 whose ehkfboint nodes are related to devices,
and the capabilities of respectlve category trees are managed by the key
di stribution center (KDC). For exanple, devices haV|ng .an audi o pl ayback

capabi | ptyges ossi Pod WdhecsEheiBaansk p sgﬁt,% \@he g aa[]! aAyback

capability according to the schene r are re egory tree 4101,
~and devi.ces hawhig exanpld Sy 1aclricapahi | bhbaﬁ?.‘i‘it @.ﬂfBQmB@foﬁChe”e A

and haV|ng a video playback capability accordlng to the schene q are

rel at edig cdefiment Rorall reedhdd; BreelANUaliawedRRS Ritd i A3cthows an exanpl e
of a capability managenent t-able nanaged by the key distribution center

(KDC) . reqrssaidily) el tee disftind arapaibiafi tyhd ngapabitichy feRnagenent
table. A category tree IDis an-identifier that identifies a category tree..

- A capalsiatiegony sirdesdi cdtoes ecagilid,i taise s hotlef limeditar 42,category tree-
indicated by a category .tree |-D.. ‘As shown in Fig. 43(b) the capability
|i st (Nﬂ%ﬂ%hkihﬁye%nﬁﬂnmamhomyl@fd@fhﬁeeaohlyndoraﬂowgstwﬂevher various

: category trees directly related to devices, and capabllity
1nformation of devrces belonging to the lowest level
category trees is managed by the key distribution center-
(KDC) In this case, in response to a request from a
content prOV1der, the key dlstrlbution center (KDC) produces
an enabling key block (EKB) that can be decrypted only by
devices havrng a capabillty speCified by the content
provrder, on the basrs of the capability 1nformation defined
for the lowest-level category trees. 1In the example shown -
in Fig. 42, capabilities are defined for category trees 4101

~to 4105 whose endpoint nodes are related to dev1ces, and the

;capabrlities of. respectlve category trees are managed by the

- key dlStrlbut.I.OIl center (KDC) For example, devices hav:.ng

-an audio playback-capability according to the scheme B and

- having a video plaYback capability according to the scheme r

. sare related to the category tree 4101, and devices having an
audio playback capablllty according to the scheme A and
hav1ng ‘a video playback capability according to the scheme g

are related to the category tree 4102.




capabilities are available or not.. For exanple, if the. .audio. data’
pl ayback capability according to schene (A) is available, the corresponding.
bit is set-to "1", - but the bit is set to "0" if the capadiddnugri20got -~
available. Similarly, for the audio data playback capability according to
schene- (B), the corresponding bit is set to "1" if the capability is -
avai l abl'e, but the bit is set to "0". if the capability is not . avail able.
Note that the nethod of setting.the sgapability information is not Ilimted
to that described. above, but-another “nmethod nay al so be enployed as | ong
as the nethod can indicate the capabilities of the devices nmanaged by the
category trees.. The capability managenent table further includes data
represent i ndighe 4SulsherE oin exempdet eforycapebillityamaasgemeher e sub- EKB' s
are stored separately in another database, identification information of
sub- EKE- 3Rl dmanagndy hvh sthen deo fd ista ibwt-ioKB dendelrf (KR )t.heFrigre, -t he
capabi l ity 27 January 2005 -- 112 managenent table also includes data

i ndi cat‘%%{ékﬁé‘%%tda%cf@@ﬁte@éh Egpapilisy. maDagemenbasi s of the
capabi i han%gen%pt table, the key distribution center (KDC) produces an
enabl i AN, brfoGategets) tues IPadshanjddeppiddesnthaty idevtdienavi ng a
capabi ity of playing back a specific content. Referring to Fig. 44, the
-procesg 5%t§FE§70iﬁ§g%he%eﬁ§R% d1k8y 1BPEcRngAcatre paprbiditing capabil ity
_ 'nfOrW@Qf&ﬂeﬁSf%%s%rEg%%g%%§p@}eé‘indicated by a categoryAtfee iD-

As shown in Fig.'43(b); the capability list consists of a

plurality of bits each indicating whether various

capabilities are available or not. = For eiample, if ﬁhe;

~audio data playback capability according to”scﬁeme (A) is-

available, the corresponding bit is set ‘to "i", but the bit

_is set tb-#o" if thg capability is not available. Similarly,

for the audio data playback capability-accprdingrto scheme

(B), the corresponding bit is set to'"lf if the capability
- is available, bqt_thé bit is set to 0" if the éapébility is
-not-avai;able. Note that the method of setting. the

capability information is not limited to that described

above,xbut another method may also be employed'as lpng.as
 the method can indicate the capabilities of the devices

managed by the catégory trees. i

The capability management table further includes data |

representing the sub-EKB of each category tree, In a case

where sub-EKB's are stored separately in another database,

identification information of sub-EKB is described instead

of the sub-EKB itself. Furthermore, the capability




First, in step S4301, the key distribution center (KDC) -selects a
category-tree having a specified capability from the capability" :
managenent table, Mre specifically, for .exanple, when aZYCmmJamzmﬁow der ,
wants to distribute audio data according to t he audi o data.playback schene
A, the key distribution center (KDC) searches the capability list shown

.in Fig. 43(a)- and selects category trees having-a value of "1" in the

bi t i ndi cating the. audio data playback capability according to the schene
A. Then in step S4302, the key distnillautd on center (KDC) produces a |ist
of ID s of selected category. trees. .Thereafter, in step $4303, the key

di stribution center (KDcy_ sel ects a path that should be included in a tree

. formed calegory &r es in ated hy the'ID.s (that is, a path
to be fﬁ% Jﬁﬁﬁ n %¥¥#%HQ) W%ﬁ?‘&%ﬁ% lﬁ%i@ﬂﬁﬁgg 480 ub rpofs

deter Mg t ¢l uded in the selection category tree ID's
have been S\g”%éggj %Afteﬁ#?ﬂ#ianuary 2005 113 paths have not been . '

select ed,  paendr BaSebeBodnEncabaRi) ity iRty ﬂ%?kcg?gbg s, have been

selected. That 1s, In the case ura Fees are

sel ect agby RIS 1 HHR RS RAATiER (k%ﬁghp bATREE! e oRaLEIRL Fégegg?gféory free

sequentlally selected. If all pat In t e se

B Py o g amns man s 0o
capability of playing back a specxfic content Referring to
Flg. 44, the process of produc1ng the enabling key block on
the ba51s of the capability 1nformation is described below.

First, in step S4301 the key distribution center (KDC)
selects a category tree hav;ng a speCified capability from
the capability management table.' More specifically, for

. example, when a content provider wants to distribute audio
data accordinglto the audio data plaYbeck scﬁeme A, the kéY'
distributioh center (KDC) searches the-capability list ehown
in Fig. 43(a) and selects category trees having-a value of
"1" in the bit 1ndicat1ng the audio data playback capab111ty~
‘according to the scheme A.

Then io step S4302, the.key distribution center.(KbC)
‘produces a list of ID's of selected category treee." |
Thereafter,'ih step-é4303, the key distribﬁtion‘center (KDC)
‘selects a path that shoold be-included in a tree formed by
:selected category trees indicated by the ID's (that is, a
path to be ihclcded in a key distribution tree). in step
54304, it is determined whether all paths included in the

selection category tree ID's have been selected. . If all




only the selected category trees.is produced.. Then in step S4306, node keys
included in.the tree. structure produced in step S4305 are renewed, thereby
. produci ng renewed- node keys. Furthernore, sub-EKB' s of Rﬂﬂ?nyeneﬂKEd
category trees included in. the key distribute tree structure are
~extracted fromthe capability management. tabl'e. On the-basis of the
extracted sub EKB's and the renewed-node - keys produced in step S4306, an
enabl i ng key block (EKB) is- produced_such that it can be decrypted only by
the devices included in,the select: 3cat'egory trees. The enabli-ng key
bl ock (EKB) produced in t he above-descri bed manner can be. -used only by .the
devi ces having the specified capability, that is, the enabling key bl ock-

(EKB) gartize Ihecy ypitedbesl sellctiadh pladiscese lsfelechrede&%”Elte -a content
~key is encrypted using this enabling key block (EKB) and a content

conpr edSé@d- nta lspddi foathsr dgivambesne Belypited .USiThatt hat, igoehent key, and
If the.resultant encrypted content key .and -11.4 content are provided to-

devi cesasghathens y plarddiityeof katiegyriyhe repecialiec seapakil t pagpkect ed by
the key distribution center. .(KDC) can use the content. As described above,

t he ke?°r§E§PPN@Gonﬁoc@hﬁeIGGQBCﬁlvprcdmegergnteeeblamg key bl-ock (EKB)
that can be decrypted only by devices having capability of playing back a
speC|fF@qu@§ﬁﬂéﬂﬁy §fleréedasi s of the capablllty managenent table. Thus,

- when a- neM/cate ory tree is_registered, it i's needed to acquire capablllty
i nf or rmat i ontbfa tePﬁEQFchﬁ%b%¢?dt¥%ethe selected category tree

ID's havepbeen selected, tne process proceeds to step S54305.
-In step S4305, a key diStribution tree_structure includind
~only the selected category trees.is produced.

Then in step 84306 node keys included in the treet
Vstructure produced in step S4305 are renewed, thereby
:produc1ng renewed ‘node keys. Furthermore, sub- EKB 8 of the
selected category trees included in the key dlstrlbute tree
structure are extracted from the capability management table.
On the basis of the extracted sub-EKB's and the renewed node
keys-produced in step S4306, an enabllng key block (EKB) is-
;produced such that it can be decrypted only by the devices
1ncluded ln the selected category trees. The enabllng key
block (EKB) produced in the above- descrlbed manner can be
used only by the devices having the specified capability,
that is, the enabling key block (EKB)Vcan be decrypted only-
by such devices. If, for example, a content key is
encrypted uslng this enabling key block (EKB) and a content
compressed by a specific program is encrypted using that

content_key,tand if the resultant encrypted content key and




"'to be registered. The nethod of notification of the .capability in the new

category tree registration process is-described beloww th reference to

Fig. 45. Fig. 45 shows a capability.notification sequenceZ? JHuRN62REd when

a new category tree is added to the key. distribution tree structure. A new

(child). category tree (N-En) to be added 'to the :....tree structure

i ssues a new registration request ‘to an upper-,ievel (parent) category tree

(P-En). Each category tree has its own public key according to the public

key cryptography scheme. Wen trmar%%#category tree issues the
-registration request, it transmts its public key to- the upper-level

‘category tree (P-En). Upon receiving the registration request t he upper-

| evel . cabageny areepf5VEﬂédtt@n§ée1§e§hetﬁéﬁxﬁﬁﬁyiﬂngﬂd of the new
(child) category tree (NNEn) to a certificate 27 January 2005 - 115 ,

aut hori hgving) the speeific acppdbiriteysafedtwl nawirhids) category tree
having a.signature of the CA The above procedure is pérformed in nutual.

aut hent fléatrdhubiomeeentdre (Kpperedrvele adiegwntdniee (P-En) and the new
(chrld) category tree (N-En). If the authentication of the category tree
requesting Hordefswibegi §ﬂ¥¥ﬂ3ﬁﬂthe3k@gﬂﬂhﬁtfdbmt&ohhéeﬁbéﬁe(HD@?GSS the -
upper -l evel category tree (P-En). gives pernission of the registration of
‘the nevPYePRFes %%u%ﬁﬁh%ﬂﬂgeﬁﬁxrbﬂggkzﬂﬂKB) that can be decrypted

< only by devrces having capablllty of playlng back a SpelelC

: content, on the basis of the capablllty management table.
Thus, when a new category tree is registered, it is needed
to acquire capabllrty Lnformatlon of the new category tree

- to be registered. The method of notification of the |
:capablllty in the new category tree reglstratlon process is
descrlbed below with reference to Flg. 45.

Fig. 45 shows a capablllty notlflcatlon sequence
'performed when a new oategory tree is added to the key .
distribution tree structure. |

" A new (child) category‘tree (N-En) to be added to the
.tree structure issues a new registration- request to an_
rupper-level (parent) category tree (P- En). Each category
?tree has 1ts own publlc key according to the public key
tcryptographyAscheme. When the new category tree issues the
.registration request, it transmits its nublic key to the

upper-level category tree (P-En). |

Upon'receivingfthe registration request, the upper-
level category tree (P-En) transfers the received public key

of the new (child) category tree (N-En) to a certificate




transmts-a. node key assigned to the new.(child) category tree to the new
(child) category .tree (N-En). This node key corresponds to one of endpoint -
nodes of the upper-level category tree (P-En), and al so cdfJamipomfsto the
~top node or a sub-root key of the new (child) category tree (N-En). After
‘the conpl etion of the transm ssion of the node key, the new (child)
category tree (N-Eu) builds a tree structure of the new (child) category
tree (N-En)-and sets - the received sub-root key at the top node of the tree
structure. Furthernore, keys are setl@t-the respective nodes and | eaves,
and an enabling key block (sub-EKB) associated with-the category-tree is
produced. on.the other hand, the upper-level category tree.(P-En) produces

i’ endaat R PREhC SRR Lok hs ROBDL X kel Y RO AP ST T Lat cgory 1 e

an endpoi nt no was nade a ategory tree

(N En) cuesq6nnerte haberg! 2 sign#lul WA ISR, - € afgfdected in the

sub- EKB: | e productioh of the sub- I'ncl udi ng e".node keys and_

|eal koyocalurevid ghitrgdl et 488 AN icae sEPBLELEE, difie new

(chil category tree (N-En) transmts the produce t he

upper -hsyer - Let € Gt d gy (&@)ﬁ-pfﬂ;ﬂﬂﬂm&e ﬁ&@fﬂ%‘é&\}&ﬁi I d) category

tree (NNEn) transm-ts the capability Information o ces managed by the
- cat equrytégary ttardde( NHEIEY - | evel category tree. Upon receiving the sub-EKB
and the capability - - : ' o , :
: 'Iflthe authentication of the category tree requesting
fbr new reéistrétion'is completed via the above'prdcess, the
-upper~1eve1 Catégory-treé (P-En) gives permission of the‘
fegistratibn ofrthe new (child) category tree (N-En) and -
transmits a nddeukey éssigned‘tO'thé new (childj-categéry”
tree to the new (child)'categqry tree (N-En). This ndde key
:éorresponds*to Qne of éndpoint nodes of the upper-level
catego;y tree (P-En), and also corresponds to the'toplnddé
or é sub-root key of the new (childj category tree (N-~En).
| After the complétion of the transmission of the hodé
key, the new (child)‘cafegory tree (N-En) builds a tiee
structure-of_the'ngﬁ'(child) category tree (N-En) and sets
the réceived sub-root key at the tbplnode of the tree
structure. Furthermore, keyé are set at the respeCtiQe
nodes and'leaves,rand an enabling key block (sub-~EKB)
associated with the categbry tree is'produced. 0n the other
hand, the upper;levellcategory tree (P-En) produces a sub-
EXKB associated with the upper-level category tree (P-En)

such- that an endpoint node, which was made active when the

_ new (child) category tree (N-En) was connected- thereto, is




information from.the new (child) category tree (N--En), the upper-Ievel
category-tree (P-En) transfers. the received sub EKB and, capability _
information together with a renewed sub EKB.- of the upper27 darslarcadgory
tree (P-En) to the key distribution center (KDC). The key distribution
center (KDC) registers the _.received sub-EKB and capability information of
the category. tree into the capability nmanagenent table described above -
with reference to Fig. 43, therebx_'q%gtpfng an updated capabiltity '
managenent table. On the basis.. of e renewed capabili.ty managenent
table, the key distribution center... (KDC). can produce an EKB in various
manners. For. exanple, the EKB can be produced such that only a specified
cat egoryeflegeedrin e cidh-giKRlevi ce can decrypt the EKB. [ Management of
EKB using EKB type definition list] Now, when an EKB is produced such that
it can be 27D dMeapyrozuedion 0T thecsyptB¥Bbinchedingmbhe sedect ed category
trees and the ‘resultant EKB is provided such that it can be used i-n comon
by deVFers i oRphdaxs tafe nassfedtildy saltegoey ¢aregdiyEnjeds, a net hod
of using an EKB type definition I'ist indicating which category tree can
use or'%hﬁéxﬁﬁ64¢1 hemews (dedd)i pagegerywtreen (Mh&ngr sxensmékbodi ment, i f
- the key_ . distribution _.center (KDC) receives_an EKB i ssue request from an
EKB 1 SRR ARG 7 Uk ER R i BPBPFddPYSINEAFREOEYt hEeReyP-En) . - -
_Furthermpre, the new (child) category tree (N-En) transmits
- the capability information of;devices'managed by the
. category tree to the upper-levei éategory tree.
Uppn‘reqeiVing‘the sub-EKB and the capability
information from.the new (child) category'tree-(NeEn), the
upper-level category tree (P-En)_transfers the recéived_sub—
EKB_and,capability information together with a renewed sub-
EKB. of the upper-level category tree (P-En) to the key
_:distribution'center (KDC) . |
The key distribution center (KDC) registers the .
. received sub-EKB and'capability information of the'category
tree into the capability management table described above
With ;pferehcé to Fig. 43, thereby obtaining an updated
capability management table. On the basis of thé renewed
capability management table, the key distribution center .
(KDC) can produce an EKB in various manners. For example,.
the EKB can be produced such that only a specified catégory
tree or a specified device can decrypt the EKB.
[Management of EKB uéing EKB type definition list] .

Now, when an EKB is produced such that it can be




di stribution center (KDC) to 'issue an EKB to be used by the EKB
requester, the key distribution center (KDC) produces an EKB on the basis
of .an EKB type identification nunber indicating the EKB t3/plangesciiObed in
an EKB type definitions list-included in the received EKB issue request,
such that .the resultant EKB can be processed (.decrypted) by .the one or
nmore category trees. In the process of producing the EKB, in accordance.
with top node identifiers of the respective category trees set in
correspondence with the EKB type Tdehfification nunber described in the
EKB type definition list, the key distribution center (KDC) requests the
top-level category entities (TLCE), which are category tree mangers, to

pr Oducaedﬂggitlédsw BB okf mble fééh?eé’égascaﬁﬁggi—?dggﬁg&hSn&ei?HSCt ive TLCE's

are received, the key distribution center ( I nes the received

sub- EKBesultbataRKEKBst babveaBdbsuch2¢hd8nyar ¥ar08e 4484 iRMO6RRSEd by the
category trees. In the present enbodi nent, the EKB requester such as the

cont enbypreviides bEPbngangsebethe SpaspEitivat 8aDEYtEACRategh L he basis of
the. EKB type. definition list. After the EKB requester such as the content

provi deree€y) asmeehbddospasiffcas aERBotyper@esinntibe basts of the EKB type .
definition |list, EKB requester requests the key distri-bution center (KDC)

to i ssépdinaEkBgt Whichanabegprycessedcdly uhe or seéecyst SRECERB cigat egory -
tree: In response to the EKB ' . : , ' :
described below. . '

.-In‘the présent embddiment;‘if the key distribution
‘denter-(KDtj receives an EKE iséue requéét‘f;om an-EKB
requester, such as a .content provider; who'wants-therkey‘
distribution center (KDC) to issue an EKB to be ﬁSéd byrthe
_EKB-reQuester, the key distribuﬁion center tKﬁC)-prodﬁceS an
EKB on the basis of‘agrEKB type identificatién number
indicating the EKB type described iﬁ an EKB typé definitiohw
list includedrinrthe received EKB issue request, such that |
-the resultant EKB can be proceésed (décryﬁted),by the one or
more category trees. 7.

In the pfocess of producing the EKB, in accordance with
top node identifiers of the fesPeétive categor& tree§ set in
~correspondence with ﬁhe EKB type identification number
described in the EKB type definition list, the key
distribution center (KDC) requests the top-level category
entities (TLCE), which aré'category tree mangers, to:produce
their sub-EKB. - If the sub—EKst ptoduced by the respective
TLCE's are received, the key distribution center (KDC)

combines the received sub-EKB's into an EKB that can bé




-request, the--key distribution center. (KDC) requests the .nanagenent
entity of the selected category tréee to issue.-a sub-EKB. The managenent
entity of each selected category tree produces an EKB t i&tJaogaryid®0pr ocess
onl'y by, devices of that -managenent entity other than revoked devices and
transmits the -resultant -EKB to the key distribution center . (KDC). The ke
di stribution center (KDC) conbines'the one or nore sub-EKB's thereby '
produci ng an EKB that can be'-processed only by the category trees sel ected
by the EKB. requester and provi des-the8r-esultant EKB to the EKB requester.
Upon receiving the EKB fromthe key distribution center (KDC), the EKB
request er produces an encrypted key or encrypted content that can '

be- decr ypbedsaBRYDPYLE e dgdey tAEQUI red by processing the FKB and
di stributes the resultant encggpted ey. or content. First, various

entities i.nrd NendSiaBm uiRRGhidifd The) FHP ; wbriefly. Key
di stribution cente%ﬁiKDC) A key distributi.on. é%ﬁ&%%ﬁfﬁbéégpséhes enabl i ng
key bl erbScéitBit JpeovBlageccE) &iB doRe-dalidi i QN ddtdgor gt ed with
the i ssued EKG s. Top |evel g%tggory entity é%LéE) <> A%%%g%feveEQ%ategory
entity ¢AlLthy bssibhn eNtily BB ayp@nbden it i oYY, WRer e g a format

hol der "of a recording device, which nanages. a category tree. The TLCE
managesredqeesteegurch taseehe content provider (CP) selected
'.specific-catégory trees on the_basis of the EKB type
| defiﬂitién-liét, EKB requeSter'requééts the key distribution
_céﬁtei'(KDé)'to-iSSué an EKB that can be procéésed by the.
.selected épecific category tree;- In reéponse to the‘EKB
‘request, théekey distribution center'(KDC) réquests the
'_management entity of the seiected category free to issue a
subeKB. The-ménégement entity of each sélected category
tree produces an EKB that can bé process oniy'by.devices of
that management entity other than revoked devices and
'transmité the resultant EKB to the key distribution center
(EDC). The kéy distribﬁtioﬁ center (KDC) combines the one
. or more sub-EKB's thereby producing an EKB that can be
' processed only by the category trees selected by the EKB
- requester énd provides- the resultant_EKB tojthe EKB |
-réquester. Upon receiVing the'EKB from the key distribution
_'centér (KDC), the EKB.requester-produceS'ah-encrfpted key or
-encryptédrcontent that can be decrypted only by using a key
- acquired by processing the EKB and distributes the resultént
 encrypted key or content.

“First, various entities in the system are described




produces a sub- EKB t hat . can be processed (decrypted) by- devices within the
category tree .managed . by the TLCE, . and provides the resul tant sub-EKB to-
the key distribution center ' (KDC ) EKB requester An EKB:ﬁegumaWémOES for
exanple, . an entity such as.a -content provider that provides, as el ectronic
content distribution,. (ECI»serV|ce various contents such as video "data,
Audi o data, or prograns. Another exanple of an EKB' requester is a format-
hol der of 'a storage nedium. The content provi der provides: an encrypted
content, key, or . nmedium that can-bdlfecrypted using a key which can be
-acquired by processing an EKB which is issued by the key distribution
center (KDC) in response to a request issued by the content: provider. For
-exanplebriémiipntent prOV|der (CP) encrypts a 27 January 2005 120 content
using a root key-described in the EKB produced by the key di stribution

center. (KDCKeyuﬁu@eﬁmuu&qbescbhee&eeubbant encrypted content. The format.
hol der of storage nmedia. distributes nedia after witing the EKB onto the

st or age nedmakﬂgrdﬂgtkhbumﬁeduebhﬁarthﬁb@@f1§9uégaén§bl§98t %; encrypted
using a root key of the EKB can be stored thereon. (T

cat egorhldwised BXite amhamxmjets) arr B a:ytpegaehhaeednt gggtrranagerrent has
been already
associated w1th the 1ssued EKB's.
| Top level category entlty (TLCE) <> A top 1evei
category entlty (TLCE) is an entlty which manages a category
| tree, such as a format holder of a recordlng device, which
manages a category tree. The TLCE manages the category tree,
produces a sub—EKB that can be processed (decrypted) by.
-devices Wlthln the category tree managed by- the TLCE, and
.prov;des the resultaat Sub~EKB to the key distribution
~center (RDC) ., | | |
.EKB reqoester
V'An EKB regquester isy for example, an entityysuch-as a
content provider that provides, as electronic content
'distributiona{ECD).service, various contents .such as video
data,.audio data, or programs. Another example of an EKB
requester is. a format holder of a storage medium. The, |
content provider prov1des an'encryptedrcontent,rkeyg'or
.medium'that can be decrypted using a key which can be
acquired by processing an EKB which is issuednby the key
distribution centerl(KDC) in'response to a request issued by
theICOntentrprovider. d

For example, the content provider (CP) encrypts a




described above. Herein, -the relationship between the.top- |evel category
entity (TLCE) and the category tree is des cribed with reference to Fig.
"46. As described above, each category. is a set of “devicesZhdariuay 2005 | ar -
features. More specifically, an exanple of a category is a set of devices
produced by the sane manufacturer. Another example is a set of devices that
can deal with a specific encoding fornmat. in Fig. 46, A B, Cand D denote
category trees. In Fig. 46, a root tree at the top has a tree structure '
having, for exanple, eight |evel s~(&28ht node levels). Top nodes of ,
respective category trees are.di sposed-at the bottomof the root tree.” The

category trees may be related to each other such that a certain category

tree i eont@her using avebokhaeyanasbelineat 90 ket kRS- specific
exanple.“shownuinngig. 48, cafegory trees?% %ﬁg Eﬁgrgkggpgggdgfo.each 27

Januar y2@0ke}2 #iseiiButuwbar eeatkie Rﬁt?gﬁﬁ}zl Hi8eribatrdshtgher-1evel
category tree related to the category tree D at the lower level. Each

cat egorgsul¢andi eacikyptedanasatedtt o the £ephat’ RE1abrt He Lepragereferred.
to as a top-level category tree, and an entity that nanages ‘a top-Ilevel

cat egompdiiredissribhitesenetidaaarbeppwrieiny €A&CBREY0RNSI tNe (TLCE). In the
speci fic exanple shown in Fig. 46, category trees A, B, and C .are )
t op- | edeprageengediasduningehbet peeditaionatijerébeseot bRat | £vel categories
are top-level category entities (TLCE s). -
content encrypted.using a root key of the EKB can be stored
thereon. h
(TLCE and category—bésed'tree‘mahagement)
. -The categofy—baéed tree management has been already
described above. Herein, the rélatidnship-between the - top-
1evel.category_entity_(fLCE) and the category tree is~r
~described withrreference to Fig. 46.
_As‘described‘above, eaéh categoryris a set.of devices
"having similar'features. More SPecifically, an examplé'of a
category is a set of deﬁices prodﬁced by the same |
manufacturer. Another éxample is a set of devices that can
deéal with a specific erncoding fdrmatl‘ In Fig. 46, A, B, C,
agd D denote catégorY-trees. |
Iﬁ Fig..46, a root treé af the tdp“has a tree structure
.having, for example; eight levels (eight node levels). Top
nodes of respective cate§ory trees are'dispoéed at the
bottom of the root tree. The category'trees-may be related
to each other such that a certain category tree is hiéher in
1eyéi than another category tree. Inlthe s?ecific example

shown in Fig. 46, catégory,trees.c and D are related to each




Each top-| evel Categofy enfity (TLCE) is basically fésponsible for managing
all category trees including the top-level category tree itself and .
lower-level category trees related to the top-|evel categbdanuanczl08 n the
specific exanple shown in Fig. 46, the TLCE that nmanages the- category tree
C al so nmanages the category tree D.- If there is another category tree at a-
further lower |evel related to the category tree D, the TLCE-.that manages
the category tree C also, nmanages the further -l oner-|evel category tree."
' However, another category entity—3@B8 eategory entity) nay be-
- established, and the responsibility-and thé right of nmnagement of the
. lower-level category tree D may be delegated to that sub category entity.
Each deyined Wb iys e £l he-a5.a_f ing/reproducin ,
apparatus, is assighed bytﬁg tépF&%%Vgﬁﬁgaeegggégghgﬁﬁﬁa(?Egﬁﬁogg a | eaf
of a cailed Rdl@Rd 27 tlNas veeld 4G egeyige, hol ds' some of
keys assigned to nodes in a pa?% -roﬁFFhat%tlegg gg%F%eXFgg%f Aset of node
keys hel d bgaenecdeviy6eyi sreef 81F88t19 ASnAeS6Y]CE St ( set. The
nunber of keys hel d gy gach device(tﬁe nﬁnber of_ﬁ2§§§:$§ﬁﬁtéﬁ§§ilq a DNK
set) i atdeher lﬂfb@ed.sbi'etf%rte@ptbeﬁma'EébeﬂeﬁéleeﬁtEéof‘%L@e,Félgd 47 shows
- the outline of processes perforned anong respectivé entities such as a key
- di stribot eotitgnthat(iBohgesaat eppleueblcaheagbyyentbbyié TEERyrré&d an EKB
requester. - “ ' R : _

-to as a-topflevel category entity (TLCE).. 1In the specific .

example shown in'Fig. 46, category trees A, B, and C are
'topélevel cétégories, ahd'éntities thatrmange these top-
_fleﬁel Catego:iés are top—iével category éﬁtities-(iLCE's).'
_Each'top—level category entity fTLCE).is basically
Aresponsible for managing éll.Categoryrtrees including the
top-level category tree itself and lower-level categdry
trees related to the top—level,categbry:ttée.'.in'the
specific example shown in Fig. 46, the TLCE that manages the.
cétegory tree C alsd manages the cafegory tree D. If-there-
is anofher category treejat a further lower level related to
.the'category”tree-D; the TLCE that manages the category . tree
C also.manages the further lower-level category tree.
‘However, anothér cétégofyentity (sub category entity) may.
be established,'énd the responsibiiity-and the right of
management of the lower-level category tree D may be |
delegated to that sub category entityQ
Each device which uses a content, such as a
recording/reproducing'apparatus,Vis assignéd by the top—

;evel category entity (TLCE) to a leaf of a certain tree,




A key distributi.on.center (KDC) 4511 is included-in a management entity
4510 of 'a tree-based: EKB distribution system The nanagenent entity 4510
further includes a certificate authority (CA). 4512 that %Z#@@gﬂhzgﬁ%nature
on each EKB. The key distribution center (KDC) 4511 manages keys of
subtrees such as top-level category trees. The key distribution center -
(KDC) 4511 al so manages an EKB type definition-list that will be described
| at er and produces- EKB's. The certificate authorlty (CA). 4512 writes a
si gnature-on each EKB produced by_"th‘ezzkey di stribution <center (KDC) . and
i ssues a public. key corresponding to.a secret key on which a signature is
witten, for use in- verification of the signature. An EKB requester 4520

requestand heh&egedisé rivdldd afome et Gfe §Q3QSfG¥EHtﬂbi* afy BEKB. The EKB
requester may be 27 January 2005 - 12 -a content- provider (CP) who

provi dejsath chnoenthat arealk neslitie sudt as @ R o ROk §o1a pgontent.
isstored, a content provider (CP) who distributes.a digital cont nt, or a

'_storag@!&@sd@m¢¢cmsmfwﬂned)ﬁmllatesi AdviernspI key Qi) sehk.a storage
system such as a. flash nenory. Each EKB requester 4520 prOV|des an EKB.

cor r esgBRlimigben of dusertelda byediach devizd i(edRsauberabrsuehst hat a key
.needed in use of the content, the nedium or the license formt prOV|ded

by EKB Jfré‘ddt%qcbrlrbaﬁw @)@ttr)acisedettﬁmlned by the top-level
' category entlty (TLCE)

Flg. 47 shows the outline of processes performed among
respective entltles such as a key dlstrlbutlon center (KDC),
a top-level category entlty (TLCE), and an EKB. requester.

A key dlStrlbuthH center (KDC) 4511 is included in a
management entlty 4510 of a tree-based EKB dlstrlbutlon
-system.l The-management entity 4510 further includes a
certificate authorlty (CA) 4512 that writes a SLgnature on '
each EKB. |

' The key distribution center (KDC) 4511 manages keyeeof
subtrees such as top—level category trees. The key
distribution-center (KDC) 4511 also manages an ERB type
definition-liStlthat will be described'later and produces
EKB's. The certificate authoritj (CA) 4512 writes a
signature on each EKB produced by therkey-distribution
‘center (KDC) and‘iesues‘a public. key corresponding to a
secret key on which a signature is written, for use in
verlflcatlon of the SLgnature

' An EKB requester 4520 requests the key distribution

rcenter.(KDC) 4511 to issue an EKB. The EKB‘requester may be




processrng t he "EKB, Each EKB S produced by the key -distribution center
(KDC) 4511 in response to an EKB request -sent to-the key distribution
center (KDC) 4511 fromthe EKB requester 4520. . |f the ZHkRnuegu2¥ber 4520
~receives an EKB'issued in response to the EKB request sent to the key -

di stribution center (KDC) 4511, the EKB requester 45.20 nmay provide the
EKB.. to a nedia manufacturers 4540 and/or a devi ce manufacturers 4550 and
may provrde a medi-um or a device, which the EKB is stored, to a user.
Each EKB is produced such that if 333 Be processed by one or nore .category
trees. tn the present system the EKB' s may - be produced in .various
fashions and may be used in various manners. For exanple, an EKB may be

pr oduced sudterthatravtidean (loe )P dee 3 oviideso AMednR¥n -Bliterad meqefmcat egory
trees (two or three. category trees or a greater nunber of category trees),
or 27 yawlaas 2009 24 DV one whictiueedoatentt iat sitbrean hecBheegssed only
one category tree....wari-ous types-of EKB s may be described in the

f or m oPT@Vider |{|¢Pt)herhEKEisypébderersnht ddgikadt cohhenkliBokyge definition
I'ist is managed by the key distribution center (KDC). The .EKB type-

def i ni fiteFagesEYitem Bdcedessr wbedpknvideshar ldeensk bat ar foifiat EKB.
requester 4520 can acquire the EKB type definition list by issuing a
‘requesP férSFﬁeaERBsﬁﬁﬁémdéﬂPhr@ﬁoﬂ Flashtmembrykey - drstrrbutron center

(KDC) 4511 hen data in the Iist
-EKB requester 4520 prov1des an EKB. correspondrng

to a content, a medium, or a llcense format such that a key
‘needed in use of the content, the medlum, or the llcense
“format provlded by EKB requester can be-extracted by
processing the EKB. Each EKB is produced by the key
distribution center {KDC) 4511 in response to an EKB request
sent to the key dlstrlbutlon center (KDC) 4511 from the EKB
requester 45290.

| I1f the EKB requester 4520 receives an EKB issued in
response to the EKB request sent to the key distribution
center (KDC) 4511, the EKB requester 4520-may-prouide the
EKB to a media manufacturers 4540 and/ox a device . |
manufacturers_éssohand may provide ermedium or a device, in
which the EKB is-stored, to a user. Eacn EKE is broduced
such that'it can be processed by one or more category trees.

'In the present system, the EKB's ‘may be produced in |

varlous fashlons and may be used-in various manners. For
example, an EKB may be produced such that 1t can be pr0cess
inrcommon by a plurality of categqory trees (two or three

category trees or a greater number of category trees), or




-'renewed," updated data IS transnttted to the EKB requesters 4520 fromthe
key distribution center (KD. C). 4511, As descri bed above, the top-level
category entities . (TLCE s) 4530 are-managenent ent|t|e52ﬁﬂandawé565y trees.
Mtdirectly connected to the.root tree. Each top-level category-entity =
(TLCE) 4530 nmnages keys of a subtree and a. correspondence 1ist, _
representlng t he correspondence between the device ID.:and the- deV|ce-
node' key (DNK) set, which is a set o% node keys. stored,in each device for
use in. processing the EKB. The- topd el category entity (TLCE) 4530 al so
produces -a device node key (DNK) set-to-be stored in a device of a type
managed by the top-level category entity. - (TLCE) 4530 and provides it to a’
manuf acnay ebe 4550duded  swelvduices theatebe prddesdirt kay ydiosier i bution center
(KDC) 4511 receives an EKB request fromthe EKB requester 4520, the key 27
Januar yc2begory 12Eee di stax bois drym\tceﬁ EHDGE) mblyl beprdedieeddedn iEKB i n -
accordance wth the EKB request.  -For exanple, in 'a case where the EKB
r equest thpetorm eaf tthakiathelEKEhe dB Bypm ctefisdd ilon thist .spehif ERBt op-| evel
category trees, the key distribution center (KDC) 4511 requests those two
“top-lev P%ai‘e@eﬂl,ﬁlmerﬂtlrﬁﬁelss (MRrG@es) ‘hys Itet dejys siistitibutisnb- EKB' s. Upon-
receiving the sub=EKB request, each top-|level category entity (TLCE) 4530 .
pr oduce%é’ra "s‘ilbc@@ 1 haﬁh%%%é:%die’@-%l%tlhértl zredldbeu ce within the .-

categony tree t¢ ?1
escribe 1n urt er detall 1ater. The EKB requester 4520

can acqulre the EKB type deflnltlon list by 1ssu1ng a
request for the EKB type deflnltlon list to the key
dlstrlbutlon center (KDC) . 4511. When data in the 115t'is
“renewed, updated data is transmltted to the EKB requesters
4520 from the key dlstrlbutlon center (KDC). 4511.

o As described above, the top—level category entities -
.(TLCE's) 4530 are management entities of category trees -
?directly copnected to the root tree. Each'top—leﬁel
'category-entity (TLCE) 4530 manages keys of'a subttee and a .
correspondehce*list representing the correspondence between
- the dev1ce ID .and the device node key (DNK) set, which is a
set of. node keys stored in each dev1ce for use in. processing .
the EKB. The'top—level category entity (TLCE) 4530 also
producee a device node key (DNK) set- to be stored in a
device of a type managed by the top-ievel category entity
(TLCE) 4530 and provides it to a manufacturer 4550 that
.produoes the device.

If the‘key_distribution centerr(KDC) 4511 receives an

EKB request from the EKB requester 4520, the key




"r oot key and transntts the resultant sub EKB t ot he key -di stribution
center (KDC) 4511. on the-basi s of the one or- nore.sub-EKB s received from
the TLCE s the key distribution center (KDC) 4511 producé&Jamapk#0SThe -
process of producing .the EKB on the basis of the sub-EKB's will be
described in detail later. The top-level category entities (TLCE s) 4530,
~as with the EKB requesters 4520, can acquire the EKB type definition |Iist
by sendtng a request for it tao the keg distribution .:.center (KDC) 4511. -
Each top-level category entity (Tt 4530 can al so  request the key -
di stribution center (KDC) 4511 to delete EKB' type definition data .
associated- with the top-level category entity (TLCE) 4530 fromthe EKB

type dafisnrtibofibhstenter (RBEYPLS11tPLodBEEECahiCHRBS n"RYcSREShdy that an
EKB type defined as can be shared by another category tree should be 27

Januaryi2AObhe RRB rdghuesed from &Rampis} . ihnaacgasewhbes erRe LB Managed
by the a top-level category entity (TLCE) 4530 is renewed, the top-|evel
cat egorggeestt ypedi s 4688t SEhASERBr eapWbe protésseatbpncw® the key
distribution center (KDC) 4511. The detail ed process thereof will be
descr|ﬁBdCiéL@rtvptlevebfemEegerytbrees1omhehhey d Ider tiewt Len manuf act urer s
4550 can be classified into tw types. Device manufacturers of one type
are DNKENBewi CTéD%niﬁhbtm@ln@S%Sﬂ.hm cltwcprmbzrebewtewmmsegdry whi ch-both a

: entltles (TLCE" s) 4530 to issue thelr sub—EKB s. Upon
recelvlng the-subeEKB request, each topalevel category
eptity (TLCE)'4530 proddces a_sub-EKB that,cahrbe used by en
authorized device within the category tree to acquire'the-
‘root key and transmits the-resultant sub-EKB to -the key=t
distribution center (KDC) 4511 On therbasis of:the one or
more . sub—EKB's recelved from the TLCE's the key distribution
center (KDC) 4511 produces an EKB. The process of produc1ng
the EKB on the basxs of the sub-EKB's w1ll be descrlbed in .
detail 1ater.

'The top-level category entities (TLCE's) 4530, as with
the EKB requesters 4520, can acquire the'EKB type definition
list by sending a request for'it to the key distribution
center (Kne)'4511; | :

| Each top-level categqory entity (TLCE) 4530 can also
request the key distribution center (KDC) 4511-to delete EKB'
type definition data associated with the top—leﬁel category
entity (TLCE) 4530 from the EKB type definition.list. For
.exemple, the delete request may specify that an EKB type

defined‘aSucan be shared by another category tree should be




' devi ce node key (DNK) ‘set and an EKB are stored. Device manufacturers of .
the ot her type are DNK.device.: manuf act urers 4552 whi ch produce devices in_
whi ch only a device‘node key (DNK) set is stored. . Fig.2%48rnukhui05at es,’
in the formof a bock diagram . exanples of configurations of the key
di stribution center (KDC), the EKB request, and the top-Ievel
c= ategory entity (TLCE) shown in Fig. 47. The key distribution center
(KDQ), - ‘the EIB requester, and the to -l evel category entity (TLCE) are
i nf or mati on processi ng appar at uses™ my an encrypted-- data comunication
capability," which are constructed so as to serve as an EKB distribute
apparatus, an EKB requesting apparatus, and a category tree nanagenent

| appar at 4ele¥be FA6QI RS DOsOL OCHFSA NehFORAELLISa Oéré‘@‘}ﬁhﬂ&p Yoy | NCl udes a
, cryptographic unit responsible for general cryptographi I ocess |n mut ual

aut hent that & obopi1dval ot dresgdrfy Jantty  ARQ%E L2453 @Ntd tpemfidhd,n

conmuni cation. The cryptographlc un|t ‘includes a control uni‘t

gener al tgpebateD| tatggd e et Pt OOFIAIEY C4 50 O CASFIAT AdbRd W t h
aut henti cati on, encryption, and decryption. An internal nenory of the

crypt ognephf tcativn Serues ey siacsrtﬁ:ﬁaitarcaudfmﬂfeﬁe(y{nﬂﬁ)taﬁrld The

I dentification data needed in various processed such as nutual

aut hentdetailsl pretegs itdmrent widdr et idescritied dertd:rf wdati on data is:

used, for exanple, in nutual - authentlcatlon with another entity. -
reference to a flow chart. _ :

The dev;ce manufacturers 4550 can be cla551fled into

| two types. | Device manufacturers of one type are DNKE devrce
~manufacturers 4551 which produce devices in‘which'both a
~“device node key (DNK) set and an EKB are stored. .Deﬁice

-'manufacturers of the other type are bNK devioetﬁanufacturers
4552 which produce devices in which only a device node key
(DNK) set is stored. .

Fig. 48*illustrates, in_the form'of a bock diagram;v
examples of configurations of the key distribution center
(KDC); the EKB request, and the topulevel'dategory-entity :
‘(TLCE) shown in Fig. 47. The key distribution centér'(KDC),
the EXB requester, and the top-level dategdry entity (TLCE)
are information processing apparatuses having an encrypted-
data communication Capability,'which are constructed so as
to serve as an EKB dlstrlbute apparatus, an.EKB requestlng
‘apparatus, and a category tree management apparatus.

The 1nformat10n processing apparatus of ‘each entity
includes ancryptographic'unit responsible for general

ciryptographic process in mutual authentication with another




An encryption/decryption.unit perforns, in data transn155|on usi ng key

data stored in the internal menory, -authentication, encryption,

decryption, data verification, -and random nunber generatﬂbdamﬁuyﬂ@ﬂSthe‘

~information processing apparatus serving as the EKB requester, it may also-

- be configured such that a key 1is not generated by the EKB requester. In :
this case, conponents used to generate the key; such as a random nunber

generator, are not necessary. Mre specifically, in a case where the

i nformation processing. apparatus-sd@ving as the EKB requester generates a’

r oot key to be inctuded in an EKB and requests the key distribution

center' to generate the EKB so as to include the root key, the information:

Pr 00CS Sk £yARRAL b AaAS oSS AN THLOL GBIGCALAG ! 1F R0 ey,

However, in".a case where .t Nt or mat'i on pro paratds serving as

t he EK@n@l@@é%Ota R r to be.
i ncluded in the EKggﬁgﬁ? ngﬁegﬁg ?%ée%éli%”???% égggﬁgcéﬁger (KDCO) to

prOdUCQr&@Qo@Q@@h&@Yg&B@eEErh@@bcﬂ&@@ﬁc%1tﬂeaugﬁgnt365t§bﬂ the root key

produced by the key stribution center , the Tnformation processing

apparaénergpeiomgtanﬂeaéckgﬁtm@hudeAﬁogﬁ@g@ﬂbg ﬁ@ﬁbresokhghéandon1nunber
generator used to produce the key. Because informatioOn such as an

encryptrgpthgyaphist anétd serivhe tot etoak. dﬁEﬁDéNchakhﬁefraﬂtﬂgéﬁ@h'C uni t,
the internal nenory should be.constructed such that an
1dent;f1cat1pu data ueeded in various processed such as
mUtual authentication, encryption, end decryption. The
identification data ie used, for example, in mutual
authentication'with another'entity.
- | .An'eucryption/decryption unit performs,. in-data
transmission using.key data stored in the internal memory,
authentication, encryption,Vdecryptien,'data verification,
and random number ueueretion; |
“As for the information proce551ng apparatus serving as
the ERB requester, it may also be conflgured such that a key |
is not generated by the EKB requester.' In this case,
.components used to generate the key; such as a random number
'generator, are not necessary. Mu;e specifically, in a case
where the information proceséihg,apparatus serving as the
EXB requester generates a root key to be ineluded inran EKB
and requests the key distribution center to generate the.EKB
so as to include the root key, the information proceseing
apparatus has to include means for genereting the ruot key.

However, in a case where the information processing

apparatus serving as the EKB does not produce the root key




' unaut hor| zed access to the nmenory is prevent ed. Mre specifically, the -
_cryptographlc unit is.configured using an anti-tanper nenory forned of a
sem conductor chip or the. like so as to be protected fr&mammrezdes nal
~access. Each entity. includes; in addition te the . cryptographic -unit
descri bed above; "a CPU (Central 'Processing. Unit), aRAM (Random Access
Menory), a ROM (Read Only Menory), an input wunit, a display unit, a
dat abase interface, and a database. The CPU_(CEntraI Processing Unit), the
RAM (Random Access Menory), and the ITRead Only Menory) forma control
system of the entity.. The RAMis used a nmain nenory used by the CPU as a
work area i-n various processes. The ROMis used to store a starting

pr ogr ant@xlee uirelided hin Gihe Ak, datiahesquast StiHage fﬂﬁ%ﬁ:ﬂfbu%&%ﬂ '
i nformati on processing apparatus stores data nanaged by the entity. For

exanpl eSeRkeX heK@y  produne drheamer K&D@nd MnagRire prodtcéanryary 2005 -
129 data. associated with issued EKB's and the EKB type definition |ist
are st dfed 1iriudinnidimsmot kesheomabeef byt Itthe dyl eMeltradhegeny entity
(TLCE), managenent data associ.ated with devi ces belonging to the category
tree, ’gs (kR{)a ithe édtﬁ%&idﬂlemmmmgbeip@eeatubeddem 68 managed.

by thelé%%ﬁ and t he devi ce node key é& K) sets, is stored in the database.
In the HEGIdde Gompenetss Su @lﬁeé‘-hﬁﬂaﬂragénmnnuthH i ndi cating the

corresy ond 1ce bet ween contents prow ded by the EKB requester and the
EKB' s e or use to produce the key.

_ Because information such as an encryption key is stored
in the internal memory of the cryptographic unit, the
&lnternal memory should be constructed such that an
‘unauthOriZed acoess to the memory is prevented. More
Specifically, the cryptographic unit is. configured using an
anti-tamper memory formed of a semiconductor chip or the
like S0 as to be protected from an external access.

f Each entity 1ncludes, in addition to the cryptographic
‘unit described above, a CPU (Central Proce551ng Unit), a RAM
(Random Access Memory), a ROMV(Read_Only Memory), an input
unit, a display:unit, a database.interfaCe, and a database.

. The CpU (Central Processing Unit), the RAM (Random

_Aocess Memory)} and the ROM (Read Only Memory) form a
control system of the entity. The RAM is_used'a main memory
used by the‘CPU as a work area in various processes. The
ROM is used to store a starting program executed by the CPU.

The database or storage means of each information

processrng apparatus stores data managed by the entJ.ty. For

example, in the_key distribution'center (KDC),_management




-for the contents and managenent data indicating the. devices _to_mhich‘the
contents are provided. It is desirable that the EKB type definition li st
be stored in an accessible nanner - al so-in the infornatid. JanueneXibng
appar at uses serving as the EKB.requester- and the top-level-category entity
(TLCE). Alternatively, the EKB type definition-list .may be stored at a Wb
site that is nanaged by the-key "-distribution cent er (KDC) and that can be
accessed by the EKB requester and the top-Ievel category entity (TLCE). As
descri bed earlier, devices use.a ded28e-node key (DNK) set when proceSS|ng
(decrypting). an EKB An exanpl e - of a device node key (DNK) set stored in a
device is described belowwith reference to Fig. 49. In Fig. 49, a tree

nodes Yt GoY: il wﬂ%HMIs%QeHCQM%SSr%hﬂt%ﬂet%KBd%gp%es are disposed at
the bottom For exanple, the tree may be that nmanaged-by a top-|evel -

cat egoide famtiittivn( TiGE) ard? steredr ¥n2GQe 43Qankhe. ca&sg%xé Eags 1)% connect ed

to a root tree (having an eight-Ilevel structure, for exanple ocated at ‘a

hi gher theetelp-1Eeeh daviegeryolkdsityoderieys ﬁ\aﬁhgeﬁ@n@daeges ina:path
fromthe device to a higher |evel, as show in Fig.*49. These keys:. are

hel d assasoddéaited wadh aeychHKbeiehgungthe thedéatégoi? that, agu&iB can_be
decrypted using the device node key (DNK) set. Basically each device is
-assi gned datanenﬁeaatsnghcorhaspbhdeacesbeoweesrtné.devrces-
‘managed-by_the TLCE and the-device node key (DNK) sets, is
stored in the database. In the EKB requester, the database
stores management data lndlcatlng the correspondence between
contents provided by'the.EKB_requester:and tne EXB's used
"for the=contents and management data:indicating thejdevices
to which-the contents are provided it is- des1rable that
the EKB type defrnltlon llSt be stored 1n an acce551ble
manner -also -in the 1nformat10n_processrng apparatuses
serving as the EKB requester and the top-leVel-category
entity (TLCE). Alternatlvely, the EKB type definition list
may be stored at a Web site ‘that is managed by the key
fdlstrlbutlon center (KDC) and that can be accessed by the
EKB requester and the top-level category-entity (TL&E).
As described eariier, devices-use.a device node key
(DNK) set when processing (decryptino) an EKB. An example
of a device_nOde key (DNK) set stored'in a device is
described below with reference to Fig; 49..,In Fig. 49, a
tree nodes a,category tree, in which leanes related to
devices are.disposed at the bottom. For example, the tree

may be that managed by a top-level category entity'(TLCE).




However, in an exceptional case in which software prograns such as PC
programs are related to |l eaves, version of software package naybe assigned,
to all. leaves. . Theassignment of devices is determ nedmianutlye20DECE.
That is, the TLCE deternines which device is assigned to which leaf., and
whi ch node keys are assigned to which device. The.top-Ilevel category
entity (TLCE) nay be a device supplier (nmanufacturers). In this case, the
top-level ;category entity (TLCE) q?ﬁ supply . (sell) a device after
storing a device node key (DNK) set “therein. That is, it is possible to
supply (sell) a device such as a- .recording/reproducing apparatus
including a nenory i-n. which .node keys of a specific category tree have
been stThed agegoryavias mdoierctdd\Kp setrootEkRBeky ghaddhiynhhi on | i st)

Di stribution of .an EKB on a category basis has already 27 January 2005 131
. been . debaht-veriel |atmatame were exampEkB flocatednat ashibhea plurality of
categories is issued, that is, in a case where the issued EKB can be '
processlanelevifash stevwiny dgplids. dioideckeys essdgoeyl tpeesdesthere is a

possi bility that some problems occur. For exanple, let us assume herein
that tRRrE fimedthe davise & A highBrhaewed,| nsenbeownf in Fbgnat9of a
rewitable nedium (storage nmedium) such as a portable flash nmenmory; a
manuf acditfis He¥A R Sa gldedse 2ofeyigednane( eyt 4BNE) f sashin the -

device so that an EKB can be decrypted using the:devicé.node

key (DNK) set.

Basically, each device is assigned to one leaf such

that there is no overlap.
- However, in an exceptional case in which software
programs such as PC programs are related to leaves, a

version of software package may be assigned to all leaves.

" The assignmept of devices is determined by: the TLCE. That
'is, the TLCE determines which device'is ésSigned‘to'which
"leaf, and which node keys are aSsigned,to which,device.
| The top-level category entity (TLCE) may be a device

ﬁsupplier (manufacturers). in-this case; the top-level
-category entity (TLCE) may supply (sell) aldevice after
Storing-a device node key (DNK) set therein. - That is, it is
possible to supply (sell) a device such as.a‘
 recordiﬁg/reproducing apparatus.including a memory in which
,node_keYs ofra specific category tree have been stored as a
device node key (DNK) sét. |

(EXB type definition list)

. Distribution of an EKB on a category basis has already



.menory). is an entlty of. a top | evel category; and category, treés nmanaged
by conpani es A and B, respectively, exist at a |evel below the top-Ievel
category. Let us further assune -that, in order that. deviZ2edarnfanc?2igbani es A
and B be conpatible with each other and can use various.-contents in
comon, an EKB that can be processed (decrypted). by devices belonging to
any one of the"category trees of conpanies A and B is-produced and
distributed by the key distribution center:(KDC. In such a situation,.if
secrecy of - a device node key. (DNK)18at-of one devi ce belonging to a
category tree managed by the conpany A is broken, there is a possibility
‘that all already-distributed contents, which can be used by devices of

bot h B o beused
oth COmRANHRS A g@ﬁ ¥ QSEQQetQ%Etgﬁglﬁgﬁﬁh%PFzgém&QB LFF ¥ gggdeg ?ge

in an unaut horizéd mannér. prevent SuUch

renew pherRKBLe otaRUREY0200S 5 13Reull] BYAGALLON HHRMEKEL I LIS case,

because the EKB has n produce that CESnmon’ by

the twep CiEQﬁ@HYEkBe@§ ageof | revocation
shoul d bg per f or med notnon y g%ggﬁwbgagggg?ggt?glénQSSSC|ated wi t h conpany

A but HfoEQéhtC@heagbk95tﬁé@@c'@h@gemﬁkhacgutegb?ilﬁY?EﬂaE bR described

above, in the case ere an distri suc can be used
in conppobbgma opkural ity -of category trees, renewal of the EKB and

For example, let'us.assume herein that two different
cdmpanigs A and'B‘haVe a iicense of a format of a rewritable
medium {storagé medium)'Such as:a portable flasﬁ memory; a
manuﬁacturer_having a license of a medium (portéble flash |
memory) is an entity of a top level categéry; and éategéry
trges managed by companieé A and B, reSpectivéiy, exist at a

.level below the'top—lével category. Let us further éssume
that, in order that devices of companies A and B be
‘compatible with each'ofhér and can'use'Varidus;contents in-
common, aanKBAthat can be prdéessed (decrypted) by devices
belonging to any ‘one -of the category trees of companles -
and B is- produced and dlstrlbuted by the key dlstrlbutlon
center. (KDC).

'In such a'Situaﬁion, if secrecy of a device node key
(DNK) set of one device belonéing to a category tree managed
by the company A is broken, there is a possibility that all _
already—distributgd:contents, which Canlbe used by devices
of both companies A and B bj using that device node key
(DNK) set, may be uséd in an unauthofized manner. To

'prevént such unauthorized use, it is needed to renew the EKB




trevocation shoul'd be .performed not- only for one category tree but for al
category trees ‘that use in- common the EKB. As a result, conpanyB is

~ influenced by'a category tree ."other than the category tZédanmane?(¥h by

- conpany B. This  -results in an increase i'n conplexity of nmanagenent
process. Herein, a technique of solving the above problen1rs di scl osed

bel ow. That is, the right of giving permssion of :issuing an EKB usable
in conmon by a plurality of categorles is granted to the respective .
category entities that manage the- dat2egories. Issuing of an EKB for common
use is permtted by an entity only when the entity can accept a :risk of-a
probl em whi ch- may occur in devices of a category -of an entity as a result

f bel t t her categor
Povevor ToF nEGo8le okl DU & 4if & J@amﬂo@e% ugendha 5> e ontity
d 27 Januar -.133 =In
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EKB t th t
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trees, or a greater nunber 0 ategory ees

~ an EKB giwdida %ﬁﬁ%ﬁﬁ%@@nﬂa}éko‘} $haoly B e B e L a'r

definition list is used to des such vari es of EKB's in the

fT or mE&Es?ddﬁted:lvﬁ.t@Qoﬁ@@f@ AN bu* 26R! Both gﬁtgﬁﬁrﬁ Beagghlcﬁb%ﬁn list.

‘type definition Iist is. stored an
with companies A and B.

| As described above, in the case where an EKB is
.distributed such that it can be used in ccmmon by a
“plorality_Of-category ttees, reheﬁal of the EKB and
*revocation should be pErformed‘not only for one category
~tree but for all category trees that use‘infcommon the EKB.
As a result, company B 1s 1nfluenced by a category tree
“other than the category tree managed by company B. This
“results in an increase in complex1ty of management process.

Herein, a technlque of solving the above problem is

disclosed below. That is, the right of giving permission of
1ssu1ng an EKB usable in common by a plurallty of categorxes
is granted to the respectlve category entities that manage
the categorles. Issulng of an EKB for common use is
Vpermitted by an entity only when the entity can accept a
‘risk of a problem which may occur in devices of a category
of an entity as a result of occurrence of a problem in a
dev1ce belonging to another category. However, in a case
where the entity cannot accept the risk, the entlty does not

permlt issue or use of a common EKB.




-distribution center (KDC). The EKE type definition list is provided to, or
can be accessed by, ERB requesters or TLCE's, as required. As shown in Fig.
50, the EKB type-definition Iist .I'ncludes fields of "ERKBJayaey 2005
identification'nunber”; "node", and "description”. The "EKB type

i dentification number” is a nunber identifying a specific one of various
EKB' "s listed in-the EKB type definition list. If the identification
nunber' is different, then the category tree . or the conbination of
category trees that al|owed to pracesss the EKE becone different. The
"node" field '"is used to describe the top-node ID of category trees to
whi ch a specific EKE can be applied. ‘For, exanple, for an EKB of an EKB
type identif] catlon nunber of 1, the top-node I D of a category tree
associ at ed P Msthodmofar it yinds afsifgids. agre (hmdadeer anand, f or
an EKB. 27 @ %ﬂﬁ% 2005 134 of a row of an EKB type identification nunber
of 3, tHE"Top- £XPLR: 13 FER obF \P] retch v BER ehad tdan e VB (Menory

Stick) d ' ode ID of a catego associated with a PHS are

assi gned. cl"lﬁ%‘# 3&% tg?lf eg%lyhé'erc?et% AHree HeEeAtSDti ons of
variou d i n t e EKB t def|n|t|on list. For exanple,
t he da'fhaunlhyn‘ﬁ&[e 'l'é%tsecqorﬁ i oS £ fhéll ERB &Y it sugh @pp&KB ‘

IS'??QLI) fﬂlfaétt I wtiﬁroc(gséed 'd]ﬁyc Ef;[ S stJ.rllf’i},yt].et I e%lé?:yl Strfe%r. ' ?&% VB (Meror y

fEKB type deflnltlon list is used to describe such various

“types of EKB's in the form of a list. Fig. 50 shows an
example of an EKB type deflnltlon list. The EKB type
-definition list is stored and managed by the key

tdrstrlbutlon center (KDC). The EKB type definition list is
provided to, or-can be accessed by, EKB requesters 'or 'I_'LCE."S',-
as required. | |

As shown in Fig. 50, the EKB type- deflnrtlon list
1ncludes flelds of "EKB type ldentlflcatlon number", "node";

- and “descrrptron". The "EKB type identification number” is
a number identifying a specific one of various EKB's listed
in the EKB type definition 1list. If the identifioation
humbef is different}rthen the category tree or the
combination of category trees that allowed to process the
EKB beoome different. | |

The "node" fleld is used to descrlbe the top~node ID of
category trees to whlch a specrflc EKB can be applled.‘ For,
example, for an EKB of an EKB type ldentlflcatlon number of

1, the top—node ID of a category tree assoc1ated with an MS

_ (Memory Stick) is assigned. On the other hand, for an EKB




t he data inthe. "descrlptlon" field for the EKB of the EKB type
i dentification nunber of 3 indicates that this.-EKB can be used in conmon-
by category trees of the M5 (Menory Stick) and the PHS. FhdantRrey 24!
definition list shown in Fig.-50 is managed by the key di stribution center
(KDC). An entity such as ‘a content provider, which is going to distribute
-encrypted data such as an encrypted key or ‘an encrypted content encrypted
usi ng a key that can be extracted by processi ng the EKB, sel ects, fromthe
EKB type definition 'tist shown in ﬁ%& 50, an EKB type.that can be
processed by a category including devices to which the content is 90|ng
to be supplied. The content provider then requests the key .distribution
cent er ¢KBC)rdw qff aoiu @XMt yB et 1 aththiort htumsey rﬁsgond;lh@g tifR type
identification nunber. When various types of EKG s are reglstere in the
EKB 27 nixdridily @00he ddFqgdmpetmoaf ianddaimtdd twittegiist mat i(PRnshqul d be
perforned w th the approval of the top-level category entities (TLCE s) of

the catdgerk) tarsbs:he typ-Tegistldy ef Alertedony esanuliatedTw@EnAaof the
category tree refused i ssue of an EKB shared by another category, an EKB

type tﬂﬂSl%?Qﬂ%ﬁﬁ%ﬂﬂ%ﬂthe category tree, A and said another category is
not registered in: the EKB type definition list. In a case where all TLCE-A
of the cat e§bpyfipdd Af "d¢E€ElBtéPnfhéScH§§got9 stereB, and TLCE- C of the

cat ego d%scrlptlons of various. types EKB's listed in the EKB type
-deflnltlon list. For example, the data in- the "descrlptlon“
tield for the EKﬁlof the EXB type identification number of i
- indicates that this EKB is for the MS (Memory Stick), and-
‘the date in the "description“ field for the EKB of the ﬁKB‘
type~identification number of 3 indicates that thiScEKBrcan
be used in commen bj Eategory trees of the MS (Memory Stick)
-and the PHS. |
The EKB type definition list shown in Fig. 50 is
managed by the key distribution center (KDC). - An-entlty_=
such as a content-provider, which_is going to distribute
“encrypted data such as ah'encrypted key or an encrypted
'_eontent encrypted using a key that can be extracted by
'érocessing the EKB,_eelects, from the EKB type definition
list shown in Fig. 50, an EKB type that can be processed by
Qe_category including devices to which the content is going
‘to be supplied. The content prov1der then requests the key
”dlstrlbutlon center (KDC) to produce an EKB specified by the
corresPondlng EKB type identification number.

‘When various types of EKB's are registered in the EKB




"*'"tree C, have approved -issue of an' EKB for common use, an EKB .type
that can be process in comon by those three category trees is registered
in the EKB type definition list. Thereafter, a content pr%&#%&@ﬂt Ospecify
the EKB type “identification nunber assigned to that' EKB type and can . :
.request the key distribution-center (KDC) to issue a corresponding EKB.
That is, in order to register a new EKB type and a correspondi ng EKB type

i dentification number in the EKB type definition list, the follow ng.
process iis required. (1) All TLCE-sj13shich manage categories relating to an
EKB type having an EKB type identification nunber to be .registered, send
an EKB type registration request to the key distribution center (KDC). (2)

I SR TE TR, IS SeerSol Tl "L,
it : f S whi,ch i 11 .he .abl in . EK

it R R

st W kP L0508 MU EKB e el gt on tuber

di St i B0, CBNGele LYo M5 eaN BB LUPY o olef LB LLORKh! Shategeval

notificatron to rrequesters tono yt e EKB . type

| definiL&OQJJt%brh%%teg%§9,rﬁﬂeﬁﬁﬁ'type that is shared by the

category tree A and,said another category is not registered
in the EKB type definition list.
In a'casé where all TLCE-A of the category tree A,

.TLCE-B of the category tree B, and TLCE-C of the category

*tree C, have approved issue of an EKB for common use, an EKB
.type ﬁhat can be process iﬁ commoﬁ by those three category.
_treeS‘islregistered in the'EKBhtype définition list. |
TﬁéreaftEr, arcontent prﬁvidef can specify the EKB fype
‘identifiéatidn number assigned to that EKB tYpe-and can
,fequest the key distribution-center (KDC) to iséue aA
corfespondihg’EKB}
© That is, in order to registér a new EKB type and a

éorresponding EKB type identification number in the EKB type
definition list, the following érocess is required;

(1) All TLCE's, which manage dategofiés relating to an
EKB type haviﬁg an EXB type ideﬁtification number to be
.registered, send aanKB,type regisﬁration réquest to the key
distribution.céntér (KDC). |

(2) The key distribution center (KDbC) confirms that the

- EKB type registration requests have been received from all



The EKB. - type definition list is opened for use by all TLCE 's and EKB

- requesters by sending it to all TLCE s and EKB requesters or. by putting |t
at a Web site. Thus; TLCE's and EKB requesters can acqui4/eakBiiioe

i nformation described in the newest.EKB type definition list. (EKB.type
regi stration) A process. performed by the key distribution.-.center (KDC)
before registering a new EKB type-in the EKB type ‘definition list.is
descri-bed bel ow with reference to FH% First, the key distribution-
center .(KDC). receives an EKB type éblstratlon request froma TLCE t hat
wants to register a new EKB.type (S101). The EKB type registration request
fromthe TLCE includes a description of the nunber of :categories that

shoul d ep-abtecl ccatssydry carmini dhe( TE =0 ReEE reedicsfane q;re'gged%
di stribution center (KDC) determ nes whether as nmany  sim | type

regi stekklorbe ethisstto @ XKE arfuathe 2XE5 thpe theeuuasey +&f peat egori es
descri'bed in the request have been received from  TLCE s (8102). If and
only |erﬁ#ﬁﬁﬁﬁﬁdiKBAﬁﬁﬁgetmegmsmrﬁunmmtlbaqu¢$bsk@g'Hh&t&uﬁhQ&oﬁf categories -
described in the request have been received fromTLCE s, the key

di stri SRRNHT d&RCor detBops pegiest EX8. typenddeBKR ftiyat ion nuhBeEKB t ype
deflnl%lon list in accordance with the request. The. key distribution
cent er fORDEP G EXPotipea apds pddendialto phecBES aypei defidniaibnslisenewa

notlflcatlon 38103) The, renewal notification is sent to all TLCE s
and- EKB (3 key distribution center (KDC) sends an EKB type .

deflnltlon list renewal notlflcatlon to all TLCE's and EKB
requesters to notlfy that the EKB type definition list has
~ been renewed.

. The EKB. type definitionflist_is opened for use by all
TLCE'S and EﬁB requesters by sending it tolall TLCE'S and
EKB requesters or by putting it at a Web site. Thus, TLCE's
.and EKB requesters can acquire EKB type information
described in the newest EKB type definitien list.

(EKB type registration)’ |

A proeess‘performed by the key distribution 'center
-{KDC) before registering a new EKB type in the EKB type
:definipion_iist is described below with reference to Fig. 51.
First, the key distribﬂtion center (KDC) receives an EKB
tYpe registration request from a TLCE that wants to register
;a new EKB type (SlOl). The EKB type'registration request
hfrom the TLCE includes a description of the number of
categorles that should be able to use in common the EKB to

be reglstered. The key,dlstrlbutlon center (KDC) determines

whether as many similar EKB type registration requests as




requesters.. As descried above, the key distribution center (KDC) perforns
regi stration of a new EKB type identifier into the EKB type definition-
list only when approval of the registration has been-obt&i Jasgafy@6al |
category entities which nmanage the category trees specified as category
trees which should be able to process the EKB type to be -registered.

I n.-the above process, nutual authentication and encryption of

transm ssion data are perfornmed, as required, in communication between the
key' distribution center (KDC) anrdI1BIZCE s or EKB requesters. Furthernore,
encryption of other nessages, writing of signature, and data verification
may al so be perforned. In a case where authentication or cryptographic
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key distribution center (KDC) registerslthe new EKB type in -

‘the EKB type definition list in aégordance'with the réquesﬁ.

The key distribution center (KDC) performs a list renewal

process and issues a 1iét renewal notification (S103). The

renewal notification is sent to ail TLQE?S and EKB

fequesters;~

As descfied above, the key distribution center (KDC)

'perfqrms_registration‘of'a new EKB type i&éntifier iﬁfo the

EKB typeAdefinition list only when apprqval of the

,registration has been-obtaiﬁed from all-category entities

which manage the category tréeslspecified~as cétegory trees

which should be able to procesé the EKB type to be

‘registered. | |

In the abpvé prpcess, mutual authentication and -

encryption of transmission data are'performed, as required,

in communication between therkey‘distribution'center (KDC)

and TLCE's or EKB requestefs. Furthermore; encryption of

_other messages,‘writing of signatqre, and data verificétion

may glso be.performed. In a case where‘éuthéntication or

cryptographic communication is perfoimed'using the public

key cryptographic technology, it is required that entities




-an EKB type fromthe present registration..to the KDC. The process of
revocation of an EKB type |s descri bed - belom/mrth reference to a
fl owchart shown in Fig. 52. .First, the key dlstrlbutlonzcé#W¥#Y%QQ§3
receives an EKB t. type revocation request froma TLCE that wants to
revoke-an EKB type-(S201). If the key distribution center (KDC) receives’
the EKB type revocation request-fromthe TLCE, the  key distribution center
(KDC) ‘confirms that the issuer of ;,,the request is the TLCE that nmanages
the category associated wth the-ENB& ype requested to be revoked. After
.confirmation, the key distribution center (KDC) revokes, fromthe EKB
type definition list, the EKB type "identification nunber correspondi ng -

to:the ;%i% t EKB type revocation request,. and perforns
renewal éﬁ%%@%&?%’t i on T8 'st. Thereafter, the key distribution
center %%?3 AS8E 27 January- 2005 1139 . notification

(S202) . 6 ?enemaﬁlﬁé%} cat n |s sent to all TLCE'S‘and EKB requesters

As descri begiear ljiker g rn@edtgytod;a%kauatendssg&g% bET g RS T { O™

revocation of an EKB type identifier registere tE e defi nition

list, -ideriPateddry 2 vy ﬂ@%eﬁe%%%%bo e%%ﬁ%g ?yLEE at | east

one- of cat egory- entrtres mandgi ng one or e cate es sel ected as

cat egorissuides rdipfesiaFoie RhOeatI0n oF ktte t&gﬁbﬁ q seelﬁl@dtw@n
requested to be revoked. In this case, approval  or
" the category to the key distribution center (KDC).
,Furthermore, when a eertain'serrice is goiﬁg to be
terminared or when there is some reason, the top-level
'.category~entity (TLCE) may issue a reqUest.for revocation of
s an EKB type from the ﬁresent'registration to the KDC.
'The process of revocatlon of an EKB type is descrlbed :
below with reference to a flow chart shown in Fig. 52.
Flrst, the key dlstrlbutlon center (KDC) receives an EKB
< type revocatlon request from a. TLCE that wants to revoke -an
EKB type (5201). TIf the key distribution center (KDC)
receives the EKB type revocation request from the TLCE, the
key distribetion center {(KDC) confirms that the issuer of
ethe request is the TLCE that manages the category associated
with the EKB-type requested to be revoked. After
confirmation, the keyvdistributien-center (KDC) revokes,
from the EKB type definition list' the EKB type
;1dent1flcat10n number corresponding to the EKB type
spec1f1ed by the EKB type revocation request, and performs

renewal of the EKB type deflnlthn list. Thereafter, the -

key distribution center (XDC) issues a list renewal




‘other category entities 'is not needed. .In the above process, nutual
authenticatlon -and. encryptlon of-. transnlsS|on data.- are. perforned, as
requi red, i h communi cati on between the key distribution c@ﬁﬂ@mU%UQﬁ@5aand
TLCE' s or 'EKB -requesters. Furthernore, encryption of - other nmessages, :
writing of signature, and data verification may. also be-perforned. .In a
case where authentication-or cryptographic comuni cation is’ petforned
usi ng the public key cryptographic technology, it is required that entities
al ready have their public keys. (EKB3®ype def|n|t|on l'ist renewal
notification) For exanple, in a case where, in a certain category tree,
the TLCE nmanagi'ng that category-tree has perfornEd' some .process resulting

hRRG: f t, f d
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anot herg jdevitRer %7 a}@tﬂg{g&%&%§tg}é§ node key (DNK) set, the TLCE has to

notify the EKB requesters S usi ng EKBs aSSOCIated wi th that device

of the faCtAbhabstQb9806§§§1@§5 PRENKR rﬁ?ﬁﬂ?ﬁ?u SR LENLEAR! g Of a
devi ce has been perforned, if notifitatiron o 1e revoca s not

sent, peadorail refoRditden 6@PhnﬂEKBU% N iQedtEfBeknrbh3B8aLS§! PR OF an
encryp?%d content. The old EKB can beggéoééssed (gecfy ted)-e@egaby t he.

r evokedhee Ekee typed deffiaitienelisks, almoaﬁubbhuyylftBaievaéaéhgﬂ'Zed use of
the content is continued.. In a

-request is recelved from at least one of category entities.

managlng one or more category trees selected as category

trees that can .be proceéséd on the basis. of an EKB type

requested to be revoked; In this_dase, approval or the -

'other category entities‘islndt needed. |

:In the above process, mutual aﬁthenﬁicatipn and .
en¢;yption of‘trénsmission.data-are.performed;_aé reqﬁired,
ih_gommunication between the key distribution center (RDC)
and TLCE's or EKB requésters. Furthermore, encryption of
other messages,'writing of signaturé, and data vérification
mayfalso be performed. .In a case where authentication or
‘cryptograghic communication is performed. using the public
key cryptographic technology, it is required that entities
‘already have their public keys. |
(EKB type definition_list renewal ﬁbtificatipn)-

‘Fér examplé, in a case where, ih a certain categofy
‘tree, the TLCE managing that category.tree has pérformed
-somé_process resulting in_a change in the state of the tree,
such as revocation of a device or a change in a device node

key (DNK) set stored in a certain device ‘into another device




case mhere a devi ce node key (DNK) set - - has been renewed, the. old DNK
replaced with the new one is usual l'y di scarded and a deV|ce has the new
DNK. . However,. if a content provider does not use an EKBZT denmanc®0Q5he new
DNK iS'reercted a device . having the new DNK cannot process (decrypt) the

~ EKB and thus ‘cannot access the content. -To avoid such a problem a TLCE . -
has to send a tree . change -notification to the key-distribution center
(KDC) when one of changes described bel ow occurs.- * A .change in a tag part -
of an EKB perforned in response to ridfocation of a device * A change in a
val ue of a DNK set stored in at |east one device, perforned in response to
renewal of a device node key (DNK) set The tree change notification

i ncl udggdd s indi cati ok HE todrsd ifjeCatdgOn nunber to be
changed. 27 Jaﬁﬁgﬁy 005 - 141 gin t he EKB tygg' egﬁﬁi?%%h l'ist, information
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nunber, and information indicating what has occurred, for exanple,

i ndi catd e Hhatadtewacat it Prodds s W\meéﬁaijetﬁe&neetf or m%‘d The process
of EKB type definition list renewal notification is described below wth

reference t@henf revocabaoh sfiownderibeghab3be&hr pérrohgelipyidigtribution
center (KDC) receives a tree change notification froma TLCE (S301). Upon
recei vimg itfliedtrien ofange membbenamupﬁstOMIsehe ThCEontent ' ‘ '
-provider (CP) may use an old EKB in transmission of an
:enorjpted content. The old EKB can be processed (decrypted)
even'by the revoked device, and thus there is a possibiiioy
'that'uneuthorized use of the content is continued.. In a
tcase where a device node key (DNK) set has been renewed, the
old DNK replaced wieh the new one is usually discarded and a
7de§ice has the new DNK. "However, if d contenf-provide:'doesv
_not use an EKB in which theAnew DNK is reflected, a device
'having the new DNK oannot process (decrypt) fhe EKB and thus
cannot access the content. |
 To avoid such a problem, a TLCE has to send a tree
fchangennotification to the key-distribution center (KDC). -
fwhen one.of changes described below occurs.
* A ohange in a:tag_part of an EKB performed in
response to revocation of a devioe
* A change in a value of a DNK set stored in at 1eaet
one device, performed in response to renewal of a device
node key (DNK) set

The tree change notlflcatlon includes information

indlcatlng an EKB type ldentlflcatlon number to be changed




the key distribution center (.KDC) ‘extracts an EKB type - identification
nunber associated with the category fromthe EKB type definition |ist, and
sends an EKB type definition list renewal notification t%f 4nuap298Ss and
EKB requesters to notify what kind of change (revocation or DNK ,
repl acenent) has occurred and whi ch EKB type |dent|f|cat|on nunber is.
i nfl uenced by the change. In the above process,. - nutual authentication and -

encryption of transm ssion data are performed,: as required, in
communi cati-on between the key di st liddutd on center (KDC) and TLCE s or EKB

requesters. Furthernore, encryption of other nessages, MW|t|ng of
- signature, and data verification may al so-be performed. In "a case where -
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2 In order to obtain a newest version of a

t op- | evgld Gial fRAGa) i it i u (=Tol ntd Ly ot her than
the TLCE, or-an EKBl relquelster ug%azcs?lésgo%nt e(r%{r)égre’o%() e&% §énd a

requestindi®fatiigy ERBt ¥RRocdefiohl broBNK HenkRallngake S center
(KDQ). In respgﬁge to the reqdest t he keyn %?&rlaﬁté§§n ?Hkhgﬁ

‘returns theThewpsbcegssoenErs et yeeindeibni 1iop kéﬁéw&j? the reqUGSter
The EKB type deflnltlgn list request process is-
notification is described below w1th reference to a flow
chart shown in Fig. 53. First, the key dlstrlbutlon center
(KDC) receives a tree change notification from a TLCE (S301).
-Upon'rec91VLng the tree Chehge notification from‘the TLCE,
the key distribution center (KDC)'ektracts an EKB type
identification number assoc1ated with the category from the
_EKB type deflnltlon list, and sends an EEKB type deflnltlon
list renewal notification to all TLCE's and EKB requesters
to notlfy what klnd of change (revocatlon or DNK
replacement) has occurred and which EKB type identification
number is influenced by the change. In the above process, .
‘mutual aqthentication and encryotion of-transmission data
are performed, as required in communlcatlon between the key
_dlstrlbutlon center (KDC) and TLCE's or EKB requesters
Furthermore, encryptlon of other messages, writing of
_“s1gnature, and data verification may also be performed; In
a case where authentication or cryptographic communication
is performed using the puhlic keyrcryptographic technology,-
it-is'required'that entities elreadyfhave their public keys.

(EKB type definition list request)




described below with reference to a flow chart shown in Fig. 54. First,
the key distribution center (KDC) receives an EKB type definition.list from:
a TLCE, a sub-category entity, or an EKB requester (S40137 Janer #&ei vi ng
the EKB type definition list, the key distribution center (KDC) extracts .
t he newest version of EKB: type definition-list and transnmts it to the
entity which has issued the request. In the above process, nutual
aut henti cati on and encryption of [yﬂq?nt§sion-data are perforned,' as
required; in communication. between the key distribution center (KDC) and -
‘TLCE' s, sub--category entities, or EKB requesters. * Furthernore, encryption
of other nessages, witing of .signature, and-data verification may al so
be perfor medn [ardexr dasobiladme aanelWesti garisdbnobfCEKBt egpaphi.c
comuni cation is perfornmed.using the public key cryptographic technol ogy,
it i's reglindeiomatistu ia itep-deveddy atage ryheint imybi(ML.cEgysa 2dblanuary
2005 - 143 (Issue of an EKB) An EKB is issued in response to an EKB -
r equestCHRII L LNt G Eberedbent &he SPEE,f bc- enafpBes of EKB -
requesters are |listed below [a] Content provider (CP) that provides a
cont ent=®dU&FHe & Urttiafnas FOmtenta pepvadepvbayhFeadnaenteqpesti der t hat
provi des. el ectronic content, distribution (ECD) service [c] Holder of a
storaggﬁgy Qﬂﬂqnﬂgflnltlon llgt'tO'the &ey distribution center '

- (KDC). In response to the xequest,'the key distribution

lcenter (KDC) rétufns-the newest version of EKB tYpe |

definition list to the requester. |

The EKB type definition list request process is

" described below with reference to a flow chart shown in Fig.

54. First, the key distribution center (KDC) receives an

'EKB type definition list from a TLCE, a sub-category entity,

"or an EKB requester-(s401); Upon receiving the EKB type

‘definition list, the key distribution center (KDC) extracts

'the:-newest version of EKB type definition list and-trénsmits

it to the entity which has issued the request. 1In the above .

_process, mutual authentication and encryption of

-transmission data are performed, as required, in

communication.between the key distribution center (KDC) and

TLCE's, sub-category eﬁtities,'or EKB requesters,

Furthermore, encryption of other messages, writing of

.signaturé, and data'verifiCatipn may also be performed. 1In

a case where authentication or crthographic communication

is_performéd using the public key cryptographic technolegy,

it is required that entities already have their publib keys.




That is, the EKB requester is an ent|ty that provides ,a. service, a.
medi um or a device in which a content or a format -can be used by acquiring
‘a key by decrypting an EKB. ~ The storage system format hoftdda@ed®ds bed in:
-[c] can be'classified into two types as described bel ow. [cl] Format.
hol der t hat prOV|des an ach|red EKB to a manufacturers of a storage
nedluntaccordlng to'a format in which the EKB is stored into the storage:
medi um when it is produced. [c2] Fornat bol der that provides an acquired
EKB to a manufacturers of a recordingtdevice according to a format in which
the EKB is stored into the recording device when it is produced.. The EKB
i ssue process is described below. (1) Production.of -a content key First,
an EKB {eskestef éﬁuﬁkgys a content provider 27 January 2005 - 144 produces
a content key to be-used in conjunction with a .content, a device, or a

medi um the EKB BB UES ek uRHOMind @86 ook cCXaMRLE EREN s the EKB
requester is J[a] a content prOV|gg§ FgP) ?ﬁgtEEPo6%§§$§g ggﬁ?gﬁgd stored

medi umfstomh a6 . BRECR atfudddar .or dgalc i jeorixaip : es
el ectronic content Gfﬁst ributi or?g(cElCI%) servi cle%rsotﬂﬁfg%rKBt ?f%tgg% %%'!ﬁ ent key is-

used t@qﬁwinanedthBmeuent -stored on the nedluntor protect t he content
during the ' '
| [a] Content prov1der (CP) that prov1des a content-
" stored medium such_as a-CD or DVD |

[b] Content provider that'provides electronic content,
distribution (ECD) service | | |

[c] 'Holder of a storage system format

That is, the EKB requester.is an entitY'that provides‘a
.serv1ce, a medlum, or a dev1ce in whlch a content or a
format can be used by acquiring a key by decryptlng an EKB.

| The storage system format holders described in ‘[e] can -
be classified into two typeslas described beiow.

[cl} Format holder that provides an acquifed.EKB to a-
manofacturers of a storage medium according to a format in
which the EKB is stored into the storage medium when it is.,
:produced.

[c2] Format holder that prov1des an acqulred EKB to a
manufacturers of a recordlng device according to a format in
which the EKB is stored into the recordlng device when 1t is
produoed. |

.The EKB issue process is described below.

(1) Production of a content key

First, an EKB requester such as a content provider‘




electronic content di stribution (ECI» service. On the other hand, when the
"EKB requester is [cl]. a format haol der that-proevides an acquired EKB to a

manuf acturers of - a storage medium according to a-format i# J3Ween2dd%e EKB
is stored into the storage nediumwhen it is produced, the content key is
used to protect the content stored on the - .,nedium . In the case where -

the EKB requester is. [¢2] a format hol der that provides an acquired EKB-to
a manufacturers of a recording device according to-a format in which the
EKB is stored into the recording deV#t¢e—-when it is produced, the content
key is used to protect the content stored using the recording device. The
mechani sm such as a cryptographic algori-thm of 27 January 2005 - 145

pr ot ecty o] Sj €1,60 t:ke he. determned arbitrarily
for ea%%ﬁgg%ggtg ?%§E%$gdhggi%§ 8% ggggo%hkégﬂﬁﬁggﬁkﬁﬂr%g%@g er produces a

- root kewntkhal Saae@§c§¥tchéeﬂeaiuﬂéﬁﬁ¥pﬁkﬂgré§§e§¥EE é%&fié%%jV6|y’ t he

root key nmay be acquired fromthe key distributron cent i nst ead of

produci ng i For TéeamPRd, kay ﬁﬁet@;@%tﬁ;@f@tﬁ%_Eﬁ_@@éq&éatéxh%_comem key.
The nmechani sm such as a cryptographic algorithm of protecting the

content key[alpi g content provider (CP) that provides a content-

stored medium such as-a CD or DVD, or
| [b] a content provider that prOVides'electrohic
'contén£ distribution (ECD) service,

: the'produced content kef is used to protect the content
‘stored on the medium or protect the content during the
electronic confent distribution (ECD) service.

On thé other hand, when the‘EKB.réquester is

fclj .a format holder thatAproﬁides an adquired EKB to
a manufacturers of a storage medium according to a-format in
'which the.EKB is stored into'thé storage medium when it is
produced,
the-content key is used to protect the content stored on the
“medium.

In the case whe:e the EKB requester is

"'[c2] a fdrmaf holder that provides an acquired EXB- to

a manufacturers of a recor&ing device accordiﬁg to-a format

-in which the EKB is stored into the recording device when it
is produced,

the content key is used to protect the content stored
.ﬁsing the recording device.

The mechanism, such as a cryptographic algorithm, of




the root key may be determined arbitrarily for each format. .(3). Request
~for issue of -an EKB. The EKB requester sends an EKB issue. request to the
key distribution center (KD.C). The EKB issue request. i nél daruary 88@r mat i on
i ndicating the root key and information specifying one of EKB type '
identification nunbers registered in the EKB type definition list, to"

i ndi cate a category including the device to which the root key is to be.
transmitted using the EKB. On the basis.of the EKB type definition Iist
stored in the storage nedium of thd4BKB requester, or on the basis of the
EKB type definition list acquired froma site on a netwrk, the EKB
requester selects an EKB type associated with a category. including the

devi ce drotWtitihg T’ icomtaheh uas npf PHIcag 1@t | &ORLeNt i S to be provided
- The EKB reque_st'egr then sends to t_nr%re . key. %ngﬁe%g?l%ﬁkgent er (KDC) an EKB

| ssue deieasiingd Jdabdarirdd95 for kathd forialudi ng i nformation. specifying
the EKB type identification .nunber indicating the selected EKB type. (4)

| ssue. (@) EKBdhnt&oaobdaQCQOWEtheyhe EKB i ssue request received from the
EKB requester, the key distribution center  (KDC) produces an EKB such that

the EKB i ncTheeEKBheequestéeypiddutde &opbokeNeySthet éak!piled in the EKB
| ssue request. However, 'if the EKB i'ssue request does not include the root
key an&xitfachedEkp flesugpténgeshei AKBudeAlgernguestl{prthe root '
key may bé'acquired from' the kef distributioﬁ éentér (KﬁC)
‘instead of producing it. The-root key is used to prdtecﬁ
_(encrypt) the cdntent kéy. The mechanism; suéh.as.a | |
cryptographic algotithm; of protecting the content key using
the root key may be determined arbitrarily for each format.
(3). Request for'iSéﬁe of an EKB . | | |
|  The EKB requestei'sends an-EKB issue_:equest to the key
distribution center (KDC). |
-.The EKB issue reéuest includes information indicating
the root key and information speéifying one of EKB type
identification numbers registered in the EKB type definitioh |
'1ist, to indicate a category including the device to which
the roet key is to be tfansmitted using the EKB. On the
basis of the EKB type definition list stored in the storage
medium of the EKB requester, or oﬂ the bésis of the EKB’typé
| definition list acquired from a site on a ﬁetwbrk, the EKB
requester selects an‘EKB'type asSociated with a category
including the devicé-td which,service such as pro#iding of a
cdntent is to be provided. The EKB re@uéster then sends to

the key distribution center (KDC) an EKB issue request




production of the root key, the key distribution center. (KDC)' produces
the root key and further produces. an EKB including the produced root key.
The resultant EKB is - transnmitted to the EKB requester. THelauBn#®Buced by
~ the key distribution center.{(KDC) can be.-of a type that can be processed
only by a single category tree or of a type that can be processed by a
“plurality of category trees. on the basis of the EKB type identification
nunber.'specified in the EKB i ssue request, the key distribute center (KDC)
extracts a category associ ated w t-h jt4ee -EKB type i dentification nunber, -
that is; ,.,.extracts the node described in the node field, corresponding
.to the EKB type identification nunber, of the.EKB type definition list. In

t he no 3 the. top .node | D of the category is described.. The entity.
managi ﬁﬁ“,‘%‘g‘%ﬂ‘c%t gfoor?‘P%ta‘rP‘be‘?Hﬁ‘Fo‘xﬁi”f%rﬁ %i@%&d’é’q dentifigatiesi s of the
node | Y 05,147 _ the k jstribution center.(KDC) sends a
sub- EK l}nég%%alr equ%asttzﬂﬁs) the Stec}éa-clté’\%l atté'é’(?r‘y entity (TLCE) that nmanages
t he cat rﬁﬁéq¥a RefgKB i ssue request i ncludes - information indicating

" the root ’key and information indicating the category. |If the TLCE receives

S sies oIk e pAERTAADSSEY Ak ab LRt Bl By L0e T,
one .. tWe KBS reuRBersS thdN Kby alikYriKutath EBRebPO kisEYy fromthe
fproduées,aanKB such that the EKBVinCIudesrthe root key if
' the root key is not included in the EKB iséue request.
Howefer, if the EKB-issﬁe.requestrdoes not inclﬁde thé‘root
5key andlif therEKB issﬁe reque5£ includes a reqﬁest for .
':p;oductidn of the root key,‘the key distribution centér
(KDC) produces the rooﬁ key and further produces an EKB
including the produced root key.'.The;resultant EKB is
transmitted to the EKB requester.
The:EKB-produced by the key diétribution center -(KDC)
‘can be of a.tYpe that can be'processed only by a single
-catégory tree or of a type that can be processed by a
”plurality of'categoty trees. On the basis of the EKB type
:identification number specifiédlin the EKB issue reqﬁest,
‘the key distribute center (KDC) extracts a category
‘assocliated with the EKB type idéntification number, that is,
1e2tracts the node described.in the node field, corresponding
‘to the EKB type identification number, of the.EKE type
.definition iist. .in the node field, the top node ID of the
category is.deécribed._ The entity managiné that category

can be known_from this node'ID; On thé basis of the node 1D,




sub- EKE, and.the TLCE transmits the resultant sgbBEKBhto the_I keY_ . ‘
di stribution center (KDC).. The sub-EKB produced by the top-level ca egory
entity “(TLCE) has a data structure sinilar to that-of a 4/s{aluaBKi90PFi g. "6) -
except that the version nunber and other information-for verification
(version check value)- are not include. The al gorithm of encrypting a

hi gher-tevel node -key or a root key using a |eaf key or a |ower-|evel node
key described in the sub-EKB,'the key |ength, and the node-may - be . - '
arbitrarily .determ ned for each TL-CA4#ernat holder) that produces the

sub- EKB. This nakes:it possible to enploy a particcular security schene
differently fromthe other formats. A default encryption-algorithm my be

erpt oyerasket AiBiai Ciof Nete! Gy S v itinkid® Heo% | pi o- DES
al gor i t hmi ed 4 f '% d t . object to &7 anuary 2005 - 148
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al gori tiwa Q& ®otdp.) sslét?E % _ _ .
arg con%edﬁ%%eﬁ%r Into éjé;lléngl_l e ; E%qzlaeg? ]Er%%ta edz) Fﬁgtlfh;e_wrl tten
~into datrodmidtich RRARIR A& g%tt KRNC RS &3on° |
resultant'conbfheq EKB-caﬁ'ég used by an _levréé ﬁanageg y any TLCE By
proper |dndletal A ithe daedpfyd .format of the . combined EKB used in conmon |n‘

a plurality of category treeS, it-becomes possible for any device in. any
category.tra€ the TLCE receives the sub-EKB issue request from the
key'distribution cénter (KDC), the TLCE p;odﬁces a_sub—EKB
such that devices (non—fevbked dévides)'within-speéified one
.OX ‘more categories can finally extfact'the root key from the |
' sub-EKB, and the TLCE transmits the resultant sub-EKB to the
key distribution center‘(KDC);
.The sub-EKB_produced'Eythe'topmlevel'category entity
(TLCE)'has a data structure simiiar to that of a usual EKB
{Fig. 6) except'that the version ﬁumber énd%other 7
ihfofmatioﬁ-for ve#ification {version check value) are not
_inciude. The algorithm of encrypting a highef—level ﬁode;'
“key or a root key using a leaf key or é lower-level node key
‘described in the~sub§EK3,'th¢ key length, and the mode may
be arbitra:ily determined for each TLCE (formaf holder) that
produces-the sub-EKB.V This makes it possible to emplof a
particular securiﬁy scheme differently from the other
-formats. A default'encryption algorithm may be determined.
For.example, the triple-DES according to FIPS46-2 may be
:emPIOYed as the default encryptiohjalgorithm such that the

.. triple-DES algorithm is emplbyed if TLCE's do not object to




| ly. deternine.the location of the key- data to be used.- For exanple,
??re:gL iey data in the EKB i's. represented in- 16 bytes, the deV|c%tcan‘
sequentially extract the correct key data that can be preétéxued 205t he .h
device, -and can- finally acquire the root key. That is, in accordance wit
the data format of the combined EKB produced froma plurallty of o
sub-EKB's, a -.-plurality of key data are stored |n_f|xedllength.data
fields. .Therefore, when sub enabling key blocks (sub-EKB' s) hayrng. _ 7
different key data |engths accordingi4® different algorithnms are conblned
into a single EKB, even if a pIurallty of -encrypted key data of sub-EKB's
are rearranged in accordance ‘:.with the locations of the nodes or | eaves

0 o1e S8 eenbiobde NRELD) £yl ’?ﬁé%ﬁ%%%sx”“t AP 6B my b

accordance wth

di stribshepybeideesp éf’fﬁ’l&rﬁeér e nﬁé\ns tilhstva}‘%/{béou > g E[l,%gonoam cn t he.

transm ssionh via a NSt WOF K oF by pro

| es, or conbi nes the
EKB i s stod@sed The &epr #on é‘tc? ass
sub- EKB' s recei ved frorr?h%:E ﬂgs reaglﬁl redntg]gth%? %ZP Pof nunber and

or | @ﬁ,@gﬂ QUM ted to
erificain | Py neddipne s T Ie;ed E@B B ttrans t
;/he EKB regcvq)Iu\?aster'r A di S(Ie[nal slfgnatu u5| ng the plﬂ'blﬁncok Er f'ggraphy :

maybe  awptddtdim iR ridigatdicitdonid %y&%) s%t Wadt BaR the key
di stribution center (KDC).
. resultant combined EKB can be used by any dev1ce managed by
_3any TLCE. By properly determlnlng the data format of the -
combined EKB used in common in a plurallty of category trees,
1t.becomes p0351ble for any device in,any'category tree. to
: correctly determine the locatlon of the key data to be used.
For example, 1f each key data in the EKB is represented in-
16 bytes, the device can sequentlally'extract-the correct
key data: that can be processed by the device, and can
finally acquire the root key.
That is, in accordance with the data format of the
combined EKB produced from a plurallty of sub-EKB s, a
-plurality of key data are stored in flxed—length data fields.
sTherefore, when sub enabiing key blocks (sub-EKB's) having
different key data lengths accordlng to different algorlthms
are combined into a single EKB, even if a plurallty of |
-encrypted key data of sub-EKB's are rearranged in accordance
aith the lecations of the nodes or leaves in the key tree,
it is possible to correctly extract necessary key data in

'accordance with the tags described in the EKB. Such a

: comblned EEFB may be dlstrlbuted to users (deVLCes) by means




The process of producing sub-EKB s and, conbining theminto a single EKB'is
described with reference to Fig.  55. Flg 55 shows a sub- EKB--(A),

which-is produced by a TLCE of .a category tree A (5100)23Jﬁﬁuﬁe{$90(5cess of
producing a conbined EKB that can be used in conmon by-both category '
trees A (5100) and. B (5200).. The sub-EKB-(A) is produced such that.each
device in the category tree A (5100) can . ':extract the root key. Although
in the previous exanples, the root tree 5300 has an 8-level -tree
structure, a 2-level tree structdré49:- assumed in the present exanple for
the ‘purpose of simplicity. tn Fig. 55, each underlined 3-digit nunber

[ XXX] in the tree structure denotes a tag (e, 1, r) in the EKB.. described

ear| i erof (fHaymmids v wif) a hetwbrded &y Hidviditgy @ st odal@ and e =
denotes that there is no data. 1 1 denotés that there |s no branch

ext endimeglitum logf twhiahd thes EXB J.enwateaQOS - 15 0 O denotes that there is
a branch extending to left. r = 1 denotes that there is no branch extending .

to right, aﬁdeOkdgndussrubatlbhecentera(hnamchsgéﬁBMQSnQrtébﬁhfﬁEs I'n
order to produce the sub-EKB-(A) such that all devices (leaves) in the

cat egoithet sab~BKB3 s0@pcstivwd ifwoki FLCESS aanrexuizet,t Badr salskgy, .t he
sub- EKB- (A), shoul d include data produced by encrypting the root key using -
a nodeVﬁ§§lﬁBIQumherc@nﬁoNebyfabatheavenfoEmehxdav|cmhbaseﬁ@ﬁEaﬂeyS in its

path in the device node key (DNK) region 5120 of the
ucompleted EKB is transmltted to the EKB requester. A
ﬂdlgltal signature u51ng the publlc key cryptography may be
‘written by a certlflcate authorlty (CA) other than the key
.dlstrlbutlon center (KDC)
The process of producing sub—EKB's and combining them

into a single EKB is. described with reference to Fig. 55.
Fig. 55 shows a suh—EKBe(A),:which'is.produced by a TLCE of
a category tree A (5100) in the process .of producihg a
combined EKB that can be used in common-by'both;category |
trees A (5100)_and B (5200). The sub-EKB-(A) is produced
such that each device in the category tree_A'(SiOO) can-
“extract the roct key. Although in the previous examples,
the root tree 5300 has an 8—leve1 tree structure, a72 leuel

| tree structure is assumed in the present example for the
purpose of 51mp11c1ty.

| In Fig. 55, each underlined 3-digit number [XXX] in the
tree structure denotes a tag (e, ; r) in the EKB. Aas- |
descrlbed earller (Figs. 26 and 27), e = 1 denotes that
there is data{ and e = 0 denotes that there is. no data. 1=

1 denotes that there is no branch extending to left, and 1 =




. category tree A (5100) shown in Fig.-55. Thérefore, if the root key is
encrypted usi.ng a node key at the top in the DNK region 5120, then the
resul tant EKB satisfies the above .requirement. Thus, thé/ FaeRE0¢he
-category tree A (5100)--produces the sub-EKB-(A) such that its tag part
consi sts-.of 101, 010, - 000, 111, and 111, and its key part consists of
Enc(K010, :Kroot) and Enc(KOLll, Kroot). The TLCE of the category tree
; A. (510-0) transmits the resultant sub-EKB-(A) to the key . distribution
center (KDC). A sub-EKB-(B) produced¥}.~the category tree B (5200) is
; descri bed belowwi th reference to Fig. 56. In order to produce the .
sub- - EKB- (B) such that all devices (leaves) in the category tree B (5200)"
can exto abéndbes remit kederd s o Wrditdh (Rrahould doaldgde data groduced by -
- encrypting the root"key using a node key held i'n - common by all "| eaves. 27
- Januar yde0fted Stha ttadierte iisc i aiRde detdndithd &% RAlMt, N ahlie Ldevi ce node
key . (DNK) region 5220 of the category tree B ('5200) shown In Eig. 56,
Ther ef.d glendtesha:hanttHeme iis entmapicdd digidiglidgnede figne.at the top'in the
DNK regi on 5220, then the resultant EKB satisfiés the above requirenent.
Thus, . 't he ToCBrdert he pabdyoeytheesuB-EEBOQ))psachCERat t E1 Sub- EKB- ( B)
such that its tag part consists of 110, 010, 000, 111, and 111, and its
key partevgsies dtleapfesindoKthe, cakegory dmeeEac(K180) Khowh) inThegJLCE: of
t he category-tree ' : o - - R
©35” can extract the root: key, the sub-EKB~(A) should include

-data prdduced by_encrypting‘the root key using a node key
held in,coﬁmon by all leaves. . Each devicé has node keys in :
_;ts path in_the device node key (DNK) regioh 5120 of the
-catégﬁry tree A (5100) shownfianig.'SS. Therefote, if the
root key is encrypted using a node key at the top in-the DNK
region 5120, then the resultant EKB satisfies the abover
'requirement. |

_Thus, the TLCE of the category tree A (5100) produces
the sub-EKB-(A) such that its tag‘part consists of 101,A010,
000, 111, and 111, and its key part coﬁsists of Enc (K010,
+Kroot) and Enc(K011, Kroot). The TLCE of the category tree
;A (510D) transmits the resultant sub-EKB-(A) to the key

'-distributién center tKDC).

A sub-EKB-(B)‘prodﬁcéd by the category tree B (5200) is
sdescribed below with reference to Fig. 56. 1In order to
.produce the sub-EKB-(B) such that all devices (leaves) in
thé category tree B (5200) can extractlthe root key, the
sub-EKB-(B) should include data produced by encrypting fhe

root key using a node key'heid_in'common by all leaves.




B (52. 00) transntts the resultant’ sub EKB—(B) to t he. key di stributi-on
center .(KDC). The key distribution center (KDC) produces a conbla&% EKB

fromthe. sub- EKB—(AQ and the sub-EKB-(B) produced by the 2

TLCE's. The process of producing the conbined EKB is described below wth"
reference to Fig. 57. The conbined EKB i s produced.such that all

" devi ces- belonglng to the category tree A (5100)- and all devices beIonglng
to the category tree B (5200) can extract the root. key from the EKB. :
Basi cally, the conbi ned EKB can be'ﬁﬁﬁduced by-combi ni ng the sequences of
key data of the received sub-EKB's into a single sequence of key data.such. -
that the |ocations of key ".:data in the sequence correspond to t he

| ocat i @ech MddWiRed Meds UMK tih 10353%511813 qgggolcﬁgd;dé}o i Thlﬁ,l the

tag part of the conbi ned EKB becones ;

111, 1UDNENG ik S TRIIE RO C(KQ10,
Kroot) Enc(KQL1, - Kroot), Enc(K110; " root) Enc?%%il %% IirillI%Kgatch key

dat a i P hdHexefoard, iF neRr eRY &&ypYis fé;{c 8 s - y descri bed
above, then each device-in the catégory trees can ge gb? %%ﬁe ?%gatlons of -

the keptdddwe tivat izarthee ppEOCesSed 52 2ihe tHieyithe raadirhe ag extract the
root' key fromthe conbined EKB. In the above exanple of the process of
-producﬁﬁ@lﬁﬁeessGBEEKBbyeaméquheemeomblned EKB, it is assuned that any
' Thus, the TLCE of the category tree B (5200) produces.
the sub—EKB (B) such that its tag part consists of 110, 010
000, 111, and 111, and 1ts key part consists of Enc(K110,
Kroot) and Enc(Klll, Kroot). The TLCE of the categOry-tree
B (5200) transmlts the resultant sub-EKB- (B) to the key |
'dlstrlbutlon center (KDC) .
The key dlstrlbutlon center (KDC) produces a combined
EKB from the sub—EKB—(A)_and the sub~EKB—{B) produced by the
respective TLCE's. ‘The process of producing the‘combined
EKB is described below with reference to Fig. 57. The
combined EKB is produced such that all deoices“belonging-to
“the category tree A (5100) and all devices belonging to the
. category rree B (5200) can extract the root key from the EKB.
Basically, the combined EKB can be produced by combining rhe
sequences of key data'of the received sub-EKB's into a
‘single sequence of key data'such thar the 1ocatione of key
- «data in the eequence corresoond ro the locations in the tree
from top to bottom and from left to rightt
Thus, the tag part of the combined EKB becomes 100, o010,

010, 000, 000, 111, 111, 111, 111, and the key part becomes




category tree does not include a revoked deV|ce The process of produ0|ng
sub- EKB' .s .and ‘a conbi ned EKB i's' described bel ow for the case where there
is a.revoked device. Fig. 58 shows the process of produ0|%@ SN2 IRB when
the category tree A-(5100) includes a revoked device (01101) 5.1-50. In
this case, the sub-EKB is produced as a sub-EKB (A) that cannot be -
processed by the revoked device (01101) 5150 but can be by the other
‘devices in the category tree A (5100).. In this specific exanple, the

- sub-EKB i's produced by sel ecting keyi5®ata al ong. the paths denoted by bold
lines in Fig. 58. Thus, the sub-EKB-(A ) produced by the TLCE of the,

cat egory tree A (5100) |ncludes a tag part consisting of 101, 010, 000,

111, O 1 t f Enc(KA O Kroot
Enc(KO%Cg%lo%t )Jiér%c?]éd}}j nc(KO11 01&%’&:@ %n%ﬁ%i%% I&}%PO enggt egory t?ge)A
5100) B A b:EKB--(A ) to the
l(<ey di)et r(i: uti o{tw{ center ?%Dééé{;ﬁ?ﬁ(?f%%est I’I%Elut ii(%& E’Lajﬁt:eF (KEC))prgducgs :
a combiresk ddh idD Byt thﬁyQ%EmEEOd)hGa@gtggzuQsEﬁgsc£§%e&eggb% d from the

TLCE. of the category tree f0Cess productng
the cortlieredadtB des idRs Gl ek lelraw r}y theksf @aﬁnQFtEQtFtﬂ 59 . The:
a

- conbined EKB is produced such that devi ces onging to the category
tree AldesaOOnsoxephel keyt ataetnkedcdavbeeptddddda 55enand all
'dev1ce, and thus can extract the root’ key from the comblned
EKB.
-In the above exampie'oflthe pfocess of'producing the .
sub-EKB's and the.combined:EKB, it is assumed that any
category tree does not include.a revoked device. The
_process ef-prodqcing’sub—EKB{s and a combined EKB is
" described below for the case where there is a revoked device.
Fig. 58 shows the process of producing a sub-EKB when
the category tree A (5100) includes a revoked device (01101t
5150. In this case, the sub-EKB is produced as a sub-EKB-
(A') that cannot be processed by the tevoked device (61101)
:5150 but can be by the other devices in‘the category tree A
+(5100):. | | |
In this SpelelC example, the sub~EKB is produced by
selectlng key data along the paths denoted by bold lines in
:Flg. 58. Thus, the sub-EKB-(A') produced by the TLCE of the -
:category tree A (5100) includes a tag part censisting of 101,
010, 000, 111, 000, 001, 111, and 111, and a key part. |
consisting of EnC(KOlO)-KrOOt), Enc(K0111, Kroot), and

Enc(K01100, Kroot). The TLCE of the category tree A (5100)




devi ces bel ongi ng to t he category tree- B (5200)- mnthout exception can
extract the root key fromthe EKB. Basically, the conbined EKB can'be-
produced By conbining the sequences of key data of the- r%ﬁﬂﬁ“@éﬁ*@@@ EKB‘
into a single sequence of key data such that the |ocations of key-data in
‘the sequence correspond to the locations in the tree.fromtop to- bottom
and fromleft to right. . Thus, the tag part of the conbi ned EKB consist of
100, 010, 010, 000, 000, 111, 000 111, 111, 001, .111, and 111, and the
key part consists of Enc(K010, Kreot’3 Enc(K110, Kroot) EnC(Klll Kroot),
Enc(KO111, Kroot), and Enc(KA I OO Kroot). This conbined EKB al | ows
extraction of the root key, . for all devices belonglng to the category tree-

A (510 e 011 15 for, all devices
bel on Q%gﬁ?ﬁ%@%a%géo%gﬁ ?géﬁg ggg gg% &é & g té?cgﬁ gﬁStE#bgﬁh%%ry 2005 -
15 4 -obptelserp)EKB The EKB produced by the key dlstrlbutlon center (KDC).
via the process descrlbed above is transmtted to the EKB requester. = For

exanpl-e, - étek 6 Welsut %%wrre@é}ﬁrsﬂu dd@eé %[Sg:o tent prow[g]era

(CP) that prOV|des a content .stor as a )

conte QEKEV erbAleEns hetn PERNL (£°) chig's BE-ERROESP r S ELELR UG (ED)
the TLCE of the category tree B (5200) (Flg 56). The
process of producing the.combined EKB is described below
with reference to Figqg. 59.' The combined EKB is produced
such that all devices belonglng to the category tree A .
(5100) except for the revoked dev1ce (01101) 5150 and all
dev1ces belonging to the category-tree-B (5200) Wlthout-
exception-can extract the root key from the EKB : Basicaliy,
" the combined EKB can be produced by comblnlng the sequences
of key data of the received sub-EKB s into a single sequence
of key data such that the locatlons of key data 1n the |
sequence correspond to the locations in the tree from top to
bottom and from 1eft to right. .
Thus, the:tag part of the combined EKB consist of 100,
010, 0r0, OQO, 000, 111, 000,7111, 111, 001; 111, and lli,
and the key part consists of Enc(KOIO; Kroot), Enc(K110,
Kroot), Enc(Kill,_Kroot), Enc (K0111, Kroot),'and'Enc(KOIIOO,
Kroot). This-combined EKB aliows extraction of the root key,
for all devices belonging to the category'tree A.(SIOO)
except for the revoked device (01101) 5150 and for. all |

devices belong to the category tree B {5200) without

exception.




a content key is encrypted usi'ng the root key -that can be . extracted from
the EKB, and a content. .is encrypted using the content key and S

di stributed. The resultant content can be used only by authé¥upB2Wevi ces
whi ch belong to the specific category and.thus can process the EKB. On the
ot her hand,. when the EKB requester is [cl]- a format hol der that provides
an-acquired EKB'to .,a manufacturers of a storage-medium according to a
format in -which the EKB is stored into the storage nmediumwhen it is .-
produced, the produced EKB and the t9htent key encrypted using the ;root
key are provided to the storage nedi um manufacturer, ,and storage nedia on
whi ch the EKB and the content key encrypted using the root key are stored
are prodycedebyrt Bgp storage nedi um manufacturer -or the EKB requester
itself, and the produced storage nedia are distributed. in this-case, 27
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tree and. thus can process the EKB can perform encryption an . _
. decr yptinOBheSpReckBS &KEc81PERUaBOve {118 BF LK R PESI 4N LKk ()& Operati on

recordi ng/ reproducing. the content. |In thecase where the EKB requester is
[c_2] aefaeswerhol der that provides an acquired EKB to ..a manufacturers of
a recording device according to a format in which the EKB is stored into
t he ‘r ecor di Fyr dexdmsl evheim itthe icase @ﬂmﬂ,the EEB requester is '
[a] alconteht provider (CP)Vthat-prdvides a content-
stored medium such asla CDlor-DVD, or . - |
[b] a contentrprdvidéf‘that prbvidesﬂéiectronic
content distribution (ECD)'service,r |
é content key is encrypted uéing the root key thatréan be
extracted from the EKB,randIa_éontent_is enérypted using the:
" content key and distributed. Thelresultant content can be
used only by authorized devices which belong torthe spedifié
category énd thus can process the EKB. |
On the-dther hand, when the EKB requesfer is
| [cl}] a format holde;_thét‘provides an ‘acquired EKB to
-a manufacturers of a storage-mediumraccording to a format in
which the EKB is stored into the storage'medium-when it is
produced, | |
the produced EKB and the content key encrypted using the
xroot key are‘provided to the storage.medium manufacturer,
;and storage media-oh which the EKB and the content key
encrypted using the root key are stored are produced by the

storage medium manufacturer or the EKB requester itself, and

the produced-storage'media are distributed. 1In this case,




t he produced EKB and the content key encrypted using the root key are

provi ded to the recording-device manufacturer, and recordlng devi-ces. in
whi ch the EKB and the content key encrypted using the rodt %E@ﬂbgﬁ)stored
are produced by the recordi ng device-manufacturer or the EKB requester
itself,. .and the produced recording devices are distributed. In this
- case, onIy 'the devices which belong to the specific category tree and thus
can process the EKB can perforn1en&g%gt|on and- decryption using the EKB in
the operation .of recording/reprod g-the content. In the above process,
mut ual aut hentication and encryption of transmi ssion data are per f or med,

as required, in comunication between entities, EKB requesters, the key

di st r i bullbORpEeAEO] cbKDRhich PO JAGELS - Il § HESIBLE o rg&%: (%f ot her

nmessages, witing of signature, and data verification

per f or amd. thisacaasprubess 2ife J@wadan 20050 Sefery ﬁ&&&?rﬁd&at l.on or
crypt ographi ¢ conmuni cation is perfornmed using the publlc key cryptographlc

- technollegyyptiohSus iRgUihedEkBaE t&éd o8 St rPashadiavked 1\ iduUld ¢ keys.
(Producing 'an .EKB by 'sinply conbi ning sub-EKG s) 1n the above- descrlbed

pr ocesepetapioducengraing/ibepesidkihg fetoen coeddS s, a sequence of
encrypted key data included in the respective sub- EKB's are rearranged such‘

that the .| ctmttlonscafe kdyemntidie EKEh e espgistrae isorrespond to the locations
in the whole tree fromtop to bottom

[c2] a format holder that provides an acqulred EXKB to
a. manufacturers of a recording device accordlng to a format
in which the EKB is stored into the recordlng device when it
is produced, | "
‘the produced EKB and the content key encrypted usrng the
root key are provrded to the recording dev1ce manufacturer,
and record1ng-dev1ces.;n Wthh the EKB and the content key
encrypted using the root key are stOred_areaproduced byrthee
'recording device manufacturer or the-EKB requester itself,.
-and the-produced recording devices:are-distributed. In this
case, only the devices_which belong to the‘specific cetegory
tree and thus can procéss the EKB can perform encryption and
decryption using the EKB in the operation of | | |

' recording/reproducing the -content.

In the above process, mutual authentication and
encryption of trensmission data are performed, as required,
in communication between entities, EKB requesters, the key
diétribution center.(KDC)L and TLCE'S. Furtnermore,

encryption of other messages, writing'of signature, and data

verification may also be performed. In a case where




hni-que of producing'a conbi ned EKB by sinply conbining sub-EKB s
;?gducgd by TECE s ofgcategory trees |nto a single EKB without performng |
rearrangement is described below.  Fig.' 6.0 shows an exafpianugry 2005onbi ned
-EKB 6000 produced by sinply conbining sub-EKG s produced by .TLCE's of - :
category trees into a single EKB w thout perform.ng rearrangenment. .- In
the process of issuing an EKB, the key distribution cent er - (KDC) sends a
sub- EKB production request to TLCE's . ;which are entities: nmanagi ng cat egory
trees corresponding to an EKB typejskﬂulflcatlon‘nunber,_!n the EKB type
definition list, specified by an EKB requester. Sub-EKG S 6110T 6120 and
so on received fron1TLCE s are sinply conbined together into a single EKB

gpb |l onging to a
_ thereby C. EKB. .I.n order-that: each device be
speC|f|%E%g€gg%€§t€%% se‘% ék???ﬁﬁq CEHHIHSR EIER 35 Rerfomeshnuary. 2005

-- speci fi.c-category the device belongs.
to iﬁdntlshus whi ¢ can %W%&%&é‘gi’qlﬁe% g'é’ Yg ddst?}s( da'éa Ilgnggfll)lz
etz e i o) AL 5.0

indicating the category correspon 0 ed : is,
1l REGE dat a

the co i3] S gted sub-EKB's, the

indica??ig t he afgpleng?% of pg%%|v39€ b%ERB%E?oP ge areas and the node

1D, serV|Hg th@sabubeEKBSbﬂfﬁédfbEB&eQQ 9§t5r08£c£R8 Seégﬁﬁiﬁgg category

= EKB from sub—EKB 5, a sequence of encrypted key data-
-included 1n the respectlve sub- EKB s are rearranged such
that the 1ocatlons of key data in the sequence correspond to
the locatlons in the whole tree from top to bottom. 5A _
technique of. produc1ng a comblned EFB by 31mp1y combining
subuEKB s produced by TLCE s of category trees 1nto a single
EKB w1thout performlng rearrangement is descrlbed below.

Flg. 60 shows an example of a comblned EKB 6000
produced by 51mply combining sub-ERKB's produced by TLCE's of
category trees into a 81ngle ‘EKB w1thout performlng |
rearrangement.-

In the procese‘of issuing an EKB, the key distribution 7
.center (KDC) sends a sub-EKB prodcction request to TLCE's
‘which_are entities maﬁaging category trees corresponding to

~-an EKB ty?e identification number, in the ERB type
?definition 1iet, specified by an EKB requester. Sub-EKB's
6110, 6120 and eodoh received from TLCE'S are simply
combined together into a single EKB thereby producing a
combined EKB. In order that each device belonging to a

specific category can select, from the combined EKB, a sub-




orresponding to the sub-EKB' s. Furthermore, information i ndi cati ng
'Eagezuﬁger b? sUb-%KB‘inncluded |n ‘'t he conbi ned EKB is described in the
“header 6200. Still . furthernore, a .signature 6300 is pro@ldahiahb00s
certificate authorlty or the I|ke) in accordance with the whol e data of the‘
conbi ned EKB and added-thereto.- Fig. 61 shows a conbined EKB produced in
t he manner descri.bed above with reference to Fig. .57. A sub-EKB described
in a. sub-EKB field 6110 is exactly t e_;age.gs the'fﬁb EFB—(A%epigduced by

TLCE of the category tree A .destribed above wi referen

LPS ' 55, wherein: thegtaé ‘part thereof consists of 101, 010, 000, 111, and
111, and the key part consists of Enc(K010, Kroot) and Enc( K011, Kroot) A_

sub- EKEERR sehidiedoorres pod £ filed GEERAE IS cabefidy tHe (sadBeas the
sub- EKB- (B) produced by the TLCE of. the category tree B descrlbed above

with repelerde to Md). LRk Jdanizh cdaD0e priofssed, byhenl aevhget ag part
t hereof consists -of 110, 010, 000, '111 and 111, and the: key part -

consi stdatR @QﬂﬂQQERﬁgﬂhﬁxﬂbllzﬂuﬂﬂﬁnﬂﬂﬁgltheKﬂeee)s;EbQongaéhomﬁ the data
structure of ,a conbined EKB produced from sub-EKB' s, shown in Figs. 58 and
59, pr GHRddE and glagia (axddsn I lileh mldecatuagathevchedgdc ice. A sub EKB
deecrlbed in a syb-EKB field 6110 is exactly the same as - EKB- (A')

produc&?%ﬁstﬂ?é‘dFE’GEtt?f eaed @a@e@'@ﬁyaﬁﬁeédﬂeddescrl bed above with reference
to Flg 58, Tﬂhgrgg? tﬁe co%blned EKB 1ncludes, in addltlon to the

_ selected sub-EKB's, -the data 1ndlcat1ng the data length of
respectlve sub EKB storage areas and the node ID's, serv1ng
as sub-EKB 1dent1f1cat10n data, of the respective category S
trees corresponding to the sub-EKB's. Furthermore,
information indicating the number'cf sub—EKB's.included_in-
the combined EKB is'descfibed'in the header'6200; still
furthermore, a signature 6300 is prodﬁced (by a certificate
authority or the like) in accordaﬁce with'tﬁe whole data cf
the combined_ﬁKB and added thereto.

‘.Fig. 61'ehows a combined EKB produced in the manner
described a50ve with reference.to3Fig. 57. A,subQEKB'
descriped in a sub-EKB field 6110 is exactly the same ae the
sub-EKB-(A) éroduced by the TLCE of the categery tree A
_descrlbed ‘above with reference to Flg. 55 whereln the tag
-part thereof consists of 101, 010, 000, 111, and 111, and
the key part consists of Enc(X010, Kroot) and Enc(KOll;
Kroot). A Sub—EKB described in a sub—EKB field 6120 is
'exactly'the same as the sub—EKB—(B) prodcced by the TLCEtcf

the category tree B described above with reference to Fig.




part thereof consi sts of 101 010 000, 111, 000,.001, 111 and 111, and
the key part consists.of Enc(KO010, Kroot) Enc(KOlll Kroot) and
Enc(KOL100, Kroot). A sub-EKB described in a sub-EKB fleﬂadﬁnmmyﬁﬁoixactly
t he sanme-as = sub- EKB- (B) produced by the TLCE of the category tree B,

i ncl udi ng no revoked device, described above with reference to Fig. 56,
wherein.the tag part thereof: consists of 110, .010, 000, 111, and 111, and
the key part consists of Enc(K110, Kroot) and Enc(K111l, Kroot). The - _
conbi ned EKB descri bed -above nmakes ilb8pessi bl e for. each device. bel onging
to a specific.category to select a sub-EKB corresponding to that specific
category and process (decrypt) the sel ected sub-EKB. This allows a sub-EKB

oo OIS ELEFAY Nl R I b, B L2
det et e e, SORPE WPHLTATERLAARRGE 2007, 120y the key

Iength wi t' hout being in y the other
di striid GcqEILAr, Jdoes not need to deassenble and reassenbl e the

tag parts and the key data parts of sub-EKB' s received fron1respect|ve

TLCE s, andribuse2t BRoRAMBhEXhkYa Ot HASLRFECEE % 'éozﬁ@% g’ﬁﬁﬂ a devi ce
SC

acqui res an- EKB produced according to e present e device can
det ect prosiubeBKBrogosutspRBIE)Ishewd sat PIGEY 58 &Hacﬁgthﬁro&‘&‘!é&e bel ongs,

and ~in a 81tuatlon in which there is a revoked device. & sub-
'EKB descrlbed in a sub-EKB fleld 6110 is exactly the same as
'sumeKB—(A ) produced by the TLCE of the category tree A
descrlbed above with reference to Flg.-58 whereln the tag
part thereof con51sts of 101, 010, 000, 111, 000, .001, 111,
and 111, and the key part consists of Enc (K010, Kroot),
Enc(K0111, Kroot), and Enc(K01100, Krodt)._ A sub-EKB
described in a Sub-EKB field 6120 is exactly'the'eame-as
- sub-EKB~(B) produced by the TLCE of the category tree B,
including no revoked device, described above with reference . -
'to Fig. 56, wherein the tag part thereof consists of 110,
010, 000, 111, and 111, and the key part consists of
:Enc(Kllo Kroot) and Enc(Klll Kroot).
The .combined EKB described above makes it possible for
~ -each dev1ce belonglng to a specific category to select a
-suwaKB corre5pond1ng to that spec1f1c category and process
:(decrypt) the selected sub-EKB. ThlS allows a sub EKB to be
' produced for each category (TLCE) using an absolutely
_arblrrary cryptographlc algorithm or key length. In other

., words, each TLCE can determine the cryptographic algorithm




can extract a root key'by processi.ng the SUbF-EKB'in_ accordance with a

- specific procedure deternined by a TLCE managing the device. It is not

needed to know the procedures deternmined by the TLCE s of 2% #anuenh2¢05
categories. It is also not needed to describe keys in a sub-EKB such: 't hat
the keys .have a fixed length, and, theoretically, the key length nmay be
set to any arbitrary value. .(Revocation (1)) A revocation process
performed in a case where an EKB _us e in common by a plurality of :
categories is described below First,” a revocation process is described.
whi ch may - occur in a situation in which an-encrypted content is acquired
fromthe outside via a network- or. a nedium a content key is decrypted
usi ng @Ie R thek thangtio widthEKB be iyl Friflaldncdddie arieeRithes: decr ypt ed.
Referring to"Fig. 63, an EKB. 7000 is assumed to be used 27 January: 2005 -
160 iJFf %4 a category tree A (7100) and a category tree B (7200).
The EKB 700Q. used in comon by the category tree A (7100) and the category
tree B (7208)S &e¥sdighedbuhiprBepnberi dEACH doasi ootnosbdrtél in the EKB

type definiti list. In such a situation, a content. provider provides a
contengﬂgﬁ%¥?gﬂéﬂqﬁﬁ}ﬂﬁaéséﬂﬁﬂéhﬁh@eﬁaﬁi@aétﬁeﬁwdrkh@’k&y detiaum and
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“the complexity of thé_pfoéess'ié eased. -
| Whén a devicé ééquires an-EKB produqed-aécording'to the
présent schéme, thé'device can detect a sub-EKB
-9or;¢sPondinglto a category to which the device belongs, and
can extract'a root key by précessing the subQEKﬁ in |
écéordance with a specifié procedure determined by a TLCE
managing the device. It is nbt—needed to . know the
procedures deteﬁmined by the TLCE'sS of the bther.categbries,
It is alsc not needed to describe keys in a sub-EKB éuch
that the keys have a fixedrléngth; and, theoreticaily,_the
key length may be set to any arbitrary value:
-(Revocation (1))

A revocation processAperformed in a case wﬁére an EKB
usable in common by a plurality of categofiés is described -
below. First, a revocation process is described which may
occur in a situation in.ﬁhich an éncryptEd cbntent is
acquired from the outside via a network or a'mediuﬁ, a
lcontent kéy is decrypted using é key extracted from én EKB;
and finally the content is decrypted. |

Referring to Fig. 63, an EKB 7000 is assumed to be uéed'




content - by extractlng a root key fron1the EKB 7000, .- acquiring the content
key by perform ng decryption using the . root - key, and‘finally decrypting
the encrypted content using the content key. In-this sit2iadanary 2005 |
breakage of secrecy-of key data or another unauthorized state of .a:
device Al (7120) bel-onging to the category tree A (7100) is detected, the
device Al (7120) is revoked. To performrevocation, the TLCE of the
category tree A (7100) first issues a tree. change notification-(Fig. 53) to
the key distribution center (KDC). hgoaccordance with the received tree
change -notification, the key distribution center (KDC) sends a notification
to TLCE's and EKB requesters managed by the key distribution center (KDC).

Th td f t | ud | f dicati that. the t h

roti 1o | ERT 1y g e ATa D) BRdS 3 GATeBsstresen of (el

EKB t t f d t of t The t

changgq% :Qébégﬂlﬁ?53°8%|ﬁ%FéggénE%Hﬁwnﬁigvab&tFggéaaygbérégﬁé onFy [ge
tit E t t.hat b d by th

cat 'egbrs’]xq;Oe?e'%%‘f TR Rt ERor Rl B° (78803 3b, 53R 16%eH 3§teé§§ry Yntities

t hat TR 1RSI 1CAL 09T KuhbEES ¢ HsaﬂgtheeEKaaggPEKg used by the

cat egor ree. i n wh revocati on occurs f? p055|ble to
perforqthe above process, the

In such a situation, a content provider provides a
content encrypted u31ng a content key via a network or a
medlum, and devices belong to a category tree A (7100) and

_ devices belonglng to a category tree B (7200) use the
content by extracting a root key from the EKB 7000,
-acqulrlng the content key by performing decryption u51n§"the
.root key, and finally decryptlng the encrypted content using
the content key. |

| In this situation, if breakage of secrecy of key data
or.another unauthorized state of.a'device Al (7120)
belonglng to the category tree A (7100) is detected, the
device Al (7120) is revoked.

To perform revocatlon, the TLCE of the category tree A
“(7100) first issues a tree change notification (Fid. 53) to
_the key distribution center (RDC). In‘accordance with the
'feceived tree change notification, the key distribution
_center (KDC) sends a notification to TLCE's and EKB
reqnesters managed by the key distribution center (KDC).

The notification includes only information indicating that

~ the tree change notification has been received, and renewal




key distribution. cent er ( KDC) holds a. list-of users of al r eady- |ssued

EKB' s, in which EKB requesters using speC|f|c EKB types and corresponding
EKB type identification nunbers are listed. A content pra&iaterry 2G65ch
provi des a content to devices' in the category tree in which réevocation
‘has been' perfornmed and which is also an EKB.requester.in this' situation,

" requests the key d|str|but|on center. (KDC).to produce an EKB renewed such
‘that only devices other than the rev >d_devi ce can process ‘the EKB: In
this specific case, the content provider behaving as the EKB requester in
such asituation ~specifies the EKB type identification nunber #1 indicating
the EKB ty e that is used in cormon by the category tree A (7100) and the

cat egor9f t¥ee BKB 72099 . dahin Baterr] isthel Ekbt rpaprRstesd ROAGRS a . new r oot
key and sends it to the KDC, or alternatively, the EKB request er requests

t he NUPQ%P273J§M%ﬁy 2005 - 162 produce a new root. key. in accordance
with the specffled EKB type identification nurber #1, ‘the key distribution
F'eseaﬁ@h€§aﬂﬁé'ERBlﬁysetdeﬂlnSSued instrespodeeeed nodes of

center (KDC
relatin cate%8%¥ es and reaéests TLCE s of category trees A (7100) -
and B ( FFlo AHY der entddiesodds BKB praguieseeassub- EKB from
uhi ch gLl i o igied E%@C@%é Fa B iocedatd by The hogory troe in °
quest 0 y egory tree in
which revocatlon occurs, or further to category entities
that manage other category trees using the same EKB as that
used: by the category tree in which revocatlon occurs. 'In'
' order to make it p0851ble,to perform the above process; the
'key distribution center (KDC) holds a.list'of users'of |
already-issued EKB's, in which EKB requesters using specific
EFKB types and corresponding EKB type identification numbers
are listed. | o
| A content prov1der, whlch provides a content to dev1ces
in the category tree in which revocatlon has been performed
and_whlch is also an EKB. requester in thls‘s1tuat10n,
reqﬁests the key distribution center (KDC) to produce an EKB
reneweg such that only'devices other thanlthe revoked device
~can process the EKB. In this specific case, the content
prOV1der behaving as the EKB requester in such a 51tuat10n
specifies the EKB type identification number #1 indicating
the EKB type that 1s~used in common by the category tree A
(7100) and the category tree B (7200). Thereafter; the EKB
requester produces a new root key and sends it.to the KDC,

or alternatively, the EXKB requester requests the KDC to




category trees A (7100) and B (7200) produces a-sub-EKB. this specific
case, in the category tree .A (7100);. .a-sub- EKB-(A) is produced such that
only devices other than the revoked device Al “(7120) can. éktanugry &0mew -
root key fromthe - sub-EKB-(A). In the category tree B (7200),. if'there is.
no revoked device, a sub-EKB-(B.) is produced-such that all. devices -
bel onging to the category B (7200.) can extract a new .soot key fromthe
sub- EKB- (B) and the resultant sub-EgﬁgéE»' As transmitted to the key

di stri-bution center (KDC).-The key distributi.on center (KDC) produces a
conbined EKB fromthe sub-EKB' s received fromthe respective TLCE's in

t he above-described manner, and transmts the resultant” .EKB to the EKB

r equest¥oqdeemt@meproodeidy. The EKB requester (content provider)

di stributes ai content using the. new EKB.received fromthe key
distributioﬁn-@@Wpéﬂa®mﬁcyitMD¢hespgebﬁf&aﬂlEKBthngKB requester (content
27 January 2005 - 163 . provider) encrypts the content using a

~cont ent:d&A R atdmy ypimbathdt looritten kelyedl istimigution eentkey (gutyact ed by
decrypting the' EKB, and distributes the encrypted content and content key.
The de\ﬁ%?gs“h@eﬁ i FKB &viee defiiaddripnt Adst Ao Abdertanddebeodevi ces '

"~ bel ongi:ng ta the category tree B. .(7200) can use the content by extracting
the rodt 6 GRCIRE YERB e PRdc FRAYehe BBAESHt offegabygpeyforming
decryption'. .,uSi he root key, and fi.nally decrypting the encrypted .
conteg%r%%sn ﬁﬁgggénﬁgﬂtBkég?%p@mﬁ?ﬁ??SPﬁédﬂégokedthevdeeected

-nodes to produce a sub-EKB from which authorized devices can

extract a new root key.

. ih response to the request, ‘each of‘TLCE's of the
category trees A (7100) and Bf(?200)7produces a~sub;EKB. in
this specific case}'in the cateéory tree A (7100), a -sub-

EKB—(A) is produced such that only devices other than the

revoked device al (7120) can extract a.new roof key from fhe
subaEgB—(A).' In the.category tree B (7200), if'thére'is no"
revoked device, a sub-EKB-(B) is produced.such_tﬁat all- )
deyicés-belonging to the category B (7200) can extract a new
-root key from the sub-EKB-(B) and the resultant sub-EKB-(B)
s trapsmittéd to the key distribution céntér (KDC).

- The key distribution center (KDC) produces a combined
EKB from the sub-EKB's received from the respective TLCE's
in the above-described manner, and transmits the resﬁltant
EKB to the ERB requester (content provider).

The EKB-;equeSter (content provider) distribﬁtes a.
content usigg the.new EXKB received from the key distribution

center (KDC).. More specifically, the EKB requester (content



Al (7120) =in the category tree -A.(7100) cannot process the renewed EKE
and thus cannot use the content. In the exanple descri bed above, the key
distribution -center (KDC) does not renew the EKB type-d&f uanuanoaooa st at
the point of tine. at which the tree change. notification is ..
receai ved.fr-omthe TLCE. Alternatlvely, at the point of time -at- ‘whi ch the
“tree change' notification-is received,'the key -distribution center (KDC)
may renew the EKB and -the EKB.type definition list in accordance with.the -
tree change notification,. and mayisgansnit the renewed EKE type
definition list to the EKB requesters and TLCE's.  (Revocation (2)') A
revocation process is nOM/described whi ch may occur - in a situation in

whi ch’ varlo ontents.are.encr ang- stored by a .user into a
recor dPh§ d é@?geeBFr¥P§§o$Q Hé u?ﬁnﬁhﬁcﬁ°5ﬁeERBK?¥ 8Pfred, wherein a

ocor aEhgE RSP obRg, ChREeEE, #%326‘%858%? . g%gé‘egteﬁiegi‘??e? Lo )
?QCQZIPQE??E‘E%?GEQ%FP '+ a0, kY EfpEes ERE) FrRGyoRY féoﬁ%aﬁt an EK3 5000
i . 8000
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(7200) can use the content by extracting the root key from

‘the EKB, extractlng the content key. by performlng decryptlon
u51ng the root key, and flnally decrypting the encrypted
content u31ng the content key. However, the revoked device
Al (7120) in the category tree A (7100) cannot process the
renewed EKB and thus cannot use the content.

In the example descrlbed abqve, the key distribution
.denter (KDC) does not renew the EKB type definition iist at
the point of time_at which the tree change notification is
reeeived.from the TLCE. Alternatively, at the point of time
atrﬁhich the tree chéﬁgefnotification-is reeeived,'the key
distribution center (KDC) may renew.the EKB and the EKB. type “
definition list in eecordance with the tree change '
notification,.and may transmit the renewed‘EkB type
definition list to the EKB requesters and TLCE's.

" (Revocation (2)3 |

A revocation pfocess is now described which may occur
in a situation in which various contents are encrypted.ahd
stored by a user into a recording device or a stdrage medium

in which an EKB is stored, wherein a root key extracted from




users-record and play back a' content by.nmeans: of encryption and decryption
usi ng the EKB. The EKB 8000 used:'in common by the category tree A-(8100)
and the category tree B (8200) is.assigned an EKB type iazﬁﬂmﬁﬁba@ﬁbn :
nunber #1 in the EKB type definition list. In this situation, if breakage
of 'secrecy of key data or another unauthorized state of a device A (8120) -
bel onging to the category tree A (8100) is detected, the device,.:A (8120)
is revoked. To performrevocation, the TLCE of the-category tree A (8100)
first issues a tree change notifi cat 8n‘(Fig. 53) to .the key distribution
center. (KDC). In accordance with the received tree change notification

the key distribution center (KDC) sends a notification to TLCE s nanaged by
the kegheliBRB idtuideah icenher rekbed innd deviaseseei ahedsEKBageeaeesifgr s The
notification includes only inferrmation 27 January 2005 -_g65 I ndi cati ng
‘that tHe tusesl @rarg&ayonickidedt iian ehasypedon nagedvedypanenl engyed of the
EKB type definition list is not performed at this point of tinme. In order
‘to prevampe cohtrsnosdingmdesiice bur sherageesielyunt he sgvakes wevige Al '
(8.120), the TLCE of the category tree in which revocation has occurred

r equestas seldHu@rordilsgr thpei.on center (KDC) to produce an EKB renewed such
that only devi ces other than the revoked device can process the EKB. In
‘this situat REASTLANG R OELBehtdesarsERH HKB is assumed to be used

in‘commpn by a catégory tree A (8100) and a categorf tree B
{8200). That is, fhe EKB for common use is stored in |
“recording devices or thé storage media used in common in the_
category tree A (8100) and the categéry-tree—B (8200), and
users record and play back a'cohtent by means of encryption
and decryption'using the EKB. The EKB BOOO'used in common
by the category tree A (8100) and the category tree B (8200)
is assigned an EKB-type identification number #1 in the EKB
typé definition-lisf. '

In this situation, if breakage of secrecy of key-data
or another unauthorized state of a device Al (8120)
.belonging tq‘the category tree A.(BIOO) is detedted,rthe
device Al (8120) is revoked. |

To perform réVoéation, the TLCE of fhe-category tree A
(8100) first issues a tree change notification (Figq. 53j_t0
the key distribution center (KDC). In accordance with the

,;réceived tree change notification, the key distribution

center (KDd)lsends a notification to TLCE's ménaged by the
key distribution center (RDC)-and_to associated EKB

requesters. The notification includes only information




requester.- In’ this speci fic case, theT LCE behavi ng as the .. EKB requester
in such a situation specifies the EKB type i dentification nunber #1 - :
indicating the EKB type that is used in common by the cat%@éﬁwﬁ¥Y2Q95

A (-8100) and the category tree B:(8200). Thereafter, the EKB request er
produces a new root key and sends it to the KDC, or aIternatrver, t he EKB
requester requests the KDC to produce a newroot key. In accordance with

t he specified EKB type identification nunber- #; the key-distribution:
center (KDC) searches the EKB type dé6irition |ist to- detect nodes of

rel ating category trees and requests TLCE s of category trees A (8100) and
- B (8200) corresponding to the detected  nodes to produce a sub-EKB from

h
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category tree (810 a sub pro uce sUCh:

ot her thaitddied Qo deuiige A 20)- can extract a new root key from
‘the. sub-EKB: (A). Iﬁﬁqseﬁcategokyegéee B (8200), if there i's no revoked

device, a suh- Eﬁef@o'ﬁr@&@ﬁ@%@%tf@ém%e%ng ePe&Q%g t° t he

category "B (8200) can extract a new root key sub- - and
the restlet aeivoked- BKBi6B) ali %812@'5'?”1:11&9@L€9 6betﬁeyc9t§§6k§9u£t8é' Ce“ter

(K09 in which revocation has occurred requests the key -
dlstrlbutlon center (KDC) to produoe an EKB renewed such
that onlj,devices other'than:rhe revoked device can process
the EKB. In this situatiOn, tﬁis TLCE: behaves as ao'EKB |
requester. _In'this séeeific'case, the-TLCE behaving as the
EkB requester in such a situation specifies the EKB type
identificationfnumber #1 indicating the EKB type that is

-used in common by the categorf rree A'(BlOO) and the |
'category tree B (8200). Thereafter, the EKE requester
-produces a new root key and sends it to the XKDC, or -
alternatively, the EKB reéuester requests the KDC to produoe -
.a-new-root'key. | |
In accordance with the specified.EKB type
identification number #1, the key'distribution center (KDC)
searches the EKB type definition list to‘detect nodes of
- relating category trees and requests TLCE's of category
trees A (8100) and B (8200) oorresponding to the detected
nodes to produce a sob—EKB from which authorised devices can
extract a new root key.

In response to the request, each of TLCE's of the




The key distribution center (KDC), produces a . conbined. EKB fromthe -
sub- EKG s-- received fromthe respective TLCE s in.the above-described
manner, and transnits the resultant EKB to the respecti ve27HanEasy 2G05r nmat
hol ders). Each TLCE (format hol der) sends the new EKB received: - fromthe
key distribution center (KDC) to devices to update the. EKB stored in the
devi ces,. The devices '. bel ongi ng to the . category tree: A (8100) and the
devi ces belonging to the ‘category. ee B (8200) can record a new cont ent
into the devices using, -in the encr |on/decrypt|on process,. the root
key extracted fromthe updated. EKB. The recorded content encrypted using
t he new EKB can. be decrypted only when the correspondi ng- EKE is applied,

and t husatégorevokees Ale(s bE) canmbtB UB20he mahfids al RRIHUEREENt riphvention
has been.described in detail above with.reference to particular

enbodi nekis. specifid w&z? rarhiey yca2@fory6 trappar@ton)g bhewe-skilled i n
the art_that various -nodi fications and substitution to those enbodi nents

may be ERBrieA) nig teradusail math diede onflyr deisis atthest Whahoghedeparting
fromthe spirit and scope of the invention. That is, the enbodinents have
been dé@%¥$) QQﬁiR?laﬂ\M%}&ﬁ) canaepiteagnd an aew mmntakegnfr$hetﬁéope of
the inventionis to be determ- ned solely by the appended cl ai ns. '

| ndust r§! %ﬁﬂﬂ|AdamILWSFWQ1QﬂM§9PﬁVo¢W§ﬁ|Bn(ﬁﬂ@@essnmgtk¢SEemsanoord|ng to

t he
:revoked deVLCe, a sub—EKB—(B) is produced such that all

devices belonging tc the category'B (8200)-can extract a new
root key from the sub—EKB—(B), and the resultant subuEKB-(B)
is transmitted to the key dlstrlbutlon ‘center - (KDC).

The key distribution center (KDC)”produces a combided'
EKB from the subuEKB s recelved from the respectlve TLCE's
in the above—descrlbed manner, and transmlts the resultant
EKB to the respectlve TLCE" s (format holders).

Each TLCE (format holder) sends the new EKB received :
from the key distribution ceﬁter (RDC) to devices'to update
the EKB stored in the devices. The devices belonging to the -
'category tree A (8100) and the devices belonging to the
category. tree B (8200) can record a new content into the
dev1ces u51ng, in the encryptlon/decryptlon process, the

' root key extracted from the updated EKB. The recorded )
lcontent'encrypted usiqg the new EKB can be decrypted only
._yhen the corresponding-EKB is applied, and thus the revoked
device cannot use the content. o |

'The preseht_invention has been described in detail

above with reference to particular embodiments. It will be




present invention, as described above, a key tree is produces so as to

i ncl ude a pIuraIlty of subtrees serving as category trees that are grouped
in accordance with categories and nanaged by category. endf danaery 2005 an
enabl ing . key block (EKB) .i's produced .so as. include data produced by
selectlng a path in the-key tree and encryptlng an- upper- level key'in the
sel ected path using a | ower-1evel - key in the sel ected path and the -

resul tant ~enabling key bl ock (EKB) is provided to a device, wherein

i ssuing of EKB's is managed on thelfdsi-s of the an EKB.type definition
list representing.the correspondence between-an EKB type identifier. and.one
or nore identification data identifying one or nore category trees that

can prongsarat BB wiosd s7B 1ledpar 48r) iafitedny LgGKB type identifier,

thereby nmaking it possible for an EKB requester, which i ssues an EKB

pr oductricahi frietuisisins taad? Fubsryaiy 29020 thb8e ‘éﬁl%bh)[m%ﬁltgcfna pategory to
which the EKBis to be applied. Furthernore, in the-informtion processing

syst emmeauke niet fdek antoddimentt @hbBenpregent 1uB¥eALHBR. wieHbatr ation and
revocation of an EKB type identifier in the EKB type definition list are

per f or Wepanday thremthagspintitohndhecoleyodi shei bybbARi6RNT efp4KDC) such
that.regist ration and revocation are. ‘performed only when a predetermn ned

condi t i6n $beh embodimentis hevepbeeunallescribgdesbooé by ®ayiéy Managing a
category tree is satisfied, thereby ensuring reliability of information
regi st EX8APLE ARE BRB ﬂypetdbionptlﬁheISGOPe of the invention is

‘to be determined_solely by the appended claims.

Industrial Applicability

.In the‘infd;mation processin955ystem according to the |
present inventiqn, as describgd above, a key tree is: |
_produceﬁ‘so as to include a plurality-of subtrees serving as
category trees that rare grouped in accordance with |
categories and managed by category.entitieé; and'an enébling‘
key block (EKB) is produced so as. include data produced by 1
sélecting a path in the key tree and éncrypting an upper-
Tevel key in thefselected_path-usingra lbwer—levélxkey in-
the selected path and the resultant enabling key block (EKB)
is provided to a device,'wheréih issuing of EKB's is managed
on the basis of the an EKBrtypé definition list represénting :
‘the'correspondence between. an EKB typefidehtifier and one or
more identification data identifying one or more category
trees that can process an EKB of ah EKB typé identified by
‘the EKB type identifier, thereby makihg-it possible for an

EXB requester, which issues an EKB producfion-request, to




Furthernore, in the informtion processing system and nethod according to
the present invention, the EKB type definition list is provided in
response to a. request froman .EKB request . or an entityZfdamngnngols
category tree so. that the EKB requester and the category entity can
obtain a newest version of EKB type definition list. Furthernore, in the

i nformati on processing systemand  nethod according to the present

i nvention, when a change occurs. in the EKB type definition list, the EKB
requester and the entity managi ng %8 category tree are inforned of the
change thereby ensuring that the EKB requester and the entity managing the
category .tree can properly performtheir -operation on the basis of newest

ver STOeafi KBRS dlelildd:ap dd SnicH ANty 0% 18 Supy @A VS 1. A0

i nf ormati on "processi ng system’in which a key tree is forned'so as to

incl ude | eavegthermdek, andthedeafoLHhtlibAdpkBcBaLRagl E§BEehNgngespective
| eaves to-the root, wherein-a plurality of devices are assigned to

respectmetthddaRHrddng ey theahh caesitdieddnt-iong reelistiAe ibpauas, and
..the nodes, respectively; and an enabl.ing. key block (EKB) is .provided to

a devi amsvostrisim dfhene BB itypek dyiehitddk eEKR) thiengkadegpeat a produced. by
Sel'ecting a path in the key-tree. and encrypting an upper-|level key in the
sel ect ethfirddtibrudiisg axel peefolrmed ukepri thehmanabentad p&tkhsuch that the
key'distribution center (KDC) such that_fegistfation.and
'revocation'are.performed'only wheﬁ a predetermined condition
such as that as to $ppr§val or.requestAofian'entity managing
a categbry tree is-satisfied, thereby ensuring reliability
of inforﬁatiqn registered in'thé.EKB-type definition list..
Furtherﬁore, in the info;mation‘proceésing system and
method accordiﬁg to the present invention, the EKB type
definition list is'prbfided in response‘to a request from_an‘
"EKB request or an entity managing‘é catégory‘tree so that
fhe EEKB requester and the category enfity can obtain a
ﬂéwést version of EKB fype definitioﬁ list. |
Furthermore, in fheiinformation processing system and
method according to the present invention, when a change
- occurs.ip the EKE type definitiqn list, the EKB requester
and the entity managing the category tree are informed of
the change-thereby ensuring that the EKB reQuester and the
entity managing the category tree can properiy perfdrm their
operation on the basis of neweét version of EKB type

definition list;




encrypted data can be decrypted onIy by the devi ce which can use a node
key set. correspondlng to the seiected path, wherein the key tree includes
“a plurality of subtrees serving as category trees that apéJgpuampa@dsSn

accordance - with categories- and nanaged by category entities; and the
enabl ing key bl ock (EKB) is produced by a key distribution center (KDC)
such . that an EKB type definition list representing the correspondénce
bet ween an EKB type identifier .and one or nore category tree identification
data .each identifying a category-umee—that can .process an EKB of an EKB -
type identtfied by the EKB type. identifier is held in the key distribution
center (KDC), one or nore category tree identification data corresponding

‘to-an EKB type identifier included ¢§i$%; EKB request are extracted fromthe
EKB type 27 -January 2005 - 170 def ¥ nlist, and an EKB is produced
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category tree n-1nformation procCessing-system accor b daim 1,
wherelmﬁére;EKB bﬁﬂ%ad&tynbE'@%vﬁb%E h@ﬁlﬁgEigﬂed to respective
‘leaves and keys are assigned-te-the root, the leaves, and
the nodes, respectlvely; and an enabllng key block (EKB) is
provrded to a devrce,'whereln the enabllng key block (EKB)
‘includes data produced by selecting a path in the key ‘tree .
and eherjpting an upper—levei key in the selected;path using
‘a lower-level key in the selected path such thet the |
epcrypted date can be decrypted:only by the deviee which can
use a node key eet,correeponding to the selected path,»
wherein the key tree inciudes a plurality or’subtrees
serving as category trees that are grouped in accordance
with categories and managed by category entities; and
the enabling key block (EKB) is produeed by a key
fdistribgtion center (KDC) such that an EXB type definition
list representing the correspondence between-an EKB type
identifier and one or more category tree identification data
.each identifying a category tree that can process an EKB of
’an EKB type identified by the EKB type identifier is held in
the key dlstrlbutlon center (KDC), one or more category tree
identification data corresponding to an EKB type identifier

included in an EXB request are extracted from the EKB type




descrlptlon of a device bel ongi.ng to a category tree. 4. An information

pr ocessi ng systenlaccordlng to Claim 1, wherein the EKB type definition
list can by held or' - accessed by an..EKB requester that 2%&ﬂb§$£2@ﬁe key
di stribution center (KDC) to.produce an-EKB; and the EKB requester selects
an EKB type identifier on the basis of the EKB type definition Ilst ‘and
outputs an EKB production request including the selected EKB type
identifier to the key distribution center (KDC). 5. An infornmation
processi ng system according to d ai 77 January 2005 - 171 1, wherein the
category entity produces a sub enabling key block (sub-EKB) serving as-an
EKB that can be processed on the basis of one or nore keys assigned to

nodes Aves in a categor ee, managed by the category entity; and on
t he bascli sf%lfl one: o]i*l %Cgba’é;éd,{% 1& éb‘i%ﬁ%?eﬁi// hd€e cat egory

entiti dl Q. ane nore _categor dentlflcatlon dat a _
sel ect g%‘%ﬂ;éﬁ cbingI 5 O ERE Eorﬁﬁpémc?eﬁ]ﬁﬁqlg% C?Iqtﬁgothé?rl@éﬁ di stribution
center {4 n he processed in common in one or
nore cat egorlyflt%&e)gﬁpg'?fl n%e:!jﬁlctt{ér%lt 0I’::’%B Sg’ c?eﬁ‘%eﬁoﬁf tregts. 6. An

|nforrmﬂdéﬁtlﬂyaggisﬂla%ﬁ%ysten1accord|ng to Caim]l, wherein the key tree
includes a root tree having a nultilevel tree structure at the top, a

t op- | evel category -
| 2. An information processing system according to Claim
1, Wherein; in the EKB type definition list, the
| identification data ideﬁtifying a category tree that can
process an EKB is a node ID identifying a node in the

_.category tree.

3. An information processing system according to Claim
1, wherein the EKB type definition list includes a

description of a device belonging.to a category'tfee.

4. An information prbceseing system according to Claim
1,‘ﬁhefein_the‘EKB type'definition‘iisthan by held or -
_aceessed by an EKB requester that requests the ke&
distribution center (KDC) to produce an EKB; and

the EKB requester selects an EKB type identifier on‘the

_baeis.of the EKB tybe definition list and outputs an EKB A
‘production request inclUding the selected EKBItype

identifier to the key distribution center (KDC).

5. An information processing system according to Claim




tree directly connected to the root tree, and a sub- category tree |ocated
at a level below the top-level category tree and connected to the
top-level category tree; the category entity serves as a dadengery 206 ty of
the top-level category tree and manages the top-level category tree and
‘the sub-category tree |ocated below the top | evel category tree and
connected to the top |l evel category tree; the category entity produces a
sub enabling key bl ock (sub-EKB) serving as an EKB that can be processed
on the basis of one or nore keys asstghéd to nodes or |eaves in the
top-1evel category tree aggssub-cate ory tree, located bel ow 27 January

I

2005 - 172 the tBETeVRI “eat EG5FP A e Untt L oRREERER St & thEP tepallével
cat egor y dd£er 1 ik Chis apeERBNAgRE v 4 hes Cal eBREY thaRt ida k?é‘g%f?@cé@geéas' S

~of one or nore sub-EKB' s produced by one or nore category entities
correspomdi ngheo basisr obr @enecabeganyrer deeysentdisfigatd ontadahadsal ecred on
t he basig of the EKB Hﬁge definition list, the key distribution center

v

(KDC) pr &8 ah™ERB $Hat9REN bé& S5y JeeReendi h¥corthonCrhe 9oty orRhbEB?
category glygees defined in the EKB type definition lists. 7. An
i nformation, processing systemaccording to Caiml1l,wherein the key
di stribution centern (KDE) bperifsoro onegiost madi®nsub-BKAéw EkBDdwy@ped by
identifier in the EKB t¥pe . .

one oOr more category entities corresponding to one or more
category identification data selected on the basis of EKB
type definition 1list, the key distribution center {KDC)
produces an EKB that can be processed in common in one or
more category trees defined in the EKB type definition

lists.

6. An infoimation ‘processing system according to
Claim 1, wherein the key tree includes a root tree having a
multilevel tree structure at the top, a top-level category
tree directly connected to the root tree, and a sub-
category tree located at a level below the top-level
category tree and connected to the top-level category tree;

the category entity serves as a manager entity of the
topmievel category tree and manages the top-level category
treé and the sub-category tree located below the top level
category tree and connected to the top level category tree;

the category entity produces a sub enabling key block
(sub-EKB) serving as an EKB that can be processed on the
basis of one or more keys assigned to nodes or leaves in
the top-level category tree and sub-category tree, located

below




definition list, if and only if approval of the registration is obtained
fromall category entities nanaging one or nore category trees selected as
category trees that can process an. EKB type to be regi si/edantiaryg200An

i nformation processing systemaccording to Caim1l, wherein the key

di stribution center (KDC) perforns revocation of a EKB type identifier
registered in the EKB type definition list, if and only if a revocation
request is received fromat |east one of category entities managi ng one
or nore category trees selected as catkfoéry trees that can process an EKB

type to b .27 2005 - 17 3 - 9 An informati i
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list requesiel ssueddyran tEER 1 equaslier agk amﬁﬁb%@z@ﬂ’Ybﬁnt th¥ E£gaHgSkHNY
the key distribution center (KDC) to produce an EKB, the key distribufion
center (KkDOLG¥/armtts a newest version of EKB type definition list to the

- requester of the, ,lisf._ 10. i nformati on prac Lng system according to
Claimi1, wher&h ¥He %%?%eaof)?ne?ﬂeft?/rs&?&se ﬁﬁbﬁ?@%’l %npﬁpdg’l‘ﬁ?gﬁﬁ% Pﬂg
a- cat egoiy t meeemanagedolky t BaLeaLRGOr ¥oehtsibddig ke i $hid buti opoeent er

(KDC); and in accordance with the tree changé notification received from
t he cat e§gébpaany tyreehedkayridiistatiinonidata selected on the basis of

.the EKB type definition list, the key distribution center
(KDC) produces an EKB that can be processed in common in
one or more category trees defined in the EKB type

definition lists.

7. An information processing system according to
Claim 1,wherein the key distribution center (KDC) performs
registration of a new EKB type identifier in the EKB type
definition list, if and only if approval of the
registratibn is obtained from all <category entities
managing one or more category trees selected as category

trees that can process an EKB type to be registered.

8. An information processing system according to Claim
1, wherein the key distribution center (KDC) performs
revécation of a EKB type identifier registered in the EKB
type definition 1list, if and only if a revocation request
is received from at least one of category entities managing
one or more category trees selected as category trees that

can process an EKB type to be revoked.




center (KDC) .perfornms necessary renewal. on the EKB. type definition |ist
and sends renewal information to the EKB requester and the category entity.
to 11. An EKB distribution apparatus serving to produce ahJ&EK@na?isbei ng
~disposed in an infornation processing systemin which a key tree is forned .
so as to include a subtree serving as a category tree categorized in
accordance w th a category, the category tree including | eaves, a root,
and nodes existing in paths fromthe respective | eaves to the root,
wherein a plurality of devices are a43igned to 27 January 2005 -- 17 4
respective | eaves and keys are assigned to the root, the |[|eaves, and the
nodes, respectively; and an enabling key block (EKB) is provided to .a

devi ce, whepei nahhenesaRhtR8n. ke¥cbs 8¢k ( N .data_ pgpduced by
selecting a path. in the key_t?eecand e%cr pt?%gggggggﬁgg- %v%?gﬁgy in the
h

. sel ecligd whatrkins ing raspowse kevah kew E? EhBegehgelisd Eﬁ%@ such that the
encrypted data can be decrypted only by ﬁe device whieh can use a node key

set coregspshdiBgued bfeansgkeckegupathr B@eéebﬁtéﬁér§K§nG&E?ribUtiOh
apparatus stores, in 'storage neans, an EKB type définition Tist :
- represenguegtihg ther kegpdhdentbubtbneeanssr EKBotypeoi geslibbesnand one or
nore identification data identifying one or nore category trees that can
procesBKBpn. LERBkeYy. daatEKButype cdpherf (BDCPytransmits a newest

version of EKB type definition list to the requester of the

lisp.

| "~ 10. An information processing system éccordingrtb,
claim 1, wherein the categ@ry'entity sends inférmation of a
change in a:cdtegory-tree managed by the category entiiy to
‘the gey distribution center (KDC); and | |

 in accérdance with the tree changé notification
received from the category entity,-the kej-distribution '

: center (KﬁC).performs necéssary renewal onithé.EKB tYpe
definition list and sends renewal information to the EKB
reéuester and the category entity.

11. An EKB distribution appaiatus serving to produce
an EKB and being disposed in an information processing
system in which a kéy tree is formed so as to include a
subtree serving_as a category tree categorized in accordancé
with a category, the cafegory tree including leaves, arroot,'
and nodes existihg in paths from the respective leaves to

- the root, wherein a plurality of devices are assigned to




the EKB type identifier; and upon receiving an EKB production request from
‘an EKB 'requester, extracts one or nore category tree identification data
cgrresponding'to an EKB type identifier included in the, BEKBnuary2005
production-request fromthe EKB type definition list, and produces an EKB
that can be decrypted in cormmon in one or nore category trees identified
by the one or nore category tree identification data. 12. An EKB
‘requesting apparatus serving as an EKB ' requester which issues an EKB
- production request and-being 27_Jan&&?yf2005 175 disposed in an .
information processing systemin. which a key tree is fornmed-so as.to
include a subtree serving as a category tree categorized in accordance
with arespegeiye fbavesab@@okyykl aeel AskHghBE t8ay¥Rs, r@oﬁ?omeand nodes
existing in paths fromthe respective |eaves to'the root, erein a
pl ural lepves ,dendceheanedassi gaegetoivespechhicaheanspl 8ang k&pys are
assigned to the root, the | eaves, and the nodes, respectively; and an _
enabl i hyoksy (BRB¢k is( fKByiliedptovadadvioe, awHerees, tubesgapl ide enabling
key bl ock (EKB) .includes data, prfoduced by selecting a path in the key
tree ak€yehdpgfst (AEB)annappdes| dath keyduoed by sebbeteithdad pasing a
| ower -1 evel key in the selected path such that the encrypted data can be
. decr ypRe#henkgy byrepaeandvenerypt ting cam uppern-hedel klegy sii tioor r espondi ng
to the selected path, wherein the EKB requesting apparatus R
: .selected path using a lower-level key in the selected path '

such that the encrypted data can be decrypted only by the

device which can use a node key set corresponding to the
selected path, |

wherein the EKB distribution apparatus‘stores, in

storage'means, an EKB type definitionrlist representing the
cprrespondence‘between an EKB type identifier and one or
m@re identification data identifying one or more category
trees that can‘prbcess an EKB of an EKB type identified by
the EKB type.identifier; and
- upon receiving-an EKB prpduction request from an EKB

- requester, extracts one or more category tree identification
data cgrresponding'to an EKB type identifier included in the-
EKB prdductionirequest from the'EKB type definition list,
and produces an EKB that can be decrypted in common in one
or more category trees.identified'by the one or more

category tree identification data.

12. An EKB requesting apparatus serving as an EKB

requester which issues an EKB production request and being



stores, in storage neans an - 'EKB type definition Irst representrng the
correspondence between an EKB type identifier and one or nore
identification data-identifying. one or nore category t r 2% Jamgry 2605
process an- EKB of an EKB type identified by the EKB type identifier; and
produces' - EKB producti.on request data including an EKB type,rdentrfrer in
the EKB type definition |list and outputs the EKB issue request. 13. A
category. tree managi ng apparatus serving to 27 January 2005 -- 17 6 nanage
a category tree and being di sposed LiA5an information processing systemin
“which a key tree is forned so as to include a subtree serving as a '
category tree categorized in accordance with a category, the category tree

| nol udigigpokeaves, afl 1AbrmaARdoROBERCRYEIhE Sy ARSI Lhee, respective

| eaves to the r oot , erein a-plu I'ty of “devices are assigne

respecti¥e kgayss aad keys ape gRre ' t eaves, and the
nodes, respectrvgly Sand an. eﬁg%??§8 Eegu E féﬁg§n?sggr%vrded to a_”

deVICecaﬂhgbﬁyntiéé @Qﬁ@ngQZEEYLﬁlQégoggghcenﬁhﬁﬂe§ datag 93 dyﬁgd o
selecting a - path in the key tree and encrypting an upper- P |n t he
sel ectedtpgbhyusiag an&pwm%eyeavéey ancbbe ssh&Chséeeaéﬂléegﬂ? L
that-the-encrypted data can be decrypted onfy by the device ch can use
anode keypsths fromreh@ondspgetvéhbeseeectedtpat FoovheyRipelfes cat egor y
tree managi ng appar atus produces a

plurallty of devices are assigned to respectlve leaves and

keys are assxgned to the root, the 1eaves,rand the nodes,
respectlvely, and an enabllng key block (EKB) is provided to
a deVLCe,rwhereln the enabllng key block (EKB) lncludes ‘data-
produced by selectlng a path in - ‘the . key tree and encrypting
an upper-level,key ;n the selected path using a lower-level
key in the selected'path such that the encrypted data can be

.decrypted only by the dev1ce which can use. a node key set

correspondlng to’ the selected path

wherein the EKB requestingiapparatus

‘stores, in storage means, an EKB type deflnltlon 1lst
'representlng “the correspondence between an EKB type
1dent1f1er and one or more 1dent1flcat10n data ldentlfylng
.one or more category trees that can process an EKB of an EKB
type ldentlfled by the EKB type 1dent1f1er; and

produces “EKB productlon request ‘data 1nclud1ng an EKB
'type ldentlfler in the EKB type definition list and outputs

‘the EKB issue request.

13._ A category tree managing apparatus serving to




sub enabling key hlock (sub-EKB) functjoning as an EKB that can .

beeprocessed on the -basis of a key assigned to.a node or |eaf belonging to

a category tree nmanaged by the category tree managi ng appat fanyena#fi®Sout put s

the resultant sub enabling key block (sub-EKB) to a key distributiaon

~center (KDC). 14. An. information storage nedi um having an EKB type
definition list stored therein, the EKB type definition'list 27 January .-

2005 - 177 - being produced such that a key tree is formed so as to include

~a subtree serving as a category tred76ategorized in accordance with a

category, the category tree including |eaves, a root, and nodes exi.sting

in paths fromthe respective |leaves to the root., wherein a plurality of .

devi ce [ - I ective l.eav d _keys are.assigned to the

r oot , ?ﬁgkﬁgiéis, a% héﬁﬁﬁh%é¥i?¥%§%%c F%@Ff? éﬁ.éﬁaﬁpiﬁ REFOBI ock. ( EKB)
IS progieatbsa Q- ugde ;dat r e lecting a_path in the-key

- tree and éncr;ﬁfﬁgggan E%pg??%gvgl&ﬁgg%%%g ?%e%ggﬁégtgg.aﬁagﬂ using a

| ower - liaugludee s isbichees 8keet t ' t n s ta can be
decrypféd 8%Iy b5 the~devicela%i§% Eaﬁﬁgggégy E% % éé%gégglﬁgarégponding to

- the selaecicrdiapaehwighda theegKBy,t yR8 éﬁEEEbkyoﬂréésinEi Rigguced so as to

represent the correspondence between an. EKB type Fdentifier assigned to

‘the endlglaivieg kay rbbeckan8KBpdandekdetlingi ¢at hbRPh&akAomi €g8LIfYing a

cat egory tree_that-can process an EKB of an- -
respective lgaves to the root, wherein a plurality of

devices are assigned to respective leaves and keYs'are'

_assigned to'the‘rdét} the leaves, and the nodes,
‘resPectively; and an‘enébling key block (EKB).is prqvidéd to-
§ device; wherein the enabling kéy ﬁlock-(EKB) includes &ata '
produced.by selecting a path in thé:key-trée and encrypting
an'upperfléﬁellkay in the seiecte& path using a 16wer-léve1
key in the-selected path such that-thé-encrypted data can be
'dectypted'only by the devicé which éan use a-node_key set
:correqunding to the selected péth, |
- wherein ﬁhe category tree managing apparatus produces a
sub enabling key block (sub-EKB) functidning as an EKB that
can be-processed on the basis of a key assigned to a node or
. leaf belonging to a category tree managed by the category
trée managing apparatus and outputs the resultant sub |
enabling key block (sub-EKB) to a key distfibu£ion center

(KDC) .

14. BAn information storage medium having an EKB type

~definition list stored therein, the EKB type definition list




.EKB type identified by the EKB type identifier. 15. An information storage
medi um according to Claim 14, wherein,.in the EKB type definition |ist, :
the identification data identifying a category tree thatZ/cmuaycd88s an -
EKB is a node ID identifying a node i-n the category tree. 27 January 2005 -
178" 16. An information storage nedi.umaccording to Claim 14, wherein
‘the. EKB type definition list includes .a.. description of a device

bel ongi ng to.a category tree. 17. An information processing nethod
conprising: formng a key tree imclddi /g a subtree serving as a category
~tree categorized in accordance with a category and nmanaged by a category
entity, said.category tree including |eaves, a root, and nodes existing in

pat hs. fHein o MRRE Glicre thedVv §s r qqt rein a plurality of
devi ces aréigggigned tocﬁesgggiﬁvgkﬁégggg g%dfﬁgggdgﬁg 25388i gned to the
root, tielwhves sudhdelhachdas asl §S I Y; d . vi di.ng .,an_enabl i ng
key bl ock (EKB) to a edeviece, %hgfe?ngﬁﬁgbé% bFF%% E§§gng&Egg(}EKB)

i ncl udesadatdancer eduned byutegbedti BeacRabBoid 1REKEY, 2_and encrypting
an upper-|evel key in the se?ec?ed pgtﬁ us?ﬁgpa F%ﬁe?¥F%§§$n8key in the

- sel ect deapash aumbothaanahﬁoaaeréﬂigdiﬁgtgnpﬁgtﬁg.frgﬁcEﬂgted-onIy by the
devi ce whi ch can use a node key set corresponding to the selected path,
wher ei respectiubl Lagvksytbl ohk {&EKB) %ﬁe@éﬂﬂuﬁeﬁlﬁfaﬁity of

devices are assigned to respective leaves and keys‘are
assigned to the root, the leaves, and the nodes,
fespectively; aﬁ énablihg key block.(EKB)'iS produced so ag
ﬁo include data producéd by selecting a éath in the key tree
,and‘épcrypting an uppgr—level key in:therselected path;using_
a lower-level key in the selécted path so that the encrypted
’data cahybg degrypted only by the device whichrcan use a'-
ﬂode key-set‘corresponding to the selected path; and. the EKB
type definitipn liét-is produéed so as towreprésent the
'correspondence between an EKB type‘identifier assigned to
the enabling key block (EKB) and identification data
identifying a Cateéory tree that'can‘protess'an“EKB of an

EKB type identified by the EKB type identifier.

i15. An information storage mediumlaccording ﬁo Claim
14, wheréin,_in*the EEKB type definitiph list, the
identification_data‘idenfifying a category tree that can
process an ERB is a node ID identifying a node in the

category tree.




key distribution center (KDC) such that an EKB type definition |ist.

- representing the correspondence between-an EKB type identifier and one or
nmore category tree identification data each identifying 2y L@Qb? ree
that - can process an EKB of an EKB type identified by the EKB. type 27
January 2005 - 179 -. identifier is held in the key distribution.center
(KDC), .one or nore category tree identification data corresponding-to an
EKB type i-dentifier included in an request are extracted fromthe EKB
type definition list, and an EKBisﬁﬂF%dUced whi ch can be decrypted in '
common in the one or nore .category trees identified -by the extracted one
or nore . category -tree identification data. 18.. An information. processing

nethod accod@|ngAmolnﬁdnmafaonwhebea@elmeﬁh@mEKBcbyagngeEbntihgﬂ list, the -
.identification-data identifying a category tree that can processi an EKB

i sa. nodet 1 Dhiedesntni filiengEKB rioges idefie ticai dgasty incdedeslad. - An
i nformation processing method. according -to Cain 17, wherein the EKB

type defqsanipgiian sif indawies deldesgmigticon ofatagdeyi eeebel onging to a
category tree.. 1 20. An information processing nethod according to Caim
17, wherein the EKB type definition list can.by held or accessed by an

.EKB requester t hat uests the key distribution center (KDC) to produce
an EKB; and « An ln ormation proce531ng method comprlslng. _

formlng a.key tree 1nclud1ng a subtree serv1ng as a
category tree categorlzed in accordance with a category and
managed by a category entlty, sald category tree 1nclud1ng
1eaves,,a,root, and nodes existing in paths from the

'respective leaves .to the root, wnerein-a_plutalityrof
devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,
respectively; and providing:an enabling key block (EKB) to a
deviCe; wherein the enabling key block (EKB) includes data
produced by selecting a path in the key tree and encrypting
an upper-level key in the selected path using a lower-level -
key in the selected path such that the encrypted data can be .
decrypted only by the device which can use a node key set
corresponding to the selected path,

wherein the enabling key block (EKB) is produced by a
key distribution center (KDC)'such that an EKB type
definition list representlng the correspondence between an
EXB type ldentlfler and one or more category tree
ldentlflcat;on data each identifying a category;tree that

Can process an EKB of an EKB type identified by the EKB type




the EKB requester selects an EKB type .identifier on the .basis of the EKB
type definition |ist and outputs an EKB production request i ncluding the
sel ected- EKB type 27 January 2005 180 identifier to the k&yamasy 29%ut i on
center .(KDC) 21. An information processing method according to Caim17,
wherein the category entity produces a sub enabling key bl ock (sub-EKB)
serving as an EKB that can be processed on the basis of one or nore keys
assigned to . ‘nodes or | eaves in a cpiggory tree managed by the category
entity; and on the basis of one or nore sub-EKB's produced by. one or nore
category ‘entities corresponding to one or nore category tree’

. identification data selected on the basis of the EKB type definition |ist,

the kejdantifiptt isnhekat bn thkedrey odisesibmt BB ¢dmterc afKim) pragessed in
comon in one or nore category trees defined in the EKB type definition
lists. OP2MOKRR PRESIMEY | brepr bdentihicaviondate oratirepgandi@igitn 17, wherein
the key tree includes a root tree having a multilevel tree structure at

t he to% %K]?OEYP%V’e‘lle“EJafw%rJy“‘ﬂ‘&e@h#IECQIII VEXR resntest tage he root tree, k
tree located at a | evel below.the top-level category tree

and a -subcate
| and coth Eg‘?o%/’f% i BER diYRedgfokni ie; 1igthe anst @goBKBedsi ty serves

_ nanager_entity of the t | evel category tree and nanages the
top |ég£ﬁ&% <§ cantLe égérypted in common in the one or more

category trees identified by the-extracted one or more

category tree identification data.

18. An information proce551ng method accerding to -
Claim 17, wherein in the EKB type definltion list, the |
-identification ‘data 1dentifying a category tree that can
_procees-an EKB is.a node ID identifying a node_inrthe

'category tree..

- 19. - An information processing method. accordingrto
Claim 17, wherein the EKB type definition list 1ncludes a
description of a device belonging to a category tree.

20. An 1nformation proceseing method according to
Claim 17, wherein the EKB type definition list can by held
or accessed by an EKB requester that requests the key

 distribution center (KDC) to produce an EKB; and
| the EKB requester selects an EKB type identifier on the
basis of the EKB type definition list and outputs an EKB

production request including the selected EKB type




tree and the sub-category tree |located below the top |l evel category tree
and connected to the top level category tree; 27 January 2005 the category
entity produces a sub enabling key bl ock (sub-EKB) servifAfgJa8agn2deB t hat
can be processed on the basis of one or nore keys assigned to nodes or

| eaves in .the top-level category tree and sub-category tree, |ocated
bel ow the top-level category tree and connected to the top- |evel category
tree, which are managed by the categor]é3 entity; and on the basis of one or
‘nore sub-EKB's produced by one or mori8@ategory entities corresponding to
one or nore category tree identification data selected on the basis of 1D
the EKB type definition list, the key distribution center KDC) produces an

EKB .t hat iciam the inoaessgte | e gOAIBAribLtARS Herd€ cRDEyOry trees defined
inthe EKB type definition lists. 23. An information processing nethod

according to claim 17, wherein the key distribution center (KDC) perforns

regi stration a pnew EKB t identifier in the EKB type definition |ist,
-1 f and only i?Eéppg%Vaﬁ%%p%ﬁgil?%gi%f?%??gﬁnﬁs 8@?%%%&1%ﬁ%ﬁﬁéﬂ?gcagggory
entitiescleEmagilng ORGcOfe ITOr Ericat egRt ¥gbiges o5@li@Gt ehra cd £904Y sbkees
that can process an EKB type to be registered. 24. An information
processiﬁgaﬁé@ﬁﬁﬁlﬁﬁtOEHOﬂg tleubcEdEn 19erwhegeias tdre KE) dhettr idan iba

center (KPGLe R OLf® HRYORAd AN 8f AnERRLVRR IdeRblll e Leghskered in

" nodes or leaves in a category tree managed by the category
entity; and

on the basis of'oné or more sSub-EKB's produced by one

or more category entities corresponding teo one or more

category tree identification data selected on the basis of

‘the EKB type definition 1list, the key distribution center

KDC) produces an EKB that can be processed in common in one

or more category trees defined in the EKB type definition

lists,

22. An information processing method according to
Claim 17, wherein the key tree includes a root tree having
a multilevel tree structure at the top, a top-level
category‘tree directly connected to the root tree, and a
Sub:category tree located at a level below the top-level
category tree and conhected to the top-level category tree;

the category entity serves as a manager entity of the
top-level category tree and manages the top-level category
tree and the sub-category tree located below the top level

category tree and connected to the top level category tree;




the EKB type definition list, if and only if a revocation request is 27
January 2005 182 received fromat |east one of category entities nmanagi ng
one or nore category trees selected as category trees that! ¢#Wanpd®ess an
EKB.type to be revoked. .25. An information processing nethod according to
Claim17, wherein in.response to an EKB type definition list request

i ssued by an EKB requester or a category entity requesting the key

di stribution center (KDC) to produce an .EKB, the key-distribution center
(KDC) transmits a newest version of BKH type definition |i8t to,the
‘request er of:.the li : i.nfo ' pr.oc [ t:ho ordi ng t o~
Cf&lﬂ]], wheﬁ§%1%%gégggggg%}%ggi%ggégﬁggi%ﬁgﬁﬁaﬁﬁégi%ﬂgaggghgiﬁgkn a
category (gige ERBlaged riy niheasategOENBeriHdY tan the ey d=sidd bohi ahe
center (KDC); and in accordance with the tree change notification _
rec' ei vq®asicm Phe it e@br YRR | K§YSt S Kegneil stiG buedes enteaverRDAN
~perforns C s eval, o he,_EKB t definition |list and-.sends
renewM’féﬁ%?ég i%%ggg ﬁ%gﬁéhgyrggﬁgsf%§§aﬁ %tﬁggﬁﬁﬂiﬁnérgﬁfig F .d
progr am. $feQroager e di opr-havieny catejo MPUt LEe PEAG ABnnSEtOE@drbhenel oy

causing a conputer systemto execute information processing in an informat
i on procesdiedg spdesiary tree, which are managed by the category

A

entity; and

.on the basis of one or more sub-EKB's produced by one
or more category entities corresponding to one or more
category.tree identification data selected on the basis of
ID the EKB type definition 1list, the key distribution
center KDC) produces an EKB that can be processed in common

in one or more category trees defined in the EKB type

definition lists.

23. An information processing method according to claim

17, wherein the key distribution center (KDC) performs

registration of a new EKB type identifier in the EKB type
definition 1list, if and only if approval of the
registration 1is obtained from all <categeory entities
managing one or more category trees selected as category

trees that can process an EKB type to be registered.

24. An information processing method according to
Claim 17, wherein. the key .distribution center {KDC)
performs revocation of an EKB type identifier registered in
the EKB type definition list, if and only if a revocation

reguest is




27 January 2005 - 183 -. in which a key tree is-forned so as ‘to include
asubtree serving as a category treecategorized in accordahce with a
.category, the category tree including |eaves, a root, ard JHYAE=“Wi sting
in paths fromthe respective leaves to the root, wherein a plurality of -
devices are assigned to respective .l eaves. and keys are assigned to the
root, the |eaves, and the nodes, respectively; and an enabling key. bl ock
.(EKB) is provided to a device,. mh?rgin t he enabl i ng key bl ock (EKB)

i ncl udes data produced by sel ecting g path in the key tree and encrypting
an upper-level key in the .selected path using a lower-|level key.in the
sel ected path such that the encrypted data can be decrypted only by'the
‘devi ce nededivyeshrifnge at deds tkenes etf cateq&&gnéhmgtﬁgstﬂgnagghQC5ﬁg pat h, .
wherein. the conputer programconprising the steps of:. on the basis of an
EKB t yp& M&®t ichit@gonyctudes iselanteBKBspradegbirgnti-egdeshatexhhact i ng
identification-.data identifying .a category tree from-an EKB type

def i ni PFOFeSSsAn E&Br &éyoet trgbeheevobedespondence .bet ween an EKB type
identifier and one or nore identification data identifying one or nore
category trees that ‘can process an EKB of an EKB type identified by the
EKB type idgptifier; and producing an EKB that can be decrypted .in common’
in one or ﬁgre Ro¢ Lobr et R prRGRS Fing nethad anaomtimer ticdent i fication

data. ;.. o R : ‘
Claim 17, wherein in response to an EKB type definition list -
request issued by an EKB ;equéstef or a catégory entitf
-gequesting the key distribution éenter (KDC) to produce an
" EKB, the key distribution center (KDC) transmits a newest
versiqn of EKB type'definitidn iist to the requester of;the,

-1iSta

26. Anrinformatidn processiﬁg method according to
Claim lf, wherein the categoryrentity sénds.infdrma£ion:of a
change in a category tree'managed.by the category entity to
the key distribufion center (KDC); and

in accordance with the tree changé notification
received from the category entity, the key distribution
center (KDC) performé necessary renewal on.the EKB type

_ definition_list and sends renewal information to the EKB

requester and the category entity..

27. A program storage medium having a computer program
'stored'therein'for causing a computer system to execute -

information processing in an information processing system




- 184 - ABSTRACT An information processing systen1and nmet.hod are -di scl osed

I n mhlch i nfornmation processing is performed in a' - hlghl eff|C|en% manner
usi ng an enabling key block (EKB) on the basis of a tre [SEUE ) -
i ncludi'ng category subtrees. A key tree is :forned so as to include. a
plurality of - subtrees serV|ng as category trees categorlzed I n accordance .-
with categories and nanaged by category entities. An EKB including data = -
‘produced by selecting a path in a tr gs and. encrypting a higher-level key
in the selected path using a 1 over- M&ver key in the sel ected path. The.
resultant EKB is provided to a device. Distribution of EKB s .is nanaged on
the basis of an EKB type definition list representing the correspondence
bet weeriraniEKR tay ey dewtl fiisefoanedose ag toDRAchdaBt hf kgpti-ee data

|dent|fy|ng one or nore category trees that can process an EKB of an EKB
type sgguwnmgdabya CheeE&Bytymee cdepyobtieed in accordance w1th a

category, the category tree 1ncludlng leaves,‘a root, and |

- nodes existing in paths from the respectlve leaves to the
'root, whereln a plurality of devices are a551gned to
-respectlve leaves and keys are a551gned to the root, the-
1eaves, and the nodes, resﬁectively; and an enabling key |
block (EKB).is previded'to a device, wherein the enabling':
key block (EKB) 1ncludes data produced by selectlng a path _‘
in the key tree and encryptlng an upper-level key in the
selected path using a lower—level key in the selected path‘
sudh that‘the enerypted data can berdecrypted-only by the
device which can use a node key set eorresponding to the
selected path, wherein,the'computer'program comprising the
steps of:.

~on the basis of an EKB type identifier included in an.
EKB production request, extracting identification;data
'identifying.a category tree from an EKB type definition list
representihg‘the_correspondence between an EKB type
identifier and one or more identification data identifying
one or more category trees that can process an EKB of an FKB
type identified by the EKB type identifier; and
| preducing an EKB that can be decrypted in common in one

Oor more category trees identifiedlby the extracted

identification data.
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ABSTRACT
rAn informafion processing system ahd method are
- disclosed in which informetion processing is performed in a
- highly eff101ent manner using an enabling key block (EKB) on
the ba51s of a tree structure 1nclud1ng category subtrees.
A key tree is- formed so as to include a plurallty of
subtrees servrng as category trees categorized in accordance
with categorles and managed by category entities. An EKB
‘including data.produced by selecting a'path in a tree and
encrypting a higherelevelkey in the selected path using a
lower-level key in the selected path. The resultant KB is
provided to a device. Distributioh_of'EKB's;is managed on-
'rhe basis of an EKB'type definition list representing the
corre5pondence between an EKB type identifier and one or
| more identificatioo‘data_identifying one or more category
trees that can process an EKB of an EKB type specified by

the EKB type identifier.




