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202

AT THE MANAGEMENT DEVICE, A QUERY REQUEST FROM

THE QUERY REQUESTER FOR THE ORIGINAL IDENTITY

DATA OF A USER TO BE QUERIED IS AUTHENTICATED, THE

QUERY REQUEST INCLUDING AT LEAST A KEY FOR

ENCRYPTING THE ORIGINAL IDENTITY DATATO BE
QUERIED

A —204

IF THE QUERY REQUEST IS SUCCESSFULLY

AUTHENTICATED, THE AUTHORIZATION INFORMATION FOR

THE QUERY REQUEST IS TRANSMITTED TO THE QUERY
REQUESTER

\ 4 — 206
AT LEAST ONE AUTHENTICATION DEVICE IS DETERMINED
FROM A PLURALITY OF AUTHENTICATION DEVICES FOR
STORING THE ORIGINAL IDENTITY DATA TO BE QUERIED
BASED ON MAPPING INFORMATION ASSOCIATED WITH THE
ORIGINAL IDENTITY DATA STORED BY A PLURALITY OF
AUTHENTICATION DEVICES

" 208

IN RESPONSE TO RECEIVING SIGNATURE INFORMATION
ABOUT THE ORIGINAL IDENTITY DATATO BE QUERIED
FROM THE USER TO BE QUERIED, THE SIGNATURE
INFORMATION AND A KEY ARE TRANSMITTED TO THE AT
LEAST ONE AUTHENTICATION DEVICE, THE SIGNATURE
INFORMATION BEING GENERATED BY A TERMINAL DEVICE
OF THE USER TO BE QUERIED BASED ON AUTHORIZATION
INFORMATION RECEIVED FROM THE QUERY REQUESTER
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THE AUTHENTICATION DEVICE TRANSMITS THE MAPPING

INFORMATION TO THE MANAGEMENT DEVICE FOR THE USER

IDENTITY AUTHENTICATION DATA, THE MAPPING INFORMATION

BEING ASSOCIATED WITH THE ORIGINAL IDENTITY DATA
STORED BY THE AUTHENTICATION DEVICE

Y ~—304
THE SIGNATURE INFORMATION AND A KEY RELATED TO THE

AUTHORIZATION OF THE ORIGINAL IDENTITY DATATO BE
QUERIED OF THE USER TO BE QUERIED ARE OBTAINED FROM
THE MANAGEMENT DEVICE

7 — 306
IFIT IS CONFIRMED THAT THE SIGNATURE INFORMATION IS

SUCCESSFULLY AUTHENTICATED, THE ORIGINAL IDENTITY
DATA TO BE QUERIED AND THE HASH VALUE OF THE ORIGINAL
IDENTITY DATA TO BE QUERIED ARE ENCRYPTED BASED ON
THE KEY, WHEREIN THE HASH VALUE OF THE ORIGINAL
IDENTITY DATATO BE QUERIED IS OBTAINED FROM THE
BLOCKCHAIN PLATFORM

v __308
THE ENCRYPTED ORIGINAL IDENTITY DATA TO BE QUERIED
AND THE HASH VALUE OF THE ORIGINAL IDENTITY DATATO BE
QUERIED ARE SENT TO THE MANAGEMENT DEVICE OR THE
QUERY REQUESTER, WHEREIN THE HASH VALUE OF THE
ORIGINAL IDENTITY DATA TO BE QUERIED IS USED TO
AUTHENTICATE THE ORIGINAL IDENTITY DATA TO BE QUERIED
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THE TERMINAL DEVICE OF THE USER TO BE QUERIED

OBTAINS AUTHORIZATION INFORMATION FROM THE QUERY

REQUESTER WITH RESPECT TO ORIGINAL IDENTITY DATA
TO BE QUERIED

A —404

FEEDBACK DATA IS SENT TO THE MANAGEMENT DEVICE,
THE FEEDBACK DATA BEING GENERATED BASED ON THE
AUTHORIZATION INFORMATION

\ 406

AN AUTHORIZATION CONFIRMATION REQUEST IS RECEIVED
FROM THE MANAGEMENT DEVICE, THE AUTHORIZATION
CONFIRMATION REQUEST BEING GENERATED BY THE
MANAGEMENT DEVICE IN RESPONSE TO CONFIRMING THAT
THE FEEDBACK DATA MATCHES THE AUTHORIZATION
INFORMATION

¢ ~—40

IN RESPONSE TO CONFIRMING TO AUTHORIZE THE
AUTHORIZATION CONFIRMATION REQUEST, SIGNATURE
INFORMATION REGARDING THE ORIGINAL IDENTITY DATA

TO BE QUERIED IS SENT TO THE MANAGEMENT DEVICE
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