WD 2009/ 145730 PCT/ SG2008/ 000197 METHOD AND SYSTEM FOR
DI SABLI NG CAMERA FEATURE OF A MBI LE DEVI CE Field of
the Invention [0001) The present invention relates to
\@%H@Qikf device. In particular, the invention relate
figtfod and systemfor tenporary dlsabIWﬁﬁﬁgﬂmwmm”7
canera feature of a nobile device. Background [0002]
Wth rising concerns over security and privacy, nmany
facilities restrict or prohibit still or video
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solution to such restrlctlon is to prohibit all such
nmobi | e devices to be carried into the restricted area.

Al'l individuals are refisid the hoedtiand over their

nmobi | e devi ces before entering the restrjcted area
SEWaH; ¢y of reompent entiy alﬁf%pwo? Bl dlviche Brisiies the

Cc eekif Blate@fo 4 RRLE ahd bsleRHfR @ ordrP dRMN;O aMamera feature of a
checklng to ensure that ‘only owners of non-canera

myPiledeyessi ces are allowed to access the restricted
areas. However, such nethod may not al ways be
practical and it often causes a crowd at the entrance
checkpoi nt. Besides, it rBacigr@sdadditional storage
space to keep the handed over devices tenporary and
safel y. Mreover, as the nobile vices are E%ing .
?P&P?ler ith gising foqpgms @ver HEC“P&% iPEY BNy etiities restrict or
dbfofhlbﬂ;tUL;ttu 0P vRRo EXNREGEHHAY  WORBveNE WSEChARES RPlnforce such
decl are prior to entering the restricted areas. [ 0004]

Agestrigon: ayep sice higcameraiis inteeded Wih popam beradded toymetrile dgiices,

d | j in the market a nobile device not
[ %‘Ecééi?yogl(!lé@}o{nh@gbé\anera As these nobil e devices are

mul ti functional, where the individual uses the nobile
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heavi |y on of the non WD 2009/ 145730
plo fff?é@?@'dh?!b@l@&léﬁ]dewces before entering the restricted area. Security officers

are often appointed at the enftrance checkpoint of the restricted areas to perform
checking to ensure that only owners of non-camera mobile devices are allowed to
access the restricted areas. However, such method may not always be practical and it
often causes a crowd at the entrance checkpoint. Besides, it requires additioaal storage
space to keep the handed over devices temporary and safely. Moreover, as the mobile
devices are getting smaller in size, it makes the restriction more difficult to be exercised

when the user does not declare prior to entering the restricted areas.

[0004] As the camera feature is becoming popular, it would be difficult to find
in the market a mobile device not integrated with a camera. As these mobile devices
are multifunctional, where the individual uses the mobile devices often for non-
photography purpose, such as making phone call or scheduling with e-calendar, and

many more. It becomes inconvenient for users who rely heavily on most of the non-



2 canera related features, when they are prohibited to
carry the nobile device into the restricted areas
nerely because of the canera feature. Sunmary (0005]
T nt invention seeks to provide a nmethod an .
Pﬁmﬁ{ ?ﬁr di sabling a canera feature of a$ﬁ§%?$@gman
deV|ce The system provi des sof tware nodul e that
engages the canera feature of the nobile device to
ny ot her lications from i.lizing,the sang,. .
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fﬁ:@&t@fe@ aredt Rl yairenie FEGHEARH WARRe. a first control
signal is received. The canera feature is
enabl ed/ restored when a second control signal is
received to trigger the so§£@ﬁ&? nodul e to di sengage
the canera feature. (0006] Accofding to one aspect of
the present invention, there is provided a nethod for
diosash| i ng/ dihabpriestgt aneatiar acdkeatoupevidt a mmtheidl end system for

t he thod es e cutin
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badwtneo the ke ofwhdsdisasline e srREre &IBNG calPorfameis feature
ﬂ@ablermt Io@cu 31’ lufifen farﬁgﬂ Kt %g&g it p&elq@dTerfﬁe Eﬁﬁérg Mt€ature is
t hereby di sabling the canmera ture, receiving
smblndt’r&smdr @lheelagmbnd whrgrodi sienahés sosiveda e tigedu Itlez software
B&uzi\e I.3:500mA nhe camem ttlrlge second control signal; and
sengaglngg‘ cCAfera-teature t hereby al |l owi ng the
camera feature to be utilized by the other
WF | i cati ons on the nobile phaone. [0007 @ccqrdancg
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thereby allowing the canmera to be utilized by the

e fhegpeand cantiod signdmodpiisepgasingdhesigisea feature thereby allowing the

camera feature to be utilized by the other applications on the mobile phone.

{0007} In accordance with another aspect, there is provided a system for
disabling/enabling a camera feature of a mobile device. The system comprises a
software module cxecutable on the mobile device, which is operable to engage the
camera feature upon receiving a first control signal to deny other applications on the
mobile device from utilize the camera feature, thereby disabling the camera feature.
The software module is further operable to disengaging the camera dental feature when
a second control signal is received, thereby allowing the camera to be utilized by the

other applications on the mobile phone.



WD 2009/ 145730 PCT/ S&008/ 000197 3 [0008] In one
enbodi nent, the nethod and systemverifies an
authenticity contained in the commands of the second

i gnal against the first control si n Jhe
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software nodul e may be configured to execute at
startup of the nobile device. Operationally, the
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[6011] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:

[0012] FIG. 1 illustrates a schematic block diagram of a mobile communication

device in accordance with one embodiment of the present invention;

[0013] FIG. 2 illustrates a process for disabling camera feature of a mobile
communication device when the owner of device is entering a restricted area in

accordance with one embodiment of the preset invention; and

[0014) FIG. 3 illustrates a process for disabling camera feature of a mobile

device in accordance with one embodiment of the present invention.



Det ai | ed Description [0015] In line wth the above

summary, the follow ng description of a nunber of

specific and alternative enbodi nents are provided to
Lagd the inventive features of the pr
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art, however that this invention may be practiced

wi t hout such specific details Sonme of the details
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its owner/user enters a restricted area, it is operable to disable the camera feature of the

mobile communication device 100.

[0017] Still referring to FIG. 1, when the mobile communication device 100
enters a restricted area, a command signal is sent to the software agent 110 via the
wireless communication feature to disable the camera feature. Depending on the route
of communication used, the command signal can be transmitted to the mobile
communication device 100 in various forms. For example, the command signal can be

sent through the GSM communication link as a short messaging service (SMS). The



sent through the GSM communication link as a short
nmessagi ng service (SM5). The WO 2009/ 145730
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[0G618] The software agent 11¢ records a camera status data and when the
software agent 110 is turned on or rebooted, the software agent 110 reads the camera
status data and put the camera feature into the recorded status accordingly. For
example, when the current camera status data recorded that the camera feature is
disabled, when the software agent 110 is rebooted, the software agent 110 automatically
disables the camera feature after the software agent 110 is booted up. Further, the
software agent 110 can be configured to automatically start up when the mobile

communication device 100 is rebooted, accordingly, the sofiware agent 110 can always



exanpl e, when the current canmera status data recorded
that the canera feature is disabled, when the

software agent 110 is rebooted, the software agent 110
vaolhiekhpal |y disables the canmera feature %E%@&m%@ﬁm1w
software agent 110 is booted up. Further,

software agent 110 can be configured to autonatlcally
start up when the nobile conmmunication device 100 is
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time period expires. [0019] The control signa
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| FEOPsY °EBﬁPWﬁ“9§lgnal that are sent wirelessly,

the software agent 110 can be triggered to

enabl e/ di sabl e the canera feature of the nobile
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fromusing it, thereby disabling the canera feature.

T@ltcpre@,ttmsgﬂtvn@ apemid 9 engabéstthe esfmera feature to prevent other applications

104 from using it, thereby disabling the camera feature. To restore the functionality of
the camera feature, the password is required to be entered again to disengage the

camera feature.

[0621] FIG. 2 illustrates a process for disabling camera feature of a mobile
communication device 100 when the owner or user of the device 100 is entering a
restricted area in accordance with one embodiment of the preset invention. The process
comprises providing a software agent in step 202; executing the software agent 110 in

step 204; receiving a controller signal in step 206; reading and parsing policy in step



the canera feature, the password is required to be

entered again to disengage the canera feature. [0021]

FIG 2 illustrates a process for disabling canmera
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[0023] To prevent unauthorized activation of the camera feature, the control
signal may include authentication data for disabling and enabling the camera feature.
The authentication data can be a password. Accordingly, once the camera feature is

disabled, it can only be enabled with an appropriate authentication data.

[0024) FIG. 3 illustrates a process for disabling camera feature of a mobile
device in accordance with one embodiment of the present invention. The process

comprises shutting down application running the camera feature in step 302; engaging



nobi | e conmuni cation device 100 is required to
register wwth the entrance checkpoint upon entering
the restricted area. [0023] To prevent unauthorized
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agt}(fin?%d th 1?%3 lhecar%\xgrrg geaéuree térelffllgcgl nhuettspaeggcal%% Hromgcetd to ghow
apmt ihe atame-m feaﬁzrl @edrieniiiy disgblel anpeeaméra fedhutt thnmgt Bk)mmed
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f Bartignelity\Widhe camsr Batugsp pif ifeapressnibeds timaperariphas dot expired, the
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308, fhe i
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the software agent 110 restores functionality of

t f\i@ctmn%tmf theamers. fegtpretim etcp ﬁé@,dhfi @é’@vaﬁ apentbedke dortraggching
e%éa r‘}{ %d?teé HFZ 3P {h‘a"!%h@ i c&gt%ng%gt&u}; utﬁ&ﬁcrty, the

nex gnal” to rest Unétionary

t mwmﬁrgemta b e&b:ugages tamehmefa featuﬂ:tthaébycamtvﬁztgl otisdr gnﬂicatms to
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ilize the camera feature. If the control signal does not contain a matching

authenticity, the software agent 110 ignores the control signal and keeps the camera

feature disabled.

[0025] Whenever possible, the software agent 110 is generally configured to
have a high priority level to prevent interruption by other applications during its

operations.



the canera feature remai ns engaged by the software
agent 110 thereby disabling other applications 104.
When the software agent 110 receives a control signha
one the functionality of the canmera feature in
“@?%@93% P the software agent checks for natéﬁ?ﬁS%NQMMI”
authenticity in step 312. If §he control signa
contains a matching authenticity, the softmare agent
sengages. t aner at.u ereb
]‘12%2?" appl i %‘E‘“’é’m{h"e © %"ﬁqli e E}}‘fe %a 3 gfbu?h“% fawn the
t hetiworpplRhticl gnadtepd B3 BYtwayOBE AlufontutioEltyC hébdgting the mobile
authenticity, the software agent 110 ignores_ the
c&ﬁmmnlcgtiwvwadaﬂ k édiss terpao aﬁewamnfcé%mﬁieé% 1@%% gehooted,

[ QQ2)awihe e 1P %séée@&t@d att ﬁzﬁiuﬁoa]‘n(iv@ﬁgge@gﬁpéank}zp sér§er 102 to

general ly configured have a high priority |evel
pdisaida theicamenarfegtire.on by ot her applications during |ts
operations. WO 2009/145730 PC 17S&008/ 000197 9
[0026] In an alternative enbodi nent, the software
agmnt; 110 shxfwt $ol honidiy tnb@-lhlnmrtgi vengpe! ilnﬁt&dtﬂmgﬁ:iurﬁh&mods of
302 of automatica oting the nobile

ﬂFﬁﬂ'ﬁ t‘8§¥}}°cfﬁn VIER tTGBab‘%‘faSFe th g iepture.
connunlcatlon device 100 is rebooted, the software
agent 110 is executed at startup and engages the
cé¥edla ser vigrampipl:t\ga Bhietoal e t he canera feature.
[0027] The following non-limting exanples illustrate
various nethods of transmtting the control signal to
efmadie/ di sdbleeBlubteotharfetha nicbdt goemupRARB)] ddvxa@nip lrequired to be

uetooth 0029 The Bl yet oat.h of, .t nmobi | e
Cne PEaS Pitbiteod oo S SR b e, FhBkre . The
I BORtI6Eh BanS&¥iMer @l the k@hRrtedlafcaen/lapel & sakhTolt ¢ ara@Igetooth
feature. The Bluetooth transceiver at the restrlcted

afecs aad gaeqsletgtodothe Bheeaotly Fpseehier seols 9 6ol sl tenable and
dSPéétﬁ@th@%n&Q %ﬂ@&ﬁﬁe fdbild éz)ﬁmﬁln&ahswawer anscei ver

sends control signal to enable and disable the
caner a feature of the nobile connunlcatlon devi ce.

[ 8,85[8 Iaing% 2 \01 ﬁpbolq'% I{I(F))%:% St em (GPS)

GPS recei ver
|s able to detect a

[0031] A mobile communication device with GPS receiver is able to detect a
location of the mobile communication device. The software agent further provides a
database of camera-restricted area and when the software agent detects that the mobile
communication device is within the restricted area, the software agent automatically

engages the camera feature to disable the camera feature.

[0032] In an alternative embodiment of the present example, the database of
camera-restricted areas is stored at a remote location accessible by the mobile

communication device,

§0033] Example 3: Via SMS



| ocation of the nobile communication device. The
software agent further provides a database of
canmera-restricted area and when the software agent
S..hhat the nobile comunication device. | .
“&f%ﬁ¥h°P e restricted area, the software ag%ﬁgkémmwmmu7
automatically engages the cqgera feature to disable
the canera feature [0032] In an alternative
gﬁ@%lnent present gxa e dat abase q I
a-r est ﬁedP‘é d‘ea"f’%‘"ﬁ‘%‘ "é%?S a??“ "CC‘F“’@ By g 8
aCErRSHISBIEmbyade 8praally lia G0 Hmzl/ﬁﬂ@ athe M Sl eMbsage copfathd Simple
Exanple 3: Via SM5 WD 2009/ 145730 PCC/ SG2008/ 000197
10P0e34PITRBlS FEEiREIEhGHERRed bhntha synera sorttph ageatigingorm
the cﬁﬂ%rd@abl\%rh&%haﬁlan&lt ob&ﬁ%nOfTh§Wn§ﬁﬁ§§@%n be done manually
typically via M networ k. The SMS nessage contains

s pnplt@natwelé}s a@nsnmnhﬁﬂaérdamsq@m SreetP san be ot by &g sbgurity
ra cont.rol h

i R SR A byshe PrhSAach R, 1 e

bereslo Aad Mian atvhyt/user ofathié aivhilé aﬁzluhymcaIEOﬁ dedonizhveSNEB restr:ctcd

transm the SM5 can be sent the_security,
PP PR SNEET (S BB (6 e HOMIGo L URF e S, For
deWtb SIS PantRRsiLESTHE | WS Gnes@p@as s AuidhRAcally to engage the
owner/ user of the nobil e communication device Feaves ]
t pentiolert pgept &ddisghledhe gppen deatapovhen pubi oreppef @f the mobile
r o C e
Aol DR RC TRl Lt rP SRR BRI i £ oo used
atet aetaticallyl dgtetto f dregager/tdeeof thombbild doermuagration deyice enters the
dlsab%S t he canera feature when owner or user of the
nBEYFEY €8 nmuni cati on device enters the restricted

area. A location-based service may be used to
autonatlcally detect if the owner/user of the npbi

CBRFAINi cat il UBGFHEed it WP SameTa feause frchidenan Mpagls device that
[ 9(913@ inlbhild & dORAGEST tQQﬁie FRBe ddVReS R %Jh%ﬁ'i Hé@cc/acccssory in

i ncl udes an i magl ng devi ce t hat can Ee in-b It or
cawnmgtcedvitiche presamb bivetice vilee Sheasmarafeatinglve bﬁt used to capture
%m 1%{%/#,%%1'0\% oo y 18 a 58 uggﬁgtgxg ane Wi léipeCCé) 1Rnca§0n ctlc{wce 100 can

Cﬁhl@tuﬂé foreShdnl dne Icﬁiagﬁ feutury,| fdlefﬁamble ai sScoall &9 cunete fatvired calls.
that a nobile comuni cation device 100 can include
nore than one canera feature, for exanple a secondary

cpi®ja for wiidesCahlid&stood that it needs not necessary be a mobile
communication device 100 as illustrated above. It can be any portable device capable

of taking picture or video, such as personal data assistant (PDA) and the like.

[0037] While specific embodiments have been described and illustrated, it is
understood that many changes, modifications, variations and combinations thereof
could be made to the present invention without departing from the scope of the

invention.



[0036] It is also understood that it needs not
necessary be a nobile conmunication device 100 as
illustrated above. It can be any portabl e device

| €-500f taking picture or video, such as personal
vlg??ggasmstant (PDA) and the |ike. [0037] VEFE§G§8wam1n
speci fic enbodi nents have be descri bed and
illustrated, it is wunderstood that many changes,
nodi fi cations, variations d. conbi nati ons t her eof
coul d be made to the present™vention without
departing fromthe scope of the invention. MD
2009/ 145730 11CT/ SG2008/ 000197 11 d ains . A net hod
fér di SaBrihag/fendisthingcastiagey sam%tf%ﬁ“ged*f ﬂa"WBB? [dgvice, the
dg%}QQCQ&Pglngethod conprising: executing a software
agent on the nobile device; receiving a first contro
signal@wwhwgswnﬁWheds@ivmﬁwauﬁgedengtracts conmands
fromthe.contr nga canera feature
based SORE “cBihil ereb Ol e DRy iR REER ca Rt ffpmancs
t Remndidntrobidptiatie from utilizing the canera feature,
t hereby disahling the caner feature, receivi

a ...
second®EBHES B capgRAratitghated op theonupindgay “&@E)%{ applications

eXh FiRChSbil LR TN (iR d e aReANEaeeNheRby aistiAL;théBfnera
di sengagi ng the application denying feature theréby

afes®d.ng t he camera feature to be utilized by the

ot her ApAlLEaL ! A0%Otokhe, TRBL! SABARNShe R0 ThE IER Wincis

accor r’conprising veri
acﬁrﬂnamds&nohythc mnﬁ@m&dl signal; hed cormands of the second

The el B P AR on ERd St Ry R e camta teature

attRaifilibéd Bythd SEEEHIcaBodanINOmebile hondl he net hod
according claim3, wherein the software agent is

executed at startup of the nobile device. 5. The

et hOdeéCx‘ﬁ%Qd RofdtheABY%iANE, Frtthel EoRpRGeMN PBifd Al Minenticity

fUrt her conpri sing
contained in the commands of the second control signal against the first control signal.

3. The method according to claim 2, wherein the authenticity includes a password.

4. The method according claim 3, wherein the software agent is executed at startup

of the mobile device.

5. The method according to any one of the preceding claims, further comprising
shutting down other application utilizing the camera feature, prior to engaging the

camera feature.

6. The method according to claim 5, wherein the step of shutting down other

application utilizing the camera feature includes rebooting the mobile device.



shutting down other application utilizing the canera
feature, prior to engaging the canera feature. 6. The
nmet hod according to claimb5, wherein the step of

{ down other application utilizing the canera
V?‘2flfll&'lj)rlJgg"?“ncI udes rebooting the nobile devi cd.t{RHHIB00197
2009/ 145730 PCP/ SG2008/000197%, 12 7. The net hod
according to any one of the precedi ng claims, further

(o ri n msssa at t
CPet Th0 o R IR (STERP Ao B brek Ui BTRE SR tifpriine
t prathptinigzarestdye tmm&r anfegafediue: Mot Bvailhisle, SOhdnvalie apglRBlion is

t he sane. The rreth d accor di ng to any
oﬁée‘&? %3 t%b?r‘*é'&“e?}ﬁﬁﬁ‘ feﬁltgfien@"le Y"ﬁretaﬁ%“t ICEEPRRIEe Fme.
the first control signal include a prescribed tine
period, and the canera feature is enabled to other
afpl i cé‘bfr oretldd egcoeding rtatanpnonsf of He preésdmg tséedims, i yherein the
p%f)fngl nds of tﬂ@ﬁrs%&“ gsn :ﬁ(?rE %d@ga %énggdenrg pE 4, and the camera
preceding c he F P ARl G
s daure issingpried toiogher aqmlcwte:d aﬁbﬂex@:rmdneif ﬁG@rbscﬁked tx’hﬁ)a pefibé
nmet hod according to claim9, wherein the first and
second control signal are in a formof short
MOS$ S agTRImMSBHY hE&BrdBS 5 IMe o the pltediNEERALL, 3BERIAhO Hrst gnal
any one of the preceding clains, wherein the first
céﬁ‘i’?l‘cﬂe"%\d@ﬁ?&Pl inFrgrived vima wesleslinkeont rol  si gnal i s
created via entering commands through the software
agent manually. 12. A system for disabling/enabling a
céﬁrer aThemtthodawmbrdingriv bialne 9 delvirg e thetfing agy s¢cemd control signal are

I‘I})FI S|O@(S:1ﬂ a ssoft\/vasrlgev r{rzodlélae execut abl e on the nobile
deV &8 s OF AP AEN S S AT operabl e to engage
the canera feature upon receiving a first control

nal _to deny oth applicatigons on the nob

dbli ceThe BRbaY i20os lﬂ@ ' ARy eager dersteding, Cl4imgr \gwem the first
d b@rﬁlkéll Is[iglal M@orcﬁ‘xgesre@orfde%n%? mg}m e edrbhtd 1 §1aS At B’ &mmands

nmodul e i's operable to disengage the canera feature
wHeenzh thessoBwaxe agenitmrapballyi gnal i s received, thereby
allowing the camera to be utilized by the other
appl i cations on the nobile phone.

12, A system for disabling/enabling a camera feature of a mobile device, the system

comprising:

a software module executable on the mobile device, said software module is
operable to engage the camera feature upon receiving a first control signal to deny other
applications on the mobile device from utilizing the camera feature, thereby disabling
the camera feature,

wherein the software module is operable to disengage the camera feature when a
second control signal is received, thereby allowing the camera to be utilized by the

other applications on the mobile phone.

13. The system according to claim 12, wherein the software module operable to

verify an authenticity of the second control signal against the first control signal.



13. The system according to claim 12, wherein the

sof tware nodul e operable to verify an authenticity of
the second control signal against the first control

' e 2009/ 1457311 PC1/ SG2008/ 000197 . .
@%ggghgﬁor ding to claim 13, wherein the a%t%ﬁéﬁgq'%}!ﬁ?@ﬂ
includes a password. 15. Thgjisystem according to any
one of the clainms 12 to 14, wherein the software

nodul e i s executed at startup of the nobile device.

16. The system according to any one of the clains 12

t 415, Thhereimmctdrdingof tlaad 3, wieeinl the ausheapi@inantiaddsa password.
shut down other application utilizing the canmera

feature, prior to engaging the canera feature. 17.

ThS. sy$heRsREC RSN thAnG loAd BT the clanhiel Biont 4 RietdiN the software
down ot her application wutilizing the canera feature
immdu@e%e&e@ﬁ@fgatiswgw hEthgpwbiledeyésgi ce. 18. The system
according to any one of the clains 12 to 17, wherein

the software nodule is operable to pronpt nmessage

t Hat t fike gawer achdatgup eny snanof thavhithald @, | Spedwrreimnthh epfiware

appljication,is executed to utilize the canera feature.
Tt S e Bt P b isp g g es Siren Fggre. bror o
Thegging iy baneRdtdbRg to any one of the clains 12 to

18, wherein the first control signal include a

prescribed tinme period, and the canera feature is

enabl e [ ' a ; shatd tDe1icat
o Locr T hoa T aocoRRRL P SR o BTN o, Gher fication
ontlinhg thhearcdra faakird eludesigbooiihethe mebildhdevider st si gnal
-and/ or second signal is received via a wireless |ink.
21. The system according to claim20, wherein the
filgst Tndsysemoncordimgits ahy sh@oaths clamisel 3 o &, desirnthe software

short nessagi ng service nessage. 22. The system |
aBOargihgPeple fyPromet HPSSLaﬁ“ea“éig@F (FRmary feabure 1s nofifvailable, when

t Bfef hypRtateRRd ERkuted t@0AlizANE LAkerh RRSERBNE OBl agent is
signal 'is created via entering commands through the

sotgegae ekl e manual | y.

19.  The system according to any one of the claims 12 to 18, wherein the first control
signal include a prescribed time period, and the camera feature is enable to other

application after expiration of the prescribed time period.

20. The system according any one of the claims 12 to 19, wherein the first signal

and/or second signal is received via a wireless link.

21.  The system according to claim 20, wherein the first and second control signals

are in a form of short messaging service message.

22.  The system according to any one of the claims 12 to 21, wherein the first control
signal and/or the second control signal is created via entering commands through the

software module manually.



