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‘data including nusic, imge data including novies,

1. DESCRI PTI ON SERVI CE PROVI DI NG SERVER, | NFORVATI ON
PROCESSI NG APPARATUS, DATA PROCESSI NG METHOD, AND
COWUTER PROGRAM 5 [Technical Field] [0001] The
present invention relates to a service providing
server, an information procegsing apparatus, a 10
data processing nethod, and a conputer program More
particularly, the present invention is directed to a
service providing server, an information processing
apparatus, a data processing. nethod, and a conputer
pfggranl al | inplenentiﬁ&sﬁg6€F§9%n of content-rel ated
15 services to a user device which executes processing
of pla iqg back an information recording nedi um such
as a %g%% G RRYVERIEBNERMIER s SHEORMAT I PBARGFESFAYC

Ar tpplr3992] 8$T agd s&k&dﬁE9ﬁo§PU§ﬂ@E%ﬁﬁﬁ%ER PROGRAM

(hereinafter eferred to as content) such as audi o

O a user as stored on an infornmation

r e@aodijng medi um'i ncluding, e.g., 25 a DVD (Digital
Versatile Disc), an MD (Mni Disc), a CD (Conpact
Di sc), OReaPH ﬁdéﬁé’?f@l%d@%lﬁmset&i 8cSEETHE bl ue
| 35@fvi6BhY- E@Yvdd SGh IB%oHﬁQEi&@rbﬂHé@ésQﬁ%kapﬁQﬂtﬁﬁ, a
for use in a user device including a PC (Persona
Colasat erpceas tirs dngiiheger angl, @, conputerppaypbagk. More
aga%az_ft%ﬁarlf,o_érPeO%%]es'éHEt PRSI &5 1111 9CENE YOS S, 2
seérvi ce providing

service providing server, an information processing

g rogr . vari ous application prograns, are
orovdBd D Bieh

~ apparatus, a data processing method, and a computer
program, all implementing provision of content-related
services to a user device which executes processing of
playing back an information recording medium, such as a
disc in which content is stored.
[Background Art}
[0002]

Various kinds of software data (hereinafter
referred to as content) such as audio data including
music, image data including movies, game programs and
various application programs, are provided to a user as
stored on an information recording medium including, e.g.,
a DVD {(Digital Versatile Disc), an MD {(Mini Disc), a CD
(Compact Disc), or a high-density recordable disc using
blue laser (Blu~ray Disc). The user can play back
content for use in a user device including a PC (Personal
Computer), a disc player, i.e., in a playback apparatus.
[0003]

Furthermore, in recent years, a service providing
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-.servi.ce

configuration has been in use, in which various
services related to content stored in an information
recording nediumsuch as a disc are provided froma
server networked with user devices. 5 [00041 For
exanpl e, when content storedzin the disc is a novie
in 4 foreign | anguage, various content-rel ated
services including subtitles or dubbing data for its
audi o, or a disc purchasing discount ticket for a

sggﬁgy 10 gf the cqntent, are provided to the user
deVIEETUEFERC RSP APEEFY dth P8’ sEt VBH CoNAELPRE a7 oS
netsterded (Q0O6AL&I0W SRITEUCES &k eilfi-aAednt FORY Eding

server can take various fornms, Sone services may have
nd"¥ELET PEFRI2L 5 fHcEs $renwREPEhded dieMoehEPTERF vi ces

My th WBHCY 1 8 G&RIL JeQieQadition that e.g., they can
be provided up to once for each disc which has

sefGf0dd-rel ated content recorded thereon. [00061 20
The rig I.stribution or the |ike.of content .
Sstored F%J%ag%’lmgcl,e’t hat | g?nJ%/%I%tl osu§r€§n%8th%uc%:1hsca§s a
misiie data aaceigmdendatge, arer ganeradhitynbelbel Hyed
their .creators . or their ?istributons. Consequent | y,
at> T CCPmE O SHPSEFi BTt Porf B Sgc A3 EBnt Nt t %
CORfdigyr aki onaf pethhBUngSd Bs LRI AA kst FhLt£hequel
access is generally adopted, i.e., only authorized
usdr $hgr echleeii 4 36§ PEOUsEeE hee ddrit emer flevipeevarh ng

unut hotized Use o 0007k Ther efar e, alsg,he services

provided in 30 association with content, a systemis
deiofed to be established, in which provision of a
Hé& é%#?c%gegrg provided from the server can take
various forms. Some services may have no restricted
access, whereas some other services may be under a
certain condition that e.g., they can be provided up to
once for each disc which has service-related content
recorded thereon.

[0006]

The rights of distribution or the like of content
stored in a disc,.that is, various content such as music
data and image data, are generally held by their creators
or their distributors. Consequently, at the time of the
distributicn of such content, a configuration for setting
a certain restricted access is generally adopted, i.e.,
only authorized users are permitted to use the content
for preventing unauthorized use.

{0007)

Therefore, also the services provided in

associlation with content, a system is desired to be

established, in which provision of a service is permitted
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on condition that a certain right of use has been
validated, i.e., processing of validating that a user
is a purchaser of an authentic disc has been
performed. [Disclosure of the Invention] 5 [Problens
to be Solved by the Inventiog] [00081 The present

i nvention has been nmade in view of the
above-nmenti oned problem and an object thereof is to
provide a service providing server, an information 10
processi ng apparatus, a data processing nethod, and a
co‘?ﬁJLﬁOé’rdlgrlBErE\IPﬁ‘t & 1°8TaBe ﬁgg}%aﬁ NG 288 B8 of
SeFMi iGRE cHY bee exchiidad shy gvaki fatiigidg k8ht houdise i
service, in a configuration in which content is
proviEdasas 3f cre PR PELCo05SE Mas rscinoRerEeBred ng

neghgxﬁgsggglggi Q¥Q%nt§9§& bl ue | aser recording
-medl a, an e

further a networked service providing

' sefReeblpesf benee SEMaccdyptbei Bhventproedessi ng. [ Means

fogx§%lving the Problens] [00091 20 A first aspect of
the present invention is: a service providing server
for exeCHti e SeItViie®enphoNi i NP4HOERSSI D ALEOIdH RGe
to a service providing request froman_ infornmation

praftedSsPRtappe SR leme hard cR e F thPREGPAGLS 25 a

daf,igeeRt E@&%gﬂmiﬁ%gr ECLIM NGrA 19@h¥G ion
request acconpani ed by an information recordi ng nmedi um
| Progsdsangeanpa il fr date heréedfsrimat mehhpdocazdiang

SHRBERLAR, ol °08 " SEALS TS LALIIA ASE ok, 8y
re&nwdbag_tnemétﬂndﬂﬁ§easbsevaiimhﬁmﬂ@agemﬁghtdﬁmeuéana
e%&ﬂv%%e{'Réeaz%onfiguration in which content is provided:
as stored on various information recording media
including DVDs, CDs, blue laser recording media, and
- further a networked service providing server performs
service preoviding processing.
[Means for Solving the Problems]
(0009}
A first aspect.of the present invention is:
a service providing server for executing service
providing processing according to a service providing
" request from an information processing apparatus,
characterized by having:

a data reception section for receiving a service
request accompanied by an information recording medium ID
and a service ID, from the information processing

~apparatus;

a storage section storing service providing

situation data for each of the information recording

medium IDs -as service management data for each of title-



uni que val ues corresponding to titles of content

stored on information recording nedia; and a data
processi ng section for executing processing of
verifying the information recording nmediumI|D recelved
5 via the data reception sectd on, acquiring a . -
title-unique value on the basis of the information
recording mediumID on condition that the information
recording medium I D has been validated, acquiring

servi providing situation data corresponding to the
ti%ﬁ%gg%la%éMVEIurrFrgon?Hngﬁ §ﬁ§ﬁ§§e ge%??%ﬂ%iétored

] udgeimhetriericor reebraisgrmvddia; spaci fied by the
|nfornat|gp recording medium:ID and the service IDis
provi dal &2 @ndreketttthg 4 °8ef OF ce* e PricviddpAgeessing
Pr e€esst g, 161y QQthhfgfhiﬁﬁﬁh,E%%O§QEM§Cﬁb&fﬁnLE%ﬁgggeRQed
be provi dable. 15 [0010] Furthernore, in an e I ment

> of VihetRerdAtee TeprBi o repgeiover aszuihenqaraeS'emle-unlque

I nyent rocess) I S

char ac% Celﬁ ztteh% é)g@%el nP %gn?iﬁlfr&rgeégg o) re%%%ruc*lngt fgdium 1D
prgne@Qndn}umh veatfyhempﬂﬂuzmamﬁOhnﬁécamdihd)méadamdﬁnghas

negiu g as R pr.ocessi ng, of verlf% nature data
contal nad iR The FRESHTH GFPEEE B ?ﬁﬂ FrhtEBELo%nd
exests e:dms@baaeﬁ@ g 0fe aGgukriAggud ramMidhershorage

sectlon t he service rOV|d|ng situation data
0 cof r UGG IPB EPeI¥I%q ahgh aaewamcai:e a é@d—’@’#@?ng to

th%)e’?&ﬂﬂetdl %yuehQUﬁy@én&&lggn&@baﬁélﬂ 'n{'&Bf ORG T A1

recording nmediumID, or the title-un que va
cat il igced Dby s EX@V}mé}}ﬂ@:a agdl endattiony ktafeede@mdat a

- C h nf ormatiqn, tecordi.n nedlu
OTa S BrblRer i SRR kR ctt o o eERee 9

se]udgzaei tpr b graglcsa&rl\eer of the present invention,
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Furthermore, in an embodiment of the service
providing server of the present invention, the data
processing section is characterized by being configured
to execute the processing of verifying the information
-recording medium ID as processing of verifying signature
data contained in the information recording medium ID,

-and execute the processing of acquiring, from the storage
section, the service providing situation data

s corresponding to the title-unique value, according to the
title-unique value contained in the information recording
medium ID, or the title-unique value calculated by
executing a calculation based on data contained in the
information recording medium ID.
(0011}

Furthermore, in an embodiment of the service

providing server of the present invention, the service




providing server is characterized by having the

storage section storing a revocation |ist being a

list of wunauthorized information recordi ng nedi um

I Ds, and the processing of verifying the information
recording nmedium5 I D in thesdataprocessing section is,:
characterized by being executed as processing of
conmparing the information recording mediumID

~received fromthe information processing apparatus
with the IDs recorded in the revocation list. 10

[ COAY] B0t REFHOF LS i RagRcERbdAPHENE 1or e thEr 9 eenge

provddidng s3eryey ofrdhraREeRENisE YeMd Aniikhese
information recording mediumID is characterized by
beirrﬁgltf@@ﬁfzegumﬁom@um udeoading Iredimimqd@svapu@ the
ﬂ§f§§%¥%ﬂﬂ'”9fl§e%#%¥iﬁﬁ Egg fog %ééggn %%%%% In ﬁghlum
I'mg e ,

or mat i 0 recor I'uim ~and sl gnature

'géﬁEhatedeodafﬁéﬁtﬁﬁﬂasﬂnh aecSE@mEﬂslcﬁﬁrattarlzed by

nagenent a ratus and diffe |n for. ach of the .
TR ERERUF BL o7 i Bie TEATRY. ah TS 1ia LRBr HRERETAIG O

seddding sBal@et Ay izedib¥abeisng wanfinguradt20nt 0
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execute the processing of verifying the information
r ST FISAG e tPRFF 3 Y S ¥ lﬁPoEE@sigﬁ'g BIcogelser aRi Bee a

message+iba Mich a public key of the managenent
apparatus 1s applied, for conparison with the

silgfdtdre data contained in the information recording

medi um D 1f]i%nldmoarleso execut (?lntlel% %rfo%gss ioge
ach|r|ng e Servi ce prOVI si tuati'on”dala
cqnm@ﬁﬁﬁnd|@grfértdﬁauhetbEeH@mﬂLmhvéﬂﬂran centai ned in

t-he i nf ormati-on recordlnaénedlun1lD from. the_ storage

sEdtiOGHACE BB 15AC OB eu FERE MO R, 19 (Fhaf 26hB B aF Rk ity (:]ﬁ‘elng
t RONFRIGUIrE] O OVl 1dIdR] aS ek VeL-&fi de RN88eRbrresponding

invention, the 6
to a title of content stored in an information recording

"medium, and signature data generated on the basis of a
secret key of a management apparatus and differing for
each of the information recording media, and the data
processing section is characterized by being configured
to execute the processing of verifying the information

- recording medium ID as. processing of generating a message
to which a public key of the management apparatus is
applied, for comparison with the signature data contained

© in the information recording medium ID, and also execute
the processing of acquiring the service providing

. situation data: corresponding to the title-unique value

- contained in the information recording medium ID, Ffrom
the storage section.
[0013]

Furthermore, in an embodiment of the service

providing server of the present invention, the



information recording nediumID is characterized by
being configured to include a prime p(w) set in
response to a nunber Wof pieces of infornmation
recording media manufactured, and data | DKey(w

cal cul ated by a 5 cal cul ation ®ased on the prime p(w
and the title-unique value, and the data processing
section is characterized by being configured to
execute processing of judging whether or not data

cordln medi um I D, i
fggi%ﬁf‘ﬁ%ﬂ%&t {}%gb?% I\E/%nar&%yluﬁngI 0" pBro %éas(ftr?&lzgﬁdbﬁl Reing

cal eoP B eundde toj theluts CﬁJQDI\ﬁaieU@ (wf r ogt tihe @dbdnse to a

tained in nformation recording

nedl I(l]eﬁél)]ii)q“f)a.r]dple r?$1 §m§§99pc€e?ﬁ?ﬂﬁq$ Rgdia
si tmmmﬁzan:tahatea camiecmdjmyt(@)tB&léﬁialteediﬁnge val ue
al ¢ fron1the st orage section. 15 [00

Furt Ona PARRIMP ddsebrine phe pﬁé%é@@ ti hventnbme
is: véﬂhd n%aanahé0@5ﬁH*ﬁ%%%%@@gngpgggggggsigoghg§gcgt%gggd
a service providing request t0 a S€rvice provi
serQ&nbelqzoceﬁﬁkﬁﬁﬁﬂﬂwLze@XByuhavpx@pe5$um@cofdgn@glng

me int erf eSS|n

ac§g§§?ﬁ3 g% ?%?6%%% %%ﬁ%%égord % F mthﬂ“a dat a
prd@ﬁggwmggsmedlmm:mbnsexeeuprrmbpnﬂﬁgﬁglmg vabi

' d diumID rea from
10 o B BY A GG Hoah iR TiCRE-FBErel vrfue
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medinem that esfACEKeAN6) e%8EHE Ak erp%%éshﬂgo%atilﬁr}
transmtting the information recording medi um 0

t hé SSErdiee POVmIilRy 286r yeauivineo idiet fenvidmtptdweding

~1-nfsQrpBLESR éé%éﬂaﬁrQQsBEQaPH& 20 4R has geunlque value
val i dat ed. 001

calculate from the storage section.
[0014]

Furthermore, a second aspect of the present
invention is:

an information processing apparatus for executing a
service providing reguest to a service providing server,
characterized by having:

a recording medium interface for executing
processing of accessing an information recording medium;
and

a data processing section for executing processing
of verifying an information recording medium ID read from

. the information-recdrding medium via the recording medium
" interface, and executing processing of transmitting the
information recording medium ID to the service providing
server on condition that the information recording medium
ID has been validated.
{0015]

R AR Y A
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Furthernore, in an enbodi nent of the information
processi ng apparatus of the present invention, the

data processing section is characterized by being
configured to execute the processing of verifying the
information 5 recording medium I D as processing of ‘
verifying signature data contained in the information
recording mediumID. [0016] Furthernore, in an

enbodi nent of the information processing apparatus of

the present_inventiaon, the 10 processin% of verifying
the inf SPREET O 1%cdrdPhg SBEFUIE"Y DY ARehénbatRation
ProeRsesisnggseshd Atds Fhahacherized B en®ebAY the data
configured as processing of acquiring a revocation

| iBEO5EiIPAEIasS ¢ FBIO L uFRGTREF £ 2EeRd Afyobranpononfigured

. . ‘ | . H
oA TR MR, T AR SOL Bl

i rfesrorgtingnmeedtwn dilhgs pedcass 1y reteierdedyingneideature
[ (] . J ' . I ith the | .
 dedrnean R B T Ve raRBRL BT Aintreas pev Too0

| nfcarLsgnbodi nent of the information processing
apparatus of the present invention, the informatiaon
recor di Rg” MEATARSr D1Ps 2B heard d1ante 4 Thyh et mgprmation
CQYdcQUESHy 40pd Nhiude rarhbt hEs UHAYS MR YEN, the
corresponding to a title of content stored on the

i Hrocsaeioa ¢ecumdifvgneethanin X&rmmatd ogi gaapudenglateaiiun
g r.at 0 i.S : 0of cret. ke of . a

T ot el Gt Bt 18h B FERIT g of Shasdirotoshey

i ifedmpatowhi gecer disngroedsalin@ndf tsheudat agps oc@ssidtdon

~section is characterized by being configured to
oxdclt BB pr H :

SRR privteddi REABFRVR Y iIRG OrRETT AR oFShRftEHRY
f&fé@ﬁdhngD§0fﬁ'&zdiaU@tb@a?§ pEocRsSiNgtat 9gRerAlding a
nmessage to which a public key of the managenent
apFarafiny iredpl i 88 FeFparing .the information recording

medium ID received from the information processing
apparatus with the IDs recorded in the revocation list
acquired.

[0017]

In an embodiment of the information processing.

- apparatus of the present invention, the information

recording medium ID is characterized by being configured
to include a title-unique value corresponding to a title
-0f content stored on the information recording medium,
and signature data generated on the basis of a secret key

of a management apparatus and differing for each of the

. information recording media; and the data processing

30

section is characterized by being configured to execute

the processing of verifying the information recording

- medium ID as processing of generating a message to which

a public key of the management apparatus is applied, for




8 <conparison with the signature data contained in the
informati on recording nedium I D. [00181 Furthernore,
in an enbodi mrent of the information 5 processing
apparatus of the present invention, the information
recording mediumID is charasterized by being
configured to include a prinme p(w) set in response to
each of a nunber Wof infornmation recording nedia
manuf actured, and data | DKey(w) calculated by a 10

cal cul at.i on based_on the prine w) and a title-unique
vaf?ﬂgaghﬁ?ntWé%gaf%Frﬁ%ﬁﬁ%ﬁ??ﬁgdgé%t?QﬂFQ%§e€oﬁPiBﬁ?ed

't Oin EX@GUHEQNPEEESsSi MY rfdiukdgbng whet her or not data
contained in the information recording nediumID is
t heE99%]i ne, as the ID verifying processing. 15 [00191

Furt her RQLene bl 1 Qna%Be%ﬁ%Q%{ilﬂg}?t eseat 5 o Fouentign

i s a data processing nethod for executing service
S priodaHssg ngr oppssi ity adc¢hdi ngesenta igerenit¢enpr ové di ng

20; . from.an.information processing apparatus, .
it R o O B, e ot S o <SR gy Being
r exgifdignged serhckidd aqpesihe ap CONPAIH dd R¥spbnse to
information recording nediumID and a service ID

froit K AnPBPhet i b prodesBthtPe s eqnrdiasudedind a

dakahuHaeeas sl Ngasd ekl 18XeGWhj Nth RIAGRSS BY of
verifying the information recordi ng mediumITD

10 ¢ eedicpddlicachased g &hei Préneig Gile anal getdhlehenbas s

of g dihe  Lp OFﬁ?t&é)&a &ﬁ%%ggﬂg%n@edém : 3%0?531?’3@&%40%

that the 3 ormation recordi ng ne een
valiedattedproaesping ng gedyice wrabliedi mg sbtudston data
' g9£ﬁﬁggggg|99 the information recording medium ID is the
prime, as the ID verifying processing.
i5 [0019]
Furthermore, a third aspect of the present
- invention is:
a data processing method for executing service
providing processing according to a service providing
20 request from an information processing apparatus,
characterized by having:
a data reception step of receiving a service
request accompanied by an information recording medium ID
and a service ID, from the information processing
25 apparatus; and
a data processing step of executing processing of
verifying the information recording medium ID received,
acquiring a title-unique value on the basis of the
information recording medium ID on condition that the

300 information recording medium ID has been validated,

acquiring service providing situation data corresponding



9 to the title-unique value acquired, froma storage
section storing service providing situation data for
~each of the information recording nediumI|Ds as
service managenent data for each of title-unique
values 5 corresponding to titdes of content stored on
informati on recording nedia, judging whether or not a
service specified by the information recordi ng medi um
ID and the service IDis providable, and executing
service prOV|d|ng%§£oceSS|ng on_condi tion that

OsbPTi TS W P a Rt AP IFEGvi GEBT S STPTE9E 01

FUEéb@ﬁ@@rétoﬁﬂﬁga@egﬂp@g|ﬂ%ﬂu Rhgt Berdat fon RIRGE$SENGach
met hod of the present invention, the data processing

st8p Fae chfoaeréirzedesyrdimd EF@ldﬁgmaI@% e@‘s ferygce
EXREHLS O AN URGORESSL I U (LY LGNS/ mat i on

- recording nediu as processing o ying -
5S|gﬂemQﬁandﬂm@atoohialﬂ@doﬁrtdﬂﬂentnéoormu|qn1ﬂméﬁﬁﬁdtﬂgn

d d f :
I DRV ORE Y BAge. Sabvr o IRESEarl e o G g

S| spmimcdaiyatae CRf s eeNoRG Hgcbodiie fiddier Uni'gHe the
val ue, according to the title-unique value contained
. nSfEﬁ‘él%fI&r et PBﬁvi“é%‘%]redl f3d REEFURITD, they Segaice

ﬁﬁf@viﬁhr@%r‘ééhgglﬁﬁl syl ahed tByn exec U‘gﬂé']%e%m_ce is
cul ati on " based on data contained in th

10 i njedond iton beepspdiidaPirdi um I D. 25 [0021]
Fugﬂ&ggnnre, in an enbodi nent of the data processing
nmet hod ‘of the present invention, the processing of

verifyi myrtherinfer niat iaon embodimémy cedihemdat®d in the

ta proce n ep.i.s characterized by 30 includin
aa%¥°§?%ﬁﬂ“§§@88P$ﬁ é%{t pﬁPS@EEs#%&FQﬁfgqcoﬁbﬁr?ﬁbat%e

| N s derdiony seepr di nehamditei kPiregeivmediding a step of
15 . executing the processing of verifying the information
‘recording medium ID as processing of verifying signature
data contained in the information recording medium ID,
rand executing processing of acquiring, from the storage
section, the service providing situation data
20 ' corresponding to the title-unique value, according to the
title-unique value contained in the information recording
medium ID, or the title-unique value calculated by
executing a calculation based on data contained in the
information recording medium ID.
25 [0021]
Furthermore, in an embodiment of the data
processing method of the present invention, the
- processing of verifying the information recording medium
ID in the data processing step is characterized by
30 including a step of executing it as processing of

comparing the information recording medium ID received
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10 fromthe information processing apparatus with |IDs
recorded in a revocation |ist being a list of

unaut hori zed i nformation recording nmediumIDs. [00221
5 Furthernore,-in an enbodi nent of the data

processi ng nethod of the presgent invention, the
information recording nedium!D is characterized by
bei ng configured to include a title-unique val ue
corresponding to atitle of content stored on the
informati on recording 10 medium and signature data
gehietatdg dRTPHRR i ProresSRe r RPHAF IS Yathahagenent

APRA RS aRd, 044 &Il 9F sceBehPfa ihg i BEor mati on
recordi ng nedia, and the data processing step is

charaadherized byfimeitidinngegosdepy giediawedldsi ng t he
pr@ﬁﬁgﬁing of verifying the information 15 recording
medi um’I D as processing of generating a nessage to

whi ch aFpubhé¢ndksy, ¢h theemaodgenmentcfappardsts i s

applied, .for c rison with the signature data
 GRCHRTEANS] ECHE (94 S PFORCP EGOF G “Redrom 1 D, and
al strore%eebhi Aged e Ry @eassingp of s agGiHakkBgitH& by being
service 2 0 Eroyiding situation data corresponding to

t Fenfignged ke giRe \deué EdRLar wetius Yehaei APBF P Tsh nY

recprdicng o MBLI R ddAe SHBMLENG, SLY 398 3RSt R rd D023
Furthernore, in an enbodi nent of the data 25

prEscE sy, ngnées otk tofret Hetpr gsestataw emt itba, behiks of a
i %&g%t 'kgg Lecordin em“é%%uén%ﬂ)af’rééusc%%%E?Eéﬁ%‘i’q by, »

i ACI Ui ng A Prife prv) Set TR Tesponset o each of a
Nnuwdadr ofV ohe i M fommittiion tecordimy mediaa ERAUEREtdHEd,

and data | DKey(w) calcul ated by a cal cul ation based

oﬁﬁoﬁés%n%r?‘ﬁ%\o' PEWSRARACERET 7S 1Y A0l S tSh Pt

t he QA adng PERE 858 dad sSheP ok SvEPRF AGLEekhEdedn BYrmation

i ncluding a step of

" recording medium ID as processing of generating a message
to which a public key of the management apparatus is
applied, for comparison with the signature data contained
in the information recoxding medium ID, and also
executing the processing of acquiring the service

- providing situation data corresponding to the title-
unique value contained in the information recording

- medium ID, from the storage section.
[0023]

Furthermore, in an embodiment of the data
processing method of the present invention, the
information recording medium ID is characterized by
including a prime p(w) set in response to each of a
number W of information recording media manufactured, and
data IDKey({w) calculated by a calculation based on the
prime p(w}) and the title-unique value, and the data

processing step is characterized by including a step of




executing processing of judgi ng whether or not data
contained in the information recording nediumID is
the prine as the ID verifying processing, and al so
calculating the title-unique value fromthe data

| DKey(w) 5 contained in the iinformation-recording
medium I D, and acquiring the service providing
situation data corresponding to the title-unique

val ue cal cul ated, from the storage section. [00241
10 A fourth ascgct.of tgewﬁiesenthinvention IS a data
pr 6CEssIng Method °f-8F 8ketthtI My FNEERGT c’F HMowiading
requeshin@al arsehv¢l ¢arpravt hMg sRr¥ehg n&dARACIEHisZete
by having: a recordi ng medi um accessi ng step of
exBEHET P 1@%#&5@&%@1% BHASESSLAG. afnd nfloramat i on

r eeQl e 1wk TRA ity tit@eauﬁfﬁﬁ%(yaﬁgen?gbﬁ”@ﬂéndﬁ%%a%%key(w)

and a data processing step ofexecuting processing o

SvefPR{aHednn wher fafome tievomgicngdiredi med ik rldadafidom
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m 20 T nterface, a execu of
t rapsmesgdmigngheo thé ornetd-amiveeovding deEdiulmkD, torom
th hg,ervice prov%ding server on condition that the
i nfoF nat 6 8E6r4PRy nedi um 1D has been val i dat ed.
[00@%d47 25 Furthernore, in an enbodi nent of the data
processi ng net hod of the present invention, the data
processﬁngongb #FPeHarcdctipri peeSHjt exeeating Lhe
processisng.ef Nesidyding %Q?hbaf9§{¢g§é%ﬁt&%§ogdég ice
medium | D as processing of verifying signdture data
C OPE @Y ifEahgi me@0ethetd rif remmticenprecodiingeredirum | D,

(Oggggaéyérized by having:

a recording medium accessing step of executing

ot 20 e PALe e S RRRRE O b7 GERRAIG of

processing of accessing an information recording medium
via a recording medium interface; and

a data processing step of executing processing of
verifying an information recording medium ID read from

~the information recording medium via the recording medium
“interface, and executing processing of transmitting the
-information recording medium ID to the service providing
server on condition that the information recording medium
ID has been validated.
(0025}

Furthermore, in an embodiment of the data
processing method of the present invention, the data
processing step is characterized by executing the

. processing of verifying the information recording medium
ID as processing of verifying signature data contained in
the information recording medium ID.

[0026]



Furthernore, in an enbodi nent of the data processing
nmet hod of the present invention, the processing of
verifying the information recording medium ID in the
data processing step is characterized by 5- including
a step of acquiring a revocatdon list being a |ist of
unaut hori zed information recording nediumIDs from a
storage section or the information recording nedium
and conparing the information recording nmediumID
received fromthe information_ processing apparatus
with 10FPRENPRCTScdPdéd F]Hb‘?‘llﬂénerf@v@cfattg@ndﬁ%t
acoideed i ngl A92Hda R ther BRESent NiBfATRAdI grOt of the
data procéssing nethod of the present invention, the
i rfesaegsiion eecordi iy ngedhem » B ima toivar aeterfied npdils

naf udl gt Lesaniaue valye sornesnonding.y

o, a
confe ored“on ormation reco¥ding
medidlmdingnd stgmatiiraeqdatangeneraiettannt hesbasd sagfa

a secret ke of a nmanagenent. apparatus and djiffering
o SEach BRAPRES b AL ETORCHEh OhaR GRS L e

dat:@rPhocesshig Sddaf 20 okStebalacd adtaed b¥cbaeiagli ng
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a step of executing the processing of verifying the
i SRy | BRdr eXBRAN NG FBEI tRfor ELprecesding wydium 1D
gerrg%%teagf@oﬂewq%fbgm%&gﬁ ;gm&éé%'i'n ggga%tw%t
managenent apparatus is applied, for 0 rison wt
t Hdhesilgnatarerdkt arcghearaedcatidarhd 125 epfioirmadi on
rﬁ%%rqing medium I D. [0028] Furthernore, in an

e o&i&ent of the data processing nethod of the

pr esent FhpseftncR, theani afisdmidn@n ofeens didxgp medi um
I D is characterized by 30 including -a prime p(w set
i PHOESPERSER ‘f‘%tfé%ijcr?fo¥hﬁ PRESEr WGt AP or Hat i on

I 866364mAgi AR & JmNuast i e 18N LBaracterized by

including a title-unique value corresponding to a title
of content stored on the information recording medium,
and signature data generated on the basis of a secret key
of a management apparatus and differing for each of the
information recording media, and the data processing step
is characterized by including a step of executing the
processing of verifying the information recording medium
ID as processing of generating a message to which a
- public key of the management apparatus is applied, for
comparison with the signature data contained in the
information recording medium ID.
[0028]

Furthermore, in an embodiment of the data
processing method of the present invention, the
information recording medium ID is characterized by
including a prime p(w) set in response to each of a

number W of information recerding media manufactured, and
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data | DKey(w) cal cul ated by a cal cul ati on based on the
prime p(w) and a title-unique value, and the data
processing step is characterized by including a step
of executing processing of judging whether or not
data 5 contained in the inforgmtion recordi ng nmedi um
IDis the prinme as the ID verifying processing.
[0029) A fifth aspect of the present invention is: a
conput er program for executing processing 10

according to a service providing request from.an

i it STt 6 (B oERESH i “Appalr at GelCeiniriat brFgddobythe
havi g Awdabadr £centiconndthBp fhikeceind Recayses Vi ce
request acconpani ed by an information recordi ng nedi um
| P SER@IaSEeP vi T eehapactpohretely rifrgrdmdiingna step of
ProLes; { US; . dat essi st ep. of
executlﬁ%gppggggégﬁgfo#aqgggfggiﬁag?%%‘%%fggﬁﬁ3?%%

r ecordiimgdnedi tine | D feeoeitved, reacgiiing mgddum ID is the
title-uniqﬁg vg%ye on_the basis of the 20 information
rddorthi A§ me8i um YD 9 CEnBr eroRc1Hat the i nformation
recomzdi’ng medi um I D has been validated, acquiring-
service_providing situation data corresponding to the
title-ufti GHER AWEAT 6 BRStFARE Tsd8VPBA1RR 0F ng

Servi CeaPEQMﬂ;@J@&:ﬁbﬁQQ&' P8y A A ftQh€BEH-OLs LI 25

i nformation recording medium I Ds as service nanagenent
dacgsdrgingath afsqivilce- phpgbdinagl nresiestr fespori ng to
tist] : st.or e n_information, recordin
n@é%%?mg{tﬁégré]]g@%ﬁwséstlﬁgr gg{gaﬁ%ifusa’ scera\}:iaggegbzé%gf]?ygd by
t heavimgfor mati on recordi ng medium I D and the service

1 D-is 30 providabl e, . and executing .the service

provi di fig et FEESHTAG Rt Torfti t5eTIVARE ' MESESH ce i s

] UdgREstO0abeodthnied by an information recording medium ID
and a service ID, from the information processing
apparatus; and

a data processing step of executing processing of

verifying the information recording medium ID received,
acquiring a title-unique value on the basis of the
information recording medium ID on condition that the
-information recording medium ID has been validated,
acquiring service providing situation data corresponding
to the title-unique wvalue from a storage section storing
service providing situation data for each of the
information recording medium IDs as service management
data for each of title-unigque values corresponding to
titles of contént stored on information recording media,
judging whether or not a service specified by the
information recording medium ID and the service ID is
providable, and executing the service providing

processing on condition that the service is judged to be
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providable. 0 0 3 01 A sixth aspect of the present
invention is a conputer programfor executing a
service 5 providing request to a service providing
server, characterized by having: a recording nmedi um
accessing step of executing i1processing of accessing
an information recording nedium via a recording
mediuminterface; and 10 a data processing step of
executing processing of wverifying an informtion
recording nediumID read from the information

r RIHid9g 1edi um via the recording nedium interface,
anEO@@gcuti ng processing of transmtting the
information recording mediumID to the service

provi di AgsiBtlserspmctowicbhdi prorertthamvenhéionf os mati on
recor di ng prdium 1.0 has, been yalidated ([0031] Note
that the conmputer ppr ggr am of the pr eSefit SSThvention is
a monputiey pegassthtidat seanibe providied Bygraer20
st qrage nedi u a _conmmuni cati on nedium e.g., a
st%?a&%&tﬁﬁaﬁ{ﬂ%%c}}?vdélgé CD or an FD, an MO, or a
coMUNIi gat-& 8k d IRA I SHCHc8Ss S MptWebK o rPEQVEgethd N a
conputer-readable formto, e.g., a general -purpose

C OHRCEE 189 sP EM IFRAS 10@n anekbEQTEA i FSOPRbRY apgdium
cafies 3 BLoBEQVLAING SHChaRe22.DLPUAM I N 2

conmput er-readabl e form processing according to the
progr anei dateaizedsangt heeg omp utbercusystyenro¢OBidg of
Fuvretrhl%r igbj ggtlsﬂffeatures and gdvant es g&nthe

predent T AvEaRt HEP WAY °Be & SRR AHFAr SRt WY 5 55 3drE %
dedrad liedodRsel opticpridiat hédbased 0nhd recording medium
| at er-descr.i bed enbodi nent of the present invention
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and &cé8rpanyihfreruting processing of transmitting the

information recording medium ID to the service providing
server on condition that the information recording medium
ID has been validated.
[0031]

Note that the computer program of the present

invention is a computer program that can be provided by a

storage medium, a communication medium, e.g., a storage

cmedium such as a CD or an FD, an MO, or a communication

" medium such as a network, provided in a computer-readable

form to, e.g., a general-purpose computer system that can

execute various. program codes. By providing such a

program in a computer-readable form, processing according

to the program is realized on the computer systemn.
[0032]

Further objects, features and advantages of the
present invention will become apparent from a more
detailed description that is based on a later-described

embodiment of the present invention and accompanying
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drawi ngs. Note that the systemused in the present
specification neans a |l ogical set configuration of a
plurality of apparatus, and is not limted to one
wherein apparatus each having its own configuration
are grouped 5 within the samg encl osure. [Effects of
the Invention] [OQJ3] According to the configuration
of the present invention, in a configuration in which
content is 10 provided as stored in various

information recording nedia including a DVD, a CD, a

bl e2viggsr ey dibdg FBEi BVstehdssdn iphiEh REPIAEe
Pro|ddifg,PE g6 ERsLA0 d 3 RSLLOr UBE LA raREbHOLKeY
service providing server, the service providing
sephpralvgyi PEespparainfsor mati 08 netoridiingdmedi ane | e in
transm.ttedoLheret o 1 amoan, Lnformation progessing .
apﬁﬁ?atus (user d%vié%),.aﬁg.p? Ve 2h 198, G g bANY
onvitdgmviche paayi¢ehdigssirtyation data for each of the

i nformation recording medium | Ds. Therefore, only if

t NEEL5e5ESr Rt Fo% PH6eesdifhg appar at us havi ng
tregwygitted a 20 service request is one having read a
valid information recording mediumID from an

i nf or mafFeprdEenridi igenednbryuranidronfy the Presrit been
valdfakadn Nl 4 e manriaesbs (pravidablg.gn the basis
of the service providi'ng Situation data, the

prendvdideg ef $tbhereserivi gerisuexeci@thtiocd5rp008ding media
Furt hernore %Prdi to ghe fonfi%yration of %?e d
preSeifiPEvant ion, 2 (e PnPolffetisi recordtng Redt i 138
Stiof ethien bbevidd PrEtideRgr PESE&E iGhdadi BRYFRshedleS on a
data - whose valjdity. can be checked, such as signature

- ddteFverked acHRHER) SOV JAPPaF i RE, 4MG SPSTLER tIedVikag
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title-unique
‘transmitted thereto from an information processing

a §eirtvle%' vgmﬁfl%s VA UG sk mb RELMAES- Hatia of LeRy ¥R £h the

apparatus {(user device}, and provides a service based on

service providing situation data for each of the

" information recording medium IDs. Therefore, only if the

information processing apparatus having transmitted a
service request 1s one having read a valid information
recording medium.ID .from an information recording medium,
and only if it has been validated that the service is
providakle on the basis of the service providing
situation data, the providing of the service is executed.
10034]

Furthermore, according to the configuration of the
present invention, the information recording medium ID
stored on the information recording medium includes data
whose validity can be checked, such as signature data of
a management apparatus, and also either has a title-

unigue value or includes data from which the title-unique
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val ue is cal cul able. Therefore, the service providing
server can check the validity based on the data
included in the information recording nmediumID, and
additionally can acquire the title-unique val ue,
whereby the server 5 can spegdfy service providing
situation data set so as to correspond to the
title-unique value. [0035] [Fig. 1] It is a diagram
for explaining data stored in an information
recording medium 10 [Fig. 21 It is a diagramfor
exptaieniifgcalcebitigur Ahepnf ofe a theyeavien pretiding
Aut henti cation Code) generating verlfggﬁ%p%%gggzglnged
whien the MACoirsatused.rel®rifbng. méddiun Iis andi agdanidmorlly
expl aining a hierarchical. tree stru turg)agglied to
processﬁng of “encrypti ng qHa VS i i g Fidus ©*

keys apecdayasefHae hhvlitihg &idiagcamdshawsag & as to

exanple in which a content key is distributed and

d 5EEA HsFRgte BB 20N L ERAbT3 HF Key Bl ock). [Fig.
6][ddssijs a diagram for explaining a configuration for
manuf act uri ng, managi ng an i nformati on recording
meldiigm [ Fi g.It7]is| & Psagram dpramxbopinkpy alafiangterey in

c LQurati .Of i ce providing server
[%ﬁg}%gfgﬁ%e?%ﬁa |§§%§ﬁ1?8§%%¥blaining service
pridiiigdi A¢ si titatison dasaravhiTh: helaénvhgea provi di ng

. holds. [Fig. 9] It i di f I ai ni
2 SR TOGRPP LR AT o GTRBRELGR Sl ormmtion

 PrioGessiNg  appaksakugi dgisan ARVie&plaiding MAC (Message

~ Authentication Code) generating/verifying probéssing when
a MAC is used.

[Fig. 4] It is a diagram for explaining a hierarchical

-tree structure applied to processing of encrypting and
distributing wvarious keys and data.

- [Fig. 5] It 1s a diagram showing an example in which a
content key is distributed and decrypted using an EKB
{(Enabling Key Block).

[Fig.. 6] It is a diagram for explaining a

. configuratipn for manufacturing, managing an information
recording medium.

[Fig. 7] It is a diagram for explaining a

"configuration example of a service providing server.
[Fig. 8] It is a diagram for explaining service
providing situation data which the service providing
server holds.

[Fig. 9] It is a diagram for explaining a
configuration example of an information processing

apparatus (user device).
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itenms: 18 1. Data stqred in.information recording

[Fig. 101 It is a diagramfor explaining disc ID
setting exanples. [Fig. 11] It is a flowhart for
expl ai ni ng processing which the infornmation
processi ng apparatus (user device) 5 executes. [Fig.
12] It is a flowhart for exptaining a disc ID
verifying sequence which the information processing
apparatus (user device) executes. [Fig. 13] It is a
flomchart for explaining a disc ID 10 verifying
q%fnce whi ch the information processing apparatus,
(u% Ideilcéf é%e%Lﬁ¥%9rﬂ@Fﬁ@r ¢APp13ining giprohkhepkting
f oL, gxplaining a disc 1D verifying sequence which the
i nformati on processing apparatus (user device)
exBtig-es1115 IFiig a15]lOWt:h$-‘st atdd mﬁaﬂniﬁ@rprocessing
isc ID_verif uen i.ch the
S B Ph e o, b b B ARG Bl Ly  BSusce)
exa&uhﬂ&a [Fig. 16] It is a diagramfor explaining
essi by wmlch nf or mati on _pr.ocessi ng,

EC;Fafr &gqr eckl Vs 33 ?U%%ﬁu%g et e S et ID
pr@é:l:i_@lyri@lgs@é&{@énce{ E}}gchlihel intSematfilonghattss Ofg
expl ai ni ng processing which the service providing
séﬂ%@ﬂaé%écéﬁé§r {BEste) Vs8esuE®T - Carrying out the

vandlanh 28 L0361 Belatk. dehaid lx?lggnﬁn%e&[\/dl%% ID
prOV|d|ng server ormati on process
apﬁanéWugg aedatzcpridessichg 1né¢mmnuxum@race@ﬁpMQer
o ram.acco rdén éé&é%g reSﬁ i nvention are
F15ed Swi Fﬁ eren &> drawi ngs. 30 Note that
t h[e?l@esamu pt imN iisS agfVeRcRLEON M@ xboati Reng foldiew ng

%ﬁqhﬁylng sequence which the information processing
apparatus (user device) executes.

[Fig. '15] It is a flowchart for explaining a disc ID
verifying sequence which the information processing
apparatus (user device) executes.

[Fig. -16] It is a diagram for explaining processing by
which the information processing apparatus receives a
. service from the service providing server.

[Fig. 17] It is a flowchart for explaining processing

~ which the service providing server executes.

{Best Modes for.Carrying out the Invention]
00361
Below, details of a service providing server, an
“information processing apparatus, a data processing
method, and a computer program according to the present
‘invention are described with reference to the drawings.
~Note that the description is given according to the

following items:



2. Configuration for providing and using/ managi ng
content-stored information recording nedium5 3.
Configuration of information processing apparatus
constituting service providing server and user device
4. Details of processing in user device 5. Details of
processing in service providing 10 server [0037] [1.
Data stored in information recordi ng nediun] A

-configuration exanple of data recorded on an

information recording nmediumis shown in Fi 1. Fig.
1 15 i$-a diRajramtrordekd| Wiy tdaparstorddmedium
var|0u52|nfordgﬁﬂﬁ%grggggﬁdfgggﬂggylgqhgognénclud|ng a
CD (Conpact Disc), D (Dgital Versatile Disc), an
MO (iMarmaDeg thy CcaltEInlIesrtased opfeumltidnsce¢Brdinay

Di S8 flash nenory. Wiile a disc-shaped mediumis
shomn "ds an exanple in Fig. 20 1, the present
inventioen is anﬂﬂgﬁathoﬁKmf(MﬂﬁbﬂmatSUﬁhprdhéﬂbi&@aped
medi a, but also to various information recording

 mEHRRPREP UBPRYT H Y ESh SRERDFY . PTOUSEPI0TSFRer and user

10

i fearinmt i on recordlng nmedi um 100, "‘there is 25 stored
information shown in Fig. 1, i.e., a disc ID 101,
cont ent 4102, DetBilde PD ReRRRSRINGN 1b] §ﬁe{mem)ce103 an
encryption k [ r pat a

104. [5039] %"f’tag At %P%%_&Q&%g & 91?59905 st |1?ﬁg‘|25
uriegyerto 30 the disc, and is stored such that it is
hﬁr%3ai erase or rewite. Note that the disc ID 101
' q s a unique 19 value (title-unique value) for
egah tibhea coHdresiPendiAgormation recording medium]
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Arconfiguration exampie of data recorded on an
information recording medium is shown in Fig. 1. Fig. 1
is a diagram for explaining data stored on various
information recording medium 100 including a CD (Compact
Disc}, a DVD (Digital Vexrsatile Disc), an MD (Mini Disc),
a Blue laser optical disc (Blu-ray Disc), a flash memory.
While a disc-shaped medium is shown as an example in Fig.
1, the present invention is applicable not only to such
disc-shaped media, but alsoc to various information
recording media including a flash memory.

[0038]

On the information recording medium 100, there is
stored information shown in Fig. 1, i.e., a disc ID 101,
content 102, a Disc ID Revocation List {(DIRIL) 103, an
encryption key information (EKB: Enabling Key Block) 104.
[0039]

The disc ID 101 is, e.g., an identifier unique to
the disc, and is stored such that it is hard to erase or

- rewrite. Note that the disc ID 101 includes a unique




to the content 102 stored on the information recording
medi um 100, a uni que val ue (di sc-uni que value) for
each information recordi ng medi um 100, and
information 5 indicative of its validity, e.qg.,
information (validity verif{igation value), such as a
signature. Details of the disc ID are descri bed

| ater. [00401 Note that since a disc-shaped nediumis

- shown as an 10 exanple of a content-stored

information recording medium in a bel owdescri bed

: en‘b@b%%e(mltlﬁré‘n%@‘é%t‘faﬂﬂ)@r ifer geskribde aorrreranding

! D% %n%ﬁ‘érld)i‘fé)rf 4 %ﬁ £hECOLAL NG TR g@:ﬁi‘&l‘n&s
a ?as as the

nmenory i s use content-store
irmﬁﬂinmilﬁﬁ recomtmug;vnimeuﬂﬁian ﬂﬁﬁquﬁ(mahaenoﬁor each
reco % itum 1D corre pongbg to,t.h dIS% IDis
set” ‘Tiﬁ‘b“ ifnTH%C%B P}e@htm %n%t ed"6n Phe
mi:mlrmtﬂl@@ ofegw divagiaediypmne 190. itFersaptient (vHlidity
stored as, e.g.,. 20 encrypted content. In_a case of

¢ HEFOhds 6 EoHREht SUEdy 4Pnfof AR GHF o-or DEERT bptdinghe

the sontrentei ge8btNSIg 18k@red on the information
recordi ng nmedi um 100 or provided via a network.

[00UP] 25 The Disc ID Revocation List (DIRL) 103 is

e 0i SRS ORt R Erer (L) 04 s Taar iy S an

10

whe :cimp lwh e angontbnﬁ}suar@gnuﬁédrmaxﬂvmvm@gobéengcmgﬂxum

t ho t hor tion or the |i
U A eaf ARt e A D aaogiiEat ottt iBi6R 1 the
MeddeRinibad 8kSend icepitTed onr the wradkhortgeakGxR
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together with the 20..content is extracted and-listed.
TTE?%ﬁﬁﬁépgtm%ﬁl%WKFUCh as a flash memory is used as the

content-stored information recording medium, an
information recording medium ID corresponding to the disc
ID is set.

[0041]

The content 102 is alsc stored on the information

'recording medium 100. The content is stored as, e.g.,
encrypted content. In a case of the encrypted content,
key information for decrypting the content is either
- stored on the information recording medium 100 or
provided via a network.

[3042]

The Disc ID Revocation List (DIRL) 103 is also
stored on the information recording medium 100. The Disc
ID Revocation List ({(DIRL) 103 is data in which, when any
disc recognized as having been copled without
authorization or the like, e.g., a CD-R storing
unauthorized copied content is found in the market, a

disc ID copied on the unauthorized CD-R together with the



210

managenent of the Disc ID Revocation List (DI RL) 103,
the providing of the list information to disc
manufacturers, and the like are executed by a Centra
Authority (CA). 5 [00431 Referring to Fig. 2, a data
configuration of the Disc ILf) Revocation List (D RL)
is described. '"A Disc ID Revocation List (D RL) 150

i ncludes, as shown in Fig. 2, a version nunber 151
nonot onously i ncreased according to 10 a tinme on which
the list has been created, a revoked disc |IDlist 152
erftffeeati A Brkseas e dhdditdesedor TorcPase Bt iomamddan

a ' 0 - (& Lflcatiqn 3
b D B e T A shed "AreE 17 e
| itoviS2ngThé tlasperstng nfermnéftat i ton diglcumathbBacsutatsa

15 applied.to determn ther ,or_ nat the data

Vet s Hahe 758 AR HoPyl Bro sy AEToRAKTt Heb -
remuokesd disc IDlist 152 in thi's case has been
tanpered. . A digital_ signature using a public-ke
encrypt FeReT ¥ Bhrfiqdd? - afd %.%%%%éﬁ%ﬁ%ﬂﬁﬁéﬁ%?%dﬁy&ﬁe
Castes { MAChe USERG &0 18 s3Y MBBRE| C1K&Ye LNGHYALI O pisc 1D
technique are applied thereto. [00441 If a digital
sikpvacatecnshagt a(pidl)i é-Reyncbmtsspptasoshoerhin gl - -
used 33 LhenLANPer N0 KL LELeat] O NALUR 4183 o rding to
playbacﬁ apparatuses acquire a signature

ver itfimeabhonh kely thpullliist key)bodn areelticedhl e rentkdd/ disc

. 0., .th - ti, Ce I horit CA and
o 1 R B R e i g5 b S e it Fr (B rus B

 genger ahl a0tkeyt{saWethskayambe i ey GRAHifFakba AUSMOFd Tye

| - (CA), - using-the signature verification ke public
k 3 e ge%

215

20

25

30

FchhSovestiPromupher play bk thecFienesefadisc I
acquir gdy Whgre %mberixg&t@é e A8, VEE 810N SWInher 11
and the revoked disc D21 [list 152 have been
taﬁméﬁ@d by dotermine whether or not the data for
verification, i.e., the version number 151 and the
revoked disc ID ‘list 152 in this case has been tampered.
A digital signature using a public-key encryption
technigue, and a Message Authentication Code (MAC) using
- a symmetric-key encrypticen technique are applied thereto.
[0044]

If a digital signature using a public-key
encryption technique is used as the tampering
verification value 153, playback apparatuses acquire a
signature verification key (public key) of a reliable
entity, e.g., the above-mentioned Central Authority (CA),
and verify the signature created with a signature
generation key (secret key) of the Central Authority (CA},
using the signature verification key {(public key} which
each of the playback machines has acquired, whereby to

determine the version number 151 and the revoked disc ID
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[0045] Referring to Fig. 3, Message Authentication
Code (MAC) generating/verifying processing using a
MAC as the 5 tanpering verification value 153 is
descri bed. The Message Aut hentication Code (MAC) is
generated as data for tanpering verification. Wile
vari ous nodes are available for MAC
generating/verifying processing, an exanple of MAC
val ue generation using a DES encryption 10 processing
conflguratlon Is shown in Fig [0046] As shown in
Fi =8, 15¢ ﬁé§§a§%e$o?a%ﬁ%ﬁ9€s§Fn§°tr , the version
nup@@45ﬂ51 and the revoked disc ID Ilst 152 shown in
Fig. 2 in this case, is divided into 8-byte 15 bl ocks
(t he di Rededriessaydsivar 8. hHeesagd thutheaftdcpbdon dCodss
M = . Initial.Valuye (her after
el B e oA e T S S PR b B e e RS e
|'1 9ampeey, vbklfscatmnﬂtwaiubolaBDES:ﬁﬂﬂﬁymkﬁngﬁﬂeftlOn

oot S en et i Corlpol GRCE § Stmadied oh fase

-angbi ttan@etpHl Ferisicddiputlt eghiie the iDES RH&Ey pideng

section using the key KI (an output E2) . Thereafter,
t & iprddes SPRgMRS Q‘Gé}?éfé*ttéé‘g/i’@re%ﬁ%tprélclesﬁhégr an
MESSAGE h t g
Authentlcaglgﬁbg%%g&yﬁ%%%nglb O%%%%J%P%%% ggcﬁ%p
a i Fdfesyrse ng vahﬁeqtmﬂte-qnt $s gkoeratorFigat 8.has been

L . Thus, if a conparison between a MAC

erat'ed on the basis of data (nessage) for

ver|f|CAE|enoemduaENBC Becermkﬁbagunﬁb&t@eobheélﬁgnIl.&O,

coi.nci-de, it is proved that the data (nessage). fo

vei#}er VEAEIGR AEECHotl YedRdabher BeVdied stser 8. l?z%t ¥

4 $hown in Fig. 2 in this case, is divided into 8-byte

. blocks (the divided messages are hereinafter referred to
as Mi, M2, -, MN). First, an Initial Value (hereinafter
referred to as IV) is XORed with M1 (the result is Il).

- Next, Il is inputted to a DES encrypting section using a
key (hereinafter referred to as K1) {its output is E1).
Successively, E1 is XORed with M2, and its output I2 is
inputted to the DES encrypting.section using the key Kl
fan output EZ). Thereafter, this processing is repeated
to encrypt all: the messages. The last output EN ig the
Message Authentication Code (MAC).

[0047]
A MAC wvalue takes a different wvalue once its

" generator data has been altered. Thus, if a comparison
between a MAC generated on the bhasis of data (message)
for verification and a MAC recorded indicates that both

-coincide, it is proved that the data (message) for

verification has not been altered or tampered.
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Returning to Fig. 1, the description of the data
stored in the information recordi ng nmedium 100 is
conti nued. The encryption key information (EKB
Enabling 5 Key Blocl) 104 is also stored on the
informati on recording nmedi ym 100. [00491 Referri-ng to
a drawing, a configuration for providing secret

i nformati on using the encryption key 10 infornation
(EKB) is described. Nunmbers 0-15 shown at the

| ower nost | ayer of Fig. 4 are user devices as

i nf%®dti on processing apparatus for, e.g., using

cont ent ge NATRIYY £ #3YES1 Neide NLIAGERIER! oF 1R gata
structure shown in Fig. 4 correspond to the devices,

r espeedi val yhe 151 ]00601cBachcofdite ngaiipes00- 15
stores _a _key . set (device eys . Ks. . Devi Node .
kS Rt Moy E Rt bR (TR OIS T, CTEDaing
shiggmenbckprithercafitser stdhed kay et infbNKsiémcl udes
keys Enode kq¥%2 assigned to nodes in a 20 path from
it 1PEare¢H™ 1980t in the hierarchical tree

stprogaoyre, and-a | eaf key of its own leaf. Synbols

KO000- K1111 shown in the |owernost |ayer in Fig. 4 are
t he | eakekeymings diogRedrevithe depnéagupaion for

(PR ReT ot e o o ratRe at The
segdrdmbayer (EKRN tive debonepedst Nhapers i€ 1 domodet
R0 RSP NANS LR Bl LM S Ao R
nadE oy si FrocedP iKGOapKEratily s, devigte keysy ddittent.
device- 5 owns K0101, K010, -KO1,. KO, KR. The devi.ce 15
oNFEeRY114Sa V@A £ R1D 1 SP3TCIG CA KR TR0 FETBRRE- B iPWn 11
sipiieen devkESsorfr 13 he §BeWkd N respectively.
[0050]

Each of the devices 0-15 stores a key set (device
keys (DNKs: Device Node Keys)) in a memory at the time of
its manufacture ¢r shipment, or thereafter. The key set
(DNKs) includes keys (node keys) assigned to ncdes in a
path from its own leaf to a root in the hierarchical tree
structure, .and a leaf key of its own leaf. Symbols

. KO0O00-K111l shown in the lowermost layer in Fig. 4 are

i the :leaf keys assigned to the devices 0-15, respectively,
and ‘keys KR-K111 indicated from a KR (root key) at the
uppermost layver to nodes at the second layer from the
lowermost layer are the node keys.
[0051]

In the tree structure shown in Fig. 4, e.g., the
device 0 owns the leaf key K0000, and the node keys K000,
K00, KO, KR, as device keys. The device 5 owns K0101,
K010, K01, KO, KR. The device 15 owns K1111, K111, K11,
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the tree of Fig. 4, and the tree structure is
symmetrical having four |ayers. However, other
configurations including nore devices within the
tree, and also 5 different layers in parts of the tree
may be applicable. [00521 Myyeover, the devices in
the tree structure of Fig. 4 include various
recordi ng nmedia, such as, e.g., a bvD, a CD, an MD, a

flash nenory enbedded in the device or 10 rel easabl e

fromthe device. Furthernore, various application _
sefli E&s et ddnitsenlyt sistearerdegichsal-EdrFiggwharinoan
el GRALE! RIoNY dedlCenoapl 0 I AERLe 3BPLLGALL AN
coexi st to whic e hierarchical tree structure
showninign £Birg. ldydaed .ngHowatent anhekeyoﬂslgmsaﬁmdnﬁi on

confl ration is 0053] In a s temin which
o GG B e i BB s i g P e G Lpe
daylm&ehﬁ Aapard ENGlaesedobytRe tRKeAyl bBeapﬂSllfdagale
4 |.e., the devices 0, 1, 2, 3 are 20 set as a group.
dnpl e, only these deV|ces encl osed by the

br oken i pgoAnd el udedobo fhe Qlf@ehgkguc@%@%f' zed .
rights, i.e., Iicenses to use encrypted content

'st%nuﬂledelﬂarﬁwnﬁ|nﬂ¢oméeogdm¢@paﬁxﬁwwh Bn,thpg ,caééHD

a B i t hat aonly evi.ce 3 25
cghggkqugrgsa iey ap meﬁrYOG%%d$€6%lng Pﬁedc%%
am@lehheb$etffﬂﬂBﬂhi @b@ﬁed OrFdriti@eirnbo¢ Madd Mirvus

recordlgg nedi a each storlng t he encr pted content.

[ GBBA{CAE1PR SHpEHSETt CRPORPERYST 4, Fh?e t pfEe Ges
0,cohfigdPaios iMGIHIARd gk RrOREnQIRHA cRal nghal ek kays

~KQOO, KO, KR ..as the device keys (DNKs: Device Node

15

20

25

30

KEPP) isebiens grp24 st e Phiel| s hierarchical tree

structure shown in Fig. 4 being content or key
distributicon configuration is applied.
[0053]
In a system in which such various devices and
applications coexist, devices in a part enclosed by a
- broken line in Fig. 4, ‘i.e., the devices 0, 1, 2, 3 are

set as a group. For example, only these devices enclosed

- by the broken line and included in the group hold

authorized rights, i.e., licenses toe use encrypted

content stored on information recording media. In this

case, an EKB is set such that only the devices 0, 1, 2, 3
" can acgquire a key applied to decrypting the content, and

the set EKB is stored on the information recording media
. each storing the encrypted content.

[0054]

As is apparent from Fig. 4, the three devices 0, 1,
2, 3 included in one group hold shared keys K00, KO, KR

as the device keys (DNKs: Device Node Keys) stored on
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[00551 At this point, an EKB configuration for
enabling only the devices 0, 1, 2 to acquire a
content key Kcon 5 applied to decrypting the content
is as shown in, e.g., Fig. 5 Nanely, an EKB is set
as follows: Index Encrypted glata 000 Enc (KOOO Kcon)
0010 Enc (KO0010, Kcon) 10 [00561 Note that Enc (Kx,
Ky) denotes data Ky encrypted wth a key Kx. At this
point, the devices 0, 1 can decrypt the encrypted
data i ndexed as [000] using the device key [ KOOG

t hieheiholdgvigrd-al so the device 2 can 15 decrypt the
encsyq.ed data indexed as [00101 in the EKB wusing the
devi ce ‘key [ KO0101 it holds. They can acquire the
cont ent AkeyhKe opoihr,ough EKRecon it @oessiong fok enabling
decrypting the respective encrypted data. The. other
ST 3 G5 AGRE B hé devACHEKEy st (HESPE. FREOTOT™
angb2Q ddht$ aanhght ACfUiHee cbheegONl £Nds k@ywlyin, e.g.,
decryption of the EKB even if having received the EKB
sF¥onfi-gulidtr ey ahéfR LA F9.25.5960571 In this way,
an EKB irgqsgte@sJaka Ravkng a 25 configuration
corresponding to I'i censed devices, whereby the EKB is
confi guPéd as a kefnEnfe®@t ikorerhl ock which is

process only b n ct evi ce, and through
whi ch sg@hgt infor#ﬁ?ig%éghghfggng content key can be
provisedd to only specific devices. The key information

30 (EKB). issuing center 104 generates an EKB
processHBFE TRAT VN (E&vi BES TPMATHEE FEr APTSYRIES

ofyeantenty AR 25 tBEOVHEESt ! hevEKBvieethe, 1 can

i-nf or-mati-on recordi ng nedium

15

20

25

30

decrypt the encrypted data indexed as [000] usiﬁg the
device key [K000] they hold, and also the device 2 can
decrypt the encrypted data indexed as [0010] in the EKB
using the device key [K0C10] it holds. They can acquire
the content key Kcon through their processing of
decrypting the respective encrypted data. The other

- device holds none of the device keys [K000], [KO00i0], and
thus cannot acquire the content key by decryption of the

. EKB even 1f having received the EKE so configured as
shown in Fig. 5.
[0057]

In this way, an EKB is set as data having a
configuration corresponding to licensed devices, whereby
the EKB is configured as a key information block which is
processable only by any selected device, and through
which secret information such as a content key can be
provided to only specific devices. The key information

. (EKB) issuing center 104 generates an EKB processable

only by devices to which it permits use of content, .and
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manufacturing entity 103. The informati on recording
medi um manufacturing entity 103 stores the EKB in an

i nformati on recordi ng nedium 110 together with the 5
encrypted content, and provides the nedia to the
users. [00581 [2. Configuraggon for providing and

usi ng/ managi ng content-stored information recording
mediun] Fig. 6 is a diagramfor explaining a
configuration 10 for providing and usi ng/ managi ng an
information recording mnedium 200 storing the _
abBTRY T ithFe§KGal? othe darfarmafrdonone aar dingnAefhuri g.
6, mbflu S SORfinguEat i 0P {0, PROVI S NGANd MRDAGESNG,
content, theré are a managenent 15 appar atus 201(%hat
t hee@am m@EnuAachority reAtvudés, shorentent BiBovndiamg
app @ﬁ%‘asci%% r%QQEd%% C‘%{‘etigg&% ﬁg?vlécqg%%%eurs ClndfLse

manur acturi ng apparatus nmanuf actur er

‘usesgrgrtddnfconmabt prnapl goesdideg appatedis to tker users.

deg'@§% 400 that a user uses for executing content 20
pl @ k processing, and a service providing server

3002. f orcoaxequthflon € prokaessi N ofs iPLOMhHLHhg
services, such as, e.g., subtitles, corresponding to
coftEnisérEad dul e fivnorREPTBHNY destidig nedi um

200, wi tgh gregpect, t o qthe .EBI:%{@{ CESRED i
apparatusg(user Jévig 400. 25 %%gﬁﬁr%hg nman dgﬁgﬁF
apper atneyiZdhogendratiew /raeagahgr ameinticomed idhscetdrding

i D R ti List (Dl d [ th
B R S A S A Pt E

t heoosmit ent provi di ng apparatus 203 provi des 30
encrypted content -and-an Enpabling Key Bl ock (EKB) to
the ~di 8¢ ABAW at Jri9ng Cappir at tnDighirasgonpliorg 1

providing and managing content, there are a management
apparatus 201 that the Central Authority (CA) uses, a
content providing apparatus 203 that a content provider
uses, a disc manufacturing apparatus 202 that a disc
manufacturer uses, an information processing apparatus
-(user device) 400 that a user uses for executing content
playback processing, and a service providing server 300
. for executing, e.g., processing of providing services,
such as, e.g., subtitles, corresponding to content stored
on the information recording medium 200, with respect to
the "information processing apparatus {user device) 400.
[0060]

The management apparatus 201 generates the
aforementioned disc ID and Disc ID Revocaticn List (DIRL),
and provides them to the disc manufacturing apparatus 202.
Morecover, the content providing apparatus 203 provides
encrypted content and an Enabling Key Block (EKB) to the

disc manufacturing apparatus 202.
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The di sc manufacturing apparatus 202 manufactures the
i nformati on recordi ng nedium 200 in which the disc ID
and Disc ID Revocation List (DIRL) received fromthe 5
managenent apparatus 201 and the encrypted content
data and the Enabling Key Blgock (EKB) received from
the content providing apparatus 203 are recorded.

[ 00621 A user, e.g., purchases the infornmation
recording 10 nedium 200, and-sets it in the

i nformati on processing apparatus (user device) 400.
ThEPG&flor mat i on processing apparatus (user device)
400 can r tnﬂgwtﬂ r '

i nfor natTlﬁgn&{"%% r%la%gﬁ% Z#a{agt%\%ag?g 11HQI(I: fe%tf<tutrt1east

t hehadiied oirDat somotedouiidgi metlh@n R dat b ch5the sdisc 1D
DIRL and quire pro t ent ke dtafrom

t HPERABC 2% ‘{/O E ED@%E) braesﬁes Sf % oW
d&hﬂrﬁ:ﬁ_;jemﬁﬁﬁealkﬁa/ra:iaiﬁa 2DNK anWhere byn hefpslea eaﬁt@heﬂ rdgata

and OEI ay _back the encrypted_content data. [006 20
FUFth &PRoFB2PHRY | 50 AHREFoAERP bcersS g dapparat

(usaltdevbesyi 400y tappasaits bhe fiscdLrheqorded on
the information recording nmedium 200 and a service ID
asl@62dervi ce | dent i | f| er, to the service providing
server 30 vil,ce -pr. S

300, tha UEF TS g ByFURSEL WIEe HBVLILO0, SENEIcs g
f mdchiem 20Aet vt st snate ithheeIn/ﬁcomajtsLopr pyvpdadding s
determ ned on the. basi s vi ge _providin .
A BRe o Pet iR e 108 viie SEEBRE o Baareo108
hadsiraklisi (ussr datwarc@nedot Bad ddie rydicsee! Bhé sdvad imb

.15

20

25

30

and that the service is provi-dabl e on .30 the basis of

t & CSBAFHCEN pFlfy i 1 HRFSite Gat FRFC RN TeRé mséP Y ets 36T 14,

EXELMEShhE SeSETH LE R QY HbPIrRLRLESSAY ﬁ@@o@a?*%loérhe

i nformati on processi ng apparatus (user device)
List DIRL, and acquire appropriate content key data from

the Enabling Key Block EKB on the basis of its own device
node key data DNK, whereby he/she can decrypt and play
back the encrypted content data.
[0063]

Furthermore, the information processing apparatus
(user device) 400 transmits the disc ID recorded. on the
information recording medium 200 and a service ID as a
service identifier, to the service providing server 300.
‘Then, in the service providing server 300, the validity
of the disc ID is verified, and further, whether or not
the service is providable is determined on the basis of
service providing situation data which the sexvice
providing server 300 holds. If it is determined that the
disc ID is valid and that the service is providable on
the basis of the service providing situation data, the

servexr 300 executes its service providing processing for




[00641 [3. Configuration of information processing
apparatus constituting service providing server and
user device] 5 Next, a configuration of the

i nformati on processing apparatus as the service
provi ding server and the usesr; device is described.
[0065] Fig. 7 is a diagramshowi ng a configuration of
the 10 service providing server showmn in Fig. 6. As
shown in Fig. 7, the service providing server 300
has, e.g., a control | er 302 including a CPU, a
catheuliatiosma tien OG- shdndeRBRYUEF TS Vasesugdevice) 400.
ca?g&h ting processing, an input/output interface

(1 04 as an interface for 15 input/output of data
frigm datenfiputatden oésiaﬁdrmatihn:@rooaspmngchppan&tus
and f Eut/out ut of data via a a,secur.e
e isbE!

" el cr?eﬁ’&";"fl%%g THeSE aél\éyonﬁfiﬁén‘il%“acreé

menory 306 stores data of a | ow security |evel, anong
v AHRGES tHAt &S USSR IOV IR0BES ST T D P HHET afl YT

“Unidvi3@3:andtheiwontrol er 302. The secure nenory:
305 stores data of a high security level, anong the

vardlerd data used for processing by the cal cul ati on 25

30 2. The,
tores, TeT0. 1 h” aleb®rl L, N FRRT RS VRIT L HIR
10 tt@rvﬁaeagenmlr@mrratemsﬁmn shrowigi. n6F| s eaho[waoaﬁl

The i nput/output interface 304 is coggs ged t o,
e.fg9- 4r chht rot M STV i et rier ABNS ‘-’anda

r Q;Qﬁllt\feﬁwars@ysudﬁtu@lh@om the, rRadereat iappaial U3

201 28. .and . the content ETOVIdIng apparat us. 203 shown
i rfEom g;eggtlng various calculating processing, an

input/cutput interface (I/F) 304 as an interface for
15 input/ocutput of data from data input devices and to data
output devices, and for input/output of data via a
- network, a secure memory 305, a main memory 306. These
components are interconnected via a bus 301.
[0066]
20 - The main memory 306 stores data of a low security
devel, among various data used for processing by the
~ calculaticon unit 303 and the controller 302. The secure
~memory 305 stores data of a high security level, among
- the various data used for processing by the calculation
25  unit 303 and the controller 302. The secure memory 305
"stores, e.g., the disc ID and the like received from the
management apparatus 201 shown in Fig. 6.
(30671
The input/output interface 304 is connected to,
30 e.g., a control means or a network, not shown, and

receives various data from the management apparatus 201
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The interface 304 further inplenments comruni cation
with the information processing apparatus (user
device) 400, which is to receive a service, so as to
provide the 5 service. [0068] The calculation unit
303 executes various cal cul atg ons including generation
of verification data for signature data, on the basis
of control fromthe 10 controller 302. The controller
302 executes various prograns, such as, e.g.,..a
checki ng program as to whether or not a service is
prajvd ddilsl eonbent ugkaViddvigc epparasey e speopi gk ngty- 6.
pr 1 e Vi
o e e dOR 20y el B T R 3
w&d&gémﬁntmappame@n&céﬂ&lpgthpparmmuaﬂﬂus@modédin@) 400,
ap tus or, ot her apparatus vi
oG FRTEr s (EETERCS0H ToritoltEXiny Bi° f or

eaﬁhﬂﬂxﬁnt and constantly stores the | atest version
in 20 the secure nenory 305. [00701 Moreover, the
sef81300 al so receives title-based title-unique
val ues apd s£IMiGR ildenhifi §&d ian cdborapt bon for
identifying services to be provided, from25 the
Cmﬂléhltlaﬁilew dmrgltaﬂgp@r aensr20Bomrotvieer fapphian data
V'& @ﬁghQEHEé Oé‘.%tP dNLgET B BES: é'éf)co%(% a?ﬁorﬁtt‘%{ £s a

rvi cé“provi i lati’6n" dat abase
tlddnirbaieﬁ SBkrvmhe poovi ol ey anuakeomtegﬁmnnnMMson
i s managed, i the secure nenory 305. 30 [00711

TP fEanS G t311 & *Cor r BsPOTF Y 5 CGATent By whether

star @dton bBevidd arBibenarBcor€h g uRe WEY208, whi ch
i-S
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service prov1d1ng program.
[0069]
The service providing server 300 receives the Disc
:ID Revocation List from the management apparatus 201, the
- content providing apparatus 203, or other apparatus via
the input/output interface (I/F} 304, periodically or for
each event, and constantly stores the latest version in
the secure memory 305.
[0070]
Moreover, the server 300 also receives title-based
title-unique values and service identification
. information for identifying services to be provided, from
the content providing apparatus 203 or other apparatus,
via the input/cutput interface (I/F) 304, and stores a
service providing situation database in which title-based
service providing situation information is managed, in
the secure memcry 305.
[0071]

"Title" means a title corresponding to content
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attached to the informati on processing apparatus (user
device) 400. [0072] 5 An exanple of a data
configuration of the service providing situation
dat abase is shown in Fig. 8. The service providing
situation database includes,,gs showmn in Fig. 8,
title identification information about content, which
corresponds to services that the service providing 10
server 300 provides, and service providing situations
as to the services set for each title-unique val ue
angitopat res poadingormattive diesorfibsy ofedlivwe 06t whiply is
th tent [ L1t 3 E
evarf L T, PRY L0 Bl HEosb PO ik ierdhs (e
FH@pvfbdmymms service providing situation data as to:
t|t¢e identification information: aaaa; and
tit %:Unlque val ue: bbbb, and is.a recordi ng of how

MANy tinRSeRaSe1dise ol dard 8on20ySeItMidie o2 8R805d kR
W th content corresponding to this title have so far

beRFPHrBATIEd tPAt iR phfebass der shew igy Giiddi Bg The

request s %%%%Qd&?ﬁ‘g déﬁ&ﬁt'l%\ﬁ' ggtébgééclrl&u%eéndas a5 RE
ID 2, respectively Note that In fhe

sexW|Rm§'pﬁovtdthg sdanuﬁumatdanalnS¢mmatmqm Ebgutscﬁeﬁent,
rvice | 1S service spe 0] I‘OVI dabl

oy e oE ek fed He ReaiSrBRTEh A the e tartl BELSRILS

a §éﬁﬂéﬂ:30®pp@b@i&ﬁbt(adaeseaelpéoyrdkﬂﬁrhguBltoaslémgnﬁs

to the disc |ID 1. [00751 30 The_service providi ng

ser 306 Tt 6rasStthef epFrBetitle-unique value “an

corresponding to the disc IDs of discs storlng the

15
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content hav1ng that tltle
[0073]
For example, service providing situation data shown
-in Fig. B8 ({a) 1s service providing situation data as to:
title identification information: aaaza; and
title-unique value: bbbb,
and 1s a recording of how many times a Service 1 and a
- Sexrvice 2 associated with content corresponding to this
title have so far been provided in response to service
providing requests based on discs having a disc ID 1 and
a disc ID 2, respectively.
[0074]
Note that in the service providing situation data
shown in Fig. 8 (a),
the Service 1 is a service specified to be
- providable only one time to the disc ID 1, and

the Service 2 is a serxrvice specified to be

- providable up to 5 times to the disc ID 1.

[0075]



providing situation data shown in Fig. 8 in, e.g., the
secure nenory 305 and holds them therein, and checks,
in response to a service providing request
acconpanied by a 5 disc ID fromthe information
processi ng apparatus (user device) 400, if the
servi ce providing requesting device is neking the
service providing request based on a valid disc ID,
and further, provides the service only if an upper
service providahle Iimt _is not reached on the 10
basi s of ‘A& TE-GRCBIBY B MG I¥rrual P ot kA thRoRATY Aee
Fi @ro@ial R976k WheBrhaYE ROsHSRLIERiLhegSELVIL] | the
provi di ng request acconpanied by thé disc 1D fromthe
| NF6FHEE | By F06cesdi heldppdreat gbetaser dwVide)rk400in
th ' rQyl di er. 300 _validates the .dis
D Rai R e Sranod PN 2kl r Ot ety
Si nBépmai b ofrqur abesshigrmappar atruseblsey deyvd eaus40Qser
. angegkgo qgﬁfks that the . disc |ID having been _
tr SRS Tt ed héret8f POt 1 He PFOVEARLBP nEE 147 (s €631 Ag
apparakxibnd Wser sdevice)pAbNdisignebqueevakestd it Revalid
Revocation List held by the service providing server
30850 P77 ang fpgEbaer dFeidese ther 6REELGR oVildi Ag an
SCLyBl 322 CHPEY! a9p I OGRS Y. 1 SUCK A N REKLAG OF
extracting the title-unique val ue based on the
10 vabpelht eaf dihsc sebricexpracidimg sheudtsen ulitguehvahugn
Then, the server 300 specifies, on the basis of the
acqu?red'title-unique val ue, service providing
si {0@télon data as to the 30 corresponding title by

~referring to.the database storing  the service
provi di r‘f%egi PARERD SR ShoRA PREEIGE BFOVAAdng request

chegksmpgdnillie gt Nera 300 19T BHLOVAEE; 4 A8 ¥KHCe on
15 thgrocessing apparatus (user device} 400, the service
providing server 300 validates the disc ID having been
transmitted theretc from the information processing
apparatus (user device) 400, and also checks that the
disc ID having been transmitted thereto from the
20 information processing apparatus (user device) 400 is not
revoked in the Revocation List held by the service
providing server 300,
[0077}
Furthermore, the service providing server 300
125  executes processing, such as checking or extracting the
title-unique value based on the validated disc ID,
extracting the disc-unique value. Then, the server 300
specifies, on the basis of the acquired title-unique
value, service providing éituation data as to the
30 corresponding title by referring to the database storing

the service providing situation data shown in Fig. 8, and




basis of the specified data. Nanely, the server 300
provi des the service only if the upper service
providable limt is not reached on the basis of the
service 5 providing situation data shown in Fig. 8.
[00781 'Note that in the confj guration exanple of the
service providing situation data shown in Fig. 8, the
service providing situation data is stored for each
disc 10 ID. However, an alternative configuration my
be adopted, in which the disc-unique value for

i ddmdksyiifgthe serdviddlakadi Brovisdauddd, sengieadonfthe
t i.SC .l [ ]es at eryjce vi dinng
seria S0 hedarae t1e fRbae ABINET EheCe bR ol o,
dat>vwshiesntha Hgrid wndy ifavheagugreavisdedithepseridatde
to the inforpatio ocessin apparatus (user device)
100 o080 ReF e T4 SRR het G2 Er D 1o L GORPE G at i on
ofpidia didQ kM @f#BsH QAR @E6WSI 1YY MiRpamat us (user:
device) 400 is described. [0081] As shown in Fig. 9,
t he?G%¥flor mat i on processing apparatus (user device)
400 hasy,€e Genat@d MRUL LOHEPUE 21220 RLERHBEE, A0 e @
codec 403 for executing generation and décodi ng of
vaEdmusecodevidiina sifclatasn MMEG (Nwimngn Piigt uf e the

: Eﬂﬂgg}zﬁcﬁfgﬁiggﬁgb%s g% é tggéai{gegg;%%gségé each disc

10

i5

20

25

30

provi n A“converter ;o a

ernr.y pHoedve I aoessitrgnaetté ool ra tROM hReade Qaopted,
Menory), 407, a 30 controller 408, a nenpry. 409, and a
yéﬁbﬁ%ﬁﬁa ﬁ%ﬂi?ﬁﬁcjﬁﬁ%&PﬁaE@l?%rgﬂ%déf??ﬁ§¥%ﬁg an

| nfRiRALLAD §L50TH NG MBRdEHEt 824 A0QneThese gpnponents

.are.interconnected to a- bus.401.

[0079]

Note that the service providing server 300 updates
the service providing situation data shown in Fig. 8 when
having provided the service to the information processing
apparatus (user device} 400.

[0080]

Referring next to Fig. 9, a configuration of the
information processing apparatus (user device) 400 is
described.

(00811

As shown in Fig. 9, the information precessing
apparatus (user device) 400 has, e.g., an input/output
interface 402, a codec 403 for executing generation and
decoding of various coded data such as MPEG (Moving
Picture Experts Group), an input/output interface 404
provided with an A/D and D/A converter 405, a encryption
processing section 406, a ROM (Read Only Memory)} 407, a
controller 408, a memory 409, and a recording medium

interface for accessing the information recording medium
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[ 00821 The input/output interface 402 receives a
digital signal supplied froman external source, such
as a 5 network, for output onto the bus 401, and al so
receives a digital signal on the bus 401 for out put
to the external source. [00831 The codec 403 decodes,
e.g., MPEG coded data 10 supplied via the bus 401 for
output to the input/output interface 404, and al so
encodes a digital signal supplied fromthe
I nput/output interface 404 for output onto the bus
40400 [ 00B4§e ABuwrmentapars olnprrcanmesteacee 404us 401.
'n@gf rates therein the A/D and D/ A converter 405.
E%gut/output interface 404 receives an anal og
si gnal thphhpmtﬁdunpuaninextéamaLMEbuﬁceivamdasﬂhﬁﬁmﬂs
the.S| ang%o -t o- |tai converting processi ng

usﬁjrgdl éuRP eé‘B UBPt FOUGE FEFP0BE plit to

t hetGRAeG 403 astputdigitakhesh@nadol anchdak3goSHdiLBicss a o

a digital signal fromthe codec 403 to

di gitidiatt §igRal oo O e AL pf ot exdinig i€ RSt freteTad
angd, YA converter 405 for output to the externa

source as an anal og signal. 25 [00851 The encryption
pridd¥sdi ng section 406 is, e.g., formed of a one-chip
LSI, an has uratlon for tiLn

dect ypt LRE SodGis HERNET stk -2 SPERERN0Y e
SLguﬁpymédtheaetmb\bu% tdne bBus 4@dputf aro mubpuhponxmuﬁﬂht

the bus 401. Note that the encryption processing
sedtiegtacs0d0fs st alism FQHO?%Stﬁéi%&a&thgﬁg} SYRRLed

. rmﬁéfo%{i th@l tepRetdvelt hereealizethbyrar eanrblhousatd Ahe
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bus 401
[0084]

The input/output interface 404 incorporates thereln
the A/D and D/A converter 405. The input/output
interface 404 receives an analog signal supplied from an
external scurce, and subjects the signal te analog-to-
digital converting processing using the A/D and D/A
converter 405, for output to the codec 403 as a digital
signal, and also subjects a digital signal from the codec
‘403 to .digital-to-analog converting processing using the
A/D and D/A converter 405 for output to the external
source as an analog signal.

[0085]

The encryption processing section 406 is, e.g.,
formed of a one-chip LSI, and has a configuration for
encrypting or decrypting a digital signal such as, e.g.,
content supplied thereto wvia the bus 401, for output onto °
the bus 401. Note that the encryption processing section

406 is not limited to the one-chip LSI, but may
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vari ous software or hardware is conbi ned. [00861 The
ROM 407 stores, e.g., leaf key data being a 5 device
key either unique to each information processing
apparatus as a user device or unique to each group of
a plurality of infornation.ﬁgocessing apparatus (user
devi ces), and node key data bei ng device key data
shared anong a plurality of playback apparatus or a
plurality of 10 groups. These are applied to
processi ng of decrypting the aforenentioned Enabling
Keyl B wyeit 1VEKR) basradid zegn by pt ¢omt kayratioor fat viokch
L 09871o The eenLLo! e 4001 0Ck Ldgsy, i, @ CPU For
executing a progran1stored e nerory 409. The
ccﬂﬂaaﬂﬂ er 408 cent-rally controls processing of the

i nformatjon % si_ng apparatus, (user dSVIC§$ 400.

Nanel y, ‘f'feR ¢ o %SPOc:%s%mg])eao‘? kepe R oS én
Prosess negyappewat Hﬁu(ddl%eﬁ:odg?s(tﬁeﬁnﬂ@na't&oheﬁﬂé@éfﬁéjlr@’
20 the program executed by the controller 408. [0088]
THRPRETFOLY 2092 r'e3Ris deé CaboY U eSS dife@2Dhs8Trep of a
Reﬂﬂﬁ?atl'ﬁﬁo} bEstn £ LRl o gmLtbes i %[ﬁﬁ%&'a@[lsr eGoL i ng
medi um 20 for secure storage. For exanple, it iIs
prafwrcs) e tod keefe they data bampemknesmskamtd@ya sh%;ed
Staor{Ann 8% I'}_Z])?H %%:%eqft hoagacﬁ arll}?%area Gf pt ed Ofural{l_'l.lty of

basi's i"of "pr oBessi g

appanatsus TKéﬁﬁﬂar@eﬁppﬁieé{Kb prdcdelissnyayf ddwryiitsagl D

Revocation Lijst DIRLL is stored such that it is not
r it 1AFO3EMPREEI % PG PEAREr R I B EXEY afpethe or

repl Woh Nk @PYin @lehavebsal on. The recordi ng nedi um
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interface 410.1.s used. 34. . to-access the.information
r elddiédilng medi um 200.

The controller 408 includes,. e.g., a CPU for
executing a program stored in the memory 40S5. The
controller 408 centrally controls processing of the
-information processing apparatus (user device)} 400.

" Namely, the function (processing) of the information
-processing apparatus {user device) 400 is regulated by
“'the program executed by the controller 408.
[0088]
The memory 409 reads the above-mentioned Disc ID
- Revocation List {DIRL) from the informatiocn recording
medium- 200, for secure storage. FFor example, it is
~preferable to keep the data tamper-resistant by, e.g.,
storing the data in the memory as encrypted on the basis
of the ID set to each information processing apparatus
(user device) 400. In this way, the Disc ID Revocation
List (DIRL) is stored such that it is not readily
- feasible to externally erase, tamper, or replace with any

0old version. The recording medium interface 410 is used




[00891 [4. Details of processing in user device] Next,

details of processing are described, which 5- the

i nformati on processi ng apparatus 400 as a user device

perfornms when receiving a service fromthe service

providing server 300. [0090];fig. 10 is a flowchart

for explaining a sequence 10 according to which the

i nformati on processi ng apparatus (user device) 400

shown in Fig. 9 having the information recording

medi um attached thereto executes processing when

r eceiadasgsatber v ferratomnt ecsedvng engstiowd di0fAg

seg%%§ 15 [00911 In step,,SIA, the informtion

pr cesging apparatus (user device) 400, when having

thes i nf oeratLlonof goaicdisrgngnedi we2@viee ]t hereto in a

predet erm ned access position,, reads the disg I[Lfrom
he ich

the i nf 8fKht i AP ot &S PRGCREET UM DT S66°T1L3°
Tegd dif¥g hRdi UM h A& A6Q é%garﬁﬂﬁjs M0 @8 bt uskh dd¥ice

menmory 409. [00921 In step S102, the controller 408 of
t hee i ffssmEhEBnr e PR BelessienGeappas atimr (hsepegsiree)

-4 fads the, discsdP 25 stored in the nmenory 409, to
vg$?§nghngef or not it has been tanpered and

10

whERdHX] or not it is valid. This verifying processing
is desc%Lbed @ater. 590331 IP ste 510§h t he cquence
control F&F- 408, *hatiMg I iagsd th S Pep9st 02 ThA

t hecalroMegdicsCwh {xh schealindporpe e dsrdd@ ssShepapd@batus
ot herwi se, the controller 408 proceeds to step 35 ,
sS1b#en ﬁieé'tléﬁ) S0 shyye dgnfrier | %rh%ﬁ@gsttgﬁs information

(PFURIitS) medium attached thereto executes .processing
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whenrﬁeceiving a service from the service providing
server.
f0091]

In step 8101, the information processing apparatus
{user device) 400, when having the information recording
medium 200 set thereto in a predetermined access position,
reads the disc ID from the information processing medium
200 via the recording medium interface 410, and stores it
in the memory 409.

[0092]

In step S$102, the controller 408 of the information
processing apparatus (user device) 400 reads the disc ID
stored in the memory 409, to verify whether or not it has
been tampered and whether or not it is walid. This
verifying processing is described later.

[0083]

In step S103, the controller 408, having judged in
step S102 that the above disc ID is wvalid, proceeds to
step $8105; otherwise, the controller 408 proceeds to step
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decryption and pl ayback of the encrypted content
recorded on the information recordi ng nedi um 200.
(00941 5 If having judged that the disc IDis valid,
the controller 408 reads, in step S105, the Disc ID
Revocation 'List (DIRL) fromdhe information recording
medi um 200 via the recording nediuminterface 410. And
if a digital signature using a public-key encryption
10 technique is put thereto as the tanpering
verification value for the Revocation List read, the

“cohtGol | én sm@ SAérdi f iths ¢oretidlsterDURE a5ppy tprohibits)

AL e GRS el

‘vamtﬁm@ahmﬁnrmatimn teve rithEg Lbedbur f20Ng processi ng

crihed earlier with reference to Fig. 3 is
ex{%ﬁiéd [00951 On condition that the Disc ID.

Revocat ir@nhh+stg {JIfRk) thas beenijssdged ikovheid, the
unt anpered, the controller 20 408 makes a conpari son

betiEaw acef 8F oFeasis  Hat SBPBcS1EP, RdVo®AEFoRDLi st
([ﬂéﬁQca%ﬁgn LYEL S| ﬂ”hﬁﬂ:f%oEﬁ§He'£%f%¥ﬁ%%§%h°9e&b§&lng
DI RL) already stored in the nenory 409. [0096) If
t heediems i20A viat bee DicseordbnRevedhtni @mtl_elrétacezle DI Ry
t han the version of the Disc |D
Rt OT BT ot IPG e LRIBYGT Slnrd Ry Ershmrisy
40&chrti@econt pot | Bl 4@ vpdahestdnye:RReoeati oncd i isin

DIRL in_the nmenory 409 with the Disc I D Revoc?tlon
L.‘éétlU(eDFRE)thf-'e%%vwsﬁ&lmoéﬁtme ephsigentEpeler 08
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Copdyi@lil@r £ #0811 didgekiviet aogl%ﬁmﬁ%t vteg@fﬂa:@g:ldrp key
read-in step -S101.is presen -n.t
(public key). If a Message Authentication Code MAC is

given as the tampering verification wvalue, the MAC
verifying processing described earlier with reference to
Fig. 3 is executed.

[0095]

On condition that the Disc ID Revocaticn List
(DIRL) has been judged to be untampered, the controller
408 makes a comparison between a version of that Disc ID

...Revocation List (DIRL) and a wversion of a Disc ID
Revocation List (DIRL) already stored in the memory 409.
[0096]

If the version of the Disc ID Revocation List
(DIRL) read is newer than the version of the Disc ID
Revocation List (DIRL) already stored in the memory 409,
the controller 408 updates the Revocation List DIRL in
the memory 409 with the Disc ID Revocation List (DIRL)
read.

[0097]
In step 5106, the controlier 408 judges whether or
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Revocation List DI RL, and proceeds to step S107 when
having determned that it is present; otherw se it
proceeds to step S108. In step S107, the controller
408 5 stops (prohibits) decryption and pl ayback of the
encrypted content recorded ifgthe information
recording medium200. [00981 If the disc IDis not
present in the Revocation 10 List, the controller
408, proceeding to step S108, transmts the disc ID
read in step S101 to the service providing server,
ameP¥ theheisci RDstegrd §X0Ftepetéf Vess thresendr ¥ncekhd r om
t er.\i. o)VAa T rV h ervice
r g e ey T, B BroclRAE (et g S o
t Heavinfoo demitirninn d odegsiing iappaeatdws; (wderwdewi £e)

400 in ste@ S108, q&% executes t et ice rovidin%G8
prvcESHg Onfyer 1514 diRcSTEY be&RCvaPT tat e ”

[ 0999]s Belowipdise ddxMeribii Agdpposassingrexpeuted in
20 step S102 is described. The disc ID stored on the

i THERLcEn CPBESR Hi TR ARG P8 et R RitgRPYy recording
CoMiekd ©igh-resi stant identification information. An
exanple of a disc ID format is shown in Fig. 11.

[ 0008125 Fig. 11 show six types of disc ID setting

exanpl e...each indicati.ng_correspondence, between .a
Tt of e Eottic 6t ditnd SHEGE T B L diee D) RaLogEitn
I mficruyatihencoecos tidg 408edpuoredeig ficerstephel0s,

title-unkgue val ue bein% a unique value set to the

t i 173 Leohb et % o d =8 tRe®STP i Tl Agt FOR Service

r eedidn@gmedi-vey, anf thecdbse- Ui HUS valbue r864i@ss &he
uni que value for the information recording 37 nedium
Notecwilggt fhenhthiheshivdcel Pranddime e uni¥Rfee that the

service providing server verifies the disc ID received
from the information processing apparatus {user device)
400 in step 8108, and executes the service providing
processing only if the disc ID has been wvalidated.
[0099]

Below, disc ID verifying processing executed in
-step 8102 is described. The disc ID stored on the
information recording medium is set as highly
counterfeit-resistant identification information. An
.example of a disc ID format is shown in Fig. 11.

[3100]

Fig. 11 show six types of disc ID setting example
each indicating correspondence between an information
recording medium ID (disc ID) as an information recoxrding
medium identifier, the title-unique value being a unique
value set to the title of content stored on the
information recording medium, and the disc-unique value

. set as a unique value for the information recording



val ue are generated by the managenent apparatus 201. A
title-unique value Mmay be a part of information
constituting the content stored on the information 5
recordi ng medium or may be configured to be generated
by the nmanagenent apparatus;201, the content

provi ding apparatus 203. Atitle-unique value Sis
generated by the nmanagenent apparatus 201 on the

basis of the title- unique value M 10 [0101] Synbol s
shown in Fig. 11 have the following neanings: M.A
umefliairv al Nret & dihags pohli bige tdi s tIDt kedothe cdmaemnique
stored aon_an_infornmation.recordin [ W F
TR e L I S B S T e T ar e 2 B

r eciorici-fg igedi @alwe be magnbkast pied; o fSiigEwyrna S gmat ur e
data based _on a secret key %e. ., a secret key set on
t PS8 E 579 at iAoy S& E‘F‘gp‘fri drre tléléﬁﬁi“?q‘iﬂvs?n of

t heeJRREgNRBE i @RPI A4S, bWhiehei sukd genBEayetkrated by
according to the nunber Wof information recording
nedica MegapenaRh FRREETEd dAds | she MpptEntf Brenidindr

.. e e, haf onmat i on_ [ [ i ns
PR na A ee o b o eRE Rt e
Sig{e2managepest giilara2tspl@l) : oPriledasets sb Hlse tiitie-
corr.espond.to the nunber Wof information recording
mett & o YBe fehuf act ured. Different prime data is set
foro@agh of the information recording nedia generated
according to the number Wof _informatiagn_recording
nedi a t 8YBRC et dPefidant! 3BVS: tReuRPHLRY VA ue
cfde3panding to a title of content stored on an
Jd-nformation .recordi-ng. nmedium. and S-38 KT mod M .
wher e TMi sA aunjgluge vgilvencoyrewonddingoripng title of

content stored on an information recording medium;

w: w=1, 2, -, W, where W is the number of
information reccrding media to be manufactured;
Sig{w): Signature data based on a secret key (e.g.;
‘a secret key set on the basis of a public-key encryption
-technique}) of the management apparatus, which is
generated ‘according to the number W of information
recording media to be manufactured and is thus different
-for each of the information recording media. Sig(w)
. means that signatures of the discs are set as Sig(l),
Sig(2), -, Sig(W);
p(w): Primes set so as to correspond to the number
W of information recording media to be manufactured.
Different prime data is set for each of the information
recording media generated according to the number W of
information recording media to be manufactured; and
$: A unique value corresponding to a title of

content stored on an information recording medium, and S
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equation: [Math 1] WT=~-WPW 5 [0102] | DKey(w)

| DKey(w) KT nod Mwhere Kis a value set to each
title, and satisfies KEZ*M (K is a generator of a
cyclic group KEZ*M Note that for each XEZ*M there
exi sts an element X-1 EZ M 10, nodulo x in integers X
being 1 to X-1). [0103] e(w): Different val ues
corresponding to the nunber Wof discs to be

manuf act ured, which satisfy e(w)ez*M where e(w) and
A(M are disjoint, i.e., the greatest 15 conmon
diviEomodfMe(wherand A6M valde dNoke bhath@(fllioinghe
Ieeasutatclorrgljmn multiple of primes (gl - 1) and (g2 - 1),
wheté qf, ‘g2 are prinmes |arge enough to be applied to
an RSA[Eathyption. [0104] 201 (w : I (w) = Sa(w
nmod M where d(w) is the inverse of e(w) nodulo A(M.
Zwir Dat taiped by encrypting a.nessage Mw) being
néct pd] gat & wbt ai ned by connecting data S and data -

co
e(vg, with a secret key of the managenent apparatus
25[{2GR) 201. [0105] Below, disc ID verifying

pr ocess&gg?%%qew@gi(g) t herbmf Qr @t on processing
evi

appar at us ser €) 400, are described, which
correspwehdre K tihe ssiveldef fet e edichc t301eD zed tdaig.sfies
examl es shown in Fi gérll. 39 10 61

Kez'y (K 15 & genera of a cyclic group Kez'y. Note
that for each XeZ'y, there exists an element X ter"y
moduio % in integers x being 1 to X-1}.

[0103]
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-e(w)f Different valuéswcorresponding to tﬁernumber
W of discs to be manufactured, which satisfy e(w)eZ’y,
where e{w) and A{M) are disjoint, i.e., the greatest
common divisor of e(w) and A(M) is 1. Note that A(M) is

~ the least common muitiple of primes (gl - 1) and (g2 - 1),

- where gl, g2 are primes large enough to be applied to an
RSA encryption.

[0104]
I(w): I(w) = S mod M
where d(w) 1s the inverse of e{w) modulo A{M).
Zw: Data cbtained by encrypting a message M(w)

. being connected data obtained by connecting data S and
data e(w}), with a secret key of the management apparatus
(CA) 201.

[0105]

Below, disc ID verifying processing sequences in
the information processing apparatus (user device) 400,
are described, which correspond to the six different disc

ID setting examples shown in Fig. 11.
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Referring to Fig. 12, a disc ID verifying processing
sequence in the informati on processi ng apparatus
(user device) 400, which corresponds to a 5 Setting
Exanple 1, is described. 1In the Setting Exanple 1,
disc ID=M Sig(w), title-4mique value M and

di sc-uni que value Sig(w) 10 are set. [01071 In step
S201, the controller 408 of the information recording
apparatus (user device) 400 extracts signature data
SIG(Q% indisc ID(w . Note that the disc IDis 15
deh®k a disc ID(w) since it takes a value specific

to eac \ l, dipscs, ( %\Qed' Wi F -
W qi ve%e% %r%g% ?scs %{\%S manu flagt ur ed be| ng
Wp#cﬂx&&]lnlgnsstmm@m thiee ivbntmotier plO@egenrgat es

M Ofromth at.ure dat re n step
Sz%fv“)lpar “Fhé“ssas % 4§8bl Y’@ %eycoanrysﬁﬁﬁa sk
pasaEler sxafipliel, managereibeappar at us 12‘"'(Centra|
Aut hority CA). The rressage |s al so denoted simlarly
to the &PsEh?D?%th Exg8BaBel M W) indicates that the
message gi gchpge- typ 25 qofrespond to each of the discs.
[0109] I'n step S203, the controller 408 conmpares a
mssagetlwwu@mﬁ%lvﬁé@el m ¥heamisc 1D(w) wth the

nmessage S202. 30 [01101 In
step 82 gg %e %%%ﬁ%b%% gb% ﬁﬁhen having 40 judged

t hate Ix@tth coi ncide in the conparing processing in
[0107]
In step S201, the controller 408 of the information
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recording apparatusw(user device) 400 extracts Signature
data SIG{w) in disc ID (w). Note that the disc ID is

- denoted a disc ID(w) since it takes a value specific to
each of individual discs (w) where w =1, 2, - W, given

. the number of discs to be manufactured being W.
[0108]

In step 8202, the controller 408 generates M(w)'
from the signature data SIG(w) read in step 5201, on the
‘basis of a public key and published parameters of the
management apparatus 12 (Central Authority CA). The

- message is also dencted similarly to the disc ID{w). A
message M{w) indicates that the message is made to
correspond to each of the discs.

[0109]

In step 5203, the controller 408 compares a message
M{w) contained in the disc ID{(w) with the message M{w)'
generated in step 5202.

{0110]
In step 5204, the controller 408, when having



step S203, proceeds to step S205; otherw se, it
proceeds to step S206. [0111] 5 In step S205, the
controller 408 judges that the disc ID(w) extracted
in step S201 is valid. In step S206, the controller
408, j udges that the disc ID( extracted in step S201
is invalid. [0112] 10 In a Setting Exanple 2, disc
ID=S, Sig(w), title-unique value S, and

di sc-uni que value Sig(w) are set. 15 This Setting
Exanple 2 is different fromthe Setting Exanple 1
orludded tthett betlke-amiinpicdeyahuehs ¢ompasliage popcds s Musin

it ' D Lfyi I S ) in_t
| estatan procelil R REE S 00 SRBNGE, It Pihspas
sitm lsaarept g20hat in the Setting Exanple 1, 20 except
t hat ta generated fromthe signature data in step
S2 i's a nmessage S (w) and that data for conparison
in step1§208ehss e, acheWrosORb Bidediogn jhgedi Siad Rhe
[01131 Referring next to Fig. 13, a disc ID verifyin
28U e E) ngxEEYTiEtt &1 5 tERe SEAL of Fratd o -pr bR eZEF M 206!
© o appar AME OYSEE APV cRLeA0Pn Wi ch £QIS %%RQ?Q@X‘EJ%&ed
Setting Exanple 3, i's described. In the Setting
Exanpiter3520di s& dmyaiigw), | DKey(w), 30 title-unique
vatdielﬁ, and di sc-uni que val ue p(w) or |DKey(w 41
are ‘set.

In a Setting Example 2,

disc ID = 5, Sig{w),

title-unigue value = S5, and

disc—uniQue value = Sig(w)
are set.
This Setting Example 2 is different from the
~.Setting Example 1 only in the title-unique value S in
place of M. Thus, its disc ID verifying processing
sequence in the information processing apparafus (user
device} 400 is similar to that in the Setting Example 1,
except that data generated from the signature data in
. step 8202 is a message. S'(w) and that data for comparison
- in step 8203 is data S({w) contained in the disc_ID.
[0113]
Referring next to Fig. 13, a disc ID verifying
. .processing sequence in the information processing
apparatus (user device) 400, which corresponds to a
Setting Example 3, is described.
In the Setting Example 3,
disc ID = piw), IbKey(w),
title-unique wvalue = S, and

disc-unique value = p(w) or IDKey(w)
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01141 In step S301, the controller 408 of the
informati on processing apparatus (user device) 400
extracts data p(w 5 in the disc ID(w) read fromthe
i nformati on recording nedium 200. [01151 In step
S302, the controller 408 judges whether or not the
data p(w) extracted in step S302 is a prinme. The 10
controller 408, when having judged that the data p(w)
is a prime, proceeds to step S303; otherw se, it
proceeds to step S304. [0116] In step S303, the

cots cidter 408 judges that the 15 disc I D(w) extracted
insten S301 is valid. In step S304, the controller
40% judges that the disc ID(w) extracted in step S301
i s invallndsté® 19300, Refher congroakkdr t49 8Fiod. thd, imaf dirsgion
I D verifying 20 processing sequence in_the

| RO BPBERS g S o dpparatte {Usar tdesrEaieod
W i€ R HRORESPONQS) tixaa fooht ERY DxediMe i4n k&cording
described. In the Setting Exanple 4, disc ID = e(w,

| (W15 200t | e- uni que value S, and di sc-uni que val ue
e(¥wlfy] I(w) are set. [01181 In step $S401, the

i nformati on processi ng apparatus 30 (user device)

400, whén hbs® ritpGhe thaf spnhtrebrer dddr diAges metk w200
S&ot NSLCHLL o A PTSASLELTLNE] SEGEIROE! LOBrina " the

controller 408, when having judged that the data pi(w) is

a prime, proceeds to step $303; otherwise, it proceeds to

step S3304.
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[0116]

In step S$303, the contreoller 408 judges that the
disc ID(w) extracted in step S301 is wvalid. In step S304,
the controller 408 judges that the disc ID(w) extracted
in step 8301 is invalid. -
[0117]

Referring next to Fig. 14, a disc ID verifying
processing sequence in the information processing
. apparatus (user device) 400, which corresponds to a
Setting Example 4, is described.
In the Setting Example 4,
disc ID = e(w}, I(w),
title-unique value = 3, and
disc-unique value = e({w} or I(w)
are set. |
[0118]
In step S401, the information processing apparatus
(user device) 400, when having the informatlion recording

medium 200 set thereto in a predetermined access position,
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reads a disc ID fromthe information recordi ng nmedi um
200 via the recording nediuminterface 410, and

stores this in the nmenory 409. [0119] 5 In step

S402, the controller 408 of the information

processi ng apparatus (user dgvice) 400 cal cul ates
I(we(") nmd Musing the data e(w) and 1(w) in the
disc ID recorded in the nenory 409, and the result is
set as data S'. Nanely, 10 S, =1l (we(w nod M

[0120] In step S403, the controller 408 reads a Disc

| readRevacdtibonllistorf PhRL jnfeoma it inscorgany opedivum 200
recor ding.  _nediu 00,.vi a. ecording di .

i nter ?C g@eriifﬁ?&f{r?’ éﬂeﬂ% ué“a%é]ggﬁéar%e aﬂgi’gfil al gglr‘:;l}g@hsattuhrles
usimghza pelbieg-4@y. encryption technique is put

theretqQ as the tanpering verification value for the
ReMOdatli on List read, the controller 408 verifies the
List DR ysdpGasi gRat dbLrryerdf 1408t bentKeyid a6 on
key) . In a case where a Message 20 Authentication
Coteavaeing gprafrtas t(Heeradpetstg 40Perpfiredton I (w)
1% ; jfyi.ng,p essln cik bedyearlier
R A R AL T S R
cordtidrided ifhathd¢ heeriryc 40D, Revaciatd amshilst 125s¢tDigA data
hai, be Qé dged to be untanpered, the controller 408
nek es IEo]yn"ifarison between a version of that Disc ID
Revocat gon= Li i) *('Dl iby »and a version of a Disc ID
Revocation List (DIRL) already stored in the nenory
4091200y a case where the version of the Disc ID

Revocat i Qns 34, 194913, ( BhBRL Yok €8k i3 ROYeLLAAN: e 1D

e{w)

-version of. the D.sc |D.  Revocation- List (DI RL) already

stRavedataon hel sendtiRI40grom3the information recording

- medium 200 via the recording medium interface 410. 1In a
case where a digital signature using a public-key
encryption technique is put thereto as the tampering
verification value for the Revocation List read, the
controller 408 verifies the List DIRL using a signature
verification key (public key). In a case where a Message
‘Authentication Code MAC is given as the tampering
verificaticn value, the MAC verifying processing
described earlier with reference to Fig. 3 is executed.
[0121]

On condition that the Disc ID Revecation List

(DIRL) has been judged to be untampered, the controller
.408 makes a comparison between a version of that Disc ID
Revocation List (DIRL}) and a wversion of a Disc ID
Revocation List (DIRL) already stored in the memory 409.
In a case where the version of the Disc ID Revocation
List (DIRL) read is newer than the version of the Disc ID

Revocation List (DIRL} already stored in the memory 409,




10

the controller 408 updates the Revocation List DIRL in
the menory 409 with the Disc ID Revocation List (DI RL)
read. [01221 5 In step S404, the controller 408
judges whether or not the disc IDread in step $401
IS present in the RevocatiogyList, and proceeds to
step S405 when having determned that it is present;
otherwise it proceeds to step S406. 10 [01231 In step
S405, the controller 408 stops (prohibits) decryption
and pl ayback of the encrypted content recorded in the
i nflor menitorliecot @ npdwdisuirhe0Revodat istnepiSY0BIRL tive
controller 408 transm.ts. th j | D re st

Sa0t SisnBe” o P ET IS P8 Ph AR ARG i SR,
stepd3407, receives a service fromthe service
providing server. Note that the service providing
sefl&éverifies the disc ID received fromthe

i nf or nathoBt PP OSASS| e BBREFSL LS (43K udBYs CRletARE ioh
step S406, and then 20 executes the service providing
prisdedsdieng 166l JPiread dasetephef @l thie RfieskrEDIAaS Deen

valdgatedonl 9124) Ref erfi-agqpexd §%hﬂ:is_91-051§heﬂ_ Wisd D

verifying processing sequence in e I nformation
praxgessiingd Ehagpparist psefaser ogdwime)se400, pubiedds to
cq&gesg&%gs to a Setting Exanple 5, is described. In
t He Bet™t’ g Exanple 5, disc ID = Zw, title-unique
vajouse3$, and 30 disc-uni que value e(w) are set. 44

In step $405, the controller 408 stops (prohibits)

decryption and playback of the encrypted content recorded

- 15
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in the information reddrdiﬁg médium 200c. In step 5406,
-the controller 408 transmits the disc ID read in step
8401 to the service providing server, and further, in
step S407, receives a service from the service providing
server. Note that the service providing server verifies
the disc ID received from the information processing
apparatus (user device) 400 in step 5406, and then
executes the service providing processing only in a case
where the disk ID has been validated.

(3124)]

Referring next to Fig. 15, a disc ID verifying
processing sequence in the information processing
apparatus (user device) 400, which corresponds to a

- Setting Example 5, is described.
In the Setting Example 3,
disc ID = Iw,

title-unique value = 3, and
disc-unique value = e(w)

are set.
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0 12 51 In step S501, the controller 408 of the
informati on processing apparatus (user device) 400
decrypts a disc ID(w) read fromthe information
recordi ng nmedi um 200 on 5 the basis of public key data
of the management apparatus ,201 (Central Authority
CA), to generate a nessage hi The nmessage Mw) is,
as aforenentioned, is data in mhich the data S and
the data e(w) are connected. [01261 10 In step S502,
the information processing apparatus (user device)
400033k acts the data S fromthe nessage Mw

decrypted in_st 5 e. basi f ize LS a
si ze ewﬁ FhaP §€%§ q%hthn 3%?%$ﬁ3%?<§ﬁgﬁaa%%£%§m%ﬁ% &
thﬁr&&ggtﬁﬂgdhppmhaﬁﬁszmusdyJabbsheﬂ byo tdhe-rypRagenensc
15 anaratus 201. 0121! The (i nformation proceSS|ng
apparat ye3cudepndet dyforrggiosypeeeidinty medine 200 on
abpye-grntd-ored, i 0£68S) NG t3NeWNLhé Nndil fyerbat REHEPLHIBs
steps S105-S109 shown i'n Fig. 10. 20 Inthis case, the
i n2o¥F nﬁlelrktrxa@r deekely &fpar abugeesale adé\ﬁsc@éyemm)
usg, i SCyl read _f rnat i
recrger Iﬁb%gs% 2CM d%v@o ea% fro?'géggﬁl%@écg d%@s in which
d|$heIdhtaampandngh@nﬂﬁﬁssﬂmg mmbhcbﬁmed%ﬂdocatlon Li st
in ﬁ%@ps S105, S106 shown in Fig. 10. 25 [0128] The
Y tion processing apparatus (user device) 400
decrypt gnceBbgn @At ancUshRigribei st oBeext hacigshidtus
step S502 as content key data. Therefore, the content
dat'e® Tanttt-coe e rHteE s 6her gt i’ of ToHs EDGhBR 85T YR

0 acquyi b
p(r)bgc%sgfe::?g gf@dg%gg&%ggmé gg £§9 Via 4 Re aboyee gy,

a size |e{w)|, and a combination pattern of the data S
and the data e(w)}, which are published by the management
apparatus 201.
[0127]

The information processing apparatus {user device)
400, subsequent to the above-mentioned processing shown
in ¥Fig. 15, performs steps $105-3109 shown in Fig. 10.
In this case, the information processing apparatus {user
device) 400 uses the disc ID{w) read from the information
recording medium 200 in step 8501 as a disc ID, in the
disc ID comparing processing with the Revocation List in
steps $105, 5106 shown in Fig. 10.
[0128]

The information processing apparatus (user device)
400 decrypts content data, using the data $ extracted in
step 5502 as content key data. Therefore, the content
data cannot be decrypted properly in a case where the
proper data S cannot be acquired via the above processing

of steps 3501, S$502.
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0 12 91 In a Setting Exanple 6, disc ID = p(w),

| DKey(w), title-unique value = S, and 5 di sc-uni que
value = p(w) are set. This has a disc ID configuration
simlar to that in the Setting Exanple 3, and thus
disc ID verifying processingsimlar to the --
processing described earlier wth reference to Fig.
13 is executed. 10 [01301 [5. Details of processing in
service providing server] Next, processing is

descri bed, which the service providing server 300
pet#lci%ts when having received a service providing
request _fr he. | nformatiop processing 15 apparatus
(user dg3i§2§é5ﬁﬁfg F%f@fieAE’shomn in Fig. 16, the
servi cedpsovinli-hg @er,vapkeg@od) yr eceives a disc I D from

the informtion processing _apparatus (user device)
400. Thit<t4PFsPIPS 92331 ScS1 ' the validity of e
whi ch hagsgeﬁﬁﬁ?ggﬁqgl%@ thpewgh the verifying T
processing in the information processing apparatus

(e s@dvi cB)iudaswhi ehscafl erorHavivngt 4t axHedlar to
tharat 9.t heoi Bior Rt i:00 4-8e08di Do NBAIUR; 200rpNaSys £ying
executed the processing of reading the disc ID from

t i % sisnhgr sati e rtec aihgi pgoneds g 268.criped 3@4r Miver
seryi.ce providin rver,..300, when having received
LR SETPERATBNG dih 4 servPRESRIGVI ding | request
froom3iche i nformati on processi ng apparatus (user 30
device) 400, verifies the validity of the disc ID and
t het-eaf PeFa bt DARTdET05C§E109 cEP oI 1006 Pronidind sHeer!

di-sc 46Next, processing is described, which the service
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pfoviding server 300 performs when haviﬁg received a
service providing request from the information processing
apparatus (user device) 400,

[0131]

As shown in Fig. 16, the service providing server
300 receives a disc ID from the information processing
apparatus (user device) 400. This disc ID is a disc ID
the validity of which has been verified through the
verifying.processing in the information processing
apparatus (user device) 400 which, after having attached
thereto the information recording medium 200, has
executed the processing of reading the disc ID from the
information recording medium 200.

(0132]

The service providing server 300, when having
received the disc ID along with a service providing
request from the information processing apparatus (user
device) 400, verifies the wvalidity of the disc ID, and

thereafter provides a service on condition that the disc
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I D has been validated. [01331 Note that the
i nformati on processi ng apparatus (user device) 400
transmts a service ID as a service 5 identifier,
together with the disc ID, along with the service
providing request. [01341 Thg, service providing server
300 receives the Disc |ID Revocation List fromthe
managenent apparatus 201, the 10 content providing
apparatus 203, or other apparatus via the input/output
interface (I/F) 304 shown in Fig. 7, periodically or
f ofD dmweh beeanvaladatesbr f orns processing of storing
Ifgest version in the secure nmenory 305
%adtly. Mor eover, the server 300 al so receives 15
title-bused thit echmiigfervaties @andesalivigcepparatus
i dentification |nfornat|qn for identifying a servjce

whi &1 HEVLEFV et V300r PI BV i~ded, STTHIAT HE @Snfenfrvice
Proyd:MHiFd e raPPag St kS 203 n0KHOt B8 aNParAlMS Wi fn thes
i nput/output interface (I1/F) 304, and stores the
set¥EEepPEOV i heg ZeeBiesStat | on dat abase descri bed
ea{dlﬁy with reference to Fig. 8, in which

| e-based service providing situation informtion
I's managesd, sexvidre meoudengenerye308.0 @@tssyeéTmhe Disc

S | VIdI ver 300 stores Q

ser Y PEEBREtPhi R ST 18R AT e0 Sheatin AFROE 5o 0T, Ehe
e. @bntddhepseeﬂﬁfnqnﬁppa¢a365 2apd ehethksr EPpEESPONSEa
to the service providing re uest_acconpani ed_by the

di'dte IBPUE/ g SHEHTREEI OR/ bt ot SRy RapPaF ¥ us'/
(Uselidevhee) oAOfhr Iefacﬁnh@v§§£w L8 P 9processing

-requesting device is making 30" the service providing.

r effueserbagethonlatardl iverdiiee i, theamecuget nemory 305
ProdisAescihe SRIMLGE 0N Ye I N R GASBoMISLE ALAhes

title-based title-unique values and service
identification ‘information for identifying a service
‘which the server 300 provides, from the content providing
apparatus 203 or other apparatus via the input/output
interface (I/F) 304, and stores the service providing
situation database described earlier with reference to
Fig. 8, in which title-based.service providing situation.
information is managed, in the secure memory 305.

[0135]

The service providing server 300 stores and holds
the service providing situaticon data shown in Fig. 8 in,
e.g., the secure memcry 305, and checks, in response to
the servicé providing request accompanied by the disc ID
from the information processing apparatus {(user device)
400, if the service providing requesting device is making

the service providing request based on a valid disc ID,

.. and further, provides the service only in a case where an.



upper service providable limt is not reached on the
basis of the service providing situation data shown in
Fig. 8 [01361 -5 Referring to Fig. 17, a processing
sequence is described, which the service providing
server 300 perfornms when hay ng received a service
provi ding request fromthe 1 nformation processing
apparatus (user device) 400. 10 [0137] In step S701,
the service providing server 300 receives a service
provi ding request fromthe informati on processing

. appereat ysriaser puevidd)le400mytal s heot insgghkedutputhe

10

| nterface (LLF), 304, SNown L0, E 91 ae (TN 913 SELYL o,
providi ng reques? T om the i nfor mati on processi hg
appay.atsus (user device) 400 includes a disc I D which
the _information processi ng apparatus (user device)

40 acquired fromthe information recording

medi um 2@@erangy @n Hidentifi grpfie A ingUUegheskservi ce
(service 20 identifier) . The disc IDis any of the
didzsqmibeidn vhéch Jdia isegVERaAnPresiding desEricbef

o or i 7 T Eig / s
sz e A R Sl D et
prioces Siheg iofovest fori pgochesdngcapiarradoesi eder dénisce)
ve 4 ying processing is perfornmed according to a
veriTication sequence simlar to that for the

verdifyiing processing executed in the information
processi ng apparatus_ (user device) 400, i.e., a

verifi cabi 8heB0° CEguéheeSSERHF YT H61aAy S8FVehe W sc
::Pcegs%%titiﬂz@,gglféig@i@é prive d§8§ CEEDRL Wi At €h8T BRES e ion
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processing apparatus (userrdevice) 4007via thé
input/output interface (I/F) 304 shown in Fig. 7. This
‘service providing request from the information processing
apparatus (usexr device) 400 includes a disc ID which the

- information processing apparatus (user device) 400 has
acquired from the information recording medium 200, and
an identifier for a requested service (service
identifier). The disc ID is any of the disc IDs in the
Setting Examples 1-6 described earlier with reference to
Fig. 11.

[0138]

In step 8702, the service providing server 300
executes processing of verifying the disc ID received.
This verifying processing is performed according to a
verification sequence similar to that for the verifying
processing executed in the information processing
apparatus (user device) 400, i.e., a verification
sequence according to any of the Disc ID Setting Examples

1-6 described with reference to FIGS. 12-15.
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0 13 91 When the disc IDis validated by the disc ID
verifying processing in step S703, the process
proceeds to step S705. Wien the disc IDis judged to
be invalid, 5 the process proceeds to step S704, to
stop providing the service.,Note that for this

st oppi ng processing, a nessage saying that the
service providing processing is stopped may be
transmtted to the informati on processing apparatus
(user device) 400. 10 [01401 In a case where the disc
| DI?k3S4al i dated and the process proceeds to step
S705, t server 300 reads_the, Di I D. Reyocatj.on
st (DIRET SRt A% e SEtia S heHory 05 s sto Fi g,
7)vedx i0bdblrotassiep 19786 ept BROSLrater 30ResHdgLSceeds
whet her or._not the received disc |I.D which has been

vat? dltd 578 °r edBededPei A thel RV JECPEA EP stS {ropas ¢

20cHd) (B eS8 WhEESedNa d eeebvedodl] S ISR dpS pieeoaded drk
the Revocation List, the server HO judges that the
di SRV - NofRy ditiad, fandthhe Prowdsy proeedynd .o st ep

.S7 1 t [ - ovi di ng prac ' . NOt s
thri%ssfdog% st§ ORg 1118, S &N\ %%rQEQé’_%QQ%H#g;S $3E09s i PLS

i s"stoppi ng processi age saying
t hettopreel @Byskee vivengpricviedi hg procesSimgtisnspoppstsing
may_be traES”itH§9°t° tQﬁ i nformati on processing
appErAAS S (8EFT HeiEd) “480. [01431 In a case where
theoicgc I D received is not 30 recorded in the
Revocation List, then, in step S707, the server_ 300
cal cul atBs2t FeS§ i'te&eufiPguidl val R ion veRédphed b the

process proceeds to step 8705, the server 300 reads the
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Disc ID Revocation List (DIRLf storéd ih the secure
memory 305 (see Fig. 7).
[0141]

In step $706, the server 300 judges whether or not
the received disc ID which has been validated is recorded
in the Revocation List.

[0142]

In a case where the received disc ID is recorded in
the Revocation List, the server 300 judges that the disc
ID is invalid, and the process proceeds to step 3711, to

. stop the service providing processing. Note that for
this stopping processing, a message saying that the
service providing processing is stopped may be
transmitted tce the information processing apparatus (user
device) 400.

[0143]

In a case where the disc¢ ID received is not

recorded in the Revocation List, then, in step S707, the

server 300 calculates the title-unique value on the basis
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of the disc ID. The disc IDis configured as data
containing the title-unique value Mor S or data from
which the title-unique value Mor S is calculable,

whi ch has been described earlier with reference to
Fig. 11. 5 The service provighyng server 300 acquires
the title- unique value Mor S contained in the disc
ID received, or <calculates the title-unique value M
or Sfromthe disc ID received by cal cul ating
processi ng performed by the calculation unit 303. This
protads g sef IRequitye Hgsc10D cad cadrdtiiongetihes data

ti - uni.que lpe. MaQr..S is e s SS$]

o R, HE AL MRl pEHRE M ek % o PR EoRL 00

deglcidtbethecat kL erund due refleeercert® & galthlabl8144)ich
the server. further ag?uires service

| st S707, 15
orbRs B0 SPPGEL DR CRite oML pbRth TR %0 tEhE BT (1

from ddieidat pbasesiof dechashs afqlied ichkerupiue

value Mor S acquired fromthe disc ID. Nanely, this

i sunifRiss@pdiige PF ovi g isefuati e dHsy d@sgrPpéred, or
WL & BfRLENER L 01 ] PouniBue2Bd 48R 40 M ER VAR @S 1D
service providing situations 20 corresponding to disc

| Dserigresieby £@1aBla times tapc8Z 07Ny tiver foamedr b300he
extiachs. data,, corspeponding (0. 4he di s¢ LD.and e
sefvice ddent 'fier” Tecel Ved T Tom the Phf oF Awti o’
pre@cessiatd ngppas at Usl {-usakuaSvaevd ae)ord @01 sf eparctted as
service providing sjtuation dat and checks  whet her

! a,
orPHE EREISBRYTR A4 S 0 Fraghiend Fo 146 Se&f1A9

desedileis0n -Beq 8l Ve d el Qb r USi 1Y AdFR ref@EVEGErig. 11.
providi-ng situation.data shown .in Fig. 8 as-an .30
exBMA%. For exanple, in a case where the disc ID

recei ved,f Lo they NGQLTBLLOD, PRASRSRY 18qARPPAL AldiSrice

(user 5
providing situation data corresponding to the title from

the database, on the basis of the title-unigque value M or
S acquired from the disc ID. Namely, this is the service
providing situation data described with reference to Fig.
8, and data in which various service providing situations
_-corresponding to disc IDs are set.

[0145]..

In step 5707, the server 300 extracts data
corresponding to the disc ID and the service identifier
received from the information processing apparatus (user
device) 400, from the sexvice providing situation data,
and checks whether or not the service is providable.
[0l46]

Let a description be given therefor using the
service providing situation data shown in Fig. 8 as an
example. For example, in a case where the disc ID

received from the information processing apparatus (user
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device) 400 is (Disc ID 1), and the service identifier
is (Service 1), it is judged that the service is

provi dabl e, since an upper limt is set to one tine
for the Service 1, and its service providing

situation indicates 5 "unpraoyjded". [01471 When
havi ng judged in step S708 that the service is

provi dabl e on the basis of the service providing
situation data, the process proceeds to step S709, 10
wher eas when having judged in step S708 that the
sedtepicee) 490umpr Ovitabile lon ehé basiswficehadspiviisr 1s

rovi di. i tuat oces ocee
e RS G cCoRe U A e sl R ST
| tsirser winceppdb piromi djsﬂg;elﬁr ocesse Ngimd\dice that Sémlce 1,
this stoppln rocessj.n sage, sayin that t he
ki e MR St BT g et Sl P

t rapgdditiadqro the i nformation proceSS|ng apparatus
(user device) 400. [01491 20 If having judged that
t hEPlS¥erlvi ce is providable on the basis of the service

provi di Rg.3i ﬂé‘@{r&q{;gtﬁ%a ihhereSerMRr tHRdatgs éé‘ﬁzlce is
dat abase i n step [0150] Let a description b

givarvidabdef on Hyaibeaisi g the S@EWEQH\HHOQlQLDVIdIng
Slt%ggkqgn ga aSh Wn E%CEI% 7 ceecfi t {
exanple, in"a 2ase WS ePdf D9 rece rom

t hend mfaer Wath ORaPiof ejsRigeg APt & Lwo(ausmat dleayl Ee)vice
400 is (Disc ID 1), and_the service identifier js

( St \H“(Péoff)ldalt’h% %fbrt\hec@aa.lav?’el e SSTACeoRTMRTEHY s

305 {'tHAR BM Qsel | S hARGRY st Protdd defd semp &R
[0151] 51 R -
[0148]

In step S711, the server 300 stops its service
providing processing. Note that for this stopping
.processing, a message saying that the service providing
processing is stopped may be transmitted to the
information processing apparatus {user device) 400,
[0149]

. 1If having judged that the service is providable on
“the basis of the service providing situation data, the
server updates the database in step S709.
[0150]

Let a description be given therefor again using the

‘service providing situation data shown in Fig. 8 as an

- example. For example, in a case where the disc ID

received from the information processing apparatus (user
device) 400 is (Disc ID 1), and the service identifier is
{Service 1), the service providing situation which is
"unprovided"” is changed to "provided one time".

[0151]
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In step S710, the service providing server 300
executes its service providing processing to the
i nformati on processi ng apparatus (user device) 400
having transmtted the service providing request. 5
[01521 For exanple, when conignt stored in the disc is
a foreign novie, various content-rel ated services
including subtitles or dubbing data for its audio, or
a disc purchasing discount ticket for a sequel of the
content, 10 are provided to the information processing
apparatd& S@aEe$71ﬁMnu®@)34®@iteqmw¢¢ﬁﬁim@rvbceer 300
eo}\clégdtr}ags S§LVEL VJ_ce VOVl% net ol ci:(essl 015%1 '\gte that
comunl cation DBetwe enIPﬁ Caf8r RRTToH * 6€8ssi ng
appiaf e 1ouS o devd 1Ry aﬁwaraﬁdsth@s@ﬁﬂdéwnae)p400|mh¢mmg
server 300 |s referably inplenented by establishing
a’k Ri THV ST OFRMAEL RNET B Sft-ual
auf@@gglcatlon usi ng cryptography is provided and a
session key is shared. 20 [01541 Moreover, the server
300 chedks ehemDisc Whbn Revbert i vFPiuddsin DhRLYish is a
Stf%?%f%%p%bv§zo gy%ﬁ%;%bg%egt §g{3%éé3§gf% Eggngn?ludlng'
request” I's receive ove- nentione
Hoswvteirt, 1 eist oma?u%mrﬂantgurfed stsha@b o, hatr ahéla: sc ID

Revoc an Li st r| cally checked or eh nd to
b e Bt ARASeTTR AT SPT ARy STe. 1% ThPorEatent
t hefe [Bovagetiotst Gk D_rr@blrdllaﬁgoh Ner S&IEi6R abP¥ B4 MbNG
that disc I D anX nore. In such a configuration, the
chB¥amgegtcehe* ¥ e D tREV8BAY 1 &R Hﬁ‘%‘tld(lDERE?r‘é?rtw
30,14 e when.a service providing request is received
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can be. omtted, to reduce the time for providing a
set®icd. 52

Note that communication between the information
processing apparatus (user device) 400 and the service
providing server 300 is preferably implemented by
establishing a secured communication channel where mutual
authentication using cryptography is provided and a
session key is shared.

[0154]

- Moreover, the server 300 checks the Disc ID
Revocation List (DIRL}) in steps S§705, $S706 every time a
service providing request is received in the above-
mentioned example. However, it may be configured such
that the Disc ID Revocation List is periodically checked
beforehand to keep the database updated for any disc ID
listed there so as to stop providing the service
involving that disc ID any more. In such a configuration,
the checking of the Disc ID Revocation List (DIRL) at the
time when a service providing request is received can be

omitted, to reduce the time for providing a service.
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01551 Furthernore, the disc ID has been described as

differing fromone disc to another in the

above-nmenti oned enbodi nent. However, the disc ID may

be comon to a unit 5 of,-e.g., 10 discs, 100 discs,

or 1,000 discs, and the sersdce providing limt set

for a single disc ID may be determned in

consi deration of the nunber of discs in a group.

[0156] 10 The present invention has been descri bed

above in great detail with reference to the specific
Hent. However, it is self-explanatory that

those skibLedrhdid, hethea'a&seafn gl fhcations 40

and substitutions for the I ment w t hout

depaﬁﬂanuygffomnnhgaSbawetandnsph¢xtlnﬁthESabheemeﬁﬂﬁﬂned

I nvent Th 1S, . th resent_.j nven |on has

o SRRy 'S rex bl o i MG P oc BBt

constreled , |moadi§ﬁﬁr|mmmvﬁssenser 1,;00ar desckp apdidge:

the scope and Sﬁérlt of the Eresent i nvention, the

cl 3F 16 SePTPBI TP Rt iTHE B&§i AT Yy siHsthed dBact SR &P Mo
20i0Qnsdidenat h OfondQkaat iMat erthad dih@esericesi ffs in a
processes described in the specification can be
peFiBired by hardware, software, or a configuration

i n-high both are combined. In a case 25 where a
process based on software is executed, the processes
coul d behexeresssdt umvbnSEahlhag)bfqmrdgsanibédnﬁbqye in
reco essi.n uence erein

AT Lot et S s RL £a T G ARG 45, BRPoatnent
haHwalee, 10ridYsd IBledplbAgtéhe HLAYRAFENsRilled in the

,general-purﬁose 30..conputer- that. can.execute various-
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prafdes$ihnga

embodiment without departing from the scope and spirit of

e[mgﬁﬁfgqggions to and substitutions for the

the present invention. That is, the present inwvention

- has been disclosed by way of examples, and thus should
not be construed in a restrictive sense. In order to
judge the scope and spirit of the present invention, the
claims set forth -at the beginning should be taken into
consideration.
[0157]

--Note that the series of processes described in the
specification can be performed by hardware, software, or
a configuration in which both are combined. In a case
where a process based on software is executed, the
processes could be executed by installing a program
having recorded processing sequences therein in a memory
within a computer incorporated into dedicated hardware,
or by installing the program in a general-purpose
computer that can execute various processing.

[0158]




For exanpl e, the program can be recorded on a hard
disk or a ROM (Read Only Menory) as a recordi ng nedi um
bef orehand. Alternatively, the program can be stored
(recorded) tenporarily or permanently in a renovable 5
recordi ng medi um such as a $4exible disk, a CD-ROM
(Conpact Disc Read Only Menory), a MO (Magneto
Optical) disk, a DVvD (Digital Versatile Disc), a

-magnetic disk, a sem conductor nmenory. Such a

renovabl e recordi ng nedium can be provided as
so- cal | €8T pEERERES s HPPWRFEITED FL P TREPEIEALN thdard

Prognamcanrbg (Asi@!dfqd MamBry FOMPU 6 A9k APl ¥ed 10N

a renovabl e recordi ng medi um such as those nentioned
abpforemgndal ol tanmedigiel r etes progranster o stwred

COMRUIEIacls; OPLALJONY 3AdLNG Sl Leern Y &, 15, LEBDSERL O

t he conputer v netrwor suc

| nteraretinomatiiow thehcerpat EletibIrectiske theDths
transferred.programfar instal]ation in a storage.
negéw%a%ugﬁg%sg%agaquyd' ROFhcorpdt at(g&gPﬁEPeﬁ)&t.lcal)

[ 6N, 20vhotpidiadl theskahileusiq¥)ocessagndeserangd a
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in the specification are executed not only .

t | HNISEGHBRE PRI TS OGEcof BF P EMONEPdBSERF PG g Megd-um
MaYarAl30 pREy XEE W £d o RARGLL e Yo od Niseldual 1y,
according to the processing <capability of apparatus
asdlig¥dd to execute the processes 25 or as necessary.
|n addigLon, ofhe systemused.in the  present., .
speci fi catl oh neans ngl Carset ¢on Fguratton of a

- plasrglitey 0bt appay atrds, aanembsaliind deadirti@dot @e@n@n such

wher.ein apgar at us each havj ng its .own- configuration

ar® GreapBEn W Hih AR c ahBt eI IITEUIBOVEFRIRS i al
ApdareaBicl t&Yihe [ e®4from a downloading site, wired

transfer to the computer via a network such as a LAN, the
Internet to allow the computer to receive the thus
. transferred program for installation in a storage medium
--such as a hard disk incorporated therein.
[0160]

- Note that the wvarious processes described in the
specification are executed not only time-sequentially
according to the description, but may also be executed

~parallely or indiwidually, according to the processing

- capability of apparatus assigned to execute the processes
Or as necessary. In addition, the system used in the
present specification means a logical set configuration
of a plurality of apparatus, and is not limited to one

. wherein apparatus each having its own configuration are
grouped within the same enclosure.
[Industrial Applicability]
[0161]
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sefoR B RSP0 RT sBRG i R SS o RdFRY

As described in the foregoing, according to the
configuration of the present invention, in a
configuration in which content is provided as stored
in various information reco%ging medi a i ncl uding a
DVD, a CD, 5 a blue | aser retodrdi ng-nmedium and in
whi ch service providing processing is perforned from
a networked service providing server, the service
provi ding server verifies an information recording
medi um IR deansmbéd ech drkeretegbing arcdarkddngatborhe
processi ng apparatus (user 1O_devic§é]i,1 and provides a
it

_ _ ( tudt i%on data for
eachy, ff gdNe iAf QLML O cdRCeRdi B0 ABEH AR ldaS stored in
Therefore, only in a case where the information

pr veessingirdoparat oz reseuyner aadipt fedludingesyPlR, @ CD/
regugftelf5§% Erg@¥t§$n§fﬁgbi ﬁYthQ iﬂfﬁﬂfgﬂ|§givlée
recordi hg medi um roman 1 nformtion recording

megdi ol dirangrdoicehasndeen pealficdardd L romta trvebvoakedce i s
provi dable on the basis of .the service pr.owi.

D BRET o RESA PSS RF S iRy SR LRE CarrigY Sdrver
exgepl £fbs HHSnfbhRa €O I BHycatdias pédlhe T esembmitted
invention allows various 20 service information
coFRespenditeg £8 &BRPERILIY BEOCEPEVN YU PRI NS (user

st a';ﬁiééf) XA NLRY; Be $64 VA& 1IRCBRYEH @ndse ahieeki ng
hi s/'her ‘having an authorized right, in, e.g., a
syptevidimatsidchathensézta deon wehmati e coricedséadhng
to__content, such vari Q te ocCi
SeFef%EguEénwdlum ?Bs. fhe%?FSQQ, &%ﬁ@%§1%.gggg where

Including subtitles or bing data when

-t-hene ont Bftma tStodr @do 68s & th- Spplasadaub ohev gy novingpiksed a

15

20

25

30

provided froma server. %Q1621 F rtherfn e, (ﬁpo%ging
t 0SERB DTS BAFcat F6n°BF %&ngséeﬁﬂeéeﬁ?-F%V%H?.Sﬁ, Phe
I-NEQENBE ] O HRGURAIBIf PBEI AMinPorekef.66 HtddtEng medium,
information recording mediumincludes data 55 ,
and it has been validated that the service is providable
on the basis of the service providing situation data, the
. providing of the service is executed. Thus, the
configuration of the present invention allows various
service information corresponding to content to be
provided after strictly examining a service receiver and
checking his/her having an authorized right, in, e.g., a
system in which the service information corresponding to
content, such as various content-associated services
including subtitles or dubbing data when the content
stored on a disc is a foreign movie, is provided from a
server.
[0162]
Furthermore, according to the configuration of the
present invention, the information recording medium ID

stored on the information recording medium includes data



t hrough which its validity can be checked, such as
signature data of a nmanagenent apparatus, and al so
either has a title-unique value or includes data from
which the title-unique valugsis calcul able.

Therefore, the service 5 providing server can check
the validity based on the data included in the

i nformati on recording nmediumID, and additionally can
acquire the title-unique val ue, whereb the server
canhspe@hfqhh@@rdtéevﬁi%ﬂéﬁﬁ|ﬁjnsPPu8P?6gF?hn%¥c s&8f so

as to corres d_to._t [ HURLEYE VA Ueaindl@lso either
‘Thé?gP%F%fe6§$%oﬁg %é@%?%%g%%¥bgﬁggion cor r espondi ng

t OhagoAt €Nt1camibeepravicer dfncdudser et v ro@aPArRgtaS

service receiver _and, checki i s/ ' n .
R A e T T b o

5SeLVeL 1 fiphy exa6ktd Bgnsenvteechdialiiding prowbesi fgei Aata
response to a service providing re%uestdiggqhﬁn a
i nfioeAadedniprideedsfATAbPAR AT B enEFatTeri Zed by “
having: ; 8,91 A L8CERLLORe SOES 1o 1ehiehqieceiMas ahereby
service request acconpanied by an information. data
r ectedsagverdiamspBciinds arskes/ iRE VB BhtiHe o 98
i nformation processin a @l usy 110,81 §horagkie .
se@@ﬁoﬁomﬁFcﬁks %ﬁ%&gpgggvpgz{providina lgituation dat a
10f OFrrRaCo0E, theridfsospavion ietomgitign FedFeFRIDE s H°
servi ce managenent data for each aof .title: unjgue
'vaKﬁ@§e§6rP%%dﬁhéFﬁ§198dt?%F%@ B eﬁ?a%torﬂ% on
i nfQrnatibon.Lecardisia EBdbringnth fer tavanprawessing
sect1on which executes processing of verifying the

i nfarodetriieadr 8E@di ng medium.I D received via the data
reception section, acquires a title-unique value on
the basis of the information recording nmedium|D




on condition that the information recording nmediumID
is 20 validated, acquires service providing situation
data corresponding to the title-unique value fromthe
storage section to judge whg¢her or not a service
specified by the information recording nmediumID and
the service IDis providable, and executes the
service providing processing 25 on condition that the
service is judged to be providable. 2. The service
provi di ng server according to-CGa"m 1, characterized
i n that:, the data,psoaess) nerseet Fon d:eannhiggaredi ¢o
exeéutezihe processing of verifying the infornatioaigg
r epobdi dingrediogesk bogsiprevdsdistg t8f veTTHithg 0V
signature _data._c ' Ny (W) b O eGor di n
TedPAHFTD, 5 nd Caerer s T e o cetadi e of ’
5ac@uibkrhBgerfac@miyheasiogage section, the service

provi di ng situation _data arre [ ervice
Ctitle- urf iR EPGEPTARE 07 T iQEnlgont %B?Eg P(tg?%ﬁaéél]%l que L
‘Va&%ﬁu@@ﬂté%éB%ﬁédleahgyr@ﬁoxﬁ&ﬂﬂmmtibacoed®1@ﬁﬁﬁlﬁﬁﬁlﬁﬁl*D
ID, or the title-unique val ue al%#Latedrb%es§5§futing
a ealcel aeroicddded FaATIEES HAéd”i h the
infornggkgg,recording medium I D. 3. The service
pr@ﬁpging Server according to Caiml1, charactenb;ed
10i N that : a 19cdtrayes segicéen prloiehli St resr veFVHaS Ry 19+hd

storage .section ich store 1 evpcatien Lésérdeing
a|%%aﬁaaﬁonu$&ﬁﬁr§§% f@&ﬁiﬁﬁoﬁﬁgt%on recordi ng ;%dium
| DsseciRéh the £§ aoassicegmehayenéfyidugat Keri ArGE nk itdrt 1o~
recording mediumID in the data processin j dq
15 wxXerigt &8188S pFUTESHNG 8P ‘%%n%at?lueﬁsg%tfhgofc‘ﬁ%iﬁ %ﬁkt ion
- recql di}g fedi ym L Jreeigvedat s praddie information

]ffgsgﬁzf:ggdgggﬁg;gégigggahsgggiééx;{f% o%%ggu Qst$¥%cessing
of verifying the information recording medium ID received
 via the data reception section, acquires a title-unique
wvalue on the basis of the information recording medium ID
on condition that the information recording medium ID is
20 validated, acguires service providing situation data
.corresponding to the title-unique value from the storage
section to judge whether or not a service specified by
the information recording medium 1D and the service ID is
providable, and executes the service providing processing
55 on condition that the service is judged to be providable.
2. The service providing server according to Claim 1,
characterized in that:
the data processing section is configured to
execute the processing of verifying the information
30 recording medium ID as processing of verifying signature

data contained in the information recording medium 1D,
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4. The service providing server according to Caiml,
20 characterized in that: the information recording
mediumID is configured to include a title-unique

val ue corresponding to a tit?e of content stored in

an information recording nedium and signature data
generated on the basis of a secret key of 25 a
managenent apparatus and differing for each of the

I N Bl el eROT EH St B GIGA s raldqt N6 gt FrBROERS St ldage
section is configured to execute the processing of
veteahiiong the Faforemttreyioiago? Hiwafimedidaiel D as

pr [ g [ _ to '

R i e e e R L W
f ofitlemparicsenval td d¢dreaghgrdaiurehaadirefocoatabnete&Bding
in the informatjon recording mediumI D, and, al so '
eig%uugl% he®pr %%gﬁﬁﬁékgplggauY?#l%JQﬁ%§u§8F$?c%y
presddlitigyg ai Edadh it idat da6048r &5 pYH RPnk@ihB€ in the
title-unique value contained_in the information

r et ITG LRBAF R TH,"F M6 Y8 the storage section. 5.
The servhees QoM digi 385 MG sAGRA ARG HOnH 8 Pikeim 1,
characterized in that: the information recording
medianactpriiped utesthag :prime p(w) set in response to

each of 1 er . Lpf ti r rdj di a
manuf actiF et AN PR aCt BRI e dhsuEap et pen e
cadeuliahi ehichasietraen at kevpratkorp(M)stabedihhea list of
title-unique val ue; and the data processing section is
COMATGHPEAZED CRAaTAraopr DRERCTiRy TR Uiy Wit her
or not €aéapd&aMitngl BedveAi tigd Rher ARk eRa ¥ £4Or di ng
medi um-1.D i-s-the ri.me, .as the |.D-verifying .. —
pricessitag, Rt U igalba ate? RURCSEIPLNE- BRAFELRN Vidl ue
fromdheqdgla i&&esyl iy g@n&@ﬂnﬁae&- nd '%ﬁltehgnkgffﬁé%ﬂ on

‘recording nediumID, and acquiring the

recording medium ID received from the information
processing apparatus with the IDs recorded in the
revocation list,

4. The service providing server according to Claim 1,
characterized in that:

-the informaticn recording medium ID is configured
to include a title-unique value corresponding to a title
of content stored in an information recording medium, and
signature data generated on the basis of a secret key of
a management apparatus and differing for each of the
information recording media; and

the data processing section is configured to
execute the processing of verifying the information
recording medium ID as processing of generating a message
to which a public key of the management apparatus is

- applied, for comparison with the signature data contained
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service providing situation data corresponding to the
20 title-unique value calculated, fromthe storage
section. 6. An information processing apparatus for
executing a service providing request to a service
provi ding server, charactersged by having: a
recordi ng nediuminterface which executes 25
processi ng of accessing an information recording
medium and a data processing section which executes

rocessin of verifying an informatjion recordin
et GG BIESABRE Lot TAGrE T AL RRAL B o Grd Pgo nees Gt e
Vi ehd herJReehdyNgr NBehlini3Q kAtesfActse Y1dvexesyt es

processing of transmtting the information recording
meth tHA 1™ §aEReceBFSARE ARGV IEE] e 59 tlseipadpupnvalue

COBGH L 0Rd BAL thBes A, 0TALLORESLR M NEJTRAl ¥ £R4S

validated. 7. The information processing apparatus
actot ditnrage se€rbien6, characterized in that: 5 the

dat a pr ssing. section i.s configured tq. execute .th
rbessi e SFLUE RANGRe PRSP i PRohr dr g™
mecharadtBrasepr bcessitng of verifying signature data
containggﬁ;n he information, recordi ng_nedium | D.

. D. 8.
The i nf tf ?Frﬁ?rtd@é’s§Fﬁ§r§b‘b%rr%ﬁq}émgéé’oi‘8%‘gdef% 10

G aim6, charagi@mezgdul Nsdbatn ANpopcaCcCesSSiNG fr a
verifying the information recording mediumID in the
datErode8si Ayt eEratiion recoedhny girddd aenpfaeessidrg and
of acquiring e [ ' isng.a_lj fo. -
unauthorizedc%ﬁ%bﬁ%%?%éﬁpr%ééﬁ%ﬁ%ﬁ%dngaiﬁn#%%?#%i§;PPon1
a stsmdage sbketpoimorp We andf theatiole-vedgndi nglue; and
medi-um gnd,conparing the infornation,rgcordug medi um
Y

ID rec&lVed®¥T FRIWE AP of Hat 16h o 5BELP G Apifar at us

W deculthe pkBse s €005 dd julgihg wievacat icennbtStata

a%ﬂ%&;ﬁ%éd in the information recording medium ID is the

- prime, as the ID verifying processing, and also calculate
the title-unigue value from the data IDKey({w) contained
in the information recording medium ID, and acquiring the
service providing situation data corresponding to the
title-unique value calculated, from the storage section.
6. An information processing apparatus for executing a
service providing request to a serxrvice providing server,
characterized by having:

a recording medium interface which executes
processing of accessing an information recording medium;
and

a data processing section which executes processing
of verifying an information recording medium ID read from
the information recording medium via the recording medium

interface, and executes processing of transmitting the

" information recording medium ID to the service providing
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9. The information processing apparatus according to
20 daim®6, characterized in that: the information
recording medium I D includes a title-unique value
corresponding to a title of content stored on the

i nformation recordi ng nedi ungg and signature data
generated on the basis of a secret key of a 25
managenent apparatus and differing for each of the

i nformati on recording nedia; and the data processing
section is configured to execute the processing of
veFsfRam@nt hendhforrdthiadn theeéof el iay ifedire AP Higg medium
pr€§g§§%%gi8 tgﬁ_nerating a message 30 to which a
public key of the managenent apparatus is applied,

f of. conpaei sofomidth cnherscgnat uy egatratoentatoweti @0 to
in %he Qﬁfognation.reconding F?diunmlD. 10. The

i nf oMt o PF 8CESSi ATy dpparatis according to O aim
6, char agtenizedidrdshahy bbetidf arambhengtesdrith ng
medium I D includes: 5 a prine p(w) set in response to
ea%*?QHteathﬁuﬁﬁ%Weﬁﬁ%ﬂgioﬁfBPﬁﬁ?Y%ﬂgrﬁﬂﬁaﬂ&ﬁﬁﬁmﬁﬁﬁﬁ%i

M actiwheleq e 1l phBKeY (W o G Gl atk6dnBYs fynature

cal cul ati on based on the prinme p(w) and a'title-unique

valale congainge dattdhepdodesmphiosardaning redigured

to, 10 e u [ ' [ e !
data confar nTR IR BaR b b AR R i o,
| SClahien 6pr cheraasedied Bnvehatyi ng processing. 11. A
data processi ng nethod for executi servic

n e .
provi di F§SpPEREEE Y Ph V%§b€¥%ﬁ9t§§%al§£P$? gron
praddidigg Aedf@fuastinf ke adth Nfasdeision PEEEESSI g

~appar atus,...characterized by having: a data reception. ..

step gruredet i PRPWEHENG O& 2PEYLIRINT ZcEEHRARTBRM b Hn
'rﬁé&ﬂga%'QQSEG&PrﬁﬂéﬂlHE?EEHH1lg%ormation recording medium !

IDs from a storage section or the information recording
medium, and comparing the information recording medium ID i
received from the information processing apparatus with i
the IDs recorded in the revocation list acquired.
9. The information processing apparatus according to
Claim 6, characterized in that:
the information recording medium ID includes a
- title-unique value corresponding to a title of content
stored on the information recording medium, and signature
data generated on the basis of a secret key of a
management apparatus and differing for each of the
information recording media; and
the data processing section is configured to
execute the processing of verifying the information
recording medium ID as processing ¢f generating a message
to which a public key of the management apparatus is

applied, for comparison with the signature data contained
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and a service ID, fromthe information processing 20
apparatus; and a data processing step of executing
processing of verifying the information recording
medium I D received, acquiring a title-unique value on
the basis of the informatiap recording nmediumI|D on
condition that the 25 information recording nediumID
is validated, acquiring service providing situation
data . corresponding to the title-unique value
acquired, froma storage section storing service
prkﬂnﬁhengn§P¥%%ﬁ4Qﬂ1Rﬁﬂgidﬂég @%@%PWﬁIQ:he i nf or mat i on
d| a t ta far
o o e R U Rroes L 5 JERRRaRg ro o Le®
ofcbﬂmtémtcsaoa@mbxwmxhﬁmrnhaton recordlng medi a, 61

j udgi ng et her_or_.not _a serV|ce S ed b
o or et B TR FRar 1D e DS e D | s

providabl e, angraxecptivngsdheirservpoasproyiaidigof a
processing on condition that the service is Jud ed t
berIhesr By PHablormetioh & qar A MY eSS R HER RS/ and
accordi ng to {d@l Mpkdy (wFhadacheregedyi & ddnatuldihen
data processing step is configured to include a step
ofbasesic gni Blye t Prelns ¢oledsARg @ftv@rqmlﬁgﬂ Piéllm and
i nf orma N4 EL Y.
ver|fy|%285|%§%ture ga?§9 yg%%#%e 8§E£§?n ormati on
remmau&tngpnedeismﬂg)ofanddgxeguWheqpqm'@messtngatﬁ
uiri.n fro the tor e secti the serv

DFORGRE SR S RIS LGP ESpO g Ee thel § 1t &6

urpxqtpt@ vakUghe aOE afediifgihg phecdddilmgr.uni que val ue
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contained in the information recordi-ng-nmedi-.um |.D, -or

tHe - tifl emirfireraine Barked dtaed eﬁ?cé*)'(é]&‘ﬂjt‘?er@”é:e
cal,oMliat hQNpr HASEo R sdatassoM aINed sBrihe providing

i nformati on recordlng
request from an information processing apparatus,

characterized by having:

a data reception step of receiving a service
request accompanied by an information recording medium ID
and a service ID, from the information processing
apparatus; and

a data processing step of executing processing of
verifying the information recording medium ID received,
acquiring a title-unique value on the basis of the
information recording medium ID on condition that the
information recording medium ID is validated, acquiring
service providing situation data corresponding to the
title-unique wvalue acguired, from a storage section
storing service providing situation data for each of the
information recording medium IDs as service management
data for each of title-~unique values corresponding to

titles of content stored on information recording media,
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The dat a processing -nethod according to-C.aim1l1l,
cHARETEPPz e8P HRatstorRES| FESTIRI dRer 888V HFRIg

rﬁ%%d%&ﬂﬁﬁb'@?ﬁﬁ%%%ﬁn data corresponding to the title-
unique value, according to the title-unique value
contained in the information recording medium ID, or the
title-~unique value calculated by executing a calculation
based on data contained in the information recording
medium ID.
13. The data processing method according to Claim 11,
characterized in that:

the processing of verifying the information

recording medium ID in the data processing step is
configured to include a step of executing it as
processing of comparing the information recording medium
ID received from the information processing apparatus
with IDs recorded in a revocation list being a 1list of
unauthorized information recording medium IDs.
14. The data processing method according to Claim 11,
characterized in that:

the information recording medium ID is configured
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processing of wverifying an information recording
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medium ID, from the storage section.
15. The data processing method according to Claim 11,
characterized in that:
the information recording medium ID includes:
a prime p(w) set in response to each of a
number W of information recording media manufactured; and
data IDKey{w) calculated by a calculation
based on the prime p(w) and the title-unique wvalue; and
the data processing step is configured te include a
" step of executing processing of judging whether or not
data contained in the information recording medium ID is
.the prime as the ID verifying processing, and also
calculating the title-unigue value from the data IDKey(w)
contained in the information recording medium ID, and
acquiring the service providing situation data
.corresponding to the title-unique value calculated, from

the storage section.




10

15

20

25

30

contained in the information recording nediumID. 20
18. The data processing nethod according to C ai m 16,
characterized in that: the processing of verifying the
information recording nediumID in the data
processing step is configurgd to include a step of
acquiring a revocation 25 list being a list of
unaut hori zed information recording nediumIDs froma
storage section or the information recording nedi um
and conparing the information recording nediumlID
retei ved flpbom precdariognaetbed pfuc exsichgingppaiatvise
Wi he | d | > L e it g (W 0
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O aéhamakferB4edchartactieri:zed in that: the information
recording nediumID is configured to ing¢lude a
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of the i gfeLBtdQ8gOsELP%h MRdiantand PhscLdaldg of
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17. The data processing method according to Claim 16,

characterized in that:
the data processing step is configured to execute
the processing of verifying the information recording
. medium ID as processing of verifying signature data
contained in the information recording medium ID.
18. The data processing method according to Claim 16,
characterized in that:
the processing of verifying the information
recording medium ID in the data processing step is
configured to include a step of acquiring a revocation
:list being a list of unauthorized information recerding
medium IDs from a storage section or the information
recording medium, and comparing the information recording
medium ID received from the information processing
apparatus with the IDs recorded in the revocation list
acquired.

19. The data processing method acceording teo Claim 16,
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and 20 data I DKey(w) calculated by a cal cul ation
based on the prine p(w) and a title-uni que val ue; and
the data processing step is configured to include a
step of executing processingpf judging whether or not
data contained in the information recording nediumID
is 25 the prinme, as the ID verifying processing. 21. A
conput er program for executing processing in response
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corresponding to the " title-unique value froma
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i nformati on recordi ng nedia, judging whet her or not a
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executing the service provndlng processing on--
covidingitoRet fatat frataiaedi é8 Fhe | irfgedate operecording
provi;dabke. 22. A conputer program for executing a
service

20. The data processing method according to Claim 16,

characterized in that:
the information recording medium ID includes:
a prime p(w) set in response to each of a
number W of information recording media manufactured; and
data IDKey(w) calculated by a calculation
based on the prime p(w) and a title-unique wvalue; and
the data processing step is configured to include a
step of executing processing of judging whether or not
data contained in the information recording medium ID is
the prime, as the ID verifying processing.
21. A computer program for executing processing in
response to a service providing request from an
information processing apparatus, characterized by
having:
a data reception step of receiving a service

request accompanied by an information recording medium ID
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provi ding request to a service providing server, 20
characterized by having: a recordi ng nedi um accessi ng
step of executing processing of accessing an
information recording medium via a recording nmedi um
interface; and a data processj ng step of executing
processing of 25 verifying an information recording
medium I D read from the information recordi ng medi um
via the recording nmedium interface, and executing
processing of transmtting the information recording
metticlra SBrVécehkl s efnare éhgr duf efrrf1i e precesping
cq&%tgigkﬁhghdthe i nformati on recording nmedium 30 ID
i s validated.

a data processing step of executing processing of

verifying the information recording medium ID received,
acquiring a title—uniqﬁé value on the basis of the
information recording medium ID on condition that the
information recording medium ID is wvalidated, acquiring
service providing situation data corresponding to the
title-unique wvalue from a storage section storing service
providing situation data for each of the information
recording medium IDs as service management data for each

of title-unique wvalues corresponding to titles of content
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stored on information recording media, judging whether or
not a service specified by the information recoxding
medium ID and the service ID is providable, and executing
the service providing processing on condition that the
service 1s judged to be providable.

22. A computer program for executing a service
providing request to a service providing server,
characterized by having:

a recording medium accessing step of executing
.processing of accessing an information recording medium
via a recording medium interface; and

a data processing step of executing processing of
verifying an information recording medium ID read from
the information recording medium via the recording medium
interface, and executing processing of transmitting the
information recording medium ID tc the service providing
server on condition that the information recording medium

ID is validated.




