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AN AUTHENTI CATI ONDEVI CE Fi el d of Invention The present

invention relates to an information security device.
woOnoaniggul ar, the present invention rel ates PATAG2006/000299

device for authenticating a User accessing information

on conput er based systens. Background The need for

hei ghtened i nformation security is intensifying as

repeat ed security brANMEFHENTIGATIONIOVHEEWor ks,

identity theft and phishing attacks have made

consuners and enterprises conscious of the danger
Fieob elidntigRKk and i nsecure static password-based

i nformation security systems. Consequently, consuners
Th presentdppinition selates ke ag irfopmrtiongeaciiyglevisei dpasgrtiquipr, the present
. . ostk - ef f ' . ' . -fri.
o R R e R L M ik Bk BB BB b Shokomputer
batd eystaacure fornms of identification and enhance

overall network security. As a result, the use of

aut hentication products is slowy noving towards the

' am Aut hentication sol utions can be subdi vi ded

Blgﬁgoi%?ﬁgee di fferent categories: hardware tokens,
Thohesgafoe heightened irdnndsionrseturity 9s intensdyvangeastropeates! security breaches

i nclude.smart card d,.readers,. Universal, Serial Bus
o CRefERERE o Be e BESG! BighRe TR FEKERL Shffjumers and
ehtbB@rikéK Constidas ®F dBY ide@fer RoR¥d B¢ Wedk GREInsbANEIsta®l password-based
aut hentication by requiring users to present a

inderpationl scewjityctystemat  eanpequntiyacensyymese pnd eniganisey plike are more
r: r us| at i I '
A A6 it 2 Tp AR GARINE CBRSLAELiRS, nffidle, SRELEKRRBRIY Sptiware and
hardsikrbe atthergtichticralsolndonk that wéfer kevure dems of)idehdfication and enhance
network access, is restricted to certain term

Oygt ppgy\’ror% SEEEY-i A8 aratilly g}eolb%e; qf§1ug)§g%qﬁtlﬁ§ proyuac!cssi's slowly moving

dnsiedsingldepgpul ar as prices fall and accuracy
i mproves. Bionetrics authentication is one of the nost

secure nmeans of authenticating individuals using
bi.o-j.dentifi.ers, for.exanple, face jmag hand .
Afiggticton fiiqiis At DS ORIy BUS e Hfyrsilgigceories: hardware
tokie ) 3 fvBre t¥IRING CarlibBEtNicOr HERN & E RIkendMBRIAE 6Sart cards and readers,
Aut henti cati on devi ces such as hardware tokens are the

Unbstsat Seriah Bys (9B yeleenau orretimie crass werdsgshetating dokepd aapd the like.
! 08184 AISBL SRRIRD: 6UP o6 BR RN Yy HGLEHOlhers to present o
physical object that can validate a user’s identity. Another less obtrusive and relatively
less expensive solution is the utilization of software tokens, which reside on a local hard
drive, for ensuring that network access is restricted to certain terminals. Finally,
biometrics technology is becoming increasingly popular as prices fall and accuracy
improves. Biometrics authentication is one of the most secure means of authenticating
individuals using bio-identifiers, for example, face images, hand images, fingerprints, iris

images, retina images, signature, voice pattern or keystroke dynamics.

Authentication devices such as hardware tokens are the most commonly deployed
authentication solutions today as the authentication keys are normally stored on portable
hardware tokens and are in the secure possession of the users. These devices further

enhance network security by providing a two-level authentication, serving as the users’
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har dware tokens and are in the secure possession of

the users. These devices further enhance network
weoeeonsrodaops by provi ding a two-1evel authenti cat POWSG2006/000299

serving as the users'digital2identity organi zer and

managi ng the users' varied credentials regardl ess of

whet her these are encryption keys or passwords, on a
digitalglentte v gamizeDahd eraaaging titcheats vati¢deredentiatsesgadippt of whether

di fferent types of connectjon interfaces. S L
thHR A PR B KEiGy P BEROLIse OBl PG QAP el Ligight Fghentication
dRRdes HRABHL AiffeldiR Uy p& BTN @RhéMOn A8 BEes. PBohbQuiteiation devices are

hand, ot her authentication devices require connection

steedalaneslewices thas dp ok seesharhingst epsnpefiopclayiged <On the other hand, other
{ 1.C : . ver, 4t iS:
oSRUEH OB RS RE0AE BRASONDRERRL By HIRARKE gl by pC-crs,
Buewotte dsviced iopNSSBs@nhéorsISBHooRNactiDls @bseaved tautthe majority of
interface type primarily because the USB connector |sS
eHFingahentigpteRn 5%%1&1@&9@ A58 tealebi soresHpL e IPghEyerface type
pﬁn%&%ﬁ@s@ AN TRED Lh AR s HRMHdGS: RSP afb &S it fcBER computers
a computer's USB ports, using strong encryption to
taclayrmuni cate with security software on the conputer
Once the USBbased authentication device is recognized,
t he USB- based aut hentication device either provides a
APUSBSHR6€ GuttRAGEMdhedbvadét Eagsl dEadtlyomtk &y cd@phtes USB ports, using
security software for authentication or requests a
styengrenexypEAR & cempasivaisrith secprigesolmeryen hesoawyters Pnce the USB-
_ i ' i f : .
ol AR s, Al 3 o BPh, B 198D :ed REEAIARER govice cither
peeideai B pRALicd) @ErogiaRimautieniddtion &egess the security software for
software. The hardware token is ﬁ)ugg%f intqQ the
EBARSIFAEON A TogReSHOR VST FLeTisFAass Word 18 BFdehdt 8P geogetiodhe computer.
t t . ] i o .
ASCEIFIEr LB Rt A RGOS, Sharlifi token required by
cetesn goeputeoplograind fo dldw adcessbioeagiftwate. prlbblherdware bokehas plugged

.current authentj.cation devices utilisin

i HORRTBLET Srb WEert 40 CRE Eife  SOTHEAT HESEE o Rayare token for
aG@briAs hg@g@ggg;Qﬁw@@g easily cracked. Even though the
authen%ication keys are encrypted, rapid advancenent

i n conmputer processor technology neans it is becom ng
asier for hacke 0.(i.nt.er cept agc.

R el L 1B RGN bRt SR R U 0 breach. 4 problem
K@y shd Sciaeaomlthehrdidy ®@vhrbstiilgngvartierpeatob leeys is that the
encryption key in a sequence space. Fqor exanple, an ..
agihenficatior keysoianibsyintsreeptsdisngd sasiby cragkedn &%n%@ﬁ%@w&henﬂcaﬁm

t e St i o .
kg}psnyllé %cr%(%e:% Ihid a&%@er&é@yﬁ %ﬁ)?%l}t% Iglfg'ag%s@r technology means it is

cor responai encryption
becoming easier for hackers to intercept and crack the authentication keys. Cracking of the

authentication keys is accomplished by exhausting every possible encryption key in a
sequence space. For example, an authentication key of 40 bits key-strength requires a
computer system to take 240 steps to find a corresponding encryption key. This kind of
computing power is easily available in most universities and even small companies today.
The predictability in the data format of the authentication keys during a key transfer phase
also contributes to the problem. Hence, it is unwise to employ only encryption as the only
form of security measure to protect the integrity of the authentication keys since encryption

too is fallible.
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conmputing power is easily available in nost
uni versities and even small conpani es today. The
wonreadicasabi ity in the data format of the PCT/SG2006/000299
aut henti cati on keys during a3key transfer phase al so
contributes to the problem Hence, it is unwise to
enpl oy only encryption as the only formof security
Therasutherdfare prited dor amh euthmt'g:gtid)n gle\dée ﬁ]h’eplafﬁrai&imtﬁm}aﬁriobﬁlscate the
encr ion s .fal

t )
afFRisPile Te¥ nEL AR sPoteiOBnlen firfiak b Bicredy netsispghe difficulty of

idred g ind ch4bkitieie AhtieaadtRntiRe \ﬂﬁ&lh Nty GRéd B8t ikRY¥mhflon access
an unpredictable fornmat to ther ebgkel ncrease the

ogcompeial-based systeme ferepsidrassing it problerisrfgeadney current implementations
O@ﬁhﬂgﬁLag%HngeFey which is required for information
‘er - based systens for addressing the
probl ens faced by current inplenentations of
authentlcatlon devices . Summary The present
SEMRMYnent of the invention disclosed herein provides
Tﬁ@ LheBhbSdhe P o@e[lﬁé Cﬁven@lﬁn rﬂ*léélbsféhﬁ?@ %Q nglaeldes an authentication
henti cation aos signa
dt\nemsliiy muiltlrgjemhg ﬂmﬂdﬂmﬁlcﬂm Iy wkiglya chdvs SIgnaI before transmitting the
I ce i.ncreases the d

heeniochon o REPeaGiHGT SERECTut ey e ditulsf el ine finentication

k&f BaKEchcbyssRIRTHcRIepRAGHE cfacké b RESRPHBNERKYst h a
first aspect of the invention, there is disclosed an
authentication device conprising neans for providing
.cat i a ener r,.a .
RSP 6P 3, K65 B AR5 308k 95RO Mbcncation
deHieotimprisigh aleage fer @boidirigsart ﬁl[th@&i&&ﬁi@i kéljg aAcledotiotsighal generator

gnal The ltipl] exer fu ther nulti es t he
%FL? REH R e &ilek fi%mlaa it %lé&meles.ﬁ??a apHg stenak sggrator is for
Hﬂ% tﬁ@mgﬂ&lh qik IMEQIQE% HEMhdr Qﬁlﬁtlgllg%sctlﬂ@ QfdhEntication key and
S|gna

gen rating an enticatioh sign
thehrdbpatior s:ngnal waﬂg:e bgreatbeddiap theenthansitatom leiygntl the chaotic signal and

SBRSRECER SoPERkd B SlanP A BEaRS! ey MBepicion sgma

pERBRL Qr cl%‘ﬁ@dmgﬁzﬂt BropkAY. thﬁﬁW 'tliéatghlﬁkgat%ﬁ' €authentication signal is
authentlcatlon In accordance Wi th a second aspect

prsvidahle tp wemnm—basddeqyetemsfoa pebegivedingine aytheatiedtivatienn
nmet hod conprising the steps of: providing an
aut henti cation key by neans for providing the

Irﬁb_ktd@ﬁﬁh'b@ atithansdoeyd abpet aptienbemiin dierk aydibelosdd an authentication
ﬁ)g generating a chaotjc signal by a chaotic

aqongvéﬁeagatile stepand: prgViding @k?ﬁéeli‘t}?éﬂ%kﬁﬁém’lfﬁ%ﬁlﬁ dpr providing
t&%t}%gﬁ%%gﬁl%%pgﬁ% :qagﬁﬁnggh?{log%)éﬁ %emélnl%n%ﬂeh g@ﬂeﬁﬁ}hﬁ a chaotic signal by
ashgmnl sigmadl generator; and multiplexing the authentication key and the chaotic signal
by a multiplexer by embedding the authentication key into the chaotic signal and
generating an authentication signal therefrom, the authentication signal for provision to a
computer-based system for authenticating the authentication key, the authentication signal

having a chaotic signal property. The means for providing the authentication key, the

chaotic signal generator and the multiplexer forms an authentication device.
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generating an authentication signal therefrom the
aut hentication signal for provision to a
woanuuens based system for authenticating the PCT/SG2006/000299
aut henti cation key, the authéntication signal having a
chaotic signal property. The means for providing the
aut henti cation key, the chaotic signal generator and
BriefDesdriptipneQ£Thé Drawings aut henti cation device. Bri ef

ERRoGiPh AT Bra T Er o Eret NP reRcuf TP erars o g rovings, in

whi@: drawi ngs, in which: FIG 1 shows a bl ock di agram
of the usage of an authentication device in
conjunction with a sound card installed in a
Ff(ﬁgpé‘hto%vrs abbei&?(ddlﬁgr%hqg@ thE h%ég%fsag%.\ﬁﬁleﬁt paltlgﬁ lﬁegl'c@% @mgﬁ)lgction with
conponent’s device accor di g
a boundrtagipedilebinta @mpha-baRventstean; FI G 3 shows a data
frame structure of a data franme assenbled by a
m cro-controller for enbedding an authentication key
fta%h%% aBlodk & fnyof*éﬂb tcomg)laﬁeﬂﬁ &f @ %?ﬁ%{x}t?&altigﬁ d8h€e according to
e nenory un|t e|ng sub- conponents of the
amembediteotdfitbaindemias of FIG 2; FIG 4 shows a Chua's
circuit diagramfor chaotic signals generation for use
with the authentication device of FIG 2; FIG 5 shows
FEG.OY abivd 4 Uegtiatd Beuctureadat dMe a8l &kasled by a micro-controller for
characteristic of an operational anplifier for use in
emhedcmtrmw guthentisation by piowided byoy mgmast el ke B¥getcoatroller and the
naI S. 6 r e vef or ns
by b SR S Bk By SRR 4BV E: L e
Chua s CIrCUIt of FIG 4; FIG 7 shows a Hysteresis

Chaos Cenerator circuif for cha tic signals genperation
FFGy 4 ban i Qe CHERIhGHASF R 0D (RRS1 DB gPAQAEtion Tqrese with the

-@%&hﬁ%ﬁ&gé jGeperator circuit being a Resistor

paci t or Cperatlona1 Transconduct ance Anplifier
(RC-OTA) inplenentation; FIG 8 shows a graph

o SheSh degh TGN DPosce o pree Igrieiit G i gperational

aﬁiahﬁ&efolf g8RAnR CH@y eEiRsUTBofafIGS U b Lyernidfatinl Rsotidasgialshed
state equations of the Hysteresis Chaos Cenerator

CI rcuit of FIG 7, FIG 10 shows a bl ock diagram
E‘éhg %Pg’:s Isgr} t he er a%Hlo\QaVbeﬁi\ﬁ\ﬁe& gt%%%irfabf% g{l]e%Lrlbed by state

er and € mcro-con
ejdeioas of the @h@lb]’@@irbﬁn s8f Br@l4;generators

FIG. 7 shows a Hysteresis Chaos Generator circuit for chaotic signals generation for use
with the authentication device of FIG. 2, the Hysteresis Chaos Generator circuit being a

Resistor Capacitor-Operational Transconductance Amplifier (RC-OTA) implementation;

FIG. 8 shows a graph illustrating a hysteresis property of the Hysteresis Chaos Generator
circuit of FIG. 7;

FIG. 9 shows graphs of the temporal waveforms of state variables described by state

equations of the Hysteresis Chaos Generator circuit of FIG. 7;
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and the nmultiplexer are sub-conponents of the

aut hentication device of FIG 2; and FIG 11 shows a
wohlasmaa9s il lustrating a process for the deteeCrso2ab/000299

the chaotic signals fromthe authentication signal

provi ded by the authentication device of FIG 2 to the

sound card installed in the conputer-based system and

FId. Neo d@eHY Pi | 0FckOTdidraraull hemitingatlieo intkmytiore deiweasd chagin signal
the chaotic signals, Detail ed SCI,i

gengratdran mawinlerr fadithe nigo-songoller Ay gﬁ‘ﬁ‘ ﬁlé%iﬁi‘nacoé’{; sigpal generators
ans perg% L LGReRicagidR BEYicOBf BIG. 2; and
and tﬁpﬁ%a & HC%Enﬂ%ﬁgﬁggf?%ed her(el nafter for
addr essi ng the for egoi ng probl ens. The authentication

FICﬁavllt g}%‘@x% Oyvﬁéal‘glblﬁl%g%{}?g gt?g%g%ersrg g(g/r t%f e&%ﬁgg\sf)?gﬁé ‘aﬁ'?otic signals

frofnochg Eﬁ‘tﬁéﬁlc‘iﬁé‘ﬁ‘ s@ﬁil"iﬁ&hﬂé‘@by 134 @tl@ﬁﬁ&ati@ﬁfdawree of FIG 2 to the sound
transmtting the authentication signal throug

card igitalleclomrtbe tcompu@rfomdewtenh emdeﬁeedch/@tlepf LIL. a&luﬁ“{tk%efﬁlfaﬂon key
enab‘ih‘ ﬁ’ctﬁ rrg tt ha kers to intercept and crack the

recqyf e HO At £ aﬁ”l%éi/g or purposes of brevity and
clarity, the description of the inventionis limted

herei nafter for use in devices for providing an
DetaiteddPescntip®n key- based aut hentication neans to

S 8m&HAS So AQonfulstbagkel system
RS ERTh P R e B Aonrsadel sy

by appliyiat aromﬂhmhmhtwre ey iedescribé¢dahereivaften fosgddressing the fOTegomg
perfor s aut.henti cation ase

B T

m@%ﬂs%ﬁhe @ eRRakiBA ik gg@hﬂ@&ﬁd@ wigailk @f génepate i qmltlmmcatlon s1gna1

anmental to one enbodi nent of the i nventi on are hereb
beﬁmmtmmsmtttmgl gth@) weutisnbieatiomisigapimiineugh AR BHIR FHPBRGIOLAC thereby

1nc€mt,]a?,ﬁl %\/e ﬁfu]tt% g fn% ll\f eq;og Rl nﬁéék@fsﬂ'tﬁﬁ?@%@éﬁaﬁﬁ& crack the

aug{eﬁﬁ@amﬁ)gkgye nunbered with I|ke reference nunmer al s.
Wth reference to FIG 1, which is a bl ock diagram
illustrating usage of an authentication device 102
ysed | RVt Ih@ dERRBHSEbf BRSIBGea!iS Mindifd, hereinafter
Foéipugp SQS P@eyﬁ%t&h 1an §>tpossesslﬁgﬁ of the authentication

fofleyt a8 cﬂe@i&eﬁ ifosprovidiegtan thbentivatiom tiep-dpsedn agfhenticatiop means to
into a sound |n

compqqqé)am@fe@} bg‘ggdh%\ygvteb?ﬁoi%ﬁgt? %rfecb g?e 10610u§‘§ﬁ1%!11%nts of the
inGiRENtH Eﬁ;‘t LB OfppliBRidne MRk efeqbﬁ§e§inﬁha$t Sﬁériﬂrﬂg ﬂ'd’rﬁormance as

user authentication is perfornmed by an authentication based
auslohtiostion Kaysbasshoysigmp rf@r pregiding eetheicafign means to computer-base
sygt%nnwgu ' opera%onal and functional principles fundamental to one embodiment of the

invention are common throughout other embodiments.

An embodiment of the invention is described hereinafter in accordance with FIGs. 1 to 11

of the drawings, in which like elements are numbered with like reference numerals.

With reference to FIG. 1, which is a block diagram illustrating usage of an authentication
device 102 used in conjunction with a computer-based system 104, a user (not shown) in
possession of the authentication device 102 first inserts the authentication device 102 into a

sound input port of a sound card 106 installed on the computer-based system 104 for
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system 104. The aut hentication device 102 then
transmts an authentication signal (not shown),
wqgensriatms i nternally by the authenticati on dePCTSG2@2/000299
to the conputer-based systeng 104 via the sound card
106. The sound card 106 is preferably an i ndependent
add on card type that plugs into an enpty card sl ot on
peaforming iseaauthdiiRation an tewothpriedbheedtsypemt Het The user authentication
. prezinteqgrated onboard the main board 108 .t oget her
iSRS Y i PRGOSO SUHUE VA ShrSeate-Rgle dhdhe computer-

baed SystQR ore nTiResfiini®atiinOddviceaf020MeR Brahdifits an authentication signal
aut hienti cation signal after which the authentication

(not freayn)i gengirajed interdaliobyriiesaupengieationodeyiqeelfis & the computer-based
P ing, Unit ' t '
S PO AP BT B0 P s

obirianbd @@k iphipssh@nal empil daee slot 6f @oMbial grd D68 by pesoahd module
aut henti cation signal and deqryptin%ﬂg pre-encr

t ed
tyatithre it insernteeTaledyorbapadde nain thorr! { AR tagrihr (Wit 24 ttated sound
ogh&nﬁllterfa-ggﬁ a9k Nehd cak! ARf tadEmt I?lgggtif)eﬁi%ﬁeéﬁ thel zﬂfﬂfxentication

thentication results obtained fromt processing o
sipied aftetr hehichcthei anhesitigatan signalhm digitizednfeamnimipassed to a Central

Parggin s et PR bt Delrul (G bl Siseine. The
proRésRinBoSt thel B&hedtlctrion sERMCRIISY SEQFIHANL khed"g?@ rc_i&flgéﬂlﬁentication
. e

sub-conponents of the authentication device 1 .
signal hend | degrypiingiewi pre-enonyptednputheatcationekesp gutbeddegly within  the

! S TR P PR AT 8 R R B ARction resuls

olBthiinBe Aok ipdcedg 6€thd @dthemtitartios eignal tbitlieSliset b@amionitor 110. The
i gnal @enerator 208a, a second chaqtic signa

s
m@'@%@r AtQis sompscted toutbei prigxRaar 183 Aa gayides Uit poghy gnot shown)
1R 4 B8R sdhe &%ﬂpg&(or 214. The nenory unit 204 stores
e

an aut hentication key which is pre-encrypted during
manuf acture of the authentication device 102. The

thentication ke tored Ln.each authenticatjon .. .
PR Tviego ety Hobs g abp by b T S REHS Edirgfetion device 102
Tgéj eithbdticatioh d@{/ilfgg Q02 Rbmpkitdith RE! WRahlcaURheRdrb@athe @By module 202

evices 102 authenticating with the conputer-based

figthet eomplides Thmemory ypiti b(?ﬂ ahd o imibrerepsdgllenn 206 heAdditionally the
cryption of aut hent i-cat i on. Key | :

R Rl B s AP ltRT b s RO Tl R B chaotc

sighdl cREMETRDOBE, Aayltiplegeor 2 100 baiath lunlt 2K 2 ¥ind an audio connector 214,
crypt ography). The encrypted authentication key is
then stored into the nmenory unit 204. The nenory unit

TRO 4m13nciogf hfr 3Bk VsiOes LAP %uﬁlkﬁtﬁéa@iomy TigcHnis M Ste-encrypted during
manufacture of the authentication device 102. The authentication key stored in each
authentication device 102 is unique to provide an authentication identity for differentiating
between authentication devices 102 authenticating with the computer-based system 104.
The encryption algorithm used for the encryption of the authentication key is preferably
one of symmetric key algorithm (private-key cryptography) and asymmetric key algorithm
(public-key cryptography). The encrypted authentication key is then stored into the
memory unit 204. The memory unit 204 is preferably of type static RAM. The micro-

controller 206 then coordinates the transfer of the encrypted authentication key stored in
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controll er 206 then coordinates the transfer of the
encrypted authentication key stored inthe nmenory unit
waQdostoa498 her sub- conponent s of the aut henti caPCo18G2006/000299
devi ce 102 whenever an external request for the
aut hentication key is received. The first chaotic
si gnal generator 208a and the second chaotic signal
the et @t amitZlBbtogethar subeonipandritc o thgrealtlsentioation device 102 whenever
obfuscatin he aut henti cation key. through the
arb‘fxé%réﬂtrﬁﬂ‘?egﬁ%%fth‘? ﬂ&ﬁeg&eﬁmlﬁe& at fGB%WREy in an
unfam liar and difficult-to-deci pher data format. The
obfuscation of the authentication key in this manner
The fisst prhaotic evsgriah @eneretod 2088 ianil ethe yseogns ghaotigegignal generator 208b

snoopi,ng..and k cragkin G ter ' .
oRSR R DR Baie SRAPYL T REK RIS e pgematon of
th8 UiliBdtice@dd Qieykay aduthfagilldf candadiffisclt-ts-dedphdrhéata format. The

aut henti cation device 102. The first chaoti ¢ signal o
olfsretian of thogutheareptionekeydbdhts waBR| tBUS PERYAfes increased resiliency

SRR Slo PPN GRSy ] 858k REEh ABEDHIS eyt

isgtreed yphpplipdcior thei authenfidtatiomkiey idutieg ¢he B@ufaebme o€ thecaughentication
a.chagtic signal f.romthe chaotic signals received.

afviciniPn et SF haqlits iepal gepeiany g tudthe sk SHrniRisignal eenerator

266 08 A1 ARttt ens tygR@lof gsﬁﬁkﬁfcaﬁgﬁalg@xﬁ@u%ﬁ%%j o@Wifferent chaotic signal
contiguration prée-determ ned during the manufacture of

geneetingtcirenits.cat i on devi ce 102. Al t hough only two
chaotic signal generators for connecting to the
mul ti pl exer 210 are described, nore than two chaotic

Thé eiiddipleeeriat Bes selasts hechaoid siguulefbrhahe chaneddigmils teoeived from
the mul tiplexer 210 to@grovi de a plurality, of chaotic
the fyplathaotiTRignak gneRItenddSa 21¢ thenerond phaobe sigpsl gepsrator 208b based

o?g%g@ﬂ%drr&t\%&i ﬁ%f Fotmis (&equng;c: eﬁﬁ&ﬁ&ﬁuﬂé%ﬂtﬁ?@#ﬁ&ti@%n device 102.

e selecte aotic signa
Agthoeghabhlygtvan chadtivesigiat aphaatoss fratonfiecingstoothie) multiplexer 210 are
om The authenti.cation signal .i

t herefr t .
SO R aRe A 1P GG SERRIRISES Gt botopnfiguieldor connection to the

@RI DRSS 6 PPyl pALY df ahaokndighalsd MRASt@ALKBRExEN210 then
the conputer-based system'104. The audi o connector 214

mudtimexss shalblitheoficatipp ey tregadved3fromnile j key kmpilwlg 202 Hegether with the

atter nit 2 is included i nt. e_.aut t '
vt Eetentd sesr fr ebrhy Bt Badel Pl (G pERh GRretiom. The
atitiéntiea oMb is?hén tiaRsmitied Ftont Mg tuidio SdoghédtorgI¥e toather computer-
208a, the second chaotic signal generator, 208b and. t he

bassH sy peExdr via e sovas qapbingiatledar fcaonmiddinsedksyssm fesThe audio
o BESPL 4 DS e SRR pAARIEL 20, 0
power via the USB interface for powering the various

T?llej kf)attery unit 212 is included into the authentication device 102 for providing power
needed for operating the key module 202, the first chaotic signal generator 208a, the
second chaotic signal generator 208b and the multiplexer 210. As the authentication
device 102 does not adopt the USB as a connection interface, the authentication device 102
is thus not able to draw power via the USB interface for powering the various sub-
components in the authentication device 102. Hence, the inclusion of the battery unit 212

then enables the authentication device 102 to function independently without the need for
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conmponents in the authentication device 102. Hence,

the inclusion of the battery unit 212 then enables the
wauvdsaargogat i on devi ce 102 to functi on i ndepen@8emsiGg006/000299

w t hout the need foran addigional external power

source. The battery unit 212 preferably uses flat-cel

batteries. FIG 3 shows a data frane structure of a q 1

Ibhes byhd hatisiyc unit cCOIY podférebly20®s tlat-ce

MIg&LﬂO%£a§§?ﬁgp ﬁgéguthentication&ggy proviged by the
battegery unit 204. The data franme 300 conprises four

data fields. The four data fields are a preanble 302,

a time value 304, a specific key value 306 and an
FICE R Bbwhialdagdeekie ktrdbe of helatacfighd 300 a$Shmbtﬂdéa/rﬂJ¢ siggzontroller

208 s icidn e codmatsatparked roaps by Bk T wil204. The data
fraxBF é ? %ﬁrlgﬁgggtf &hd %S af ﬁeeﬂ’ouf h& PeRB R @8&@&ble83 02, a time value

its ong The tinme value 304 contains a )
304/ &|spa:1ﬁé kéy nElue BA6 andsamgeme bit abdcksy 388 c (The fength efHae preamble 30

is é;ngfegpilygggtt?rlgsl %)? &)Fé](.)ag]ﬂ}‘f ggrglél\éla%g% R oﬁﬁ%afoﬂ ( ?ert op?he data frame
3o<§ Mie t;ﬁ‘l?@m(lé(\ﬁm diaubLE ki hftantle Wreniite (3m/91s ﬁ)mferabLy 4fhb1ts long.

ime v 04 is synchronized to. a tlneﬁ¥$lue £ th ]
The bite nalde B0 rnoatadyssa @ﬁhu@ lob dincothat fire 2eskaE &Y - slgely of the micro

corit@ %éo’fm gel.?l% \ét%&:dtlfl] gleat%psﬁhé 864 is%fefd:%lf 8effed ih & Day (DD),

sound 1 nput port of the sound card
MRS (ViR sk ¢ YauHben(HIpandoRintte ryBYY) forenat. ﬁéleﬂamwalue 304 is

g o e LS 8 O B s e
10% %Veef %‘ase il £0n IR Re f0ANE 13&9&& 8h®I tlﬁ@d;obbﬁ inpat port of the

ysten1104 must match with a tine valu
so@fd @bl 206 eslpfavirta duttensiyatioemisnoeihe tintenealue 304 is the nly data field

in §1 nc?z&él (frr@fnf%gf %etl}gﬁé{aﬁ%nesg' ﬁgtaﬁﬁwtgﬁetgt%‘{ fRELLE gg% %E extracted from the

ramne

traﬂ?xﬁﬁt Qgﬁaefr%ﬁe Wb ReceilBe bs RRCEImhPutkieased byster3 064 nsist match with a
preferably 64 bits |ong and contains a devi ceeéferlal 104 by th
tinnIwidee a6 wbtaisdtofinn the sysieni derkdobiher pEnprisithased SYsEHD y the

uri.ng. t he.manuf act ur.e of akd QR vd&vi ed with.
%ﬁﬁuc wasagvmg’OESWWEPgalﬁ%er su%gggg?g t he specﬁﬁﬁgr
key val ue 306 uniquely identifies each aut henti cation

device 102. Lastly, the err Di ker 308 EVEs
Thospasiieresvabitoide rparE Copitt latdss Sorie SR gl number
[hov Srefd 13 YNt cige of the authentication
(n8él g a gggsﬁ%lég%g §11iC}H%'ciqneed g{&f‘%r check function
dekdec hozus EEheadevittp sletrlaﬂ) aluar’vet storechfic dhespebifiy keyitiusg3Qp uniquely
total nunmber of bits obt f the
idgniifiesirach @g@eptlgatpg)ﬁe g.bastl %i Ve?hf?f(#ﬁ}é)%os%rves as an
ertdrf e clghé fRliefi Ghe 348 fﬁﬁl%fﬁﬂ).abfhé &ﬂﬁtlﬂt bisecRerva08usgtores a checksum
value calculated using a pre-defined error-check function, which uses an input parameter
calculated by summing a total number of bits obtained from the time value 304 and the
specific key value 306. Alternatively, the error bit checker 308 preferably contains a value

calculated by summing a total number of bits obtained from the time value 304 and the

specific key value 306.

To perform error checking, the authentication software computes a value by summing up

the bit values from the decrypted time value 304 and the decrypted specific key value 306
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cal cul ated by sunm ng a total nunber of bits obtained
fromthe tinme value 304 and the specific key val ue
waQaQas/o¥eper f orm error checki ng, the authenti caCT862006/000299
software conputes a val ue byd summ ng up the bit val ues
fromthe decrypted tinme value 304 and the decrypted
specific key value 306of the data frame 300 as
off the dhtaefchniny 3@(hes woeived by thasaupwyshased tptem 4. The authentication

ut hentication software, copputes a checksum usin he,.
sciiage SPOHER PR okt o SR P ORISR fiiGtion. The
RBEBURL I ind REReCOM &M @dRt fRtvahlR&brAheEroRtthe Bk bit checker

C
* fromthe error bit checker 308. If the two val ues

3Gfat BHhe twevelnesamiivhethei daje imtegrite of therigansmitiad dpda drame 300 is then

fra 300.i s .t hen U [.nt a F3ed :
o WO 6000 s T T TR Pt B0 mpRATIER do] hyqunty of he
tridsangdd tie drdad 300 riaremppénised aadnhe tiaasditeddddthdrame 300is thus

transmtted data frame 300is thus discarded. The
digeaidadat i on of chaotic signals for use with the

Tﬁ%%x?&ﬁﬁcﬁlabf UWa Y iS%?ﬂl%g%l‘ GRE Wh 36E AHhBNRRNnUSAE 102 can be

various types chaotic signal generation
accomplished writgd hminly evarione tyfest dfechwotie stgmaingeheraticgedircuits available.
chagtic signals generation circuit is.a Chua s cifcuit. .
Ol 5 TR IITRORY e chaphie Signfls gensiaidh @rayfig Chia's cireuit 400
a I SRFAIOFTR 0BaTRE efrgr @b Y88l fdRraddiupisa srefegatly 1980the Chua’s
for generating chaotic signals. A further details on

cirdvat 409ufar gensrating ¢hagtio siganlshd Bither details an the Chpa’smiggnt 400 can

E Chua, s L | t [ or :
bRt 3005 Vit (il FROPE GG A TA0Realftel Lnogs, world
Sdikatifid €993 Nheminader RetesRaces Refegenaengbylienamkqao ofiRederence 1 is
by way of reference, The Chua's circuit 400 uses an
hespley WP BREAte DAY PEFIRIARRE shown) that has a negative
resi stance for inparting chaotic characteristics to
the generated signals. FIG 5 shows a graph
The |Glsnisatiroul 40thegat av @pemtiosd] cmydifech dnaic slerwipt thet beis a negative
the operational anpl.ifier used in the Chua's.circul
I OIGEHBRIS HOLRAGLPE BT D 40e RERTEFSATFY: 1 5 shows a
gnggHQI'lﬁst&ﬁﬁg Wi de g4 fe3isBReE chigdetMticofIthe Wperttiofiladreplifier used in
equations according to Reference 1. Cenerated graﬁhs o
thefClhads disnpal0fl fonasmstaingschedtia $ignas. afddijignilhh|tee Chua’s circuit 400

.descr.i hed by the up of. state uat t

scfiaeteda: Qb P gty Boliol BefrfiR R ROREerR 1 Feperyed ansphs of

tHehempeREHaldforinObf tlhaeitd oartdbii’alescrited bys@e Wrdup dffieate equations of
aut henti cation device 102 can al so be acconpli shed

theGIig seirqpE 48P axg a8 bRwBdn Eet-at or circuit 700 as
shown in FIG 7.

Similarly, the generation of chaotic signals for use with the authentication device 102 can
also be accomplished using a Hysteresis Chaos Generator circuit 700 as shown in FIG. 7.
FIG. 7 shows a Resistor Capacitor-Operational Transconductance Amplifier (RC-OTA)
implementation of the Hysteresis Chaos Generator circuit 700. The RC-OTA
implementation of the Hysteresis Chaos Generator circuit 700 is preferably used by the

second chaotic signal generator 208b for generating chaotic signals.

Further details on the Hysteresis Chaos Generator circuit 700 can be found in

“S.Nakagawa and T.Saito, An RC OTA Hysteresis Chaos Generator, IEEE Trans. Circuit
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FIG 7 shows a Resistor Capacitor-Qperational

Transconduct ance Anplifier (RC OTA) inplenentation of
woOheoskigser esi s Chaos Cenerator circuit 700. TReTRG2@EM00299

i pl enent ation of the Hystgpesis Chaos Cenerator

circuit 700 is preferably used by the second chaotic

signal generator 208b for generating chaotic signals.

r3h iol F029119 éﬁimlrsfeﬁb@asamefemcm) The content

Sys EL& ?? 15;)610@9 ﬁ)zbg f%gz’n(tzlltié?n1 " S, Nakaga n Kows a graph

of reﬂ’erdﬂﬁ‘e OTiA heheby em@sp@at@ﬁ@asw%ﬁgfe&r@mce | E;&-l-glgtﬁg 1 shows a grap

Crcuite 000299 10 18195402 kircuit 700. In
ety TpReRaRnPuR P eSS P PR el

addﬁff%Bt RBter&ce NedREs ahat d grohpofisiatd empmtipoy Btdeding e\ﬁgrydescrlbmg

refere FIG 8 furth h
e oo g b S SR s 10 Gt
gra}??éa??fs 'ﬁhﬁ nerﬁ'taf(wa%ff)ﬁﬂé b #R0statk VadidBliet idestribEeberageod of state

Fou state 7g}oatlons is deflnable
equh@bnsEFIRE Hbitagsis maamo@emamtonarcmm e 2y shopings FE.

Hysteresis Chaos Generator circuit 700. Cenerated
graphs of the tenporal wavefornms of the state

Ehied cipouit 25 SHOme IDfsttsid Ehayu@ericoater dfcuit 700
Prefegéﬁlg'yéa%grog??eg Chaog1 Géner ator_circui twe((])&are as
is isipeniabldisBig OFiekl-Bogrammgble £éh ABRY { ua's
circuit 400 and the Hysteresis Chaos Generator circuit
700 is inplenentable using a Field-Programmable Gate
As '%feE&ifbeﬁFd%@% FI8s 20gisstiithe thealme vt twel €aofic isignak generasers with the
the use of two chaotic signal gene ors
uitigiesop) Hoe b ot SReT St Bepstine 205 Ant ik Agiolf chaotic signal
0 L inGarSive @lacgeRBmAl 8¢éne28.are needed for
ger}%%@’{g% mﬂgﬁ%ﬁ%f gﬂfﬁgﬁ&t WO chaoti C si g’rnal Qéener ators
theabsﬁ@@axamof dte ththentbfation atdyo ranoUnﬂefemam@qlr %Ca?}gaﬁl -Generator

Undet d- Chaot
(U@ﬁ\éi 1882 kﬁp%?eféfeaég {]ﬂ%s%%ﬁr%t‘f@c&% e%l ano er ad it CSIgnal

onal
%oﬂf fs% Q}ts BRLk QiastAN Showink @se b0 a ipuralityystehaotis S)g:dal generators,

|agrams ow ng use of a plurality of chaotic

sp@ﬁﬁilﬁll&tmclﬂdmgﬂh@ UfGS(Qa[lOQ/Z,ww@} thei Iﬁ@l @}@éeq%bari a"f e%r{l?]dule 202
th [t the k dule 202 f
forgusetive s HHERAIPRERE cat | on key. Vihen mor 6.

cation key. \Wen nore chaotic
signals are used for the obfuscation of the

aut henti cati on key, the aut h nt| ation s naI
Whemmured:hb@tg:oﬁtggalmfeeu gusaﬁmnea ?t%enl{l.r:ﬁtlon key, the

auggﬁgfaél?og&mgq%g@% gfb%iué‘esd 1%38#3? fno?@ @&ﬁﬂ)l@x shd@G@dredictable. The UCSG

nerates chaotic signal of different
1002 functions as another chaotic signal generator that generates chaotic signal of different

characteristics from the first chaotic signal generator 208a and the second chaotic signal

generator 208b.

More than one of the UCSG 1002 can be configured and utilised in tandem when required
for generating chaotic signals with different characteristics. ~The multiplexer 210
preferably functions as a switch for selecting a chaotic signal from the plurality of chaotic
signals received from the first chaotic signal generator 208a, the second chaotic signal
generator 208b and the UCSG 1002. Alternatively, the multiplexer 210 functions as a
multiplexer for multiplexing the plurality of chaotic signals received from the first chaotic

signal generator 208a, the second chaotic signal generator 208b and the UCSG 100 to
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characteristics fromthe first chaotic signa
generator 208a and the second chaotic signal generator
waQes/4dge than one of the UCSG 1002 can be cearisgeoosmo0299
and utilised in tandem when tequired for generating
chaotic signals with different characteristics. The
mul tipl exer 210 preferably functions as a switch for
thersbg obtaig a acsuhtangt dhaotsd gjpad]. fThe multiplepénid 18l thery fuwther multiplexes the
chaoti¢c signals received fromthe first aot.i c,_si gnal
regulhge et 0e wiFcbe S b ars e TR s b gfioRie 202 for
oRBRIn@NRE LitReldeS@rLaPR: tfkdmsmat i vel y, the mul tipl exer
210 functions as a multiplexer for multiplexing the
plurality of chaotic signals received fromthe first

aot.i [ [ rat qr , . n iC-
KR BREDR BSBRUE o R LB SRR GAPEE it on
cabpibinbaed 8pditrhi 109 wsingahé euthégivation figealnprbvidpd ey ele AlRentication
then _further nujtéplexes éhe é@sultiﬁg chaot | c. sj.gna
deijiech L9ha@s sbpwenni Ikt ilon Ty 11 sbeys gallpyepart HuisRaijis a process for
dt cgdﬂgethg QRad si%ﬁktelfﬁ% L9 atifiEnRULIOSE Ql‘gh&la%rbﬁﬁec? Bg @lt?éh%uthentication

R
refrom User authentication I's carried out
deiceh B fodhe samdsefd mstrkedinghé pehphteebased sydtiem 104. The flowchart of

co - hased system.104 .usi ng, t he authenti cat i .
G g gD T o ORU O G FEn LS BROB01 180 G55 figm the chaotic
sighA¥WNReferfih$to Rig. Fl,Ghehkhs h@Wenteafib@WEitRare receives the authentication

I'lTustrating a process for detecting the chaotic

sighajn dlesavthericatien sign#ldatinwaetedfos efaamingeotie darenst thee yapunov
thent i cat i pm,deyi t . .
ot bR PR Bt 15aden SRp i AU Bl Bl e Suation:

Fig. 11 further illustrates decryption of the

aut henti cation key recovered fromthe chaotic signals.
Referring to Fig. 11,cﬁ@qn th&aytdfenl|i cati on software
receives the authenti caliyOh jpik 4 the aut hentication

signal is inspected for determni'ng the value of the
Lyapunov exponent in a step 1102. The Lyapunov

exponent is defined according to the equation: wherein
whetedn this thg albyapovoexppenent,, N Ns| the tivenbeardieiterations, n defines an n-

diteratiﬂnﬁ, n defi nes an ﬂdi nsi onal p ase.spgge, and ¢
sePnsonah, Rhase o §RFH 0FoFolf % SEEWRE PORL ya BV CexFRHBRY exponen
.indicates.that the .authentjcation.s] | A sy.Ghaat| ¢ i .
i b (iR SR bRy P hAOR, A o) T nade in a
st@ptl @04 tdti degerininib§ H th/ Bypuavy ex@Belit pbsitipoBi walwe If the value of the
value. If the value of the Lyapunov exponent is fougd )
Lygpunev apanany és foppbtofn eatye A1 Bnhartigatign signal pefhen discarded in 2
Ls de i 1. i . .,
S Pt e s by, e (A BF (0T by bingblt s positive, the
aathtitéatibn afigrah isichmalc insnatheotind is henat acoep@dcbyi she authentication

hence accepted by.the authentication
of?ware asa vaﬁé authef\lltlcaplon signal.

The authentication software then finds the preamble 302 of the data frame 300 that marks
the beginning of the data frame 300 in a step 1108. When the preamble 302 is found, the
authentication signal checks and decrypts a sequence code (not shown) located after the
preamble 302 of the data frame 300 in a step 1110. The sequence code comprises both the

time value 304 and the specific key value 306 in encrypted form.
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software as a valid authentication signal. The
aut hentication software then finds the preanble 302 of
woheosdat@sf rame 300 that nmarks the begi ming oPCri862006/000299
data frame 300 in a step 1108 Wen the preanble 302
is found, the authentication signal checks and
decrypts a sequence code (not shown) |ocated after the
Inpa eeapbll €1 30ie oefutmdmacaimnascﬁﬁware BODrns a ch@t&pumm@culathm for the

sequence cqde . co bot h, t i e val
SeRFRACE o LS PP 0B O PR ol B d Up gptue. The
chléiés%m Jdige ﬁl{hé}%ﬂrﬁﬁ@éd 2RirsOfHeWaANR Rdih&d FBmah€ becKsititRecker 308

calculation for the sequence code u5|nq t he
ofghe ddtefﬁraﬂmﬁ@(? pist 2 dh@&lﬁn fiuraben ima sspddil4i Al thectheeliegmyalue does

| Th ' .
T SRR A i SETBECH BBty s o
sefdne fcbaenss &fﬁ@pr@ﬂﬁlsed adéchsicpnence dodkénsutBequestledistdrtidd in a step

I'f the checksum val ue does not t he val ue
11961 aFRuaver opiheheekiar Ve THERReie S8 bR fipm the ermor bi

cHeBEEH0i8! el tﬁéﬁﬁcét UfGrard Fﬁﬁl&:‘tssthg Qfﬁﬁ)é LS80 %HS’ thd§ecific key

sequence co e IS SU sequent i scarded 1 n a st ep
valdel 806 Howestgr 111§ The tmtaeua&sm B304 ahd eharapecifes keshwalug 306 are then

obt ed framthe. err
CHEE oY FRATITB® 0f AUIPE TSRS P PR g 1f the values
a1@rdlgtehﬁﬁle§ RE Bk flhébnlf:@ﬁ[ tHeA dhGes IO disBarded trethe kiebBl 1 16h&@lowever, if the

time value 304 and the specific key value 306 are _then

vathescie detboningd ko beearesst thiidentification agé epihrwiratign of the user is then

fuqth§$ taé 2 %@ a step 1120. If the values are
C%QR%? hag<p € incorrect, the values are discarded

inthe step 1 1 16. Fbmever if the values are

detern1ned to be correct the dent | fi cat.ion and

HeeFRgoME mgAme ap HETFatcation deiss 15 HEPULRE 4th aghgyiggtion key-
f ok . N

N
erabddimeht co:t‘athe orvenganor a@drassmgmhatfmgduag éd;a@\ga@tagns p&implementation

desc accordi.ng to a ventio
ARG PHE eI o et fuigeeFegel BB bR Bodiment of
the RV GARAL AL | DRIRLE! RaGNse AstRRIEdo Rine @XilRHi iAGthe art in view of this
aut hent i cati on devices. Al though only one enbodi nent

disélosure thatwemerays changes prd/pogedilicpiionfan bepaadgpithar depating from
4ane Skl||edtl Qﬁgvgq%nln view of this disclosure that

B SRR SPHS 3@% dndror nodi fication can be nade

wi t hout departing fromthe scope and spirit of the
invention.Clains 1. An authentication device

conprising: neans for providing an authentication key,

t he aut hentication key being
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uni que; a chaotic signal generator for generating a
chaotic signal; and a nultiplexer for nultiplexing the

waunidsmargogat i on key and the chaotic signal by eabsddioaoo299

t he aut hentication key intoj4he chaotic signal and
generating an authentication signal therefrom the
aut henti cation signal having a chaotic signal

Clfeperty, wherein the authentication signal is

1.

2.

3.

4.

providable to a conputer-based system for

aut Asnputheati¢atignidesicg ¢oMensngat i on key. 2. The

aut henti ¢ ae%rllso{& g?&glﬁiﬁ G aﬁtﬂeﬁlc@ﬁ@ ey, iiEaftR@@ichtfon key being
si gnal generato conp?|3|ng one of & Chua's circuit
andugigtist eresis Chaos circuit. 3. The authentication
device as in clai

( 2, the ua's circyit..and t;h
Hyst er es? §hegtiecdenal BERfAonLer BEPr [ Slﬁrsl%‘lhgnd

Fi el d- Pr Q%Lﬂﬁﬁl‘égéﬁo%ﬁiﬁﬁ@m@ RRGAticafion kB¢ and the chaotic signal
authentication device as in claim1, the chaotic ,

si gbplembedding thechutyentihgicnkeytinte the eheatic sigparand generating an

e pERRE P o PHERORC s AR Hyep Rl UARIT thaotic signl

whepgiRrtl, i s the Lyapunov exponent, N is the nunber of
iterations, n defines an ndlnensionalﬂﬁhase %ﬁace
g

: ; ,..an
X0i s t he vdwerin thepysesnieation sighabisieHEMRE 3 £ P‘&@v‘?aésg system
as i.n cl.ai ; anseafi ovi di ng the
autﬁghuﬁ%gﬁkéﬁwi@§ag§hprFé?%gaé menory unit and a
m cro-controller, the menory unit for storing the

aut henti catjion key.and.the. m,cro-controller fo s
cooF i FAReHG R MO Goisd PRI dr I Eecliy Yy Bt iar copmyising one
by éﬂegmé’%bi&)é&%ﬁfd-aﬁysté%ﬁs aushedHdugat i on device as in
clarm 1, the authentication device further

conprising:an output interface being renovably

coupl able to an input i.nterfac > S ' irt<tQEsis Ch

* notebtrire B e B e SEHIH o8 BRMhsttsis Chaos
aut fedid vedtd @Mplememall utitg Flved-Baghdnehble Gdte Attag (FPGA).

aut henti cati1on key being retrievable by the

conmput er - based system fromthe authentication signal

recej ved, by. hcBih - the chdBe bid1$Rhdre@E b9Rhe chaotic
dev'%%w%gm¥ﬁ£§$%§%ﬂ§?m§hgﬁ%ggbut(1nterf§%e%gefng ag

audkignal generator having a positive Lyapunov exponent, the Lyapunov exponent

being defined according to the equation:

1 N-1
A=lim— ) In

Now» N =0

df (x,)
dx

n

wherein A is the Lyapunov exponent, N is the number of iterations, » defines an n-

dimensional phase space, and x,is the starting point.

The authentication device as in claim 1, the means for providing the authentication
key comprising a memory unit and a micro-controlier, the memory unit for storing
the authentication key and the micro-controller for coordinating the processing of

the authentication key by the multiplexer.

The authentication device as in claim 1, the authentication device further

comprising:
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connector. 8. The authentication device as in claiml

further conprising of a battery unit for powering at
woOeeamsto4ee of the chaotic signal generator, thecmsan®6/000299

for providing the authentiggtion key and the

mul ti pl exer. 9. The authentication device as in claim

1, the authentication key being pre-encrypted and
pre-storad, anh e tgﬂgce efn@{,amg, Qi@ td éreinput 1nterface ofa
aut hent i'cat i'on k authentlcatlon met ho

c ommnd mrmgt bfrkhe $Dmpgte©-foasqdrsas/tpm| fagpramiding the ﬁ{l‘fhggfg(fa{,lﬁn signal

%@qﬁm q1%H1 ktgy a t&edl ngoﬁ E%é Qéﬂé%i?e@ﬁé\%ﬁfe' t%nth% eY¥m tpﬁtléf"—based

ner at | ng a chao

S' Qﬁ?clm B¥nAhe Radkhiicasiod @@hal@t@c@vmﬁl@rﬂle aoahdnaitauitpl exi ng
the aut hentication key and the chaotic signal by a

mJI ti pI exer by enbedding the authentication key into

t| c r e bdig@in amlio

7. i ghErORuRafh SI  PRRRE E i A iR
pr Q¥R t 0 a conput er-based system for
aut henticating the authentication key, the
aut henti cati on signal having a chaotic signal

g Pr %@r[; Mhenith8bE 'd@v&@@s FEafm 1, Furtidr eympiisingtofie battery unit for
aut’henti cati on y, the chaot’i ¢ si gnal gener ator ocl1 i
t hgomatihg pl lease loné ofth; canotmmhgwmt% Hledaearft?é“or previding the
The aut hent i %atl 0 le§§r in claim10 the step of
gerfathaptigagop Syé‘ﬂ gnal by the chaotic signal
generator further conprl Si ng the step of: the chaotic
si gnal generator_ being, one Chua''s circui{ .and

9. ws”ﬂerasﬁ;egmm@sie&cr: agi clagn | ﬁﬁ% a\&ﬁ?fﬁ@ﬁ??%g?y %‘H“%B‘ieﬁeé‘&rypted

r?él:aé){r atoBed Thio M&%g@@ @%rggro 1h§1'g(iﬂ@§ﬁth&1tﬁhﬁl&ﬁkey

el ng one ua“s circuit and the

Hystere3| s Chaos CI rcuit further conprising the step

of :

10Chadst aanheéup%ﬂ%mﬁ O CRMRLIBPY

i mpl ement i ng e Chua'.s c nd the Hysteresis
B?e#ﬁ?ﬁi??e Gate Array

(FPGA). VJ lﬂg AR ULRRtELidh key byaidandfoaprividiak dheauti@ntication

t he step

erating the chaotic signal by the

chaacby,cthswghamoganeka! being BREES:si ng t he step of:

11.

generating a chaotic signal by a chaotic signal generator; and

multiplexing the authentication key and the chaotic signal by a multiplexer
by embedding the authentication key into the chaotic signal and generating an
authentication signal therefrom, the authentication signal for provision to a

computer-based system for authenticating the authentication key, the authentication

signal having a chaotic signal property,

wherein the means for providing the authentication key, the chaotic signal

generator and the multiplexer forms an authentication device.

The authentication method as in claim 10, the step of generating the chaotic signal

by the chaotic signal generator further comprising the step of:

the chaotic signal generator being one of a Chua’s circuit and a Hysteresis

Chaos circuit.
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generating the chaotic signal by the chaotic signa
generator having a positive Lyapunov exponent, the

wayepuae9s exponent bei ng defined accordi ng to PO®/SG2006/000299
equation: wherein | is the yapunov exponent, iVis the
nunber of iterations, n defines an ndi mensional phase
space, and x0 is the starting point. 14. The

12.aUtmg&1k&ﬂtigﬁﬁn@étH@ﬂaﬁ& dldimcl 1athe sidd, ofttheclsosip siphal generator
providing the authentication key by the neans fo .
pr dwing ong diheabibyreh Pirank 4r@ﬁﬂ$<§y¥tp{?ﬂs ﬁgyao% SRS tilfthar Gopprising

aut
m cr o- commplehleating theeChvmisouiscuiinid tedlysaresis fhaeswarcuit using

aut he
cooféqq

ste 69{6? oRr oviding the neans for providing the
en

cation key with a nenory unit and a

ication th rLo-controller for

ﬁ-é’tf?&ﬁ@mmgﬁﬁ(ﬁﬁgggggﬁyﬁﬁ%?‘)t he authentication key

by the nultiplexer. 15. The authentication nmethod as
in claim210, further conpri si&g the step of:, providin

13t heTlmuaitleanticatzom roethed ghial claig
S

oo chdtcrsifle! RO RISRoRE GeB R o Y 2

o

thenjier of genereting theggha e signal

[ erng re couplable to the

I nput i ntgehératee Gk chiisticsgrad by krecdhidtic dipwal generator having a
aut hentication key being retrievabl e b%/ t he f Jine t
CoNPASiEve haEREOY PEPRIeNE: toml-YaRun Y, PHROREHI RSP Tned gegording to
rec:ﬁhéég akaxn:t he sound circuit. 16. The authentication

authentication signal to t
sound circuit of the doniium

s 1n claim15, the step of providing the

he %ﬁpu&’(;’too erface of the
8 stem by the

out put interface further coﬁ;ﬂ“is @*t e step of the
out

con

Reebl § SR38eRB3:80 K § o umbrofderyiogey e nes o

met Backnankipiabedpatd And ) id thektaf@iEfoigi ng the step of :
providing a battéry unit for powering at |east one of
the chaotic signal generator, the key nodul e and the

mul ti pl exer, 18. The authenticatjon nethod.as jn clai .
1410, Thiautherijsaten predvids h@clﬁﬁ%ﬁd{iﬁ gfp P%B’i"u"&ﬁn%&? ab‘bien&auon

t

he

and
nmodul e.  providing the means for providing the authentication key with a memory

15.

16.

CAREiRIRA%nttheatiSRioR key Pirfie® B6MYpRbhS the step of:
k%f%y Eﬁégﬁ%aﬁé tﬁg alutn%erﬁltai cgt |lon keyyont 0 th@skeyg P
unit and a micro-controller, the memory unit for storing the authentication key and
the micro-controller for coordinating the processing of the authentication key by the

multiplexer.

The authentication method as in claim 10, further comprising the step of:

providing the authentication signal to an input interface of a sound circuit of
the computer-based system by an output interface being removably couplable to the
input interface of the sound circuit, the authentication key being retrievable by the

computer-based system from the authentication signal received by the sound circuit.

The authentication method as in claim 15, the step of providing the authentication
signal to the input interface of the sound circuit of the computer-based system by the
output interface further comprising the step of the output interface being an audio

connector.



19. An authentication key retrieval method conprising

the steps of: receiving an authentication signal by a
woanpuiensbased system the authentication si grai/sbeindgoo299

provided by an authenticatign device; detecting a

chaotic signal property fromthe authentication signa

recei ved by the conputer-based systen and extracting

17. t Sifgg ltﬂtt}té%ﬁtzétfo%tﬁx@cﬁo&( §sy1nfc'IaCi’1'9i‘ toheureiét bemptisiag tlre:rsth anal

aotic s when the chaotic si
p r opert prm&dmg taéxatted unWIfelr edweringeat éﬁ%‘ﬁéﬁtqf%%‘? FhoRtig élﬁnal

IS prowd ble to the ed system for
aL&eﬁ@'ﬁfqrc k5% nﬂﬁlélp @ﬁ?ﬂ%@hﬁﬂ%ﬁéut henti cati on key
retrieval method as in claim19, the step of detecting
the chaotic propert fromthe hent

5 18.¢c oTrlpH alshqffglcmh@l @p@@ 8% In daige 1. gléet FUARO Wélmg ik ?Ht%ntlcatlon

Qn .8 t, the L
‘%& n Syh&%glefl \égjélgﬂ%cor%%gf(?gnfﬂe equgt i gapunov

wher ein ﬂreJeﬁcﬁybﬁng_m&tmaﬁwlmgﬂmgﬁhentﬂaﬁl@ KeyeorriR) FP&é?eY&?Odule
iterations, n defines an ndi nensi onal phase space, and
O is the starting point. 2 1. The authentication key

19.7 BRIy 3StribPhl Gl bSaprishey the sppoby:
rac?&ng1 ttwe aut hrelntl cation kep; Sfr%om tetﬁp

10 aut hent i eativorg agi agﬁantlmpng1glh]eb§t¢]%pplgersp%fﬁgpystem the
OBl Rt 5o BRaf oY D el o
; ?g:rgs engatiig Ldhabliesifea pespettgticont el aﬂlﬂ@htwai@n@gngl received
by the computer-based system; and
extracting the authentication key from the authentication signal using a
15 chaotic signal when the chaotic signal property is detected,
wherein the authentication key is providable to the computer-based system

for authentication thereof.

70. The authentication key retrieval method as in claim 19, the step of detecting the
20 chaotic property from the authentication signal comprising the step of:
checking the authentication signal for a positive Lyapunov exponent, the
Lyapunov exponent being defined according to the equation:

df (%)
dx,

N1
A=1lim — L

N—eo N n=0

wherein A is the Lyapunov exponent, N is the number of iterations, » defines an #-

25 dimensional phase space, and x, is the starting point.

71.  The authentication key retrieval method as in claim 19, the step of extracting the
authentication key from the authentication signal using the chaotic signal comprising
the step of:

30 locating a preamble for detecting a data frame, the preamble being

representative of the header data field of the data frame.



