A DEEP EMBEDDED SELF-TAUGHT LEARNING SYSTEM AND METHOD FOR
DETECTING SUSPICIOUS NETWORK BEHAVIOURS

Abstract

This document discloses a system and method for detecting and classifying potential
malicious network behaviours or characteristics contained within data traffic. In particular, this
document discloses a system comprising a data pre-processing module for processing the
received data traffic before the processed data traffic is provided to an alert module
communicatively connected to the data pre-processing module. The alert module, which
comprises a trained autoencoder and a classifier neural network trained via self-taught
learning, then determines, based on a set of partially labelled training data, whether potential
malicious network behaviours that typically present themselves as network traffic anomalies

are contained within the processed data traffic.
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