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METHODS AND DEVICES FOR GENERATING SECURITY
QUESTIONS AND VERIFYING IDENTITIES

TECHNICAL FIELD

[0001] The present application relates to the field of information technologies,
and in particular, to a method and a device for generating security questions and

verifying identities.

BACKGROUND

[0002] With development of information technologies, because a service is
executed at a high speed and only a few resources are consumed when the service is
executed in a network, services are executed in the network increasingly. To ensure
service execution security in the network, an identity of a service initiator usually
needs to be verified. Therefore, how to perform identity verification more accurately,
conveniently, and quickly becomes one of main concerns of people.

[0003] In existing identity verification methods, a user identity is mainly verified
by using a security question. There can be two main types of security questions based
on different generation methods: One type of security questions is generated by
instructing a user to predetermine the security questions and answers. The other type
of security questions is generated by collecting and analyzing historical behavior data
of a user, and is used for identity verification.

[0004] For the security question generated in the first method, to ensure that the
security question predetermined by the user is not easily cracked, when setting the
security question, the user is usually instructed to set some infrequently used
questions of fact content, for example, who is the primary school teacher of the user,
when is the birthday date of a close relative of the user, and what is a favorite team
name. Because the infrequently used questions of fact content have a low probability
and frequency of occurrence in user's daily life, a probability that the security
questions are cracked is low.

[0005] For the security question generated in the second method, because the
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security question is generated by collecting and analyzing the historical behavior data
of the user, content of the question and an answer to the question have a close
relationship with daily behavior of the user. For example, the security question is
generated by using transaction information of the user, travel information of the user,
and a friend relationship of the user. Behavior of each user has a unique personal
characteristic, and the question can also involve a fact that is clear only to the user.
Therefore, the user does not need to set the question, and the security question can
hardly be cracked.

[0006] However, the existing technology still has the following disadvantages.
For the security question generated in the first method, because the security question
is a question that is infrequently used by the user, there is a relatively high
requirement on memory of the user for a correct answer to the question. Although the
security question can hardly be cracked, a probability that the user forgets the correct
answer to the question increases, and usability of the security question is affected. For
the security question generated in the second method, because the security question
needs to be collected and analyzed based on the historical behavior data of the user,
more historical behavior data of the user usually needs to be collected for analyzing
and generating the security question. If the amount of historical behavior data of the
user is relatively small or is zero, it is difficult to generate the security question.
Therefore, for the security question generated in the second method, there are
requirements on both the amount and quality of historical behavior data of the user.
Consequently, it is more difficult to generate the security question by using the
method and promote the method for generating the security question (in other words,
it is difficult to expand the application scope of the method).

[0007] It can be seen that, in the existing identity verification methods, because
the methods for generating the security questions have the previously described
disadvantages, usability of the security question used for identity verification is low, a
generation requirement is high, and running costs are high, causing low identity

verification efficiency.

SUMMARY

[0008] Implementations of the present application provide a method and a device

for generating security questions, to reduce problems of high identity verification
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costs and low identity verification efficiency that are caused by low usability and a
high generation requirement of an existing security question used for identity
verification.

[0009] Implementations of the present application provide a method and a device
for verifying identities, to reduce problems of high identity verification costs and low
identity verification efficiency that are caused by low usability and a high generation
requirement of an existing security question used for identity verification.

[0010] Implementations of the present application provide a method and a device
for managing security questions, to reduce problems of high identity verification costs
and low identity verification efficiency that are caused by low usability and a high
generation requirement of an existing security question used for identity verification.
[0011] The following technical solutions are used in the implementations of the
present application.

[0012] A method for generating security questions includes the following: sending
a security question generation instruction to a user device, and receiving a reference
picture generated and returned by the user device based on the generation instruction;
determining several confusion pictures corresponding to the reference picture; and
generating a security question based on the reference picture and the confusion
pictures.

[0013] A method for generating security questions includes the following:
receiving a security question generation instruction sent by a server; detecting an
operation of a user, and generating a reference picture based on the detected operation;
and returning the reference picture to the server, so that the server generates a security
question based on the reference picture.

[0014] A method for verifying identities includes the following: determining,
based on a to-be-verified account, a reference picture used to generate a security
question corresponding to the to-be-verified account; generating the security question
based on the reference picture and confusion pictures corresponding to the reference
picture; sending the security question to a user device that the to-be-verified account
is logged in; and receiving a selection result returned by the user device, and
performing identity verification on the to-be-verified account based on the selection
result.

[0015] A method for managing security questions includes the following:

determining each security question corresponding to an account; determining a
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generation time and a usage record that correspond to each security question;
determining at least one of a validity period, a priority, and a cooldown period that
correspond to each security question based on the generation time and the usage
record that correspond to each security question; and when identity verification is
being performed on the account, selecting, based on the at least one of the validity
period, the cooldown period, and the priority that correspond to each security question,
a security question used for identity verification from the security questions
corresponding to the account, and performing identity verification on the account by
using the selected security question.

[0016] A device for generating security questions includes the following: a
communications module, configured to send a security question generation instruction
to a user device, and receive a reference picture generated and returned by the user
device based on the generation instruction; a determining module, configured to
determine several confusion pictures corresponding to the reference picture; and a
generation module, configured to generate a security question based on the reference
picture and the confusion pictures.

[0017] A device for generating security questions includes the following: a
receiving module, configured to receive a security question generation instruction sent
by a server; a detection and generation module, configured to detect an operation of a
user, and generate a reference picture based on the detected operation; and a sending
and generation module, configured to return the reference picture to the server, so that
the server generates a security question based on the reference picture.

[0018] A device for verifying identities includes the following: a determining
module, configured to determine, based on a to-be-verified account, a reference
picture used to generate a security question corresponding to the to-be-verified
account; a generation module, configured to generate the security question based on
the reference picture and confusion pictures corresponding to the reference picture; a
sending module, configured to send the security question to a user device that the
to-be-verified account is logged in; and a verification module, configured to receive a
selection result returned by the user device, and perform identity verification on the
to-be-verified account based on the selection result.

[0019] A device for managing security questions includes the following: a first
determining module, configured to determine each security question corresponding to

an account; a second determining module, configured to determine a generation time
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and a usage record that correspond to each security question; a third determining
module, configured to determine at least one of a validity period, a priority, and a
cooldown period that correspond to each security question based on the generation
time and the usage record that correspond to each security question; and a verification
and selection module, configured to: when performing identity verification on the
account, select, based on the at least one of the validity period, the cooldown period,
and the priority that correspond to each security question, a security question used for
identity verification from the security questions corresponding to the account, to
perform identity verification on the account.

[0020] The at least one previously described technical solution used in the
implementations of the present application can achieve the following beneficial
effects:

[0021] During generation of a security question, a security question generation
instruction is first sent to a user device, so that the user device detects and returns a
reference picture generated under an operation of a user. Then, several confusion
pictures corresponding to the reference picture are determined based on the reference
picture. Finally, a security question is generated based on the reference picture and the
confusion pictures, and identity verification is performed by using the security
question when necessary. It can be seen that because the security question is generated
based on the reference picture, and the reference picture is generated under the
operation of the user, the user is further involved in the security question generation,
and can better remember the security question, and the security question is more
usable. In addition, behavior data of the user does not need to be collected or analyzed,

so that generation costs are reduced, and identity verification efficiency is improved.

BRIEF DESCRIPTION OF DRAWINGS

[0022] The accompanying drawings described here are intended to provide a
further understanding of the present application, and constitute a part of the present
application. The illustrative implementations of the present application and
descriptions thereof are intended to describe the present application, and do not
constitute limitations on the present application. In the accompanying drawings:

[0023] FIG. 1 illustrates a process of generating a security question, according to

an implementation of the present application;
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[0024] FIG. 2 is a schematic diagram illustrating value ranges of reference picture
X, according to an implementation of the present application;

[0025] FIG. 3 is a schematic diagram illustrating a process of sending a security
question and sending storage query information, according to an implementation of
the present application;

[0026] FIG. 4a and FIG. 4b are schematic diagrams illustrating that a priority of
an identifier of a security question varies with time, according to an implementation
of the present application;

[0027] FIG. 5 illustrates a correspondence between a distance range, a vector of
each to-be-selected picture, and a vector of a reference picture in a vector space,
according to an implementation of the present application;

[0028] FIG. 6 illustrates a process of generating a security question, according to
an implementation of the present application;

[0029] FIG. 7 is a schematic diagram illustrating a reference picture setting
interface, according to an implementation of the present application;

[0030] FIG. 8 is a detailed flowchart illustrating generation of a security question,
according to an implementation of the present application;

[0031] FIG. 9 illustrates a method for verifying identities, according to an
implementation of the present application;

[0032] FIG. 10 illustrates a method for managing security questions, according to
an implementation of the present application;

[0033] FIG. 11 is a schematic structural diagram illustrating a device for
generating security questions, according to an implementation of the present
application;

[0034] FIG. 12 is a schematic structural diagram illustrating another device for
generating security questions, according to an implementation of the present
application;

[0035] FIG. 13 is a schematic structural diagram illustrating a device for verifying
identities, according to an implementation of the present application; and

[0036] FIG. 14 is a schematic structural diagram illustrating a device for
managing security questions, according to an implementation of the present

application.
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DESCRIPTION OF IMPLEMENTATIONS

[0037] To make the objectives, technical solutions, and advantages of the present
application clearer, the following clearly and comprehensively describes the technical
solutions of the present application with reference to specific implementations and
accompanying drawings of the present application. Apparently, the described
implementations are merely some rather than all of the implementations of the present
application. All other implementations obtained by a person of ordinary skill in the art
based on the implementations of the present application without creative efforts shall
fall within the protection scope of the present application.

[0038] The technical solutions provided in the implementations of the present
application are described in detail below with reference to the accompanying
drawings.

[0039] FIG. 1 illustrates a process of generating a security question, according to
an implementation of the present application. The process includes the following
steps.

[0040] S101: Send a security question generation instruction to a user device, and
receive a reference picture generated and returned by the user device based on the
generation instruction.

[0041] Because a security question needed for identity verification is used to
verify an identity of a user using a service (or initiating a service request), how to
generate a security question and what type of security questions is generated are
usually determined by a service provider (in other words, they are not determined by
the user). Therefore, generally, during generation of a security question, a server
providing a service can send a security question generation instruction to a user
device using the service (simply, the server sends the security question generation
instruction to the user device), so that a user operating the user device can set a
security question based on the generation instruction. As such, identity verification
can be performed by using the security question when necessary. Likewise, in the
present application, the server can send the security question generation instruction to
the user device.

[0042] In addition, it is worthwhile to note that because a user usually needs to
execute a service by using an account, different accounts can correspond to different

users, and identity verification is performed on an identity of the user, the server can
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send the generation instruction to the user device by using the account.

[0043] The server can determine, by using a plurality of methods, an account that
is logged in on a user device that the security question generation instruction is to be
sent. For example, the server determines accounts that have been registered at a
previous moment, and sends the security question generation instruction to user
devices by using the accounts; or polls accounts that have been registered, determines
an account without a security question, and sends the security question generation
instruction to user devices by using the accounts. A method for initiating the security
question generation instruction is not limited in the present application.

[0044] Further, like the existing technology, before sending the security question
generation instruction, the server can determine that the account logged in on the user
device has been verified in a current login validity period, to ensure validity of a
security question generated subsequently. Certainly, a method for determining that the
account logged in on the user device has been verified in the current login validity
period is not limited in the present application. The server can perform identity
verification on the account logged in on the user device based on an actual application
demand, and continue to perform a subsequent operation when the identity
verification on the account succeeds.

[0045] Still further, in this implementation of the present application, the
generation instruction can be used by the user device to generate the reference picture
and return the reference picture to the server. Certainly, the generation instruction can
be further used by the user device to return an identifier of an account corresponding
to the reference picture and the reference picture to the server, so that the server can
determine the account. Therefore, the server can further receive the reference picture
and the identifier of the account that are generated and returned by the user device
based on the generation instruction.

[0046] Specifically, the generation instruction can include information such as a
text, a picture, audio, and a video, and can be displayed on the user device to instruct
a user using the user device to perform an operation, to generate the reference picture
on the user device. The operation can include a gesture operation, a voice operation,
etc. The operation can be determined based on an actual application demand, provided
that the user device can generate the reference picture under the operation of the user.
For example, the reference picture can be a picture drawn by the user through a

gesture operation, a picture taken by the user by using a camera of the user device
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through a gesture operation, or a picture taken by the user device under a voice
instruction of the user. In other words, the reference picture can be generated by using
a plurality of methods.

[0047] It is worthwhile to note that, in this implementation of the present
application, the user device can be a mobile phone, a tablet, or the like, and the server
can be a standalone device, or can be a system including a plurality of devices,
namely, a distributed server. Implementations are not limited in the present
application.

[0048] S102: Determine several confusion pictures corresponding to the reference
picture.

[0049] In this implementation of the present application, because the user device
returns the reference picture in step S101, the server can determine the corresponding
confusion pictures based on the reference picture, so that the security question can be
generated subsequently based on the reference picture and the confusion pictures.
[0050] Because the process of generating the reference picture is completed with
the help of the user, the user is usually most clear about features and details of the
reference picture. Therefore, in the present application, the server can generate the
security question by using the reference picture as a correct answer for the security
question. In addition, during generation of the security question, a number of incorrect
answers are further needed, and the incorrect answers are used as confusing options
for the security question, to improve confidentiality of the security question.
Therefore, the server can further determine confusion pictures similar to the reference
picture, and use the confusion pictures as incorrect answers. In addition, the confusion
pictures determined by the server and the reference picture cannot be too similar to be
distinguished by the user generating the reference picture.

[0051] Therefore, in the present application, the server can first determine a
feature value of the reference picture, so as to select proper confusion pictures based
on the feature value.

[0052] Specifically, in this implementation of the present application, the server
can determine the feature value of the reference picture based on a predetermined
feature extraction model. There can be a plurality of feature extraction models, and
the feature extraction model can include at least one of a color feature model, a
graphics feature model, and a complexity feature model.

[0053] The color model can be a hue, saturation, value (HSV) model. By using
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the color model, a hue value, a saturation value, and a lightness value of each pixel of
the reference picture can be determined. A matrix corresponding to the hue value of
each pixel of the reference picture is used as a feature value of the reference picture, a
matrix corresponding to the saturation value of each pixel of the reference picture is
used as a feature value of the reference picture, and a matrix corresponding to the
lightness value of each pixel of the reference picture is used as a feature value of the
reference picture. The matrices can be a first-order color matrix, a second-order color
matrix, and a third-order color matrix of the reference picture corresponding to a color
matrix, and the color matrix can be used as a color feature value of the reference
picture.

[0054] The shape feature model can be determining a shape feature value of the
reference picture through calculation by using a boundary feature method,
determining a shape feature value of the reference picture by using a Fourier shape
descriptor, determining a shape feature value of the reference picture by using a
matrix of any shape area as a shape description parameter based on an moment
invariant method, etc.

[0055] The complexity feature model can be using, as a complexity feature value
of the reference picture, frequency at which each grayscale occurs in the reference
picture by using a grayscale histogram of the reference picture, using, as a complexity
feature value of the reference picture, a texture feature value of the reference picture
that is generated by using a gray-level co-occurrence matrix of a grayscale histogram
of the reference picture, etc.

[0056] In other words, in the present application, a plurality of feature values of
the reference picture can be determined by using any picture feature extraction model,
method, etc. in the existing technology. Specifically, a picture feature extraction
method that is the same as that in the existing technology can be used to determine the
feature value of the reference picture, and the reference picture only needs to
correspond to at least one feature value. In other words, a specific method for
determining the feature value of the reference picture is not limited in the present
application.

[0057] Further, after determining the feature value of the reference picture, the
server can determine the confusion pictures corresponding to the reference picture
based on the feature value.

[0058] As described above, the confusion pictures have the following function: A
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user different from the user generating the reference picture by using the user device
has a low probability of selecting the reference picture for the security question
generated subsequently. Therefore, the confusion pictures can have similar feature
values to the reference picture, so as to be confusing. On the other hand, if the
confusion pictures are too similar to the reference picture (in other words, the feature
values are too similar), a probability that the user generating the reference picture by
using the user device cannot distinguish between the reference picture and the
confusion pictures is also increased. Therefore, in the present application, there can be
a certain difference between the feature values of the confusion pictures and the
feature value of the reference picture.

[0059] Specifically, after determining the feature value of the reference picture,
the server can determine a value range corresponding to the reference picture based
on a preconfigured value setting policy, determine, from a stored to-be-selected
picture pool based on the value range, to-be-selected pictures whose feature values
fall within the value range, and use the to-be-selected pictures as the confusion
pictures corresponding to the reference picture. The to-be-selected picture pool
includes to-be-selected pictures.

[0060] Step 1: When the server determines the value range corresponding to the
reference picture, to prevent the determined confusion pictures from being too similar
or too different from the reference picture, a difference between a maximum value of
the value range determined by the server and the feature value of the reference picture
is not greater than a predetermined maximum value, a difference between a minimum
value of the determined value range and the feature value of the reference picture is
not less than a predetermined minimum value, and the determined feature value does
not fall within the value range. In other words, the value range corresponding to the
feature value is determined by using the feature value as a reference, so that the value
range is neither too close to the feature value nor too far from the feature value. It is
worthwhile to note that a specific method for determining the value setting policy is
not limited in the present application. For example, the value setting policy is
determined based on experience or is determined by using a machine learning
method.

[0061] Further, the server can use different value setting policies for different
feature values. Therefore, the value setting policy stored on the server can vary with

the feature value, as shown in Table 1.
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Table 1
Feature value identifier Feature value range Value setting policy
Feature value A 0to 100 +12to 15
Feature value B 0 to 255 490 to 150
Feature value C —10to 150 +110to 120
[0062] The feature value range indicates a maximum value and a minimum value

of the feature value (for example, in an RGB color space, a value range of each color
is 0 to 255, in other words, a maximum value can be 255, and a minimum value can
be 0). The value setting policy indicates a corresponding value range obtained by
using the feature value as a reference. It is worthwhile to note that, the symbol "+"
shown in Table 1 indicates that the value range corresponding to the feature value is
an increment and a decrement, the symbol "+" indicates that the value range
corresponding to the feature value is an increment, and the symbol "-" indicates that
the value range corresponding to the feature value is a decrement.

[0063] For example, if it is determined for reference picture X that feature value A
is 35, feature value B is 20, and feature value C is 16, value ranges determined for
reference picture X based on the value setting policies shown in Table 1 can be shown

in Table 2.

Table 2
Feature value identifier Feature value (i.e. reference) | Value range
Feature value A 35 47 to 50 and 20 to 23
Feature value B 20 110 to 170
Feature value C 16 116 to 136 and does not exist
[0064] It can be seen that there are two value ranges, namely, an increment and a

decrement indicated by the symbol "+", corresponding to each of feature value A and
feature value C, and a value range corresponding to feature value B is an increment.
Therefore, feature value B corresponds to only one value range, namely, "110 to 170".

In addition, because a feature value range of feature value C is "—10 to 150", in the
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present application, only one value range of an increment, namely, "116 to 136",
corresponding to feature value C falls within the feature value range in the case of a
value setting policy "+110 to 120", and a value range of a decrement falls beyond the
feature value range of feature value C. In other words, "—104 to —94" falls beyond the
feature value range "—10 to 150", and therefore does not exist.

[0065] For ease of understanding, FIG. 2 is a schematic diagram of value ranges
of reference picture X, according to an implementation of the present application.
Feature values A, B, and C are indicated by three line segments, and end points of
each of the three line segments indicate a maximum value and a minimum value of
each of feature values A, B, and C. The feature values of reference picture X are
indicated by points on the three line segments, and the value ranges of reference
picture X are indicated by thick lines on the three line segments. It can be seen that
the value ranges of reference picture X do not include the feature values of reference
picture X.

[0066] Step 2: After determining the value range corresponding to the reference
picture, the server can determine, from the stored to-be-selected picture pool based on
the value range, the to-be-selected pictures whose feature values fall within the value
range, and use the to-be-selected pictures as the confusion pictures corresponding to
the reference picture.

[0067] Specifically, the server can prestore the to-be-selected picture pool
including several to-be-selected pictures, so that the server can determine, from the
to-be-selected picture pool based on the value range, the to-be-selected pictures whose
feature values fall within the value range, and subsequently generate the security
question. The to-be-selected pictures in the to-be-selected picture pool can be
manually added by a staff member to the to-be-selected picture pool, or can be
obtained by the server from various databases by using a network. A process of
obtaining the to-be-selected pictures in the to-be-selected picture pool is not limited in
the present application.

[0068] In addition, for each to-be-selected picture in the to-be-selected picture
pool, whether the to-be-selected picture can be used as a confusion picture
corresponding to the reference picture is determined based on whether a feature value
of the to-be-selected picture falls within the value range of the reference picture.
Therefore, to reduce a time for the server to determine the confusion pictures

corresponding to the reference picture, the server can pre-determine the feature value
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of the to-be-selected picture before storing the to-be-selected picture, and store the
to-be-selected picture and the feature value of the to-be-selected picture (in other
words, feature values of the to-be-selected pictures in the to-be-selected picture pool
can be pre-determined). As such, when determining the confusion pictures
corresponding to the reference picture, the server can determine, based on the stored
feature values of the to-be-selected pictures, the to-be-selected pictures whose feature
values fall within the value range of the reference picture, and use the to-be-selected
pictures as the confusion pictures. Certainly, in the present application, the feature
values of the to-be-selected pictures are not necessarily determined by using the
described method, and a time and a method for determining the feature values of the
to-be-selected pictures in the to-be-selected picture pool are not limited.

[0069] In addition, if the server determines that a feature value of no
to-be-selected picture falls within the value range, the server can return error
information, and send the generation instruction described in step S101 to the user
device again until at least one confusion picture is determined.

[0070] S103: Generate a security question based on the reference picture and the
confusion pictures.

[0071] In this implementation of the present application, after determining the
reference picture and the confusion pictures corresponding to the reference picture,
the server can generate the security question.

[0072] First, because the number of confusion pictures corresponding to the
reference picture that are determined by the server in step S102 cannot be
pre-determined, the server may determine many confusion pictures corresponding to
the reference picture. During generation of the security question, if all the confusion
pictures and the reference picture are used as answer options for the security question,
there are too many options, and the user can hardly answer the security question (for
example, if there are 50 answer options for the security question, much time is needed
for the user to browse all the options, and it is even more difficult for the user to
determine a correct answer from the 50 answer options). Therefore, in the present
application, the server can first determine the specified number of confusion pictures
from the confusion pictures corresponding to the reference picture. The specified
number can be set by a staff member based on an actual application requirement, or
determined based on the number of confusion pictures corresponding to the reference

picture. A specific method for determining the specified number is not limited in the
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present application.

[0073] Next, the server can use the reference picture and the specified number of
confusion pictures as answer options, to generate the security question. To be specific,
the server uses the reference picture as a correct answer option, and uses the specified
number of confusion pictures as incorrect answer options, to generate the security
question in a form of single and multiple choice questions.

[0074] Further, as described in step S101, the security question can be used to
perform identity verification on the account. Therefore, when generating the security
question, the server can further generate an identifier of the security question, and
store the security question, the identifier of the security question, and a
correspondence between the security question and the identifier of the security
question, so that when using the security question subsequently, the server can
determine the security question based on the identifier of the security question, and
use the security question (e.g., sending the security question to the to-be-verified
account).

[0075] Still further, when storing the security question, the server can further store
a correspondence between the reference picture and the confusion pictures. When
determining that the security question needs to be used, the server determines the
security question by using the stored reference picture and the stored correspondence
between the reference picture and the confusion pictures. To be specific, in the present
application, after the server generates the security question in step S103, because the
security question does not necessarily need to be used immediately, when storing the
security question, the server can store only a basis (namely, the reference picture and
the correspondence between the reference picture and the confusion pictures) for
generating the security question. When the security question needs to be used, the
server obtains the security question based on the reference picture and the
correspondence between the reference picture and the confusion pictures. A specific
method used in practice is not limited in the present application, provided that the
security question is a security question that the reference picture and the determined
confusion pictures are used as answer options.

[0076] According to the method for generating security questions shown in FIG. 1,
the server generates the security question based on the reference picture generated by
the user by operating the user device. Because the reference picture can be generated

anytime, a probability that other people can deliberately steal the reference picture is
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reduced. In addition, because only the user knows specific content of the reference
picture, other people can hardly determine the specific content of the reference picture
even if they know life habits and personal information of the user. Therefore, the
reference picture is relatively secure. In addition, because the reference picture is
generated under the operation of the user, the user is more involved in setting the
security question. Therefore, the user knows the reference picture well, the user can
better remember the reference picture, and a probability that the user forgets the
reference picture is reduced. It can be seen that, according to the method provided in
this implementation of the present application, a relatively secure security question
that the user can easily remember can be generated. In addition, during generation of
the security question, historical behavior data of the user does not need to be used.
Therefore, usability of the security question is improved, running costs are reduced,
and identity verification efficiency is improved.

[0077] In addition, in the present application, when the server determines the
confusion pictures in step S102, for the reference picture generated by the user device
in step S101, if more confusion pictures are determined by the server, answer options
for the generated security question can be selected more flexibly (e.g., if there are
three options for the security question, answer options respectively corresponding to
two confusion pictures are needed in addition to an answer option corresponding to
the reference picture. If only two confusion pictures corresponding to the reference
picture are determined, answer options for the security question are fixed. If more
than two confusion pictures are determined, there can be more choices for answer
options for the security question. In other words, if there are more confusion pictures,
answer options can be selected more flexibly during generation of the security
question). In addition, if answer options for the security question are selected more
flexibly, an occurrence probability of the same answer options is lower when the
security question is repeatedly used, and the security question is more secure.
Therefore, in step S102, the server can further determine whether to continue to
perform a subsequent step based on the number of determined confusion pictures.
[0078] Specifically, the server can further preconfigure a threshold for the number
of confusion pictures. When the number of confusion pictures corresponding to the
reference picture that are determined by the server in step S102 is not less than the
predetermined threshold for the number of confusion pictures, the server can
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that the number of confusion pictures corresponding to the reference picture is less
than the predetermined threshold for the number of confusion pictures, the server can
determine to perform step S101 to send the generation instruction to the user device
again. The generation instruction can further include prompt information, for example,
text information: "There are few options for the generated security question. Please
draw/take a picture again".

[0079] Further, in the present application, the feature value of the reference
picture that is determined in step S102 can be considered as a basis for performing the
subsequent step S103, and picture quality of the reference picture determines a
probability that the extracted feature value of the reference picture can uniquely
indicate the reference picture (in other words, whether the feature value of the
reference picture can accurately indicate the reference picture). If the picture quality
of the reference picture is higher, the probability that the feature value of the reference
picture uniquely indicates the reference picture is higher. If the picture quality of the
reference picture is lower, a probability that the determined feature value of the
reference picture can indicate a plurality of pictures is higher, but the probability that
the feature value of the reference picture uniquely indicates the reference picture is
lower. Consequently, a probability that there is a large difference between the
confusion pictures determined subsequently and the reference picture is increased,
and the confusion pictures are less able to be confused with the correct answer,
reducing quality of the generated security question.

[0080] Therefore, in the present application, to ensure the quality of the security
question generated subsequently, the server can determine whether the reference
picture satisfies a predetermined condition before generating the security question.
The condition includes at least one of the following: The number of pixels of the
reference picture is not less than the predetermined number of pixels, storage
occupation space of the reference picture is not smaller than predetermined storage
occupation space, and a content category of the reference picture does not belong to a
predetermined category.

[0081] Predetermined conditions for the number of pixels of the reference picture
and the storage occupation space of the reference picture can ensure the picture
quality of the reference picture, to be specific, ensure that the reference picture is
sufficiently large and sufficiently clear, so that a relatively accurate feature value can
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picture can ensure, in terms of content of the reference picture, that the reference
picture is not a picture including malicious information such as a pornographic picture,
a politically sensitive picture, or an advertisement picture. The predetermined number
of pixels, the predetermined storage occupation space, and the predetermined category
can all be set by a staff member based on an actual application demand.

[0082] It is worthwhile to note that, in the present application, the content
category of the reference picture helps prevent the reference picture from being
malicious information by using a '"blacklist" method. In other words, the
predetermined condition is that the content category of the reference picture does not
belong to the predetermined category. However, alternatively, the server can
determine that the reference picture does not include malicious information by using a
"whitelist" method, and the predetermined condition can be that the content category
of the reference picture belongs to the predetermined category.

[0083] In addition, during determining of the picture quality, color information of
the reference picture also relates to the number of pixels of the reference picture and
the storage occupation space of the reference picture. For example, a color picture and
a monochrome picture with the same number of pixels correspond to different storage
occupation space, but the color picture and the monochrome picture can have the
same resolution. Therefore, in the present application, the server can separately
predetermine two conditions for storage occupation space for the color picture and the
monochrome picture, namely, a color picture storage occupation space condition and
a monochrome picture storage occupation space condition. Before determining
whether the reference picture satisfies the predetermined condition, the server
determines whether the reference picture is a color picture or a monochrome picture
based on the color information of the reference picture, and determines the
predetermined condition of the reference picture based on a determining result.

[0084] Alternatively, when determining the storage occupation space of the
reference picture, the server can rectify the storage occupation space of the reference
picture based on the color information of the reference picture. Specifically, a
rectification coefficient can be determined based on experience, to rectify the storage
occupation space of the reference picture. Certainly, other methods can also be used to
rectify the storage occupation space of the reference picture in the present application,
and the other methods are not limited.

[0085] Further, in the existing technology, there are a plurality of methods for
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filtering picture content categories, to reduce malicious information on the Internet. In
the present application, the predetermined condition that the content category of the
reference picture does not belong to the predetermined category can also be
considered as a process of filtering picture content categories. Therefore, in the
present application, the same method in the existing technology can be used to
determine that the content category of the reference picture does not belong to the
predetermined category. For example, a model generated through machine learning is
used to determine whether content of the reference picture satisfies the predetermined
condition, or filtering is performed manually to determine whether content of the
reference picture satisfies the predetermined condition, or a combination of a plurality
of methods is used. Implementations are not limited in the present application.

[0086] Certainly, if the server determines that the reference picture does not
satisfy the predetermined condition, the server can further send prompt information to
the user device and perform step S101 again until the reference picture returned by the
user device satisfies the predetermined condition. The prompt information can include
a predetermined condition that the reference picture does not satisfy. For example,
when the number of pixels of the reference picture does not satisfy a requirement, the
prompt information can include "The number of pixels of the picture you set does not
satisfy the requirement. Please set quality of the picture again and send the picture
again".

[0087] It is worthwhile to note that, in the present application, the server can
determine whether the reference picture satisfies the predetermined condition before
generating the security question. However, in the present application, considering that
the server consumes resources in step S102, to reduce operating pressure of the server,
reduce resource consumption, and reduce time waste, the server can determine
whether the reference picture satisfies the predetermined condition when receiving the
reference picture in step S101. Or the server can determine whether the reference
picture satisfies the predetermined condition in step S102. A specific time when the
server determines whether the reference picture satisfies the predetermined condition
is not limited in the present application, and can be determined based on an actual
application demand, provided that the time is earlier than generation of the security
question.

[0088] Further, because the reference picture generated by the user device in step
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the user by using the camera of the user device), privacy information of the user may
be leaked from the reference picture (e.g., privacy information of the user may be
leaked from a license plate number or a house number if the user takes a car or a
house of the user). Therefore, in this implementation of the present application, to
reduce a probability that privacy of the user is leaked because the reference picture is
used as an answer option for the security question, and better protect privacy of the
user, before generating the security question, the server can blur the reference picture,
and use a picture obtained after the blurring as a copy of the reference picture. In
addition, in step S103, the server uses the copy of the reference picture and the
confusion pictures as answer options, to generate the security question.

[0089] Specifically, the server can blur the reference picture based on a
predetermined granularity value and blurring strength value, and use a picture
obtained after the blurring as a copy of the reference picture. The granularity value
and the blurring strength value can be set by a staff member based on an actual
application demand.

[0090] In addition, during generation of the security question, the copy of the
reference picture is the blurred reference picture. Therefore, there may be a difference
between the copy of the reference picture and the confusion pictures in terms of
resolution and picture quality. Therefore, when the server generates the security
question by using the copy of the reference picture and the confusion pictures as
answer options, a difference between the reference picture and the confusion pictures
is too large, and the copy of the reference picture that is used as an answer option is
too conspicuous in the answer options for the security question, thereby reducing
security of the security question.

[0091] Therefore, in the present application, before generating the security
question, the server can blur the determined confusion pictures corresponding to the
reference picture, and use the copy of the reference picture and confusion pictures
obtained after the blurring as answer options, to generate the security question. A
process of blurring the confusion pictures can be consistent with a process of blurring
the reference picture, and granularity values and blurring strength values used for the
blurring can also be consistent, so that blurring degrees of answer options for the
security question are consistent.

[0092] It is worthwhile to note that, if the reference picture is used as an answer
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to be blurred. If the copy of the reference picture is used as an answer option during
generation of the security question, the confusion pictures can be blurred.

[0093] Certainly, the server can blur the confusion pictures in advance when the
confusion pictures need to be blurred, for example, when the server determines the
confusion pictures corresponding to the reference picture. Or, the server blurs
to-be-selected pictures when storing the to-be-selected pictures. Certainly, because
accuracy of an extracted feature value of a blurred picture is relatively low, before
blurring the to-be-selected pictures, the server can first extract feature values of the
to-be-selected pictures, blur the to-be-selected pictures, locally store the
to-be-selected pictures, the feature values of the to-be-selected pictures, and
to-be-selected pictures obtained after the blurring, and record a correspondence
between the to-be-selected picture, the feature value of the to-be-selected picture, and
the to-be-selected picture obtained after the blurring. When determining the confusion
pictures corresponding to the reference picture, the server can select the to-be-selected
pictures obtained after the blurring from the to-be-selected picture pool, and use the
to-be-selected pictures obtained after the blurring as the confusion pictures
corresponding to the reference picture. Certainly, a specific time of blurring the
confusion pictures is not limited in the present application.

[0094] Still further, because pictures generated by the user device are usually
automatically stored on the user device, the reference picture can also be stored on the
user device. Therefore, there is a potential security risk in the generated security
question (e.g., if a lawbreaker invades the user device by using hacker software, and
obtains the reference picture stored on the user device, a probability that the
lawbreaker cracks the security question is increased). Therefore, in the present
application, to improve security of the generated security question, the server can
further send an instruction for deleting the reference picture to the user device before
generating the security question, and locally store the reference picture and the copy
of the reference picture. Certainly, the server can send the instruction for deleting the
reference picture any time after receiving the reference picture and before generating
the security question. Implementations are not limited in the present application.
[0095] In addition, in the present application, to enable the user to better
understand the security question and better remember the reference picture, the server
can further send the security question to the user device, so that the user tries to
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device. As such, the user can better understand and remember the security question. In
addition, the server can further send query information about whether to store the
security question to the user device, and stores or deletes the security question based
on a result returned by the user device.

[0096] Specifically, first, the server can send the generated security question to the
user device, and determine an identity verification result of the user device based on
the answer to the security question that is returned by the user device. Then, the server
sends the identity verification result and the query information about whether to store
the security question to the user device. Finally, the server stores the security question
when the user device returns information indicating that the security question is to be
stored; or deletes the security question when the user device returns information
indicating that the security question is not to be stored. A detailed process can be
shown in FIG. 3.

[0097] FIG. 3 is a schematic diagram illustrating a process of sending a security
question and sending storage query information by a server, according to an
implementation of the present application.

[0098] S1031: Send a generated security question to a user device.

[0099] S1032: Determine an identity verification result of the user device based
on an answer to the security question that is returned by the user device.

[0100] S1033: Send the identity verification result and query information about
whether to store the security question to the user device.

[0101] S1034: Store the security question when the user device returns
information indicating that the security question is to be stored.

[0102] S1035: Delete the security question when the user device returns
information indicating that the security question is not to be stored.

[0103] In the process shown in FIG. 3, a user can choose whether to use a
reference picture to generate the security question while the user can better remember
the reference picture, thereby improving user experience.

[0104] In addition, when any answer option for the security question described in
FIG. 3 is a copy of the reference picture (but not the reference picture), the server can
further return a correct answer option, namely, the copy of the reference picture, to the
user device when an answer selected by the user is not an answer option
corresponding to the copy of the reference picture, so that the user knows a blurring
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such, the user can know the blurring degree while the user can better remember the
copy of the reference picture, and the user can better understand the process of
generating the security question. Therefore, the user is more willing to use the
security question.

[0105] Certainly, in the present application, the server may not send both the
security question and the query information about whether to store the security
question. To be specific, the server can send only the security question, and determine
whether to store the security question based on the answer to the security question that
is returned by the user device. Or, the server can send only the query information
about whether to store the security question, and store the security question when the
user device returns the information indicating that the security question is to be stored,
or vice versa.

[0106] Specifically, as shown in step S10311 to step S10314, whether to store the
security question is determined based on the identity verification result.

[0107] Step S10311: The server can send the generated security question to the
user device.

[0108] Step S10312: Determine the identity verification result of the user device
based on the answer to the security question that is returned by the user device.

[0109] Step S10313: Determine to store the security question when the identity
verification succeeds.

[0110] Step S10314: Delete the security question when the identity verification
fails.

[0111] Alternatively, as shown in step S10321 to step S10324, whether to store
the security question is determined based on information returned by the user device.
[0112] Step S10321: Send the query information about whether to store the
security question to the user device.

[0113] Step S10322: Store the security question when the user device returns the
information indicating that the security question is to be stored.

[0114] Step S10323: Delete the security question when the user device returns the
information indicating that the security question is not to be stored.

[0115] Further, a probability that any security question is cracked becomes higher
as the number of times of using the security question increases after the security
question is used for a long time. In addition, if the security question is not used for a
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security question decreases. Therefore, in the present application, to improve security
of the security question and accuracy of the security question, the server can
determine a validity period corresponding to an identifier of the security question
when generating the security question. When the security question needs to be used,
the server determines whether to use the security question based on the validity period
of the identifier of the security question. Specifically, when the security question
needs to be used, the server determines whether the security question is in the validity
period at a current time, and if yes, the security question can be used, or vice versa.
[0116] Still further, in the existing technology, to improve identity verification
accuracy, one account identifier can usually correspond to a plurality of security
questions used for identity verification. However, in the existing technology,
considering the willingness of the user to use an identity verification process, all
security questions are not sent to the user device for identity verification in one
identity verification process, and the certain number of security questions can be
determined for identity verification based on a priority of each security question. In
addition, an identifier of a security question can be selected by using a method that
determines a probability of selecting the identifier of the security question based on a
priority corresponding to the identifier of the security question at the current time.
For example, a probability of selecting the identifier of the security question increases
with a priority corresponding to the identifier of the security question at the current
time.

[0117] Therefore, in the present application, when the server determines that the
account corresponds to a plurality of security questions, when generating the security
question, the server can set a priority of the identifier of the security question (namely,
an initially set priority of the identifier of the security question), and the initially set
priority of the identifier of the security question can decrease as duration from a
generation time of the identifier of the security question to the current time increases,
until the priority is reduced to a predetermined basic priority. A specific process can
be shown in FIG. 4a or FIG. 4b.

[0118] FIG. 4a is a schematic diagram illustrating that a priority of an identifier of
a security question varies with time, according to an implementation of the present
application. A horizontal axis (namely, the x-axis) is a time axis, and a vertical axis
(namely, the y-axis) indicates a priority. A higher point on the y-axis corresponds to a

higher priority. It can be seen that when an identifier of a security question shown in
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FIG. 4 is generated, a priority corresponding to the identifier of the security question
gradually decreases with time from an initial time on the x-axis, until the priority is
reduced to a reference priority. In addition, in the present application, there can be a
plurality of implementations of how the priority of the identifier of the security
question decreases with time. As shown in FIG. 4b, the priority of the identifier of the
security question does not change gradually but changes abruptly. Certainly, how the
specified priority changes with time is not limited in the present application, and it
can be determined as required in practice.

[0119] In the present application, the identifier of the security question can be
determined by using a method that determines a probability of selecting the identifier
of the security question based on the priority corresponding to the identifier of the
security question. For example, a probability of selecting the identifier of the security
question increases with the priority of the identifier of the security question. Therefore,
through the priority change setting shown in FIG. 4a and FIG. 4b, a probability that
the security question is used for identity verification is relatively high after the
security question is generated, so that the user can have more contact with the security
question, and the user can better remember the security question. In other words, a
probability of being selected as a security question for identity verification is
relatively higher for a security question corresponding to a relatively higher priority,
so that a probability that the user answers the security question increases, and the user
can better remember the security question.

[0120] In addition, in the present application, in step S101, the reference picture is
not necessarily generated by the user device, and the reference picture can be sent by
the server to the user device.

[0121] Specifically, the server sends a security question generation instruction and
several to-be-selected pictures to the user device, so that the user operating the user
device selects and confirms a picture as the reference picture, and the server can
receive the picture that is selected from the several to-be-selected pictures and
returned by the user device based on the generation instruction, and use the picture as
the reference picture. The to-be-selected picture can be set by a staff member, or can
be determined from the to-be-selected picture pool on the server. Certainly, in the
present application, the to-be-selected picture sent by the server can be determined
from the to-be-selected picture pool, or can be determined by the server by using

another method. In other words, a method for determining or selecting the several
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to-be-selected pictures is not limited in the present application.

[0122] In addition to the method in step S102 in the present application that the
confusion pictures are determined by determining the feature value of the reference
picture, when determining the confusion pictures corresponding to the reference
picture, the server can determine a lattice vector corresponding to the reference
picture, and determine the confusion pictures corresponding to the reference picture
by using the lattice vector and a predetermined value setting policy.

[0123] Specifically, the server can generate a pixel matrix based on each pixel of
the reference picture, and use the pixel matrix as a lattice to determine a vector
corresponding to the reference picture. Then, the server can determine a range of a
distance between a vector of a confusion picture and a vector of the reference picture
in the lattice based on the predetermined value setting policy, select a to-be-selected
picture from the to-be-selected picture pool, and use the to-be-selected picture as a
confusion picture corresponding to the reference picture, where a distance between a
vector of the to-be-selected picture and the vector of the reference picture falls within
the distance range.

[0124] For the pixel matrix, each element in the pixel matrix can correspond to a
grayscale value of one pixel of the reference picture, or each element in the pixel
matrix can correspond to an average value of grayscale values of a plurality of pixels
in the reference picture. Therefore, a feature of the reference picture can be
represented by using the pixel matrix.

[0125] For convenience of subsequent operations, the server can further generate
the pixel matrix into a corresponding vector form. In this case, a vector space
dimension of the vector can be a dimension of the pixel matrix. In other words, the
vector of the reference picture is determined in a vector space corresponding to the
pixel matrix.

[0126] In addition, the predetermined value setting policy is used to determine a
distance range for a vector of a confusion picture that is neither too close nor too far
from the vector of the reference picture.

[0127] Specifically, the value setting policy can be that a distance from the vector
of the reference picture is not shorter than a predetermined minimum distance, and is
not longer than a predetermined maximum distance. In this case, the server can
determine, from the to-be-selected picture pool based on the distance range, a
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corresponding to the pixel matrix, and use the to-be-selected picture as a confusion
picture, as shown in FIG. 5.

[0128] FIG. 5 illustrates a correspondence between a distance range, a vector of
each to-be-selected picture, and a vector of a reference picture in a vector space,
according to an implementation of the present application.

[0129] It can be seen that the vector space is determined by an R value and a B
value in a pixel matrix, each solid point is a vector of each to-be-selected picture in
the vector space, a hollow point is a vector of the reference picture in the vector space,
and a ring-shaped area enclosed by a dashed line is the distance range. In this case, a
to-be-selected picture corresponding to a vector that falls within the distance range
can be used as a confusion picture corresponding to the reference picture.

[0130] Certainly, each pixel of the reference picture can be represented by a Red
value, a Blue value, and a Green value (RGB). Therefore, each element in the pixel
matrix can also be determined by an average value, a maximum value, or a minimum
value of RGB values of a pixel of the reference picture, or determined by an R value
of a pixel of the reference picture, or determined by a B value of a pixel of the
reference picture, or determined by a G value of a pixel of the reference picture.
[0131] Therefore, for the reference picture, a plurality of vectors in a plurality of
vector spaces can be generated, or a plurality of vectors in one vector space can be
generated. For example, the reference picture corresponds to a vector determined by
an average value of RGB values of each pixel in a vector space generated based on a
pixel matrix corresponding to the RGB values, or corresponds to a vector determined
by an R value of each pixel in a vector space generated based on a pixel matrix
corresponding to the R value, or corresponds to three vectors determined by an R
value, a B value, and a G value of each pixel in a vector space generated based on a
pixel matrix corresponding to the RGB values. A plurality of methods can be used to
generate the vector of the reference picture, and the methods are not limited in the
present application.

[0132] Still further, because reference pictures generated by different devices can
have different numbers of pixels, to make a subsequently determined confusion
picture more accurate, the server can further count the number of pixels of each
to-be-selected picture and the number of pixels of the reference picture.

[0133] Specifically, if the number of pixels that is selected by the server is
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the number of pixels of the reference picture to 1600x1200 before performing a
subsequent operation. Certainly, when determining each to-be-selected picture, the
server can fixedly set the number of pixels of the to-be-selected picture. Certainly, the
number of pixels of the reference picture that is fixedly set by the server is not limited
in the present application, and the number of pixels can be determined based on a
requirement of picture quality of the reference picture.

[0134] It is worthwhile to note that the steps of the method provided in this
implementation of the present application can be performed by the same device, or
can be performed by different devices. For example, step S101 and step S102 can be
performed by device 1, and step S103 can be performed by device 2. For another
example, step S101 can be performed by device 1, and step S102 and step S103 can
be performed by device 2. In other words, the server can be a distributed server
including a plurality of devices. In addition, the steps of the method provided in this
implementation of the present application are not necessarily performed by the server,
and can be performed by a user device. The user device can be a mobile phone, a
personal computer, a tablet, etc.

[0135] Based on the process of generating a security question shown in FIG. 1, an
implementation of the present application further provides a method for generating
security questions, as shown in FIG. 6.

[0136] FIG. 6 illustrates a process of generating a security question, according to
an implementation of the present application. The process includes the following
steps.

[0137] S201: Receive a security question generation instruction sent by a server.
[0138] Because a user usually uses a user device to initiate or execute a service,
identity verification is also performed for an account logged in on the user device.
Therefore, in this implementation of the present application, the user device used by
the user can receive the security question generation instruction sent by the server,
and perform a subsequent operation based on the generation instruction. The user
device includes a mobile phone, a personal computer, a tablet, etc.

[0139] Specifically, the generation instruction can include JavaScript (JS) code,
the JS code includes instruction information, and the instruction information can
include characters, audio, videos, etc. The instruction information is used to instruct
the user of the user device to perform an operation, and the JS code runs on the user
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subsequent operation.

[0140] For example, the user device runs the JS code included in the generation
instruction, to display a setting interface used to set a reference picture, as shown in
FIG. 7.

[0141] FIG. 7 is a schematic diagram illustrating a reference picture setting
interface, according to an implementation of the present application. It can be seen
that, the text describes how to set a picture, and describes buttons "Take a picture",
"OK", and "Cancel", and an area displaying a user drawing result or picture. The user
device can detect a gesture operation of the user in the area of the drawing result or
the picture, or operations performed by the user on the buttons.

[0142] Further, the instruction information can be set by a staff member based on
an actual application situation. For example, the instruction information is character
information "Please take a picture of your wallet", a voice produced by audio
information "Please take a picture of your cup", or an image played by video
information that is used to instruct the user to draw a specific picture. A specific form
and specific content of the instruction information are not limited in the present
application.

[0143] Certainly, in the present application, it is only an implementation that the
generation instruction is received by the user device, and in other implementations,
the generation instruction can be received by other devices such as a server different
from the server sending the generation instruction. For ease of description, description
is provided subsequently by using an example that the user device performs the
process of generating the security question shown in FIG. 6.

[0144] It is worthwhile to note that, in the present application, the generation
instruction does not necessarily include the JS code, the generation instruction can
include code in another language (e.g., Language C++ or Language C#), and the user
device can display the instruction information by running the code in the another
language.

[0145] S202: Detect an operation of a user, and generate a reference picture based
on the detected operation.

[0146] In this implementation of the present application, the user device can
detect the operation of the user, and determine the reference picture generated on the
user device, to continue to perform subsequent steps, so that the server generates a

security question.
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[0147] Specifically, in step S201, the user device can instruct the user using the
user device to draw or take a picture. Therefore, in step S202, the user device can
detect the operation of the user, and generate the reference picture based on the
detected operation.

[0148] The user device can detect a gesture operation of the user in a specified
area, and use a picture generated by the gesture operation as the generated reference
picture; or the user device can detect the operation of the user, and use a picture
collected by a sensor as the generated reference picture. In other words, the user
device can detect a picture "drawn" by the gesture operation of the user and use the
picture as the reference picture, or can detect the operation of the user, and use, as the
reference picture, the picture collected by the sensor of the user device during the
operation of the user. The sensor can be a camera of the user device, or another sensor,
provided that data collected by the sensor can be used as a reference picture.

[0149] For example, in the interface shown in FIG. 7, when the user device
detects an operation of clicking the "OK" button by the user, the user device can
determine that a picture in the area displaying a user drawing result or picture is the
reference picture generated on the user device.

[0150] In addition, in the present application, the sensor is not necessarily a
picture collection sensor, and can be another sensor. For example, when the sensor is
an acceleration sensor, the user device can process, as a picture, acceleration data
collected by the acceleration sensor during the operation of the user, and use the
picture as the reference picture. For another example, when the sensor is a sound
sensor (e.g., a microphone), the user device can process, as a picture, audio data
collected by the sound sensor during the operation of the user, and use the picture as
the reference picture.

[0151] S203: Return the reference picture to the server, so that the server
generates a security question based on the reference picture.

[0152] In this implementation of the present application, after determining the
reference picture, the user device can return the reference picture to the server, so that
the server performs the steps S102 to S104 shown in FIG. 1 to generate the security
question. Details are omitted in the present application for simplicity.

[0153] It is worthwhile to note that the steps of the method provided in this
implementation of the present application can be performed by the same device.

[0154] Based on the previous description, an implementation of the present



10

15

20

25

30

31

application further provides a detailed process of generating a security question, as
shown in FIG. 8.

[0155] FIG. 8 is a detailed flowchart illustrating generation of a security question,
according to an implementation of the present application.

[0156] S301: A server determines whether identity verification on an account
identifier succeeds, and if yes, performs step S302, or if no, performs step S318.
[0157] S302: Send a security question generation instruction to a user device.
[0158] S303: The user device receives the security question generation instruction
sent by the server.

[0159] S304: The user device detects an operation of a user, and generates a
reference picture based on the detected operation.

[0160] S305: The user device returns the reference picture to the server.

[0161] S306: The server receives the reference picture, determines whether the
reference picture satisfies a predetermined condition, and if yes, performs step S307,
or if no, performs step S302 again.

[0162] S307: The server blurs the reference picture, and determines a copy of the
reference picture.

[0163] S308: The server determines a feature value corresponding to the reference
picture.

[0164] S309: The server determines several confusion pictures corresponding to
the reference picture based on the feature value.

[0165] S310: The server generates a security question based on the copy of the
reference picture and the confusion pictures.

[0166] S311: The server sends the generated security question to the user device.
[0167] S312: The user device receives the security question, and returns a
detected answer to the security question to the server.

[0168] S313: The server determines an identity verification result of the user
device based on the answer to the security question that is returned by the user device.
[0169] S314: The server sends the identity verification result and query
information about whether to store the security question to the user device.

[0170] S315: The user device detects a choice of the user for the storage query
information, and returns the choice to the server.

[0171] S316: Store the security question when the user device returns information

indicating that the security question is to be stored.
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[0172] S317: Delete the security question when the user device returns
information indicating that the security question is not to be stored.

[0173] S318: Do not generate a security question.

[0174] It is worthwhile to note that the user device can be a mobile phone, a
personal computer, etc. The server can be a standalone device, or can be a system
including a plurality of devices. In addition, the step of determining whether the
reference picture satisfies the condition in step S306 can be performed in a subsequent
step, provided that step S306 is performed before step S316, and the process of
blurring the reference picture in step S307 only needs to be performed before step
S310.

[0175] In addition, in step S316 or step S310, when the server determines to
generate the security question, the server can further store a correspondence between
the account identifier, the reference picture, the copy of the reference picture, the
confusion pictures, and an identifier of the security question, so that the security
question can be generated repeatedly.

[0176] Further, in step S308 and step S309, in addition to determining the
confusion pictures by using the feature value, the server can first determine a lattice
vector corresponding to the reference picture, and then determine the confusion
pictures corresponding to the reference picture by using the lattice vector and a
predetermined value setting policy. Details are omitted in the present application for
simplicity.

[0177] An implementation of the present application further provides a method
for verifying identities by using a security question generated based on the method
shown in FIG. 1, FIG. 6, or FIG. 8, as shown in FIG. 9.

[0178] FIG. 9 illustrates a method for verifying identities, according to an
implementation of the present application. The method includes the following steps.
[0179] S401: Determine, based on a to-be-verified account, a reference picture
used to generate a security question corresponding to the to-be-verified account.
[0180] In the existing technology, an identity verification process can be initiated
by a server, or can be initiated by a user device, but how the identity verification is
initiated is not involved in the present invention. However, a security question is
usually determined and sent to the user device by the server. Therefore, in the present
application, the to-be-verified account can be determined by the server.

[0181] Identity verification is usually performed for an account. Therefore, in the
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present application, the server determines the to-be-verified account, and the server
can further determine the reference picture used to generate the security question
based on the to-be-verified account that is determined.

[0182] Specifically, the server can first determine the to-be-verified account, and
then determine the reference picture corresponding to the to-be-verified account by
using a stored correspondence between an account and each reference picture.
Certainly, if the correspondence is not stored on the server, it indicates that no
corresponding security question is generated or no security question is available for
the to-be-verified account, and the identity verification process ends.

[0183] S402: Generate the security question based on the reference picture and
confusion pictures corresponding to the reference picture.

[0184] In this implementation of the present application, after determining the
reference picture corresponding to the to-be-verified account, the server can generate
the security question for a subsequent identity verification process.

[0185] Specifically, the server can determine several confusion pictures based on
a correspondence between the reference picture and the confusion pictures, and
generate the security question by using the method in step S104 shown in FIG. 1.
[0186] In addition, when generating the security question, the server stores data
such as an identifier of the security question, the reference picture, and the
correspondence between the reference picture and the confusion pictures, so that the
security question can be determined during identity verification. In addition, the
identifier of the security question can correspond to a validity period. Before
generating the security question, the server can determine whether the identifier of the
security question is in the validity period at a current time. If yes, the server
determines to generate the security question. If no, the server does not generate the
security question, and returns expiration information to the user device.

[0187] Further, when the server determines to generate the security question, a
user of the user device can answer the security question in the subsequent identity
verification process, and the user can better remember the security question. In this
case, when the security question is subsequently used for identity verification, a
probability that the user still remembers the security question is relatively high.
Therefore, in the present application, the server can further prolong the validity period
of the identifier of the security question, to prolong a usage time of the security

question.



10

15

20

25

30

34

[0188] S403: Send the security question to a user device that the to-be-verified
account is logged in.

[0189] S404: Receive a selection result returned by the user device, and perform
identity verification on the to-be-verified account based on the selection result.

[0190] In this implementation of the present application, after generating the
security question by using the method described in step S104 in FIG. 1, the server can
send the security question to the user device, and receive the selection result returned
by the user device, so as to perform identity verification on the to-be-verified account
based on the selection result.

[0191] Specifically, because answer options for the security question separately
correspond to the reference picture and the confusion pictures, the selection result
returned by the user device and received by the server is also one of the answer
options, in other words, the selection result is either the reference picture or one of the
confusion pictures. Therefore, when performing identity verification on the
to-be-verified account based on the selection result, the server can determine whether
the selection result matches the reference picture. If yes, the server can determine that
the identity verification succeeds. If no, the server can determine that the identity
verification fails.

[0192] Certainly, in the existing technology, to improve identity verification
accuracy, one account can usually correspond to a plurality of security questions (in
other words, the plurality of security questions are generated for the account). During
identity verification, the server can select and send a plurality of security questions to
the user device, and perform identity verification based on selection results for all the
security questions that are returned by the user device. Therefore, in the present
application, the to-be-verified account can correspond to a plurality of security
questions.

[0193] In addition, in many cases, the identity verification method can be used to
verify whether the to-be-verified account has permission to continue to execute a
service. Therefore, the identity verification method in the present application can be
used to perform identity verification for a logging in operation, identity verification
for a payment operation, identity verification for modification of personal information,
etc. A specific time of performing identity verification can be determined based on an
actual application demand, and the time is not limited in the present application.

[0194] For the identity verification for the payment operation, technologies
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involved for the payment in this implementation of the present application can include
Near Field Communication (NFC), Wi-Fi, 3G/4G/5G, a POS card reading technology,
a QR code scanning technology, a barcode scanning technology, Bluetooth, an
infrared technology, short message service (SMS), multimedia message service
(MMS), etc. In other words, a payment method including but not limited to the
described technologies can be used during the payment operation, and the identity
verification method in the present application can be used for identity verification.
[0195] It is worthwhile to note that, in the plurality of security questions
corresponding to the to-be-verified account, a security question can be generated by
instructing the user to predetermine content of the security question and an answer to
the security question, or a security question used for identity verification is generated
by collecting and analyzing historical behavior data of the user, or a security question
is generated by using the method shown in FIG. 1 in the present application.
Implementations are not limited in the present application. In addition, when selecting
a security question, the server can determine each security question used for identity
verification based on an identifier of the selected security question.

[0196] Based on the previous description, before performing step S401 in the
present application, the server can select, from identifiers of the security questions
corresponding to the to-be-verified account, an identifier of the security question
generated based on the reference picture.

[0197] Specifically, the server can select the identifier of the security question
generated based on the reference picture by using at least one of the following
methods: selecting an identifier of a security question that is in a validity period at a
current time based on validity periods corresponding to the identifiers of the security
questions; selecting an identifier of a security question that is not in a cooldown
period at the current time based on cooldown periods corresponding to the identifiers
of the security questions; and selecting an identifier of a security question based on
priorities corresponding to the identifiers of the security questions.

[0198] When generating an identifier of each security question, the server can set
a validity period for the identifier of the security question. Therefore, when selecting a
security question used to perform identity verification on the to-be-verified account,
the server can select the identifier of the security question that is in the validity period
at the current time. As described above, after selecting the identifier of the security

question that is in the validity period at the current time, the server can prolong the
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validity period corresponding to the selected identifier of the security question.
Details are omitted for simplicity.

[0199] If the same security question frequently occurs in a period of time, security
of the security question may decrease. Therefore, in the present application, the server
can select the identifier of the security question that is not in the cooldown period at
the current time, and after selecting the identifier of the security question, set a
corresponding cooldown period for the identifier of the security question. Duration of
the cooling period can be set by a staff member based on an actual application
demand.

[0200] Likewise, the server can select a security question used for identity
verification by using a method that determines a probability of selecting a security
question based on a priority. For example, a probability of selecting a security
question increases with a priority. Therefore, in addition to setting the cooldown
period, the server can decrease a priority of the selected identifier of the security
question after selecting the identifier of the security question, so that a probability that
the identifier of the security question is selected in each of several consecutive
identity verification processes is reduced.

[0201] Further, the server can select an identifier of a security question by using a
method that for an identifier of each security question, a probability of selecting the
identifier of the security question increases with a priority corresponding to the
identifier of the security question at the current time. A priority initially set for the
identifier of the security question decreases as duration from a generation time of the
identifier of the security question to the current time increases, until the priority is
reduced to a predetermined basic priority.

[0202] Still further, when the priority of the selected identifier of the security
question is not the basic priority, after the server reduces the priority of the identifier
of the security question, the priority can be gradually restored as time passes by, until
the priority is restored to a priority corresponding to the identifier of the security
question when the identifier of the security question is selected, and then the priority
of the identifier of the security question is gradually reduced as time passes by. When
the priority of the selected identifier of the security question is the basic priority, after
the server reduces the priority of the identifier of the security question, the priority of
the identifier of the security question can be gradually restored to the basic priority as

time passes by. In other words, the server can reduce cases that an identifier of a
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security question can hardly be selected because a priority of the identifier is always
relatively low after the identifier of the security question is selected. Because the
priority can be restored as time passes by, a probability that the server selects the
identifier of the security question also returns to normal when the priority of the
identifier of the security question returns to normal (e.g., returning to a basic priority).
[0203] Certainly, there can be one or more identifiers of security questions that are
selected by the server by using at least one of the three methods described above. A
specific method is not limited in the present application.

[0204] It is worthwhile to note that the steps of the method provided in this
implementation of the present application can be performed by the same device, or
can be performed by different devices. For example, step S401 and step S402 can be
performed by device 1, and step S403 can be performed by device 2. For another
example, step S401 can be performed by device 1, and step S402 and step S403 can
be performed by device 2. In other words, the server can be a distributed server
including a plurality of devices.

[0205] Based on the identity verification process shown in FIG. 9, the present
application further provides a method for managing security questions, as shown in
FIG. 10.

[0206] FIG. 10 illustrates a method for managing security questions, according to
an implementation of the present application. The method includes the following
steps.

[0207] S801: Determine each security question corresponding to an account.
[0208] Security questions can usually be managed on a server. Therefore, in this
implementation of the present application, the server determines each security
question corresponding to the account. The server can manage security questions for
all accounts stored on the server. Therefore, the account can be any account stored on
the server in the present application, and for ease of description, management of
security questions corresponding to the account is described subsequently.

[0209] Specifically, if the server determines an account that security question
management needs to be performed, the server can first determine an identifier of
each security question corresponding to the account. When generating any security
question, the server can set an identifier for the security question, so that the security
question can be managed and used, and the security question can be used to perform

identity verification on only one account. Therefore, there can be a correspondence
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between the identifier of the security question and the account. Therefore, in the
present application, the server can determine the identifier of each security question
corresponding to the account. Certainly, the security questions are not necessarily
determined by the server by using identifiers of the security questions in the present
application, and the server can determine the security questions by using other
methods. For example, the server determines a security question corresponding to
each account by using a stored correspondence between the account and each security
question.

[0210] S802: Determine a generation time and a usage record that correspond to
each security question.

[0211] In the present application, the generation time and the usage record of each
security question are related to management of the security question. For example, if a
security question has not been used for a relatively long time after being generated, a
user is very likely to be unable to remember the security question, and therefore,
accuracy of performing identity verification by using the security question cannot be
ensured. For another example, if a security question is used a plurality of times on one
day, the security question is frequently exposed, and security of the security question
is likely to be reduced. Therefore, to manage each security question, the server needs
to further determine the generation time and the usage record that correspond to each
security question.

[0212] Specifically, during generation of each security question, the server
generating the security question can further generate a corresponding identifier for the
security question, namely, the identifier of the security question. Therefore, the server
can determine a generation time of the security question based on a generation time of
the identifier of the security question. For example, the server can read the first
historical record corresponding to the identifier of the security question, or a
generation record of the identifier of the security question, and determine the
generation time of the identifier of the security question based on the record. Certainly,
how the server determines the generation time of the identifier of the security question
is not limited in the present application, and can be set by a staff member based on an
actual application demand.

[0213] Likewise, a case for the usage record can be the same as that in the
existing technology. The server can invoke a usage record corresponding to an

identifier of each security question to determine the usage record of the security
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question.

[0214] In addition, as described in step S101, the generation time and the usage
record of the security question are not necessarily determined by using the generation
time and the usage record of the identifier of the security question in the present
application, and the server can determine the generation time and the usage record of
the security question based on a log of the security question.

[0215] S803: Determine at least one of a validity period, a priority, and a
cooldown period that correspond to each security question based on the generation
time and the usage record that correspond to each security question.

[0216] In this implementation of the present application, each security question of
the account can correspond to at least one of a validity period, a cooldown period, and
a priority, and the validity period, the cooldown period, and the priority can all be
determined by using a generation time and a usage record of the security question.
Therefore, the server can determine the at least one of the validity period, the
cooldown period, and the priority of each security question based on the generation
time and the usage record of each security question that are determined in step S802.
[0217] Specifically, the server determines a priority of each security question at a
current time based on duration from a generation time of the security question to the
current time. The priority initially set for the security question decreases as the
duration from the generation time of the security question to the current time
increases, until the priority is reduced to a predetermined basic priority.

[0218] Based on a usage record corresponding to each security question, each
time the usage record corresponding to the security question is generated, the server
can determine that the security question is used once, and can prolong a validity
period corresponding to the security question once.

[0219] Based on a usage record corresponding to each security question, each
time the usage record corresponding to the security question is generated, the server
can determine that the security question is used once, and can set a cooldown period
for the security question.

[0220] In other words, the server can determine each use status of the security
question by using the usage record corresponding to the security question. In addition,
during the use of the security question, the server can prolong the validity period
corresponding to the security question, and set the cooldown period for the security

question.
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[0221] In addition to setting the cooldown period, as described in the identity
verification process in FIG. 7, the server can reduce a priority of each security
question based on a usage record of the security question. For example, when the
priority of the selected security question is not a basic priority, after the server reduces
the priority of the security question, the priority of the security question can be
gradually restored as time passes by, until the priority is reduced to a priority
corresponding to the security question when the security question is selected. Or,
when the priority of the selected security question is the basic priority, after the server
reduces the priority of the security question, the priority of the security question can
be gradually restored to the basic priority as time passes by.

[0222] Certainly, if an identifier of each security question corresponding to the
account also corresponds to a validity period, a cooldown period, and a priority, and is
used to identify the validity period, the cooldown period, and the priority of the
security question, the server can further determine at least one of the validity period,
the cooldown period, and the priority of the identifier of the security question, and
determine the validity period, the cooldown period, and the priority of the security
question on this basis. Implementations are not limited in the present application.
[0223] S804: When identity verification is being performed on the account, select,
based on the at least one of the validity period, the cooldown period, and the priority
that correspond to each security question, a security question used for identity
verification from the security questions corresponding to the account, to perform
identity verification on the account.

[0224] In the present application, when the server determines to perform identity
verification on the account, the server can select, based on the at least one of the
validity period, the cooldown period, and the priority that correspond to each security
question, the security question used for identity verification from the security
questions corresponding to the account by using at least one of the following methods:
determining a security question that is in a validity period at a current time based on
validity periods corresponding to the security questions; and/or determining a security
question that is not in a cooldown period at the current time based on cooldown
periods corresponding to the security questions; and/or selecting, based on the priority
corresponding to each security question, a security question by using a method that
determines a probability of selecting the security question based on a priority

corresponding to the security question at the current time, for example, a probability
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of selecting the security question increases with a priority corresponding to the
security question at the current time; and performing identity verification on the
account by using the security question.

[0225] For a specific process, references can be made to the identity verification
process shown in FIG. 8. Details are omitted in the present application for simplicity.
[0226] In addition, in this implementation of the present application, when the
server determines that any security question is not in a validity period at a current
time (or an identifier of any security question is not in a validity period at a current
time), the server can further delete the security question, to release storage space. In
addition, the server can also delete a generation time and a usage record of the
security question.

[0227] In addition, in many cases, the identity verification method can be used to
verify whether the to-be-verified account has permission to continue to execute a
service. Therefore, identity verification is performed on an account for performing a
payment operation in step S804 in the present application. Technologies involved for
the payment in this implementation of the present application can include Near Field
Communication (NFC), Wi-Fi, 3G/4G/5G, a POS card reading technology, a QR code
scanning technology, a barcode scanning technology, Bluetooth, an infrared
technology, short message service (SMS), multimedia message service (MMS), etc.
[0228] Based on the security question generation process shown in FIG. 1, an
implementation of the present application further provides a device for generating
security questions, as shown in FIG. 11.

[0229] FIG. 11 is a schematic structural diagram illustrating a device for
generating security questions, according to an implementation of the present
application. The device includes the following: a communications module 501,
configured to send a security question generation instruction to a user device, and
receive a reference picture generated and returned by the user device based on the
generation instruction; a determining module 502, configured to determine several
confusion pictures corresponding to the reference picture; and a generation module
503, configured to generate a security question based on the reference picture and the
confusion pictures.

[0230] The generation module 503 determines that the reference picture satisfies a
predetermined condition before generating the security question, where the

predetermined condition includes at least one of the following: the number of pixels
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of the reference picture is not less than the predetermined number of pixels; storage
occupation space of the reference picture is not smaller than predetermined storage
occupation space; and a content category of the reference picture does not belong to a
predetermined category.

[0231] The determining module 502 determines a feature value of the reference
picture, and determines the several confusion pictures corresponding to the reference
picture based on the feature value of the reference picture.

[0232] The determining module 502 determines the feature value of the reference
picture based on a predetermined feature extraction model, where the feature
extraction model includes at least one of a color feature model, a graphics feature
model, and a complexity feature model, and the feature value includes at least one of
a color feature value, a shape feature value, and a complexity feature value.

[0233] The determining module 502 determines a value range corresponding to a
feature value of the confusion picture based on the feature value of the reference
picture and a predetermined value setting policy; and determines, from a stored
to-be-selected picture pool based on the value range, to-be-selected pictures whose
feature values fall within the value range, and uses the to-be-selected pictures as the
confusion pictures corresponding to the reference picture.

[0234] A difference between a maximum value of the value range and the feature
value of the reference picture is not greater than a predetermined maximum value, a
difference between a minimum value of the value range and the feature value of the
reference picture is not less than a predetermined minimum value, and the feature
value does not fall within the value range.

[0235] The generation module 503 determines the specified number of confusion
pictures from the confusion pictures, and uses the reference picture and the
determined confusion pictures as answer options, to generate the security question.
[0236] Before generating the security question, the generation module 503 blurs
the reference picture, and uses a picture obtained after the blurring as a copy of the
reference picture; and sends an instruction for deleting the reference picture to the
user device, and locally stores the reference picture and the copy of the reference
picture.

[0237] The generation module 503 determines the specified number of confusion
pictures from the confusion pictures, and uses the copy of the reference picture and
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question.

[0238] The device further includes the following: a testing and storing module
504, configured to receive an answer to the security question that is returned by the
user device; and determine to store the security question when the answer to the
security question that is returned by the user device matches the reference picture; or
delete the security question when the answer to the security question that is returned
by the user device does not match the reference picture.

[0239] The testing and storing module 504 sends query information about whether
to store the security question to the user device; and stores the security question when
the user device returns information indicating that the security question is to be stored;
or deletes the security question when the user device returns information indicating
that the security question is not to be stored.

[0240] The communications module 501 sends the security question generation
instruction and several to-be-selected pictures to the user device, receives a picture
selected from the several to-be-selected pictures and returned by the user device based
on the generation instruction, and uses the picture as the reference picture.

[0241] The device for generating security questions shown in FIG. 11 can be
located on a server. The server can be one device, or can be a system including a
plurality of devices, namely, a distributed server.

[0242] Based on the security question generation process shown in FIG. 6, an
implementation of the present application further provides a device for generating
security questions, as shown in FIG. 12.

[0243] FIG. 12 is a schematic structural diagram illustrating another device for
generating security questions, according to an implementation of the present
application. The device includes the following: a receiving module 601, configured to
receive a security question generation instruction sent by a server; a detection and
generation module 602, configured to detect an operation of a user, and generate a
reference picture based on the detected operation; and a sending and generation
module 603, configured to return the reference picture to the server, so that the server
generates a security question based on the reference picture.

[0244] The detection and generation module 603 detects a gesture operation of the
user in a specified area, and uses a picture generated by the gesture operation as the
generated reference picture; or detects the operation of the user, and uses a picture

collected by a sensor as the generated reference picture.
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[0245] The device further includes the following: a deleting module 604,
configured to receive an instruction for deleting the reference picture that is sent by
the server; and delete the locally stored reference picture based on the instruction for
deleting the reference picture.

[0246] The device for generating security questions shown in FIG. 12 can be
located on a user device, and the user device can be a mobile phone, a tablet, etc.
[0247] Based on the identity verification process shown in FIG. 9, an
implementation of the present application further provides a device for verifying
identities, as shown in FIG. 13.

[0248] FIG. 13 is a schematic structural diagram illustrating a device for verifying
identities, according to an implementation of the present application. The device
includes the following: a determining module 701, configured to determine, based on
a to-be-verified account, a reference picture used to generate a security question
corresponding to the to-be-verified account; a generation module 702, configured to
generate the security question based on the reference picture and confusion pictures
corresponding to the reference picture; a sending module 703, configured to send the
security question to a user device that the to-be-verified account is logged in; and a
verification module 704, configured to receive a selection result returned by the user
device, and perform identity verification on the to-be-verified account based on the
selection result.

[0249] The to-be-verified account corresponds to a plurality of security questions.
Before determining the reference picture used to generate the security question
corresponding to the to-be-verified account, the determining module 701 selects, from
identifiers of the security questions corresponding to the to-be-verified account, an
identifier of the security question generated based on the reference picture.

[0250] The determining module 701 selects the identifier of the security question
generated based on the reference picture by using at least one of the following
methods: selecting an identifier of a security question that is in a validity period at a
current time based on validity periods corresponding to the identifiers of the security
questions; selecting an identifier of a security question that is not in a cooldown
period at the current time based on cooldown periods corresponding to the identifiers
of the security questions; and selecting an identifier of a security question based on
priorities corresponding to the identifiers of the security questions.

[0251] After selecting the identifier of the security question that is in the validity
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period at the current time, the determining module 701 prolongs a validity period
corresponding to the selected identifier of the security question.

[0252] After selecting the identifier of the security question that is not in the
cooldown period at the current time, the determining module 701 sets a cooldown
period corresponding to the selected identifier of the security question.

[0253] After selecting the identifier of the security question, the determining
module 701 reduces a priority corresponding to the selected identifier of the security
question.

[0254] A priority initially set for the identifier of the security question decreases
as duration from a generation time of the identifier of the security question to the
current time increases, until the priority is reduced to a predetermined basic priority.
[0255] The determining module 701 selects an identifier of a security question by
using a method that for an identifier of each security question, a probability of
selecting the identifier of the security question increases with a priority corresponding
to the identifier of the security question at the current time.

[0256] The verification module 704 receives the selection result returned by the
user device; determines whether the selection result matches the reference picture;
and if yes, determines that the identity verification on the to-be-verified account
succeeds; or if no, determines that the identity verification on the to-be-verified
account fails.

[0257] The to-be-verified account is an account for performing a payment
operation. The verification module 704 performs identity verification on the
to-be-verified account based on the selection result; and performs the payment
operation when the identity verification succeeds; or rejects the payment operation
when the identity verification fails.

[0258] The device for verifying identities shown in FIG. 13 can be located on a
server. The server can be one device, or can be a system including a plurality of
devices, namely, a distributed server.

[0259] When the device for verifying identities provided in this implementation of
the present application is configured to perform identity verification on an account for
performing a payment operation, technologies involved for the payment in this
implementation of the present application can include Near Field Communication
(NFC), Wi-Fi, 3G/4G/5G, a POS card reading technology, a QR code scanning

technology, a barcode scanning technology, Bluetooth, an infrared technology, short
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message service (SMS), multimedia message service (MMS), etc.

[0260] Based on the method for managing security questions shown in FIG. 9, an
implementation of the present application further provides a device for managing
security questions, as shown in FIG. 14.

[0261] FIG. 14 is a schematic structural diagram illustrating a device for
managing security questions, according to an implementation of the present
application. The device includes the following: a first determining module 901,
configured to determine each security question corresponding to an account; a second
determining module 902, configured to determine a generation time and a usage
record that correspond to each security question; a third determining module 903,
configured to determine at least one of a validity period, a priority, and a cooldown
period that correspond to each security question based on the generation time and the
usage record that correspond to each security question; and a verification and
selection module 904, configured to: when performing identity verification on the
account, select, based on the at least one of the validity period, the cooldown period,
and the priority that correspond to each security question, a security question used for
identity verification from the security questions corresponding to the account, to
perform identity verification on the account.

[0262] The third determining module 903 determines a priority of each security
question at a current time based on duration from a generation time of the security
question to the current time, where the priority of the security question decreases as
the duration from the generation time of the security question to the current time
increases, until the priority is reduced to a predetermined basic priority.

[0263] The third determining module 903 prolongs, based on a usage record
corresponding to each security question, a validity period corresponding to the
security question once each time the security question is used.

[0264] The third determining module 903 sets, based on a usage record
corresponding to each security question, a cooldown period for the security question
each time the security question is used.

[0265] The verification and selection module 904 selects, based on the validity
period, the priority, and the cooldown period that correspond to each security question
corresponding to the account, the security question used for identity verification from
the security questions corresponding to the account by using at least one of the

following methods: determining a security question that is in a validity period at a
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current time based on validity periods corresponding to the security questions;
determining a security question that is not in a cooldown period at the current time
based on cooldown periods corresponding to the security questions; and selecting,
based on the priority corresponding to each security question, a security question by
using a method that determines a probability of selecting the security question based
on a priority corresponding to the security question at the current time, for example, a
probability of selecting the security question increases with a priority corresponding
to the security question at the current time.

[0266] When determining that the security question is not in a validity period, the
verification and selection module 904 deletes the security question.

[0267] The device for managing security questions in FIG. 14 can be located on a
server. The server can be one device, or can be a system including a plurality of
devices, namely, a distributed server.

[0268] In addition, when the verification and selection module 904 provided in
this implementation of the present application is configured to perform identity
verification on an account for performing a payment operation, technologies involved
for the payment in this implementation of the present application can include Near
Field Communication (NFC), Wi-Fi, 3G/4G/5G, a POS card reading technology, a
QR code scanning technology, a barcode scanning technology, Bluetooth, an infrared
technology, short message service (SMS), multimedia message service (MMYS), etc.
[0269] In the 1990s, whether a technical improvement is a hardware improvement
(e.g., an improvement to a circuit structure, such as a diode, a transistor, or a switch)
or a software improvement (an improvement to a method procedure) can be clearly
distinguished. However, as technologies develop, current improvements to many
method procedures can be considered as direct improvements to hardware circuit
structures. A designer usually programs an improved method procedure into a
hardware circuit, to obtain a corresponding hardware circuit structure. Therefore, a
method procedure can be improved by using a hardware entity module. For example,
a programmable logic device (PLD) (e.g., a field programmable gate array (FPGA)) is
such an integrated circuit, and a logical function of the PLD is determined by a user
through device programming. The designer performs programming to "integrate" a
digital system into a PLD without requesting a chip manufacturer to design and
produce an application-specific integrated circuit chip. In addition, at present, instead

of manually manufacturing an integrated circuit chip, such programming is mostly
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implemented by using "logic compiler" software. The logic compiler software is
similar to a software compiler used to develop and write a program. Original code
needs to be written in a particular programming language for compilation. The
language is referred to as a hardware description language (HDL). There are many
HDLs, such as the Advanced Boolean Expression Language (ABEL), the Altera
Hardware Description Language (AHDL), Confluence, the Cornell University
Programming Language (CUPL), HDCal, the Java Hardware Description Language
(JHDL), Lava, Lola, MyHDL, PALASM, and the Ruby Hardware Description
Language (RHDL). The very-high-speed integrated circuit hardware description
language (VHDL) and Verilog are most commonly used. A person skilled in the art
should also understand that a hardware circuit that implements a logical method
procedure can be readily obtained once the method procedure is logically
programmed by using the several described hardware description languages and is
programmed into an integrated circuit.

[0270] A controller can be implemented by using any appropriate method. For
example, the controller can be a microprocessor or a processor, or a
computer-readable medium that stores computer readable program code (such as
software or firmware) that can be executed by the microprocessor or the processor, a
logic gate, a switch, an application-specific integrated circuit (ASIC), a programmable
logic controller, or a built-in microprocessor. Examples of the controller include but
are not limited to the following microprocessors: ARC 625D, Atmel AT91SAM,
Microchip PIC18F26K20, and Silicon Labs C8051F320. The memory controller can
also be implemented as a part of the control logic of the memory. A person skilled in
the art also knows that, in addition to implementing the controller by using the
computer readable program code, logic programming can be performed on method
steps to allow the controller to implement the same function in forms of the logic gate,
the switch, the application-specific integrated circuit, the programmable logic
controller, and the built-in microcontroller. Therefore, the controller can be considered
as a hardware component, and a device configured to implement various functions in
the controller can also be considered as a structure in the hardware component. Or the
device configured to implement various functions can even be considered as both a
software module implementing the method and a structure in the hardware
component.

[0271] The system, device, module, or unit illustrated in the previous
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implementations can be implemented by using a computer chip or an entity, or can be
implemented by using a product having a certain function. A typical implementation
device is a computer. The computer can be, for example, a personal computer, a
laptop computer, a cellular phone, a camera phone, a smartphone, a personal digital
assistant, a media player, a navigation device, an email device, a game console, a
tablet, or a wearable device, or any combination of these devices.

[0272] For ease of description, the device above is described by dividing
functions into various units. Certainly, when the present application is implemented, a
function of each unit can be implemented in one or more pieces of software and/or
hardware.

[0273] A person skilled in the art should understand that an implementation of the
present disclosure can be provided as a method, a system, or a computer program
product. Therefore, the present disclosure can use a form of hardware only
implementations, software only implementations, or implementations with a
combination of software and hardware. Moreover, the present disclosure can use a
form of a computer program product that is implemented on one or more
computer-usable storage media (including but not limited to a disk memory, a
CD-ROM, an optical memory, etc.) that include computer-usable program code.
[0274] The present disclosure is described with reference to the flowcharts and/or
block diagrams of the method, the device (system), and the computer program product
based on the implementations of the present disclosure. It is worthwhile to note that
computer program instructions can be used to implement each process and/or each
block in the flowcharts and/or the block diagrams and a combination of a process
and/or a block in the flowcharts and/or the block diagrams. These computer program
instructions can be provided for a general-purpose computer, a dedicated computer, an
embedded processor, or a processor of another programmable data processing device
to generate a machine, so that the instructions executed by the computer or the
processor of the another programmable data processing device generate a device for
implementing a specific function in one or more processes in the flowcharts and/or in
one or more blocks in the block diagrams.

[0275] These computer program instructions can be stored in a computer readable
memory that can instruct the computer or the another programmable data processing
device to work in a specific way, so that the instructions stored in the computer

readable memory generate an artifact that includes an instruction device. The
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instruction device implements a specific function in one or more processes in the
flowcharts and/or in one or more blocks in the block diagrams.

[0276] These computer program instructions can be loaded onto the computer or
another programmable data processing device, so that a series of operations and
operations and steps are performed on the computer or the another programmable
device, thereby generating computer-implemented processing. Therefore, the
instructions executed on the computer or the another programmable device provide
steps for implementing a specific function in one or more processes in the flowcharts
and/or in one or more blocks in the block diagrams.

[0277] In a typical configuration, a computing device includes one or more
processors, one or more input/output interfaces, one or more network interface, and
one or more memories.

[0278] The memory can include a non-persistent memory, a random access
memory (RAM), a non-volatile memory, and/or another form that are in a computer
readable medium, for example, a read-only memory (ROM) or a flash memory. The
memory is an example of the computer readable medium.

[0279] The computer readable medium includes persistent, non-persistent,
movable, and unmovable media that can store information by using any method or
technology. The information can be a computer readable instruction, a data structure,
a program module, or other data. Examples of a computer storage medium include but
are not limited to a phase-change random access memory (PRAM), a static random
access memory (SRAM), a dynamic random access memory (DRAM), another type
of random access memory (RAM), a read-only memory (ROM), an electrically
erasable programmable read-only memory (EEPROM), a flash memory or another
memory technology, a compact disc read-only memory (CD-ROM), a digital versatile
disc (DVD) or another optical storage, a cassette magnetic tape, or a magnetic
tape/magnetic disk storage or another magnetic storage device or any other
non-transmission medium. The computer storage medium can be used to store
information accessible by the computing device. Based on the definition in the present
specification, the computer readable medium does not include transitory computer
readable media (transitory media) such as a modulated data signal and carrier.

[0280] It is worthwhile to further note that, the terms "include", "comprise", or
any other variants thereof are intended to cover a non-exclusive inclusion, so a

process, a method, a product, or a device that includes a list of elements not only
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includes those elements but also includes other elements which are not expressly
listed, or further includes elements inherent to such a process, method, product, or
device. Without more constraints, an element preceded by "includes a ..." does not
preclude the existence of additional identical elements in the process, method, product,
or device that includes the element.

[0281] A person skilled in the art should understand that an implementation of the
present application can be provided as a method, a system, or a computer program
product. Therefore, the present application can use a form of hardware only
implementations, software only implementations, or implementations with a
combination of software and hardware. Moreover, the present application can use a
form of a computer program product that is implemented on one or more
computer-usable storage media (including but not limited to a disk memory, a
CD-ROM, an optical memory, etc.) that include computer-usable program code.
[0282] The present application can be described in the general context of
computer executable instructions executed by a computer, for example, a program
module. Generally, the program module includes a routine, a program, an object, a
component, a data structure, etc. executing a specific task or implementing a specific
abstract data type. The present application can also be practiced in distributed
computing environments. In the distributed computing environments, tasks are
performed by remote processing devices connected through a communications
network. In a distributed computing environment, the program module can be located
in both local and remote computer storage media including storage devices.

[0283] The implementations in the present specification are described in a
progressive way. For same or similar parts of the implementations, references can be
made to the implementations. Each implementation focuses on a difference from other
implementations. Particularly, a system implementation is basically similar to a
method implementation, and therefore, is described briefly. For related parts,
references can be made to related descriptions in the method implementation.

[0284] The previous implementations are implementations of the present
application, and are not intended to limit the present application. A person skilled in
the art can make various modifications and changes to the present application. Any
modification, equivalent replacement, or improvement made without departing from
the spirit and principle of the present application shall fall within the scope of the

claims in the present application.



10

15

20

25

30

52

CLAIMS

What is claimed is:

1. A method for generating security questions, wherein the method comprises:

identifying, by a server, an account to be verified by a security question;

sending, by the server, a security question generation instruction to a user device
associated with the account;

receiving, at the server, a reference picture from the user device, wherein the
reference picture is generated by the user device based on the security question
generation instruction, and the reference picture is one of: (i) a photograph captured
by the user device, or (ii) a drawing generated by the user device based on user input;

determining, by the server, one or more feature values of the reference picture;

selecting, by the server from a pool of images and based on the one or more
feature values, several confusion pictures corresponding to the reference picture,
wherein corresponding one or more feature values for each of the several confusion
pictures are within corresponding ranges of the one or more feature values of the
reference picture;

generating, by the server, the security question based on the reference picture and
the several confusion pictures, wherein the reference picture is a correct answer
option and each of the several confusion pictures is an incorrect answer option;

sending the security question comprising the reference picture and the several
confusion pictures the to the user device;

receiving, by the server, a selection result returned by the user device;

determining, by the server, whether the selection result corresponds to the
reference picture; and

in response to determining that the selection result corresponds to the reference

picture, determining that a verification of the account has succeeded.

2. The method according to claim 1, further comprising, prior to generating the
security question:

determining that the reference picture satisfies a predetermined condition,

wherein the predetermined condition comprises at least one of the following:

a number of pixels of the reference picture is not less than a predetermined
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number of pixels;

a storage occupation space of the reference picture is not smaller than a
predetermined storage occupation space; and

a content category of the reference picture does not belong to a

predetermined category.

3. The method according to claim 1, wherein determining the one or more
feature values of the reference picture comprises:

determining the one or more feature values of the reference picture based on a
predetermined feature extraction model,

wherein the predetermined feature extraction model comprises at least one of a
color feature model, a graphics feature model, and a complexity feature model, and
wherein the one or more feature values comprise at least one of a color feature value,

a shape feature value, and a complexity feature value.

4. The method according to claim 1, wherein selecting the several confusion
pictures corresponding to the reference picture comprises:

determining the ranges corresponding to each of the one or more feature values
of the reference picture based on a predetermined value setting policy; and

selecting the several confusion pictures in accordance with the ranges.

5. The method according to claim 1, wherein a difference between a maximum
value of one of the ranges and a feature value of the one or more feature values of the
reference picture is not greater than a predetermined maximum value, a difference
between a minimum value of the one of the ranges and the feature value of the
reference picture is not less than a predetermined minimum value, and the feature

value does not fall within the one of the ranges.

6. The method according to claim 1, further comprising, prior to generating the
security question:

blurring the reference picture, and using a picture obtained after the blurring as a
copy of the reference picture;

sending an instruction for deleting the reference picture to the user device; and

locally storing the reference picture and the copy of the reference picture.
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7. The method according to claim 1, wherein the method further comprises:

determining to store the security question when the selection result corresponds
to the reference picture; or

deleting the security question when the selection result does not correspond to

the reference picture.

8. The method according to claim 1, wherein the method further comprises:

sending query information about whether to store the security question to the
user device; and

storing the security question when the user device returns information indicating
that the security question is to be stored; or

deleting the security question when the user device returns information

indicating that the security question is not to be stored.

9. A non-transitory, computer-readable medium storing one or more instructions
executable by a computer system to perform the method according to any one of

claims 1 to 8.

10. A computer-implemented system, comprising:
one or more computers; and
one or more computer memory devices interoperably coupled with the one or
more computers and having tangible, non-transitory, machine-readable media storing
one or more instructions that, when executed by the one or more computers, perform

the method according to any one of claims 1 to 8.

11. A device for generating security questions, the device comprising a plurality
of modules for performing the method according to any one of claims 1 to 8.





