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; e3e8&5\ 6T&0 5 Mar ~uu~ ..~ WO 00/28421 1 CLUSTERED ENTERPRI SE JAVATM 1N A
SECURE DI SMROBUIERY PROCESSI NG SYSTEM Fi el d of the Invention FEBUBPHEEH
invention relates to distributed processing systens 5 and, in particul ar,
conputer software in distributed processing systens. Cross Reference to .
Rel at ed Applications This application clains the benefit of U S

Provi sional 10 Application No. 601107,167. filed Novenber 5, 1998. The

foll ow ng copending U.S. patent applications are assigned to the assignee
of the present application, and their disclosures are incorporated herein
by reference: (A) Ser. No. Not Yet Known [ Attorney Docket No. BEAS1027]
filed Not Yet Knowpbysieappts jaig%ea,ﬁlﬂv&ﬁﬂ@m& sengRe DIdidgTeni gi nal Iy

entitled, "CLUSTERED ENTERPRI SE S ') éogl@ﬁo SSAGE PASSI NG KERNEL | N
A DI STRI BUTED PRCCESSI NG SYSTEM' §)C§ F et Known [Attorney

Docket No, BEAS1029] filed Not Yet Known by Dean B. Jacobs and Eric M
Hal pern, and 20 entitled, "A SMART STUB OR ENTERPRI SE JAVATM BEAN I N A
DI STRI BUTED PROCESSI NG SYSTEM'; and (C) Ser. No. Not Yet Known (Attorney

Docket No. 13EASERSDODffthe dnvddsionyet Known by Dean B. Jacobs and Eric I\/l
Hal pern, and ori gi nal entitled, "A DUPLI CAT(E) NAM NG SERVICE IN A 2
DI STRI BUTED PROCESSI NEN@WEFEfHt InventiqyglgiesgiodisHIRLEF N GGREF D¢ Sf/ﬁéems

I'nvention O0g MAY,40Q3 BRI R44H3& software in distributed processing

systems.

Cross_Reference to Reiated Applicatians

This application claims the benefit of U.S. Provisianal
Application No. 60/107,187. filed November 5, 1938.
10 The following copending U.S. patent applications are assigned
to the assignee of the present application, and their disclosures are
incorporated herein by reference:

{A) Ser. No. Not Yet Known [Attorney Docket No. BEAS1027]

filed Not Yet Known by Dean B. Jacobs and Anno R. Langen, and

18 originally entitled, "CLUSTERED ENTERPRISE JAVA™ HAVING A
MESSAGE PASSING KERNEL IN A DISTRIBUTED PROCESSING
SYSTEM";

(B} Ser. No. Not Yet Known [Attorney Docket No. BEAS1029]

filed Not Yet Known by Dean B. Jacobs and Eric M. Halpern, and
20 entitled, "A SMART STUB OR ENTERPRISE JAVA™ BEAN IN A
DISTRIBUTED PRQCESSING SYSTEM"; and
(C) Ser. No. Not Yet Known [Attorney Docket No. BEAS1030]
filed Not Yet Known by Dean B. Jacobs and Eric M. Halpern, and
originally entitled, "A DUPLICATED NAMING SERVICE IN A
25 DISTRIBUTED PROCESSING SYSTEM".
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There are several types of' distributed processing systems. Generally, @& MAY 2003
di stri butwd opreessi ng systemincludes a plurality of processiusgscksss ces,

such as two conputers coupled to a 5 comruni cati on nedium Comuni cati on

medi unms may i nclude wired nediuns, wreless nediunms, or conbinations

t hereof, such as an Ethernet |ocal area network or a cellular network. In a

di stributed processing system at |east one processing device may transfer

i nformation on the comruni cati on nmedi um {0 anot her processing 10 devi ce.
Crient/server architecture 1 10 illustrated in Fig. 1 a is one type of

di stributed processing system Cient/server architecture 1 10 includes at

| east two procgssin dgvic Sy illustrated as client 7 05 and application
server 103. Aﬁ?@%ﬁ%‘l—@l—%—&ﬁt—g—‘—’%ﬂhl so be coupled to 15 comuni cation

medi um 7 04, such apn&hi £B8lsel@Bai tTYPE 6RIdiftribB®EY BFocHR3ini0sy steRisSi Ness | ogi ¢
and/ or coordinates transactions in providing a service to anot her

processi ng deviergrallych mwmmnrmSmmswem irehydels08 pluxapty oati on server
103 is typicallo&p d with software f rOV|d a service. The

sof tware 20 rra?/'y &Spr'g g‘i[‘mer‘ﬁree?j YN RP 5W9§rq”é’t“5}t ’FCBPBGP ng nodel s, such
as Enterpgise é&%ﬂ%n@?@t{h (néé?lln%")C&Q%rﬂ%ahbh%éénéﬁﬁdm'av iFbQ%le v:!nr@db The

service may include, for exanple, retrieving and transferring data froma
dat abase, provimgidngmanwinetegs madivons, cal mhhtna‘tg)narthecrmit sooh asaan exanpl e,
server 103 may_retrieve data from dat abas§H107 a r]?2 persi stent storage

101 over comﬁ?%??bwcﬁéaﬁ%ﬂﬁwrﬁf”r%% lag negwgr ué‘sCE‘s?rf Qlient 105.
licati
R

conmuni cati on to ¢l 00128421

PCT/ LS99/ 24639xrﬂoﬂmatmermh the eomrmcess]amgraaliimeowniatheuprddesatiga servi ce
froma server and may request the service. Often a user 106 interacts wth
client 106 and ﬁﬁ&?ecause client 105 to request service over a comrunication

medi um 104 from appbdgﬁ{/gmeﬁ%wmfe&&% 1R0Ghiieiken iATHE! mwg sﬁygérect

interactions with end users, such as accepting request and ayi ng
results. A var oétjstobutid frercessingypaserot @Démmreenagcmcmsrem 11@ pr ogram

application server 103 and/or client 105, One sgr anm ng | anglua%qe is the
JavaTM pr ogr anfﬁ%@d?%ﬁblfééétW?a‘?f&?Rﬁ%ﬁ%lqeé’é‘E‘?%d”‘i radp @St clend apdaded

into a JavaTM ypphdaliodreslers d3. I XMakiora tM¥hts may also be coupled to

15 communication medium 104, such as client 108.

Typically, server 103 hosts business fogic and/or coordinates
transactions in providing a service to another processing device, such
as client 103 and/or client 108. Application server 103 is typically
programmed with software for providing a service. The software

20 may be programmed using a variety of programming models, such as
Enterprise Java™ Bean ("EJB") 100b as illustrated in Figs. 1a-b. The
service may include, for example, retrieving and transferring data
from a database, providing an image and/or calculating an equation.
For example, server 103 may retrieve data from database 101a in

25 persistent storage 107 over communication medium 102 in response
to a request from client 105. Application server 103 then may
transfer the requested data; over communication medium 104 to
client 105.



is a program | oaded onto a processi ng devi ce whi ch enul ates a partiocfthﬁ‘F 2003
machi ne swo ymerssi ng device. Mre informati on on the Javakupsogsao ng

| anguage nmay be obtained at http://ww.javasoft.con) which is incorporated
by reference herein. 15 Fig. 1 b illustrates several JavaTM Enterprise
Application Programm ng Interfaces ("APIs") 100 that allow JavaTM
application code to renmai n i ndependent from underlying transaction systens,
dat a- bases and network infrastructure. var TM Enterprise APIs 100 i ncl ude,
for exanple, renote nethod i nvocation ("RM") 100a, EJBs 20 100b, and
JavaTM Nam ng and Directory Interface (JNDI) 100c. RM 100a is a
distributed progragmig, m0del o8ELERG UaeHkd MRAFLulifsP s Yor AEE ARG Ur ©

descri bed below. In particular, a SR cI"asses ‘and i ntertaces enabl es one
JavaTM obj ect stveeand mbe rpgiddtctheeddiote0f Ofeat Hased a0@TiNtebEgCivithunni ng on
a different JVM 25 An instance of EJB 100b is typically used in a

ci i ent/ server Cigrhi @8 angrmayLassErdignaiSReto pyess SaAUEE OVEEIB 100b is a
software conp r e.pLe-bui i su) at.
bl cati on codnvppadah RPN HpBeRER Beveoiad < U8t car 1y, an
i nstance f EbBehOdndiogiaess Rusichions wRbighd #serEIBud®BR dokepange 0 5
MAY 2003 WO 001 28421 PCT/ US99/ 24639 4 stored on server 103 typically
manages persi $E@YRES andagisplgyinenesulléncurrency t hreadi ng, and security.

JNDI 100c provides diLegctory . ' [ of t war e
applications. 5 C iAek%ﬁé‘&réfe?'?%?%Wg%tg u%flé&%twfgnﬁgt{s&nggﬁgyégdvant ages.
First, architgebgraen bpplicktsm botves @Fameldr dieadnss. seneéairodanimasg t 0

handl e many connections. In other words, the nunmber of clients which may be
added to servepnaweme i§ hemavad. PregragNtriolRNosaEe ng'ava@l capalicatialy

pr ocessi devj clie ? does not necessarily.10 prqyi.de Y0 pth tw ce
as nuch E@rfororpiﬁcéeéo%egghgge?fnﬁosa gﬂ’?i c\lﬁ'ﬂuatl(r)n Chl"?] Qi‘ﬁy'{é/'pgl fb‘cg}t/mon code
on clients 103sangholPsn idBdéd ondd Ghirfbeetsing devidk WvhiGsaRPAdeBlL to system
failures or a single point or' failure. If server 101 fails and a backup is
not avai |l abl e, PaflitelAt MABING PI PretessenabRwceo Motainiotrnatiseron e, 15 Fig. 1

c illustrates hti-tier architecture 160. ients 151, 152 nanage direct
i nteractions \Aﬁ\;hgueR&Oéjrgg?ns",nga'@@@B??%é“?ye_gﬁeosqggmgﬁc?scdi splay results.
Application sefitey/ viwdy fagls i bemapmitie 8 iidredted ©9otedénateherein,
communi cations, synchronizations, and transactions. Database server 154 and
portabl e'8t orage devgcébiBstrgepsevetdsiagar abnterprigs;saedicatian managenment of

et e i Ak e A
peer-to-peer agsdy tCEIrHAIR iRddpeiEREPSINNGNAEK/iISE SradbBctidd Gyatuing18 are
coupl ed to communi cati on nmedi um
data-bases and network infrastructure, Java™ Enterprise APls 100
include, for example, remote method invocation ("RMi") 100a, EJBs
20 100b, and Java™ Naming and Directory Interface (JNDI) 100c.

RMI 100a is a distributed programming model often used in
peer-to-peer architecture described below. In particular, a set of
classes and interfaces enables one Java™ object to call the public
method of another Java™ object running on a different JVM.

25 An instance of EJB 100b is typically used in a client/server
architecture described above. An instance of EJB 100b is a software
component or a reusable p.re-built piece of encapsulated application

code that can be combined with other components. Typically, an

instance of EJB 100b contains business logic. An EJB 100b instance



25 213. Processing devices 21 f, 217, and 218 i ncl ude> net wor k soft\A/gtPeMAY 2003

210a, 210 ooassk1210c for comuni cating over nedium 213. TyuTeedobr4ezeach
processing device in a peer-to-pear architecture has simlar processing
capabilities and applications. Exanples of peer-to-peer program nodels

i ncl ude Common bj ect Request Broker O ~ MAY 2pp3 WO 00/ 28421

PCT/ US99/ 24639 5 Architecture ("CORBA") and Distributed Object Conponent
Model ("DCOM') architecture. In a platfo L{]m specific distributed processing
system each processing device may run the sane operating system This
allows 5 the use of proprietary hardware, such as shared disks,

multi-tailed I erc ctlng bet ween-
processi ng de\gn{dzgé orEgéjert glsasts) p'?ga‘ yf%’?ﬂ‘?gggggéssrswhgét ?rlg 'ﬁsr' ocessi ng
systems i ncl udentE@vekoy POweidiag, %n&ls%QQnRar al l el Syspiex~, Corrpaq s Tandem
Di vi si on Hi nal aya servers, Conpaq' s 14 Digital Equi Rwrrent Cor por atrl onTM -
(DEC "") Division MVI@F prayiides direetory wade)aming Mnstiossfte L@epor at i on

W ndows NT cl % rserV| cef r(.W)I fpack). Fig. 2b illustrates a transaction
processing (T f ar%ﬁﬁp&'?ﬁ @%20. In particular, TP architecture 220
illustrates a BEA RVigh€dBrvetarthgectik&EDO I@é&hiah%ccﬁlﬁé@van-ﬁﬁ’géﬁ)mﬁr@f 224 is
coupl ed to processing devices ATM 221, PC 222, and TP nonitor 223 by
communi cat i on HMTQQTHEEBGTOZBJES BmUSQa}@ welbbp@zmsa/%eryer APRI f2as1taray be an

automated tel |l er machine a perso al ut ry and TP nonitor
223 may be andPh&i® WQHS%P&NG&N%F \és%tEF'ﬁ?{F; ﬂ‘ "% FEBE 224 is
coupl ed to backhi@Rdmsgmbeedddetli sérlr @Bd.saa%nb& qaramm&ﬂtadmn@edl uns 283,
284, and 285. Server 225 is coupled to persistent storage device 287,

storing dat abd®¥ceg89 mayy poreassingtevneseliants286es TPt rEREIErilY24 | ncl udes
a V\Dl‘kf|9§1 controg) er 224 or routing service req ests from Broc ssi ng
5 $

devi ces sutfRY YAGI"I\/IV\Q W|9§ %szgjuc rD@r‘ﬁO’ﬁ%“% fﬁgnd 'S '?,Q f8H servers

such as_ser vermarRain22fbiRBe oA 2 de W kllmvw@mheomgr #a4a enables (1)
wor kl oad bal anci ng between servers, (2) limted scalability or allow ng for

addi ti onal serarehigeciudg dﬂ Ocilsi samcsptlbaﬁof swdtemt tileremoeacingledwintast backend

servers f or ervigce u 0 5 MAY_ 2003 001.284

PCT/ US99/ 246392 u‘seenff o 551 Eﬁ%\ﬂ/‘g&n??%’t%pe}s s %"@l\é{*\g\')eerc"ﬁﬂfﬁg?s’has not
failed), and (g ﬁ@t5§é%Bléf&“ﬁ@f&ﬁ%é%@r%@e."mt the number of sinultaneous
connections to back-end servers. Exanples of other transaction processing
architecf@res incl ude. ﬂBMll[itrqusa mm -feCathiteciureohPq' Gietamdéh, Di vi si on

Pat hway/ For d/ T CT"~ d T Co ion' s Encina.
TP ar chi t oct ur LO3 0V AR TRERE IRERTgCHPaS H) U Rg e T IEP U5 AANGFS of o

singl e processiqw d%Yé\P?esQﬁtsTPAFBpéatth Qe%emvssrr%sisrmé h@pneiyey K
i noperabl e. Second, the scafabilitv or nunber of
code, coordinates communications, synchronizations, and
transactions. Database server 154 and portable storage device 155
20 provides durable transactional management of the data.
Multi-tier architecture 160 has similar client/server architecture
110 disadvantages described above.
Fig. 2 illustrates peer-to-peer architecture 214. Processing
devices 216, 217 and 218 are coupled to communicaticn medium
25 213. Processing devices 216, 217, and 218 include network
software 210a, 210b, and 210c for communicating over medium
213. Typically, each procéssing device in a peer-to-peer architecture

has similar processing capabilities and applications. Exampies of

peer-to-peer program models include Common Object Request Broker



10 processing devi ces (both servers and clients) ‘coupl ed to TP noni toob; Mﬁgﬂm
may be W@YEd2lpy TP nonitor 224 hardware and software. PERTAPIR4EXi bility
inrouting a client request to a server is iimted. For exanple, if

comuni cati on nmedium 280 is inoperable, but comrunication nmedi um 290
becones avail able, ATM 221 typically 7 5 may not request service directly
from server 225 over conmmuni cati on nmedi um 290 and nust access TP nonitor
224. Fourth, a client typically does net know the state of a back-end
server or other processing device. Fifth, no industry standard software or
APls are used for | oad balancing. And sixth, a client typically may not

sel ect a 20 parhitedtlpd (‘SCORBA"EYRA Diltritleed 0KEEt DempoakRY MYdd nf or mati on
whi ch woul d enabl e efficient service. Therefore, it is desirable to provide
a distribut ed"PEOdbIgirngitegerem and, in particular, distributed processing

oY ocessi ng Systert 3SR PHOGPEEHE PRHELERY PUPCea P Ualetn % Sof t var e
shoul d al | owghr@gedsitly 8k vitesthapdan dhéBhme b &rBting &yephCattiy als@d i n ei t her

client/server, multi-tier, or peer-to-peer distributed processing systens.
The sof tar e tBassedfsuppoetary headivery ssichcampared ¢isleyranti-tailedodel s.

Further, th f . | d ble :1 h d faul | . D5
VAY 2003 Vo GhSTnADE THER hesy TR e, PR Lnl Al A 5)
effective | oagdoe@észfgghegsce@notizﬂﬁp@@%ip@e&f&r%t%ga&matdi@mmm rol. The

i nproved conput er tware should allow for rerouting or network
reconf i gur at iacesding systeeng ompudee BNMD Conporationcu BB AT Bardllet t he

determnation.of the state of_ .a rocessi n evice, SU RY OF THE

NVENTI O A SR Se QSRR TP PO0800: M U5R SHEVEEe or OPASCE and, i n
particub@r, OogREl BEuBRIdWEE & ploPitich ™I (BECTUD RALIBR TRRFSING S LHIKBY | S

provi ded. The Conputer software inproves the fault tolerance of the 10

di stributed psatess rydsiyktrespad Guebbrasmnenandeys T ciustar scaicabi fity. The
conput er soft\wrﬁ allows for efficient |oad bal ancing and session
concentrati on"V§i %a%rrput er software supports rerouting or reconfiguration
of a conputer netvggkoyTNEsEABRY fonSki Waér%cék'ﬁﬁﬁgﬂ'ﬁ) 8roHdec@ls of conputer
programmi ng nodels and allows for 15 the use of industry standard APIs that
are used in b320. dhipamitsler vEP asstitgstwe- 220 jhstrades aBHAR Sesmrozessi ng

archite res. T ter. software_enabl es determ nation of the state
of aI seﬁ%gr owcpﬁﬁwtg@ég@ﬁfﬁ”%v? EMORERY %2%%?8?p'§§WP§E§T'§8 supports
message for wageliings Wi 21 VBt iooby apfi 185 FgHIRI EPBy dosmidicagion security

b
20 nodel . According to one aspect gﬁ the present invention, a distributed
processi ng systedinro@86),i 225, and d8turespatticaelymredirvhZ2duphedetana fir st

processi ng device and a second prqcessing device. The first processing
devi ce i ncl ud%‘ém&’?tﬁastf’l_'%ro e gﬁoéfgrﬂg%\hgﬁeﬁ Pﬁﬁoaa?@OWPHE‘%séf‘ g device
(LML ) 1 NCrEGhBgiér 58 Shal BenfotRel iRl &Y SlocBadMoRidRl apst ruct ure

("RIJIVML "). The second processing device Includes Irst software program
emul ati 2§ a pronitesi2d?d devowgeed 'td YRBR-endrsdrvelisn22 % 226 send &27eby sof t war e

| havi data., DSMAY WO 00] 28421 PCT, 9/ 24639 { t
e A PR EHGHC YRR A5, A8 U] AGOdVAILE" POSLF HROPIAT ed 1o ¢ he
second procesg Ber&&éshpgt&rgﬁglagméehfsi,' gtéhnge%ﬁgbas%%éy@agh' ayer and the

first softwar rogramin t i rst processrn evice to e first kernel
sof twar e | ayetommuribatidn hsddigef 286 PSmphitgr @24 inclidde s e a@nkifigywocessi ng
devi ce. According to another aspect of the present invention, the first
sof tware progFamTPHer %243 ifes folsngcearvicagearesed 9™ RI0GasSTY deyiGesual

oot o Fvar R AR SRLAPRAHEH R Pkt 3387 MR B of v o
program in theusleaendrpso2255209 ARVIZE Work A¥M edrtréilee 242 structure in
the second processing device is a-RIVM The RIVM ~n the second processing
devi ce corres@Baklestd warkipad balantiag betweepsepeassi (A Iaile¢e. According to
anot her aspec . r it Lavent.|. t - VM it [ f.St
Ecg&bﬁ'ﬂﬁf’géﬁg\%ﬁﬁ%ﬁrk @'#‘rﬁﬁ% Sep\?%rgfa?‘val\ggre%éor{%bLtgn{awa t hr ead

processi ng device I nt es ger

nmanager sof t nasieraieeReM@tundaniBSSIEIRY $VEINBre0séniieereUBRPRRIV be & NESSage
conpressi on software conponent, andlor a peer-gone detection software
conmponent. 20 According to another aspect of the present invention, the
first



. . . . ) . 0 5 MAY 2003
processi ng devi ce conmuni cates with the second processing device using a

pr ot ocowosmherted fromthe group consisting of Transm ssPOM/USNL4609

Protocol ("TCP'), Secure Sockets Layer ("SSL"), Hypertext Transport

Protocol ("HTTP') tunneling, and Internet InterORB Protocol 25 ("110P")
tunneling. According to another aspect of the present invention, the first
processi ng device includes nenory storage for a JavaT"" application. ,05
MAY 2~ WD 00/28421 9 PCT1US991 24639 Acgording to another aspect of the
present invention, the first processing device is a peer of the second
processi ng device. Also, the first processing device is a server and the

second pr Ocesrsleﬁtg:ﬁ/ ggVérﬁﬂolfvscgm%liléern{Oé? ?SﬁPeQQBHIMhQQnSP(?%iTESﬁt %ﬁgect of the

present inve econd” comruni € medi um 1S couple he second

processi ng deyiseesioA ddwcedtratioaassirg e vWieebérsot sinplietheloast he second
comuni cation nmedium The third processing device includes a first software
progr am enul @NRFLENStahaskieny senvieee Exawmaes of iokeerudARSAH' T er nel 10

software | ay i i dat trqdﬁ(g " “treoanNd a second data
structure (" %ﬁgggll}’.aga,&g%%ér{}%egs "t?\gﬂ‘lscfei Il a%“?ﬁé?ﬁ‘é’%c légf 'the present
inventign, tOenipagsé TRR@SASSIVRGodl PtitRa) Frd0ES, @oslpdl’ HBECIY a
replica-handl er software conponent. The replica-handler software conponent
15 i ncl udes ACMRAdamATarsang Cropeigaicn eERptgent and a fail over software

conponent. Accor dirp%r{:ﬁaegcq&tehgggfgzggcﬁ%gg&ﬁ%hgﬁardg%pégoispvgi?%tjl %2 the first

processi ng device I nc s an pri ean ~obj ec cording to

still anot hefailaspatita ShglehRopeesiegtddviveest TRMmohiter 204finegtrepdecessi ng
device includes a namng tree having a pool of stubs stored at a node of
the tree andfhBebEeGnAOPEEOESsiSegoaeytestaiabiifesr aumbaTiate of the

1o 00 1 o0 oS, SRR B, oS S P T O

i
the first processin rogramcd&gd ina 25

stat el ess proguafagastelimAsd blyTEP apehitGral 2 HhapH RGFQBNHNRItgS. a st at el ess
session bean. According to still another aspect of the present invention,

the first prdbegsifiaygibdayiieeouting addieraneapddti ©ad iservepridvgmiraccoded in a
example, if communication medium 280 is inoperable, but
communication medium 290 becomes available, ATM 227 typically

15 may not request service directly from server 225 over communication
medium 290 and must access TP monitor 224. Fourth, a client
typically daes not know the state of a back-end server or ather
processing device. Fifth, no industry standard software or APls are
used for load balancing. And sixth, a client typically may not select a

20 particular server even if the client has relevant information which
would enabie efficient service.

Therefore, it is desirable to provide a distributed processing
system and, in particular, distributed processing system software that
has the advantages of the prior art distributed processing systems

25 without the inherent disadvantages. The software should allow for
industry standard APls which are typically used in either client/server,
multi-tier, or peer-to-peer d}stributed processing systems. The
software should support a variety of computer programming models.

Further, the software should enable {1) enhanced fault tolerance,



.0 5 MAY 2~~ WD 001 28421 PCT/ US99124639 10 stateless factory pr ogrgnﬁ Méﬁezlma

and theypapgdsgaati on programincludes a stateful session bgapysAsgendi ng to
still another aspect of the present invention, the first processing device
i ncl udes an application programcoded in a 5 stateful program nodel and the
application programincludes an entity session bean. According to still
anot her aspect of the present invention) an article of manufacture
i ncluding an information storage nediumis provided. The article of
manuf acture conprises a first set of di7gital 10 information for
transferring a nessage froma RIVMin a first processing device to a RIVM
in a second |lpt)é)ocessi ng devi ce. According to another aspect of the present

t

i nventi on, _ ‘éfff'tqw_éﬂtesC@fabﬁﬁﬁuf%)c?fﬁ?%ﬁ‘é%fﬁﬁq 9%‘@“8‘”& red Khisesiog; gi t al
|formation. cbRELHILG BoAtdh HAK!iAfhr8vEOAANBRSHAN A IR JRE AT am for
15 selecting a service provider froma plurality of service providers.
Accor di ng tofancirbenngaspectwotk rémnnfieserioni nAdsnt trencotipaitst ub has a

fail over software conponent for renoving a failed service provider fromthe

plurality of SOEMW3EesHnul pliewsior ARe slegemgingdoamytherstathate of the present

i nventiap, tgﬁo&é§§h§9 nggncing sof tware conponent selects a service
provi der  based on an"aftrinity for a particular service provider. According

to anot her aspect of the present invention, the | oad bal ancing software
conmponent selects a service grovider in_a round robin manner. 25 According
to anot her aspect of the pr ! THE | ' bal anci ng software

component 1 andond ya sehef By SRILES PEOUHRS 5 BRePILbALILE, anat ier aspect

of the present invention, anci n re conponent’ selects a
servi ce provimeticimontdrhputer podlvasyearodindisaribuicgnprogessing-syGtamesl a sa~0~. s

aoi nap 6ul Ssaporgegded. The computer software improves the fault toierance of the
10 distributed processing system as well as enables efficient scalability.
The computer software allows for efficient load balancing and
session concentration. The computer software supports rerouting or
reconfiguration of a computer network. The computer software
supports a variety of computer programming modeis and allows for
15 the use of industry standard APls that are used in both client/server
and peer-to-peer distributed processing architectures. The computer
software enables a determination of the state of a server or other
processing device. The computer software also supports message
forwarding under a variety of circumstances, including a security
20 model.
According to one aspect of the present invention, a distributed
processing system comprises a communication medium coupled to a
first processing device and a second processing device. The first
processing device includes a first software program emulating a
25 processing device ("JVM1") including a first kernel software layer
having a data structure ("R‘JVM1 "). The second processing device
includes a first software program emulating a processing device

("JVM2") including a first kernel software layer having a data
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1s a remote Java™ virtual machine ("RJVM®). Similarly, the first

10 software program in the second processing device is a JVM and the
data structure in the second processing device is a RJVM. The
RJVM in the second processing device corresponds to the JVM in the
first processing device.

Accarding to another aspect of the present invention, the

15 RJVM in the first processing device includes a socket manager
software component, a thread manager software component, a
message routing software component, a message compression
software component, and/or a peer-gone detection software
component.

20 According to another aspect of the present invention, the first
processing device communicates with the second processing device
using a protocol selected from the group consisting of Transmission
Control Protocol ("TCP"), Secure Sockets Layer ("SSL"), Hypertext
Transport Protocol ("HTTP") tunneling, and Internet InterORB Protocol

25 {("IOP") tunneling.

According to another aspect of the present invention, the first

processing device includes memory storage for a Java™ application.
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servi ce Woavheer. The second processing device has a dupl ircatisomwadsosng tree
and the service provider. According to another aspect of the present
invention, the 5 naming tree has a node including a service pool of current
service providers. According to another aspect of the present invention,
the service pool includes a stub. According to another aspect of the
present invention, a 10 distributed processing systemconprises a first
conput er coupled to a second conputer. e first conputer has a nam ng
tree, including a renote invocation stub for accessing a service provider.

The Second COMPUL ef Mg e LS Ao GoL oo AT G S8-BNK IR BR! e Frdr OV der

15 According to ano r resent Tnvention, a dis ut ed

processi ng syptRBsSHEPEEBEAGs 8 dder If PleOsRDPdNG odertieg daupd.ethis® a second
processing device is provided. The first processing device has a JVMand a
first kernel ¢uf fingtrerocagsingideyiasdisng sarvarrand RB/RECOATHE PERIISSMNIr ocessi ng

devi ce i ncl ud%s a fi rstl. 20 JVWM and a first kernel software |ayer including
a second RIVM'CAREELayE ay be transferred fromthe first processing

device tg the secopgcBr@RESDI dMbtHEY b§SetSNtHeNSe@ehs iMAintidns eCkRionavai | abl e
between the first JVM and the second JVM According to anot her aspect of

t he present i peannioicatiphenediugt is2Goynledassthagedendcrrocessingriavicainder an

D e R Blan g ohf BEblocla 5 B EBprgAlfcdon soeon
PCT/ US99/ 2463 &3iRT. InRaRlE RHEe NG edaRsinefuddiea piresedftwiafent i on can be
seen upon review of the figures, the detail ed description, and the clains

whi ch fol | ow. MBegEM BEWALIPG aorrockssing dEvies €5/ \YVB"y. including pusrpelt es a

prior arf_ clientjserver architecture; Fig. b i tnat e prior art
Javar ~' L%t er pslpitf%v%arﬁlgﬁggr é?b‘.ngf By qq}gtﬁwcétgreat rgu I -1t ?'erncg?csﬁf:?agt ure;
Fig. 2a illustdAhesaird CRJM2peer -to-peer architecture; Fig. 2b
illustrates a prior art transaction processing 10 architecture; Fig. 3a

illustrates a sinplAddadirgiofa sidl enbtheelaspieay vammoPraserenbyentemtthef t he

resent inventjon; . . . .
P fllrst processing device inciudes a stub having a replica-handler

software component. The replica-handler software component
15 includes a load balancing software component and a failover
software component,
According to another aspect of the present invention, the first
processing device includes an Enterprise Java™ Bean object.
According to still another aspect of the present invention, the
20 first processing device includes a naming tree having a pool of stubs
stored at a node of the tree and the second processing device
includes a duplicate of the naming tree.
According to still another aspect of the present invention, the
first processing device inciudes an application program coded in a
25 stateless program model and the application program includes a
stateless session bean.
According to still anbther aspect of the present invention, the

first processing device includes an application procgram coded in a
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Fig. 3billustrates a sinplified software block di agram of the kernel

i1 Tustratwe gosdzh9- 3a; 15 Fig. 3c illustrates a clusteredpenfigoniicse
JavaT"" architecture; Fig. 4 illustrates a clustered enterprise JavaT"'
nam ng service architecture; Fig. S5a illustrates a smart stub architecture;
Fig. S5b illustrates an EJB object architecture; 20 Fig, fja is a control
flow chart illustrating a | oad bal anci ng nethod; Figs. 6b-g are control
flow charts illustrating | oad bal anci ng rret hods; Fig. 7 is a control flow
chart illustrating a failover nmethod; 25 B g. 8 illustrates hardware and
sof tware conmponents of a cI i ent/server in the clustered enterprise JavaT""
architecture shown in Figs. 3-5. 0 5 MAY 2003 V\D 001 28421 14

PCT/ US091 24639 STRIEIESAVBRIIN bR riam FROdRanst (NereRRICEs8n iPBTenehdhe t o

t he drawi ngs a ption below. in the draw ngs, |ike
reference nunerggﬁtgf‘%fg!jlk%%tgégé}é conponents. DETAI LED DESCRI PTION 5 I.

Cl ustered Enterpri séctavdidy "totslt andrmtedspPeacelssiengreSgst eweAtiod) uis¢ er ed
Enterprise JavaTl"" Softvvare Architecture Fig, 3a illustrates a sinplified

bl ock di agr am 3% B’F"Cteﬁé‘”gg*et"\h%er BqledRs @n |aﬁDgC§)ﬁlQ{b8§%qrﬁ§1 gedstd 6f a
clustered gent erg g#eﬁ?d’]@ hm ?aﬁt%msg?ef §‘|5|gdnd}gj{1t‘9r0?r,\a,gqp9@ genf, of the

present inventi ta| ustere enterprise
JavaT"" distri loatied seeocadiang systemis described bel ow. The first |ayer
of software includes a conmunication nmedi um software driver 351 for

transferring and recSGaraiggiwr Sihaneber gsractehfimpPieserbMAddiofmansuch as
an et her net lO%f?tlcl%r&amgﬁhﬁ%%r(e.@Wﬁé%&tlﬂ%ﬂﬂm%i elg]sééf‘&r%ug' ng a

transm ssi on control proto ware co onen and | nt er net

protocol ("I P")preofdedar Ehe anpnaeitmameraatieeuppraprisa & asesdtayfedigithbr
retrieving and sendi ng packages or blocks of information in a particul ar
format. AW "uppefermasianatr ransjeriringsa gesrsear|fomet Ry é[‘sad"%f t war e

component whi of Wt LLLAGS0I:o S9E8ARIH 08 dfo BRIGSchBURLoRof tvar e

| ayers. or software conponents nted. A kernel 355

having a renote JavaA¢cording ttahndmmeRia’eeddof tise bhmant ay\mrne]dnomthM 354.
Kernel 355, described in detail below, is used to transfer nessages between
processi ng devﬁt‘fé@lei ﬁf H‘E@Pu%qtéf%éomﬁ)tfﬁﬁﬁral dist 3av T digital infogmnatigns ed

DLo0eSSI 19 oYL S Gy ERLR pIRER-LAL AR Tores PO A B Java » bean
variety ofsJavadele ﬁp@lalééwlb@@ﬁowdeg VA YpIZRRy \WP Ltli2z842dviders.

According to another aspect of the present invention, the stub
has a failover software component for removing a failed service
provider from the plurality of service providers.

According to another aspect of the present invention, the load

20 balancing software component selects a service provider based on an
affinity for a particular service provider.

According to another aspect of the present invention, the load
balancing software component selects a service provider in a round
robin manner.

25 According to another aspect of the present invention, the load
balancing software component randomly selects a service provider.

According to anoth;ar aspect of the present invention, the load

balancing software component selects a service provider from the



15 PCT/ US99/ 24639 Fig. 3b illustrates a detailed view of kernel 35505 MAY 2003
i 11 ustreatcesh2smiFi g. 3a. Kernel 355 includes a socket manageruseomsshent 363,
t hread manager 364 conponent, and RJVM 356. RIJIVM 356 is a data structure

i ncl udi ng nmessage routing software conmponent 360, 5 nessage conpression

sof tware conponent 361 including abbreviation table 7 61 ¢, and peer-gone
detection software conponent 362. RJVM 356 and thread manager conponent 364
interact with socket manager conponent,363 to transfer information between
processing devices. 7 0 B. Distributed Processing-SvstemFig. 3 illustrates
a sinplified block diagramof a clustered enterprise JavaT"" distributed

processi ng syst 3Q0.. Processi | ce r I nuni cation
medi um 301. ﬁlﬁfgrlls}ki%aﬁr\é'ﬁen%r&iv m %g%&n%b‘%g tg‘e\(/i\n%g(??%ﬁgf‘o%&%el ess

comruni cati oprgg@éum 15 or conbi nation thereof. In an enbodi nent,

comuni cation nedium 3Dl is a |ocal -area-network (LAN). In an alternate
enbodi ment, commuACEatdiog taehotiter3EPecs o4 the Mraseitday ertiqw: 1e(lpaN? such as
the Internet @ rld Wde Web. In still_ anather [ t mruni cati on
e um 301 1 £355EN e SR 3En SRR SoeRed A earse SO A ERm e F pes of
processisng dewireRs cBY¥erl:e privlields bhase®tipsni et dad 1ypdirequddkd. I n an

enbodi ment, a processing device nmay be a general purpose conputer 100 as
illustrated in Fi §cCcOrdifg @ertheyessnsst Ok thexsestntgruentey, dig opdin the art

woul d unders : .9...8 and th I I LRt i.hes 25 one
particul ar t;b%(%q’c‘):ﬁrt}g%%‘gg%ﬁ r?&”?fef’v“.e@g s\%ﬁ&?%vaqn%§§'i0%ﬁ%bg{aﬁgﬁ§%ﬁgg of
processi ng deyiraes, Wf &rvicd ptded@Bthasel tupnetrRNElobés ey fcalofrvigr at i ons
could be utilized in accordance with an enbodi nent of the present

i nvention. | rpravidalternate enbodi ment, a processing 0 5 MAY 2003 WO

001 28421 PCT/ US99124639. 16 devi ce nmay he rinter,. handhel d cpnputer,

| apt op 1(]:Dprrput er, <CANANERS E?e?rl‘q}ﬁgrr a?%chﬁ{(a)tng,prﬁi%ﬁéﬁ"PVSngﬁuﬁbea ocgﬁjt t her eof .
Fig. 3c illusidiai®sg aBfeidiedidmming deltR 1presaicel gra@iidrafohnhghi ch servers
302 and 303 are coupled to comuni cation nedium5 301. Server 303 is al so

coupl ed to conwialiicaf seryieedrwviisvagedcirarag ey @espdiinavhiehaadihnent s as
descri bed above ii n reggjrg to co ni cati on nmedium 301. Cient 304 is al so
coupled to commiP AT 6" FERUIR°305. In an alternate enbodi nent, client 304

may be coupl ed to LSUBFHINGCES bASthBEdEpER13F thaspleskasinvahédnbynd he
15 article of manufacture comprises a first set of digital information,
including an Enterprise Java™ Bean object for selecting a service
provider from a plurality of service providers.
According to another aspect of the present invention, a stub is
stored in a processing device in a distributed processing system. The
20 stub includes a method comprising the steps of obtaining a list of
service providers and selecting a service provider from the list of
service providers.
According to another aspect of the present invention, the
method further inctudes removing a failed service provider from the
25 list of service providers.
According 1o still another aspect of the present invention, an
apparatus comprises a comﬁunication medium coupled to a first
processing device and a second processing device. The first

processing device stores a naming tree including a remote method



10 dashed line and box in arig. 3c. It should be understood that inl5 MAY 2003
al ternat ¢ Ments, server 302 is ( 11 both a client ang@yusRRhYeH, oOf

(2) a cllent Simlarly, Fig. 3 illustrates an enbodi ment in which three
processi ng devi ces are shown wherein ot her enbodi nents of the present
invention include nultiple other processing devices or 15 conmunication
mediuns as illustrated by the ellipses. Server 302 transfers information
over communi cation nedium 301 to server 303 by using network software 302a
and network software 303a, respectivelyﬁ n an enbodi nent, network software
302a, 303a, and 304a include comuni cation nedi um software 20 driver 351 (
Transm ssion Control Pr QEF software 353, and Internet Pr ocol softmare

352 ("TCPI | P 3Nvesqugn (" WP FOrRERRSSINGeR W6 K CE JTPYIeE: 3

transferring inbosomhi vicd SE ¥ GlupARReNSnirk BN SRt OB ARAL UM 305

Net wor k softvvaﬂr}e 303ab| nvserver g{)éﬁlg a so"ﬁgs)ed to trans? gélnf ormation to
client 304 by prvayidafr. 25 conmuni cati on nedi um 305. According to an

enbodi ment of the present invention, each ghocesm ng device in clustered

enterprise JavaT'" AFCHONSCIURROBSH GSREFLAEE NS PRESHJRY $R4T rifeker nel 355
that SUPPGI S b gTibb gt iPhod05h BRIt O5PRRES HUBELE BUATL Lersbkernel s a

software programu 28421 PCT/ US99/ 463 17 to
provi de fundanmemtvaderservi ces to other software prograns on a processing

device. In particular, server 302) server 303, and client 304 have kernels
302b, 303b, and 304BCCPEEIBE ?Oeﬂyﬂ 3sRephPf itReIPARSetHNYPREeN 5theor two JVMG

to interact, V@é’ﬂ/ﬁ%rp&gﬁﬁcl%ﬁ ¢l igRts or servers, each JVMconstructs an
RIVM representl ng the ssa és are sent from the upper |ayer on one

side, through a corAespmaiirh ngaRdt}‘Mr apieos 8f tthe presentnneattiom, aedi um
through the peer RIVM and delivered to the upper layer on the other side.
In variod§ 10 %’ﬁﬁbt?}i'tﬁ@rﬂ@ceﬁ%%%édé?%&ﬁ”ﬁﬁ‘*ﬁﬁ%‘f%r‘F pHEﬁ‘rﬁfL%P ledi? ety of

different protgcq 5 dl&%ﬂ%ﬁgcgpgéﬁ s'E'?:ErA J}H dst-Onark ﬁ{é%ﬁq@ntrol

rotocol | I nternet rot ocol ure ckets L

Hypertext Trans pemoté’nmmmllon(s"tl:ﬂEETB'F Jactesdied |angarvm*ajpdd%®érne1’hé nt er ORB
Prot ocol ("110P") tunneling, and conbinations thereof. The 15 RJVMs and
socket nanager56%9%P8Wrn'ﬁ?5n?d?ﬁ“‘iﬁédm@ﬂst’%ééfjlt?ierﬁg“’t"ﬁése prot ocol s
and share themperueen all objects in the upper |ayers. A socket is a

| ogi cal | ocation representing a term nal between processing devices in a

di stributwsd processinegording @anbiiiferkedpueh ofahetmesenainpeationf aexecut e
t hreads and thread manager 20 software conponent 364 nultipl exes the
t hreads bet weefisibRyiad PrOgapFHd HyStere qrsarrisng @ fifsprogesingsgvice a

sequence of exegyLi.G: PL QgL AN Bpgges%mg\t? Be G5 er\’}'.‘a'eh.Onﬁhe first

processing device has a JVM and a first kernel software layer

including a first RIVM. The second processing device includes a first
20 JVM and a first kernel software layer including a second RJVM. A

message may be transferred from the first processing device to the

second processing device when there is not a socket available

between the first JVM and the second JVM.

According to another aspect of the present invention, the first

25 processing device is running under an applet security model, behind a

firewall or is a client, and the second processing device is also a

client.



For exanple, server 302 includes JVML and JavaT '" application 302c. %ér%"r 2003
302 al so yheddes a RIVM2 representing the JVM2 of 25 ser vigFr/86h3,2443h 2
nessage is to be sent fromserver 302 to server 303, the nessage is sent

t hrough RIVM2 in server 302 to RIVML in server 303. p 5 MAY 2003 WO

001 28421 18 C. Message Forwardi ng PCT/ 11599124639 Cl ustered enterprise
JavaT"" network 300 is able to forward a nessage through an internedi ate
server. This functionality is inmportant if a client requests a service from

a back-end server 5 through a front-end éat eway. For exanple, a nessage
fromserver 302 (client 302) and, in particular, JVML may be forwarded to
client 304 (back-e%l server 304) C{ JVMB t hrou h server 303 (front end

gat eway) or JVMR & FIRRAF (?HQI? Ntages1 8RS CORTHHIN FRAY P&essi on
concentrati ongggn %Wnr@()bév&%‘?r{ﬁétf '?és ahe GshAdk 'd%QEﬁip ddh bgﬁé("?ﬁé" a server

and various clients. Further, orwargl ng may be used in

ci rcunst ances cwm:eusezvmcsmldew cannot be created between two JVMs. For
exanpl e, a sender of a nessage is running under the applet security nodel
whi ch does not allow for a socket to be created to the original server. 15

A detailed deﬁfelfmésgngggntd}eth@mb&tﬁ gsecurity nodel is provided at
http//:ww. )avaso com IS Irncorporated herein by reference. Another

exanpl e iscl udes wien thelusewess empriok drhelieregsarger bechieeituck; a firewal | .
Al so, as described bel ow, nmessage forwarding,js applicable if the sender is

a client and the ré&&iRH qséfaée%ﬁlﬁémf AhdaYRuseRE IS ARGt accept incomi ng
sockets. For exanpl . {"Q‘S%% ?q.auﬁl é&nércmtgmtﬁgrver 302 to client 304,
0 beé route

t he nessage woul d have gh server 303. In particular, a

message handof f) afig.| Padhrsataees b)pr&ﬁ)%frr_ pbet wepaeRAMYBreCrem: esent i ng client
304) would be nade to RIVM2 25 (representing server 303) in server 302. The
message woul d be t fdhsERIUSIraies AP B AN EIRNSGOHOD A RRBIF MY VMR i n server 302

e o, e e et es . The
message woul d t hen fig padbedrdiet weamptibed asbstvodreRIAVME diagrarrOoSaNAY- 2003 WO
00/ 28421 PCT/ Uesrggéc%i#%%% o]fgthe present invention;
Fig. 3b illustrates a simplified software block diagram of the
kernel illustrated in Fig. 3a;
15 Fig. 3c illustrates a clustered enterprise Java™ architecture;
Fig. 4 illustrates a clustered enterprise Java™ naming service
architecture;
Fig. Ba illustrates a smart stub architecture;
Fig. Bb illustrates an EJB object architecture;
20 Fig. 6a is a contro! flow chart illustrating a load balancing
method;
Figs. 6b-g are control flow charts illustrating load balancing
methods;
Fig. 7 is a control flow chart illustrating a failover method;
25 Fig. 8 illustrates hardware and software components of a

client/server in the clustered enterprise Java'" architecture shown in

Figs. 3-5.



server 303 and RIVM2 in client 304. The nmessage then woul d be passec?,sg‘éY 2003
i 11 ustraiaslodssihe dashed fine 304f, from RIVM2 in client BOBUt®2HRBYM 1 in
client 304. D. Rerouting 5 An RIVMin clientlserver ~s able to switch
conmmruni cation paths or conmuni cation mediunms to other RIVMs at any tine.
For exanple, if client 304 creates a direct socket to server 3D2, server
302 is able to start using the socket instead of nmessage forwardi ng through
server 303. This enbodinent is illustrated by a dashed |line 10 and box
representing client 304. In an enbodi ne the use of transferring nessages
by RIVMs ensures reliable, in-order nessage delivery after the occurrence
of a network reconfiguration. For exarrpl e, if client 304 was reconfigured
to comruni cation um 301 i ns conmuni.c m 305_as
illustrated in Fi SEH? 'qvﬁnl'gna"ﬁ Bf’hﬁf gng 58?%9"}’1'%' nggré%eego M not be
delivered in ofid@fingédanBlaévhinat BQE&%‘(&%\’SE@W endthedeadiraeiRki ons that are
carried through I’OU?I ng. First, an Mis responsible for detecting when a
respective cl irefereseevermeéras lmdmaaedkechqmnlore@htsl n an enbodi nent, peer-gone
sel ection software component 362, as 20 illustrated in Fig. 3b, is

responsi ble for this function. In an enbodi nent, an RIJIVM sends a heart beat
nmessage to other clientslserver ppagpepopesberpronsage has been sent in a
predetermined tinme period. If the clientlserver does not receive a

hear t beat 5 nmesslag6lustetateEptesprisecdavald dDistriputedi RrecessingiSysterns

client/server which,shqul d have sent .t he hﬁ tpeat,A fetected. In an
enbodi ment, a fail ete e eetd ORI O ti meouts or if
no nessages have beewg SNiiu Y alelS Eﬁhmﬁfcéoc!;uo@ratd@@weeso df fed MAY 2003 WO
001 28421 PCT/ US99/ 24639 20 in a predeterm ned anount of tinme. in still

anot her enbodi sefvara l4\rk enl aswokessingdievatesf a diesterat sratemmséazl ient.

Second, during serializ t| on, cul ar, nessa
conpr essi on sof‘?\’/\%r e%?éém &66P ”%\f‘% a@o‘?ﬁ?gﬁpy"‘@“tp(?{ P esaht H‘é{@&*‘gar ues to
reduce nggsageasig@iled YeRELPHBH Io3h é!ﬂb?ere&%%*ﬂ Vivh @%VM“P@I&nH@ﬂth ai ns

mat chi ng abbreviation tables. For exanple, i ncl udes an abbrevi ation
tabl e and RJVNmrQQHsIsmgesysatenartsodnsmgbabmeé«rwat Tb@ firstbger DlsoTig/amessage

forwardi ng between,an internedi ate server, he bo ssage i s not
deseri ai i ged olqlyides| a sommEpcagParaediiy P ﬁ"‘f?'?éﬂg’gr 3I:53' for> 29

Muf ti - tierl PeerahQrdifin it fddeRA information on a communication medium,

such as an ethernet local area network. An operating system 310

15 including a transmission control protocol {("TCP") software
component 353 and internet protocol {"IP") software component 352
are upper software layers for retrieving and sending packages or
blocks of information in a particular format. An "upper” software
layer is generally defined as a software component which utilizes or

20 accesses one or more "lower" software layers.or software
components. A JVM 354 is then implemented. A kernel 355 having
a remote Java™ virtual machine 356 is then layered on JVM 354.
Kernel 355, described in detail below, is used to transfer messages
between processing devices in a clustered enterprise Java™

25 distributed processing system. Remote method invocation 357 and
enterprise Java™ bean 358 are upper software layers of kernel 355.

EJB 358 is a container for a variety of Java™ applications.



Clustered enterprise JavaT~'" architecture 300 allqws for nulti ti &5 A 2003
peer-to-peer progranm ng. Custered enterprise JavaT"" architecture 300
supports ‘é’ﬁ’“ﬂ@s‘@gpl icit syntax for clientlserver progranm RETESAYI¥%nt
with a muiti tier distributed processing architecture. As an exanple, the
follow ng client-side code fragnent wites an informational nmessage to a
server's log file: T3Client clnt = new T3Client("t3:1/acne: 7001 "); 20
LogServices log = clnt.getT3Services().log(); log.info(Hello froma
client"); The first line establishes a session wth the acnme server using
the t3 protocol. !I'f RIVMs do not already exist, each JVM constructs an RIVM
for the other and an underlying TCP socket is established. 25 The
client-side represefigaBbaiiusdatelsi s desetisd ariew dfhieerfndCBberiustbgtedtinand t he
server-side representation_comruni cate through these RIVMs. The server-side
supports a var &k yPaf K%’é‘re@/i3§§s',”°ﬁﬂ,elsmjﬁﬂﬂ<eda{%%%%%r semeeeent dRdte file
access, worksp , Y. I 1US99/ 24639
21 | oggi ng. Thﬁégoﬁﬁ%g%?gp %ngnﬁﬂgégrgéggi@(l:\)é\? obj égﬁgﬁarﬁ%ﬁ??t hird |ine
writes the nesgagestrGtusé diciddieat eepsdgerolavglsdfraampbaiponealilgect ure 300
al so supports a server-neutral syntax consistent with a peer-to-peer 5

di stribut & pr MEESITAGOHIIAFSEE ISPIOVarAsCHAPRRENHPB] IPHEAMNG | owi ng code
fragnent obtai M ject fro | | i ant nam ng
service on a sgﬁ\t}gﬁ\ﬁéﬁ ?a%%ae%glgor?ggg%eeeﬁtgsofnr?eﬁ%ggoa%ghvggﬁ)e env = new
Hasht abl e(); erwvnpineGoBEext REROVEBBBRiARthreat 3hbhagarecatipdnént, 380

env. put (Cont ext. | NI TI AL- CONTEXT _FACTORY, "webi og~c.jndi. ,

WebLogi cl ni ti alTEREIEAGEsKT Manegat exMPENENt 3RS HRPFEr (Rier@@ticeny) ;
Exanple a = ( I racne. eng. exanple"); result =

e. exanmpl e(37) %%@Fg%gﬁgéﬁgpﬁﬁgg??ngu nam ng contexts are packaged as
RM objects to inplenent renote access. Thus, the above code illustrates a
kind of RM bootstrapping. The first four lines obtain an RM stub for the
initial cdhtext on BaeDlitrbutesk McessindIMABMdo nat al ready exist, each

side constructs an Ig.gs%\{g%glmstgagss LSE'%ég‘%]éjbme&agB%ggfy% g%ﬁIeC;P socket for

the t3 protocol is e I'I"'shie er side e I?QE/I stub - and

the cal |l ee-si dembjpeiet Javaf' BMtribield HrREEENHE&lyetdrhr3I0@h PrdcadsingVs. The
fifth I'ine | ooks up another . L
devices are coupled to communication medium 301. Communication

medium 301 may be a wired and/or wireless communication medium

15 or combination thereof. In an embodiment, communication medium
301 is a local-area-network (LAN). in an aiternate embodiment,
communication medium 301 is a world-area-network (WAN} such as
the Internet or World Wide Web. In still another embodiment,
communication medium 301 is both a LAN and a WAN.

20 A variety of different types of processing devices may be
coupled to communication medium 301. In an embodiment, a
processing device may be a general purpose computer 100 as
illustrated in Fig. 8 and described betow. One of ordinary skiil in the
art would understand that Fig. 8 and the below description describes

25 one particular type of processing device where muitiple other types
of processing devices with a different software and hardware
configurations could be utilized in accordance with an embodiment of

the present invention. In an alternate embodiment, a processing



RM object, an Exanple, at the name acme.eng. exanpl & and the si xt hOBiMAY 2003

i nvokes, g §/ §b,the Exanple nmethods. In an enbodinent, thec¢Rskap e inpl
is not on %e same processing device as the nam ng service. |In another

enbodi ment, the Exanple inpl is on a client. Invocation of the Exanple

object leads to the creation of the appropriate RIVMs if they do not

al ready exi st. 0 5 MAY 2003 wo oo/ zsa2~ 22 |I1. Replica-Aware or Snart

St ubsl EJB Obj ects PCT/ US99/ 24639 In Fig. 3c, a processing device is able to

provide a service to other processing tevices in architecture 300 by

repiicat~ng RM and/or EJB objects. Thus, architecture 300 is easily

scalable and 5 fault tolerant. An additional service may easily be added to

ar chi t ect ur ed@00e ipavabidiangrintgsl headkeldRMMAWErolaPEOB asisRdES. t 0 an exi sti ng

processi ng device or ! qwlﬁladﬁled processi Moreover, because the
VR BR

oo
RM and/or E3&YI el D IRAEE ' Eﬂ%’%@%ﬁpe&?%hitecture 300, a

singl e processi NgFEE\AcCiRusttds 4 BmbddRheRESs ki@ peydriapvemich i a
comuni cation nediumnmay fail and still not render architecture 300

i noper abl e owhi¢hysefvecaBl2/ ane Glsded. cFinjed 3a dAMMSINECAtEN wediyshi ca- awar e
" RA" S b 5 J hit ect 500. Architect i ncl ud
iont S04 caRdr cRPRE” e B CrUR LR earSty el SFedhfnIRa 50 are

coupl ed to 15 GenmHay aalé QiniRdéHBLatdentseRPEE4drMRIY ab&es §i AdRE 8t or age
device 509 is coupled to server 502.and 503 by conmuni cati on nmedi um 560 and

561, respect icogimunicatigamedismedbddi Ghartts304 israisei eeupied teedi um 501, 560,

d 561 b i red dl W icati di i bed
Sbove. S m | APYNURHAN S0 HBbAP Gorle, PIEMA BGATe SEPER. S0 0 ser ver
503 may be bahdy ki @RI AR cBRINEXiSadiSn ﬂeé&nhbgdw&omgstr%@ B8y tRedi nary

skill in the art would understand that in alternate enbodi nents, nultiple
ot her s®Y¥ ver slaahdd dineaamdsbomyn lFe.idw| idawbuid ter ohderstoead ¢hB0O as

illustrated by ellipses. Al so, as stated e). in alternate enbodi nents
the 25 har dmﬁ@'%%?%??g\ﬁ?@téoﬁ?rivﬁbggﬁi ‘S?ﬁgx} _Tiaeﬁ’fergoqf?dagéle(/‘éq" 502 and)_
server 503 i g,deseriiked. @Hﬁ‘é’rl?{‘ﬁg‘. Id yistfratedah Rt Sdintent A kRSt ub 580 is

a Smart stub which is able to out about all of the service providers

and swi t ch behveepradessingadedcemnaas stomsnbahearedh wghereembd dsogntsnal/ or
Failover net ht?lcei p5rg§ént| ipwgiqtion ?ngiuclivéa\\r(nu%ggé other processing devices or
15 communication mediums as illustrated by the ellipses.
Server 302 transfers information over communication medium
301 to server 303 by using network software 302a and network
software 303a, respectively. In an embodiment, network software
302a, 303a, and 304a include communication medium software
20 driver 351, Transmission Control Protocol saoftware 353, and Internet
Protocol software 352 ("TCP/IP"). Client 304 also includes network
software 304a for transferring information to server 303 over
communication medium 305. Network software 303a in server 303
is also used to transfer information to client 304 by way of
25 communication medium 305.
According to an embodiment of the present invention, each
processing device in clustéred enterprise Java™ architecture 300

includes a message-passing kernel 355 that supports both multi-tier

and peer-to-peer functionality. A kernel is a software program used
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WO 001 28421 PCT/ US99/,24639 23 enbodi nent, an RA stub 580 includes a replica

handl er. t selects an appropriate Toad bal anci ng and/ or
fail ove\wgﬁgﬁﬁ‘gg 507. In an alternate enbodi nent, a si ng%ﬁgggﬁgéganci ng
met hod andl or single failover nethod is inplemented. In alternate 5

enbodi nents, replica handler 506 nmay include nultiple |oad bal ancing

nmet hods and/or nultiple fail over nethods and conbinations thereof. In an
enbodi ment, a replica handl er 506 inplenments the follow ng interface:
public interface ReplicaHandl er { 10 ®bj ect | oadBal ance(bj ect

current Provi der) throws RefreshAbortedException; Ooject faiiOverl Qbject
fail edProvi der, RenoteException e) throws RenoteException; 15 imrediately
bef or e i nvokprgodidgeiuRgameRalstennics8 00 CANEKs SO BARIo Araa@Esrentfod 507, which
takes the current .server and returns a replacenent. For exanple, client 504
may be usi nd 88PN §6%'%For retrieving data for database 509a or personal
storage devi ce 508 paéficigndeP@dange, salBPB030 and@icy 3N hbaoe Server 503
because server 502 is overloaded with service requests. Handi er 506 may
choose a serkesnelsejf) v eddh, antt B04by reapechigelyal Irepartisatataps otddrng

i nformation about ver 502 | oad r _handl er 506 _may reqguest server 502
f or ret%’i evifr??g tﬁ'opzf S 'QFerf’ﬁbeWB'Fgﬁétta?y BoY Cg%}?p?%,ser gﬁsdle %506 my 25
sel ect a parjyQuédistARitY @h ROVNVCRIFEdAinyOtRNoeRMAINMeSsRRGA8&senite server
has enhanced cal cul ati on capability. In an enbodi nent, replica handler 506

need not actlaim theswpparHaperovn deessidn Ewewngh ersacesfandineEdyde replica

handler 506 is trying to m.nimze the n er_.of. connecti,pns. that are

creat ed. oa%’oﬁ/i%“92883"W'Sﬁﬁ‘%&ﬁg%ﬁ%&%ﬁ'&ge%ﬁﬁy@_aé’gi s a control
flow di agramyilJersd k@tthdephbe|dyead nb@leadiieP @ickof IMesRo®D7 il lustrated in
Figs. 5a-b. It should be understood that Fig. 6a is a control flow diagram
i | I ustnati ngembediregitsamessggesncean dfe framsferredsusing $teyetwitfch are conpl et ed
by software in.load balancing 5. nethod 507. .1n alternate enbadi nents,

addi t i onal fGﬁ‘iﬁr?%%%m&?’cé}?eﬁg’”d"é?'eb‘éro%ﬁ %’?‘étﬁg tEUﬁ?ﬁ%ﬁT'siSW”a‘ﬁo'aVPQr nat e
enbodi ment, BafdwaleidfRK: PESloRbM e dralAh Cubalirel 986kd1aN Qkr atdsithe

functions. Load bal ancing software 507 begins as indicated by circle 600. A
det er mi nat i ohlypsrtekenramsgert Pratogolc"bTIEK) eoinelingr @nghetereett he 10 cal ling

thread estab nitgr%;‘ B"P?Qto%fo{ i('r”(fly':l) tLgEel?ngP,aarrH ggrln ina %rn\éetrh'ereﬁ‘)f. The
15 RJVMs and socket managers create and maintain the sockets
underlying these protocals and share them between all objects in the
upper layers. A socket is a logical location representing a terminal
between processing devices in a distributed processing system. The
kernei maintains a pool of execute threads and thread manager
20 software component 364 multiplexes the threads between socket
reading and request execution. A thread is a sequence of executing
program code segments or functions.
For example, server 302 includes JVM1 and Java™ application
302c. Server 302 also includes a RUVM2 representing the JVM2 of
25 server 303. If a message is to be sent from server 302 to server
303, the message is sent through RJVM2 in server 302 to RIVM1 in

server 303.



client has an affinity for the server that coordinates its current 05 MAY 2003
transaq&PR@ »@f3g a server has an affinity for itself. If Peraidobmiy 1S
establis control is passed to |logic block 602, otherw se control is
passed to Ioglc bl ock 604. A determination is nade in logic block 15 602
whet her the affinity server provides the service requested. If so, control
is passed to logic block 603. O herwi se, control is passed to |ogic block
604. The provider of the service on the affinity server is returned to the
client inlogic block 603. In logic blbt8k 604, a nam ng service is
contacted and an updated list of the current service 20 providers is
obt ai ned. A get NextProvider nethod is called to obtain a service provider
in logic block GQEL_HhﬁLﬁglemhmdLnsnts of the gethbxtPrOV|der met hod are

illustrated in Fi and de b@dlnd W, .IThe service is
obtai ned in | ogi cgg'l BEEfI?d%ﬁ%erﬁfElel &r r?@ttW@dEB%ijS's %enl? K8 CEXPT ‘ga if service
5 not. provi dedside ABUENNPRto6RRIAR 88 droathibabdegs iyl hod 507 exits
as illustrated by | ogic ™block 608. An enbodi ment of failover nmethod 508 is

il lustrated mnpcﬁrcg\t i7 aaclerdesquedtech servdm énOIm lbhank-emd gervehb-g il lustrate
vari ous enbo Next Prov der od used in,logic bI ock 605 of

t
g 65 e TPUGD aaraat A waY; ForoPMmA: 2088 SRS DaPaRas e .
PCT/ US89/ 240882 231i6Me 392} Eﬁﬁlei?\r RElor BV Sy B6IrAaRRIdIE BidOVi der T n

a round robin manner. ovider nmethod 620 is entered as
illustrated BQ%@brackeerﬁ!ZQervér BD4t ocof)\VBUBrtbnougeseivee Doifraerend s obt ai ned

in logic block 622.° A IS |ncre nt ed i.c bl oc 5 623. The next
service provBABWaY g BgMb;d[rﬁ‘&*sgﬁ‘cﬁ'ﬁﬁﬁ The 5’6‘?9{5@% ‘P 'é“%l ock 624 and
the new servigesiph %‘Hn@@ﬁtrhﬁoﬁeotru[)d‘v@%ér'&f LeBhechbAE krbBiaBNeh et Next Provi der

met hod 620 exits as illustrated by circle 626. Fig. 6c¢c iflustrat~~s an
al t er natte enbetiveenta sdrvar aﬁdgemhlextdﬂeovs der net hod which obtains a service
provi der by sel ec PFTI%Ga servi ce provider random et Next Pr ovi der net hod

. LA
630 is entered as &t MEFRREDIPTHAEING BBY. b%“lsggﬂnﬁ CUmSIHi®Sser vi ce
providers is vWPér%'J‘gg?!geﬁddoérdn‘éﬁtﬂeaér%?téwbE‘EWbEn BlckyRR2. rdhexiaxle, Service

provider is selecte as il Tustrated by logic block 633 15 and a
new service rarsaancﬂaerofiasmessug@wrunmnhg)gnndebltbeIepﬁBact sethetygetddext Provi der
met hod 630 then exits, as illustrated rcle 635. Still other
enbodi ment  ofVAICHASAP: FlRWMAPT AseRkA l)‘l%%iel ‘T’ﬁ??f tRHhe ﬂ”ﬁ”@ S &hhi ch

bt h; id . A
get ﬁ'e;‘tsgoser eP%ﬁag{éﬁgadé%z@tlgagsﬁdth%%Iépgeé@ﬁ’t@ @bdbing [8(etieatPr OVi ders

http//:www.javasoft.com, which is incorporated herein by reference.
Another example includes when the receiver of the message is
behind a firewall. Also, as described below, message forwarding is
applicable if the sender is a client and the receiver is a client and thus
20 does not accept incoming sockets.
For example, if a message is sent from server 302 to client
304, the message would have to be routed through server 303. In
particular, a message handoff, as illustrated by 302f, between
RJVM3 {(representing client 304) would be made to RJIVM2
25 {representing server 303) in server 302. The message would be
transferred using sockets 302e between RJVM2 in server 302 and
RJVM1 in server 303. The-message would then be handed off, as
illustrated by dashed line 303f, from RJVM1 to RJVMS3 in server 303.

The message would then be passed between sockets of RIVM3 in



_ _ _ _ 05 MAY 2003
20 entered as illustratied by circle 641, A list of:current service

providers is obtained in |ogic block 642. The | oad of each i ovi der
i s obt ai &8 %84bgi c bl ack 643. The service provider with F§§ﬁ¥%%§€£{oad i's
then selected in |logic block 644. The new service provider is then returned
in logic block 645 and get Next Provi der 25 nmethod 640 exits as illustrated
by circle 646. An alternate enbodi nent of a get NextProvider nethod is
illustrated in Fig. 6e which obtains a service provider based upon the type
of data obtained fromthe service provideg. A getNextProvider nmethod 650 is
entered as illustrated by circle 651. Alist of current 0 5 MAY 2003 WO
04/ 28421 PCT/ US99/ 24639 26 service providers is obtained in |ogic block
652. The type ¢drvea3a3 sad @IVR iid @iehheOgdervhe engssaye dieers wauldeteer mi ned in
| ogi ¢ bl ock 653. The service provider is then selected based on the data
type in |ogi c PREEE esuillugtiateddhy the daelaed dag I FOm Ry N4 in 668%L bl ock
655 and 5 get Pr oygi exits as illustrated by circle 656.
Still anotherhgg%bgiﬁ%gﬁmbppénggt ‘gtProvider method is illustrated in Fig.
6f which selects a service provider based upon the physical |ocation of the
service providers. A getNextProvider nethod 660 is entered as illustrated
by circle 661. A |i&:-_dferedtitgdce providers 10 is obtained as illustrated by
| ogi ¢ bl ogck 662. Th i i t.0 i i is
deternine§ in Iogic§HF§§§NEggcgﬁﬁkgﬁggég#§ﬁggg§$§§¥Bg§wﬁhﬂﬁhgﬁ%§ t he

cl osest physi cahtith 8t @batnisichién hesHigsis gotler RUVNIS as @ngcirad. iForl ogi ¢
bl ock 664. The new service provider is then returned in |ogic block 665 and
the get Next Pr o@XaBwleif khan5804 mmeatest & dHECT FORKATQL AV 3ERr B8¥eB66. Stil |

a further embodjgent of bNe. gelex LIt Quber i aihiok kb oblddsidal g n Fig

6g and sel ects @ 'service prov based on t anount o n for the

servi ce provi derrduyt 6M@RBOR0 PHieVdrAYSdinesites iitistGaad byl a dbshed line
get Next Provi der method 670 is entered as 20 illustrated by circle 67~ . A
i st of clftrentansepqx cerissenineeients3ght dnrastemyopsgert Bheckesr 2. The tine

peri od for each, serl e, B der,! & ARIBU LA ADREL | UL HESsAge s

determ ned in logic service provi wh responds in the

shortest time paiivedy bftedeh@oteGrifcs @FiaCndhask BZdnfidirativaw Far vi ce
provider is 25 then returned in logic block 675 and control from

get Next Pr ovi derexasmpled ifod®@ned0dswas recrulguede® egmeiuniaicgrmediym

i nvocati on of rvice thod fails in C : tEyY S

warr ant ed, RA ‘Féﬁ}gaga ICSO"?@W'&?@P"&E?#'&H“ gggysm%lpgﬁafeaiﬁshéhe‘?%i | ed
server angsan %Qﬁbir@ieie‘ﬁﬁﬂcﬁﬂhbﬁg agéaddemagiddirte delivere@ i ohfer. 2003 VWO
Q0/ 28421 PCT/ US99/ 24639 27 was and returns a new server for the retry. If a

new server is unavaifaiB/Mmeriarols sBEreheniviogAdonssptiophthatiaie 7 is a

control flow chart. illustrati faLl over re Sho i igs. ba-b.
Fai | over net hodcagf)'g_cjiti‘r%‘l’ﬁréFoeng‘e@s F\r%fsaﬂ g?&%yregggﬁ?@rb_ew&#e&' iled
provi der from tWRehi$tedfectiVe chBhY/BEQEr BREUKpeefediv a@fked. SIim goved in | ogic
bl ock 701. A getNextProvider nethod is then called in order to obtain a

servi ce provi degmbyHimeriy peer-gooe sslantiafesoftwarhepmpenarheé2i @sl ogi ¢ bl ock
R A A e g A R G
enbodi ments i ncim@Rdirient, U R ROsdibis' 3 HdaPtbea®message to other

clients/servers when no other message has been sentin a

predetermined time period. If the client/server does not receive a

heartbeat message in the predetermined count time, a failed

25 client/server which should have sent the heartbeat, is detected. In
an embodiment, a failed cliént/server is detected by connection

timeouts or if no messages have been sent by the failed client/server



conbi nations thereof inplemented in a round robin manner. First, a 0% MAYOf3
servers or._service providers of a service is maintained. \Aq%ﬁ‘v, t list
needs to B WB&'and the 1ist has not 15 been recently update ,se{?gﬁ%%er 506
contacts a nam ng service as described bel ow and obtains an up-to-date fi st
of providers. Second, if handler 506 is about to select a provider fromthe
list and there is an existing RIVM I evel connection to the hosting server
over which no nessages have been received during the fast 20 heartbeat
period, handl er 506 skips that provider. 2bon an enbodi nent, a server may

| ater recover since death of peer is determ ned after several such

heart beat periods. Thus, |oad bal ancing on the basis of server load is

obt ai ned. Thi r dn arpestederpiinyd dafodmidfsimbandl sl &hee mevesditieatpaovi der 25
fromthe list. This avoids del ays caused by repeated attenpts to use

non- wor ki ng serfgile@ spEieY indicgtes adailedpgrvedTieWd 00/ 28421 PCT/ US99/ 24639 28
Fourth, if a serviceg] ei.ng | f : VAl t. . provi der
of the service, the%%%&@'Spgobg}e(g&%g]eug‘seg@&ﬁ?é' Eé\({?ﬁtlgﬁe}%hé%@bcati on of
providers for chakssk tovpkasicf sseware 880, kbbbt dviatd canseswviyce is bei ng
invoked within the scope of a 5 transaction and the server acting as
transacti ob coor@msmittad Hodt \wlhepiovedioe BESEAgE Sievi £@ acCRBIPISRaSr ovi der
is used. This facili ocat. of _nrovi k1.0l ansacti on.
The failuros t regerAiRLERVER Bé'rrirﬁ%‘”%ﬂ%ﬂ%&&dﬁgégrtemoér}mrrr&/ B Rt T as
bei ng either ( dxampRplivoal imuded ab ebbréviatidn tabler&rsd RUstMIN @ndiddeslaat ed.
RA stub 580 will not retry an operation in the event of an

appl i cat i on-r el B@gehing;ahlr eviademiablenHwinmmassags fexyardingiksivesatatmat t er s
will inmprove. In ni _ of infrastr -rel fail. st ub
580 may or may 'Hé%rhﬁeeﬁéﬁﬁ geerf/ 8“3518 eqoyorvr%i?;f/lg %%%gplgrrgo??%ﬁ.eﬂ id?r%&f)ﬂﬁtﬁieal

non-i denpapent pRermaédians se&vehimspdecrenenting the 15 value of a field in a
dat abase, m ght have conpleted. In an enbodi ment, RA stub 580 will retry
after an infrastructure failure only if either (1 ) the user has declared

t hat the service netho re idenpotent,_or (2) .the systemcan determ ne
that processing of t t U Azl cfor? i n exanple of the latter,
RA stub 580 will 20 caiddrddfent8fprikal Java™ lapahdala 800Ga I EeEs ndlitib 580
switches to a service provider whose host has failed. As another exanple, a

RA stub 580 wi | kier engypdef-tppegepsogranegiagi ve acknow edgnent to a

transacti onal oper at (g R GO [lomSF AR ERR 300PEEbArd bAY that

15 explicit syntax for client/server programming consistent with a muiti-
tier distributed processing architecture. As an example, the following
client-side code fragment writes an informational message 10 a
server's log file:

T3Client cint = new T3Client("t3://acme:7001");

20 LogServices log = cint.getT3Services{).log();

fog.info("Hello from a client");

The first line establishes a session with the acme server using
the t3 protocol. If RUVMs do not already exist, each JVM constructs
an RJVM for the other and an underilying TCP socket is established.

25 The client-side representation of this session - the T3Client object -
and the server-side represéntation communicate through these
RJVMs. The server-side supports a variety of services, including

database access, remote file access, workspaces, events, and
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25 conpiler to generate an RA stub for an object., An additional flag can be

used to specify that the service nethods are idenpotent. In an enbodi nent,
RA st ub V980033 use the replica handl er described above EndUs924¢¥rated in
Fig 5a. An additional flag my be used to specify a different handier. In
addition, at the point a service is 0 5 MAY 2003 WD 00/ 2842

PCT/ US99124639 29 depl oyed, i.e., bound into a clustered nam ng service as
descri bed bel ow, the handl er nmay be overridden. Fig. 5b illustrates another
enbodi ment of the present invention inoshich an EJB object 551 is used

i nstead of a stub, as shown in 5 Fig.5a. 111. Replicated JNDt-conpliant

nam ng service As illustrated in Fig. 4, access to service providers in
archi tecture 146QnhS A sb&Gith ifE QUeAIng 2 Y S &QTBRs| Siech8RbRMe SRYI €€, which
is replicates across architecture 400 so there is no 10 single point of
failure. Accdimgi wglss thief m@spageessi ng devi ce which offers a JNDI -conpli ant
nam ng service fails, another processing device having a replicated nam ng
service i s avail alfllestefed ehtarpriam Jenst*ancmpoteraarséitectere 308 efacer
advertises a provider of the service at a particular node in a replicated
nam ng tree. lwp&ﬁtse%ﬁsm%ﬁu}faiévgaaa%cg%?*gwtam'gfé P B T or the

provi dergt 0 ayeRBRAb Brbcaing GRMeBtust ORSArabxdMBINAAE follolfiy Server ' s
copy of the namng tree. It the type of a new offer is inconpatible with

t he type of ofdder ragmean obxaistiangtupofolr ,art AMI djeatffrem tte dbdé pendi ng and a
cal | back is nmade through a ConflictHandler interface. After either type of
offer is 20 re?TREFEAITING SNIEE R BISEIVET ARY MYPHESE PR LAITSJge wher e.
When a client Looks up the service, the client obtains a RA stub that
contacts the servicestggble ew remessasheaRielent' s 1ist of service

providers. Fig. 4 édyd gsticaresxerrepibeat @dLnem:ngcseEyD0e");n architecture
400. In an enbodi nent, servers 302. and 303 o{rfgr ggme)\%(arrpl e 25 service
ephf :

provi defOP1 and P2eNY-BEHECNTEE NI Tigd GRNTEX t he naning service

tree 402 and 403, rgepReid. el YvedngitRde86RE:@RgcRXAMPl € in nam ng service
tree 402 and 403 has a service 0 MAY 200 WO 00/ 28421 PCT/ US99/ 24639 30

pool 402a and 403aCOPERBEEKi T80 IRiFAt L HENH RV ef er ence to Exanpl e service

provider Pl and P2gx&hbnt 30£xSPbai)NsixdoBust HOm304e; BxadRidry; @ naming
service | ookup at the acne. eng. exanple node. Stub 304e contacts an instance

of a service pool f&SUbrap®xamaleBdht 1ist of 5 references to available
service providers. Stub 304e may switch between the instances of a service

pool as needed for |oad-bal ancing and failover. Stubs for th(g i\r;ahtﬂial
context '& the nanim@n &eRed@entelNRpNAEUNGRRPETF AERMACKEPEHES h

initially | oa@b%%gggﬁggﬁmt%m&g A QeSEr VR, RhOULESEScd switch in the

event of a fail I nstance of the namng service tree contains a
conpl ete |i st ilnfsttaltes aWwinenf RMInbogrssappirge Phevirdefosur [iies sihtabh ebt ai ns a
fresh list fromthe instance it is currently using. To,bhootstrap this

process, the SMteHPISBshDHNHHRNCIMAKhINSELATRE EeDIES" )!T 1) VYR dognot
(potentially bhehd QR bidn sl ddsthlcts H RUDRE ROIGHR SRdr s the

conplete |ist
20 underlying TCP socket for the t3 protocol is established. The caller-

side object - the RMI stub - and the callee-side object - an RMI impl -
communicate through the RJVMs. The fifth line looks up another
RMI object, an Example, at the name acme.eng.example and the sixth
line invokes one of the Example methods. In an embodiment, the

25 Example impl is not on the same processing device as the naming
service. In another embodiment, the Example impl is on a client.
Invocation of the Example object leads to the creation of the

appropriate RJVMs if they do not already exist.



one of them As an exanple, a stub for the initial context of the nabbridAY 2003
service can be obtained as follows: Hashtable env = new Hashtabl e();

env. put ( ®PHEI&E2ZIPROVI DER- URL, "t 3:1/acnmeC uster: 7001 "); 2KCT/US99/24639

env. put (Context. | NI TI AL CONTEXT FACTCRY,

"webl ogi c. j ndi . WebLogi cl nitial ContextFactor"); Context ctx = new

I nitiai Context(env); Sone subset of the servers in an architecture have

been bound into DNS under the name acnmeC uster. Moreover, an application is

25 stilt able to specify the address of i ndi vi dual server, but the
application wll then have a single point of failure when the application
first attenpts to obtain a stub. - 05 MAY 2003 WO 0012847 1

crbodi ment .+ prsviSEieEAfReCo Ba Bl s?é%’é‘lﬁﬁhreél oated nami ng frees are
created by an 1P m{htﬁga% or rﬁgz'%snstn?g nﬁ | ng a%rié—)b(g%%ea%sq’ g% | P nul ticast

enbodi nent, there ar hr ée ges V,&ﬁntouncements

and St ateDurTDSothbiewémat@ a&@icls efl aténhitRtine BODWYRIplieAukgRMEIEN Servers
and, by their absence, to identify failed servers. An Announcenent contains

a set of of f erand{E EJBtotieetsonthies. aehiipewse SEHL IS/ rRcaliie aner om each
SEerver Seqf%ﬁ io‘?ér]aXt (')A;ngég’%ongﬁgerwcfec%'\é %sﬂgooceegéc?éd Anno~; ncement

in or der (0] ntl nnouncenen erver includes inits

Heart beats t hear%ﬁit@@ﬁﬁ@ MB?%CQM% Rgpifcasdd ANNOAIEBMEDR dbjed@SosaNt -
Negati ve Acknow edgnents (" NAKs" or a | ost Announcenent are included in

subsequent out @¢FHQd REeEIISIG glevrp@ mrmﬁ}@@sam{tpf%ﬁmgefﬁ%@e keeps a |i st
of the |ast several An ounce hat, t he erver 15 h f a NAK
orrives for antrSayANBREAGSTEIS P E 1B S SanlBE f kP ted nas

St at eDunp, whi ghtoGgRb@ Ashrectife! 4@, élsﬁigle%)réé&s&ﬁj wevice, sRitydiees and the
sequence nunmber of its next Announcenent en a new server joins an

exi sting18rchi P@Qﬁe@ﬁ@g @mcmvaryﬁpvercqwmyn&@momh@eﬂi%ﬁnmseéasla@w Btibm each
erver does

ot her server, ﬂé | t.s | @t S ?m
not receive a Eret §étar ‘?ﬁ%ﬁﬁ%t IQ mgg?r g’? ©8fe i ga& &a%?%fﬁﬁf’ﬁ-ed period of
time, the server s.,.all services offeregﬁ) wihe.server enerating
a Heartbeat. IV. PrE %M'H@“%’&e? SeHaNuRis %ﬁ Or RBA iU P%{O 9‘
architecture i Hd!ﬁferc@ér%dmb(ﬁ‘ ':Ar%uteét@e% PReus ElerﬁQSdlﬁéprlBEiqgr amm ng
nodel s: (11 stateless or direct, (2? stateless factory or indirect, or (31
stateful or tacgmmicdmmdlgrmﬁ()ﬂ heSaragrst B8 2appl HQ3tarecosgphedeta s t o be
treat ed. Inthe st at el ess . . .
commumcatlon medium 501, respectively. Persistent storage device
508 is coupled to server 502 and 503 by communication medium
560 and 561, respectively. In various embodiments, communication
medium 501, 560, and 561 may be wired and/or wireless
communication mediums as described above. Similarly, in an
20 embodiment, client 504, server 502, and server 503 may be both
clients and servers as described above. One of ordinary skill in the
art would understand that in alternate embodiments, multiple other
servers and clients may be included in architecture 500 as illustrated
by ellipses. Also, as stated above, in alternate embodiments, the
25 hardware and software configuration of client 504, server 502 and

server 503 is described below and illustrated in Fig. 8.

RA RMI stub 580 is a Smart stub which is able to find out
about all of the service providers and switch between them based on

a load balancing method 507 and/or failover method 508. In an



0 5 MAY 2p03 WD 00l 284211 PCT/ US99/ 24639 32 nodel, a Smart stub ret@b Y 203
a nam ng-service | ookup directly references service providers. Ex? le a =
( Exanpl e) Q¥ B&kup( " acre. eng. exanpl e"); resultl - e. exanpla(Uy" &39
result2 = e.exanple(38); In this exanple, the two cads to exanple rnay be
handl ed by different service providers since the Smart stub is able to
swtch between themin the interests of Toad bal anci ng. Thus, the Exanple
service object cannot internally store information on behalf of the 10
application. Typically the statel ess nodelrs is used only if the provider is
statel ess. As an exanple, a pure statel ess provider m ght conpute sone

mat hemati cal function of its argunents and return the result. Stateless
providers may shtddiimeher sMRABuMN5808hEIuavs abeipits hasdidh 506 tRft accounting
purposes. Mdire inportantly, stateless providers 15 nay access an underlying
persi stent st orsglfetd@ni appraptateoladdmainaag inoethoda®@/ iandomiaifergr on an

as- needed basi s, For |l e, in order for. examle t et.urn_the running
sum of all val JB%"}S’%@@-”?B 3y alfernare BmeReLme aaf“rﬁllng?en{oﬁﬁt "ﬂa%%lnghe

previous sum f ragiH ddat HbRShglA4Sidyver iInkStheldriE GRip | AhERERING In Akdrhed he new
value out, and 20 then return it. This stateless service nodel pronotes

scal abi | ity. | rerobhedigents) exdict danotey 0@ mravmnchidartudtipletidrd Smart st ub
returned by the | ookup is.a factpory that creates the desired service
brovi der's, whi GHRISE g ve Rl msliie T FENE meliads did b phjrors

( Exanpl eFact or ythefébfCt iv. A0 GKIHR{IRERE - LAGDIIRAHENRer) 50EXMPRIRe$tsthe

gf .create(); resultl = e.exanpl e(37); result2 = e. exanpl e(3%); 0 5 MAY

2003 WD 00l 2842fpllg@ifCinte)geeL24639 In this exanple, the two calls to
exanpl e are guaranteed to be handl ed by the sane service provider. The
servi ce provider mayputiieroforacesieplicaHanaiier { nf ormati on on behal f of the

applicati ga.enThe st at el ?iﬁ?}a.if?gﬂooa@éaﬁ%%“?ﬁﬁ?ﬁ'Cgr@ﬂ‘ﬁgffqe ﬂ'ﬂ*oW&e cal l er

needs to gage in a ersati o € prov or "exanpl e, the
call er and the provifdefresti Afhortedigagetion; a back-and-forth negoti ati on.

Replica-aware stubs are gﬁ:ﬂ%{:?'&@’o%ﬁfg&\%ﬁgt{i@d@ vigbat el ess and statel ess

factory nodels) the only erence e€r fhe st'ubs refer to service
provi ders or service provieteptdtackotioes) thtwds provi der factory stub may
failover at will in % orﬁJ to.create a provider, since this operation
as idenpotent. To fu$ r?\‘gr?ééxncce '§§e the availability of an indirect service,
applicati d® code nus} contain an explicit retry | oop around the service
creation and invocati on.

immediately before invoking a method, RA stub 580 calls load
balance method 507, which takes the current server and returns a
replacement. For example, client 504 may be using server 502 for
retrieving data for database 509a or personal storage device 5089.
20 Load balance method 507 may switch to server 503 because server
502 is overioaded with service requests. Handler 506 may choose a
server replacement entirely on the calier, perhaps using information
about server 502 load, or handler 506 may request server 502 for
retrieving a particular type of data. For example, handler 506 may
25 select a particular server for calculating an equation because the
server has enhanced calculation capability. In an embodiment,
replica handler 506 need not actually switch providers on every
invocation because replica handier 506 is trying to minimize the

number of connections that are created.



15 while (true) { try f Exanple a = gf.create(); resultl = e.exarrpIU<=,5(tl%\f;m3
result2 = e(38); 20 break; ~ catch (Exception e) { p&r/usesr4639
('retryWarranted(e)) throwe; 25} This would, for exarnple, handle the
failure of a provider a that was successfully created by the factory. In
this case, application code should determ ne whet her non-idenpotent

oper ati ons U5 MH' LUU i WO 00/2842t PCT/ US99/ 24639 34 conpleted. To
further increase availability, application code mght attenpt to undo such
operations and retry. In the statefui progtanm ng nodel, a service provider
is alonglived, stateful object identified by some unique systemw de key.
5 Exanples of "entities" that m ght de accessed using this nodel include
renote file systens &gl Gaissa canwwotifibabdisgramlilustraainatipetoad palavtidgr may
be accessed nmany tines ny clients, unlik the t her s where
each provider is° %%&%7 q@?%éﬁ"eé {:'Qﬁt gaé&u SrfCBJr' %@%&t%ﬂfﬁi%rs can
be obtained eithes &yidh rc%?&roll ﬂ%WPrag%"\'ﬁ@ﬁ%ﬂr{EtHf@Vodx@alSsle'ﬁHEMcé'&e

nam ng-servi ce nanme, or through actory, where :he key includes arguments
to the create openctiormmor Etepsi whimh araseympleteds bulsoftwareniot logd Babarting

bal ancing or faiioyer. tries, if an must ex ain the stub
again. Ther® ar én?%roéie &Fndg aitg 'b@ﬁr?é‘x?‘?ld'ﬁ'f@ts'e%‘h%%amn ﬁ]’oﬂﬁﬁé 5?‘8‘““15 one
of the three progg apmilgididebinesiAlhl AfinaRSaneAdRAgNE MirdwarefiAd on
behal f of a particular caller, but maintain no internal state between
calls. Statel espestessi arpain‘eauisr ferpction ohall shafwlasmsiodel . Stateful session
beans are created on behalf of a particular caller and naintain internal
state between calls. Lutaattedlahcingseiftwarkeed0® begmst 25 RliicdreddivatietiesdOd.act ory

nodel . Entity beans are singul ar) stat eful objects identified by a

system wi de key.A BSESTHNBEGMIS HRg MFoeHB IegistiPef Siddas t© A(}’hetf‘ﬁF 8 types of
beans are eat t e " i nent, both
238 homes cod t R iy Bf bR n T 1078 pat Do B8 BN oan
architecture as dienitlHassdrr affirdy fbrl—'thgs.enﬁar&hastubsjuhmresats EJBehone are

Smart stubs. Stubs for statel ess session beans are r ]p whi | e stubs
far statefui ses$PRRBICMIDASENR 135 %‘ééﬁfémé\féorn%%e afﬂég BBalshandl er to

6°8 RY 2005 vo SOrOBIF sERr R PEaRab kLot 662 Sﬁﬂeﬁ o hsod
servi ce, which ipgagseduio ®did blocRes®h] Acletesmirmationi istrabde st ddgic iodlehal f of

the caller, the aggllcatlon code nust explicitly construct the factory. A

targeted RVP-bas8e2suhethes teaafirite pereearayidesdne AETYiGR reguestedpill e
t hout 5 I I to th
\rMepI |Ogat Zgynamsﬁggét?éle F%%giaaggflég(é%&mgbggtb\t}m%rm%éj %%r{l}g%ﬁgl \rélgg §8| (I’)lt o] ©

each instance of joghebltak 6Q4t et pm:cm cﬁ&hms@ewpecdn wid ffbétycseratets This
provides a targeted service where t is the naming-service nang. In an

embodi nent, thi s'eYragckEp the 6#‘%%'@ ‘P@'ﬁ‘lﬁl@‘ﬂf 608 ¥y drdloak €0¢, amaHiRg e and

Sof uare Coroneay sy o ALMERNFRR ol oot LmEGegATRERRY ° of o

Fig. 8 inclapdes praieaersab-dbisipeds A@éméﬂpr&@eecamacﬂeﬂcbyemwoatanﬁwe
comuni cati on nedi uns, such as connection 829, to a LAN
service provider in logic block 605. Various embodiments of the

getNextProvider method are illustrated in Figs. 6b-g and described in
detail below. The service is obtained in logic block 606. Failover
method 508 is then called if service is not provided in logic block 606
25 and load balancing method 507 exits as illustrated by logic block
608. An embodiment of failover method 508 is illustrated in Fig. 7

and described in detail below.

Figs. 6b-g illustrate various embodiments of a getNextProvider

method used in logic block 605 of Fig. 6a. As illustrated in Fig. 6b,



15 840 and also to a WAN, here illustrated as the Internet 880. Thr®agiAYLZNS
840, co t 0 can communi cate with other |ocal conput as a
file sepgg*ﬁéﬂ%? In an enbodi nent, file server 801 is serggfn§%gﬁg§)
illustrated in Fig. 3. Through the Internet 880, conputer 800 can

communi cate with other conputers, both local 20 and renote, such as Wrld
Wde Wb server 887. In an enbodi nent, Web server 881 is server 303 as
illustrated in Fig. 3. As will be appreciated, the connection from conputer
800 to Internet 880 can be nade in vari@es ways, e.g., directly via
connection 829, or through |ocal-area network 840, or by nodem (not shownl.
25 Conmputer 800 is a personal or office conputer that can be, for exanple,
a wor kst at i onthg@gesaaPreaiPuinetho®seRiches sirvigk rosider @f a rodnd M AY 2003
WO 001 28421 PCT/ US99/ 24639 36 mnul ti-user conputer system an exenplary
embodi ment usé&abia MaRNEPAR@EIDexEiieyidari DACIUAZMIE £BE/88eA®s, I nc.

convent ent |y HERsaE Y SERATa, & oAk s R ARb el C Component s 5

802; however, opesinedsnbgiemibdapy2skildohtertifiiaeinewtdd irnRiyiediorke that
this division js conceptual and somewhat arbitrary, and that the |ine
bet ween Har dwéiZ3-af@eJBPEREFECT Prowgeenishap!acREdPses URME INEAPIRRTIN it wil |

pe apprec: at eqodiBaliobl Bl I B NERNSGASLoUATIRUE SRl i Todid t ached

peripherals is ot a hard and tast one, and that rn particulatr, Z 0
conponent s t hajlock ©2G0omsd gemMesktPaViddremzltiso B 29osmitcasruisaetasedibg consi der ed
integral parts of other computers. Thus, for exanple, user 1/0 820 can

i ncl ude a keylso#lei828- nouse, and a display nonitor, each of which can be
considered either a peripheral device or part of the conputer itself, and
can further includdia. Pedhistiptineergitephéiehernbodsnentmfcal |y considered to be

a peri pheral . not her exanpl e, persisient_stor n include a

o vt ( Eompacd REE BEiss R Rnd PR RR airRlteBron et R e eslie oher
or built into & BersesTpEdBder HAUENRAY © X QRPNELIF 5vidord mdisba BB Rispr ocessor
(CPU) 805, 20 nenory 806, persistent storage 808, user 1/0 820, and network

i nterface 825 &itieedr ap diustiapedyiar ei$3810A I CUHRTPSEENES are wel |
understood by those of skill in the art and, acgcordi y eed . be expl ai ned
only briefly h%rroé{.'c?%%%(ggtad'?e%a% 'lg‘%ra_ﬁgfj%fyol?g&gr%ﬁge@a rTihgr'beg(rtocessor or a
25 col | ection gdrviBeChH RIS eS 80kerdP i dBHeths Mustrutdd By A6 Diskk clBnory 806
can include read-only nenory (ROV), randomaccess nenory (RAM, virtual

menory, B ot hand aemvserdchipod\dderts, resurmgidyindegicrbleekifi3fat iTbA. Per si st ent
storage 808 can_j.nclyde, for ex ..a _magnetic, har Sk, a f py di sk,
or other 0 59 "égﬁ%‘"% @65@?2%8&&?7‘@8@/ ?ﬁé‘ﬁ@%@?egé’ﬁs‘?lgﬁ%rﬁ&?ead-vvri te
data storage technolLogi es, singly.or in_conbination. It can further include
mass or archival stéf'gﬁa?ﬂkeﬁ@’fg%%d'wﬁttﬁg ap?%‘i/’\red‘égmﬂﬁpeéﬂlﬁ%\ﬂ‘{)‘rs ot her

| ar ge- capaci tyjigkRuaaeid BighBal WEkn ddMRi%s L Rakvigd g%\ﬁﬁér\/Sés&ﬂ&%@g Q& des

addi tional storage 5 capagi ity that processor 805 can use.) r 110
(i nput / out put ) Idladr afivdreessB2idetprpiviciars.y A getNetafrevigérsonakhatl €804 noni t or

or ot her 2o nt PRETBR ARLL TR0 St FHAIRI 14T An L HUFeTSARPUBE & printer,  an
optical scannep,o(heli8btARY4E 48 FodilbidSEBA2. The load of each service

provider is obtained in logic block 643. The service provider with the

least load is then selected in logic biock 644. The new service

provider is then returned in logic block 645 and getNextProvider

25 method 640 exits as illustrated by circle 646.

An alternate embodiment of a getNextProvider method is
illustrated in Fig. 6e which obtains a service provider based upon the
type of data obtained from the service provider. A getNextProvider

method 650 is entered as illustrated by circle 651. A list of current



10 input and output. Network |10 hardware 825 provides an int er f adkd Y W8
conput er,,, 3@ the outside world. More specifically, neb@?fd&gé/%xﬁ% l ets
processor % comuni cate via connection 829 with other processors and

devi ces through LAN 840 and through the Internet 15 880. Software
conponents 802 include an operating system 850 and a set of tasks under
control of operating system 310, such as a JavaTM application program 860
and, inportantly, JVM software 354 and kernel 355. QOperating system 310

al so all ows processor 805 to 20 control2&ari ous devi ces such as persistent
storage 808, user 1/0 820, and network interface 825. Processor 805
executes the software of operating system 310, application 860, JVM 354 and
kernel 355 i nseongepoavidersvis ohtaipedny I@)H6 HMock 653er Toentppaaitdataf conput er

syst em 800. In an e software 802 includes network 25 s war e
302a, JVML, ARG TGS 538769 Prareiss JaretBreg NI PRk e I n an
enbodi ment , Jw@Té'é'rv@eqirbefatek WLRIORBERE00:de AR dardnght GRlege_302¢ as
illustrated in Fi g. 3c. MAY 2003 WO 001 28421 PCT/ US991246

Per sons of or dlordr §54kiTHe smvtdmepm%demxhlreappeécn & gcthatk @5 sydt em of

Fig. 8 is intended to be illustrative, not restrictive, hat a w de
variety of coﬁ}ﬁﬁ'f“éﬂpéﬂﬂldermlﬁ Fﬁ%asghﬁtfﬂﬁg%‘f’l%’ﬁ i ces can be

used in place of or |n addition to what is sho i For exanpl e,
connecti ons t hr ougtPtt! haé‘qtﬁ?re?’ﬁ‘épd@@"g%fn%r9§ItN9Wﬁ98'Id\‘?é ’B‘g@Q & iSswi t chi ng by

i nter medi at e %%Fam%ﬁwsmt sagg&gg geﬂnée Bpamaé.eeaé*g@ énlt'hEe' y to

access any nu ervers, iInc no nmeans limted
conmput er 800 ayysivE lsmtverofSdk serdld:relmgvaietryplmgletlwxxﬁrbvmm nsa!asdon 10
The foregoing description of the preferred errbodl ments of the present

i nventic~ has $ReF preiediaa ”f%’"fﬁﬁ@ By R &8 Tof A 'I'EftL%Tt*T‘%{f"fQ:?npréW(hders
descrrptjon t S e vention
to the p+rée30| ségf&gﬁﬁggléggflgé;gﬁgd@v f%f?m%n%% m) ?R‘E’:%e{tblmoél'sstc an ®
variations w |dachesapijparmovided ipratdritinaher EDg:‘BcklbllchdeBﬁ dftsl tHesamvice The
enbodi mrents were chosen and described in order to best explain the

princi pl es of RrR¥'GeRVERENdIRsSaRG Gloses3rryeicCAIdISIBpFE é%ltth%r@qu?ﬁé?%by .
enabling ot hergighitls sacldy hNBaR! biokR aHICTRLANEY IR LD RBUIAP i{ Herar! ous

enbodi nents an e varro nodi fications as are sulite

particul ar userem@rmtedrﬁpllagxeoblod:!t 6|6$ a4 g getivekiPhatidehmezhopes8d t he
i nvention be defined by the follow n cf ains and their equival ents.
REPLACEMENT SHRXits gs glugpatethby cirgle 6

Still a further embodiment of the getNextProvider method is
illustrated in Fig. 6g and selects a service provider based on the
amount of time taken for the service provider to respond to previous
requests. Control of getNextProvider method 670 is entered as

20 illustrated by circle 671. A list of current service providers is
obtained in logic block 672. The time period for each service
provider to respond to a particular message is determined in logic
block 673. The service provider which responds in the shortest time
period is selected in logic block 674. The new service provider is

25 then returned in logic biock 675 and control from getNextProvider

method 670 exits as illustrated by circle 676.

If invocation of a service method fails in such a way that a
retry is warranted, RA 580 stub calls failover method 508, which

takes the failed server and an exception indicating what the failure



Claims 1. A distributéd processing system conprising: a communi &t M&¥ 2003
medi um i processi ng device, coupled to the comuni i i um

havi ng g@?Pyéfibava virtual machine (JVML ) and a first £g$¥%$ﬁgg§?mare

| ayer including a first renote Java virtual machine (RIJVML ); a second
processi ng device, coupled to the comrunication nmedium having a second
Java virtual machine (JVM2) and a first kernel software |ayer including a
second renote Java virtual nmachine (RJVM2), wherein there is not a socket
avai | abl e between JVML and JVM2, and w#rein a nmessage may be transferred
fromthe Orst processing device to the second processing device. 2. The

di stributed processing systemof claim1, wherein the first processing

devi ce is run¥R@n@de&nam apyl sarveetairtheyefiydelf @ BewWrperver ét ri but ed
processi ng sy, clai , ein.the se processi ng device is
behind a firé&gﬁghgéw' heg%%g?gﬁghVEﬁsﬁpd%(§§ﬁﬁg'systen1of claim1l1, wherein
the first processi evice is client and the second processi device is
aclient. 5 The J?gt?ﬂﬁaﬁéH“H#§EB§§ﬁﬁ5‘@Vé?éﬂ?%ﬁaﬁ?%?%gﬁ,Wﬁﬁ%hggn t he
first kernel drayen inhFdsudrsha HaibeadmEaRed OSSR divaFed GameRAitkd - The

di stributed processing systemof claiml1, wherein the first kernel includes
a socket Smanagjegle S8CQ- whr failed msovidat from thddstipé crrmseat edopideceeti ng system

of claiml1, erein.the first Java virt chi.pe. ifpcl udes a nessage
routing fsoft&g%fcgg,}%gﬁ@ﬁy?‘?gﬂ%g b&?@i ?ﬁhp?gogeﬁ&(?éé@sqvﬁ rs’?ﬂ@r‘f@f claim
1, wherein thgen ¢fifedlia\cidet 4 BBkaiNRCEEIRE POVIERS TnERRSAGEGAITPT €SSi oNn
software conponent. 9. The distributed processing systemof claim1,

wher ei n the fprosideragahen rewanednirc igie bionl W@dsrd frilovegomethddtad i on

sof tware conponent. .10. A system faqr, conmuni cati on between processing
devices in a ¢f F%Nﬁmuaﬁﬁi%ﬁdﬁﬁﬁN$o HEET 40 conprising: a first processing
devi ce) .having a fjrst virt .Jmachi ne executing thereon, and a_fiyrst

kernel t'at includ ’§}¥9?3§§L@§§Hﬁﬁa? PHBEBEE%E§ff9@?$P@”&§bﬁQ§enting a
virtual machi pee®%es UhidddiRbne FERRRGHY REBSHhATuIENbEE0ra Second
processi ng device, having a second virtual machi ne executing thereon, and a
second ker nel comdingtinrisutiesed isgtemedntessisag eoundiroipig mhanaest ruct ure
representing the first virtual nachine executing at said first processing
devi ce; arid, wherEBirst, a imtsfagpevemyorbeerticensioeiderd dfromeBédalisf i r st vi rt ual
machi ne to said second virtual machine via the f nt nessaﬁg routi ng data

structure on SHIRANGd: Wiesieves ithe) ligeleees thBeiynedsane fbe fekhag 8ot out i ng
data strctur i p i i ; em of claim
10, “wher'di n o SrapEEUVGEANEAPhaRGRE ot Colalts ahbmilii R P C e ce
are nmenbers otescribad Bélotwand gptaiae s Mg tdelate déist oWpeseidereach of said
plurality of processing devices includes a nessage routing data structure
representing the vEetoad, imhehbne 506 B AiesutPicosEsst agraeidee domithdr Whi ch
each of said Frocessing.device can _comuni cate. 12. The system of clai m 10,
wherei n sai d fiff 30d dperedaian edsvng RdVdddews! reraestieBstogite Ressmdat ed by a
firewall or a [ | Jhe : cl ai , erein said
first pr ocess?ﬁg&ge@'i&gg\l@éﬁ @ggéégig’]%yh%v% P%rt?tr%%'g%? doﬁlrﬁ tr}%tlaggpl i cation
to commuu cat deattbBatpsesdtartdi&ebb6 GkiFLaRRbrapiler Cahi fMembatirie®s Bal d
second processing device. 14. The system of claim 10, wherein a nessage can
be forwarded frsgiver Maydetesfresaver 3nce deatly obpepr iscdetgrminetbaftees to a
second of said ral ity of. processing-devices an. i nter iate

processi ng deﬁﬁgé,'59°%é@§“ﬁ§a¥HE”W@%SJgEStﬁVﬁhgﬁaacgﬁkg%§E€gﬁsﬁﬁﬁnessage
routing data skrustida®ss beeatesl at e8ch processing device. 15. The system
. of claim10 wherein said first virtual machine is a first JVM and said
first nessage rout Migddafensh HEHHEL IR, Hahbilcti5(W VatodBE b greliBesecond
virtual machine Is a second JVM end sald second nessage roouting data
structur2bis drasadbadisRIVhis 46oida delmtsecadsed ny nepsdtedtattampist tocese
processing devices in a clyster, conprising: a first processing device,
having a first"7 VPN SEEHFRPTeWER i ng thereon, and a first kernel that
Includes a first nassage routing data structure representing a virtual
machi ne executing at a second processing, device; a second processing

devi ce) having a second virtual nmachi ne executing thereon, and a second
kernel that Includes a second nmessage routing data structure representing
both the first virtual machine executing at said first processing device,
and a third virtual machi ne executing at a third processing device;
REPLACEMENT SHEET B 5 MAY 2003



41 a third processing device) having a third virtual mnmachi ne execut® BdiAY 2003
t hereon third kernel that Includes a third nessag L at a
structupgﬂﬂgﬁggsenting the virtual nachi ne executing at gg{ s%@%ﬁg
processi ng device; and, wherein a nessage may be transferred fromsaid
first virtual machine to said third virtual machine via the first nessage
routing data structure on said first processing device, the second nessage
routing data structure on said second processing device, and the third
message routing data structure on sai d28hird processing device. 17. The
system of claim 16, wherein said first processing device and said second
processi ng device are nenbers of a plurality of processing devices, wherein
each of said pl ur &butth, dfa pendes &8 hgindenivolead ifrorh ddesrvar heddwges Bout i ng
data structure representing.the virtual machi ne of other_ processing devices
Wi th which tHé°‘ﬁpg68§é@%@e‘%é%'c@eEaWaEBH?ﬁﬂﬂ%hst%59%8%*15!1@%&9%‘{9@&% claim

16, wherein falflid 65brider3Tol AeRAAIERERES BFsBAViERY] cos are separated by

a firewall or applet security nod e system of claim 16, wherein
said first process device. ca ithid $he CLosOLrqr first
application to co?ﬁﬂﬁ’i 'ggtée&\?ﬁ%ﬁga@egggzﬁg)%wi @I!ll{hl or %gc%% fa%pl ication that
uses saigl secandaptionesel thg skavee actidd as finensacsitoent odrdeiaaomhdsiswher ei n sai d
first virtual nmachine is a first JVM and said_ fi rs(%r ssage, routing data
structure | s PEOYide§Of fig/Gervifer tesy Bk REQWISRE 1S HPedral W tdiIHRI9SCY second

JVM and sali d@Wo%%\ﬂ grsr%iirpg tpléar{sadcgbp‘ycture is a second RIVM 21. A

system for communi cati on between processing devices in a cluster,

cornprisling: a fir I i eyice, i | L& hi ne
executing ther eon,-ﬁ{aen%”gp???{s g%g]r égﬁﬁt%\g@q ﬁngtJLdsJ @“P??é‘%rv?#ea sage routing
data struct urg@agsfeeseteimy erhEt (1 )UgplidaGbhielREecot (NNgnrasauseeend
processi ng device;, a second processing device, haan% a second virtual

nmachi nel@xecuelaigdt oA svih S8Rdwil set ity kergraratinRin the eyeesohasecond
nmessage routing.data structur.e representin th st virtual machi ne
exeout ng at RIS HelebngRRneL YAt Foand Bhpebnaret VT vl

machi ne execuhaf@r@ividimp . MR 8vHH0SESS iniga skeid wes -ralbeideialluge, Message
can be forwarded froma first processing devices to a second processing
devi ces vi a sRAGMAtFhEHYaeeMAYORRERE ﬁgled'@/ﬁ%@,'v FStrpARe PRErated. nessage

t hrough a suc sion. of message.routing..dat [.C d at each
processing de@?'i‘ee. I%@agéxpnﬁtﬁgn%%?%w%qrggggl %@i%\ﬁﬁé?é}ﬁer{s‘% dTirst virtual
nmachi neqss a $aiustofla/libidanch aatdbdse! fligHERGP@CoRPIEIcA] adrd structure is a
first RIVM and wherein second virtual nachine is a second JVM and said

second nessagembedimneny. dh st BB wilkratey aftseanriafrRIwNeture RERITACEVENT SHEET
0 5 MAY 200 42 23. A nmethod of camuni catio en .pro i,ng _devices in

a cluster, coff¥ 'Bﬁ%%&)ﬂt u3glflas,gec ﬂre&/{]h@il%ﬁég}:se Y'B%{&%?@Sa%é? ng devi ce,
said first preeesssidr,daviZnanbayistémaahl détermind it praeddsivgy exesait i ng

thereon, and a first kernel Including a first nessage routing data
structure repressm@stineyenstartadialisnac Bkameplecetths agteit RA sub pyibcessi ng

devi ce; _providi.ng.a second,processi ng device aj on rQcessi ng device
havi ng grgsecoﬁ?}r\gi'f?ta&e{:larﬁﬁf:ﬁ‘?zﬁggﬁégﬁ i'ﬁ’ﬁﬂ?%r%th%%Zgwé%Qgﬁgﬂc? ker nel
including a seeic¥ pPRAGHIR N0 HJY Hadlailed.” W R GthiePRKEBADI, IIBAL he Tirst
virtual machine executing at said first processing device; and,
transferring atute&8Qgeillfnretmy Sai defs a segative aaknowiddgmentotosai d Second virtu
al machine via the first nessage routing data structure on said first
processi ng deliB0&2gHeN3! APeE_LRYd nessage routing data structure at said
second processing device. 24. The nethod of claim 23, wherein Bald first
processi ng devi ce #nBM gomriles saECGRIBR® I SPRGIA dlAGCHaL IRSTHGIBARG of a
plural ity of [ ' [ chl.: sai.d, pt: [

pr ocessi%-g de%@@ﬁ? r‘fg%Sgggété%ﬁ%ggggésrfgﬁt%?ln%%é}'a%s?t?@éﬁéﬁ% fEé«jgpzrﬁ:)‘!’ensenti ng
the virtual mbehise @f sgddiBl tHHtGRE SSErViBe GRathoes aretibembbtdntt Na g ocessi ng
devi ce can communi cate. 25. The nethod of claim 23, wherein said first and
sai d second pemkedmegt.dddiseb 2@ wikpse ghedeplicahpndighdpscritedappl et

security nodel D od. of. claim 23, . [ e ' [ rocessi ng
devi ce can be alt}gglg a@f@”%?%%tdd'& I{-’ug%a.ognf ?qtgi,'%ﬁ%ﬁl?%gﬁ‘gtﬁé tugﬁééﬁrruni cate
with a second spetHpta giffep@RONShdABR! |fadigant Bakhs pRints@sens@cind processi ng
device. 27. The nmethod of claim 23, wherein a nessage can be forwarded from

a first of said plurality of processing devices to a second of said
plurality of processing devices by an internedi ate processi ng device, by
passi hg the nessage t hrough a succession of nessage routing data structures
| ocat ed at each processing device. 28. The method of claim23 wherein said
first virtual machine Is a first JVM and said first nessage routing data

o, " Y I o o



executing thereon) and a second kernel including d second nessage 0 SWiAYN8h03
dat a. St HGLHES T EPr esenting both the first virtual machi perRY%8GAMssNY at
said first processing device, and a third virtual machine executing at a
third processing device; providing a third processing device, having a
third virtual machi ne executi ng thereon, and a third kernel including a
third nmessage routing data structure representing the virtual nachine
executing at said second processing device; and, transferring a nessage
fromsaid first virtual nachine to said28hird virtual nmachine via the first
nmessage routing data structure on said first processing device, the second
nmessage routing data structure on said second processing device, and the

t hi rd messagedepi@yedgi-dattoutd e @r dustersdindmingr@ryce gsseesegibeédvi ce. 30.
The net hod of c{?ai %9 erein said first processing device and said
second procesSfIFYYdthA BNYPeMRVRHBEPYIAHeY bl urality of processing
devices, wherein each of said plurality of processi devi ces includes a
nmessage routing da?ég's% U'HPHPB&T %’b‘?@%ﬁf"’ﬂ?\‘bﬁm@t\ﬁ rthaWe?f'HEHPH%méﬂn ot her
processi ng devd PRy i p qggezjs' ¥ n REBWN gate with.
31. The net hoéﬁ g\ﬁﬁ%wgﬁrﬁ%ks%ﬁté%%&sal !‘ni%rg?s%ﬁgngesstgigﬂaggcond ;ﬁ)]r ocessi ng
devices & e sépnraa.ed by a firewall or applet security nodel. 32. The

met hod of claim29, wherein said first processing device can be used by a
first client or first application to comunicate with a second client or
second application that uses said second processing device. 33. The system
of cl ai m29 wigr eReplicatddfINDHtcompliaral navainy sevice a first JVM and said
first nessage routing data structure is a first RIVM and wherein second
virtual nachine is & skeatkdWMigand ssakés secendcapssdgers iput i ng data
structure is as second RIVM 34. A nethod of communication forwarding

bet ween pr oces¥Fhigeeteve 488 isphaaiprdsheryale SnP¥PERFPIiRRt B2@IY of : provi di ng

a first processing._deyi.ce. having a first yir hj execut i ng

t her eon, and asefr\i”ggt %Héﬁgyﬁéﬁ '%DX’EF‘%& %ﬂogsf%rkfl}s‘[ttéér@gesgg@ érd(;ﬁﬁrﬁdgagt a
structur eorepr&asgBtpdigt af véiruw.alAcr&eaihgﬂ/,ax%Cw*oicegsiag RVERCAMEHr ocessi ng
devi ce; providing a second processing device, having a second virtual

machi ne executdfieysthdNEbEommiana needng $ekecadpls rRnaienprasessi®and message

routing data str re.roepresenting bhoth the f] At yal chi ne
executing at S(éﬁ\}é&% ?‘?\s’ingp? 2%@?5?%%"8@\%%5?}’\8%‘3 'ga%%'_}ﬂ (‘aér'rre |%t_ Prtual
machi ne executingtindle ¢a isBividdTBALSMRr RUOBASSHSE pEBMUECof WiesarivitedatTeSSage
can be forwarded fromsaid first processing device to said second

processi ng deva parti¢idasapde ima eeplintitad eapnisgeses ndn @svarseodipientassi ng t he

nessage rough cessi,on ssa routi. a ructures .l ocated at
each gr oigs S :Jg%acg‘eg‘llaj@g? aéhﬁgﬁ&éﬁ)&ﬁg?ﬁ@g#lagg{j(ﬁa\{cog%q%&i% .Se?i\g‘.:e The
net hod of cl ai poddstohed 8t thesAbde fr fi5d s¥iver UatopReN it nbfmidg fldestifJVM  and

said first nmessage routing data structure is a first RIVM and wherein
second vi rt ual theatymenef @ sew effevisdindompatitde svthl thetypriohreffesyyn amut i ng

data structure_i.s.a second RIVM _36.. An articl.e of nuf,act.ucre, conpri sing:
a first procesg’f'_ﬁﬁn%é\ﬂo et?\em ﬁ’é?eé '?i"?%‘?e PFPEVJ@I aﬁ%maﬁ@ag&&ﬂppﬁgp )
thereon, and atﬁrbﬁ?h KEbRBictAdiel MbHEBS. aafthr SithdeRPBAT 6194k jsng dat a

structure representing a virtual machine executing at a second processing
devi ce; a0secorgirgntedetis othedavill cdtimataly riag mstalednevary whead. Yiben ae
executing thereon, and a s cond kernel that incl udfﬁ}r aﬂ‘g)gfhond nessage
routing data s?ll‘edB_t ap sPB_p‘?‘S%ﬁY'Fﬁgt heliFnt QRTanS 8 i S PRSI ng at
said first proggsséneedlpybCS; rededn twg.ec,g@h@'saasgeﬁ_ss%gﬁcwo%_epg.ansferred
fromsaid first virtual machine to said second virtual ‘machine via the
first message routipg, defifsshiddcd HificAled Aafhihg s3hilt BF SR gRYI ce and

t he second nessage routing data structure on said second processing devi ce.
37. A conput er 400adiabare embdidirieht) Fenekris B30 22hHUBD 3 ofifer shogeampleer eon whi ch

when execut ed cause the conputer to performthe steps of: providing a first
processi 1§ devFewiceprovider Rt apdftbsesracHeRly canddasiyreplicarafithei r t ual

machine execut LadiddSERRN 130Gy bhaStodelRBbchlal UiMgngyd | T 5! message

routing data structure represen vi'rta i ne executing at a second
processi ng devackie. fidekampl: i SAARYseAEeFee M Tand AD3 Fas @ seeviend
processi ng device having a second virtual nachine executing thereon, and a
second kernel including a second nmessage routing data structure
representing the first virtual nmachine executing at said first processing
device; and, transferring a nessage fromsaid first virtual machine to said
second virtual machine via the first nmessage routing data structure on said
first processing device and the second nessage routing data structure at
sai d second processing device. .AE A r.A9h. AL. A AA Ah. A9. A& AL. AL. A" A
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embodiment, there are three kinds of messages: Heartbeats,

5 Announcements, and StateDumps. Heartbeats are used to carry
information between servers and, by their absence, to identify failed
servers. An Announcement contains a set of offers and retractions
of services. The Announcements from each server are sequentially
numbered. Each receiver processes an Annoyncement in order to

10 identify lost Announcements. Each server includes in its Heartbeats
the sequence number of the fast Announcement it has sent.
Negative Acknowledgments {"NAKs") for a lost Announcement are
included in subsequent outgoing Heartbeats. To process NAKs, each
server keeps a list of the iast several Announcements that the server

15 has sent. If a NAK arrives for an Announcement that has been
deleted, the server sends a StateDump, which contains a complete
list of the server’s services and the sequence number of its next
Announcement. When a new server joins an existing architecture,
the new server NAKs for the first message from each other server,

20 which results in StateDumps being sent. If a server does not receive
a Heartbeat from another server after a predetermined period of time,

the server retracts all services offered by the server not generating a
Heartbeat.

IV. Programming Models

25 Applications used in"the architecture illustrated in Figs. 3-5 use
one of three basic programming models: (1) stateless or direct,
(2} stateless factory or indirect, or (3) stateful or targeted, depending

on the way the application state is tc be treated. [n the stateless
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h& ()- 10T 10Et®@EY them in the interests of load balancing. Thus, the Example
service object cannot internally store information on behalf of the
10 application. Typically the stateless model is used only if the provider
is stateless. As an example, a pure stateless provider might compute
some mathematical function of its arguments and return the resulit.
Stateless providers may store information on their own behalf, such
as for accounting purposes. More importantly, stateless providers
15 may access an underlying persistent storage device and load
application state into memory on an as-needed basis. For example,
in order for example to return the running sum of all values passed to
it as arguments, example might read the previous sum from a

database, add in its current argument, write the new value out, and

20 then return it. This stateless service model promotes scalability.

In the stateless factory programming model, the Smart stub
returned by the lookup is a factory that creates the desired service
providers, which are not themselves Smart stubs.

ExampleFactory gf = (ExampleFactory)

25 ctx.lookup("acme.eng.example");

Example e = gf.cre-ate();

resultl] = e.example(37);

result2 = e.example(38);
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increase the availability of an indirect service, application code must
contain an explicit retry loop around the service creation and

invocation.

15 while (true)
try {
Example e = gf.create();
result’ = e.example(37);
result2 = e.example(38);
20 break;
} catch (Exception e) {
if (IretryWarranted(e))
throw e;

25 }

This would, for example, handle the failure of a provider e that
was successfully created by the factory. In this case, application

code should determine whether non-idempotent operations
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Stubs for targeted providers can be obtained either by direct lookup,

10 where the key is simply the naming-service name, or through a
factory, where the key includes arguments to the create operation.
In either case, the stub will not do load balancing or failover. Retries,

if any, must explicitly obtain the stub again.

There are three kinds of beans in EJB, each of which maps to
15 one of the three programming models. Stateless session beans are
created on behalf of a particular caller, but maintain no internal state
between calls. Stateless session beans map to the stateless model.
Stateful session beans are created on behalf of a particutar caller and
maintain internal state between calls. Stateful session beans map to
20 the stateless factory model. Entity beans are singular, stateful
objects identified by a system-wide key. Entity beans map to the
stateful model. All three types of beans are created by a factory
calied an EJB home. In an embodiment, both EJB homes and the
beans they create are referenced using RMI. In an architecture as
25 illustrated in Figs. 3-5, stubs for an EJB home are Smart stubs.
Stubs for stateless session beans are Smart stubs, while stubs for
stateful session beans and entity beans are not. The replica handler

to use for an EJB-based service can be specified in its deployment

descriptor.
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To create an indirect RMI-based service, which is required if
the object is to maintain state on behalf of the cailer, the application
code must explicitly construct the factory. A targeted RMl-based
service can be created by running the RM!l compiler without any

5 special flags and then binding the resulting service into the replicated
naming tree. A stub for the object will be bound directly into each
instance of the naming tree and no service pool will be created. This
provides a targeted service where the key is the naming-service

name. !n an embodiment, this is used to create remote file systems.

10 V. Hardware and Software Components

Fig. 8 shows hardware and software components of an
exemplary server and/or client as illustrated in Figs. 3-5. The system
of Fig. 8 includes a general-purpose computer 800 connected by one
or more communication mediums, such as connection 829, to a LAN

15 840 and also to a WAN, here iliustrated as the Internet 880.
Through LAN 840, computer 800 can communicate with other local
computers, such as a file server 841. in an embodiment, file server
801 is server 303 as illustrated in Fig. 3. Through the Internet 880,
computer 800 can communicate with other computers, both local

20 and remote, such as World Wide Web server 881. In an
embodiment, Web server 881 is server 303 as illustrated in Fig. 3.
As will be appreciated, the connection from computer 800 to Internet
880 can be made in various ways, e.g., directly via connection 8289,

or through locai-area network 840, or by modem (not shown).

25 Computer 800 is a personal or office computer that can be, for

example, a workstation, personal computer, or other single-user or
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&L0%&' () - CA). For purposes of exposition, computer 800 can be conveniently
divided into hardware components 801 and software components
5 802; however, persons of ordinary skill in the art will appreciate that
this division is conceptual and somewhat arbitrary, and that the line
between hardware and software is not a hard and fast one. Further,
it will be appreciated that the line between a host computer and its
attached peripherals is not a hard and fast one, and that in particular,
10 components that are considered peripherais of some computers are
considered integral parts of other computers. Thus, for example,
user 1/O 820 can inciude a keyboard, a mouse, and a display monitor,
each of which can be considered either a peripheral device or part of
the computer itself, and can further include a local printer, which is
15 typically considered to be a peripheral. As another example,
persistent storage 808 can include a CD-ROM (compact disc read-

only memory) unit, which can be either peripheral or built into the

computer.

Hardware components 801 include a processor {CPU) 805,
20 memory 806, persistent storage 808, user /0 820, and network
interface 825 which are coupled 10 bus 810. These components are

well understood by those of skill in the art and, accordingly, need be
explained only briefiy here.

Processor 805 can be, for example, a microprocessor or a

25 coliection of microprocessors configured for multiprocessing.

Memory 806 can include read-only memory (ROM), random-
access memory (RAM), virtual memory, or other memory
technologies, singly or in combination. Persistent storage 808 can

include, for example, a magnetic hard disk, a floppy disk, or other
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persistent read-write data storage technologies, singly or in
combination. It can further inciude mass or archival storage, such as
can be provided by CD-ROM or other large-capacity storage
technology. (Note that file server 841 provides additional storage

5 capability that processor 805 can use.)

User 1/0 (input/output) hardware 820 typically includes a visual
display monitor such as a CRT or flat-panel display, an alphanumeric
keyboard, and a mouse or other pointing device, and optionally can
further include a printer, an optical scanner, or other devices for user

10 input and output.

Network 1/O hardware 825 provides an interface between
computer 800 and the outside world. More specifically, network 1/0
825 lets processor 805 communicate via connection 829 with other

processors and devices through LAN 840 and through the internet
15 880.

Software components 802 include an operating system 850

and a set of tasks under controi of operating system 310, such as a
Java™ application program 860 and, importantly, JVM software 354
and kernel 355. Operating system 310 also allows processor 805 to

20 control various devices such as persistent storage 808, user 1/O 820,
and network interface 825. Processor 805 executes the software of
operating system 310, application 860, JVM 354 and kernel 355 in
conjunction with memory 806 and other components of computer
system 800. In an embodiment, software 802 includes network

25 software 302a, JVM1, RIVM2 and RJVM3, as illustrated in server
302 of Fig. 3c. In an embodiment, Java™ application program 860 is

Java™ application 302c as illustrated in Fig. 3c.
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shown), and computer 800 is ilkely to access any number of Web

servers, including but by no means limited to computer 800 and Web

server 881, during a typical Web client session.

The foregoing description of the preferred embodiments of the
present inventica has been provided for the purposes of illustration
and description. It is not intended to be exhaustive or to limit the

invention 1o the precise forms disclosed. Obviously, many

modifications and variations will be apparent to practitioners skilled in

the art. The embodiments were chosen and described in order to
best explain the principies of the invention and its practical
applications, thereby enabling others skilled in the art to understand
the invention for various embodiments and with the various
modifications as are suited to the particular use contemplated. Itis
intended that the scope of the invention be defined by the foliowing

ctaims and their equivalents.
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whereln there is not a socket available between JVM1 and JVM2, and
wherein a message may be transferred from the first processing device to
the second processing device.

2. The distributed processing system of claim 1, wherein the first processing device
is running under an applet security model,

3. The distributed processing system of claim 1, wherein the second processing
device is behind a firewall.

4, The distributed processing system of claim 1, wherein the first processing device
is a client and the second processing device is a client.

5. The distributed processing system of claim 1, wherein the first kernel layer
includes a thread manager software component.

6. The distributed processing system of claim 1, whereln the first kemnel includes a
socket manager software component.

7. The distributed processing system of claim 1, wherein the first Java virtual
machine includes a message routing software component.

8. The distributed processing system of claim 1, wherein the first Java virtual
machine includes a message compression software component.

8. The distributed processing system of claim 1, wherein the first Java virtual
machine includes a peer-gone detection software component.

10. A system for communication between processing devices In a cluster,
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(10% () - ! 9hd-a 9&EAR erzlﬁ tmcu es a con messag routing data structure
representing the first virtual machine executing at said first processing device; and,

wherein @ message may be transferred from sald first virtual machine to said
second virtual machine via the first message routing data structure on said first
processing device and the second message routing data structure on said second
processing device.

11. The system of claim 10, wherein said first processing device and said second
processing device are members of a plurality of processing devices, wherein each of
said plurality of processing devices includes a message routing data structure
representing the virtual machine of other processing devices with which each of said
processing device can communicate.

12. The system of claim 10, wherein said first and said second processing devices
are separated by a firewall or applet security model.

13. The system of claim 10, wherein said first processing device can be used by a
first client or first application to communicate with a second client or second application
that uses sald second processing device.

14,  The system of claim 10, wherein a message can be forwarded from a first of said
plurality of processing devices to a second of said plurality of processing devices by an
intermediate processing device, by passing the message through a succession of
message routing data structures located at each processing device.

15.  The system of clalm 10 wherein said first virtual machine Is a first JVM, and said
first message routing data structure is a first RIVM, and wherein second virtual

machine Is a second JVM, and said second message routing data structure is a second
RJVM.

16. A system for communication between processing devices in a cluster,
comprising:

a first processing device, having a first virtual machine executing thereon, and a
first kernel that includes a first message routing data structure representing a virtual
machine executing at a second processing device;

a second processing device, having a second virtual machine executing thereon,
and a second kernel that includes a second message routing data structure
representing both the first virtual machine executing at said first processing device, and
a third virtual machine executing at a third processing device;
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' wherein a message may be transferred from said first virtual machine to said
third virtual machine via the first message routing data structure on said first processing
device, the second message routing data structure on said second processing device,
and the third message routing data structure on said third processing device.

17. The system of claim 16, wherelin said first processing device and sald second
processing device are members of a plurality of processing devices, wherein each of
sald plurality of processing devices includes a message routing data structure

representing the virtual machine of other processing devices with which the processing
device can communicate.

18.  The system of clalm 16, wherein sald first and said second processing devices
are separated by a firewall or applet security model.

19.  The system of claim 16, wherein said first processing device can be used by a
first client or first application to communicate with a second client or second application
that uses said second processing device.

20. The system of claim 16 whereln said first virtual machine Is a first JVM and said
first message routing data structure Is a first RJVM, and wherein second virtual

machine Is a second JVM and said second message routing data structure is a second
RJVM.

21. A system for communication between processing devices in a cluster,
comprising:

a first processing device, having a first virtual machine executing thereon, and a
first kernel that includes a first message routing data structure representing a virtual -
machine executing at a second processing device;

a second processing device, having a second virtual machine executing thereon,
and a second kernel that includes a second message routing data structure
representing both the first virtual machine executing at said first processing device, and
an intermediate virtual machine executing at an intermediate processing device;

wherein a message can be forwarded from a first processing devices to a
second processing devices via sald Intermediate processing device, by passing the

message through a succession of message routing data structures located at each -
processing device.

22. The system of claim 21 wherein said first virtual machine is a first JVM, and said
first message routing data structure is a first RIVM, and whereln second virtual

machine is a second JVM, and sald second message routing data structure is a second
RJVM.
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23. A method of communication between processing devices in a cluster, comprising
the steps of

providing a first processing device, sald first processing device having a first
virtual machine executing thereon, and a first kernel including a first message routlng
data structure representing a virtual machine executing at a second processing device;

providing a second processing device, sald second processing device having a
second virtual machine executing thereon, and a second kemel including a second
message routing data structure representing the first virtual machine executing at said
first processing device; and,

transferring a message from sald first virtual machine to said second virtual

: machine via the first message routing data structure on said first processing device and

the second message routing data structure at sald second processing device.

24.  The method of claim 23, wherein sald first processing device and said second
processing device are members of a plurality of processing devices, wherein each of
sald plurality of processing devices includes a message routing data structure
representing the virtual machine of other processing devices with which the processing
device ¢can communicate.

25. The method of claim 23, wherein said first and said second processing devices
are separated by a firewall or applet security model.

26. The method of claim 23, wherein said first processing device can be used by a

first client or first application to communicate with a second client or second application
that uses said second processing device.

27. The method of claim 23, wherein a message ¢an be forwarded from a first of
said plurality of processing devices to a second of said plurality of processing devices
by an intermediate processing device, by passing the message through a successlion of
message routing data structures located at each processing device.

28. The method of claim 23 wherein sald first virtual machine is a first JVM, and said
first message routing data structure Is a first RJIVM, and wherein second virtual

machine is a second JVM, and said second message routing data structure is a second
RJVM.

29. A method of communication between processing devices in a cluster, comprising
the steps of: '

providing a first processing device, having a first virtual machine executing
thereon, and a first kernel including a first message routing data structure representing
a virtual machine executing at a second processing device;

providing a second processing device, having a second virtual machine
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‘ ’ transferring a message from said first virtual machine to said third virtual
machine via the first message routing data structure on said first processing device, the

second message routing data structure on said second processing device, and the third
message routing data structure on said third processing device.

30. The method of claim 29, wherein said first processing device and said second
processing device are a members of a plurality of processing devices, wherein each of
said plurality of processing devices includes a message routing data structure

representing the virtual machine of other processing devices with which the processing
device can communicate with.

31. The method of claim 29, wherein said first and said second processing devices
are separated by a firewall or applet security model.

| 32. The method of claim 29, wherein said first processing device can be used by a
first client or first application to communicate with a second client or second application
that uses said second processing device.

33. The system of claim 28 wherein said first virtual machine is a first JVM, and said
first message routing data structure is a first RIVM, and wherein second virtual

machine is a second JVM, and said second message routing data structure is as
second RJVM.

34. A method of communication forwarding between processing devices in a cluster,
comprising the steps of:

providing a first processing device, having a first virtual machine executing
thereon, and a first kernel including a first message routing data structure representing
a virtual machine executing at a second processing device;

providing a second processing device, having a second virtual machine
executing thereon, and a second kernel including a second message routing data
structure representing both the first virtual machine executing at said first processing
device, and an intermediate virtual machine executing at an intermediate processing
device;

wherein a message can be forwarded from said first processing device to said
second processing device via said intermediate processing device, by passing the
message through a succession of message routing data structures located at each
processing device,
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35. The method of claim 34 whereln said first virtual machine is a first JVM, and said
first message routing data structure is a first RJIVM, and wherein second virtual
machine Is a second JVM, and said second message routing data structure is a second
RJVM.

36.  An article of manufacture, comptising:

a first processing device, having a first virtual machine executing thereon, anda
first kernel that includes a first message routing data structure representing a virtual
machine executing at a second processing device;

a second processing device, having a second virtual machine executing thereon,
! and a second kernel that includes a second message routing data structure
! representing the first virtual machine executing at said first processing device; and,

' wherein 2 message may be transferred from sald first virtual machine to said
second virtual machine via the first message routing data structure on said first
processing device and the second message routing data structure on said second
processing device.

37. A computer readable medium including instructions stored thereon which when
executed cause the computer to perform the steps of.

providing a first processing device, said first processing device having a first
virtual machine executing thereon, and a first kernel including a first message routing
data structure representing a virtual machine executing at a second processing device;

providing a second processing device, sald second processing device having a
second virtual machine executing thereon, and a second kernel including a second
message routing data structure representing the first virtual machine executing at sald
first processing device; and,

transferring a message from sald first virtual machine to said second virtual
machine via the first message routing data structure on said first processing device and
the second message routing data structure at said second processing device.



