METHOD AND APPARATUS FOR AUTOVATI CALLY DI SARM NG A SECURI TY SYSTEM
BACKGROUND OF THE | NVENTI ON [0001] This invention relates
general |y wo28@marivi y systens, and nore particul arly, tr@T/CA2007/001514
automatically disarm ng a security systemto prevent false alarns.

[ 0002] Security systens are installed in honmes and busi nesses to
protect the premses within a perineter. Unfortunately, a |arge
nunber of false alarns are generated due to human error. The hone or

busi ness owner s t XpERAbLYANS SREAHAGs FOR AOPOMANRWITSH by police

or other security personnel who are sent to respond to a false alarm
Al so, a great nunber of fdPSARMMNGA SEGUREISYSTEMs| ower response
time during a true event or energency due to | ess avail able security

per sonnel or a perceived | ack of wurgency. [ 0003] When the
security gwge@?ﬁevmm entering the honme or business
has to disa Iet e al ar for exanple, entering a code into a

panel or input device such as a keypad, or finding and holding a
radi o frequenchPOPtenthiti sweition (relieD) genarpllyp te oseenrifRFIspsterendend winbtd n

¢ 52, Ul Wb BTN T R B L,

is generated. |If the person is authorized to enter and has a key for
the door |ock 9002]do¥surityt syseus drhdnsédllad rin dodes ahtidpsimegsedeo prozasa e
that they_ar to set off the ar Al so, aut.hori,zed workers or
other  peoBrEnsay i 4 Periiter dlntimibelhl st piBbos inoalsy a5 Hees sl
nmay forgetivd RehGrske efbr. erMmhe rhomeCOUBusiits awekd fsefypidhlly @spbisile \RbY é‘&sts
will trigger an alarm Setting the systemto di sarm based on si

unl ocki ngMeUEKLPY BPlGS Qfaaﬁls%e%aumrfgfmﬁh Whe, arezseny 9ceipopd o Bealse eﬁm
or potent zgb! ¥ ouit AGHBE nyagé %Palﬂnﬁ‘%a"j‘: Pééd‘ldf[ﬂ"\éh?@ rdrgg.f onRARRE du}lﬂgg true
unl ocki ng the door fromthe insid T se alarns are

al so of t efvegeoramergencyieeto pese pYaelablp eeonfityriensonhed op e peeivet lacknef ugeney.
arnmed the sensors along the perineter. This may be referred to as an
Armed Stay M Bif Wy 0 i e u

di sabl i ng theq??/st]em ¥aillnﬂgzl gzjigr(:%ﬁ%dﬁ(}%%l B %ﬁg?a@ﬂe@ﬁ tefd § Lhe home or
when a pebsorsolpsite disabledborlatno byefor ehmpie,vmpamgra, cddetmta apmnei dsr mput

out of t hgev?c%us%c adh klé)(l)pag ftinda ing ansd ho?(img a radio frequency identification (RFID)

tag up to an RFID reader within a set amount of time. If the person is not aware that the
system is armed or is unable to disarm the system within the set time, an alarm is
generated. If the person is authorized to enter and has a key for the door lock but does not
have the alarm code, they may be unaware that they are going to set off the alarm. Also,
authorized workers or other people may be given proper access to the home or business,
but may forget the code or enter a code for a different location which will trigger an alarm,
Setting the system to disarm based on simply unlocking a door also causes security risks,
as locks can be picked or potentially unlocked by breaking a window or door panel, then

unlocking the door from the inside.

[0004] False alarms are also often generated when people are within the
perimeter and have armed the sensors along the perimeter. This may be referred to as an
Armed Stay Mode. If a window or door is opened without first disabling the system, an
alarm will be generated. This may happen when a person opens the door to get the

newspaper, let a pet in or out of the house, or to admit a visitor.
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[ 0005] Therefore, a need exists for preventing fal se alarns by
disarm ng the security systemw thout human intervention while still
mai nt ai ni ngotzb®/osnbegrity and functionality of the secwiiricazemsbtsm
Certain enbodi nents of the present invention are intended to neet

t hese needs and ot her objectives that will becone apparent fromthe
description and drawi ngs set forth bel ow. BRI EF DESCRI PTI ON OF THE

| NVENTI ON [ 0006] In one enbodinment, a security system conprises
a system cont r plooPANeherfBfe, 3" Ml ExRBIfA! 0 FAINCAIRRRUEY Wsat¥id
A door sensi ngRit(J)ms)‘I?1 cocﬁprfeées g fir st O(rijaFgl gﬁﬁggquen%ﬁ%% Sar é%@

t ranscei veecurifyt eysteon vathived hwnah inteeegioat while ol rmdintpaimeg theviategety and

networ k. The,.fir.st transcei ver i.s_mount.ed. proximate to a _door that
ot 1 mes. ateaialithore ERTEFYLH o RrERL i Bk bt Spignii@tion o

noni t or ed idyhded € $RSU tHekd/ n&ds la@iNothEh @bfebdivael (Rt Willabts6:0E \apparba Siradi U
detection field proximate to the door. A disarm device conprises a

second RFIeSCHPliQNEAN] draviingsseiofBR8loMeal Iy transmits a di sarm device
packet. The first RF transceiver receives the di sarm devi ce packet

when t he feeRPERERIPADIOFTRE INVIWTION the RF detection field. The
first RF transceiver sends a di sarm nmessage to the system control

panel over the network to disarmthe security system based on at
| east the di salfPeleVinc@esabediment, a securfty §stg CAMEAFESS HeTySiemproairaepanel o

met hod fo foraaﬂhfﬂg%h& gig%::klénéi{h% @E&Ugﬂgsﬁteﬁf CAS rdbé%eﬁ&f%%fé Es:fﬁrst radio

transmtting an t-wt I'sar m devi ce.
conpr i ses fraqueheaF)ormesdeden intércame¢tedyvith Sepsyiswimechnivot parel ovee agtetvoork.

f the di i dth i T F K iS,.
Cecel ved dnt HeGRE eRoc P iRy BRO B PR oM e e R R apfiop of o
system Aperirea&tar@ind ahRrdago 6 Mvaitedd b titscbieAg byt Vied fiQt RE Hraticaivad

w th approved di sarm devjces and the security system The securit
syst em i sh¥i agﬁdﬁn@ﬂeﬁm el rosimaicdnbe 6 sisesmidguics SpPTGS fesoad KF

| east oney¥@kdiGer that autorddBOAB] trdrBmAN 2 1dRG M QERAIPIRAL . TIR HOCRE krbdsceiver
system conprises a systemcontrol panel for armng and disarmng the

security epeivesniheThearmedayidet packsiswaen the seeenck BFatranseaivartiy vijhin ¢he RF
mode, whi ﬁ%le%}f ffe?dﬂ.mﬁhé?irs"inm:l £ Eei'gé?%eﬁat[ . gis&/'?‘ld eS8 B @esssgt%dcowgle'
The security system has neans tor detecting at l'east one of nrotion
and a di spanel cey itteengpaakead dpaox Kinesteeurity sgstaho basedoniat dragidhd dishinedevice
security s%/ﬂs(tem Means are provided for setting the security system
to the Di B%&fffed Mbde based on at |east one of the notion and the

di sarm devi ce packet. BRI EF DESCRI PTI ON OF THE DRAW NGS

[0007] In another embodiment, a method for automatically disarming a security
system comprises transmitting an RF packet with a disarm device. The RF packet
comprises at least one identifier (ID) associated with at least one of the disarm device and
the security system. The RF packet is received with an RF transceiver interconnected with
the security system. At least one ID is compared to at least one value associated with
approved disarm devices and the security system. The security system is disarmed when

the at least one ID is the same as the at Ieast one value.

[0008] In another embodiment, a security system comprises a system control
panel for arming and disarming the security system. The security system is set to a
security system mode, which may comprise at least one Armed Mode and a Disarmed
Mode. The security system has means for detecting at least one of motion and a disarm

device packet proximate to a door monitored by the security system. Means are provided

22



[0009] FIG 1 illustrates a security system which has a system
control panel for nonitoring and/or controlling devices installed on
a networ k wo 2a@03tidance with an enbodi nent of the preseetr/dAvERDIsON.
[0010] FIG 2 illustrates a block diagram of a disarm device, a door
sensing unit, and an input panel nounted proximate to a door in
accordance with an enbodi nent of the present invention. [0011]
FIG 3 illustrates a nethod for disarmng the security systemof FIG
1 using t ke seltisg e sdautitg eystdm b fhe Msdred BRdE Baded &nVik (dastaohe THIROINBBRGH
of the present jnvention [0012] FIG 4 illustrates a person

usi ng t he 2%fl s fispaedsvice pefkek| G 2 to di sarm a door in accordance with
an enbodi nent of the present invention [0013] FIG 5

i1l ustrat grier pESCRPTION OF SYBNDRAGVINGS door sensing unit of FIG 2
fromgenerating a false al armwhen the security systemof FIG 1 is
in the Armed Stay Mode in _accordance with an_enbodi nent of the
present inventi08@9] FIG. 1[iustiates precurisy evsmhiyhich hahp yysies camrql pagel fore
fol | owt g flith idaCth it EntBllingNadfect Ghliliel GIBONER! & Rlcoldlficd LR
i nvention, w be better understoo en read 1 n conjunction wth

t he appendmbodimention je.préfenttivengsm.ent that the figures illustrate

di agrans of the functional blocks of various enbodinents, the

functional bl arg-ngt i vl ndi cat i i VIS .
e e oS PSURSEE RO VoA Lt k5 ¥ g
funct i onahndednciaps paeel gnounted peesaate so o dooremacdoghcar®ith e enblineie if éd
in a single epi ece of hardware (e.g., a general purpose signal

pr ocessor PEFILEPHOR: or random access menory, hard di sk, or the
like). Simlarly, the prograns nmay be stand al one prograns, my be

i ncor por at ed a@OBILIFIGt Britsstiates A'mePEd &dri AGrENg RO sectBlly $36tefUSCEFIONS
in an installed software package, and the like. It should be -
under st oo Ry SRicsal Bitb ol hBFONINF villian PPAGCAL T e present
arrangemepisnagd i nstrunentality shown in the draw ngs. DETAILED
DESCRI PTI ON OF THE | NVENTI ON

[0012] FIG. 4 illustrates a person using the disarm device of FIG. 2 to disarm a

door in accordance with an embodiment of the present invention

f0013] FIG. 5 illustrates a method for preventing the door sensing unit of FIG. 2
from generating a false alarm when the security system of FIG. 1 is in the Armed Stay

Mode in accordance with an embodiment of the present invention

[0014} The foregoing summary, as well as the following detailed description of
certain embodiments of the present invention, will be better understood when read in
conjunction with the appended drawings. To the extent that the figures illustrate diagrams
of the functional blocks of various embodiments, the functional blocks are not necessarily
indicative of the division between hardware circuitry. Thus, for example, one or more of
the functional blocks (e.g., processors or memories) may be implemented in a single piece
of hardware (e.g., a general purpose signal processor or a block or random access memory,
hard disk, or the like). Similarly, the programs may be stand alone programs, may be
incorporated as subroutines in an operating system, may be functions in an installed
software package, and the like. It should be understood that the various embodiments are

not limited to the arrangements and instrumentality shown in the drawings.
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[0015] FIG 1 illustrates a security system 100 which has a system
control panel 102 for nonitoring and/or controlling devices installed
on a net wowk 20B®311%he devi ces may detect and/ or contr olpCaaoCpeIFiNgSs
and cl osings, detect notion, detect alarmconditions, notify people
wi thin an area about alarm conditions, or acconplish other functions
whi ch may be desired. For exanple, the system 100 nmay be used within
a light industrial building or a residence. [0016] The system
100 has OMETHILBDITEESTRIPTEEN O FTHEINVENTSONh as first door sensing
unit 104, second door sensing unit 106 through N door sensing unit

108 whi ch may onfjgyred to nonitor first door second dpo

114, "thr ough’ MASr 1ice. essss ERoKLY eisin 6w ERR AFS § SR Big e
sensi ng unpi %rmém&)%% BYof SsiftloUMigdeIRad Msfall bR A%heBRRE 1309%%&1&&5
any of first, second through N di sarmdew ces 150, 152 and 154. By
way of exﬁ?@ﬁl@t@hla}ﬂdfof Heenise gﬁ%fsomylgb@ﬂél‘é@%mgscdpméﬁ gretips;, deent ladars
and the | e r t 0] C
Wth the SySiishecadiey bl SN g SELab4I0 il Corhilithg 5 EURPELCPhE
door sensfungtiomsivigchl@dy bd 8GjredinBorld8mblestha syuténg 100 adg be asedowitlihe light
net wor k lé% Cﬁttwa aII first, second through N input devices 190,
192 t hr ou§H"4'8 gmgé? AEHIERS proxi mate to first, second through N
doors 112, 114 and 116 or in other convenient |ocations to allow a

user to manual [0p16lhaTigesystefy Bitehasoadeor gt oot adnging walls, as&c}ﬁa§ﬁfsurdbw
code, and manual [y arm and di sarm the system 100. 017&}3 First

t hrough N°SRFRE M s\ @fsrand; doPT SRFINAUDILIT thepuehily é?ort%?flaaggﬁmml

156 and 1Ay fHRrconNahttd o6 iddstloP BRRidodr 212, Hedil &Ho%amngm FgeNfdJ&tllﬁ
t hrough N ddors 112116 and the fir st through N wi ndows

define, ofesprgtivelal EgchoafftherBrst dirgushiNrgansing 1a0s é@f’otﬂﬁdnamreawmmg@alb&om

door  sens i hAS BT 1 sy o AR SPiot 8 o LI AR net G T B b Bl

and 144 megy af @mrdpb: anty, ehrer sighatsanasbepaedinicat agnam padkers] angl thelike eEhe first

Addi ti onal ter noni devi ces shown) na

A so.  onotafiehdy Snae fof LB om T ER o Tge S otb st 15 et e
per i net er nét@Brkt 0L0d eael fof MRtdodN séibinB iuRité 64, rmalatuarzed h@¢ 8@nique address on
[0018] Alarmcondition detectors 118, 120 and 122 may be connected on

t he net wotg neoris ALD. 20ptongly.fisstesrepRd thirugh P\ ingh desicey 490, éa%&roqglvzl%

The det ec rat

Conposi &1 e oo b pron (Il (FRRE selchd Bro BN Roprs IBCNA ol 16 SAMGE
is sensedcontvereeréyma@rmsa@ atlovph upea heman@dly changs misyseramode.center ditgsath 4s0

i ough iR B9 24 el i Bhd SRt fBieh 001 on Gevi ces 124,

126 and 128 nay be horns and/or strobes, for exanple. [ 0019]
The system conf@bl] gamelthra(h Nsnmdmmesemsed; 142 andobtde mosingpfinst fZGughhNCch

provi des 0 or s _of r ta the st em,100 e or r

batteries” Tgﬁ ?n!isg %@%gorémﬁ lﬁﬁ OBETiRe oggﬁgclére jpe. aTB%&éﬁEPgﬁRhgd

peri od of ddorsTE1 2- N 6tdhe teviet thfugh N windows 156-138haapasiek, supRiayly BBngh
her fupctions of the system control panel 102

ot her i ncomnzf? pawer . ‘ﬁ
may i ncl RS AY giovg ?ﬁéregf%%gwalﬁmﬁ ay g*y?s*fﬁfémtnmm &8st Thaagfosg. the
conmponent firs@thP&ish iN BoorXenddhd ulifs Idaqo%yéﬁiqm ERY mr&c%leﬂ%lﬁ@ovﬁ s SRB1sS142
turning off strobe lights, and the The network 110
is confi g%\deWtréa)télﬁQ ¢ ponetd teras mmuwtpm vaces. hekcbidmlelsmmne@er
noti ficati,gn:gdQyi SWSte I I h
addressab\jpe tnogt ?‘gg%slj(gﬁt éé@?i@%‘g HS%S q%fé B}égggr}%é%emﬁg’gesemjo%zmg%%a
be capabl E9ghaydemsedivihinitioenpeninteker tl @ tosdestcempiantvitinh tpanalitotdrealhe
addressabl e notification devices 124-128 may communicate their status
ﬁg? m;?ﬂcahghal[ogﬁ? al}&ll It XOl’ldltIOtnh(?etéSCYOSrE ?[11?5 C%t rn%' 2%?1%'; b% Q:(Z)nr?c\tl:t%h c}nht e
network 110 and are monitored by the systemn control panel 102. The detectors 118-122
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[ 0021] The system control panel 102 has a control nodul e 134 which
provi des control software and hardware to operate the system 100.
Oper at i ng wodeosh3a9nmay be provided on a hard di sk, ROVecCTicasévnoersory,
stored and run on a CPU card, or other nenory. An input/output (1/0O
port 138 provides a conmuni cation interface at the system control
panel 102 with an external conmunication device 160 such as a | aptop
conput er. [0022] A central nonitoring station 146 may receive
communi catyja@ngetédi O, NENckES &G RNte! WheRRAE! cokPsifiBBAr & Bhes Oflthddbis
probl ems and al arm conditions. The central nonitoring station 146 is
typi cal | ycendétionedWhepgn alarm gpaditian is yersednthaoystgmgopirehiaad d Ogdransaifs ang
to many s i : i Rl i

securi 1y Sotts SRty 38 She P more addrecdiiCnfinthidn Whid0 TR ARNRRRL 18 wgblh
Mode, Ar nthd mtvayk Mbde Tancdd@esalblmnbtifientiofideecesnide 426 5ad 028 opgrtatlioos
may be used, The, nodes of lthe system 100 may be changed by entering a
code at t AEVESUDRE IOBRAMRIe panel 102, at one of the first through N
i nput devices 190-194 | ocated proximate to a door or other desirable

| ocation, or wooot NEheChystamoogedli pagd 1D30s cdipdctedon® fovwidha)pp¥p d80 ahih
all of the security features, such as the first through N door
sensi ng uPieYides epe orgporeevielsiof PRWeRigHhae NticHy E00- @R oy BOre battericy 132 Anayas

wel | as t heyitd PRESBNSANS sddBe 3tda ?e%cfé@rﬁiﬁ&d‘})éﬁtﬁl BEfilBEh §he 2k of i S
node may be desirabl e when no people are wthin the perinmeter 140.

Armed St afpilvsod the pasver isepphie d 3ren etheminerimiog payerd eWtherelynciione of e syktem

first thr S I nj 04- d ISt r

wi ndow seﬁdglgjrals %}ir%golg%dﬁﬁﬁ%l lshts%gégé v& ?I%tagdegn%fﬁ g} ewesl%%lallg@’m%\g\%{e}?é\lgny
of the ficoatponbitpupdrtidh,doall of ht2yddf 100, flendig $ipuady ghmihg wirtiobs 1iglké
and 158 ar W%) ned or otherw se conprom sed, but allows people to
move aboui™ % the perimeter 140 without generating an alarm The
Di sarm Mbde disarns the perinmeter and notion detectors, but may not
di sarm t he al g0020]orithetnemvorkl €16 icofifiguledto kaRy pbwelndRymbRnREh®d td the

al | nodes. [0024]. It, shoul d be understood that the system 100
mmy A oviddressble BONEHERR SV hHLAR 08 1% BRESh aur PR TH | Each

net wor kK 1:are3¢BicahdBitadii aWiC AT RAL 2 AiRE ddBre8AGHY WRY e SpaliR! df
as to define additional nodes. For exanpl e, zones nay be’ establ i shed
such t hatcommynieption githghe pysganppenarol panel 1621 Ahe dédrewsehie aetfication devitas| e
a second t14lgS | [ 1.1 ab - the cur |
system 10 ilsjsslﬁﬁg%ﬁ%ﬁe]{? lgvvaetg-rllgﬁgrruts) ?tgﬁ %{ ﬁgﬁ fg‘ﬁ%“’@%ga aeb\si\igt,9 "{8 rtg‘?/\ﬂgsne I t(:()%lt}ls(01
desi red tmnelolii2toger therhgtwarkpldft i on of the entire area. For exanple, a
hone owner may wish to armall doors and wi ndows except those al ong

t he back side he. h al | ow ng_;t occupant.s t ve between,the
backyard and t (Seﬂit] n'(tar &F i%gsﬁél?rcglétf(\i% ?li%@gthagétcgf?tﬁﬂ 1'8?‘{)"%%234&" Ieh,provides

[ 0025] Fldontrdl sdftwasd sak lesdwarblio ofserdieati¢ aystah 10te Opefatihg dod&AI30 gayibee
150, first dqoy sensing uni 4, and the first input device_ 190
mount ed EOVAGLOR AR %ékﬁ@rl%_aﬂbwe@% Soredsisiivg Ber (hbetasd- g8 Psiat
t he secongehéyOuanMNuduHar MO P¥itA8S prbeRled R CorRnibANR itbAdeat the system
functionality and configuration as Fhe first disarm device 150, "and

t hus wi | 10A®P! paaeld3 Fibsa gxteabeqnynpnication devicpiPa)cisehlapbp eorepyer: st

t hrough N di sarm devi ces 150-154 are snmall in size and easily

portable. For [gxarplecerrallfhidRg KRR 190G Af rebdie HidatiM-ARUE G8f th
150-154 in a gockg{), geri gfcasle, purse, backégfargk and the |iKke. Tf?et ¢

first di saptpmdenireleangol0asgagding sty problems and alarm conditions. The central
monitoring station 146 is typically located remote from the system 100 and provides

monitoring to many security systems.

(0023} During normal operation, the security system 100 may be set in several
modes, such as Armed Away Mode, Armed Stay Mode and Disarm Mode. Other modes
-5.



162 for storing know edge about the system 100, a processor 164, an
RF transcei ver 166, and a battery 167. [ 0027] The first door
sensi ng unwb 20@43h@s an RF transceiver 170, a door contPaTiCALI2/0ex3th a
notion detector 174. The door contact 172 may be wirel ess and may be
used to detect whether the first door 112 is open or closed. The
notion detector 174 nmay be a passive infrared (I R) detector or other
type of notion detector and nmay sense notion proxinate to the inside

of the fips b%émmh rhd?bé Meahlmetnli&lepsf th@%&ﬁém%@)ma)ﬁbmm . Gy7§némfg £

pr ocessor may also be within the firsSt door seénsing unlt

[0028] A ﬁ?ﬁ%&mﬁewma@mmﬂu 1&2 qthgp of g®, firstuibrpugh I\hmpmdtemcps il.%i%n
code, tok r

the firot el prlilile (STh! b ofl st kB4R, b whdnRERRY gdics I50-
aut hent i caf®e Aheed Awsy Mois anm allef thecedbiy feEamds silchas thedstitloeudbN-dbod
IS preaut hOI’l zed..a uni D 16 Def aul t
Syslto em | DYTEBE LYY @p@yﬁﬁg\f’{%ﬁ%&ﬂaﬁ“ %ﬁﬁgsaéé'f itaég‘“'vﬁl?tllpn
the systemni®f 148 zal a9 Shieiethel ﬁérﬁﬁ&rnﬁﬂorwhﬁ-%de% b HQIARE | vHen Jo
stored in the menory 162 is used by the first disarmdevice 150 t

form RF dBERIHEE Wéff%n theegimeter d@r r‘*éaleé StaysMgde amps @e\ppﬂ@etpamoett@nng t
shoul d beguy rsﬁfo?gﬁ st &k&%ﬁ‘i@ﬁoéﬁeﬂ BHi?sCl((fﬂ:[ fosidfa 4k ?ig%;@:?g% N
1 cat

ot her form; W rel ess commu Ion nma
list of apprdowennPey ilé2 anddid4l 8This tivele Deiflogehera®yst damnl PhaiBdny afthedfirst

uni qgue S I 6 i.gn ot syst e best red.in.the
oo DY BB N0 2 el e ron N SRS 158 g T are Spdted ESperdade
door senstagproiised,104t, alldwsOpbeple M@ MBSV about Wity Sthe Npekidfdter 140 without

Alternatively, a S|Bgme | D._may be used rather than assigning unique
Devi ce angFl8\ipgan piggm. The Disarpddede disms ithesperigneses ons mojior detegigrsphyt

operate i maPhet dfarthd faalcohfities ,
Pol |'i ng l\/b(ziseD and Button Iézroess]gdd&l\/%?llﬁggilg‘gfﬁhh%%tﬁgé{gﬂt}dsﬂ%mg&

operating node in which the first disarmdevice 150 will operate nost

of the tine, dA8Hladt shaui bnendsipinod that e $3§teim1%(hylamalw AeIgerAReioose
Mode, Ar nﬁﬂw@d@%cmgﬁmoﬁﬁh@te@' éﬁ%éfhé\’%ﬁc 11005 Igl':mécf l¥§1re rgcxz Qm?ffd fhe

first door Sensi ng uni t tects transn155|ons
di sar m degack eotgms arell adaée é¢fmeraéé1tmmaé mgdes. ofpreeEdpid, itmassemiay)be estdbdisiradde

tsgﬁszyzt :n a&gga\t/ fl?lerétrkgtn é@enlleter?ri?ﬁn%gggs Eigx;lgesé 28 gr/rr%rd v'vt'ﬁ euat secc):gn sert] % not
armed. This may be de31rable when the security system 100 is shared between more than
one business, or when it is desired to monitor only a portion of the entire area. For
example, a home owner may wish to arm all doors and windows except those along the
back side of the home, allowing the occupants to move between the backyard and the

interior freely without setting of the alarm.

[0025] FIG. 2 illustrates a block diagram of the first disarm device 150, first door
sensing unit 104, and the first input device 190 mounted proximate to the first door 112, If
should be understood that the second through N disarm devices 152 and 154 have similar
functionality and configuration as the first disarm device 150, and thus will not be

discussed in detail.

{0026] Each of the first through N disarm devices 150-154 are small in size and
casily portable. For example, a user may keep one of the disarm devices 150-154 in a

pocket, briefcase, purse, backpack and the like. The first disarm device 150 has a memory
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[ 00311 The system 100 nmay initially be put into an Installation Mde,
such as through the input device 190 or system control panel 102. The
first di sawm2desnel 150 is automatically transmtting &CaiCAa00T00SYd ce
packet having the Default System I D 165 and the Device I D 163. Upon
receiving a disarm devi ce packet having the Default System | D 165,
the first door sensing unit 104 verifies that the Device ID 163 is
valid and may generate and send an acknow edgenent signal, such as an
acknow edgeresiistopiag kedwledd dbolii@e Ssdne 100, R pkS&sdbR 164 QntKF irhBcsVEtien)
100. The fiyrst disarm device 150 stores the System I D 186 of the

syst em 108% #3557 renory or ot her non-vol atile menory 162.
Therefore, if the battery 167 fails or is renpoved for any reason, the
first disarm dggppe HROECO&R: SkinB @A 109 hiCad ﬁﬁ%ransczip?r 1707 & HodWhtact
sensing unit 104 may renmain in InStallation Mdde until receiving an
acknow edd& sgsmefionfdetneior Aé4.f Thesdood cepdaaml dmiay be wi6lefssandwedyl beased room

any ot her ,g] j i b nstal l keh e di.sarm

Govi ce. padfied HbRE e Bl 12 W hth F Yne < Y b doifiatit Bk ge =
that t hfe leu;silvedltfr@ds (Iggldgﬁct’bBG); h)ﬂ];ﬁr bﬁen%fr 6KV gde(&&daxﬁlamgﬁ sense motiotr)l
successfu . X a t i|sar evi ces. 150- 154 may_ be
provi ded Rﬁof\(}‘?“aﬁ%f(‘t%ﬁglshc@dgfltg%ﬁ@t ?Prtlﬁg (Y.Yé‘E\“ tH]%PerHHﬂEfaHO} SelEPAY e
node of tIélﬁlWﬁée@iﬁrl@@ma?@fw%min@he RfsE&r Bhsitiznyb4ion 196 may send
an Arm Command Devi ce Data Packet to set the system 100 to one of

Armed Away Mbde and Arned Stay Mde, D sarm button 197 may send a
Di sar m ComandVBeili b unifug Paiasee fdepifies DY HE3 s sushett am ddentifigition raedel

Mbde, and ] ] A a
Packet 1 o' Fan ok SteLeca e EatoRER IR RARLYer U e s DBAEP bR R0
user what andpidasedhy thesysem1l00 tp suthenticBerthe fatdiserm dedcot S0roEahldism

(not sho . set to flash 1o indicate Arnmed .and Disarne des.
ot onat | SeistheoRs EibrabfhorizBhthd B, Rive it s SRR R A PRl
abi lity tSyspnolides aoseposting toch Defauk G ybteili [DaisodiMEE with the sysleRDBR] is
FIG 3 iIIustraées a rrethog for djg)arm’_ng the security system 100
usi ng one i e THIRAION SAPTER HUIGR MOROTY (| psis Uge

alysy stoRg Inyihe Mmemage | §% o Sherigtprmation sipred iy To%is oarcbh fhe

devi ce 15k Sishiefdedi® Yc &y mﬁﬁ‘RFfda’iashacﬂ’;@@,r herdif defertel 9o fR! iQWnNBvice
di scussion, it should be understood that any of the first through N

di sar m deRdckess K sipmidhe wndprsinpddhar althangD®E dna paokets arerdisgussed, wthed farms
disarmt i . ny door nonitored by the security
system 18@.\%%?&5 5‘51%{185%%}&%}@%2%?\??”3”& es a person 176 using the
first disarmdevice 150 to disarmthe first door 112. The first door
sensing unit 10009 s A hist ofl 4pprbved BevivatiBstl82; the Pdfmdt Sykvon ID1B4anntl has

can dot ect e WPk IR R el ® §) ol Dol ReGhidin wegnimer 140R6ne

movi ng clths eystem aonttdd rpang hl0Ch enefriorys 1 706D the 1flrdt @édr|semypeunin oy, toh R
detection field 168. The detection field 168 conprises area on
bot h si dEBILY NG $ysem HilorAlferpatively, dsiRgle [RgRassbe vied rather dbancassizeing
field 168imeyrendie AR Byt sbde and inside of the perinmeter 140 (FIG
1). The RF transceiver 170 is always in a receive node, and may only
transmt afterg@@ el Vi :t]g an RF packet (disarm device packet) while
the door contd 175¢ i idisara devife bbmay opgrate irjope of 2t leaskjthuee modes,
di scussedytpgehiteilation Mode Mbdee ¥
set to Armed Away Nbde_,osh_iéﬁggéhlgg& ’sagl?%ggt?%gmts el\%[%%t' t}?%sﬁg?mgﬁgdﬁ lglg
a predet dhtrPPregiingonedeain whieh dipsfishilisam deficepkifewilll gRrate muneoithe ttinee,

i nput dewvl - US] t,on, 196. di,scusse
previ ouslslly]?}?a% %ﬁ%} &ltg %gStgﬁelcl@piIF 3'{ E%a@ﬂggﬁg,dnél%& I‘g%det %@Wﬁ&y lﬁﬂ‘feo&@ N
door senddisgmuiads. 1THe REO&andceivat 17hobupd ks ownsensaits1 i dedas

144, and the motion sensors 148 and 149 within the perineter 140 are
armed i n TAARMIARERSAT fypffisarm device #@ﬂ)@% ‘}e}ﬁrmﬂ?? theragopaedeshbasgdson




[0037] At 204, the processor 164 within the first disarmdevice 150
generates a di sarm devi ce packet 178 which conprises the Device ID
163 and t hwogestiemol D 186 stored in the nenory 162. At PAGA2bdTOIRE
transcei ver 166 transmts the di sarm device packet 178. Line 208
indicates that the first disarmdevice 150 remains in a polling node,
meani ng that di sarm device packets 178 are regularly being generated
and transmtted. There is no need to turn the first di sarm device
150 on anheonbde WBaFstkR 100CisAA) 4 WEll ADER, stdthe all/ACRPHOST diRd FRYors aRd
t he di sarm devi ce packet 178 at regular intervals, such as every
seven secéfdecson thayysie@icl®dds. The processor 164 may then switch the
RF transcei ver 166 to receive node and wait a predeterm ned anmount of
time for an ackp %ﬁéﬁ#?éo mb0 EuiBAIBCES SR indOh FRMIAAAMORE a2
sl eep node to conserve atter r, remafning in sleep node for a
pr edet er mithreughathe inpat defvicei lﬁﬁ or sy&bﬂm asntiol panek €8 nbis: filSpdisomaddvice 16016

RF transcej ver 6.may .be abI fromt nsm

devi co padhEraiply RmiHihers S ievick dinel ERTER bk il e Bh Ty and
Wi thi n t heneRbevitRtIBCIA30 rUpfoheécélvl;EgBa digdrmldedict ackBFhivim e Pefrlt Shdemab
the first gg tP‘hsenm ng unit 104 recejves the disarmdevi ce packet

178. At 21 &rgs [doee sasing 1unst EQnpaiiss thah dheslPsyisenIPD 6Bgis vahe and anay

De I D
(such as FRa s S sehd gh JaRl AR IR, RRAAS by AW AdsPRal PSS gy

stored i ntlmh‘éyStmnﬂhlSQmiquAttozmsyatdm 1A Shetiasn emajrroéwqpelﬂajgonen thehe
dlsarmde cket t S the System an

Sored 1o¥yfnABCIR! ornh8 sHifm' 106 if HHSh Bmlol ol HEF Thf UtallE thétfort f82.,
devi ce. ATheefoad, ifitkd atteiyt 165aild ot ibemuovedfos taop cbatdiathedirst dighm deweor50

val ue may ,be sent t he djsa evi ce acke 178 and commpar.e
singl e V afi%RS 1St B (P perethe TR Hbt 30%%18' unit 151* e s ) gﬁ}?@llwn Mpde

216 the ph@e&RtinglabackBdwe@icahels fﬁdﬁetmmttdhsqﬁnGeﬂeelsv(aekweﬁesiho&f
the first door 11 If the first door 112 is cl osed, at 8 the first

di sarm de%sbehqwarmﬁe‘ﬁee being atebed) aicihmey be a disaem ﬁ?ﬁ@yp%bet@ﬂélﬂé theed
di f
the 11 ot gy B R hesStelt 108, RIRAG AUt PG I e habedileiydd,

220, the pchmesmcceﬁfﬁllymy optionally generate an acknow edge packet
180 which is transmtted by the RF transceiver 170 at 222 and

recei ved by t tﬁa% Cfeh\éeﬁlsalrgp 2125% ltsl;iemg oDcessordSé?wS.ﬂpPB ares
ne

;

and sends a dlh@ sys em nessage fiewéeﬁe system Lont PO

The contr ﬂlailﬁﬂﬂdlﬂd) ¢hel Golr mmymhﬂi\mnycshmngehd hedené ehcofystdne 189, S%fneiﬁﬂplé 0

D sarm Mbde at 226. The stem10| ut.omati cal |y dj sar ned

wi t hout rB¥GEH5 1%6“ br’fﬁﬁ? d?ﬁyt F p?é‘r‘g% %?E“a“‘?hge"b‘é’r Yaw Rerketigysetde a

key to Op%@te}rhﬁ}oftb ofit ofiARkedlAdapNbde %@AQQ&SStB?Md&%eﬁlsE:% HRRANIDE AN
e

access code to enter into the first input device 19 hin a
pr edet er mché@ Pisarmodommand Rsvice Dataclacket tg setathe eyfamrlﬁo 1tq> Brisaba¢chilodd,0-

and Status button 198 may send a Request Status Device Data Packet to request an
acknowledge packet that will indicate to the user what mode the system 100 is in. For
example, one or more LEDs (not shown) may be set to flash to indicate Armed and
Disarmed modes. Optionally, the first door sensing unit 104 may be provided with the

ability to produce a sound or chirp to indicate mede.

[0033} FIG. 3 illustrates a method for disarming the security system 100 using
one of the disarm de_vices 150-154. Although the first disarm device 150 is used to disarm

the first door 112 in the following discussion, it should be understood that any of the first



generated. Optionally, the person 176 may enter an access code if
desired, or if the system 100 and/or first disarm device 150 are not
oper ati ng WPIB&®BI191 such as when the battery 167 wi t hi RPOTHaA20(7{081514
di sarm device 150 is low. It should be understood that 220 and 222
may be perforned at approximtely the sane tine as the 224 and 226.
[0041] Returning to 214, if one or both of the SystemID 186 and the
Device I D 163 do not nmatch approved val ues stored in the nenory 173,
t he met hothrpahse slisaon ﬂﬁﬂcewhléﬂel Sttthevidp sarainl Mevice éD a8 loety He/Ged o disarm
di scarded ,For exa t di sarm devi ce 150 may. be for a

i 11 or ant HEQESHEIT SREL1MIA e ik et R PSSy r BRI AB6 and t he
Device I D 163 may not match any value stored in the nenory 173. Al so,
the first di safoB4levFice 4ibatary apaisen bmlr@rmwflauaismw&wed,to givarth
as to all ntract r enpl oyee ac¢ , n, t he, acces y have
been t or IS - 1S (it doohaasme i Ibwseﬁei pRpiRAe P the s door
| onger e”@l?é(rﬁﬂm's@nk'ﬁedefe%ﬁbd £id1Y 168RTRNCI he REOSMs ESver P76 (190, £ Ganl defbt
of approved Device IDs 182 nay al so be done if the first disarm

devi ce 158Fidataspagkatnsent by @Qtdlsarm dev1¢€{$d(5ﬂ21154 FIA@y0® mpvipg tloset lewr ghrough
met hod fo V. I ol

al arm Wnehhet rgt (is%g%:gir.l@ §}p§’°g‘? rtﬁ)%%g&f ggle(%l% he Arme taygit\%ggn%ﬁkﬂé%e
i nsi de theorﬁpmei hitey on pethdides rof yheniddst dat 1¥2;tib @thdic mrcm the \R IC @eteutioh ild
per son. opl e who, do, not. have access i sarm device
may be i nlgﬁﬁ@“? B?ﬁﬁ&‘“‘@ﬁ'&ﬂ ingide ?QE%BWF%B{%(F?GVJ. g‘é £ tragicgiven
empl oyeesis ANSR ih ReeRPrel MBIL and Ay balyafaBtit aftbr ﬂeéelﬂﬁé b RIpd I?acf(é? (disarm
protect the facility from unwanted pérsons com ng from'the outside

whi | e sti f¢vieg pashifthyhie dlyt doar sonisapy d 72 Hedieasgsi 40, @gﬁnvﬁtqthoﬂ%e%ér\arﬂlu beg
a fal se ajjar ed'?fé! My of exanple, this may apply when the system 100
is used in a home-and has been set in the Arned St ay Mode for

over ni ght . [0043] At 250, the system 100 is set to Arned Stay
Mode. The syst@Bdorir¥l0 (FEnel), the 3ysieny 16@ iscetto Permeid\ﬁat/éi}@@d@ssdg@hyo

each of t S fi h N
door sens%ﬁegcpﬁ%h%%%ﬁmf)%gkgﬁ% %190%¥| s dcﬁreoagtﬁ Egl 61\%\5°s%an§le?(55‘hg‘1r42
and 144. dieeof miecinpat damesomosmﬁlswsbyléﬁngmleh Mﬁi bmmhdlgmt AedBeuznsd.
It should be understood that the Ar L{"FE%( I\/&lde al so be di sahl ed
usi ng t hePTrELCHSY O Bheciecuty ettt SudH LES insieihequgh N doqrsensingoits 1Py
di sar m deyis; @irsk IkofEH RN €SV ABALRE1 QUG G2, Ll B Hhoidod QefidofsS 4gRRI 149
112. [0044] At 252, the notion detector 174 (FIG 2) of the
first doowitianas preimeir4Q aie apmed ndhesArned AwaaMale.hi n t he peri net er
140 proximate to the inside of the first door 112 for notion.

Det ection of rTgEB N Ayadohene éoﬁnlﬂe%gﬁ)taﬁ{esy f’é'thbor b, gﬁﬂze%

al arm 045] At 254, the procéssor 175 F G 2) of th |rst
door s ensinﬁjgb@ﬂnﬁto“memofdb@ komné, agsemice vhide buheeselcm)la comtnetcm:tfoﬂeizmpes As
det ect ed fir r..112 e the J LSt d i

ot - open, e Fhe iefsBh 106 eyl e e HEE ) ) it iR et P
an open dfiiot disdrin defiee fl50 giay dzoibe taiZied n opellet, la, Iﬂﬁrﬁ: bhethpt ieee STigere 75

det er m nes whet t he on detector 174 ha noti.on wi thin
e por | v BeRdygp el RSy, to: i e sprefitio devive 30" ANGEs A
258 wher epdriiénl 2 posiass@ith 1cépect &t BE Htslfla@or\gﬁetdg%uqonal i d di sarm device
packet 178 has been received by the RF transceiver 170. If a valid

di sarm devi ce has not b t he nethod passes to
260 where the [ﬁﬁﬁé éﬂﬁa% PLorgERer SO cﬁb%ﬁrsn’ﬁéeg%se\ﬂw scagiates i
control paggh ddie p%kezﬁas Wi 56@15@5@3 aRNbEBE: IRNE3 aﬁ@%&ggs%n@tm%s%n

alarm Returnin , a valid disarm devi ce packet
recei ved, storpé llsa?;tfewqr@dﬁﬁs Afi Yy thecRRtrapgeiver 166 trars0did @je detror driving

L?oiiﬁsorﬁaf%tl"g’ Y e R R b e S S T

meaning that disarm device packets 178 are regularly being generated and transmitted.
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[0047] At 266, the processor 175 nmay send a signal to the system
control panel 102 to set the system 100 to Di sarned Mdde. Therefore,
if the per¥8R%8M818%ited the facility through the firstPCAEBR007/NPI514
returns and does not have a disarmdevice, a false alarmw || not be
generated. Alternatively, the system 100 may be set to Arnmed Away
Mode. Alternatively, the system 100 may enter a Tinmed Exit Mde for a
predeterm ned anmount of tinme, such as 30 seconds. Wen in Tinmed Exit
Mbde, t he Therocemsmred i7Grmiy firg dopan déweceddOonaod bifo Wisingméic pallthgonode,
di sabl e the door c act 17{21. Al t er tdhe {)retﬂetﬁ@m ned .anpunt Iof tﬂrre
has el aps8tf, PPFRESEof dtiv 8 tae disamt dpyct Rkar HSqat Py anvpirevals, such as
conti nui ngvdrP sev@V bétonddr 6f &Gt k&dnds. OMhe NproctderrS164Thay ehek awitth thd RF
first door 112 is subsequently opened externally, an alarmis

gener at ed Tanss@ver by tedpseivepaiode | andwyaip do predeteingd pmopnie of dige fasr an
facility w ' P t1 e S

[0045]  VharnarapIRRIR The (oA oNib IR SS P g0t g pmsere
sensi ng uhdttesy p@xer 1 @aprimg/mrsleep moddifens predeenniecd EGubbdf tirae,rsugdasofive

the per sonterid (GopiTG b Frdipte SR ThE Mk Be g ER ok et e o
Armed Awayeviedeicikdt 128.med Stay Mbde at the input device 190. The RF
transceiver 170 receives the disarmdevice packet 178 and the

D cesser 170 L A Bk AP S SRR g 21
system COfHe/RH trfi@éer 19F of thb figs: B6sr saRNigtBunit 118 rkdeivel (Y BN Pé pRKdD0
is tenporarlgx di squalified fromdisarmng the system 100. The

processor 11875A0B2, Hiequergssor §731 prnparessthe dysien AP d8¢ ieed theddevicsrDa163 sent
redet er nj i : | 8, i ] :

Pl ve: it nurnge diginh 8ER pockfns SRR e tho of ol NP P bbb E I &F

di sar m despprevep dddvet 1DF 8 82 svored lirethimanorgdil3ar it Ad4,iif thelBBtebyand Device

di sar mi ng,t he tem 100. 0049] Wile i rmed St a de, e
processor 175 Lﬁ%gsfsﬁ%%eﬁlcf Rackst yéé ?ﬁedl?e%ﬂa@é@ M’Té&‘ Hgielfevﬁ%/ S Sff’d?‘{ n
exanmpl e, itk hdrgorki 1731 e Ber Misslay Hecel DD issardgiRete@dcvRE. aAlternatively, it
predet er mi ned anmoynt of time, such as two mnutes, the first disarm

devi ce 15819Pld kgjuaderstrrd thatn singlelld os ¥alvs mey bhrensipdhedisarmaieyige prkeelid

uni nt e_ntimadonq,ar%a&magglewme%%iﬁhﬁnﬂﬁn&?ﬁme system 100, such as
disarm ng and then re-armng, may re-quality all of the disarm

devi ces 150-154. Also, if the first disarm device 150 was previously
di squal i fi ed HGP3HaLrtioralbeah2 ethe prasessu 177 mavadoprainetthe pesiéar (eper @rd

of time, LB&df bf ht fith 3BG19°Y B i} QofiBM N8 cloBiaad flhEflesy HIRLPIRSR

if someone | eaves t ouse wt sar mdevi ce
has been Hilsmembe Valatitedtand af flalse talagn seaynbalprevanted1 B0 iscassed belosl inf Fi&d 5

and thus may.disarmthe s e 0 en.. t on returns

00507 1t ek E TR MR MG MR e FosR S 14 R e B Faed arsts v
such as tze0group one or nore sensors into a partition. Therefore, the
system control panel 102 nay send an Arnmed nessage to sone perineter

devices (wthi firs tition not others (within a secaqn
Cartiton PR AS RS e IS MEL SRR et P cRiimaiee
bet ween ngsckettiiavhidheis Brassnigesby e RE trardscdiver d86 bt 202 &dtrecedild by ROREFOr

a portion of the entire area. [ 0051] While the invention has
been descFAMEder A0§-eAhE2i0he ProcesoRrsl 9 PERRRTSS Gnd REHR FHSAIs SysteRpEessage to

skilled ifetRgerdbénudl hémel 892 ITh EonltdBPnold1E 154\&@9%@%& - HE nRuact eed
with nodification within the spirit and scope of the clains.
system 100 to Disarm Mode at 226. The system 100 is thus automatically disarmed
without requiring input from the person 176. The person 176 may use a key to open the
first door 112 and thus does not need to remember an access code to enter into the first

input device 190 within a predetermined period of time to prevent a false alarm from being
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WHAT IS CLAIMED IS: 1. A security system conprising: a system
control panel for armng and disarm ng the security system a
door sensi W@ 200$i08118bnprising a first radi o frequency (REX/QARZGTACEIVEr
i nterconnected with the system control panel over a network, the
first RF transceiver being nounted proximate to a door that defines
at least a portion of a perineter around an area to be nonitored by
the security system the first RF transceiver having an RF detection
field progetmeedial. t Ooptli‘rmatljaahe paiRon 176 mayaertirSar 40cekd Wode ift axred,Sornig) tive

second RF tran second RE transceiver automatically
transni tt?ﬁ{ff%jﬁ(f anfoy fﬂ’éb&’é %ew@étﬁot%n?ﬁ FRefaRE ProREREUCh @ When the

recei vi ngphihey é675@{iikh %\ﬂr@tedlﬁﬁﬁ kebicavianis the R Wbﬁfmdefs%ﬁ%t ‘2@(5 ad

within the RF detection field, the first RF transceiver sending a
di sar m ned3hmay boparfremsy sitappiosimrately thesame Kimg\ae thet234 and22(or k t o di sarm
the security system based on at |east the disarmdevice packet. 2.

The system of ﬁ)b@u]nt et 199 1§§ﬂksér%tl}’5¥ the %g{térﬁgfg l%ggg(ﬁ R Bice ID

a door contact no X1 ma he door ntrfyrng open and
cl osed po$63 donet mhtch Iamardmdrvahasldtored in tharmsmo'ry)m?as ehmsmlethnmpaisedto 228

proxi nat e he..door, f.or n OXI

i thi -t nahr SRR e Pt aTs o Flae e Fo RSl e i i APare 19
the di sar fayres sageiifféren skdiginfeQiens amt A6 bmﬁl qra:tslyitbﬁant 1136 20 812 IRARdetIDON
and the noi] on sensor detects notion.

3 may not match any value stored in the memory 173. Also, the first disarm device 150
may have been previously approved, such as to allow a contractor or employee access,
then the access may have been terminated when the work was finished or the employee is
no longer employed in the facility. Removing a Device ID from the list of approved

Device IDs 182 may also be done if the first disarm device 150 is stolen or lost.

[0042] FIG. 5 iilustrates a method for preventing the door sensing units from
generating a false alarm when the security system 100 is in the Armed Stay Mode. While
inside the facility, people may not carry the disarm device on their person. Also, people
who do not have access to a valid disarm device may be in the facility, such as a sub-
contractor, visitors, and some employees. When the perimeter 140 is armed, it is desirable
to protect the facility from unwanted persons coming in from the outside while still
allowing people to leave the facility without generating a false alarm. By way of example,
this may apply when the system 100 is used in a home and has been set in the Armed Stay
Mode for overnight.

[0043] At 250, the system 100 is set to Armed Stay Mode. The system control
panel 102 may send an activation message to each of the perimeter monitoring devices,
such as the first through N door sensing units 104-108 and the first through N window
sensors 142 and 144. The internal motion sensors 148 and 149 would not be armed. It
should be understood that the Armed Stay Mode may also be disabled using the method of
FIG. 3, such as if the person 176 with the first disarm device 150 entered from the outside
through the first door 112.

-11-



3. The systemof claim1, the door sensing unit further conprising:
a nenory for storing a first Systemidentifier (1D) associated with
t he securiW@28848HMH and at | east one Device identifier PCIA2007/001514
associated with at | east one approved di sarm devi ce; and a
processor for processing the disarmdevice packet, the di sarm device
packet further conprising a second SystemI|ID and a second Device |D,
the second Device |ID being associated with the di sarm device, the
processor conpfidap Ah2SK ihestotyisieenot VAEHIGE Def dte firsatbr enandenit t@d

ID to the secon stem.l D and t he cond Device, | spect,ivel y,

the. {1 1ot TRETOT SOV YOI QiRinmg e fa) BGOSR HGs 90t ahER e dody b
| Ds and t hetibevDeRctida%of idtioh B tHeaR®ion detector 174 Will no Gerfeytd &Nal&dm.cl ai m
1, wherein the disarmdevice packet further conprises at |east one of

a SystemID and a_Device ID, the System|D being associated with a
security systeti0fhhtAt ket dhs grareuey il &2 (6. R f dhe drit sloph Mensime e 104
wi th and yhembes Wi iePiH&loBd ABR OL#231E Behit ihhiBe HisPASIN HEW dpBn. If the

5. The systemof claim1, the door sensing unit further conprising:
a menory figt dgerorli2rig neit operabe method rethirnis M 282, gudratogdg Wrttothamolienantd ane

of the securi S e l. east r Qv i rm devi ce:, and
o ot oceas o dobr.o HIRERLFor o ERY, 4086 IRPABEH 175 SRR et e
devi ce paadotibn fdatettoen74 Gapdeseiad nadtioh 8@isiin ahs paimeled P10, t N nfotios &S K61

conparing . the at least a first_ 1D to the at |east a second |ID, the,

first RF ériciiet 8o BFHPA AP 1078 Weee HheaRTRESR dd g dletiaines e ¢ alid

a first | Bsanfddvi® pakkdt 998 haPbeef 6QBHcd By MERAVRARESAL 170. If a valid disarm
device packet 178 has not been received, the method passes to 260 where the processor
175 sends a Door Open message to the system control panel 102. At 262, the system
control panel 102 generates an alarm. Returning to 258, if a valid disarm device packet

178 is received, the system 100 is disarmed at 268.

[0046] Returning to 256, if motion is detected, the method passes to 264 where
the processor 175 may disable the door contact 172 and/or ignore the door open signal
from the door contact 172. A door open signal is not sent to the system control panel 102

and an alarm is not generated.

[0047] At 266, the processor 175 may send a signal to the system control panel
102 to set the system 100 to Disarmed Mode. Therefore, if the person who exited the
facility through the first door 112 returns and does not have a disarm device, a false alarm
will not be generated. Alternatively, the system 100 may be set to Armed Away Mode.
Altemnatively, the system 100 may enter a Timed Exit Mode for a predetermined amount
of time, such as 30 seconds. When in Timed Exit Mode, the processor 175 may ignore the
door control signal and/or disable the door contact 172. After the predetermined amount
of time has elapsed, the system 100 is reset to the Armed Stay Mode, continuing to
provide protection from intruders. Therefore, if the first door 112 is subsequently opened
externally, an alarm is generated. The Timed Exit Mode allows people to leave the house

or facility without having to interact with the system 100.
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6. The systemof claim1l, wherein the second RF transceiver
automatically transmts a plurality of the di sarm devi ce packets
regul arl y WoOapis63Ha1 7. The systemof claim1l, RCEFGA26070DBS14
di sarm device further conprising at |east one button for manually
generating a packet to be sent to the first RF transceiver, the
packet requesting one of a node change in the security systemand a
status of the security system 8. The systemof claim1l1, the
door sensing ufio4s)f uUMhben wesTRaris Stagpting to armAthd GYEteMOITItACHe B Tkaing

proximate to the door for i1dentifying qpen an closed sitions of
t he door; “%IFFdIO“‘lO PreYeRighs Bisarandryise lg}B‘dg’? EW#BMW’&O omyAumRsicalior

det ect i ng gf¥Brnii ?é‘tbﬂalt()@ Fr eRBnsl0Qhe PorkdH HasttH@ 118t sat® dBice 150 and
monitored, the Tirst RF transceiver sending the di sarm message when

the door é&wnthesysierddAfitd Aesed Away plalepogirmed Staydodhe thoirpandeyeesiap.
detects (o] t [ n A
System oot Rzt Relil BB et YalheP 178 <R o BREHIGE 17
with a di mnﬂﬁmiet\he Systetnh®> RE6 [aﬁtk}&IDEﬂEﬂOIID Si6@g Ede preastorol® inhibits the
identifie aSSO|ated wth | east on of tlaggn rm devi ce. and
t he secur h‘ rom being sent to e system contr panel 1 other words, the first
disarm dev1ce 150 is temporarily disqualified from disarming the system 100. The
processor 175 may disqualify the first disarm device 150 for a predetermined period of
time, such as two minutes, three minutes, or five minutes, after which time the system 100
will again respond to a disarm device packet 178 from the first disarm device 150 by

disarming the system 100.

[0049} While in Armed Stay Mode, the processor 175 may track the disarm
devices 150-154 over time. For example, if the first disarm device 150 is detected for a
predetermined amount of time, such as two minutes, the first disarm device 150 is
disqualified from disarming the system 100 to prevent unintentional disarming. Any mode
change in the system 100, such as disarming and then re-arming, may re-qualify all of the
disarm devices 150-154. Also, if the first disarm device 150 was previously disqualified
but has not been detected within a predetermined period of time, the first disarm device
150 may be re-qualified. Therefore, if someone leaves the house with the first disarm
device 150 which has been disqualified, the first disarm device 150 is re-qualified and thus

may disarm the system 100 when the person returns.

[0050] It should be understood that partitions may be established, such as to
group one or more sensors into a partition. Therefore, the system control panel 102 may
send an Armed message to some perimeter devices (within a first partition) and not others
(within a second partition). This may be the case when a security system is shared
between more than one business, or if it is desirable to only monitor a portion of the entire

arca.
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receiving the RF packet with an RF transceiver interconnected with

t he security system conparing the at least one IDto at |east
one val ue WOLB03118H wi t h approved di sarm devi ces and tPEE/GEBATHOPISTH
system and disarm ng the security systemwhen the at | east one
| D corresponds to the at | east one val ue. 10. The met hod of
claim9, wherein the at |least one ID further conprises at |east one
of a system|D associated with the security systemand a device ID
associ ated wi t{90bhle Whdarthe dexentien has been ddstribeihen rembod efrioad aperifs:

wherein the, security system.conprises a perinmeter with at |east ane
door , 1 heSBRNGHRERS, AR ARSI A SYL a°tqBua® e . (Y TOR, ook RE PrRst Bl
further cGffRmcdiM@iios®iBinek JRitaad sodpk bf e tRBngIONi tored area
proximate to the at | east oné door; detecting that the at |east one

door is open; and preventing an alarm from bei ng generated based on
at | east the notion.
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12. The method of claim9, wherein the security system conprises a
perineter having a nonitored area there-within, the perineter being
at least partially defined by a door having an associ ated sensor, the
nmet hod further conprising: detecting an open status of the door; and
di sar mi ng t hewseporsiywi system when a valid RF packet is pegeavedoldsig
t he associ ated sensor. 13. The method of claim9, further
conprising nounting the RF transceiver proximate to a door, the RF

transcei ver

having an RF detection field in which the RF transceiver

may receive the RF packet. 14. The nethod of claim9, further

conpri sing: rwWHATVE MAIMEDTMEUt froma user to armthe security
system and discarding the RF packet sent by the disarmdevice for a

predet erm ned perijo@d @furity system, comprising;

a system control panel for arming and disarming the security system;

a door sensing unit comprising a first radio frequency (RF) transceiver
interconnected with the system control panel over a network, the first RF transceiver
being mounted proximate to a door that defines at least a portion of a perimeter around an
area to be monitored by the security system, the first RF transceiver having an RF

detection field proximate to the door; and

a disarm device comprising a second RF transceiver, the second RF transceiver
automatically transmitting a disarm device packet, the first RF transceiver receiving the
disarm device packet when the second RF transceiver is within the RF detection field, the
first RF transceiver sending a disarm message to the system control panel over the
network to disarm the security system based on at least the disarm device packet.

2. The system of claim 1, the door sensing unit further comprising:

a door contact mounted proximate to the door for identifying open and closed
positions of the door; and

a motion sensor mounted proximate to the door for detecting motion proximate to
the door within the area to be monitored, the first RF transceiver inhibiting the disarm
message when the door contact identifies the open position and the motion sensor detects
maotion,

3. The system of claim 1, the door sensing unit further comprising;

a memory for storing a first System identifier (ID) associated with the security
system and at least one Device identifier (ID) associated with at least one approved disarm

device; and

a processor for processing the disarm device packet, the disarm device packet
further comprising a second System ID and a second Device ID, the second Device ID
being associated with the disarm device, the processor comparing the first System ID and
the at least one Device ID to the second System ID and the second Device ID,
Tespectively, the first RF transceiver sending the disarm message when the System IDs

and the Device IDs are the same.
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tinme. 15. The method of claim9, wherein the security system
conprises a perinmeter with at | east one door, the perineter having a
nonitored area there-within, the nethod further conprising: sensing
notion within the nonitored area proximte to the at | east one door;
detecting an o%en status and a closed status of the at |east one
door; and 02084 g the security system when the op®n/cA287pa154
detected for less than a predeterm ned anmount of tine. 16. A
security systemconfigured to nonitor at |east one door, conprising:
a systemcontrol panel for armng and disarm ng the security system

the security system '?’ﬁi ng set_ tQ an Arned Stay Mdde, the jg}ecurity_
syst em modes conpr f-stAgSAtem Yadaimdy hageipdhe dste devige RagselsBirthaFomprss

a notion det eqd@ront Of 2 9GkES I B ADEHEMID HRYyFRhaDRing R8s 0828 with alecurity
door and within a perineter around an area to be noni'tored by the
security syst eyermpgt the disampdeyinsris spprevied tp epmmuygigrividoansrtbs Preel} being

t he door for qg)@g&&agh%%ﬁag?ge&epsed positions of the door, the
I gure

door sensing unit con 0 send a signal to the system control
panel when the notion is detected at substantially the sanme tinme as
t he open position &f Thdwysignef ciain dahedqonknsinpenisfisthenrnonwrisingl panel
setting the security systemto the D sarnmed Mdde based on the signal.

a memory for storing at least a first JD associated with at least one of the security

system and at ieast one approved disarm device; and

a processor for processing the disarm device packet, the disarm device packet
further comprising at least a second ID, the processor comparing the at least a first ID to
the at least a second 1D, the first RF transceiver inhibiting the disarm message when the

at least a first ID and the at least a second ID are different.

6. The system of claim 1, wherein the second RF transceiver automatically

transmits a plurality of the disarm device packets regularly over time.

7. The system of claim 1, wherein the disarm device further comprising at least
one button for manually generating a packet to be sent to the first RF transceiver, the
packet requesting one of a mode change in the security system and a status of the security

system.
8. The system of claim 1, the door sensing unit further comprising:

a door contact mounted proximate to the door for identifying open and closed

positions of the door; and

a motion sensor mounted proximate to the door for detecting motion proximate to
the door within the area to be monitored, the first RF transceiver sending the disarm
message when the door contact identifies the open position and the motion sensor detects

motion.

9. A method for automatically disarming a security system, comprising:
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17. The security systemof claim 16, further conprising a disarm
device conprising an RF transceiver for transmtting a di sarm device
packet configured to set the security systemto the D sarnmed Mde.
18. The security systemof claim 16, further conprising a disarm

device config ansmt a di sarm devi ce packet that SR j
at | east one Mgg?q&@?l@{l associated with at |east one of the SEQJJIIBI %7‘

system and t he di sarm devi ce. 19. The security systemof claim
16, the door sensing unit further conprising: a nmenory for
storing a first Systemidentifier (1D) associated with the security

e A ed Ul ooty BEMhE fon WPhaRBORA ' Hlhrth dedicE b 38 backet
one approved di sarm devi CE€; and a processor for processing

di sar m devi ce cpagisits, attldaet ceSdemifide(DY esspaakdvithei lrast onanbiik tdisedn device
proximate to the door .by the at |east one approved di sarm device, the
di sar m devi ce *HHEREFUEERYTI® ng a second System ID and a second
Device I D, the processor conparing the first and second System | Ds
and the first and edangl tHoeRF packbDsith ahBRF smateeiveyingy@hmted evithgths e¢cutity
the Di sarnmed Mdde when the first and second System|Ds are the sane
and the first S¥H¥%second Device IDs are the sane. 20. The
security systemof claim 16, further conprising: a disarm

devi ce conpri si ng @mpafng kRn&cleisy ehg I he aRffeabtr @rsebievastodatanith tapproged

di sarm devi ce packets requ) arly.over ti : and
dgarm c%evisces an% the security system; arr;g3

disarming the security system when the at least one ID corresponds to the at least

one value.

10. The method of claim 9, wherein the at least one ID further comprises at least
one of a system ID associated with the security system and a device ID associated with the

disarm device.

11, The method of claim 9, wherein the security system comprises a perimeter
with at least one door, the perimeter having a monitored area there-within, the method

further comprising:
sensing motion within the monitored area proximate to the at least one door;
detecting that the at least one door is open; and
preventing an alarm from being generated based on at least the motion.

12. The method of claim 9, wherein the security system comprises a perimeter
having a monitored area there-within, the perimeter being at least partially defined by a

door having an associated sensor, the method further comprising:
detecting an open status of the door; and

disarming the security system when a valid RF packet is received by the associated

sensor.



a processor for detecting the disarm device packets proximte to the
door, the processor disqualifying the disarmdevice after the
processor has detected the di sarm devi ce packets for a predeterm ned

anount of tinme.
WO 2008/031191 PCT/CA2007/001514

13. The method of claim 9, further comprising mounting the RF transceiver
proximate to a door, the RF transceiver having an RF detection field in which the RF

transceiver may receive the RF packet.
14, The method of claim 9, further comprising:
receiving an input from a user to arm the security system; and

discarding the RF packet sent by the disarm device for a predetermined period of

time.

15. The method of claim 9, wherein the security system comprises a perimeter
with at least one door, the perimeter having a monitored area there-within, the method

further comprising:
sensing motion within the monitored area proximate to the at least one door;
detecting an open status and a closed status of the at least one door; and

re-arming the security system when the open status is detected for less than a

predetermined amount of time.
16. A security system configured to monitor at least one door, comprising:

a system control panel for arming and disarming the security system, the security
system being set to an Armed Stay Mode, the security system modes comprising at least

one Armed Mode and a Disarmed Mode;

a motion detector for detecting motion proximate to one side of a door and within

a perimeter around an area to be monitored by the security system; and

a door sensing unit mounted proximate to the door for detecting open and closed
positions of the door, the door sensing unit configured to send a signal to the system
control panel when the motion is detected at substantially the same time as the open
position of the door is detected, the system control panel setting the security system to the

Disarmed Mode based on the signal.
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17. The security system of claim 16, further comprising a disarm device
comprising an RF transceiver for transmitting a disarm device packet configured to set

the security system to the Disarmed Mode.

18. The security system of claim 16, further comprising a disarm device
configured to transmit a disarm device packet that comprises at least one identifier

associated with at least one of the security system and the disarm device.
19. The security system of claim 16, the door sensing unit_further comprising:

a memory for storing a first System identifier (ID) associated with the security

system and a first Device identifier (ID) associated with at least one approved disarm

device; and

a processor for processing a disarm device packet, the disarm device packet being
transmitted proximate to the door by the at least one approved disarm device, the disarm
device packet comprising a second System ID and a second Device 1D, the processor
comparing the first and second System [Ds and the first and second Device IDs, the
security system being set to the Disarmed Mode when the first and second System 1Ds

are the same and the first and second Device IDs are the same.
20. The security system of claim 16, further comprising:

a disarm device comprising an RF transceiver, the RF transceiver transmitting

disarm device packets regularly over time; and

a processor for detecting the disarm device packets proximate to the door, the
processor disqualifying the disarm device after the processor has detected the disarm

device packets for a predetermined amount of time.
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