RESOURCE ACCESS FI LTERI NG SYSTEM AND METHOD The field of the invention
relates generally to a filtering systemand in particular to a conputeri
rapl ementwo 20@maeree access filtering system and net hod PCByGH2e0m0029%d
software that filter content or e-mails are well known. For exanple, well
known fire-walls and proxy servers performsone of these functions in order
to protect an internal conputer network, such as a corporate intranet, from
hackers, malicious viruses and worns. There are also well known systens

that permit a firewall/proxy RESQHRCE AGGHSS FIHEHRING i zed I nternet access

or so that users do not receive tdhasamyiwahasdrfsi | messages. Typical ly,
these systens operate with a server that acts as a gateway to the corporate
network. The server typically has sonme functionality (in software or
hardware) that permts the server to performfiltering operations on
incomng and outgoing traffic. Renmote working i s becom ng nore w despread

across neny fielggcangd 4y My LREUSTHTES:idh I @DEE GONPEhERG1LUGVI €6 iaS
used renotely froma corporate network or LAN. In some systens, the renote
devi ce may peiivenihgs ewmstem t edidg, ibut Partisulaan ngpe di f fARutay

enforce a corporate-w de_ac bl ge. I ( n h i,ce needs
addi ti onal errg&L%@?nggor F;SIS%E%‘r gFggg ?#{Q%ﬁ%{gség%erﬁegggr glgqg\égésses.
Typically, a user of the renpote device nmay access resources froma conputer

networ k such as enmil rressages, various different files froman FTP aor WW

site, a posting $¥Y8RFRSn r ooptuARSt At kELLFREs CANGD YeSF r BTt
provide g sysiemifhat fLLhLrs adeM@ifmple, well known fire-walls and

proxy servers perform some of these functions in order to
protect an internal computer network, such as a corporate
intranet, from hackers, malicious viruses and worms.

. There are also well known systems that permit a

P 15 firewall/proxy server to filter wunauthorized Internet
access or so that users do not receive those unwanted e-

mail messages. Typically, these systems operate with a

server that acts as a gateway to the corporate network.

The server typically has some functionality (in software

20 or hardware) that permits the server to perform filtering

operations on incoming and outgoing traffic.

Remote working is becoming more widespread across many

fields and in many industries. A remote computing device

25 is used remotely from a corporate network or LAN. In some
systems, the remote device may perform its own filtering,

but it is then more difficult to enforce a corporate-wide
acceptable usage policy (AUP) and the device needs
additional processing power in order to filter its own

30 resource accesses. Typically, a user of the remote device
may access resources from a computer network such as e-
mail messages, various different files from an FTP or WWAW

site, a posting from a newsgroup and the like. Thus, it



device's request for access to a resource froma conputer network. Thus, it
is desirable to provide a filtering system and nethod that achi eves these
goal s andwotoee1smet hi s end that the present invention iPETAIB2eat 002961
According to the present invention there is provided an apparatus and

met hod as set forth in the appended clainms. Preferred features of the
invention will be apparent fromthe dependent clainms, and the description

which follows. A filtering system,and nethod ar r.ovi.d that_permt the
moni toring and PPPLERPAG otfoaplr&’&%]ecea atég gmo%}%tr e%?geﬁéviace.reﬁnﬁ €

preferred sygtemenableguaseorBanycesextend itss QAFqr at émaeaceptphiteruse
policy beyond the wall of the office. In particular, the systempermts a

cor por ati on netwmniage tPeus esdlr cks decéssbdebyce erbegidevizedilisrdash as
used by nobil e and renot | qye ; o] rkhng oge. . Lhe

i nvention aI%%Stp‘?%vfiaggmgtglc%%p%ea?éa%%gﬁ c %e%?gs%\rl\gféggsy‘%{oggpl %Eat-g
preferred enbord nend, thhe shstpresonprisesniaichientdinstattied on a renote
devi ce that conmunicates with a conputer. The renote device conmuni cates

renmotely with the conputer, e.g. is not part of the sane |ocal network.

Typically, the rﬁ:ﬂ@éfdﬂ’? | €8 GHETUNLCALRS UGEnR1BhORA e et YOI I 10K i el

area network, such as the Internet. The server conputer nonitors and
filters resoatcaasmessiy equelst sebhottheas esptte devibe. iThethd | @epprehgsda

nodul e t hat thers infornatign about a request,to acc .a.re r.ce t he
devi ce and agﬁ%ﬂﬁe tﬁﬁ?]t%%ﬁﬁﬁ‘ani %ﬁ?ggr?ﬁe ggt héPSd %HF%?%‘?’%n%ﬁglt hé)%y
conput erjo The, CoRPHE efras B duded chididin tCat BgOhs Zeanbher iesawser igedess of

t he device
which follows.

A filtering system and method are provided that permit

the monitoring and filtering of a resource access of a

15 remote device. The preferred system enables a company to
extend its corporate acceptable use policy beyond the wall

of the office. In particular, the system permits a
corporation to manage the resources accessed by remote
devices, as such as used by mobile and remote employees

20 and employees working from home. The invention also

provides a computer and a client for the system.

In a preferred embodiment, the system comprises a

client installed on a remote device that communicates with

25 a computer. The remote device communicates remotely with
the computer, e.g. is not part of the same local network.
Typically, the remote device communicates over a global
network or wide area network, such as the Internet. The
server computer monitors and filters resource access

30 requests of the remote device. The client has a module
that gathers information about a request to access a
resource by the device and a module that commuhicates the

gathered information to the computer. The computer has a



based on the gathered information and a nodul e that comunicates, in
real -tinme, a resource access decision to the client. Then, the client
control s wheoamess to the resource by the devi ce basedPom/GE00V®IWUr Ce
access decision of the conputer. In a particularly preferred enbodi nent,
the resource access decision is one of ei4her an "allow' or "bl ock"
decision. That is, the decision either alloms the device to access the

requested regoul ¢e, (B oy { qgeousl ¥ Lhe ¢l ien

Q nt requires
m ni mal processing ome an nDr and e nunber an% type 0] d%‘ﬂce

able to suppbaseﬁheoﬁl | teei nga*slyetecm I Bnfoemieased. ather e arodecasi s when
the client device is unable to caonnect with the conputer. When a device
| oses its coRABRENGRERLER ﬂﬁel§§ﬂvéﬂmﬁ't%m#?$?@%ﬁ?n@c§9§§eﬂ69%$%ﬂqIﬁQm

functionali t¥RQerc‘I'1te§1tt hepgdh ent pi0 &mrwueoﬁeréiét %rhet hgcéeée%ee the

accesses of the device according to a predeferm ned policy. Ideally,

pr edet er i nedepolircyg ibycebheal dgvimmagezsed tde Sereversesmurede swrass
sets a nDde f the of f||£ﬁ fllterln? function. In one node, the client may
al low al | acP®8S5SF8GuBSt 57°aRa™gEhEFate a | og of those resource accesses.
The | og nay be comuni cat ed back to the server once the client
re-establishes a connection wth the server. Many devices are used both

| ocal |y and renpf®l ¢. Paticilagl depirederseds alondinens, Iéé&H%ﬁ%QQHﬂ&Ia

[ ocal et wor osugh S NesUSSL | 3¢l iR,80 POLANON o OFLT G650 Y

ot her tines e sane ce 1S use renotely, suc en t he user IS
tyavel!ng)ordmoiknug.meaﬂum&;Thheedb31alnee®ﬂhhaﬁfablemslyhean&@ace
filtering Ofto access the requested resource, or it 1is blocked.
Advantageously, the «client requires minimal processing
power and memory, and the number and type of devices able
to support the filtering system is increased.
15
There are occasions when the client device is unable
to connect with the computer. When a device loses its
connection with the server of the filtering system, an
offline functionality permits the client to continue to
20 filter the resource accesses of the device according to a
predetermined policy. Ideally, the predetermined policy
is centrally managed at the server, and the server sets a
mode of the offline filtering function. In one mode, the
client may allow all access requests, and generate a log
25 of those resource accesses. The log may be communicated

back to the server once the client re-establishes a

connection with the server.

Many devices are used both locally and remotely. That

30 is, a device 1is used at times locally within a local
network such as when the user is in a corporation’s
offices. At other times the same device is used remotely,

such as when the user is traveling or working from home.



resource access requests in these two environnents. In a preferred

enbodi nent, the system conprises a nodule that detects whether the

request edwoes@uriémwei s t o be communi cat ed over a cor por areTra2ovdo2zemd t hat
disables the filtering for the requested resource being conmuni cated over
the corporate network. A preferred unfiltgred ports filtering functionality
permts the systemto specify a filtering strategy for TCP ports that are

not specifically identified as, filtered.par 0 even: .t nfiltered
ports may be%#?er ed i s%lr?eedrraﬁcr?er .e%%ls%g,etn[%%il p?nreg?’teag%ed%slylrs]%efr%ﬁp%r mts an

admi ni str at orekBuadieudcdedd | teghagt senai ttheisky tvaveéntdrosmehtsli ant a
between a high sensitivity |level, a pediumsensitivity level, a_|ow
sensitivity PEgERTE&LdartBRAGHAN Y sERSi SYGLER ISMRT1SAT #i Mosulgy that

sensitivity heyeblmy PRoaAbESt 4 fObeBiaUPLA, Ils Sl Caan T Roa show

I nternet connection, such as a GRS connection for a cellular phone.
system may promindeizateni tovengacapatpdrate t hatwpeknmarsd t hbasysdiesaliles
gener at e repggts agg_t t he resqurce gocesses of each device or of al] of

the devices tBfnectdd EF e sefer. e praf¥SSEE Sy st T ed e I

conpany’ s | ggahuhiialiteld i9er @ne cYrpeeatheeempany is nore able to
control the access to inappropriate b sites during work tines. The system
may i ncrease enployee productivity as any Internet access during work tinme

can be restricteq t KL el %#%g Yeh i tes.+ Jhe; sy¥at-emymay @l SPonaiit
provi denet wor k sg‘cﬁrlé[(\% I'n Cfha I%e s;?steéren i aEfLe to gbot ect ag%l?arlslt Y
viruses and pekrinditcusheostyertdent hat spieghitfyerd efiltfeering strategy for TCP
ports that are not specifically identified as filtered
ports so that even the unfiltered ports may be filtered in

some manner.

15 Also, the preferred system permits an administrator to
adjust a filtering sensitivity 1level for each «client
between a high sensitivity level, a medium sensitivity
level, a low sensitivity level or an automatic sensitivity
level. The filtering sensitivity level may be adjusted,

20 for example, for a device with a slow Internet connection,

such as a GPRS connection for a cellular phone.

The system may provide a monitoring capability that
permits the system to generate reports about the resource
25 accesses of each device or of all of the devices connected

to the server.

The preferred system may reduce a company’s legal
liabilities, e.g. since the company 1is more able to

30 control the access to inappropriate Web sites during work
times. The system may increase employee productivity as
any Internet access during work time can be restricted to

work-related Web sites. The system may also provide



wor k pl ace through an enpl oyee using an external nodem or Internet service
provider. For a better understanding of the invention, and to show how
enbodi menwe 20d6/titbwésane may be carried into effect, refecemsossdokssnow be
made, by way of exanple, to the acconpanying diagrammatic drawi ngs in
which: Figure 1 is a diagramillustrati ng an exanpl e of a device resource
access filtering and nonitoring systemin accordance with the invention;

Figure 2 is a diagramillustrating nore details of the device resource
access filter¢hgOARd SRFHLIGH nls m EROWSYSheR gt e 2PLle FrquPgotect a

di agram il | ua%%éfﬁgengpgagr aflgt Akl $c96bud Ebhebhtsenyer nephedipeat oht he
devi ce resourte access filtering and nonitoring systemshow ng nore details
of the devi ceorkdpiheesahvreughFiagurempl dyssea ubiiayy aam i kbsrnali ngdeor or
details of the server portion of the systemof Figure 3 ; Figure 5is a

di agramiil | u%’ﬂ‘%f’?ﬁg Frg?fglﬁgt BfP¥t9F“the client portion of the system of
Figure 35 Figures 6A and 6B illustrate two different exanples of an
installation of the device resource access filtering and nonitoring system
in accordance wi¥prtige beabvesri ondrirgipadingl |Ust EAEes rarenSda eaag ttive
user int erfascgovf,orh&g i‘?r{e\ﬁtis”pb‘lﬁ‘”e atigan of mtage gLi ent . 2dm nisstrat or
nodul e of the Syst'em an I'gure 8 rl'lustrates an exanple of the user
interface fosfaactpplefereaccomwiafl tiver ad esadami by svagt of ewduipd epf ttche

system The invention is particularly applicable to,a .
y the accompanygng dgagra atEB drawings in which:

10
Figure 1 1is a diagram illustrating an example of a
device resource access filtering and monitoring system in
accordance with the invention;
15 Figure 2 is a diagram illustrating more details of the

device resource access filtering and monitoring system

shown in Figure 1;

Figure 3 is a diagram illustrating further details of
20 a client/server embodiment of the device resource access
filtering and monitoring system showing more details of

the device and the server;

Figure 4 is a diagram illustrating more details of the

25 server portion of the system of Figure 3;

Figure 5 is a diagram illustrating more details of the

client portion of the system of Figure 3;

30 Figures 6A and 6B illustrate two different examples of
an installation of the device resource access filtering

and monitoring system in accordance with the invention;



client/server based conputer-inplenented, software-based device resource
access filtering and nonitoring systemand it is in this context that the
i nvent i orwei2bde/daelodescri bed. It will be appreciated, howrermB20eIm@LI6t he
system and nmethod in accordance with the invention has greater utility
since the system may be inplenmented using various different conputer
architectures and may be inplenented with a variety of different renote
devi ces. The system may._ be_ i enented _usin ny utin evi rein
the conputing déiEEFHab é%iﬂgg§ggﬁspP8c§§§%P?enéﬁgg$K%h%g%% ¥H%§F¥%§?put
device with sufficignt eQBRYLERG Povgpismchitat ibhe caputitgedevicteehs
capable of interacting with the system and perform ng the fundanental
filtering fuartironst oeser iteduheref nthej st awce®dient is not necessarily
able to performall of the functions described bel ow. The system may be
i npl emented in software or hardware. In the software enbodi nent, the system
may conpri se ongrifur®r@® sditwvaretspdeheexamplilee sfervies asdroneterfavee
nodul es in the client wherein each nodul e na% further conprise %Pﬁlurglity
y

of lines of EohpiR eimebeBerhatiaReCtxERat UL BT FHBIPF BELESEF BPAUNE Q&rver
or client. %yg@@modinent of the renote device nonitoring systemw ||
be described. Figure 1 is a diagramillustrating an exanple of a device

resource access filtering system 30 in accordance with the invention. The
SyoLem 20 Pen 2 SRR Thi{ 1 el B LSRN 2 8
With seryer Spfdney Seddein Batsd erragiutii-impleimed RaIyp U tsert thetnaside s34,
such as the Internet in this ) )
device resource access filtering and monitoring system and
it is in this context that the invention will be
described. It will be appreciated, however, that the
system and method in accordance with the invention has
15 greater utility since the system may be implemented using
various different computer architectures and may be
implemented with a variety of different remote devices.
The system may be implemented using any computing device
wherein the computing device has at least a processor,
20 memory and an input/output device with sufficient
computing power so that the computing device is capable of
interacting with the system and performing the fundamental
filtering functions described herein, since each client is
not necessarily able to perform all of the functions
25 described below. The system may be implemented in
software or hardware. In the software embodiment, the
system may comprise one or more software modules in the
server and one or more modules in the client wherein each
module may further comprise a plurality of lines of
30 computer code that are executed by the processor of the
server or client. Now, an embodiment of the remote device

monitoring system will be described.



enbodi nent, a wide area network (WAN) , |ocal area network (LAN) ,
netropolitan area network (MAN) or the World Wde Wb, to be nonitored and
t he devi cwD0@ews t o resources on a site 38 to be fil reraB20Bm@2%ilte 38
is the source of a resource requested by the user of the device 32. In nore
detail, the server 34 is able to remotely_filter (control and/or analyze)
the device's access to resources. In accofdance with the i nvention, the
functionality to achieve this renote nonitoring of the device 32 is split
bet ween the devitkIBPeand ife sefiapram. PHiustTadicss ahe sramplk ofaffic
between the deyjce 32 ARd-ddhe,seLyer £34candnRerdydiscensrali zed control ling
and nonitoring of the access to variousS resodrcées 1ncluding e-nafis,(ﬁ%b
pages, file witamsfére pintenbliofFTP) Thét &ysteawsyy oppsmand tdhedkivkee 131
accordance with the invention, the server 34 nay al so receive the data
associ at ed wYhtRhé REC&Tpt DIt Fedurdesat Gldenér fi%le §iak he
device wid| benperpktted 19 reeRbve tHEMGOHNL £Ntge-Foval t t ete.
fromthe address associated with the access fedﬁ%st to the gﬁfg?S%F;Tﬁé
devi ce and seemryte@dyweéshmesnvate switvwasse 3ot her thssngmbopdmendyl arver
protocol that is o] rigtary protocol . The system provides, for
the real ti meéfﬁot rliﬁ%ropleg%‘%}%u erférfet \)/%blr aééesgh%g%%?r?%% rehotets
conput er 33, embisdiiaent heasearivdey a¥ed mdtwork efieaned esbadi merty, dswddd i zed
to make and/ or_adjust the filtering decisions. The protocol for the system
since the cl i) ugMesreppddited 13- sdriebrcrhd (MANA Wi i Bry Bpridmdtisle

net wor ,kS]Id OVifdp W Shikhe SARRAR] T 904 NBYe NQ¥ei LLLE ! §-BE B0 tEOUI D) aed S
conpati bl e as possible wth those renote
on a site 38 to be filtered. The site 38 is the source of

a resource requested by the user of the device 32. In
more detail, the server 34 1is able to remotely filter
(control and/or analyze) the device’s access to resources.
15 In accordance with the invention, the functionality to
achieve this remote monitoring of the device 32 is split
between the device 32 and the server 34. This reduces the
network traffic between the device 32 and the server 34
and permits centralized controlling and monitoring of the
20 access to various resources including e-mails, web pages,
file transfer protocol (FTP) sites, newsgroups and the
like. In accordance with the invention, the server 34 may
also receive the data associated with the attempted access
of the resources to determine 1if the device will be
25 permitted to receive the content, download the data, etc.
from the address associated with the access request to the
site 38. The device and server may communicate with each
other using a particular protocol that is based on a
proprietary protocol. The system provides for the real-
30 time filtering of computer network access whereby the
remote computer 33, such as the server 34 in the preferred
embodiment, is utilized to make and/or adjust the

filtering decisions.



networks so that the client 48 nay operate over those renote networks. For
exanpl e, the protocol is conpatible with Firewalls and Proxies. The

pr ot ocol Wendéeaemad accomodat es vari ous different devipcEGBMEINORMGT er ent
data formats and capabilities so that the protocol provides a standard data
format for strings and nunbers for the different devices. The protocol also
is conpact in size as the server may be required to handle a | arge nunber
of clients using limted bandwi dth and a client may have to utilize a slow
i nternet connection to the server. In accordance with a preferred

enbodi ment of the,d nyepthaB) pEHéOQ?EtHhi,|iszi%et@héncdleiféﬁ'?c 48 is
conpatibility with a wde variety of nefworks, hypertext transfer protocol

(HTTP) over &QRrgoed 80 usinig am ANUP ienvel vpeieFyr athosennbewmekyorkst
permt accesg to the ln erngt, tQ@ ngs%.b%sicaacc ggvis yg? agcess whi ch
wi Il invol vel¥RGoi BE-EBnn&EE off FEGTESEE ov &P Ypor so that poFt 80 is
typi cal | y av@bd@hbe) and dIsednipert ildlies REOLHEH ib B Mas e WaitkSs ©nlrgmpelem t
Internet Web access via a proxy server that expect an HTTP styl e request
and responsensiehia® tife HIIP prlr ofdiiens (ARdMRyr PREEAEPsteher those

Fur t her nor e, fj ma ] lnt t €s;an lerts
when port Sf%ggﬁ%i %égﬁggggfor%ﬁﬁéﬁ?w slegt ﬁ{a}%et%]gﬁgfﬁ'%P é'% %ﬁg@aﬁﬁgéle
system s proyoeiol RisesvaHIEP. ahal aBroxidasnce wrhh tpeotoveht ilamdide HRATP

protocol Ty, e MSdbY, e, System Lot coguest ooty Lheyclign, Buasael | o
client 4f capsifstigahs GAPUNIGAY 0fo abHat!t tdeepidiScdy pebhenskng a
wel | known HTTP POST to idéntify which operation the client 1Is
standard data format for strings and numbers for the
different devices. The protocol also is compact in size
as the server may be required to handle a large number of
clients using limited bandwidth and a client may have to
15 utilize a slow dinternet connection to the server. In
accordance with a preferred embodiment of the invention,
the protocol utilizes, to increase compatibility with a
wide variety of networks, hypertext transfer protocol
(HTTP) over TCP port 80 using an HTTP envelope. For those
20 networks that permit access to the Internet, the most
basic access 1is Web access which will involve outgoing
connection requests over port 80 so that port 80 is
typically available and used for this protocol. Some
networks only permit Internet Web access via a proxy
25 server that expect an HTTP style request and response so
that the HTTP protocol 1is used for this system.
Furthermore, some firewalls may examine Internet accesses
and raise alerts when port 80 is being used for protocols
other than HTTP so that the system’s protocol uses HTTP.
30
In accordance with the invention, the HTTP protocol
may be used by the system for requests by the client 48 as

well as responses from the server 34 back to the client.



requesting along with any paraneter data. An exanple of the format of this
request is: POSThttp://[Nomad_Mdul e Path]? [ OQperation_Code] HTTP/1 .l\r\n
Host: [ HowO]20eevm6@ent ent - Lengt h: [ Si ze_of _Encoded_Dat a] PCTGB2005/002961

Cont ent - Type: appl i cati on/ x-ww*+ f or m ur | encoded\r\n\r\n [ Encoded_Data] For a
response fromthe server to the client, Rﬂe protocol again mmcs the HTTP
protocol so our returned data appears tobe a Wb Page. An exanple of the
format of this response is: Content-Type: text/htm\r\n <htm ><head><titl e>
SMF </ titl| e>As hewdisRbodFF Pl Encoded Mdtea] <isody X/ 4 m S2The185ERGE1E6n Godes

for the protg ﬁ%ﬁ?@%k?ﬁ%%i Qn_Gode] Mard LDe b § §ALCRE 11O,

exanpl e aboveé) Speci e various operations that nay request ed using

t he system puor®cobPOSThetd Encdstedd Bat ajhipriovicpes agatdrer edthd nfadrirmatt orisf rom

the client 48 to the server 34 and returns a gggpgé%e access deciﬁion rom
i

the server 34S¥¢Cthand| peRPIASIGH tHYY r BADHEBS 32, Rt r AFAGPLE Blgure

1, the devigg. 32, pRYPErapy;icoppyhLeg device that has sufficient conputing
resources to performthe filtering functions specified below so that the

device 32 nust have at |east a processor, sone nenory and sone nechani sm
for accessing r &304t RSHAR MR P 4Rk i) PG 1 devi ce 32
Host: [Host]\r\n
Content-Length: [Size_of Encoded_Data]\r\n
10 Content-Type:application/x-www-form-urlencoded\r\n\r\n
[Encoded_Data]

For a response from the server to the client, the
protocol again mimics the HTTP protocol so our returned
15 data appears to be a Web Page. An example of the format

of this response is:

Content-Type: text/html\r\n
<html><head><title>

20 SMF |
</title></head><body>
[Encoded_Data]
</body></html>

25 The operation codes for the protocol (See
[Operation Code] variable in the requestlformat example
above) specify the various operations that may be
requested using the system protocol. The [Encoded Data]
prbvides gathered information from the client 48 to the

30 server 34 and returns a resource access decision from the

server 34 to the client 48 on the remote device 32.



phone, a personal digital assistant, a personal conputer, a |aptop
conputer, a palntop conputer, or an appliance with the sufficient conputing
resour ceswoaoemaerspl i sh conput er network access and t hePCirlgB200m03961t he
device may include wireless devices, cellular tel ephone devices, wreless
e-mai |l devices, wireless personal digital ,assistant devices, such as a Palm
device, a Treo device, a RI MBIl ackberry égvi ce, a wired personal conputer,
a wired | aptop conputer or a wirelessly connected conputing device. In
accordance with RRBUFRYBAL| bR, FHEILS stlem FB§ pRFYOFF vafi JTIRY f i1} erdiy

functions ang?rgégeiqsviofe%id&estﬂﬂ RacessArdilon avectRohe: ahl & dQ upnort

all of the fi I'ng-features described herein. For exanple, a cellular
phone is unltit&epgrforhmavhesdfifiierény Menmotyone specefaed Selow ercrihptted
URLs required for the Ofline de of "Ailom%and Log. " Thus, it is
desirabl e totAfePEVERE S\ttt I*aHe 35 1187F ho? cBpSbFFFPres SGF e A Wi ce
that is gpi ng,{0sBRESM ale@nhinlikar ifdg: abeeacsagdareeutickl tHhen B ewnfite®
capability mask may be used for this purposé. In particular, when a device
32 | ogs i nt one¢heos¥st enFort W@@mmt@%aﬁ@vacéap&)i mayy bfasR fetllear

device to the_server t i_nf.or t.he s th iqnal | t he
devi ce can aRdPBF’ c&n r(;etallSo(#p;:lﬁelr ﬁ%lé long%%%%%h’l c%l glrér}gg\ﬁ%cqe éaér%pl%@’
characteri st jcS.aphhsp Sicompa8einy st ppémapy resmpucerf hatr can bpmicicessed
over a computer network, such,as an e-nmji], downl oaded data (PDF files, text

files, word WeEdnehPs, FHRELFIPRE, SOPPYFIRE FHRPFIWECRT kO AFFRPLIIRE or
a TELNETy§er¥8 puI@?iﬂB%%BﬂE”b&éeﬂQtabﬁmﬂﬁﬁiEQkéUy Pewts CUkBe device

architecture of the system (and th
may include wireless devices, cellular telephone devices,
wireless e-mail devices, wireless personal digital
assistant devices, such as a Palm device, a Treo device, a
RIM Blackberry device, a wired personal computer, a wired
15 laptop coﬁputer or a wirelessly connected computing
device. In accordance with the invention, the system may
perform various filtering functions and each device does
not necessarily have to be able to support all of the
filtering features described herein. For example, a
20 cellular phone is unlikely to have sufficient memory to
store a list of encrypted URLs required for the Offline
mode of “Allow and Log.” Thus, it is desirable to alert
the system to the filtering capabilities of each device
that is going to perform filtering. In accordance with
25 the invention, a capability mask may be used for this
purpose. In particular, when a device 32 logs into the
system, 1t may communicate a capability mask for the
device to the server that informs the server of the
functionality that the device can and/or cannot offer

30 based on the particular device and its characteristics.

The site 38 may store any resource that can be

accessed over a computer network, such as an e-mail,



relationships of the conputers within the system although a client/server
architecture is shown for illustration purposes. For exanple, the system
may be i npbemmMtieousi ng a peer-to-peer architecture inPamiGH2eIO296¢NDt €
conputer 34 functionality is distributed. Furthernore, the invention is not
limted to any particular type of resourcg as the systemmay be configured
to handl e any type of resource or any new resource or type of resource.-

Figure 2 is a diagram.llustrating re detai|s af an exanple of the system
30 shown in EPGateaged |Gp%Hhi 253@?%%? €St h eﬁgvifgeleffz rrﬂ?gge IS

conput er thafiri§ cepadd & 9fi paceesss t anHesHy ceskal  thh skre 38idSeerFigure
1) and is being nonitored By t he conputer 34 whi chis a typical server
conputer in TRLEEExaspreerThe déwe cenmaptdemriise BAE ofimbEedproeesyur s

40, a persisientsiorage dovhge 4z qnd a gerogy a4 Lhal gfe | aLer connect ed

to each ot heP kAoWN ranmer .. The per si stent “storage device may -

conpri se, 5 f opexanmphehipeno¥oltale lnprrs suchias theasy swmmr ya 1 thdaghd
disk drive, a witeable optical drive, a renovable nmedia drjve or another
storage nechani &kt eRafSPEYRT t LEEDHEREE WIS ddtSa 8RAPnstPHcti bHES WA 1eoR he

device 32 is do The LY 44y 08y R8enf Oha&XamR! & {2RAM or
anot her strugﬁgﬁgétg at r?rsproraﬁigﬁﬁgt'ores dastﬁ}z}q;aend iﬁ tructi oms elrhg
execut ed by théngrozegsmrr<is)-penhidehtifteaeviece ins phivehedtip. fdreottevi ce

32 may further copprise sqamre nechani,.sm (not shown) for, accessi the site
38 and ser veFOIéﬁ‘fggﬁchfﬁs%gn\ﬂtﬁ@dlagd%%pﬁor?isl(s;%&c?%u&:seda' ca %r%g%llé[ﬁ?]é%’d
cabl e fofgexanpl e)fferit Wi ehessnepnnestiiced (1S31CAngs pa8d2%:dllati Rigped of
cellular Iink or GPRS Iink) . The device 32 may further

resource as the system may be configured to handle any

type of resource or any new resource or type of resource.

Figure 2 is a diagram illustrating more details of an

15 example of the system 30 shown in Figure 1. In this
example, the device 32 may be a personal computer that is
capable of access to resources at the site 38 (See Figure

1) and is being monitored by the computer 34 which is a
typical server computer in this example. The device may

20 comprise one or more processors 40, a persistent storage
device 42 and a memory 44 that are interconnected to each
other in a well known manner. The persistent storage
device may comprise, for example, non-volatile memory such

as flash memory, a hard disk drive, a writeable optical

25 drive, a removable media drive or another storage
mechanism that permits storage of data and instructions
while the device 32 1is powered down. The memory 44 may

be, for example, SRAM, DRAM or another structure that
temporarily stores data and instructions being executed by

30 the processor(s) 40 while the device is powered up. The
device 32 may further comprise some mechanism (not shown)

for accessing the site 38 and server 34, such as a wired

connection (such as a cable modem and cable for example)



conprise an operating system 46 that resides in the nenory 44 during
operation of the device and is executed by the processor (s) 40 as is well
known. Thwoi2neeantioen is not limted to any particul ar type/GH0a®e%ti ng
system and may be inplemented with various different operating systens. In
order to inplenent the filtering and nnn&ioring systemin accordance with
the invention, the device 32 nmay further Tnclude a client 48 (which is

shown as a software application/software nodul e contaigigg gtplurality of
lines of coMiuter iWsEPLRIT orfOBNRFdR™S iU s@8xafpl 8P 4Hdt il<"Storé&d in.

the menory %@e&ﬁrﬁeg%ﬁ*{d Y EPRSPOARFSOr 418d 48vieePeyS ohayt e ghient

functions of t tering systemas described below in nore detail. In the
preferred enhotprese af opberahiegt spatemhét cthant résidher ioopei sesosye or
nore software dules having.a plurality.of.lines  of. conputer code erein
each modul e Per BFﬁEngﬁﬁéﬁgﬁPnfJﬁit?%ﬁsdﬁYl?%eapglfé%i e%@%?%nggn he
combi nat ison 0f, tdes §BdY) eaoi gy emenyslther@ient fHactioRmtie eki et 48
may al so be i npl enented as a m xed hardware/ sof tware device, such as a

pl ug-i n medildircheldt hat ang praggedlpht BYPReCHeoPeEaBRNgoEYES SR RACH WaYe

device, suc as'anlggggﬂg&rW£ﬁ$ 95&?8556%9%%%%%ﬁﬂﬂ éPgtf§ CSR@?%HSRhe

user of the devite attenp O access a renbte resource, suc a
resource on trheosiiée 308 isfpdwment Rilgurei lterime ahdembnd8oirnher ceptrent he
access and gathers data about, the access that, is th?P f%{marded to the

server 34 in-bn@eTPERRRERt BFtR hethhvemvetiothe di%ent@S8 SRy 34 sdat her
the datapboyl, the reseunae accasenndd heminake @ sebennhBati b aheue the

access
application/software module containing a plurality of
lines of computer instructions and data in this example)
that is stored in the memory 44 and executed by the
processor(s) 40 to perform the client functions of the
15 filtering system as described below in more detail. In
the preferred embodiment of the invention, the client
further comprises one or more software modules having a
plurality of lines of computer code wherein each module
performs different functions of the filtering system and
20 the combination of the modules implements the <client
functions. The client 48 may also be implemented as a
mixed hardware/software device, such as a plug-in media
card that is plugged into the device 32, or as a hardware
device, such as an ASIC with the client embedded into the
25 ASIC. When the user of the device 32 attempts to access a
remote resource, such as a resource on the site 38 shown
in Figure 1, the client 48 intercepts the access and
gathers data about the access that is then forwarded to
the server 34 in one embodiment of the invention. The
30 client 48 may also gather the data about the resource
‘access and then make a determination about the access

request itself in another embodiment of the invention.



request itself in another enbodi nent of the invention. The | evel of access
for each user (and/or each device) nmay be custom zed for a particular user.
The servewo2doamayioburt her conpri se one or nore processoPCTaB28E/002961

persi stent storage device 52 and a nenory 54 that are interconnected
together as is well known. The server nai further conprise a database 56
that stores the data and software code as$ociated with the filtering system
in accordance with the invention. The server may further conprise an
operati ng sylter &8edsoifs amekbskfiouneand aser| fapfAgtcapefoderacieon mavdul e
60, shown as a piece of software residi in e menory 54 in this exanple,
that proces ‘ﬁﬁ%t93§5ﬁ cgoﬁcéeggrgé %gg su%%g'deternines whet her or not

t he device 32 may access the resource on the site 38 in one enbodi nent of
the invention. The nodule 60 (which preferably conpri ses one or nore

sof tware modul es§henpPeRBALs dRf f BRENnt TRGREEFONSOBPTLRE f OFCer iy &Pdtem

i ncl udi ng adm ni [ function cLat edy Wty d hgfdilder EBg syst em and
may i nt e%actpﬁr%%é%ﬁge:(ézt a%ée:'se a561§(teg§$gquest andltgsq oreedéLta in the database
associ at ed wdibithe F4 | ttératngaaet i Mtte monikr e quelggtident rby kaclveddvi ce

32, each device is assigned a unique identifier that tige he ¢ i,gur.ation
and filterirEP?%%uesFEet§e§VS§rWF§UEHFQES5i88m8ﬁ&55equ§§%hﬁ§%:ggeﬁﬁﬁﬁ;

logs for a p@xgé}_&gl afndeve tanhe sdonpdd nddie dasabasatelin wddht i the
conbi nation of the unique identifier with an initial log-in by each device

32 to the sefikterdidceyatirm aunccordaacs ety thansm el Pet wedia he

Sorver S POSCEPRUEEL L AHIN LSR5 SEORHT BpARRARY TS ¥BORS NS

well known and a filtering/categorization module 60, shown
as a piece of software residing in the memory 54 in this
example, that processes the resource access requests and
determines whether or not the device 32 may access the
15 resource on the site 38 1in one embodiment of the
invention. The module 60 (which preferably comprises one
or more software modules) implements different functions
of the filtering system including administrative functions
associated with the filtering system and may interact with
20 the database 56 to request and store data in the database

associated with the filtering activities.

Té uniquely identify each device 32, each device is
assigned a unique identifier that ties the configuration

25 and filtering requests to a particular device and permits
the filtering logs for a particular device to be stored in

the database. In addition, the combination of the unique
identifier with an initial log-in by each device 32 to the
server reduces the amount of data being transmitted

30 between the device 32 and computer 34 during each resource
access request when the server 34 is performing the
filtering decisions. In this embodiment of the invention,

the filtering system permits the filtering of access by a



filtering decisions. In this enbodinment of the invention, the filtering
systempermts the filtering of access by adevice to a renote resource in
real -ti newotresadiinioa server is used to acconplish the filPCergBrgosd®edssi ons.
That is, the server perforns a majority or the processing and nenory
wor kl oad of the system and very little qged be done at the client. In
anot her enbodi nent of the invention, the device may performit’'s own

filtering decisions. In particular, when the server is unavailable to the
devi ce, the EPVERE GFeratENITE aFePHFThel hodBALpEENe| WACHPiIPhE SakMay

such as for exaghle w.ea&&bﬁphgﬁg%hteh%ﬂ%%%%s Ak 0150 P! gags a4 09 to

the server en connectivity Ts re-established. "Figure 3 1s a diagram
il lustratingtherthervdet ap¢sfofma Gi|Hnubsetweroenbbdenamrocés$imgdenute

resource access fllterl and iitorin stem homnng detail.s .of the
devi ce 32 anft® ?ﬂﬁyséWQ%ﬁ P%DBHFE E%gﬁﬁ% Iﬁi dev¥ce y2FREI R one
or nore typi gaheSOftnaren@ppkicahtons thhata iy beelﬂﬁéglﬁ@nﬁ t Y@ Calhe
personal conputer, such as a web browser 70, an AOL browser 72, Qutl ook

Express 74, oveDbkons, éheFTﬁe&np@ntmwotp@h%@m Jat'@JpH@FnclflJe]rﬁeJ(m
shown) and/ Or?ﬁa{é%’fng 31{41 Z§tlc¥\'ﬁ‘f§r,‘15hﬂgna”¢¥1 fsLhese @%p'&?%vaﬁf

appl i cations acCess a renote resource, ot et |on
about the repet etH@scawva@eaCCEBs islilatiter opprradeby ime acl | effld48esanddeat it
can be sent to the server 34 to determne_ if aqgess to the particul ar

resour ce sho8PBCBELFEr MY t'ERf f BFTYRE, pSPEPc @Sart YevPERTPLR ofd SerfbloidiHent

on the sgjver,3gd siple, aEB@s%éVG‘e{nJ UERBRT ugpaRIdsSes Aol crosehl’ Ssdb&F net
I nformation Server (I1S) 80

when connect1v1ty lS re-established.

Figure 3 is a diagram illustrating further details of

a client/server embodiment of the device resource access

15 filtering and monitoring system showing more details of
the device 32 and the server 34. In this example, the
device 32 may include one or more typical software
applications that might be used on a typical personal
computer, such as a web browser 70, an AOL browser 72,

20 Outlook Express 74, Outlook 76, an FTP client (not shown),
a Gopher client (not shown) and/or a news reader 78. When
using any of these typical software applications that
attempts to access a remote resource, the information
about the remote resource access 1s intercepted by the

25 client 48 so that it can be sent to the server 34 to
determine 1f access to the particular resource should be
permitted for the particular device. In one embodiment,

on the server 34 side, the server further comprises a
Microsoft’s Internet Information Server (IIS) 80 that

30 receives the data from the client 48 on the device 32.
The invention is not limited to using the IIS and may be
implemented in other manners. The IIS server 80 may then

forward that information onto an IIS plug-in 82 that



receives the data fromthe client 48 on the device 32. The invention is not
limted to using the IS and may be inplenented in other manners. The I1S
server 8Owomyoditernef orward that information onto an || SPprGB2005/82961
thatforwards the data onto a categorization engine 84. The I1S plug-in 82
may determ ne a particular client associ 3t5e'd with the device 32 using a
client database 56a (part of the database-56 shown in Figure 2 in a
preferred enbodi ment or a separate database) wherein the client -database
may be mai nt &pnedrdsi fdraandadai 9SO a2 | 6ALABALE 22 BECNTREHMA nB &t r atThen

nodul e may c ai r..exagpl e, i nit .cl.hents that .are
installed onﬁ%m) elJoggvllrgesggl or{[glg%(/vi tﬁg'}zggmgé%t imn%gs ﬁé?gégggggl i eén]tqaetrhat
may be storedssocibeedl wanth dateabisel GHa3asuslEsgrabed iientnatat atatsai 1564 t h

reference to Figure 7 . The I1S Plug-in 82 nmpy further cqonprise an offline
filtering nobRREL & (FheE |dfa§ra§%f15§0r§§ QR L ANEFIRTE i FPerd RESESEad vity

modul e. The Q@B?!Iﬁftméﬂ_tmrtr@ﬂ smmicatg chasel f | ine-apde, (yof idignad

ports node an tering sensitivity settings for a particular client to
the client whathbabenmayplterem sntdened f ushegf aht edimig i sihfat iteer edbgolrd s
filtering ang_filtering sensitivity |evels. The client conprise an

of {1 1 ne 111 CBFT ng REAAPEL A SR oPe PO P8 TSR e a2 (T TEIT Iy =
sensitivity mpgul efwhenemdneéach et dllienitdpltenentas et Hestesiesd ioe famstd ons
of the client and each nodul e may be inplenented as a plurality of lines of
conput er cod@e¥haeSard o&dectit ey %K}et FELHEBEESSAT d1athecddfnée hRtwIRh t he

client regidgs 5cTRRCALEANd 2211 ARk COGERS 64 BBY RY! lucGRLAG] 24! Iffke

detail with reference to Figure 7.

The IIS Plug-in 82 may further comprise an offline
filtering module, an unfiltered ports module and/or a

15 filtering sensitivity module. The server 34 may then
communicate the offline mode, unfiltered ports mode and
filtering sensitivity settings for a particular client to

the client which then implements the offline filtering,
unfiltered ports filtering and filtering sensitivity

20 levels. The client may comprise an offline filtering
module, an unfiltered ports module and a filtering
sensitivity module wherein each module implements the
respective functions of the client and each module may be
implemented as a plurality of lines of computer code that

25 are executed by the processor of the device on which the

client resides.

The categorization engine 84 may pull categorization

rules from a rules database 56b (part of the database 56

30 in Figure 2 in a preferred embodiment or a separate
database) that i1s maintained by a rules administration
module 88. The rules administration module 88 may also be

used to create a new rule as described in more detail



rules froma rul es database 5bb (part of the database 56 in Figure 2 in a
preferred enbodi nent or a separate database) that is maintained by a rules
adm ni st raDi2006/0eal e 88. The rul es adm ni stration nodulPeT&B20@0029630 be
used to create a new rule as described in nore detail below with reference
to Figure 8 . The categorizati on engi ne qu store its results in a nonitor
dat abase 56¢ (part of the database 56 in"Figure 2 in a preferred enbodi nent
or a separate database) that is maintained by a nonitor nodule 90. The

noni tor nodupelee malth f gieferamsice, teol Fetire afd di sPieay Gatesiofdtbadd oabout

t he Web surfjng. habi o] h.lje f.all o i e itor
nodul e 90 ma?/n%r%% ﬂ]%f u%ggggrelaé’-t?%r%‘gjr:r%%i tlglr ?rogw&?lg%()%]otgg %%%Qt r?g%n
permts a usepapt tde mire t deitapasyst BM tin shdwutree EntiEnned gorrfeatreons

for renote user of the devices as the conpectio re requested. In
accor dance WHRCERBSPRY AL ?oﬁ?pﬁﬁétéafiégégiafﬁki gﬁagnéﬁng‘ LAY Fe a

particul &y ipbor LI ORoKAYNESHobasedrhpOMQNa &F MY echp Qfafat &q The
i nformation request nay be categorized primarily based on the si'te address

to be accessegahylehe celleet  Fng cdisporyzdtifmrmerigiare mbpudl sbhesdieb )
t he device's _host nane.ar_ a server:side _configurabl e.alternative .name (when
the device d%‘éjégﬁgg ﬁ%\?elta? h%]gt eﬁgHe)cilaerI\%/ 0?1920§l £ de igg‘es c?lfrerngelﬁ user
name or a seryermshéeoeonbygueablbemalt anrat iive lnaee a( freva Ideinge sndriaiordo
not have a user nane) . Thus, the categorization criteria (and therefore

the accessi brednb8oureés)shavelcoblrf juPgblié tol &35 t PEUlFES RARICETTSKS .
For exanpy 6152 Eoin¥8l sﬁ waEEQS%@%xn%t&a%%n@%@%%n@fo% AR QeSS £

seniority or atus within the conpany. An
the devices as the connections are requested. In

accordance with the invention, the categorization engine
may categorize a particular information request based upon
one or more pileces of data. The information request may
15 be categorized primarily based on the site address to be
accessed by the device. The categorization engine may
also use i) the device’s host name or a server-side
configurable alternative name (when the device does not
have a host name); and/or 2) the device’s current user
20 name or a server-side configurable alternative name (for
devices that do not have a user name). Thus, the
categorization criteria (and therefore the accessible
resources) are configurable for a particular device/user.
For example, the level of access may change depending on
25 the employee seniority or status within the company. An
administrator module (not shown) may include a scheduler
that permits the wuser to set-up events to occur
automatically on the server, such as database updates,
database maintenance tasks and the like. The
30 administrator module also permits a user to categorize/re-
categorize a site. A virtual control agent (not shown) is
an optional module that uses artificial intelligence to

automatically visit and categorize sites that have been



adm ni strator nodule (not shown) may include a scheduler that permts the
user to set-up events to occur automatically on the server, such as

dat abase wpadatEaeiodat abase nai nt enance tasks and the |i PeT/GH2805/002961

adm ni strator nodule also permts a user to categorize/recategorize a site.
A virtual control agent (not shown) is an_optional nodul e that uses
artificial intelligence to autonaticallyl@isit and categorize sites that
have beenaccessed by the user, that at that tinme, did not have a category.
The admi ni staatess@ddbve Bsoupas, atheb eépdrtdathgtidaul ish 2t heHe dystem

can generate_repor on t cli J t fi abits. The rious
nodul es of t?ﬁF %%%?é con%ﬁ?erhgﬁaﬁg§£g%gﬁgbeﬂgd%?éceggfgso %%aré wﬁt% a
plurality ofrdpaesing eedelhaio i tiphtenehes stylse chuincdn ogendestcei hegorersei n.
Figure 4 is a diagramijllustrating nore detai e server portion 34 of

|s of th
the device cP®efbPsetlednenBatirmend dh& h%uFE%éﬁt ihéﬁ?léfﬁq Fi §iPe V851U
g; fg[]?m/ 'S§e'r ﬁé&g%ggo@rﬁede}é}wt% ofofier Sevigen ﬁor&r&r{ o of bhecdewsce

odi nent of the invention. A's shown in Figure 4 , an
i npl enent at i snfoffarbewsehver p3drpdishonsi Wherei pfaroSel tdattalagd emenised to

store the data ffr t he Sésten1ang g web f%lter rul es engine service. An
exanpl e of a"#%|fEPFRYOPHI SSPRTARESr BGREE™ Wi th the i nvention and how a rul e

is created is described in nore detail below with reference to Figure 8 . A
s shown in Figure 5, the client 48 on the device further conprises a user
interface porti ohideoe 4 épi enfliagkafiniéatpbiatiagemoree det the

LT TP AYFE: B0 S OLROC IR 00 b Lk Rhnosiment
of the invention and Figure 5 1is a diagram illustrating
more details of the device 32 portion of the device
client/server embodiment of the invention. As shown in
Figure 4, an implementation of the server 34 is shown

15 wherein an SQL database is used to store the data for the
system and a web filter rules engine service. An example
of a filtering rule in accordance with the invention and
how a rule is created is described in more detail below
with reference to Figure 8. As shown in Figure 5, the

20 client 48 on the device further comprises a user interface
portion 100, a client communications layer 102, a network
interceptor layer 104 and a storage medium 106 that stores
the configurations for the particular client 48 as well as
any log files as described below. In a preferred

25 embodiment, each of these portions and layers is a piece
of software being executed by the processor of the device.
The user interface portion 100 generates the |user
interface of the monitoring system that is displayed to
the user and may include configuration user interface

30 screens. The network interceptor layer 104 may gather the
data from a resource access request to an external site
while the client communications layer 102 may format that

data into a format to send to the server 34 and receive



any log files as described below. In a preferred enbodi nent, each of these
portions and |l ayers is a piece of software being executed by the processor
of the dewpceosiibmeuser interface portion 100 gener at esPC&Bo@v00R9st er f ace
of the nmonitoring systemthat is displayed to the user and may incl ude
configuration user interface screens. The,network interceptor |ayer 104 may
gather the data froma resource access request to an external site while
the client comrunications |layer 102 may fornmat that data into a forpat to
send to the B¢ vBRTIZTAR HESOSILFS IFE SESy FeC S IUL AR eI HELERENHECiTE RSN and
i npl enent s t@?%i$ﬁ8h§i°”- During normal operation of the systemin
accordance w e invention, the device may initiate a resource access
request to a resource on a renote site, such as a web page from Amazon. com

and the client 48 cagtures t he data associ teq%mﬁth Ehat request,Fﬁuch as
the site addressPUHHedcmCHMEePar3br At Rér the JEFTER | Hanfit o ANE

other devj ce,fataand theanfeoenar dihedeesesr aapceassibequest rdalarice the
server 34. The server may then, based on the resource access request data,

make a cat egaeteasi opAtebterdiong deesUBPE t BN gandiSFE- S FE5dur 8eChcebs s
deci si on and then n C cc i Si Ckat i ent. 48
so that the %??eﬁ?aﬁagh%gfe %%&éﬁ%?@brgggnggtﬁgﬁgf h%%,g? gﬁfgénﬁge
server may pesformmgeatibstee nohthortilmt anceduddter i npaf tde rEsourcdee

ccoess fouest e oLt heyflerior 2 Ll shoteughy e Seruen R LAl o

Off!ine.idltgé&”gtﬂ@??@EQiEBedQ%ﬁi%%d3%hbﬁ resRanel Bhe flsdlreedWtcess
nmonitoring and filtering. Wen

' request data to the server 34. The server may then, based

on the resource access request data, make a

categorization/filtering decision to generate a resource

access decision and then send the resource access decision

15 back to the client 48 so that the client may take the

appropriate actions. Thus, the remote server may perform

real-time monitoring and filtering of the resource access

requests of the device 32. If, however, the server 34 1is

not available to the device (for any reason), then the

20 device may perform offline filtering wherein the device 32

is responsible for its own monitoring and filtering. When

the device (and hence the client) is unable to connect to

the server, it will attempt reconnection on a regular

basis, such as every 5 minutes, while the «client is

25 connected to the Internet.

During the offline filtering, the device/client may
operate in different modes of operation depending on the
configuration of the particular client by the server. For

30 example, the client 48 may permit all Internet accesses,
but log each resource access request into a local log file
(a “Log & Allow” mode) that may then be later uploaded to
the server. Alternatively, the client may block all



t he device (and hence the client) is unable to connect to the server, it
w |l attenpt reconnection on a regular basis, such as every 5 m nutes,

whi | e t hewol2n@ticios connected to the Internet. During treTafE20037002961
filtering, the device/client may operate in different nodes of operation
dependi ng on the configuration of the par1t9i cular client by the server. For
exanple, the client 48 may permt all Intérnet accesses, but |og each

resource access request into a |ocal | fjle "Lo Al |l ow' nmode) that

may then be FREBFRAB 65835t d ot R 105! W@%ﬁat%%lﬁ,ow LANEL T RN

bllock all'l ntgrpgksacgass (o' F!;%%aiﬁ')gl " mRdernan al | ewial | ddHer net aggess
nmode

with no | ogging (an "All ow Al ) . I'n accordance with the invention,
the of fline hogerdecceded®n the dhventimay Pdsstofbling tlegsl ceedondent age

of the device ch as,the nmenory o i stent stor Vi as_descri bed
above. If thghl 3‘% scfja?%if‘ ﬁsyo%edé%%?%%eiéefc&&,l?%lel ggo]rlggg r?a@‘f 'en be
del eted on theveew,ceuchnaa phef aicnederogismiitstdie dngrddd edemycdens

encrypted. The log file may further include some_basic nonitori ng
capabi [ i ti esdescaebest IRRNR hori ZEd WepePPnd Sof LeherclyriRadad &8cotkRince

with the inveptian, t of £1i e 1Log, upl A} NG 1l vdg, bandw ;
throttling Sg@%kg?,m’%ﬁe t%é&sgrver céoﬂprres backeg;% ne, d|[lt 8{ls%n%t %%/%?%éded
by nurerous thi entredidriad/iengpddingioadthdelogl gdet mayhdsernverypted.

accordance w %h the igv. ntion, tg1e %reﬁrver rrg di ncl ude %he.adm’ ni strator

modul e 86 t hatSper¥¥ t s 'a sy8tem éldfrﬁ_ st rarol (e st s "a S chi PO STRY i on

Oficer f@r gapabReiatican, tof et et entndutsR)rfi Adsi NG AP £d the
client. 1In accordance with the invention, the offline log
uploading may include bandwidth throttling so that when
the server comes back online, it 1s not overloaded by
numerous clients all trying to upload their logs to the

15 server.

In accordance with the invention, the server may
include the administrator module 86 that permits a system
administrator, such as a Chief Information Officer for a

20 corporation, or the client itself (using an automated
algorithm) to adjust the operation of the filtering and
monitoring system in accordance with the invention. For
example, the filtering sensitivity of the system (the
level at which Internet accesses are filtered on a

25 particular device) for each  device may be
customized/adjusted so that the amount of Internet traffic
being filtered may be reduced for a particular device
which reduces the amount of bandwidth of the device
dedicated to the monitoring and filtering operations. For

30 example, a device with a slow Internet connection, such as
GPRS for a cellular phone, may have 1its sensitivity
adjusted. 1In accordance with the invention, the filtering

sensitivity for any device may be adjusted based on any



algorithm to adjust the operation of the filtering and nonitoring system
in accordance with the invention. For exanple, the filtering sensitivity of
t he syst ewo(vévenibmeel at which Internet accesses are fi lPCerGERo@N02961
particul ar device) for each device may be custom zed/ adjusted so that the
anount of Internet traffic being filterﬁg may be reduced for a particular
devi ce whi ch reduces the anount of band %th of the device dedicated to the

monitoring and filtering operations, For exanple, a device with a slow
| nternet conPeEEiBRlasuchagaceprEstdrsaoleltihgl & pHGre, MRy 2h&reiarged

sensitivity gﬂwamg £ | B ACCRL dgggﬁgw,twe&% L enhLon, Mghf i8I G g
sensitivity for any device may adj ust ed based on anyparfti cul ar
characteri stiesebf &hmedéuincéiltpranpréeewetedaetbwdifidteroha Heveylstaem

there may be a high filJtering .l evel nedium fj) ter.i ng.level,_ .a.l ow
filteri né | ¥R HAPBEACLOt dﬂgt‘iec“frighgﬁvﬁgw ovelt AhS ﬂé”rﬁvkbh ffﬂtteéfﬁ%
sensitividgy Leyelcitheysystem maye E?Ft@%aﬂﬁy?,fB&'b&ém@hb,nQﬂjhﬁﬁﬁkﬂﬁxt

transfer protocol (HITP) ports and a HTTP requests so that this setting
filters all nesolyeesterEl @éiaﬁg,feﬂfopr@tmle,(f%ﬁ—)urp%%$ FAe Rkilgh HTTP

filtering 5693%&&‘59 BLovifes a.t}‘ﬁry 'sg%%gh. t.EiJ'.lltl:E[risng’alll?LUt od ARACt
filtering speed an perPornance it the device is ma ing alot of resource
access requeshsludihgt heEaredexamprypl pob-sensdds vi t yfheal highn-HIEe yarg s
are categorized,  but  onl HTTPeggge requests are cateqorized whjle i mge

files, soundSERPeELVEy] é%onvééjt afd VY r BReket el afd St i egBlF z&RY At a
| ow sensidivitysbevels@ld; nspwéf&’ RAIGL Sp¥ o SR REOT EzedhhdUbeRLY tihe
server address part of the TP request i's categorized and the results may
be making a lot of resource access requests. At the medium
level of sensitivity, all non-HTTP ports are categorized,
but only HTTP page requests are categorized while image
files, sound files, style sheets and XML requests are not
15 categorized. At a low sensitivity 1level, all non-HTTP
ports are categorized, but only the server address part of
the HTTP request is categorized and the results may be
cached for a very short time. At the automatic level of
sensitivity, the client chooses the high, medium or low
20 level based on the average server response times (response
latency) and pre-configured thresholds. For the automatic
mode, the client may include a piece of code that adjusts
the sensitivity. For example, the high level may be used

while the response latency is less than a predetermined

25 period of time and then be reset to a medium level.

In accordance with the invention, the system may
filter all TCP/IP ports wherein some of the ports are
treated as HTTP web requests either made directly to the

30 resource at the site 38 or via a Proxy Server. In order
to reduce needless communications with the server for
device access to ports that a particular company is not

interested in filtering or monitoring, the device 32 may



cached for a very short tinme. At the automatic |level of sensitivity, the
client chooses the high, nmediumor |ow |level based on the average server
response wormes/(iswsponse | atency) and pre-configured thrPresheH2065/00891 t he
automati c node, the client may include a piece of code that adjusts the
sensitivity. For exanple, the high |level -may be used while the response

| atency is |l ess than a predeterm ned perizéd of tinme and then be reset to a
medium | evel . I n accordance with the invention, the systemmay filter all
TCP/ | P port sbaherref ormsede @fy t hbepararyaitle pfeatdchs R weler ctpiedes

ith de di tl t h t Iy [ S :
'n order Lo FeBULBIAEEAreE® EORMIRCISE: BAS WECKOL RS SRS H ede

access to popkSti-bated pay tHTCRME afels OfgUYstisS. NOThuB} etkst @@ riverf matyetdieng or
moni toring, the device 32 maybe infornmed (by the server) of which ports are
to be comunfeBRfeEUEEY hef&r var BRECIHIERT of SAMRARY portisthr etfd Iene%at ed

as HTTP veb LEQUESIGnelMiSee Lhe BELYE! (HBY RE LU OULeGe (QimfyDaldddl ar
conpany, wWith unfiltered ports (the [ist of ports that are not to be
comuni cat edtbo-thd heeseeven. ) [n ascordbrce wibhht hehe niemenbnpnt hetHe st

of ports to filter .and/or treat,as HTTP.requests, are nicated to the
devi ce duri né;l?%ieolfoéﬁori: o‘i:%d{fr D MY FeviEeETRE g‘l%trerwstqﬁ‘?er?re
perform an upbihhghedtRar ttACthONAWRiEE deirangauiiasal bgiacrekeldaken syhen
an application executing on the device attenpts to access an unfiltered

port. In a ctibeerdevigr enertle i 6A18A8 &Y ehBEBI RAKIVMt B Sistierhenate
Lt ot o30] LEGHER 0L AT oLk AL catdonnteppe Sekeran
application executing on the device attempts to access an

unfiltered port. In é current implementation and one

embodiment of the system, the list of filtering ports and

HTTP ports are hard coded into the server software. In

15 another embodiment of the invention, the server may

analyze a set/list of rules (which may be
adjusted/customized) and the list of monitored ports‘is
automatically generated from the rules. The unfiltered

port actions may include, for example, an allow all option

20 in which all of these port requests are allowed (an “Allow

All” mode), a block all option (a “Block All” mode) is

which access to all unfiltered ports is blocked and a

filter option (a “Filter” mode) in which the port request

is communicated to the server which is useful for rules

25 that in a typical Web filter usually affects all ports,

such as block everyone from adult content.

Figures 6A and 6B are two different examples of an
installation of the filtering system in accordance with

30 the invention. For each installation, the server 34 is
positioned so that the devices 32 (with the clients) may
access the server over TCP port 80. In Figure 6A, the

server 34 may be positioned external to a main protected



anal yze a set/list of rules (which may be adjusted/custom zed) and the |i st
of nonitored ports is automatically generated fromthe rules . The

unfil t er esioposdioiemsi ons may i nclude, for exanple, an al lpowGH2bosapRIéON i N
which all of these port requests are allowed (an "Allow All" node) , a

bl ock all option (a "Block Al" node) iszﬁhi ch access to all unfiltered
ports is blocked and a filter option (a ilter" node) in which the port
request is communicated to the server which is useful for rules that in a
typi cal Wb fetwerkuddal Iyidhf ddtss ootk SRR G BpBiReevelfondn om

adul t content%?rlf%%gégs 6A apd 6B apg two g%fé?ggg% exanples;2fk an  ¢ia

i nstall ati on® ilterrng systemin a ance with the invention. For
each instal lati@ge/tbetseyiereddlis dgosidd ondd sast lsdtowrhe sdevilbas 32g(with

the clients) may access the server over TCP pqrt 8Q. |l n Figure 6A .the
server 34 mageBECHBsP i@ﬁ@d%??é?n&ﬁetéeﬁvﬁﬁi 34pr o&élcttfg\1 n@gmeif?o(%th
I ts intergal iﬁor’f&‘!}fdM daVi s 134)-vard sHNRGG &sk t 0 0lhe GOr ROERLE RGfaNOr K

via bridge/router/Tirewal [ device 110 as shown so that the devices 32 may
access the seeveorB411Pn artk elixempkbesidweviad 1Filgt ene8t bige suriierurdy my

be located wthin.the network 11 d. the he_f| I 0 he .
configured t OaFESJ\?/Wt F&#&@%ﬁ%éﬁcﬁ%%&%s& o%égﬁggtshg%ger at;%%:fll%s S
directed to ger¥eteddiol Bdraidy cases, Thheocdeviceesad?, atlee abkeite G@Muand cate
with the server 34 and therefore the server can performthe renote

moni tori ng aRBlei MOerdPEBHES oNsth ERguser? ST |5t PRE e NaT S0%fp @ %1
the user gntegrface 120, f o280 axepRbaryed ol epBRt 2biraRg0f ahhe £1 18 Mting

operations.

Figure 7 illustrates an example of the user interface

120 for an exemplary implementation of the client

15 administrator module. The administrator is the main
management point for the system and provides a
customizable description of each remote device and the
settings for each particular device. The user interface

120 includes a summary portion 122 and a client detail

20 portion 124 wherein the summary portion 122 lists all of
the clients currently entered into or logged into the
system (only one is shown in this example for simplicity.)
When the user of the administrator module selects a
particular client from the summary portion, the client

25 detail portion 124 shows the detailed settings and other
information for the particular client and the device on
which the client is being executed. The client detail
portion 124 may further include a <client information
portion 126 and a client settings portion 128 wherein the

30 client information portion 1lists information about the
particular selected client/device and the client settings
portion permits the administrator to adjust/set/reset the

settings of the filtering/monitoring for the particular



adm ni strator nodule. The admi nistrator is the main nmanagenent point for
the system and provides a custom zabl e description of each renote device
and t he swotwosgaefoer each particul ar device. The user i RCEGBR0&/(D2951
includes a summary portion 122 and a client detail portion 124 wherein the
sumary portion 122 lists all of the cliegts currently entered into or

| ogged into the system (only one is shownin this exanple for sinplicity.)

When t he user _ of adm ni strator dul e selects a particular_client from
the summary ﬁ%???%?%ef’ﬁéecl i ent*Yet '?W’bor’r?on%g}% §I8r6fv§tt he- e 3 P

settings andpgtRebni, Nfosamt oM dor the partigugae cdanti andathen depiee on
which the clirent is being executed. The client ‘detail portion 124 nay
further inclGdéeatclidenhornf dnmitligsi epdit itdya t1 26 iawe 1y dldenitl fSles igrph
portion 128 regn . l.i_ent_infor pon.porti.an lists infaormati.on gbout
the particul \é\t@%g:tecjtge%ac J‘|a§n o/nde“i'/ﬁ?cgﬁga*r:\d tth‘rl%e T thcelrﬂgsse ?Fn&?cggrcf]ijo%ac
permts the adyi beskrtatred ta adpusbiabbkeeset the settings of the
filtering/nonitoring for the particularclient/device. A s shown in the
client information portion, each client has a unique identification (the

caient |d shown i Ehguicdienk WAt tUSHY L RN bb! CEpRAChEld flilrator
installation so that the settings for” each client may be stored in the
dat abase. | nmgéfie céétent veetibusgs Poltéoing28 anche mdnihosingt orseatayi rset

of1ine acti SRCLBFNHy 136, SR (U caf pLFYS SELHPRg E5517g fhiroran
sensitivigy egfFtiingrdéddpoatyseethamng 380t RY i3 andeh Jiastvitaes st td g
138. As described above, the offline action setting 130 permts
4, a user name setting 136 and a host name setting 138.
As described above, the offline action setting 130 permits
the administrator to select an option of how the client
will operate when the server becomes unavailable té the
15 client and the offline actions, in a preferred embodiment,
may be selected from “Allow All”, “Block All” or “Log and
Allow”. The unfiltered ports setting 132 permits the
administrator to set how the particular client should
behave when ports not included in the filtered ports are
20 accessed by the wuser of the device. In a preferred
embodiment of the invention, a selected list of TCP ports
are chosen to be monitored in order to reduce the total
traffic between the client and the server. The actual
selection of ports being monitored may be modified using
25 the administrator modules. The list of default TCP ports

may include, for example:

PORT APPLICATION NUMBER
HTTP Web traffic 80, 8000, 8080
HTTPS Secure web traffic 443

FTP File transfers 21

NNTP Newsgroups 119

POP3 E-mail (receiving) 110

SMTP E-mail (sending) 25

AOL American Online 11523




the adm nistrator to select an option of howthe client will operate when
the server becones unavailable to the client and the offline actions, in a
pref err edwortbaditemat , nmay be selected from Al low Al l", ‘PBrmHeodddo296or "Log
and Allow'. The unfiltered ports setting 132 permts the adm nistrator to
set how the particular client should behgye when ports not included in the
filtered ports are accessed by the user of the device. In a preferred
enbodi ment of the invention, a selected Iist of TCP ports are chosen to be
nmonitored in order to reduce the total traffic between the client and the

server. The actughus¢l el eRyOTpdIaf tfotheip- 1ndd o5 8dr My ebaqmedi fdRe d!si ng
the adm ni strator nodul es. The Ilst of default TCP ports may include, for

exanpl e: Thusinter &hy pé&qnmresjpecﬁcflﬂéﬁ A2y f i ther eddpinagisdation o tine
ot 0" o0 PouhBs PY<tRa 0Tk dtaly (L9 WIS o S PALLE SBEY Whatd

apply. As deseri Itere selectlons in a reférred
enbodi rerd, thy unEmatededtberAIbeWeCtAbhs Bliack @kbf@m&d&lémwbdmmtﬁt The
filter sensitivity settlng€134 permts_the adm nistrator to set the | evel

of sensitivi®§Yof tHE44 | kY- Bhér clBlOmk ALl goscrFhéBesbardes-he
sel ections mayeinClydeeyin 3chE gft%&%g, en@@@'t&rﬁat a3hi gh tp; ddnli87d g hgvel

a nediumfiltering level, a Itering | evel "and an autonatic fllterlng
level . In geaémahlsthétbmlttmlrqptlnﬁhﬁ mapvbeé baftedsemsihtimgetynan® drhehost

nane. Thus, Lf{ user spech fied by a t hen regardl ess f t he

devi ce beipg%ﬁ gﬁr%§gthgoﬁse§heth8 4S8 fl|téFIn§eP6FéE %ﬁ&yq'ed he a

host nampy i ssspegtivad maya indiedd, heimh regerefesse@f embbemesel a high
filtering level, a medium filtering level, a low filtering

level and an automatic filtering level.

In general, the filtering rules may be based on a user

15 name or host name. Thus, if a user name is specified by a
rule, then regardless of the device being used by the
user, the user filtering rules are applied. If a host
name is specified in a rule, then regardless of which user
logs intc a particular device, the rules based on the host

20 name are applied to that -particular device. Thus, the
user name setting 136 permits the administrator to set the
user that is applied to the particular device. This user
name is used by the server for all filtering decisions for

the client device. The name can then be used to check

25 against the rules in the rules database to determine the
appropriate filtering for the particular client user. The
user name setting permits the administrator to choose, in

the preferred embodiment, from a client specified name
mode, a server override mode or a server default mode. In

30 the client specified mode, when the user logs into the
device executing the client, the client sends the user log

in name to the server which is used as the user name. In

the server override mode, the administrator can specify a



|l ogs into a particular device, the rules based on the host nane are applied
to that particular device. Thus, the user nane setting 136 permts the

adm ni st rabanodtme®et the user that is applied to the paPCraB205/@essice.
This user nane is used by the server for all filtering decisions for the
client device. The nane can then be used to check against the rules in the
rul es database to determ ne the appropridte filtering for the particul ar
client user. The user nanme setting permts the adm nistrator to choose, in
t he preferretaBabbai resntifvorabd sclusedt agpeécimeld® mafe atbdet Janisartian,

override nod eryer. i the i S { £ no when
t he user Ioggu?%tga%héﬂg%vg%%aggéb:%%ﬁﬁe#%é%gliéh%?ﬂ%hegﬁﬁ%égggéeﬁaéifhe
user log in naghott bbecddiver Iwhidelf ind ngs ¢theas sthre assem nand.vidudlheso

server override node, the adm nistrator. can specify aname to identify this
user as a nefRBéF 5%%ﬂ£%ﬁ§ﬁﬁﬁ%%t?8ﬁ?5558ﬁ égmgn%Fﬂ%B%?ﬁﬁ}oge@ﬁﬁkﬂﬁﬁp¥%biIe

enpl oyee, s et €4, tWet Bavtisheef iGRldy defd Ringike UsQomsBn ddidindwial so
that the filtering rules for the organization w 'l apply to the particular
user. For exasplectaocsompfampolnele hdeelicesohsedt fonm dfravshiing dievdwemnased

for traveling_insurance sal esnen, and anyone usi t hose .nobi |l e devj ces
shoul d be figF%?Sﬁegécgp|lﬁfquﬁrﬁf%%ﬁeyg?sesnggﬁSn%%VFgﬁﬁeFS¥ﬁ§ﬁiﬁ% ir
i ndi vi dual ugentsase. atherefiere tdll fise CAOLHEcEr eabad stlalr ,aldapMe s atiegian’
to go to particular sites needed for the job. This node nmay al so be used

when the cli&ReiFs &REBVEIPELSUBSPY an@®er nantlekekPras BIHebi |@phdie.
B e Il e e
| evel. The needed for the job. This mode may also be used when the ’
client is unable to supply a user name, such as a mobile
phone. The server default mode is used when the client
specified mode and server override mode are not used so
15 that the device may still be filtered at some level. The
host name setting 138 specifies the actual device (in
contrast to a user of the device) so that devices or
groups of devices (with particular characteristics) can be
grouped together, recognized and filtered according to the
20 filtering rﬁles for that group of devices regardless of
the individual using the device. The host name settings
permits the administrator to select, in a preferred
-embodiment, from a client specified host name mode, a
server override mode and a server default mode. In the
25 <client specified mode, the client of a device, when the
user logs into the device, provides the network name of
the device to the server. In the server override mode,
the host name is used to identify the device as a member
of a group which is useful for devices, such as a mobile
30 phone, that cannot supply a host name. In the server
default mode, this is the host name used when the client
specified mode and server override mode are not used so

that the device may still be filtered at some level.



host nane setting 138 specifies the actual device (in contrast to a user of
the device) so that devices or groups of devices (with particul ar

char act erwetzn@a)icwan be grouped toget her, recogni zed ana#cCTidB2essam2%ecor di ng
tothe filtering rules for that group of devices regardl ess of the

i ndi vi dual using the device. The host nagﬁbsettings permts the

adm nistrator to select, in a preferred odinent, froma client specified
host nane node, a server override node and a server default node. In the
client specified node, the client of a device, when the user logs into the

devi ce, prOVidesFﬁggr@e%ggﬁﬁdy%?%ﬂgstJH*é&%ﬁﬁféthtEEes ST -5 ik A flRe

server override nD th ost nane I1s used to 1dentify the device as a
menber of a GbOupfwhi cani simskéméntatidevices,tisichrdlesa robiidrel photeyr t hat
cannot suppl HQPE§St n . In_ the server default node, this is the hos

name used wh “cl i elt® sPBLPPi e higHe® Hrith Yer PEFTGVEr r #Be HEIWP HraEHot

used so that the devigR MByswdd [toberéitéesrd 8t sone lmveleHigra ks,
illustrates an exanple of the user interface 150 for an inplenentation of

the rul es adfhei stg<it oinhedbpee Phowsul RdChidiitArstr® ofspér nfew am the
hori zed f . the. fl I ..dh
T e i R

user interfacé eac as a row I n the p
di fferent chagraat enilsd,i cshskt bisngshef tgpehofulmlesucthas ushea /fdewd cef tawl e,

the user/device to which the rule applies, the type of content to which the
fule appli osWhiRE (esHbIT FOPLERE, 1 (16 Y% R HoPRFFRAL ton which the

charact efpstig3e0f e irdd e arfanged bBndibf et caldimsy et thedi splay.
The types of rules include ALLOW (all ow the content specified by the rule)
notification characteristics of the rule arranged in

different columns of the display. The types of rules
include ALLOW (allow the content specified by the rule),
DISALLOW (do not allow the content specified by the rule)
15 or THRESHOLD (allow the content specified by the rule if
it is within the threshold values). For the threshold
rules, a user specified by the rule may be permitted to
access the Internet for a set period of time, for example.
For each rule, the administrator may specify the
20 clients/devices or groups of clients or devices to which
the rule is applied during filtering operations. For each
rule, the administrator may specify the type of content to
be filtered. For example, as shown in Figure 8, the
content may be adult/sexually explicit, travel, gambling,
25 executables, etc.. although a rule may be created to
filter any type of content and any type of content may be
added into the system so that a new type of content may be
filtered in the future. Each rule also specifies the time
during which the rule is applied, such as ANYTIME, After
30 Work and Weekends, Worktime, etc.. wherein different time
periods may be given a new name and then the time period
specified by the user. Each rule may also have a

threshold as described above as well as a notification



DI SALLOW (do not allow the content specified by the rule) or THRESHOLD
(all ow the content specified by the rule if it is within the threshold

val ues) .wbanoditheloshreshol d rul es, a user specified by trhe/gBh&/ave9s1be
permtted to access the Internet for a set period of time, for exanple. For
each rule, the adm nistrator may specifystbhe clients/devices or groups of
clients or devices to which the rule is applied during filtering

operations. For each rule, the adm nistrator specify, the type of |,
content to b%h?FPF&eééi_.StFSr il es,peé'sl@r?oim% Fi regge, tslé(é%&%te’rﬁ may
be adul t/sexyglhyiexupliheht cetkaval coadehki Ag, hexaguhabkesedeby- a alskhough a
rule may be created to filter any type of content "and any typée of content

may be added into the systemso that a new type of content nay be filtered
in the future. Each rule alsao s i fi i during i the rule is
appl i ed, such as?RN\?‘ﬂcﬁéfiaﬁfcteer‘“P r k&kg%di{;ieeﬁ&%ggs’, %?ktﬁ rréC%QéLt%g’ LSNeT ei n
differentstigenpericeds vypythe ginvess aadeinheteaede nhen gdweein nehperdad
specified by the user. Each rule naé al so have a threshold as descri bed
above as wel fcasss rnBtafi eaeprdnHar BleerirdS@athait spbeitf i emawneti fahe

systemis nokijfLi NLSer tad n tent i I ACSESSE yser. An
accordance V\Aﬂ[l% ﬁ'ﬂ%ay%kﬁvg%?i olﬂé, F%ggfi I ter?an% ul e('fsjl genergt gcdélb;%l!tﬂﬁg'r u% es
admi ni strat ocahagoggveraf wheites acoeds waat drseasiad fy t hexphtieinét atr what

category of EPEBUZEAEN a s s ATy expl FERY-br TEGRLT cobl o gt | B
(denyi ngj@ccegsel0ryl t8S, sar6at @gorye Mustd £, or Mmespenses), . chrngeneral
each rule may contain a Type, Wo, Were, Wen, Notlf%, '{hreshol d
may contain a Type, Who, Where, When, otify, Threshold
and HTTP Deny objects (only some of which are shown in
Figure 8) that specify different characteristics of each
filtering «rule. The Type object contains data that
15 specifies when the rule is allow, disallow or threshold
rule. The Who object contains data that specifies the
individual to which the rule will be applied wherein the
object may specify an individual, a group of people,
anybody, nobody, etc.. The Where object contains data that
20 specifies the origin (such as a web site) of the requested
resource, but may also specify a category of sites, such
as “Sexually explicit” or “ftp” for example. The When
object contains data that specifies the time and/or days
when the resource request is permitted or denied. The
25 Notify object contains data that specifies one or more
individuals that might be notified, such as by email, when
a particular resource request triggers that rule. The
Threshold object contains data that specifies the limit of
the amount of data or the time spent surfing during a
30 particular time period. The HTTP Deny object contains
data that specifies that a particular type of deny page
(harsh, strong or mild) is sent to the user when the rule

is triggered. For each new rule, the rules administrator



and HTTP Deny objects (only some of which are shown in Figure 8 ) that
specify different characteristics o f each filtering rule. The Type object
cont ai ns wetaodheatosspeci fi es when the rule is allow di eariaeroa@voordsneshol d
rule. The Who object contains data that specifies the individual to which
the rule will b e applied wherein the objgct may specify an individual, a
group of people, anybody, nobody, etc... The Wiere object contains data

that specifies_ the origin (such as _a web site) o f_the requested resource,
but may al sopgﬁlg?:??yt %caLE% rgoospegﬁﬁé’s?ﬁhsetf)ceh %}éan%&%ﬁjr?V%?pPifcist?‘e or
"ftp" for exappke.byheeMbeningj echreamdaiss datd thatl ispecd f idsd heydidre
and/ or days when the resource request i s permtted or denied. The Notify
obj ect cont ai"ABU8ata that specifies one or nore individuals that mght b e
notified, such a s by email, when a particular resource request triggers
that rule. The Threshol d object contains data that specifies the [imt of

the anouni o f daba aercddianderersipenthsurifivieg tdwni, ngtite paysiceml ai tHgrms
period. The HTTP Deny obi ect contains data that s%?'eci fies that a partjcul ar

type o f denJSPages(h&FER st AP orthf | fjOTPLrdent RBLYREXuser ien ke

rule is triggesedapker t83&) RGWH W EpatHEch LA £S489TLAI $LLALALRSE s dihe
user to specify these characteristics of the rule by entering information

and utilizi ngntpophdorerpemase. nefivaskor ganbe awi eh leipd dmbeinonsacheon
System [11 (oL asu et aTihe e, cormgista e oLl I desliable,
such as @ | aptopobr| ngthuaed ehet hgineadiagd bhencdchei rF pltiggedtdadeddy o
the COrporatrei\etwork (for the static employees, for example) will be
used for the particular device as long as it is within the
corporate network. In accordance with the invention, the
client may include a software module that detects whether
15 a particular resource request of the device is going to be
communicated over a corporate network (such as when the
device on which the client resides has been connected to
the corporate network) to disable the client filtering
functions for those resource requests being communicated
20 over the corporate network so that the corporate network
filtering policy may be used. As another example, a
device may be connected to the corporate network but also
connected to a wireless modem and the client fiitering may
be wused for resource requests communicated over the

25 wireless modem, but not for resource requests communicated

over the corporate network.

Although a few preferred embodiments have been shown

and described, it will be appreciated by those skilled in

30 the art that various changes and modifications might be
made without departing from the scope of the invention, as

defined in the appended claims.



network, that the filtering policy of the corporate network (for the static
enpl oyees, for exanple) will be used for the particular device as | ong as
it is w tWorotdmemer porat e network. In accordance w th trhe/dBrwemoewsn, the
client may include a software nodul e that detects whether a particular
resource request of the device is going %9 be communi cated over a corporate
network (such as when the device on which the client resides has been

connected to the cor orate netwpork) to disable the client filterin
functions for tHokES E%Bﬂr cESr %Jé%qtsedoe Ry ég?ﬂ'l‘lﬁ?%%f%d ?ﬂfér FIRIESESor at e
network so tpgichhe, £or manate pehwRkkehth{eriinth PRI CyrERy obg Used.tiAs

anot her exanple, a device may be connected to the corporate network but

al so connect enec@facwtn@nessnno@@mammme %lﬁ@nttﬁlﬂt@rﬁﬁﬂglqm;/lﬁe wsed for

resource requ co ni c s the wrel ess 1mod m but N for
resource req‘d&fs co%m CS\{;&% OVer eu%&olrcgor aJtSneSpnee Al oughh&sf ew

preferreds eanscﬂem:atlname baen srzh@wrb@fwbrd%scratfb@ull tsmmi | papeappraee at ed
by those skilled in the art that various changes and nodifications mght be
nmade wit hout da@\alaﬁlitﬁgairraoW?ﬁépgééﬁedohefﬁénu RYenef6Keng€ -defined in the
appended cl ains. Attention is directed to all papers and docunents which are
filed concurrently with or previous to this specification in connection
with this appli chllomhntlhahiﬁﬂataxr@sméhstbope@l il | hBpectspmT i itda ttikins
specificatio d.the contents of all such papers_and jd c nents are

i ncor por at edQﬁﬁFgPﬂlBg reF@P’enc@CCanPaB?’lPﬁe f& < di Gn 0%
speci ficayi onrblnely(i NgaRaYoaccOIPamA NG hel akiBpsabsikr ashyartﬁethod or

process so disclosed, may be combined in any combination,
except combinations where at least some of such features

and/or steps are mutually exclusive.

15 Each feature disclosed in this specification
(including any accompanying claims, abstract and drawings)
may be replaced by alternative features serving the same,
equivalent or similar purpose, unless expressly stated
othérwise. Thus, unless expressly stated otherwise, each

20 feature disclosed is one example only of a generic series

of equivalent or similar features.

The invention is not restricted to the details of the

foregoing embodiment(s). The invention extends to any

25 novel one, or any novel combination, of the features

disclosed in this specification (including any

accompanying claims, abstract and drawings), or to any

novel one, or any novel combination, of the steps of any
method or process so disclosed.

30



drawi ngs), and/or all of the steps of any method or process so disclosed,
may be conbi ned in any conbi nation, except conbinations where at | east sone
of such fwetwewsemwad/ or steps are nutually exclusive. Each/dBratumesst
disclosed in this specification (including any acconpanyi ng cl ai ns,
abstract and draw ngs) nay be repl aced bé alternative features serving the
sane, equivalent or simlar purpose, unl Ls expressly stated otherw se.
Thus, unl ess expressly stated otherw se, each feature disclosed is one
exanpl e onl YCIAIMS generic series of equivalent or simlar features. The
invention is not restricted to the details of the foregoing enbodi ment (s)
. The invention extends to any novel one, or any novel conbination, of the
features dist|osed in tdssuspecidcess i Dhlenmolqudi ygtany aegprpaiygng

cl ainms, abstract and drawings) , or to any novel one, or any novel

combi nation, of the steps of any nmethod or process so disclosed. CLAIMS 1

A resource accesg éé&é@%éﬁg syptem conprising: a conputer (33) ; ‘a client
(48) on a device (32) mhereln the client (48) establishes a renpte

connection to the conmputer (33) , the client (48) further conprising a

modul e t hat gatherﬁ%%€$€ ?ﬁgiognagoggvg éeg?gzt8§§ﬁggﬁe§ieacﬁ§%%%rc%8 y the

devi ce (32) and 3 conmunrcates ered information t

conput er (333sta@ndshbe gompuiee (@IHndatritdert «orips | sbnguaerodiditBe ,t hate
categori zes the resource access of the device (32) ba%?d -Qn the a her ed
i nfornation @hteRt noétPk tFafther comprising a ‘modu that ers

10 information about a request to access a resource by the
device (32) and a module that communicates the gathered

information to the computer (33); and

the computer (33) further comprising a module that

15 categorizes the resource access of the device (32)_based
on the gathered information and a module that
communicates, in real-time, a resource access decision to

the client (48) so that the client (48) controls the
aécess to the resource by the device (32) based on the

20 resource access decision of the computer (33).

2. The method of claim 1, wherein the resource access
decision provides either an allow decision or a block
decision to the «client (48), whereby the client (48)

25 either allows or blocks access to the requested resource.

3. The system of claim 1 or 2, wherein the client
(48) further comprises a module that detects whether the
requested resource 1is to be communicated over a corporate
30 network and that disables the client £filtering for the
requested resource being communicated over the corporate

network.



communi cates, in real-tinme, a resource access decision to the client (48)
so that the client (48) controls the access to the resource by the device
(32) basewioanodiielosesour ce access deci sion of the conputrer/GR8)5/002951. The
met hod of claiml1 , wherein the resource access deci sion provides either an
al |l ow decision or a block decision to th% client (48), whereby the client
(48) either allows or blocks access to t é requested resource. 3 . The
systemof claiml or 2 , wherein the client 448) further conprises a nodul e
that det ect sdwhet her ThResvegaBsdd Fléddurice 4 0% 03 be"BEARLRI CACeF VAT a

corporate netyef K and (hat 89}'61@9%8%8%}? Gkkenhef iflitl‘%reiﬂ%d( Oﬁrﬁaﬂﬁer%t ed

resource bei hg communi cat e er t corporate network. 4", e system of
claim1l , 2 eonBrplehéhei mesbercki entcec48r fur tther deomoe sEL2 )awhsrd [tihee

filteri dul h trols t f .the devi 32
uhen'the ol | hto0ie) (18 U0l B0 R omunt CHE 4B £ o Fonblt el TRCSY 5

The systegn ofzglaim4 , wherein the offline filtering nodul e provides one
or nore nodes including an allow all resource access node, a bl ock al
resource access node and an allow all resource access with |ogging node . 6

The systemof claipm,g , JWAeLAI n fhe af | gy aih,' r?ﬁ&'éﬁfx aGGessS V¥4 oo
| oggi ng node further conprirses a nodul e tor throttlrng the offline Togs
upl oaded to theteetpyt efodud?®) pirowides bdoecomt malrd heodasddindtlfuditigl iazed by
the offline Iogs . 7.. The systemof claim4 , 5 or 6 , mhe{ein a node of
allow all resource access mode, a block all resource
10 access mode and an allow all resource access with logging

mode.

6. The system of claim 5, wherein the allow all
resource access with logging mode further comprisés a
15 module for throttling the offline logs uploaded to the
computer (33) in order to control the bandwidth utilized

by the offline logs.

7. The system of claim 4, 5 or 6, wherein a mode of

20 offline filtering module is selected by the computer (33).

8. The system of any preceding claim,. wherein the

client (48) has a filtered port list downloaded from the

computer (33) that indicates the ports to be filtered and
25 the ports to be treated as HTTP ports.

9. The system of claim 8, wherein the client (48)
further comprises an unfiltered ports module that controls
the resource accesses of the device (32) for a port not

30 specifically identified as a filtered port.

10. The system of claim 9, wherein the unfiltered port

module further comprises an allow all resource access



offline filtering nodule is selected by the conputer (33) . 8 The system
of any preceding claim wherein the client (48) has a filtered port |ist
downl oadestof2zn@mitive conput er (33) that indicates the poPrCI/aRE0Rcht er ed
and the ports to be treated as HTTP ports. 9 . The systemof claim8 ,
wherein the client (48) further conprises an unfiltered ports nodul e that
control s the resource accesses of the detice (32) for a port not
specifically identified as a filtered port. 10. The systemof claim9 ,
wher ei n t he nunfd | t er edlpokt atddukespurtheracempt i feslcanaafl|l cv & eour ce

de, bl qck . - 33
or possi bl GATATET g har O HOYGHE no0e LS TS s S BBl BT s, o

or 10 wherein a node of unfiltered port nodule is selected by the conputer
(33) . 12. The system of any preceding claim wherein the client 1(/{48)
further conprlises aBhe teyskeyn sehsrtad®t§ nBdelre Lhat" ¥l BoPevBE of

filteri f re t ¥ i ent (48
itering 0%%@%%%?%&?%&&%&41 &1é@é§d(ﬁk§)thé/\’ﬂ%rﬁi9¥téﬁe(§}s}h?n (48)

det erm nés o provide the gathered information to the
conput er (33) based upon the level of filtering. 13. The systemof claim

12, wherein the filtering sensitiyity nodul e further. conprises a hi
sensitivity tevel m)ﬁbe %y &i“hrr?j\é[er%’lyt i PEEGEREDE Frode a“f%o eslennsi'g‘glevi ty
I evel node and: it autampt i GuSeisd ticduprilsevel anodeltetdngTheesystemiel

claim 12 or 13, wherein a node of the filtering sensitjvity nodule is
sel ect ed bylm¢¢ub@nﬁﬁﬁéT Gggyrpls a level of” filtering ‘of resource

10 accesses for the client (48), whereby the client (48)
determines whether or not to provide the gathered
information to the computer (33) based upon the level of

filtering.

15 13. The system of claim 12, wherein the filtering
sensitivity module further comprises a high sensitivity
level mode, a medium - sensitivity level mode, a low
sensitivity level mode and an automatic sensitivity level
mode.

20

14. The system of claim 12 or 13, wherein a mode of
the filtering sensitivity module is selected by the

computer (33).

25 15. The system of any preceding claim, wherein the
computer (33) further comprises a monitor module that
monitors the resource accesses of the devices connected to
the computer (33) to generate a summary of the resource
accesses of the devices.

30
16. The system of any preceding claim, wherein the

resource being accessed comprises any one of a web page, a



15. The system of any preceding claim wherein the conputer (33) further
conprises a nonitor nodule that nonitors the resource accesses of the

devi ces cwoneatmaioso the conputer (33) to generate a SURTRGB2005/(0h%Es1
resource accesses of the devices. 16. The system of any preceding claim °
wherein the resource being accessed conprjses any one of a web page, afile
transfer protocol site, an e-mail site, secure web site, and a news site.
17 . The system of any preceding claim wherein the device (32) conprises
any one of afpkesonahsfiegi pabtassilstane, ancemaidr phone, aaspensenyeb
conputer, a |laptop_c uter, a.palntop conputer and an appliance. 18 . The
system of any" ?EC%%$E§ %?Q?nflgﬁereinAthe client (48) further conprises a
nodul e that generates a capability nask for the device (32) and

comuni cates that capability mask to the conputer (33),, the capability
mask contai nt'hg i nf o’F%t iSO teou Lt MY i PF@FPﬁldnaap%lg%H“ti e"%h%‘?é)%rhetﬁ‘gvi‘ ce

(32) . 19 Tﬁgxéfc?%teeg%%’};ua@éfm;gff%&“ :}gxé)i:'s%r@ Wier @i N ghe gatineigdital

i nformation an rce access ion are comuni cated between the
client (48) apsisoapuiea €83)Lullairnghanbyperpexsonransbaputest, oeollageep TCP
port 80. 20. The systemof _claim 19, wherein the_protocaol for gathered

i nfor mati on FAPPREFT cofpPRLiBECR ﬁ?ﬁ@??%ﬁta??aﬂgf%ﬁpg?BPSSOI POST operati on.
21. The system of any preceding claim wherein the protocol for the
resource access decision further conprises data in a_web page format. 22.
resource acck®s fil tBr¢ ngyflididbd Ofisi #yy apreceding claim,  wherein the

10 client (48) further comprises a module that generates a
capability mask for the device (32) and communicates that
capability mask to the computer (33), the capability mask
containing information about the filtering capabilities of
the device (32).

15
19. The system of any preceding claim, wherein the
gathered information and the resource access decision are
communicated between the client (48) and computer (33)
using a hypertext transfer protocol over TCP port 80.

20
20. The system of claim 19, wherein the protocol for
gathered information further <comprises a hypertext

transfer protocol POST operation.

25 21. The system of any preceding claim, wherein the
protocol for the resource access decision further

comprises data in a web page format.

22. A resource access filtering method using a
30 computer (33) and a client (48) on a device (32) that
establishes a connection to the computer (33), the method

comprising:



conputer (33) and a client (48) on a device (32) that establishes a
connection to the conputer (33) , the nethod conprising :gathering

i nf or mat iwo 2bge/tibwecl i ent (48) about a request to acces®Ca/GBsaume®iby the
device (32); comunicating the gathered information to the conputer (33) by
renot e conmuni cation; categorizing, at tgg conputer (33) , the resource
access of the device (32) based on the gathered information; and

comuni cating, in real-tine, a resource access decjsion to the client (48)
so that the cliegethgegingonipdpsmekécacchEs et Hel ¥&Rbur E68 by abiieE ce
(32) based on .esqur, ces I.S1.oR.,0 h uterny(.33) . 23. The
nmet hod of cl gle%%ﬁgf,t \%%erag:?:r?%t%hg ?&%@33%"?8 ggcfeds% ggg?gigon(%gr)((ﬁvi des either an
al | ow decision or a block decision to the client (48), whereby the client
(48) either allows or hlocks access to the requested resource. 24. The

met hod of clain1§?m8Pn2§?%%ﬂ8r%%ﬁ FREDerRENE R @gﬁa%&PPhEF’c YRGS
modul e that dekgcis, whslher Jdohgundquesbed resource is to be communi cated
over a corporate nétwork and that disables the client filtering for the
requested resource being conmuni cated over the corporate network. 25. The
met hod of claim 22, 23 or .24, wherein the cli (48)5 further c rises an
offline filteri n{ja%(?gﬁlréztlﬁgt’ cg‘r?]:t r(§_1hse thcéj%lpélg%krce@ggdesst}se ofro(?nﬁ%uée%i ce
(32) when thacekisent §#8) the unabliecd 0 ¢dPNMUNLEAkel W dh t k@ eCconpatiiosrdB3)

.26. The nmethod of claim25, wherein the offline
information; and

10
communicating, in real-time, a resource  access
decision to the client (48) so that the «client (48)
controls the access to the resource by the device (32)
based on the resource access decision of the computer
15  (33).

23. The method of claim 22, wherein the resource
access decision provides either an allow decision or a
block decision to the client (48), whereby the client -(48)

20 either allows or blocks access to the requested resource.

24, The method of claim 22 or 23, wherein the client
(48) further comprises a module that detects whether the
requested resource is to be communicated over a corporate
25 network and that disables the client filtering for the
requested resource being communicated over the corporate

network.

25. The method of claim 22, 23 or 24, wherein the
30 client (48) further comprises an offline filtering module
that controls the resource accesses of the device (32)
when the client (48) 1s unable to communicate .with the

computer (33).



filtering nodul e provides one or nore nodes including an allow all resource
access node, a block .all resource access node and an allow all resource
access wwb 2@ggsreg node . . 27. The nethod of clai m 26pCriameianoedse al | ow
all resource access with | ogging node further conprises a nodule for
throttling the offline | ogs uploaded to Fe conputer (33) in order to
control the bandwidth utilized by the offTine logs . 28. The nethod of
claim?25, 26 or 27, wherein a node of offline filtering nodule is selected
by the conputer (33) . 29. The nethod of any of clainms 22 to 28, wherein

the client (48) has apkilfergdqpobk | kshidownkoaded heam t e L omuutiermd 33)
that indicates the ports to be filtered and the ports to be treated as HITP
ports. 30. Thelbetrhod ofoctila rp2ovidker enn Ohie miemodes) ihglubang an

comp ses an, 4oLl 150 poLye. IDOU SN seollrols LIGoLesell oS5 Ggenses

of the devic eéd ds a ered

port. 31.5 Thg-peLtBOGhRfe Arai MB0a1 véerlin kbeounte! heredsparitt By ing
further conprises an allow all resource access node, a block all resource

access node mAdea send to conputer (33) for- possible filtering and/ or
| oggi ng node. 32. The nethod of claim?29, 30 or 31, wherein a node of
unfiltered port nodule is selected by the conputer (33) . 33. The nethod of
any of claing722 to 3Re¢ whetledd tdfe clleémt Zd@8) wherdier tbepraskswa all
filtering sensitivity nodule that cantrals a I%yel of girterin of resource
resource  access with ogging mode further comprises a
10 module for throttling the offline logs uploaded to the
computer (33) in order to control the bandwidth utilized

by the offline logs.

28. The method of claim 25, 26 or 27, wherein a mode
15 of offline filtering module is selected by the
computer (33).

29. The method of any of claims 22 to 28, wherein the
client (48) has a filtered port list downloaded from the

20 computer (33) that indicates the ports to be filtered and
the ports to be treated as HTTP ports.

30. The method of claim 29, wherein the client (48)
further comprises an unfiltered ports module that controls
25 the resources accesses of the device (32) for a port not

specifically identified as a filtered port.

31. The method of claim 30, wherein the unfiltered
port module further comprises an allow all resource access
30 mode, a block all resource access mode and a send to

computer (33) for possible filtering and/or logging mode.



accesses for the client (48), whereby the client (48) determ nes whether or
not to provide the gathered information to the conputer (33) based upon the
| evel of Wwolzvexiies 34. The nmet hod of claim 33, wherei nPChaGH200F00296mg
sensitivity nodule further conprises a high sensitivity |evel node, a

medi um sensitivity |evel node, a |ow sensitivity level node and an
automatic sensitivity level node . 35. The nmethod of claim 33 or 34,
wherein node of the fjltering sensitjvity podule is selected by the

|
computer (33§2: 36. ThE MEhOE G dnbP Gt €Pai 8 £F 1l 35TRGAELBI A fiRde
conputer (33)¢f Uit Pet+£P8RT iRas amBHH!]_EOViéTD%@l%cttl(é@t)H?m trEs digpdesource

accesses of the devices connected to the conputer (33 0 generate a
summary of tka3)esource accesses of the devices. 37. The nmethod of any of
claims 22 to 36, wherein the resource being accessed further conprises one
of a web page, a file transfer protocol site, an e-mail site, a secure web

site, andsa pgws sitenhd8methedmeirhesthyofomnyl fme! 22 M802232t 0 whidrasherdia the
device (32) further conprises one of a personal digital assistant, a

cel lul ar phofiéieatped48nal febEPaY erCOBPIEFRDp TorPutt L ing palShBig-cbnput er
and an appl i 1 .39 e od of Jan cl gl mg. 8, |

client (48) @ggﬁﬁgr E%%%rf%%é a ﬁ%daley?fé& 5§%S?égégggn ap%%?ﬁ%%%ﬂﬁggi for
t he devi ce (32reasdscofitunitdat esltibat caphbi | mhermssk tbet heltenmput €48)( 33)

, the capabil.it sk containing information about t filterin
CapabilifiestFgrg?nes whegheg or no% %o provP e t%e é%thered
10 information to the computer (33) based upon the level of

filtering.

34. The method of c¢laim 33, wherein the filtering
sensitivity module further comprises a high sensitivity
15 level mode, a medium sensitivity level mode, a low
sensitivity level mode and an automatic sensitivity level

mode.

35. The method of claim 33 or 34, wherein mode of the
20 filtering sensitivity module is selected by the computer

(33) .

36. The method of any of claims 22 to 35, wherein the
computer (33) further comprises a monitor module that
25 monitors the resource accesses of the devices connected to
the computer (33) to generate a summary of the resource

accesses of the devices.

37. The method of any of claims 22 to 36, wherein the
30 resource being accessed further comprises one of a web
page, a file transfer protocol site, an e-mail site, a

secure web site, and a news site.



the device (32) . 40. The nethod of any of clainms 22 to 39, wherein the
gathered information and the resource access deci sion are comruni cat ed

bet ween twe 200d/mn6to6(48) and conputer (33) using a hyper PextGR20E®HR®I
protocol over TCP port 80. 41. The method of claim40, wherein the protocol
for gathered information further conprisgz a hypertext transfer protocol
POST operation. 42. The nethod of any of “Clains 22 to 41, wherein the

protocol for the resource access decision further conprises data in a web
page fornat.333. A cBhpumeithipgr of reedonfc€ladidess24 i FPeli/ng Whpdedm the

conpri si ng: nodul e at Lves, i nf.or.nat i ahaut_ a Qgéﬁ Ss a
resource by geyéﬁéteﬂ§evigg§%§%¥,%ﬁhgfgfggtﬁgﬂfnggréat %ﬁggggEt t quﬁ'
resource accgssikequest ai sealamibel phoaspuai patrednblomempriticant a 48)ptamp t he
renote device (32);a nodul e that categorizes the resqource access of the
remote devi c8OIBERYSFas&dPertMRe ﬁ&@ﬁ@géﬁ PRPoPRREPBN12857& "a nodul e t hat
communi cates, in real-tinme, a resource access decision to the client (48)
so that the client (48) controls the access to the resource by the renote
devi ce (32) Based onThhRemesdodr of aovess deldd HiwonZdf tehd8eonfhanain 33d)e .

44. A renote_access {'%%erin client %48) | oca a gevi 2) that
connunicatescaf?ﬂ%a % tguégHSﬁtéFmP éf?stﬁ% @?ﬁgﬁ% (E tc%%ﬁ%%?%ﬁ&:e%
nmodul e that gaphBhs iitRf aiaBd i for ahipait devieguese) t andceessnm ie@smy Cendly t he
device (32); a nodule that conmmuni cates the gathered information to
capability mask to the computer "(33), the capability mask
10 containing information about the filtering capabilities of

the device (32).

40. The method of any of claims 22 to 39, wherein the
gathered information and the resource access decision are
15 communicated between the client (48) and computer (33)

using a hypertext transfer protocol over TCP port 80.

41. The method of claim 40, wherein the piotocol for
gathered information further <comprises a  hypertext

20 transfer protocol POST operation.

42. The method of any of claims 22 to 41, wherein the
protocol for the resource access decision further
comprises data in a web page format.

25
43. . A computer for a resource access filtering system,

comprising:

a module that receives information about a request to
30 access a resource by a remote device (32), wherein the
information about the resource access request is remotely

communicated from a client (48) on the remote device (32);



the conputer (33) ; and a nodule that receives a resource access deci sion
fromthe conputer (33) and controls the access to the resource by the
devi ce (3P 2basadioon t he resource access deci sion of theCTaER00581024633)

38

a module that categorizes the resource access of the

remote device (32) based on the gathered information; and

a module that communicates, in real-time, a resource

5 access decision to the client (48) so that the client (48)
controls the access to the resource by the remote device
(32) based on the resource access decision of the computer

(33).

10 44. A remote access filtering client (48) located on a
device (32) that communicates with a remote computer (33),

the client (48) comprising:

a module that gathers information about a request to

15 access a resource by the device (32);

a module that communicates the gathered information to

the computer (33); and

20 a module thaf receives a resource access decision from
the computer (33) and controls the access to the resource
by the device (32) based on the resource access decision

of the computer (33).



