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;e3e~, {(6T, QU System and Method for Maintaining a
Net wor k Connection Field O The Invention [0001 ] The

present application relates generally to computer
N

networking and nore 5 particularly to a system
met hod for maintaining a network connecti on. " "
Background O The Invention [0002] In certain networ

connecti ons, such as connections made over the *159159*
Hypert ext Transfer Protocol ("HTTP"), |t can be

desired to Sn?e! n leIe oﬁ%x’c’ Msaangﬁlm IPEOn =e%t

the client OCE lhe

over head needed to reestablish the connectlon. 10

However, Network Address Translation ("NAT") gateways

Fda O ik Isdtipent that |ie along the connection

pat hway may term nate the connection in the event that

t[60® 1T onneCtheqite@MeSpplicdtion REMRE Gerterfllyerd edohiperr petwiotkingdhnd more
tinme. [0003 Inode (H) revent NAT t e)éfro

PRRHIALY oAy PR 2pbR 8 Op atqinIpg 2 Rery i

periodically send "keep- allve packets fron1the client

to the web-server. Such keep-alive 15 packets do not
diackgriolyd Ofidhetventign t r ansacti onal i nformation and

-have no effect of the state of the data between the

dPGht  andintRBainaBLvEy LRapCCtiant seheas FepRSPYons grage pyer the Hypertext

PS4 ER brokdiBl wTTﬁ’@)t f \é?rybef deSiredt 16 Tt R b B&sﬁst@ﬁ connectxon between the
connect i on. ypical to aggressive

kdie apd the avepaenertin ordm tomesivee tha pVerbegd mseds% tqtﬁ%staébfmtaF connection.
RAWANEL RESvoHS£GrEY Tr 81N (“Biatrey\@Yowadfshdl JARE 84 pment that lie along

|nplenent a universal strategy to keép the connection
dhespnnegtion pathwhy Meyderanate; the §@’f’|§‘ﬁtl°6rm Ahex evERtt theydhe gynnection goes
rmle@Eﬁngbﬁﬁdgﬁ{egbgﬁmftlmnnect ions are ideally suited

to channel's where bandwi dth is not constrained. Thus,

i n_bandwi dt h constrai ne di u suc

r{gQ%r k ¢ hlélrﬂli §0 prpmngN r@feé’v@; Ogl tﬁg{g{laélpgvﬂed:pnnectlon, it is known
b PericHital1P Sehd Wik ebphulivd ihaskdds fromm the &lxeﬂﬁbhﬁﬁiwblﬁseﬁl&éio Such keep-alive

undesirable in battery operate evi ces
3fretsdo npbactnally {nspude afy qg@ézﬁ:tlapq? Vgorﬁgg%i@ lmsqﬁqjeffect of the state of

Ciié @ith Yoeheah fhet RN BE Yveb-serval) Ah® ade Mérelyh@ed lﬁé’@f&/brﬁ Nhe NAT
[0005] It is an object to prOV|de a nqvel a %g% % E .
o3y o terminating men@nae%g%mﬂklsc%wa@ctn agRressivly send keep-alive

Ofavkedd, @SthoWt afly kgl 18 Sheddctlab PEAmEE® usdd Byntie NAT gateway, and thereby
above-identifi ed di sadvantages of the prior art. 5

[owlBieniripeLiratsey fokesep ﬂ\?éﬂ?’}eﬁ‘l‘f’“pﬂpﬁ’% des a system
conprising a first electronic device including a first
N@oer kK i nHewé e, cthéserprioaatti metbmisldfgnanmammgqievmént conncctlons are

CHRISCRED o Do BRI OG7 SoBHC A i

| ¢onbtraiired fnedivedy sugh aagwtrbi&ss metvionk Ehaaxsls) éhig strategy Tsfmasltdfuxﬂof precious

i ncl.udes ui pient, fo nat he nnect i

ORI o SRS Bitaneitod & AR Bucsheleg . SRS stz fidipes, where
t dggEes@vd detivéry Of kedp-alit ;{a@%ﬂdouwtpmmdrammlbamery ncl udes

a second el ectronic device that includes a second

network interface for participating in the network
connection via the link. The second el ectronic device

IS operable to determ ne the predefined tine-out
criteria, and send keepalive signals to the first

el ectronic device within the paranmeters of the
TR Ty

1 *G00002*
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[0008] The type of tinme-out criteria that is

determ ned by the second, electronic device 15 is not
particularly limted. For exanple, comonly that the
time-out criteriais sinply a time period of
inactivity over the physical link. Another, |ess
comon tinme-out criteria can be in a specially
configured Network Address Transl ation device that

| ocated on the physical link that is configured to

Cgunym;,'g lﬁ%v&nﬁnconnectl on if the NAT device

requir e resources. Another tine-out criteria that

| BodSTEVNal SRR LR Brobide WKL b AHEm| i IndiRRY ol infhintaining o
ti meout . In this systemthe NAT device can choose

tnstwask ntqnatceoantyatc ohviales j snmitigstes| & lnasti gee fofr thappheve-identified
t 3Ry AtREEHSHd fiRdaeri od. The second el ectronic device

can % 2%onflg red to determne mhlch of these criteria

(or any other criteria) is.being ed along the
pROl cal | ARKesRESH OF depBHdtiR tpfpvgiea & §y§ép1ycqgfpnsmg a first electronic -

k2oRe 3hdlMBngSh GiRA nd vk Rterte It &‘3}%‘?& 5}58.'&9% lish KQtetJHPl@ dortbction. The
e

t he connect1 on being term nat 09] aspect
oPsteRelsopdpdes grphysien) iligk sonnected & the Hi;tdleawlf gg.erface The physical

CIEHIRE o IcRPyifg tHe GeQATRAhER oA N EhliMehdRads ehﬁhb%éﬁt%eﬁrﬁﬁatmg the
establlshlng a network connection wth a second

 efoBpecHerhif theganiesionygmping idigAccording tq 3 pirdefinpdtimerputicaiteria.

l'ink includes equi pment with a tinmeout period that

t@oo]nat es Théeystpi BRE linchided\h @8cohl R1eOERIE aémwnhmslnclddiee a second
The croconputer js operahle to send keep-

Fepac aBERGER Br FartsRaTA o e Aotk GO 4By B gy oThe second
adledtrofic alelice hsyopeQable ﬁ)h&fh@hﬁ@ tﬁer ple@définad titheasat alitkiif t;na Rénd keep-
ti meout he. m croconputer, sends. .

e Rt Giehe el GRS et e PEPREGHEY e rBEgtera

t her eby reduces the | i kel i hood of the equi pnent

dioo@R}i ng t Mke typeioftixhé-out cdteea timt isdkemeissl byBRt &eond electronic device

o e e e AR el Al Py SRR gy o me

- rpgied eﬁmecttvﬁy 17 t}mphgnm tiyli: n@ncdlnem,vl/ess @smmion timlajoptcriteria can be in a

n%’gﬂ?ﬁ conrg éurgd i‘é?w ress Tha glgtpc}na el\uocre1 tl?aft Qartd D nqgghp%swal link

rk connecti on in accordance
ethiais] nmﬁ‘rguredfto bhl@ tlmwmmtthemmnndéhgurfehezNAé“ drvicé caguirdsathe resources.
dgﬁ%gt It In Ohout Ctglerltog sormI tt?rlﬁcp 0 rr1] ?st \rﬁrﬁereﬁh%% 5a nop-idlc timeout.
t Incthiis 9ystanit thamsIA’thgmre&alS clmbsnms térhma.@ahty&nméttdﬁl thatiscacfive for more
nce 0
R e
t bltéthesb efitria (brtahy: otliei dridetiap{s teinglemplcyed alogyg tht physiqgLilink énd respond

gh ﬁedit ﬁve(ﬁy eifp dl 1ve s1|§xgalljr & A td %u@&&%ﬁ%&%@%%e%m being
IﬁMEthDN [0011 ] Referring nOMItO Figure 1, a system
for maintaining a persistent network connection is

| gb%?ée"lat ed %n?s&getl o %el ghg'e?t]o Brop {a€e %Htelf‘c'f[g%gi {]@ﬁg’comprising a

m 30 I nc es at one cl

-cmmmmputeoami asmtwonkentpnfmﬁdeestahmihmg%nwm aonviertirinewith a second

t ﬁlg%irolmﬁtdé:ylgg fe)ver a hﬁgl ?@g t’ﬂmg ths; Fi‘éa??ﬁk qgéj'gdegt gjl%rg%t& th a timeout
gpdrivdetiiat Iemihatest the momxgeltoevmlyen&ﬁe camaginss tidie.t e microcomputer is
! glge?ar]b ett8rs§4d lyee% e ve si naﬂgtlo g’e seﬁonc? al%tlf(tgo?lyclcdgﬁlﬁ:% g%grdpneg 0 0an iteratively

38 to Internet 54, Internet 54, itself, connects to a
web-server 62 via a second backhaul 66. -3
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[0012] In a present enbodinent, client 34 is a battery
operated device that is based on the conputing

envi ronnent and functionality of a wirel ess persona
digital assistant. It is, however, to be understood

‘that client 34 need not be battery operated and/or can

i nclude the construction and functionality of other:
el ectroni c devices, such as cell phones, snmart 5
t el ephones, desktop conputers or |aptops with wireless

?I%Fﬂl& {erigltétJ @%Qcﬁitsﬁ‘ atﬁlrﬁgﬁult tﬂ[;]&ls ?ﬁer@aﬁ@r ltﬁekﬁlcrdcgﬁﬂ:&]:r sends the

SO to e un r st ood east po tion
¢eptahee stgmele cvithim thﬁetlmsetn peiriod nand 3thergbiyy r@d@bﬁSs@P \ﬂéﬁeh]@@d of the

&%QWOgélH% 6215 d-RldAGHle t(iwi'aleﬁgs%t em 30, since |ink 42

a W re connection that nmay need to serve a
plurallty of clients 34, then link 42 is bandw dth 10

mﬁ&ﬁ%ﬂ%&%@%&%ﬁﬂ%& the conneot gﬁﬁ
BEANECT, Ll OBy ML B, v

wéferefivedo the @accompetydrig d:gwmgs énwhicl34 can access | nternet
54 and web-server 62. Such constraints becone

par i cul ar g, a5 e GRS AL Yrdlsy gt figilaflhl Prctwork

access |in er nor clous-use of

by client &hnedionasicrabinse d)uth ah embpdimérg of the Snviehtion;

client 34 is battery operated. [0014] NAT gateway 50

i s based opjsglandgrd ﬂ%TcﬂaﬁCH@b@JtﬁSYa Aetholi NS maintade @ network
mul tiple nunber of clients 34 connected to node 38 to
connect t o°qMAgRkoR it acsordance with apotherismbedimsataf therinvention;
Protocol ("IP") address assigned to NAT gateway 50.

Accor di ngl yiguel3 gbivs 8k syaad opFlpare Chirkigttse poofonaicedf the method
node 38) wW | cal.ly have a private |P address,

whi | e NAT ‘€5¥2may 50 will have a public IP addr ess
accessible to any party on Internet 54. Thus, as

client 34 HthtESlSﬁka st ef subtstépd forvpelifosmeny ere dZhentépls in the method
connunlcatef€M cli.ent 34 via gateway 50, wth

gat enay 50°"{'BH g1%?1ng | P addresses during such

conmuni cation. In an exanple unique to the present

enbodi ment Figetei Seshows thetsastem of Figure, b deringpheprifoasance of the method
"10. 0. 0. 2" Jg?ﬁ yay has the private |P address

10.0.0.1 an e public I P address of "50.0.0.1" and

web- server has 25 the public I P address "62.0.0.1".

g s, ) 2L

ctio et ween | pt er net. 5
BT Ce. ooRsaEhE e, G s, B PSR RtriE b el network
codectioir i€ thdicatedgemdrallyrat a0. cnmg:etmomthﬁhme Bystérh @M incBufles at least

3¢ GR35 ShnEis gé’%geltagc%ffg@é%% 4458 FLOTRUES tink 42. Node 38
[dfdliides b I\A&d'eleys bagd st#tid 48 4hait it gons wglucl&dt 34ovis Bukcd2 and a NAT gateway

G5 S5 5 5B, Bl Hane

SIG IT3 ko @fty a{hbl\/ﬁutﬁlﬂe kiak Sorbs@higting tm:l%d}Bdo tintepeesde ninternet 54, itself,
gatema 50 fron1% oppi ng the ction between client
FAERY %PY"’E &VE 2 8’ &n“m@a‘ﬁ{%@c hangi ng the state

of data in client 34 or web-server 62. Such 5
keep-al i ve packets can be any suitabl e packet, that
achi eves this result, such as a "no-op" command, a
command that generates a non critical error result in
the server or a command desi giped into the application
| evel protocol as a keep alive nechanism In a present
enbodi nent, the variable criteria is based on an tine
period that is arrived upon iteratively. The
iterations are considered conplete when a. tine period
is established that is substantially 10 close to the
maxi mum anount of tinme that NAT gateway 50 will all ow
to | apse before tern1nat|ng t he connectlon bet ween

- ~ A N | . o P T I Y, L
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and that such variations are within the scope of the
i nvention. 20 [0017] Before discussing nethod 400, it
will be assunmed that NAT gateway 50 is configured to
drop connections where a connection is idle for
greater than fifteen m nutes (However, other tine
periods are also within the scope of the invention,
according to the configuration:-of the particular NAT

"gateway. Such other tinme periods can, be greater than

Wit Y m rﬂf'ﬁ%l%sen? Emgécﬁﬁgrﬁrclfem F F'b{ltfeg}a e%detﬁwcg that is based on

reater than‘“ten mnutes assuned
ttlha&torrtphtm triviremu¢nt pad lﬁmtwr@hwmirmwnelw n,erSpeaitdlgsml pgistant. It is,
t in include th
h{)wg\%g f!égg ur?&ers'tro%tdqﬁag F}%SP# [nc e}a?g&#eg}p &gaééed d;:!fn%]j&g 3 Va nflu e the
bmsdueimnsateld finetionalityt ofe othef awcttrormr idewdicésa stighats jogll phones, smart
Ft)e g})qxgrgcsl uefc,l%{g egcﬁ)ﬁﬁte% irq%atto Atviblce{vige%sk @@Sﬁtn?{g)?ﬁegdrogl %a !ra]ﬂ?l?tles or the
fhike.cl i ent 34 in order to prevent gateway 50 from
droppi ng a connection between client 34 and an entity

g&)lbpt er neﬂ 155'550 Q%e Wk BRYd tha5 at I&Elaef‘gérﬁ&l b@e Shfettid between

ata in client or that ent |ty resent-
alientA4eand; Wehnﬁelﬂrer 8 iadendredthtcnaiiraingd défsamm 30y pines fipk 42 is 2

t\%%?] esé éon!ngc"ﬁg guaWn y n{%ﬁ & sdie graﬁ{%' off 'cN&xtﬁ4n Hef ink 42 is bandwidth

er exanp perio s cah be seven m nutes,
tcemstlmnnoh m-a@laantd t0t lwekhael 5ﬁ ackhanl 156 (200 3] othes glements that gempose the
%&ec@o E&Q@&t Elﬁaﬂt '35 aﬂﬁt@\%%l %F&J&e (32 b %Hﬂﬁlgth%&rﬁtrﬁlmg can thus
present exa e assune I'l ent
dpteriere avithothe enqed o‘nthvwlmhh nalerswerating glients 34TeAnsacessa fpspract 54 and
| \ebl EREESE g‘tubﬁi cédggf iht§ HEc%fn% a}’ME&‘lEﬁ& Beufe \‘H‘ﬁgﬁ'}%ﬁﬁrhﬂp o'f §11ents wish to

represente e I ndi cat ed genera
BOCEsS ket % oﬁwﬁ@m@n JV@CIO‘Eﬁe‘ﬁé af link 424 lisutzi4 1%%!1@#16 due to the fact

LG R s 30X b AedVeb-browser on client 34 open an
F#%Elme%-pag@¥¥ﬁgx 7S I ocated on web-server 34. The
establ i shnent ". of .connection 100 thus inval ves hayi

BoA0nt o ABEeEPeR D 8 ST HeRsRr DA tegiplogy Sed TR allows a

HﬂﬁlMﬁE Burhber 3¢ 783 4! BnSkR{e@ WMo B30 @Me&lﬂ@lﬂt&ndt 134 though a public
address. This Is represented in Flgure

dateawhjrosrol €HY 2 addatss pesigned 1o MATes WYtSHatXQCﬂfélwsbb cfignt 34 (and
|dﬁléi‘g‘ﬁ51ﬁ§5 ?orﬁ‘lfect&!l 't@ Héde3 8' will @ﬂcﬂlyoha%& %aneIPehdHress while NAT

0 S own lic | dr ess
visienay S0 guill rhéb"r egewtcSlPt Wéfeﬁ%%ﬁc?ﬁS@lFaq° 358 PRrY AN JAFBRYH Thus, as

%eﬁt@tacéésem&ﬁg 5l OwdbldefVat 6BdHIScoRmvih® wifk HeklrASE @lteway 50,
2" hu traffic carried over connectj on 100

T
ot gbtewmégeaaqsht% off adrresiesydusipe rych, spmgpipgtign.  n an example

leN9 the RERNCHMIRMnO R 1idHB4i Has GREIRG1e 1P QHHY@&sk“IO 0.0.2”, gateway
traffic is sent.thereover in the usual mann

s dearivate (P pddress 19,8 0rl s HiepsPlcel? addeses affy 54004” ﬁ%‘? pRyserver has
aeﬂeﬁmﬁgd(ﬁ!&gu@j@omy in which a connection is
establ 1 shed 1s not partlcularly limted. [0020] Next,

at step 430, keep- allv nals are se ordin
t1981dst abl LikFe it gL BIIAI a. & Fite SRR | ée‘ﬁlé g\RB%fg“red to

efdtcHMtica hat& I cofldtibis batvReh cisht 84 arfd Mermst Smtn&ﬁrder to free-up
t hen at step 430 keg& alive si g nals will be sent

f TEBAFGP .f%rrNA’ézsatezyamé% eite}4 18 soptaured tojmaintain f gapdection between
SiRGE34 HAKRbIEEEr @ HoW@ithRiafliag the RASMalid HeMbig kil FeLWB Y gateway 50.
50, then gateway 50 will only perceive that connection

100 is idle .for five mnute periods. Since this five

m nut e period is less than the fifteen mnute timeout
period that gateway 50 will await before term nating
connection 100, then gateway 50 will not term nate
connection 100 and thus connection 100 will be 25
persistent. [0021 ] Method 400 will then advance to

step 440, at which point a determnation is nade as to

whet her the connection established at step 420 has

been term nated. Since the five mnute interval during
mhlch cllent 34 sends keep allve S|gnals to meb -server

o " r r .
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[0022] At step 450, an adjustnent, if any, to the
criteria used at step 430 will determned. In a
present enbodi nent, step 450 is carried out over a
nunber of sub-steps, 5 indicated generally at 450 on
Figure 4. At step 451, it is determ ned whether the

“connection has ever been termnated. |If there has been

a prior termnation, then the nethod , advances to step
452 and the | ast known good criteria is maintained,

R A BT o B B g 0

{:&ﬂﬂﬁ}itcalﬁetd\@ieﬁdsd td webdserstrefd 45:1)rdntg tcsa d/!attmiafmnteda tduch keep-alive
on .of

h
R BTGt PEOTEN B B PR AR B A b Sanpegyeen clent 34

and el st&leﬁﬁ(lﬂibut withouel ehahgmg tersestsef datadn tlieme3batwebeserver 62. Such

el i t he, kee Thus he « »
seainlive b o o6 GrL SOOI kel T fobieREs i oyt Such as a “no-op
COMNA, b @BmARA] that gétetakes REncHladrigitali evefl raatlt & thp sékbd drhatommand
connect.i on_ has gever n ter nat and th

be net hqd
AHEIes 0 E PBTHIGE dB R Lot e M FIvepeggmads o present
eBodifbritSthe &anvbld crb@'taatﬁjbbls‘tﬁeﬁ ahQinesatied st ishericednipodh 1terat1vely

i me bet ween .15 del i.very: of keep
The lrieomm regrorndees BRPRIFIF &ReR pEme s SRty Sbantaty
310@@ tAMS hsxineh fdubt 6£I kisve| titatl le“ t gacbwaly rs0awitiosltban eelapse before
with the Eresent xa be as

Forilivk OF GSEelon PoGEeY Py B SERE it ppahding sbout

TcltéfE3MEﬁdTﬁi§cﬁQQa@ﬁiVﬁtﬂGﬁSdEdlbvstep 453. Accordingly,
during this cycle t hrough net hod 400, the tine period

F@dléh]bequ gcr e? htfﬁ’eeﬁ‘l’fg C%eﬂ g}élgg’f% {Pgs%m ! iem%&@g&lgta%é vaagus other

. Sbpepts leB@ystm 3mhrefdneme|mm nbhebekmnqn tal Higwe Qng}nett wowset method for

g&%ﬁ?‘é%&t@% %ctng%ctlzeeg %lrl& gﬁtrc] is itnﬁtggt(e:cl:?et egﬁgntt 1100 In order to assist '
@sthalekpladaddn af the hﬁﬂtod,’iBwtleeaaspmnﬂdauatmiet}mdﬂommwd by client 34
t hen a

élfilfl% fys eghiqe g—l%ege {;té’ (?eés%cgﬂg Stlc%%enrtn 3%11 u s em %@'ﬁnc{/grormthod 400 -
tchﬁB@véﬁEé,pmdlnle&dBncﬁ mﬂaé)&cmaassdmchssedt béreigan emzja;ncﬁtm with eath other

420 FPYoT e B e B e el 1S C) i mut o

period is less than the flfteen ntnute ti meout period .
t[malﬂ] gat eviBgfosQlisehssingamethed HK oit avill de psuanedl fapt NAT gateway 50 is
| 1 t
CORAREL QMird Bonnk s GALS W onnlheith s g@%@fé gg E}%Qiﬁeett minutes
t(prc‘@r evther tfx0pGjodd/etehalsh whllinvthe scoptgf theoinvention acgasdiag to the

é?éﬁgﬂtoﬁto?%e aﬁ‘i’culaﬁ@;}ﬁgﬂeé&'}p %Lllc[’n%ﬂh tﬁﬂéds Aoxh b@rﬂeater than

revi I'teri

. aweatp Imistes Oagregtee Fhazl,SlSrtf imiBuitésy or greater @gtp uagtrgmpqqg) Itiwill also be

'ﬁgu%{ %at ﬁ? tg'HQ)u Céb%o t r[{f'n%wz{ggrché}g BQBn 91@5& ofSrQethMO@.

spec time perio

S|xteen ntnutes I's establlshed t hen during the next

dpe188 t hr oBeginning: firsy 30 steh &1 Qe pit 1T dpfoul jciiteaip ipilqadedy g As will be

ﬁ&hssg&lﬂéb\g Gnd E‘Qatrlﬂ Jrft&tparihm{wﬁcﬁd §id J¥Ba g}l&neﬁm 19 ‘acﬁ&rh‘fl initial time
us connecti on be term nate [0026] This

tenied dudingrwhieh hﬂ@d ahwacbﬁa&:ﬁétsaf% sanpbyiglient 34 ingrdar “béfevent gateway

e RS Lo RBE B h . 37 S EE A BIGHATH, but withou

step 460, at which point the | ast-known good criteria

will be |oaded. In the present exanple, the | ast-known

good criteria that was establighed previously at step

453 will be the time interval of fifteen m nutes, and

thus at step 460, in this exanple, client 34 will | oad

the tinme period of 10 fifteen mnutes as the criteria.

[0027] Method 400 then advances from step 460 to step

420 at which point the connection is established (i.e

re-established). Continuing with the present exanple,

it mﬁll be assuned that cllent 34 reopens a connectlon

T N ~~ s o o e
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_g_ idle for fifteen mnute periods. Since this
fifteen mnute period is acceptable according to the
fifteen mnute tineout period that gateway 50 wil |
await before term nating connection 104, then gateway
50 w Il not term nate connection 100" and thus
connection 104 wll be persistent. [0029] Method 400
will then advance . fromstep 430 to step 440, at
which point a 5 determination is nade as to whet her
the connection established at step 420 has been
tchangingathe dtatesphdata imelienf B¢ &8 that; nfitre Ionthe,Ppegent Frmplg it will be
\éﬁgéuﬁlgd Ghdt &R d%rﬁ ulf EfESa '&i%?ﬁ)s Rhidewdi 89a! Rrib® oNVEe HEAUEY. (Other
I'S acceptable in relation to the fifteen mnute
texarople tefpalt pesigds ¢ao e saven BrnUgStepminutgsgnd B\éel‘teéwﬁvtﬁ%& ed
and so it wll be determned at step 440 that "no"
qeaRgCt i ONNQAatatep 20, BRBAnebHdnisNBtablgbhad)d Cﬁﬁﬁdﬂlﬁ@ ‘Amﬂthe present
wi || advance to SF 450, 10 [0030) At 62. Thi
SApmBleni il berasgympd tb%i oliges 34 PEeé‘F |aa°°a%"é8°‘b§’ ‘Qt"éﬁ? S&%’ﬁf s

V!xhllnpléqs SdprdstRel ilReigadel 3, WaRkeid B @nﬁ&ca&em repmwdm;m dotted line
450 i's carried out over a nunber of sub-s

N 1;1@?@%{ gggergl@hgrl 99 ”{j‘hcaﬁon%gow op?r)ggl }rbthgfusuﬁ\]t m%rlngrp w.ﬁ:g s by having a

| fret-SroR6d: O MiBRBapeh AR THITIPEWeHpdpe Ghdt G 10daed BY Webiaaea 34. The
term nated. Since the connection between client 34 and

westablishmentof copectiens] Wetbys ineqlysshayie N aten e fyeats @ mapping of
Sélf@ﬁt%@@ﬁmﬁ&t 1PQRdrt &0 ‘@@c%wg)eSM Rt @dblic tPhRAretNETHSIs represented in
d advance 2 and

s to ste t he | ast known, 9% %%
cFigure diby haxingrgatevayi -‘rPeTGPfe%ﬁHtotWﬂ!?sseﬂ’Sf ShithaisetRic gfg of client
tﬂt {s"e0%ra, f/@f IvthereP 9. GREC sk ftdyy50'Sbwe qbubltc IPSadeﬁsay;nwhﬂe «/g”
at the fiffeen mnute time intérval is %ﬁ E dd
Clicpl[egqnfsghe indjvidual porteqey gptgvaay églt}pﬁtés, Wé@cgﬁ‘ﬂ $ nvate address
p@f' 4h.old2, "Bl At iEdaidaSovePcdiheddiod 300 il be gask@l through gateway 50
[0031 | Back at step 430, at.which 0|n& ?F h
eseng. thisimappie g Qaps coprestion 4 80 iscapenede BYWERk BRI gt thgeover in the
C éu&l%énﬂerp &k §§i‘fe¥a‘? dt Rto S REmpHagizedIhaRANs IsiRer€ly iah €Xdniple and the way

at was estab hed at step 452 is a period of
f infwhicre qmmﬂlelsls ettﬂéﬁh@tls Bt pprtigwlerlyimiieds| i ve signal s
mnll be sent fromclient 34 to web-server 62 every

L b@en mM MkeSt step 11GE, kd’é@&ﬁvé<€@ﬂalﬁ|ateVQnS h@:ﬁfﬂl@ fpaths established
rough_ gat eway 50 t hen

EJ"étFIE‘"el Q}%cqt%fntwh@&qs aﬂg:gﬁ}?e\qa % step) rl@ I8 &rpep?é/ ?f f'éVﬁ: minutes, then at
n’st@;ﬂﬁﬁ) %éﬁiaﬁd&mgﬂulst\bhlll’betsbﬁ feoie eldne 34 td Wt snveniéd every five minutes.

timeout period that 50 w || it befo

t Sings Hhass kegp- e%wmﬁ%sslt%}ighrﬁﬁgwaga%o %9 AV WWZ‘?P“‘Y perceive

Lﬁfafrécﬁlﬂéc@ioﬁ QOIRGdLE ﬁﬂ é’ﬂ/@‘ﬂndﬁmd f)«lirhids St fivenmihé p\mddl is less than
e persi stent. od 4 W thus, conti.n

" Sheciicen mie HmEQH PRRE: F-EE A AL RIS S PR ponnection

3406 Hen\BAewg " 308%il B0t dbtriimi@e teHnectioar 00 ind [tRR3hndction 100 will be

shoul d now bé apparent that a change in routing of

cOPisERt on 104 (or other change in the physical 1ink

between client 34 and web-server 62) coul d cause the

t i[(!IE(D}Jt - 9 Meth&d 4(I®dwilll(1hahaivgt&:e-te st'ep @40 CMMMmiIID\aeietermination is

e g{ 5{1qrtghvélathpq#1%wﬁgc iop £S %{J hlieisl@? %gp ?ﬁfhou ?,'en r&ﬁ 3 déé ) 56‘106 the five

Fadin@X afigh £ dulidg @Nick bigsnt BOstnes kdep-alind ﬁgrmditto%mssrver 62 is less than

i ntroduced into, the pathwa at carri.es connecti .

| e, DiskigoihPEVEREt TG SRt dgteoit rened, FERRTEHSTD witl not be
after ten mnutes, then nmethod 400 may at vari ous

times cycle through

-6-



10

15

20

25

5 step 460 and thereby the connection between client
34 and web-server 62 may be torn down and
reestabl i shed several tines until at step 460 the
criteria is decreased back to a ten mnute interval.
It is thus contenplated that step 460 can include
sub-steps that will continue to decrease the criteria
to shorter and shorter tinme periods until the shortest
timeout period for any equipnent, along the physica
t nt n “
leg{) %tf:(? Vg“ 1t%¥1heo dvﬁmnﬁ 9 ?p : ha {short cor ectt1iorrxré80 ?s not been
feeminateld andlrhethmi 4D§@dlladvas¢etp sttﬁ@SO In this manner, it is
contenpl ated that the criteria used at step 430 may at
hous ti d S C 0 430 will
[RBaELT bltaineo e By Rym bR eHoRAE CHRCALRDR, fep 430 wi
petgrgiinzdl  Thiangkredont siatmdindnt,catep 44 isqetTieg butsevey @ mudber of sub-steps,
- Al b Led u Sfe04d . t r
s pBlshly o i 3o bRyl ORRISR ¢ i BbBE e connection
borevecheen terminaeduifsheaahadieen amdbxetdmhmatmnsmm thbmethod advances to
to th
BB 80 A0 S B TP Lo o e
stitetia. sputhis poist the method iraturns forstap 488 on Figrredx anple a form
of weighting or hysteresis can be utilized in a
$ata8 bl y IT:ﬁg’«!'c:fvéreqf \é?rs&'po@S Ofit E@Hg%lﬁ&otﬂah@ﬁeré QM@%E& no prior
time-intervals for del |ver|n&@ eep-alive S|%na s that
tdrmimatiorsaf the sopneetiang thenythe mgthgd @ﬂvaeeqs| tg steprfiop cgd @n gjustment is
$6ehAMRGEOBAGEL] Stivdbr AR RE-BGve SERIN AL in th 1

@EOsiﬂ Ft shoul @ ?So be J%%erstoodbt hat %ﬁg ratesmb;exampe

ng idiseyseedchersie it gelation deljcorpeetipnali0Osit ayill be detgrmpined @ step 451 that
26fhebtRonNAL nQ@eEth&Weﬂﬁﬂnyteél | #Xh e mefhbd LWRg radvah&efrEM Rep 51 to step

criteria that is used neéd not be particul arl

M52t &8 steEd3esharppiasiarwill kenadiepted torinrpdse dhg amannt of Ee between
651%3% ﬁgpam)%%fgna@t TP@arhS‘un@ ahd/BSRE bl SHNARe inBleeke IR at step

not be based on Si e m nute-by-mnute increnents or
#83 iscnot pertienlarly Woiteds xlmsrerdange witdhe present exagmles itgeiH s assumed

b & tﬁ% lﬁtew \an lhgsasmsy &%Smlhm@%aemw Yéhsd hdd JaaAJces to step

usi ng can used an addi tional
éﬁ&nﬁi:@rdmaly,&annbénmshe ﬁ@guﬁtm@h@b%mﬂf@@ tigq periadeyill g dnereased to

J&qﬂ% fgpgnﬁﬁgalnlng battery life of client 34,

ere the battery of client 34 has a | ong

perlod of remaining life, the criteria adjustment g
40024 ep 4sEheaiEpdiBen Hivatges SRTHSEBAN) &2k 161 470, A} MBIeh point the

1R &p- Q@Ets%ﬁﬂs Qe Sdnt @&ordidy RPthe rifdia that 3fds Bedn! &3thbBdhed at step 453.
renalnlqg fe, the criteria ad&ustnent made  at
e B

tggéyaé @th,b g{le(deqhgtep a3 Isoperiog g, $IX fynutes, {heg at step 430

Kebp-Bive dighfa M1 61Rnd FOrR clidniBPtstwdbeseiverls By efyait mﬁrﬁtes Since these
possible in order to preserve the battery |life of

deerreplive ssignalsopass ) thimeh exalsipy Wpdiant gaiovaynf9 ll g Rofeeive that

tclaﬁne\ﬁ%ﬂ 00Sis i QR HS mAuek FRIFREO ngﬂ&éth%f sit Hﬁndté“i«!&i%ﬂh@[bss than the
have been di scussed herein, it wll be apparent to

tfifiser mirputastinequt periadihat gatewan 49 vall él‘é%‘t beferederpunating eqnnection 100,

th& fleal 96 G5 AGHMIRR BRL-ERTIOREN s 8HEQion 100 will be persistent.
alternative conblnatlons of these features and

AR cn: *WeBaali 3l o ESiesip et S R e o

SheépP 35 1 Bkt aRbRvR4Y nieANéHed dinfllthé BStetid BRatNSHAIQE Step 453 finally
that client 34 is aware that connection 100 (or

connection 104) is idle, and so nethod 400 can be

nodi fied to cause steps 430-460 to be perforned only
during those tinme periods when 10 connection 100 (or
connection 104) is idle. [0036] Furthernore, it is

al so to be understood that the origin of . the
keep-alive packets need not be restricted to client

34. For exanple, where base station 46 is aware of the
need to maintain connection |00 as persistent, then it
can be desired to have base Statlon 46 perforn1steps

A NN A SN o 1. 1. 1 r Y
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[0038] Wiile system30 is directed to a specific type

of network, it should be 25 understood that other

types of clients, servers, and networks can be used.

For exanple, the invention can be applied to

peer-to-peer connections and need not be limted to
client/server type relationships. Furthernore the type

of physical connections that carry the connection are

not limted, and can be based on Ethernet, Intranets,
Wi TSR e GELATIR o vt e
stepAEscd tiowe penakof smtteanhnmhtek mtabhshed,lthcn ¢uyingitinnext eycle through

b i dt t it sh b .

PR 11,06 Reep s 48kl B oessptiiiedng BritERt RS bl 1Rbipa. and thus
adndedtioh 10@wilbededminapeaist r ai ned. [ 0039] The -
above-descri bed enbodi nents of the invention are

' ded b I I t :
R8T et o mE PR £7R8 0Bl EhAY LB it be determined tha
sdinkdtionr 00 has Uﬁeratenmnw:d hodithusimpthpd #oQywillradmancesefrane 691.8440 to step
%0 ap hlg Vglrﬂ & las%% @iﬁ%hg %ﬁg cﬁhé/d bIX tﬂJ‘ﬁas%btlaéggﬁ)ple, the

appended her.e ectronic

| ilastlknsndmr@odi criletianvbakwasseblished pfegiougipat step 4t witlgeithe time interval

g hi@%%ﬁu o gt(l:cf t'h\?s qatMet IZ6@ it fhis &IQms %{1&&] éft@%ﬂo fné{\‘gﬁlg period of

ConneCiTon=e 4755 physica I'nc
diffeenpminntes dsathe ¢réema. nat i ng sai d connection if said
connection remains idle according a predefined
iédﬁ] out J:th&:f by uRdl AvERY GBmORES a@(b @o LRp dﬁbe‘{t rﬂ/lﬁﬁn point the
ai d red Ined time-out criteria.” 2. The e ectron
a@me@t@no$ estdblished {i.anraeestabtishsd). @ogﬂnwtwm the progend éxain!ple it will be
a’sé{l;ngf glapﬁl%ﬁtaﬁl 1Eofefls SERdediBR] Q/nﬂlv@e‘ﬁ%ex%malﬁlsampp i '1snlgpresented
determn criteria in order to reduce dr ed
110Fxgm¢rﬁe orhiersinsa how seringetion is pantesentedly ¢ deftedling lmwélaenerally at
tpaf ﬁrgg cgrﬁlre&io'ﬁqs 8%&%(1 aﬁ{hg dshdl l?nangcr T8 N9V fafing a web-browser on

accor to clai ereln sal connectlon I'S an
lefiien 3w@tpe1p ay HTAR| wrlp-neee) thet tSelQCﬂ@Sﬁ ernveb-saryes 34¢| The teptgblishment of

f,
sty RGP 1 0 SPGB e
d%vddressm gas¢veayrf0ls avrmepublia IR adchieSéthlp isergpresested inNB{gure 4 by having
§gtllég§§ 50 ?e?re@ent NGeRlbnt b rtHa?Jfé YibGEIPHddfe d@éf‘?h@nt‘”ﬁ% €400.0.1/9”,

Cri rra lIs a prede I ne peri o S
othstein 560.8.048is catewfey cJ038 o8 m’oélrc eiPn addsgsy whils ('@” represents the

glzc%lggl]'fgl ?ﬁ& off %étg‘ﬁ%r SPhi %8# B339 r#ﬁ')‘/ate IP address of “10.0.0.2”.

connect | an | def aul
tThis tpadfic @dme@, oNefi.ergnectine df4 awlilvbse Basgpdathraugh saterray 50 using this

%x?a%gﬂg d@r\{dec&‘mf?égﬁgn qib"{ llanp_eﬁéd, qleHcH‘E ter'Hc 9 CLent thereover in the usual

manner.

[0028] Method 400 then advances to step 430, at which point the keep-alive signals

are sent according to the criteria that has been established at step 460. Since the criteria that

- was established at step 460 is a period of fifteen minutes, then at step 430 keep-alive signals

will be sent from client 34 to web-server 62 every fifteen minutes. Since these keep-alive

signals pass through gateway 50, then gateway 50 will only perceive that connection 104 is
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20 increasing said tine period if said tinme period
does not cause said connection to be dropped then
repeati ng said sending step; and nmaintaining a

| ast - known good tinme period if said tine period does
cause said connection to be dropped and then
reestabli shing said connection and returning to said
sending step; 25 -13 - during which said .device sends
keep alive signals to said second el ectronic device,

@cﬂgfo\/ ffYdnFin@ 'pgncgds MBinke i O R RIS pdtRARs Rbipifile accordmg to the
ghal s over said connection durlng said time E@;IO tion 104,
CORNGetion

fl&Fenelatheﬁtr@Pa& peiiAad thit Bateway 3 wilhawaithefose tesming

%H gAY 50 Wil Mﬂ&t@ cSikdidnQ00 85 thNconmecion T04Swill be persistent.
device according to claim6 wherein said device is a

t, said second Vi c web-server and at . .
T@gﬁ‘ a poYiethesh4x nga?%ﬂ“ |35Yﬂe°? ﬁewms“%oh&e steR; 440n &t Whigh point a
EE@mﬂt ; @itiog s ag&dRr £ ng‘h&hgﬂ tﬁienl:o?mwfieﬁ QdsfAblsshbdl a€ Istep n420' Bas been

atter e and, sai [ periods are increas
Fomalg il 3&% %ﬁsfq‘gee} Bingte intsryp! fynng which gispl %tseadwep hive signals
&m&e&yve& ezl ma@cdgebteeiﬁ Yel&i@ﬁw{mtﬁlﬁeﬁm mmeemsteﬁtqfeﬁbm icBighection 104
sal d predefined tine period The d

) evi

Sdl aetchedgrmigeted apdspat W@eﬁ‘w@gﬁee apfieRAdo ‘i"%t oricpriegtion 104 as
wA6MiceCteAidlatad aildaAthod 0D Will b@An&fto $@p d50.1 Nk i ncl udes a -

W rel ess connection fromsaid MAreIess devi ce to t he

net t hod,.of ai ni.n .
SERALOTT oS AP o SURtmET o oy 10 i aPER o6 Modigr 430 will
deteintifidda Rétald tl&t ﬁn i i»tesait efibbdiflest skgv4306is @?m&m outdviet &humber of

a_con ect | r.o
Fit-StpsL P kiR 18 Pl SR 211, K MRiSRued whether the
d&ntieaE)n\Haae\&r Péeyiérniatddi Sinck et cohitetioingweselipiBatand @eb-server- .
atln connectign if said tion re

o7 B B iR e o RS B e RBertOR A i termitarea), then the
Ineﬁ;nh dahvmemogsﬂ@l &52f a?rﬂrthoﬂltét ksiveh gdod Cdritediai i€ neh@ntaine, ad thus no
the other said.el ectronjc device via s. equi. pren .
aBu e mag © 4% GiiterBisie Serrealy Snod s koSes BT Ga geen minute
tinf¥E AtetvalCik iah @Edeptabld Grite ) @Rk icAi@ris &l iHaifRined igll &P poiaffle method
20 re eat| | d increasing step until said
SR 389“?@?‘??1%1& ed by said equi pnent and

thereafter perform ng said sending step using a known
gensd] t i medseck ar stépe430aat vilfich fidie tieekdep-alivectignaliiangthtiosent according

% ﬁit %gega :fype%r%d’] atss?egqﬁ?t 1%& 51? grl?tgne ﬁxgts &JasI e@?am’]sheh %P&éi)t 452 isa
penod of ﬁﬁeen minutes, then at step 430 keep- allve signals will be sent from client 34 to
web-server 62 every fifteen minutes. Since these keep-alive signals pass through gateway 50,
then gateway 50 will only perceive that connection 104‘. is idle for fifteen minute periods,
within the accepted fifteen minute timeout period that gateway 50 will await before
terminating connection 100. Thus gateway 50 will not terminate connection 104 and thus
connection 104 will be persistent. Method 400 will thus continue cycle as long as needed to

maintain a connection between client 34 and web-server 62 during idle period.

[0032] It should now be apparent that a change in routing of connection 104 (or other

change in the physical link between client 34 and web-server 62) could cause the timeout
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12. The method according to claim10 wherein said at
| east one | east known tineout criteria is determ ned
by iteratively decreasing said tineout criteria until
said connection is no longer term nated. 13. The
nmet hod according to claim 10 wherein said connection
is an HTTP web-page S being requested by said first
el ectronic device of said second el ectronic device and
sai d keep alive signal is a no-op signal. 14. The
met hod according to claim10 wherein said equipnent is
perldTio changeer i.c.1decreaseTovst HaeHEm hechne Perpd thatdlag hepry previously
ggaeoﬁlgﬁercl tﬁf’&l& E%l’[l Ryl 'tlﬁ'@u hsm@th&i UMt Fos BlathpkE ¢O&Hther router in
server at least a portion of said
[riterketi S4as m!:teéuqeﬂ) énto meexaﬂl@@y thag carges cppaectian ey and where that router
ccor r n
gﬁ)gs 10? d)%nécgogs K Plleg]: 8}1%@%, ﬁlgf? glt%gl od 464 tlg}é ét \}aﬁoﬁ%éﬁrﬁeg é:}}/cle through
|suap 46 adsthevhlgynthe apmheltixmt etweeh |cﬁ@t ag ambm‘vemﬁr §§ may be tom down
| et i
\%‘gfeg?tﬁb?‘ghed ever'%l_ tlme{sTgBtt]%g st\%? Eéq l‘gg g Ielgliscdgl:xg%sga gstﬁzk toe g ;etn minute
ant@odlt i I06s thirs saritemplatak thahstep @6 can wichide @g@stg@ﬁhgcwlmntmue to
froms
ot AR G S8 P B B 858 b Ao i £
Ianfs tquigrhdnd akeng the pfhym@ll bn;lt baswean cli§ntchédhangd evebﬁervgef# 1@Pstabhshed at
ructl r
TR IS BRI R 18 PR o RA00 1t s, 1
lcﬁnttmplated etna uhd critatial med& tstep| 439 sy atavacionh BEes BeFraRpeoPR increase
sai d..el ni c device t
\?lc%lor(gn%) ﬁ%{&\ gxg?eoFtdb Y1av1 urs r Iﬁlﬁceﬁ lg@gntggﬁﬁ%ﬁn%%g gy?}’c'af:ﬁnk between
tofienti3A ahd web-seavedl 62.onnect| on if said connection remains
idle for a predefined tinmeout period; 20 sending
z al | VeARL 03 ltc?‘bef 5884 that ifsthérQRbEdifRNts 68tht Mvemiofl, normal
eco d el ectrioni c device according to said tineout
cpuiaas icanneptinortiaeputsgar he Handiedery a Suitably @jodified ygrsion of method 400.
reREal {ng&ﬁ&f’“vgrm%ﬁ nghi ﬂ&h&f 880 cANbe chERBARUI B%esidhd to such spurious

I NCr easl ng step until said connection is term nated

scanmbcequ Hiprens. Foncxahide @aforre rof pesighiingion Jystafietis sahbs ﬁ@lyzed in a

Rﬁ%@xﬁgmgﬁ OE(T'E %vcﬁl[é tﬁrﬁé in?erva‘lslfér iehvzrﬁng\}(eep -alive

Asﬁgu‘a{BMchenAEﬂ has previously found e fectlve 1n reducmg the llkeh ood connection 104

being terminated.

[0034] It should also be understood that the rates by which the criteria is adjusted at
step 450 and step 460 is not particularly limited. Further, the type of criteria that is used need
not be particularly limited. For example the changes in criteria at step 450 and 460 need not
be in a linear fashion, and need not be based on simple minute-by-minute increments or
decrements. For example, a logarithmic convergenée, based on splitting the various time
intervals in half, using Newton’s Method can be used. As an additional eiample, it can be
desired at steps 450 and step 460 to consider the remaining battery life of client 34, and thus
| ‘where the battery of client 34 has a long period of remaining life, the criteria adjustment made
at step 450 need not be as aggressive. However, where the battery of client 34 has a short

period of remaining life, the criteria adjustment made at step 450 may aggressively attempt to
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+ZnuZ| wr mhc”Y] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]c
a)J ca] ca] ca] ca] ca] ca] c<a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
cMha] cTa!l j uKqc~+>W-! (#/ #$&a& D ' (g)) +w,/-6--}xsnid_Z]]c
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] calcalc
a] cal calca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca!-:.2334557
7t 77R899=X=8 @a®

BOBBCD) EZHHH, JJJJKKK} xsni d_Z] ] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

I KL S T AR
BESCRE SR ik O ] TR ooy Ao e i s pbserve the
ajtea] ifaocdleatlacal cal ca] ca] ca] ca] ca] ca] ca] cal ca] cajcalc
aljcalcalcalcalfhnhiMjj"j)j~ kNI Xnr ntm{ nn
?QCO@ PFpI &W & Jc L dohrBihati S o #d L&ﬁ)h? @Jaﬁﬁ‘lscﬁhcﬂrﬁj@nents of

ca] ca] cajca ca] cajcalcajcajcalc ]lca] cal ca] ca

Jeapeationhoa]bse élac}t@a]ddvaye@auteu ORAvAPREIAN istRoeR RTFKIY (i fhe art that

th\.ung% }s& scts ]toptqe LogTdZ}e}a %}s%ﬁ% 9@:11%&%&@ ff(@ lceﬁ {ég%lgtg‘ldfcxgdn%nons of

al]esa]cam]ec a]uta&mmmcwda uti)ize@) gdesiged )Fnr gxam% ovhd&net)nccessary,

1t IB%IC&]’%&‘]&W&&EF t&at eps, O[ LBSP are @H}bg}éolgd (gulzr)xg IQ 3 ?Ledmds that chent

'3(1)15 \d%ufbo%to&n()éctlgm |1@t1®0/@1@n§;o(1)mzr) is@l_‘po(a@bg@&'x HodT400 can be

TR Dbt s st dplnied Souig 5% f%ngpenods when

amim@r(cpﬂwtlﬁow&iw()le #10% & ()-z10% & ()-9
10% & () - —98#10%&' ()- +Zz[<uV7, 2

f‘ ' Mré )it us AR & He) urdderstood that the origin of. the _keep-alive
(#10/00&% gl " 1092\ 2\&'/6( )--1#"10% g )--ZnrstuZ|l A
"PREjozsgaegd not! g_w&r@te@)to cliepp3 &or 9xam]gm W&g@ ase station 46 1s aware of the

mc@%]rgaﬁéﬁn(cbmeétlarp%()gas(p\:rsls%ﬁ? tl&'nﬂir Hhkdekiteddb have base station 46

10% & #109% : - @3
my(fmstggs 45@@@@ an (oyhad,ﬁvqf}dmn R4 f@d ghp[@%f@e (Up TSHOYIFEE @R fl)ent 34 and
@ﬁ‘t A;?é t}(e) a)ﬁ]p @okeﬁ' 3#1% Qo/ﬁ}?ﬁg@&t)éd thatlsteps 430-460.could also be conducted by
web-server 62 on behalf of chent 34
[0037] In ancther variation of the invention, it is contemplated that steps 430-460 can
be performed by client 34 prior to the establishment of a connection, and thereby determine
the appropriate criteria for sending keep-ali've signals within the timeout period prior to
establishment of the connection and thereby reduce likelihood of termination of the
connection. Further, once this timeout period is established, it is contemplated that the period
can be reported to other clients attached to node 38, thereby obviating the need for those

clients to perform steps 430-460 themselves. .

[0038] While system 30 is directed to a specific type of network, it should be
understood that other types of clients, servers, and networks can be used. For example, the
invention can be applied to peer-to-peer connections and need not be limited to client/server
type relationships. Furthermore the type of physical connections that carry the connection are
not limited, and can be based on Ethemet, Intranets, 802.11, bluetooth etc. Additionally,

while the embodiments herein are discussed in relation to connections over which at least a

-11-
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o 1 Amolegrqnjc device1ipolpfing (@) natwerkointerfaee §Qr!9@9!mm2% in a network
%&M&QM&&'\@% BdMEevide viX [o/ Aebw ik "chhifectYon bariBl 894 §hisicad link that
I *@10%iu& ()-3 ' (*@10%b& ()-3

opludeuasipmentIor t@@'%tggg(s)lid!cem@mbi&se{iq comection gerpaing,idjg@ccording
a predefined time-out criteria, said device operable to determine said predefined time-out

criteria.

2, The electronic device of claim 1 wherein said electronic device is further operable to
send keep-alive signals according to said determined criteria in order to reduce .dropped

connections by said equipment and reducing overall traffic carried over said link.

3. The device according to claim 2 wherein said connection is an HTTP web-page being
requested by said first electronic device of said second electronic device and said keep-alive

signal is a no-op signal.

4, The electronic device of claim 1 wherein said equipment is a NAT router.

5. The electronic device of claim 1 wherein said criteria is a predefined time period.

6. - The electronic device of claim 5 wherein said device determines said predefined time
period by:

establishing said connection with an initial default time period;
sending a keep-alive signal to said second device once during said time period;

increasing said time period if said time period does not cause said connection

to be dropped then repeating said sending step; and

maintaining a last-known good time period if said time period does cause said
connection to be dropped and then reestablishing said connection and returning to said

sending step;
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50% ofhd devite according to claim 6 wherein said device is a client, said second device isa .

web-server and at least a portion of said link includes the Internet.

8. The device according to claim 7 wherein said client is battery operated and said time
periods are increased more quickly as said battery life is depleted to thereby reduce battery

consumption while determining said predefined time period.

9. The device according to claim 8 wherein said client is a wireless device and at least a

portion of said link includes a wireless connection from said wireless device to the Internet.
10. A method of maintaining a network connection comprising the steps of:
loading a timeout criteria into a first electronic device of an initial default value;

establishing a connection from said first electronic device to a second electronic
device via a physical link that includes equipment for terminating said connection if

said connection remains idle for a predefined timeout period;

sending keep-alive signals from one said electronic device to the other said electronic

device via said equipment according to said timeout criteria;
increasing said timeout criteria and repeating said sending step; and,

repeating said increasing step until said connection is terminated by said equipment

and thereafter performing said sending step using a known good timeout criteria.

11.  The method according to claim 10 wherein said at least one least known timeout

criteria is a last-known good timeout criteria.
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A8 ¥t/ Y b{sdrver and at least a portion of said link includes the Internet.

16.  The method according to claim 10 wherein said client is battery operated and said

increasing step is based on larger intervals when said battery life is approaching depletion.

17.  The method according to'claim 16 wherein said client is a wireless device and at least

a portion of said link includes a wireless connection from said wireless device to the Internet.

18. A computer-readable storage. medium containing a set of instructions for an electronic

device the set of instructions comprising the steps of:
loading a timeout criteria into said electronic device of an initial default value;

establishing a connection from said electronic device to a second electronic device via
a physical link that includes equipment for terminating said connection if said

connection remains idle for a predefined timeout period;

sending keep-alive signals from said electronic device to said second electronic device

according to said timeout criteria;
increasing said timeout criteria and repeating said sending step; and,

repeating said increasing step until said connection is terminated by said equipment

and thereafter performing said sending step using a known good timeout criteria.

-15-



