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BACKGROUND

[0003] Many modern day businesses require background checks, such
as criminal background checks of their prospective or current employees.
Such background checks typically require that an employee provide their
fingerprints on fingerprint cards and forward the fingerprints to a state or
federal agency such as the Federal Bureu of Investigations (“FBI”). The
state or federal agency then performs a criminal background check based
on its records and the fingerprints. This process is presently burdensome
on the applicant and consumes an inordinate amount of time and
resources.

[0004] The conventional method in which businesses perform criminal
background checks is by directing an applicant to an entity authorized to
capture the applicant’s fingerprints and perform fingerprint-based criminal
history background checks. This generally involves the applicant going to
a police station to pick up a fingerprint card. The police station captures



hi story background checks. This generally involves the
applicant going to a police station to pick up a
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fingerprints on the fingerprint card. The fingerprint
card is then converted into electronic format or
physically nailed to the FBI's National Crimn nal
Information Center ("NCIC') or the state crimna
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SUMMARY
[0006] Accordingly, one object of the present invention is to resolve or
improve upon one or more of the above-mentioned drawbacks.
[0007] In one embodiment of the invention, an apparatus is described
for performing an authenticated background check on an applicant. The
apparatus includes a first interface, such as a website or URL, for input of
démographic data related to the applicant. Once an applicant provides
their demographic data, a receipt is generated for the applicant. The
receipt provides instructions to the applicant regarding a second location,
where the applicant can go to have their fingerprints captured and their
identity authenticated. The receipt further includes a barcode encoded
with information‘relating to the applicant.
[0008] The applicant then goes to the second location to have their
biometric data captured. For example, the applicant’s fingerprints can be
captured. A clerk at the second location can scan the receipt barcode to



where the applicant can go to have their fingerprints
captured and their identity authenticated. The

wo eeitgt17§ urt her i ncludes a barcode encoded wWe€TIUS2007/013083
information relating to the applicant. [0008] The
appl i cant then goes to the second |ocation to have
their Dbionmetric data captured. For exanple, the
applicant's fingerprints can be captured. A clerk at
the second | ocation can scan the recei pt barcode to WO
2007/ 143178 PCT/ US2007/ 0130833 3 call up the
applicant's previously input denographic information.
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[0010] Figure 1 illustrates a flow diagram illustrating a first embodiment
of a data transfer and management system according to one embodiment
of the present invention.
[0011] Figure 2 illustrates an exemplary demographic information input
interface according to one embodiment of the present invention.
[0012] Figure 3 illustrates an exemplary demographic information
correctness confirmation interface according to one embodiment of the
present invention.
[0013] Figure 4 illustrates an exemplary receipt for a fingerprint
transaction according to one embodiment of the present invention.
[0014] Figure 5 illustrates an exemplary login interface for a clerk
according to one embodiment of the present invention.
[0015] Figure 6 illustrates an exemplary fingerprint scan confirmation
interface without fingerprints according to one embodiment of the present

invention.



correctness confirmation interface according to one
enbodi nent of the present invention. [0013] Figure 4
WO kdoas#3128 es an exenpl ary recei pt for a fingerpeT/n$2007/013083
transaction according to one enbodi nent of the present
invention. [0014] Figure 5 illustrates an exenplary
login interface for a clerk according to one
enbodi ment of the present invention. [0015] Figure 6
illustrates an exenplary fingerprint scan confirmation
interface without fingerprintd according to one
enbodi nent of the present invention WO 2007/ 143178
PCT/ US2007/ 013083 4 [0016] Fi 7 illustrates, an
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Figure 9 illustrates a report feature according to one
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I
| ETAL 2 SISl S g 44 et
aQﬁthipﬂGSGMImtIOBnbodl ment of the present |nvent| on.
D SCRI PT| ON OF THE W NGS THE. .
PR,y FIGHER LRSI RISTRANOBR eArE IRRAING -
I Sa;siﬁ.%ahtsb;%césééa a\ﬁfr@rmeﬁeﬁ]@awﬁm@rf%e%cw.n '

qga;m
liKe elements are refeéerred i ke nunerals. The
r@rabodmﬁnt@ﬁﬁprefsantmvemmg of the various el enents
of this invention are better understood by the

%Em&% \iﬁ:ﬁp‘ﬁ%ﬁrdﬁtfﬁé DHARIGES AR THE

ERRED EMBODIMENTS
[0020] The invention is described with reference to the drawings in
which like elements are referred to by like numerals. The relationship and
functioning of the various elements of this invention are better understood
by the following detailed description. However, the embodiments of this
invention as described below are by way of example only, and the
invention is not limited to the embodiments illustrated in the drawings. it
should also be understood that the drawings are not to scale and in certain
instances details have been omitted, which are not necessary for an
understanding of the present invention, such as conventional details of
fabrication and assembly.
[0021] In general, the present system provides a system for capturing,
transferring, and managing data, and in particular, demographic and
biometric data. As illustrated in Figure 1, the present system includes two
main data capture and management segments or interfaces, each
segment having a number of steps. The first segment generally involves
step 14 of accessing a predetermined website and step 18 of providing the

service provider demographic information about the applicant. The first



i nvention as described bel ow are by way of exanple
only, and the inventionis not limted to the
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al so be understood that the drawings are not to scale
and in certain instances details have been omtted,
whi ch are not necessary for an understandi ng of the
present invention, such as conventional details of
fabrication and assenbly. [0021] In general, the
present system provides a sy&iemfor capturing,
transferring, and managi ng data, and in particul ar,
denographi ¢ and bionetric data, As illustrated in
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This system confirms that the transaction is real.
[0023] At the predetermined website, the applicant enrolls by providing
their demographic data. The applicant’'s demographic data can include a
wide variety of information necessary for a background check or for other
reasons. As illustrated in Figures 2-3, exemplary demographic data
includes the applicant’'s name, date of birth, social security number,
identification number, street address, gender, weight, height, eye color,
and/or hair color. Typically, three of these specific pieces of information
are used in later steps to initiate the fingerprint software, as described in
further detail below.
[0024] On the enroliment website, required fields are indicated in red
and optional fields are indicated in black. As the applicant completes
required fields, the field changes from red to black to indicate that a field is
complete. In addition, as the applicant moves from field to field, the
enrollment website provides a help box at the top of the screen giving the



website or URL to register their denographic data and
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areinamlaccbunt The applicant can then print the receipt that is generated

on the screen (or received via email) and bring it along with the registered
Identification (Driver's License, Passport, etc) to the representative’s office
for fingerprinting.

[0027] After an applicant has registered and received a bar code
receipt, the applicant is ready to be fingerprinted at the predetermined
fingerprinting location. At the fingerprint location, the applicant provides a
representative with the applicant’s photographic identification (e.g., a
driver’s license) and the bar code receipt.

[0028] Referring to Figure 5, the representative or clerk then logs into a
predetermined image capture website by entering the provided URL in the
web browser. As shown in Figure 5, a login window will appear. When the
login window appears, the representative inputs their license key, user
name and password. The representative next inputs the applicant's
identification information, e.g., bar code, the unique number from the

government issued photo ID registered by the applicant (e.g., a driver’s



[0026] Referring to Figure 4, once an applicant

successfully enrolls, a bar code receipt is provided
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m)ﬁ\a%erprint card. This protects the applicant’s privacy.
[0030] The representative can then assist the applicant by fingerprinting
the applicant using a standard ink pad and FD-258 fingerprint card. Once
the applicant is fingerprinted, both the representative and the applicant
sign the fingerprint card. The card is then scanned using a desktop
scanner. The desktop scanner is typically pre-approved by the federal or
state agency for use in scanning fingerprints. An exemplary scanner is the
Epson 3170 Scanner. To initiate the fingerprint capture, the representative
should click the fingerprint button. Clicking on the button will open a dialog
box that allows the representative to link the applicant’s demographic data
to the fingerprint images.
[0031] After the Active-X components are installed and the fingerprint
card is completed, the representative can scan the fingerprint images. To
initiate the scanning, the representative places the FD-258 applicant
fingerprint card face down in the upper right hand corner of the 3170



to the fingerprint capture screen which is shown at
Figure 6. The first time the systemis used, the

WO eprasam ati ve nust install active-x conponeneGI/US2007/013083
required to operate the scanner. Such Active-x
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directly to the fingerprint website. [0029] Once the
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prints on a new FD-258 applicant fingerprint card. The representative
should place the new card face down on the Epson 3170 Scanner and
click scan 108 again. It should be noted that for prints that are scored
“Insufficient Quality”, the representative does not have to re-roll the entire
card. Rather, the representative need simply roll the poor quality prints on
a separate card, making sure to place the print(s) in the appropriate
fingerprint box(es). The second card can then be placed on the scanner
and scanned as described above.

[0034] The fingerprint website gives the representative the option of
“Keep prints with the Best Score” or “Replace Prints”. “Keeping Prints With
Best Score” will save the previous images and combine them with the new
better quality images and create one electronic submission with sufficient
prints. Selecting “Replace Prints” will eliminate the prior card and update
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the card is placed in the wong position, the quality
w@boo7tiksa7gapture will suffer. Once the card i sPEi/aE8m™d7/013083
face down on the scanner, the representative
initiates scanning by clicking the scan button 108 on
the fingerprint website as illustrated in Figure 6.
When the representative successfully initiates
scanni ng, a pop up dialog box will show the
progression of the scanning process. [0032] Referring
to Figure 7, the fingerprint website grades the
qual ity of the prints after the |nmages have been
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signatures, they will be captured and displayed in 130, 132. The
representative must make sure that he/she is using FD-258 FBI Certified
or other appropriate, pre-qualified fingerprint cards when scanning
signatures. The representative should also make sure that both the
representative and the applicant sign the card in the appropriate spaces on
the FD-258 print card.
[0037] Asillustrated in Figure 7, when the fingerprint images and
signatures are captured and scanned, the “SUBMIT” button 138 will
become bold, indicating that that representative can transmit the fingerprint
images.
[0038] As illustrated in Figure 7, to view submitted transactions, the
representative can click on the submitted button located on the left side
main navigation panel. When the submitted button is clicked the
representative is given several search options, as shown in Figure 9.
When the search report parameters appear, enter the desired search.



[0034] The fingerprint website gives the
representative the option of "Keep prints with the
w@ewr/18a08 e" or "Replace Prints". "Keeping PripPtBUNDT013083
Best Score" will save the previous inages and conbi ne
themw th the new better quality imges and create
one el ectronic submssion with sufficient prints.
Sel ecting "Replace Prints" will elimnate the prior
card and update WO 2007/143178 PCT/ US2007/013083 9
the images with the images ft@mthe second card.
Utimtely, when sufficient quality i rmges are
catured the i mages are submtt@‘@s’othe bsite
cap seakh byeach pagmataingivERENY of Hoe My ppleifelds o

a

li’f—)%tl’lf: Egawﬁbﬁhg%mﬁgid;ﬁﬁgﬁmt | ongmﬁ @ékrs can enter his
I eahesiand Ha searshdield(naeleconly), loe oaenatsaeeuflb date)lrangéz

shown in Fi ure Fo X e re tat
c 568V the Hadk G eien Jota iR st dbpes i3S ERLASRs Beaich to
AP R OBt d?ba@ém&e%‘ ablck the “Resétt buttbf to clear the search
representative can then select the appropriate

apasaraetasficithar Glirith@ |“Suh><m1’t’ohuttonrh>ebeg"n§@e ppegiied search.

o IPRYE | AT R Rt o, ahE RESHE e dHER ol bisplaEd in
[ Pl clunB oy Pistiame, (D2 |“?§ﬁar”%‘22?d?tf'?gmd athe
C eraro o rarestcr Be SSarohueoult Hispaes cligk Setie P Al alumn

f'r{é%@Péhatth&aéga wW‘}eQﬁHéMh gsﬁénéihgrb?ta%@i%mﬁ'ok@é? the

scan si gnat ure I gure i[)
scrapmsenmtivb cxaenkwaﬂoa@ tha‘ napgets by crhcklagrqm thadDowslaasiC t

BB Saord b AR BB B R R
'rﬂolﬁ%é@ﬂwe repRrt ihePapRe AL ItYE b emke sure t hat
e/ she is using FD- 258 FBI Certi or oth

a/lpesp} i oh éepq@senauae iprofitgy se@meqem alﬁf) bearaydageThe “My

< ORI oo S RPRUER o [ SEREREERS OHE RO o

aprisseend antd@maihaddressl i n the appropriate spaces on
[0041] It is therefore intended that the foregoing detailed description be
regarded as illustrative rather than limiting, and that it be understood that it
is the following claims, including all equivalents, that are intended to define

the spirit and scope of this invention.



the FD-258 print card. [0037] As illustrated in Figure
7, when the fingerprint inmages and signatures are
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a scanner for input of biometric data related to the applicant,
the scanner for input of biometric data being situated at the second
location;

a processing means for associating demographic data and
biometric data related to the applicant;

a network spanning the first location and the second location,
whereby the first and second interface means, the scanning means,
and the processing means are operatively connected.

2. The apparatus of claim 1, wherein the second interface means
comprises a means for correlating the identity of the applicant with
demographic data input at the first location.

3. The apparatus of claim 2, wherein the means for correlating is a bar
code reader operatively connected to the second applicant interface
means.
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An apparatus for performng an authenticated
background check on an appl iant, conprising: a first
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to the applicant, the first interface PEans for input
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9. The apparatus of claim 1, wherein the demographic data comprises

identification information related to the applicant.

10. The apparatus of claim 2, wherein the demographic data is selected
from the group consisting of: name, social security number, address, sex,
age, driver's license number, passport number, and credit card number.

11. The apparatus of claim 1, wherein the first interface means comprises
a first website and the second interface means comprises a second

website.

12. The apparatus of claim 11, wherein the second interface means
comprises a user login section.

13. A method of performing a criminal background investigation,

comprising the steps of:
a) providing the apparatus of claim 1;

b) providing access to the first interface means;



3. The apparatus of claim 2, wherein the neans for
correlating is a bar code reader operatively
w@oovieetiesl to the second applicant interface PERNS2007413083
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claim3, further conprising a fingerprint card,
wherein the scanner conprises a pre-qualified desktop
scanner for receiving the fingerprint card. 5. The
apparatus of claim11, wherein the scanner is a
biometric information capturls device. 6. The
apparatus of claim5, wherein the bionetric
informati on capture device is a fingerprint scanner.
7. The apparatus of claim5, wherein the bionetric
information capture device is a retinal scanner. 9.
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second website. 12. The apparatus of claim 11,
wher ei rejt heceivng itk receipt hthe sesoms locatioey, | ses a user
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access to the first interface neans;

g) scanning biometric data related to the applicant; and

h) delivering biometric data to a third location.

14. The method of claim 13, wherein the scanning step further comprises
the steps of:

fingerprinting an applicant on a fingerprint card, wherein the
fingerprint includes biometric data; and

scanning the fingerprint card, thereby digitizing the biometric data.
15. The method of claim 14, further comprising the steps of:

grading the biometric data based on qualitative standards; and

selecting biometric data based on the grade of the biometric data.

16. The method of claim 13, wherein the scanning step further comprises
the step of:

scanning the retina of an applicant.
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identification information relating to the applicant
and contact information relating to the second
| ocation; e) receiving the receipt at the second
| ocation; f) confirmng identity of applicant at the
second | ocation; g) scannind4bionetric data rel ated
to the applicant; and h) delivering bionetric data to
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an aut cat ed background check on
a second website for input of authenticating demographic
data related to the applicant, the second website for input of
authenticating demographic data being situated at a second

location;

a scanner for input of biometric data related to the applicant,
the scanner for input of biometric data being situated at the second

location;

a processor for associating demographic data and biometric

data related to the applicant; and

a network spanning the first location and the second location,
whereby the first and second websites, the scanning means, and the
processing means are operatively connected.

19. The apparatus of claim 18, wherein the second website comprises a
means for correlating the identity of the applicant with demographic data

input at the first location.

20. The apparatus of claim 19, wherein the means for input of
authenticating demographic data comprises a bar code reader operatively



an applicant, conprising: a first website conprising a
plurality of data entry fields for input of

waeletwogsaphi ¢ data related to the applicant, theCtUsED7/013083

website being situated at a first |ocation; a second
website for input of authenticating denographic data
related to the applicant, the second website for input
of authenticating denographic data being situated at
a second |location; a scanner for input of bionetric
data related to the applicantl® the scanner for input
of bionetric data being situated at the second

|l o i on; rocessqr. faor associatin enogr aphi c data
arcoi et fy B iR e nfelhed Maznenend futher s inies &
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| ocati on, whereby the first and second websites, the

s cSHANNeY foragreivinghietfingerpsindearki ng neans are
operatively connected. 19. The apparatus of claim 18,
wherein the second website conprises a neans for
correlating the identity of the applicant with
denographic data input at the first |ocation. 20. The
apparatus of claim19, wherein the nmeans for input of
aut henti cati ng denographi c data conprises a bar code
reader operatively WO 2007/ 143178 PCT/ US2007/ 013083
15 connected to the second interface neans; and
further conprising a fingerprint card, wherein the
scanner conprises a pre-qualified desktop scanner for
receiving the fingerprint card.



