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PRIVACY-PRESERVING MOBILITY AS A SERVICE SUPPORTED
BY BLOCKCHAIN

TECHNICAL FIELD

The present disclosure generally pertains to a communication network node, a communication net-

work and a method for providing a distributed ledger.

TECHNICAL BACKGROUND

Generally, it is known to distribute a ledger over multiple nodes such as entities, e.g. electronic de-
vices, servers or the like, which record digital transactions. Distributed ledgers can be based on the
known blockchain technology, on which, for example, the known cryptocurrency bitcoin is based,
but also the well-known Ethereum project, etc. Generally, a distributed ledger may also be imple-
mented on other technologies than the blockchain technology and examples of distributed ledger
projects which are not based on blockchain are BigchainDB and IOTA or the like. For instance,

IOTA is a crypto currency which uses linked lists.

Moreover, mobility as a service (MaaS) is known, where a user or passenger uses mobility as a set-
vice without owing, for example, a car or the like. Mobility as a setvice may combine public (e.g.
train, bus, etc.) and private (e.g. car sharing, bicycle sharing, etc.) transportation services from associ-

ated operators or providers.

Known Maa$ solutions typically involve a central and unified gateway through which a trip or jour-

ney is planned and booked, wherein a user may pay with a single account.

Although there exist techniques for providing a distributed ledger and mobility as a service, it is gen-
erally desirable to provide a communication network node, a communication network and a method

for controlling a communication network for providing a distributed ledger.

SUMMARY

According to a first aspect, the disclosute provides a communication network node for providing
data to a distributed ledger, wherein the node comprises circuitry configured to provide a user data
management part for separating sensitive user data and non-sensitive user data, and provide the

non-sensitive user data to the distributed ledger.

According to a second aspect, the disclosure provides a communication network comprising multi-
ple nodes for providing a distributed ledger, wherein at least one node comprises circuitry config-
ured to provide a user data management part for separating sensitive user data and non-sensitive

user data, and provide the non-sensitive user data to the distributed ledger.
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According to a third aspect, the disclosure provides a method for controlling a communication net-
work comprising multiple nodes for providing a distributed ledger, the comprising providing a user
data management part for separating sensitive user data and non-sensitive user data, and providing

the non-sensitive user data to the distributed ledger.

Further aspects are set forth in the dependent claims, the following description and the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments are explained by way of example with respect to the accompanying drawings, in

which:

Fig. 1 schematically illustrates a blockchain;

Fig. 2 schematically illustrates hashing in a blockchain;

Fig. 3 is a flowchart illustrating an embodiment of a consensus protocol;

Fig. 4 illustrates a data flow in a MaaS system;

Fig. 5 illustrates an embodiment of a blockchain including journey log data;

Fig. 6 illustrates an embodiment of a communication network for providing a blockchain;
Fig. 7 illustrates an embodiment of separating sensitive and non-sensitive data;

Fig. 8 illustrates blocks of a blockchain including journey data;

Fig. 9 illustrates pseudonymization of passenger data;

Fig. 10 illustrates anonymization of passenger data;

Fig. 11 illustrates an embodiment of using different keys of data protection in a blockchain;

Fig. 12 illustrates separation of non-sensitive data and sensitive data, where the sensitive data is pro-

tected;

Fig. 13 illustrates third party encryption of data;

Fig. 14 illustrates third party access to data, wherein the sensitive data are anonymized;

Fig. 15 illustrates an application programming interface for third party access for big data analysis;
Fig. 16 illustrates a first embodiment for erasing data from the blockchain by invalidating a key;
Fig. 17 illustrates a second embodiment for erasing data from the blockchain, by erasing blocks;

Fig. 18 illustrates an embodiment of a general-purpose computer on the basis of which a network

equipment or a communication device is implemented in some embodiments; and
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Fig. 19 illustrates an embodiment of an eNodeB and a user equipment communicating with each

other.

DETAILED DESCRIPTION OF EMBODIMENTS

Before a detailed description of the embodiments under reference of Fig. 1 is given, general explana-

tions are made.

As mentioned in the outset, generally, distributed ledgers and mobility as a service (MaaS) ate

known.

The present disclosure pertains generally in some embodiments or aspects to the application of
blockchains/distributed ledger for mobility as a service (MaaS) application, in particular MaaS

among more than one service provider (multi-modal transports).

The present disclosure also generally pertains in some embodiments or aspects to the application of
a distributed ledger or blockchain as one example for a distributed ledger, without limiting the pre-
sent disclosure to blockchains. Distributed ledgers or blockchains are recognized to be suitable for
Mobility as a service (MaaS) applications according to some aspects of the present disclosure, since a
distributed ledger requires a distributed database for journey history (or journey data) among multi-

players, i.e. multiple mobility as a service providers.

In some embodiments, Maa$S blockchains may require to handle a large number of passengers, store

vatious types of journey records, large size of block, peak of processing at rush hour and so on.

In some embodiments, generally the distributed ledger or blockchain is suitable for MaaS applica-

tion, since it provides a distributed database for a journey history among multiple players.

However, the personal data protection may be challenging for blockchains/distributed ledgert, since
the personal data may typically be open for all the members of blockchains and the recoded data in
the block cannot be deleted/modified by user.

Hence, it has been recognized that it may be useful in some embodiments to provide protection of
user privacy with blockchains based distributed ledger, especially for Maa$ application. Moreover,
the requirements between recording the passenget’s journey and protecting the passenger’s privacy

might be I conflict with each other in some embodiments.

In some embodiments, in terms of accurate recording of the passenget’s journey, the distributed
ledger can be shared among players (including mobility service provider) and may even be immuta-
ble. Such a characteristic is suitable in some embodiments for the record/evidence of journey like
revenue share calculation. In addition, a government transport authority may require to keep the rec-

ord of passenger information, in particular as it is known for air travel.
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On the other hand, in some embodiments, Maa$S journey records may be included in sensitive pas-
sengers’ information, such as where, when, who and what the passenger is doing. Hence, in terms of
personal data protection, anonymization and pseudonymization may be applied. In some embodi-
ments, requitements for protecting the personal data exist, such as the general data protection right

(GDPR).

Therefore, in this disclosure, some embodiments, pertain to the issue of how to protect personal
data with access control and how to provide a method of anonymization and pseudonymization of

passengers’ data.

Thus, in some embodiments, personal information is confined to an inaccessible part of a system,
which may not accessible by a third party. Also, in some embodiment, the confidentiality of user
profile/multi-modal pass information is ensured by a mobility service provider which has the con-
tract with a user, whereas user specitic 1D, for example, is anonymized in a distributed ledger or
blockchain. A journey log included in a distributed ledger or blockchain may be under access control

and the contents of the journey log may be pseudonymized.

In the following, some terminology definitions are given, which may be applied in some embodi-
ments (without limiting the present disclosure to the definitions given in the following. The defini-
tions are only examples which are provided for enhancing the understanding of the present
disclosure and which are only given, since the technology fields of Maa$ and distributed ledgers are

highly dynamical and definitions may change in the future.).

The term “distributed ledger” may be known from Wikipedia, which defines: “distributed ledger
(also called a shared ledger, or distributed ledger technology, DLT) is a consensus of replicated,
shared, and synchronized digital data geographically spread across multiple sites, countries, or insti-

tutions. There is no central administrator or centralized data storage.”

The technology of a distributed ledger and of a special example of it, namely of a blockchain, will

also be discussed further below. Mote generally, the term distributed ledger is used as a type of data-
base shared digitally recorded data with multiple nodes of a network. It may be comprised of peer to
peer network. The digitally recorded data may include a kind of information to prove its consistency

from the previously recorded data on the same database.

Distributed ledgers can be public and can be accessible by anyone, but, in principle, they can also be
non-public and only users having a permission may have access to them, wherein a group of entities,
nodes, persons, operators, providers or the like which have the permission may also referred to as
“consortium”, as will also be explained further below. It is also possible to differentiate the access

permission to data on a ledger from each layered users.
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Distributed ledgers can use mechanisms, which are known, for example, from the blockchain tech-
nology as used for bitcoin. Such mechanisms include a discovery method, a consensus mechanism, a
mechanism to keep data consistency and so on. The consensus mechanism ensures that all nodes or
more than a certain number of nodes, generally electronic devices, having a copy of the distributed
ledger reach consensus on the content of the distributed ledger. There are many consensus mecha-
nisms including the so-called proof-of-work mechanism, which is some kind of crypto-puzzle and
which ensures that, for example, older blocks of a blockchain cannot be changed (easily). For in-

stance, proot-of-work is used for the mining process ot the bitcoin blockchain.

In a distributed ledger or blockchain, a confirmation process to make a consensus about data re-
newal on a blockchain in attending nodes, called a mining process, may achieve irreversibility of the
sequence of transactions recorded on the blockchain by including previous recorded data in the con-
firming data. Such mining process implements a distributed timestamp server for a new block of
transactions. In bitcoin (and, thus, in some embodiments) the mining process is based on the SHA-
256 hash function. Nodes of the blockchain that participate in the mining process search for a hash
output with predefined properties while the input of the hash function depends on the current

blocks of the blockchain and the new block of transactions to be added to the blockchain.

Proot-of-work computations based on hash functions may not be useful in themselves except that

they are required to implement the irreversibility of the distributed ledger.

Moreover, generally, it is known to use a blockchain for storing a variety of data. For instance, im-
ages, videos, measurements, and text files can be recorded on the blockchain in the form of a trans-

action.

The term “Mobility as a service (MaaS)”, is also known from Wikipedia, which defines: “Mobility-as-
a-Service (MaaS) describes a shift away from personally-owned modes of transportation and towards
mobility solutions that are consumed as a service. This is enabled by combining transportation set-
vices from public and private transportation providers through a unified gateway that creates and
manages the trip, which users can pay for with a single account. Users can pay per trip or a monthly
fee for a limited distance. The key concept behind MaaS is to offer travelers mobility solutions based

on their travel needs.”

A “Public blockchain/distributed ledgetr” means in some embodiments, that anyone can share the

distributed database (ledger) and join to execute the consensus protocol, as also indicated above.

In contrast to that, a “Permissioned blockchain/distributed ledget” means that only permitted mem-
bers can share the distributed database (ledger) and join to the consensus protocol. Permitted mem-

bers which have the permission to access the blockchain are called “consortium”, as indicated
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above. In some embodiments, permissioned/consortium type blockchains ate suitable for Maa$S ap-

plication, since they are not public and, thus no one can access it.

The term “(Mobile) edge computing” can also be find at Wikipedia, which defines: “Multi-access
Edge Computing (MEC), formerly Mobile Edge Computing, is a network architecture concept that
enables cloud computing capabilities and an IT service environment at the edge of the cellular net-
work[1][2] and, more in general at the edge of any network. The basic idea behind MEC is that by
running applications and performing related processing tasks closer to the cellular customer, net-

work congestion is reduced and applications perform better.”

The term “Northbound API” is understood in a netwotk virtualization context in the sense that a
telecom operator can configure the network function with a software based interface (API) and that
the network operator may configure the virtual infrastructure (e.g. virtual machine) and requested

network functions/application functions.

The term “Instance” is understood as a software process running on a cloud. It may move some-

where in the distributed cloud.

A “Public cloud” may be defined as (https://azutre.microsoft.com/en-gb/overview /what-ate-pri-
vate-public-hybrid-clouds/): “Public clouds are the most common way of deploying cloud compu-
ting. The cloud resources (like servers and storage) are owned and operated by a third-party cloud

service provider and delivered over the Internet.”
In some embodiments, the following terms will be used in the given understanding:

The term “multimodal transport pass” may be a pass which is valid for multi mobility services with
specific conditions, such as valid period or available transport, unacceptable services, etc. For in-

stance, a one-day ticket, one-week ticket, monthly Maa$S service subscription, seasonal ticket, etc.

The term “mobility service provider” may be a catch-all name of any type of service provider MaaS.
In some embodiments, it is typically a transport organization, such as railway companies, bus/coach,
tram and taxi, car sharing, ride sharing, bike sharing and so on. Some of the mobility service provid-
ers may not provide the actual transport means, but may provide only a booking/arrangement, com-

parable to a travel agency or online booking site or the like.

The term “Pass” may be a transit pass or travel card (UK) (see also https://en.wikipe-
dia.org/wiki/Transit_pass). In the present disclosure, a mult-modal pass shall also fall under the
term “pass”’, which means that the pass may be valid among more than one transport operator (or
mobility service provide) and, thus, it may cover not only public transport, but also cover other
types of mobility, such as ride share, bike share, etc. The pass may include the information of ac-

ceptable transport, valid petiod, and any other conditions of ticket issue/transport tide. The Maa$S
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may provide a monthly service subscription with some option of service level in some embodi-
ments. A passenger or user may pay the service subscription fee or purchase of specific period pass
to a pass issuer (which may typically be a mobility service provide which issues the pass). The pass
may be issued by transport operators or travel agencies, Maa$ service provider, etc. (which may all
fall under the term mobility service provider as discussed above). Hence, as mentioned, some of the

pass issuers may sell a pass, but may not provide the actual transport service or transport means.

The term “Ticket” may be a ticket for a one-way journey of the specific section like one-way train
ticket with (or without) seat reservation. The ticket may be issued under the multi-modal transport
pass and its terms and conditions in some embodiments and it may include the information of se-
lected transport, seat number, price, etc. In some embodiments, even if no seat reservation is re-
quired or unlimited travel is allowed, the ticket may be issued for revenue sharing among multiple
mobility service providers. Moreover, a passenger (uset) may not directly pay for a ticket issuer, but
a pass issuer may pay for the ticket issuer instead of the passenger and the ticket may be issued by a

transport operator or service provider, i.e. by a mobility service provider.

The term “Journey log” may cover a journey log which is a one-way journey record based on the
ticket. It may include information about the location of embankment, time/day of it, the location of
alight, time/day of it, whether the ticket is used or unused, etc., which will also be discussed further

below.

The term “anonymization” may be defined in accordance with Wikipedia (see also https://en.wik-
ipedia.org/wiki/Data_anonymization): “Data anonymization is a type of information sanitization
whose intent is privacy protection. It is the process of either encrypting or removing personally
identifiable information from data sets, so that the people whom the data describe remain anony-

mous.”

The term “pseudonymization” may be defined in accordance with Wikipedia (see also
https://en.wikipedia.org/wiki/Pseudonymization): “Pseudonymization is a data management and
de-identification procedure by which personally identifiable information fields within a data record
are replaced by one or more artificial identifiers, or pseudonyms. A single pseudonym for each re-
placed field or collection of replaced fields makes the data record less identifiable while remaining

suitable for data analysis and data processing.”

The term “untraceablity” may be understood in the sense that no one (e.g. not entity, user, person,
etc.) can trace the history of an action or behavior. For example, it may be prevented that it is possi-
ble to track back where a user has been at a specific day/time, what he has done or what he has not

done.
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Moreover, a General Data Protection Regulaton (GDPR) may require (see also https://en.wikipe-
dia.org/wiki/General_Data_Protection_Regulation): “The General Data Protection Regulation
(EU) 2016/679 ("GDPR") is a regulation in EU law on data protection and privacy for all individu-
als within the European Union (EU) and the European Economic Area (EEA).”

The term “personal data” may be understood in some embodiments in the sense (see exemplary
https:/ /gdpt-info.eu/art-4-gdpr/): “(1) ‘personal data’ means any information relating to an identi-
tied or identifiable natural person (‘data subject’); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier such as a name, an identifi-
cation number, location data, an online identifier or to one or more factors specific to the physical,

physiological, genetic, mental, economic, cultural or social identity of that natural person;”

The “pseudonymization in GDPR” may be understood accordingly as: “(5) ‘pseudonymization’
means the processing of personal data in such a manner that the personal data can no longer be at-
tributed to a specific data subject without the use of additional information, provided that such addi-
tional information is kept separately and is subject to technical and organizational measures to

ensure that the personal data are not attributed to an identified or identifiable natural person;”

In some embodiments, the term “public-key cryptography” is understood as defined also in Wikipe-
dia (https://en.wikipedia.org/wiki/Public-key_ctyptography): “Public-key ctyptography, or asym-
metric cryptography, is any cryptographic system that uses pairs of keys: public keys which may be
disseminated widely, and private keys which are known only to the owner. This accomplishes two
functions: authentication, where the public key verifies that a holder of the paired private key sent
the message, and encryption, whete only the paired private key holder can decrypt the message en-
crypted with the public key.” Wherein, ““Two of the best-known uses of public key cryptography are:
Public key encryption, in which a message is encrypted with a recipient's public key. The message
cannot be decrypted by anyone who does not possess the matching private key, who is thus pre-
sumed to be the owner of that key and the person associated with the public key. This is used in an
attempt to ensure confidentiality.”, and, “Digital signatures, in which a message is signed with the
sendet's private key and can be verified by anyone who has access to the sendet's public key. This
vetification proves that the sender had access to the private key, and therefore is likely to be the per-
son associated with the public key. This also ensures that the message has not been tampered with,
as a signature is mathematically bound to the message it originally was made with, and verification

will fail for practically any other message, no matter how similar to the original message.”

In some embodiments, the term “salt) is undetstood in accordance with Wikipedia (https://en.wik-
ipedia.org/wiki/Salt_(ctyptography)): “In cryptography, a salt is random data that is used as an addi-

tional input to a one-way function that "hashes" data, a password or passphrase. Salts are closely
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related to the concept of nonce. The primary function of salts is to defend against dictionary attacks

or against its hashed equivalent, a pre-computed rainbow table attack.”

In the following a general outline of the description is given, wherein embodiments for four differ-
ent aspects of the present disclosure will be discussed, which may be implemented or realized as sep-

arate aspects or which may be combined with each other in any possible combination.

According to a first aspect, some embodiments pertaining to basic techniques are discussed, includ-
ing sensitive data separation (with off-chain technique) and a naive method of pseudonymization

and anonymization (with scrambling and/or hashing).

According to a second aspect, some embodiments pertain to the access control of data, wherein the
access control may include a level of Access control, a block encryption with different access keys,

and/or open data and API.

According to a third aspect, some embodiments pertain to erasing of sensitive data, including, for

example, key invalidation and/or block erase.

In the following a blockchain and its general data structure will be explained under reference of Fig.
1. In this embodiment of a blockchain, features are a netwotk/topology, a consensus algorithm a

Hash function, participant authentication, a scalability/block structutres and performance.

Fig. 1 illustrates a general structure of a blockchain 1. The blockchain 1 includes a chain of multiple
data blocks 2a, 2b and 2c, wherein the block 2b is a cutrent block (Block #N), the block 2a is a pre-
vious block (Block # N-1) and the block 2c¢ is a future or successor block (Block # N+1). Each
block includes a hash function result of a previous block, a main data structure, an input value for
hash function and hash function result of the current block, wherein the hash function result of cur-

rent block (2b) is always used as input to the next block (2¢).

Moreover, each block includes a “Number used once”, which is a one-shot random number for a
secure blockchain processing, and which can prevent replay attack. For instance, if an attacker cop-
ies the previous transmitted data and reuses the copied data again for spoofing, the receiver is able
to detect the spoofing communication because the next data must be used with a different “number

used once”. This random number is sometimes referred to as “nonce” in cryptocurrency.

Additionally, the time stamp may be inserted in each of the blocks 2a, 2b and 2c. The blockchain 1
is an example of a distributed ledger, which may be used, for example, for providing Maa$S in some

embodiments.

Fig. 2 illustrates the input and output of a hash function, which is used, for example, for the block-
chain 1 of Fig. 1.
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Generally, a hash function is any function that can be used to map input data to output data with a
specific algorithm. The size of input data can be large and various, contrarily the output of data
could be compact and can have a fixed size. A known (and famous) algorithm which is used for
hashing in some blockchain embodiments is the Secure Hash Algorithm (SHA) designed by the
United States National Security Agency (e.g. SHA-2, SHA-250).

The input for the hash function are a previous hash output, the number used once and the main
body of data in the current block (e.g. block 2b in Fig. 1). The output of the hash function is a
unique value response to the input values. If someone tries to tamper the main body of data, the

output of hash function cannot be consistent.

Embodiments of a distributed ledger (blockchain) in this disclosure may implement a consensus
protocol or algorithm. For instance, in some embodiments, the Byzantine Fault Tolerance (BET) is

used for the consensus protocol, which is resilient to spoofing of database and fault of hardware.

A well-known consensus algorithm, which is implemented in some embodiment, is the so-called

Practical Byzantine Fault Tolerance (PBFT).

In some embodiments, a permission blockchain is used and the relatively small number of permis-

sioned blockchain nodes ate in charge of consensus (validation of block).
Fig. 3 exemplary illustrates the process 10 of PBFT.

A leader node (it also called non-validating peer) requests at 11 other nodes to validate the block-
chain. At 12, each requested node (validate peer) checks the validity of the blockchain with a hash
function and indicates its result to other nodes at 13. At 14, a node receives the validity results from
multiple other peers and checks the consensus of the blockchain, if it receives more valid results
than a pre-defined criteria. If there is a consensus, at 15, the node writes/finalizes the blockchain. A
leader peer checks the overall progress of the validity check in other nodes and finishes at 16 the

blockchain procedure.

For resilience, the total number of nodes is more than 3f+1 in some embodiments, wherein fis the
number of allowed failure nodes. For example, =1, there is a total 4 nodes; if £=3, there is a total of

10 nodes, etc.

In some embodiments, the PBFT is with permission blockchains for mobility service blockchains, as

discussed herein, providing at least partially the following features:

With respect to security, the PBET provides in some embodiments a little risk of 51% attack, which

is common for cryptocurrency because permission the peer which is in charge of consensus must be
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trusted. With respect to privacy, the end user cannot access the whole blockchain because only mo-
bility service providers handle it at a (peer) node (due to the permission based blockchain and end

users may not have the permission to access the blockchain). With respect to performance, the pro-
cessing time for consensus is very short in some embodiments due to a small number of peers hav-
ing a high performance. With respect to flexibility, the block size and format of blockchains can be

flexible compared to public blockchains in some embodiments.

In the following, the data flow of a Maa$ system 20 is explained under reference of Fig. 4, illustrat-
ing the overall data flow. In the MaaS system 20 it is exemplary assumed that the end-user has an
own terminal 21, e.g. a smart phone (or any other type of electronic (mobile) device). Some users
(e.g. visitor from oversea) may not have a smartphone or the like, and in such cases, for example, an
alternative solution may be provided, which is based on a proxy function (proxy 22) in Fig. 4, which

provides a gate to the user.

Fig. 4 illustrates the data flow diagram of the Maa$ system 20, wherein three main sections ate pro-
vided, an end-user section on the left side, a mobility service operator/provider section in the mid-
dle and an other entities section on the right side, wherein the end-user section and the other entities

section communication with the mobility service provide section in the middle.

For this embodiment of the Maa$ system 20 it is assumed that the mobility service provider has a
user management function 23 with a web server or cloud for customer services and a user profile
management function 23a and a passenger journey management function 23b. It further has a block-
chain management function 24. The blockchain function 24 having the block chain management
function 24a communicates with blockchain management functions 25 of other entities section. 1f a
seat reservation/shared ride booking is provided by a booking center 26, a central booking

server/cloud is provided.

The end user communicates with its own terminal, i.e. smart phone 21 in this embodiment, which

has exemplary a user interface and sensors, e.g. GNSS, NFC, etc.

As can also be taken from Fig. 4, the end user can perform, for example, the following actions with
the terminal or via the proxy 22: Subscription of services/purchase of one day/one week ticket;
booking of train, reservation of car/ride share; transport embatk/alight permission/record; post

processing after alight (e.g. customer survey, refund or compensation of delay), etc.

The user profile management function 23a is configured to stote static data, e.g. name, age, contact
address, payment method (e.g. credit card), service subscription status, the preference of transport,

any other unique ID like TMEI, etc. and communicates with the terminal 21.
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The passenger journey management function 23b is configured to perform several actions and to
communicate with the terminal 21. For instance, with respect to a multimodal transport pass it man-
ages, for example, a subscription of MaaS monthly service and a purchase of one-day ticket, one-
week ticket, etc. With respect to a journey planning (or journey planner), it provides destination in-
put, route selection/ transport options, booking/travel arrangement and issues the ticket and issues
the ticket ID, generates itinerary for the passenger and issues the itinerary ID etc. On the journey of
a passenget/user, the passenger journey management function is configured to start the journey and,
for each section of the journey (iteration), to check the pass/ticket hold and record the embank-
ment, record the alight and add the journey log to the blockchain, and at the end of journey to ter-

minate it and to close the itinerary.

The blockchain management function 24a communicates with the passenger journey management
function 23b and the other block managements 25. Tt is configured to add, to validate/execute con-
sensus protocol and to read the blockchains. Moreover, as can also be taken from Fig. 4, the pass,
ticket and journey log information is communicated at least between the passenger journey manage-
ment function 23b and the block chain management function 24a and between the block chain man-

agement function 24a and the other blockchain managements 25.

In the following, an embodiment of a blockchain 30 including a passenger journey history is ex-

plained under reference of Fig. 5.

The blockchain 30, as also generally explained under reference of Fig. 1, has several blocks 30a, 30b,
30c, wherein in Fig. 5 a past block 30a (Block #N-1), a current block 30b (Block #N) and a succes-
sor or next/future block 30c (Block #N+1) are exemplary illustrated.

Each of the blocks 30a, 30b and 30c can include one or more passenger logs in a transaction within
a maximum given block size and within an associated data structure. In Fig. 5, the block 30a on the
left hand side (Block #N-1) handles two passenger logs 31a and 31b. The hash output from the N-1
block 30a is provided to the next N block 30b (curtent block). The block 30b (Block #IN) handles
the next journey logs 32a and 32b of passengers A and B, and, additionally, a journey log 32c of a
passenger’s C journey. If, for example, a passenger D issues a new journey log, but if simultaneously
the block size limit is exceed, the further journey log will be handled in the next block, i.e. in block
30c in the present example, which includes a further journey log 33a entry for passenger B, a further
journey log entry 3cb of passenger C and a further journey log 33c entry for passenger D, such that
the block 30c (Block N+1) handles the next journeys of passenger C and D and the remaining log of
passenger D. Then, the hash output (N+1) is provided to the next block IN+2) (not shown in Fig.
5).

Generally, a journey log in the blockchain 30 may include at least one of the following information:
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- Issuers: multimodal transport pass issuer, mobility service provider/ transport operatort, passenger

id (anonymized data).

- Ticket info: Type of ticket, Type of transport (railway, rideshare and so on), Seat reservation

(train/seat number), Price or ticket, Terms and conditions.

- Boarding record: The location of embankment, time/day of it, the location of alight, time/day of

it, Unused/used.
- Remarks: Special notes (e.g. cancelled, delayed).

In some embodiments, the blockchain for MaaS is assumed to use permissioned blockchains. In
permissioned blockchains, only permitted operators (forming a consortium) can add/read block and
limited participants are allowed to join the validation of transaction (i.e. consensus with trusted play-
ers). Hence, in some embodiments, for example, the mobility service providers are organized in a
consortium and only those having the according permission are allowed to access the permissioned
distributed ledger or blockchain, while malicious participants or dishonest ones cannot join the con-

sortium of blockchain.

In the following, an embodiment of a communication network 40 for providing a (permissioned)

blockchain for MaaS$ is explained under reference of Fig. 6.

In terms of resilience, the communication network 40 mitigates the risk of single point of failure
(SPOF), which is typically the weak point of systems, e.g. for conventional systems which are heavily

relying on the central of server could be SPOT in the system.

As can be taken from Fig. 6, the communication network 40 has multiple nodes (or entities) 41
(large circles), which are associated with different operators or mobility service providers, such as a
MaasS service provider, railway opetator, a car shating/ride sharing operator, a bike shating opera-

tion and a bus operator.

Moreover, there are multiple passengers 42 (small circles) which can communicate with the nodes 41
of the mobility service providers. The mobility service provider nodes 41 may form together a com-
munication network 40, which provides the permissioned blockchain for Maa$S (e.g. blockchain 30

of Fig. 5).

A passenger 42 subscribes, for example, the monthly MaaS service provided by mobility service pro-
vider or buy one-day/one-week pass for mult-modal transport services by communicating with its

terminal (e.g. terminal 21 of Fig. 4) with the associated mobility service provider.
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The mobility service provider 41 could be a new service provider, such as Maa$S operator (e.g. shared
ride), bike sharing service provider, travel agency in addition to conventional transport operators

such as car railway companies, tram operator, as mentioned.

The mobility service providers 41 connect to one another over the communication network, which
is a logical connection, wherein a direct connection among operators or mobility service providers is

not necessarily required, but it may require low latency and high throughput.

The entity or node 41 of a mobility service provider may have various functions, but there are two
main functions, as also discussed above for Fig. 4, namely a passenger management function and the
blockchain management function. The passenger management function supports booking of seat,
booking of shared ride/taxi/car rental/seat resetvation of train, monthly subscription or buying
one-day ticket and so on. Like a normal e-commerce site, it provides a user interface of website or

smart phone back-end processing.

On the other hand, the blockchain is hidden for the end-user in the present embodiment, but it is
accessed with and by multiple mobility service providers. Additionally, in the present embodiment, a
consortium (permissioned) blockchain is implemented among nodes 41, which validates the block-

chain ledger among the mobility service providers which are members of the consortium.

In some embodiments this above example is extended to international MaaS operation or MaaS op-
eration in different regions. The blockchain is then defined as a multi-tier structure. The first tier
blockchain is configured between countries or between regions and the second tier blockchain is
configured in the consortium of the region. For example, a representative provider in regional con-

sortium may join the first tier blockchains and handle the international services.

As mentioned, some embodiments pertain to the separation of personal information of a user in ser-

vice subscription/user profiles.

In some embodiments, as also illustrated in Fig. 7, as a first step, master (full) data 50 of a passenger
(user) the sensitive information is separated. Here, the full data 50 includes personal (sensitive) in-
formation (e.g. passenger, name, home address, telephone, number, gender, age, passport number,
credit card number, etc.) as well as non-sensitive data, such as journey data or statistics of the jour-
ney. As Fig. 7 illustrates, that the full data 50 is split into the non-sensitive data 50a and the sensitive

data 50b, such that the non-sensitive data 50a and the sensitive data are separated from each other.

For the subscription of a MaaS service, a passenger may be required to input the personal data like
as name, age, home addtess, telephone number, credit card number, passport number/travel docu-
ment, and so on. These are likely to be mixing the sensitive data and non-sensitive (hon-identifiable)

data.
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Therefore, in this embodiment, the sensitive information/data 50b is separated from the full data 50

and the sensitive data is handled with extra care and stored in a safe place.

For example, if a mobility service provider has the credit card information, it must comply in some
embodiments with industry secutity standatds such as Payment Card Industry Data Security Stand-
ard (PCI Standard). Hence, in such embodiments, the database and network are protected from an

external network with a firewall.

This means that in some embodiments also a database for sensitive information is detached from

blockchains nodes and its network (such as nodes 41 in Fig. 6 and the network 40).

In some embodiments, this separation of sensitive and non-sensitive information is performed with

an off-chain technique, as also illustrated in Fig. 8, which shows to blocks 55 and 55 of a blockchain.

In this embodiment, the relation between passengers’ personal data and blockchains is unbundled.
Thus, the sensitive data (50b Fig. 7) is not included in the blockchains (which is also referred to as
off-chain). The personal data (sensitive data) is stored inside a Maa$ provider (e.g. database, storage

or the like) and is not added to blockchains.

Fig. 8 illustrates an example of a ticket and journey record of a Maa$ service. The ticket may be is-
sued by a ticket or pass issuer (e.g. transport operator) or other Maa$ service provider. In the block-
chain, the passenger name or any personal data is not included, but only a (unique) ticket number is
included in the data structure of the blocks 55 and 56 of the block chain, together with other data,
such as who issued the ticket (Pass issuer #1, etc.), who is the Mobility service provider, the price of

the ticket number which is associated with a certain passenger and a journey log identifier.

For example, in this embodiment the blockchain is open for other members of the consortium, but
they can only see the ticket number and not the sensitive data of the passengers (users). There is no
clue who is the actual passenger in the blockchain. Only the ticket or pass issuer (or Maa$S service
provider) can identify the actual passenger name and identity, because he has the sensitive infor-

mation stored in its database separated from the blockchain and associated with the ticket number..

However, in general, in the transport industry or tourism industry it is known that a passenger name
recode (PNR) is requited in some instances (see also Wikipedia https://en.wikipedia.org/wiki/Pas-

senger_name_record).

Hence, the reservation system, e.g. provided by a mobility service provide, should keep the personal
data of the passenger, since, for example, if the name of an air ticket and that on the passport do not

match, boarding is typically not allowed.
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In embodiments, where the discussed off-chain technology is applied, the blockchain members re-
quest the required information from the MaaS provider who has the personal data of the passenger,

e.g. based on the ticket number or any other identified which is associated with the passenger.

However, in some embodiments, the off-chain technique cannot be applied, and, thus, in some em-
bodiments, personal data of passengers in the blockchain are subject to pseudonymization and/or

anonymization (see next section).

In the following, embodiments, pertaining to pseudonymization and anonymization of personal data

in blockchains are discussed.

As discussed, if the personal data like passenger name is required to be included in the block(s) of a

blockchain, the name (or any other personal data) should be protected.

In some embodiments, the personal data is replaced, and a typical way of pseudonymization is to
replace the sensitive part with characters or numbers, or zero padding, or even removing it. For ex-
ample, using an initial or other acronym instead of a full name or user ID number instead of full
name, etc. the personal data is removed in some embodiments. However, it may be possible to guess
ot detive the personal information and/or the user information may be traceable from other infor-

mation.
In the following, further embodiments are discussed for pseudonymization and anonymization.

In some embodiments, scrambling (masking) is implemented, which is also illustrated in Fig. 9,

where a method 60 of pseudonymization with scrambling is shown.

The input data 61 is split into two patts, namely in an unprotected part 62 including the pass issuer

information and a protected part 63 including personal data, namely the passenger 1D.

The data of protected part 62 are input as a stream to scrambling processing 64 (“+7). In the scram-
bling processing 64, the protected data 62 and a scrambling code 65 are applied to each other (math-
ematically Ex-OR calculation). As output data, pseudonymized passenger data 66 are generated,

which are combined with the unprotected part 62 as output 67.

Thereby, other members (e.g. mobility service providers) in the consortium cannot identity the ac-
tual user in the blockchain after the scrambling, but only, for example, the pass issuer (who knows
the scrambling code, or any other entity which knows the scrambling code) can de-scrambling and

unmask the passenger ID.

Generally, there exist various ways for generating a scrambling code and the present disclosure is not
limited to a specific implementation in that regard, but in some embodiments a linear-feedback shift

register (LESR) is used. In some embodiments, the scrambling code is also configurable and a



10

15

20

25

30

WO 2020/083822 PCT/EP2019/078536
17

scrambling code is selected among a large amount of candidate codes, such that this may be similar

to an encryption key.

In some embodiments, the scrambling technology allows a simple hardware/software algorithm and
scrambling is typically reversible (at least as long the scrambling code is available). The original

source of data can descrambile it, if necessary or needed.

However, reversibility may not be required in some embodiments. For example, if there is a mali-
cious member among the blockchain members, it is possible to identify the user ID and to get the

information, and, thus, in some embodiments non-reversible implementations are needed.

In the following, embodiments using encryption with a key are discussed. In principle, the scram-

bling and encryption are similar processes, but its purpose and design are different.

The main purpose of scrambling is data masking, and there is no key, but there is just a code num-
ber is set (i.e. initial value of shift register). If someone accidently sets the same code, it is easy to de-
scramble the data. Moreover, scrambling of data may be vulnerable for trying all possible combina-
tions, i.e. descrambling on the basis of a brute force attack may be possible. But, scrambling typically
only involves light processing load and is easy to handle, such that it is also implemented in some

embodiments, among trusted members, e.g. in a consortium of trusted members.

On the other hand, the main purpose of encryption is to provide data in secret. The algorithm of
encryption is commonly open for everybody and it may use, for example, public key for de-encryp-

tion (if PKI). This is especially useful for public/untrusted groups, as it is the case for the Internet.

However, encryption may involve heavy processing load of de-encryption, complex algorithms and

may also not be free available, but may be protected, e.g. subject to intellectual property.

As discussed above, GDPR requires an irreversible process for anonymized data. For example, if the

data is openly provided to third party, the personal data must be anonymized.

An embodiment of a method 70 for anonymizing data is illustrated in Fig. 10, wherein a hash func-

tion 71 is used for anonymization of data.

Generally, a hash function is any function that can be used to map input data to output data with a
specific algorithm. The size of input data can be latge and vatious, contratily the output of data

could be compact and may have a fixed size.

The input of the hash function 71 is personal data 72 (or any protection needed data) and a salt 73

of hash (or any initialization random values).

The output of the hash function are anonymized personal data 74 which are a unique value response

to input values, wherein this hash output 74 is irreversible.
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In some embodiments, the salt 73 is separately stored and protected.

In some embodiments, the salt key is changed, e.g. every time on application, such that this en-
hances the anonymization, since in this case, even if the input is the same user ID again, the output

is different, since a different salt is used.

Hence, in this embodiments, due to using hashing the anonymization of the data is non-reversible,
thereby also providing a intractability. This untraceable characteristic is suitable for perfect anony-

mization, in some embodiments, wherein it is impossible to access the original data after hash out-
put.

Hence, this method 70 is especially useful in some embodiments for permanently removing the per-

sonal data, when, for example, the data is provided to third party for statistics/big data analysis.

As mentioned, some embodiments pertain to the access control to the distributed ledger or block-

chain.

The general advantage of distributed ledger is that all the members may access the distributed data-
base. However, the personal information should be protected and should not share without re-
striction in some embodiments, and, thus, in some embodiments, depending on the purpose of data

use, the data access is restricted.

Generally, the access control depending on the purpose of data use, may involve the following

and/or may have the following characteristics (alone or in combination):

- Pass issuer or other mobility service provider who is in charge of service subscription: Such a pro-
vider has sensitive information of customer/passengers on service subsctiption/purchase, as also
discussed above. This sensitive information including the personal data is to be protected, wherein

pseudonymization is required for writing into blocks of a blockchain.

- Ticket issuet/ transpott operator: The ticket issuet/transport operator keeps the relevant infor-
mation in line with transport regulations. Depending on the type of transport (e.g. airways, railways,
bus, etc.) and the type of ticket (e.g. registered passenger only), the required information may be dit-
terent. The transport operator does not access unnecessary information. In this case, pseudonymiza-

tion is required for writing into blocks of a blockchain.

- Data analyzing by third party: The third party must not access the sensitive information. Hence,
the third party should not be able to identify the personal information and it should not access pseu-

donymization data. Therefore, in this case anonymization is required for before the data access.
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- Passenger: The passenger has the right of own information control and to delete the information,
but the passenger is not allowed to access other passenger’s information and the passenger may not

directly access the blockchain or distributed ledger.

- Emergency-public safety: The public safety authority may access the full information of passengers
in the event of emergency. The special encryption key is required to access the full information of

passengers.

As mentioned, in some embodiments, a permissioned blockchain is implemented, and in permis-
sioned blockchains, e.g. consortium, only a permissioned entity can access the distributed

ledget/blockchain.

In theory, the security level in consortium is higher than the public blockchains. However, in some

embodiments, the encryption with a separate key is also beneficial for access control.

An embodiment of a method 80 for access control to a blockchain using encryption will now be dis-

cussed under reference of Fig. 11.

Firstly, the sensitive data should be encrypted with a first key 81 (master key) which is only known
to the MaaS provider having a contract with a user which is associated with the user profile data.
This key should not be shared with other MaaS providers or any third parties except emergency
case. Thus, the data is not shared with others. Since this key is not distributed to external server/net-
work, the private key encryption is preferable in this embodiment. A user management function 82
has a user profile management function 82a and a passenger journey management function 82b,
such that the user profile data (sensitive data) und the passenger journey data (non-sensitive data) are

separated from each other and can also be handled differently and separately.

The user management function 82 communicates with a blockchain management function 83, which

in turn communicates with one or more blockchains 84.

In the present embodiment, a firewall 85 is provided between the user management function 82 and
the blockchain management function 83 for protecting the sensitive data, and the user management
tunction 82 and the blockchain management function 83 may be located on ditferent entities, e.g.

different servers or other computing devices.

As mentioned, the master key 81 is used for encrypting the sensitive data, such that the sensitive

data is protected through the firewall 85 and the encryption.

Secondly, the MaaS provider generates a second key 86 (service provider key). This second key 86
can be shared with other MaaS providers and can use it for blockchains, i.e. for the encryption of

data which is stored in blocks in the blockchains 84 by the blockchain management function 83.
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If the members which have access to the blockchains 84 are highly trusted and the number of mem-
bers are not so large or members do not frequently change (e.g. in a consortium), the private key en-

cryption is still preferable.

For example, the same key can be used for long period. Or even just scrambling with specific se-
quence generator without key is also possible in some embodiments in such cases, which may avoid

the key distribution.

If the members are not trusted or specific reason are present, such as that blockchains are stored

overseas, the public key encryption should be used.

The other mobility service providers also access the blockchains 84 over a blockchain management
function 87 which is separated from blockchain management functions 88 of third parties via a fire-

wall 89.

Moreovet, a third key 90 is provided, which is shared with third parties, such that the third parties

may have access to information of the blockchains which is secured with the third key 90.

The principle of data protection in blockchains is now discussed in more detail under reference of

Fig. 12.

Here, it is assumed that a Maa$S operator 95 has a contract with a passenger, as mentioned also

above, and, thus, the MaaS operator 95 has also the passenger’s sensitive information and data.

A transport provider/operator #1 issues a ticket 96 based on the Maa$ opetator contract with the

passenger, but the transport operator #1 does not have the passenger information details.

The MaaS operator has the details of passenger information, i.e. the sensitive information, and in-
serts it in the ticket issued by the transport operator #1, wherein it is encrypted with the public key
encryption of the specific transport operator, in this case transport operator #1. This information is

put into a block including the ticket 96 of a blockchain, as discussed above.

As can be taken from Fig. 12, in this embodiment, for each transport operator an own public key is

provided, and here it is assumed that the MaaS operator has all the public keys in advance.

The transpott provider/operator #1 can de-encrypt the protected data in the block received from
the blockchain with its own private key. The secret private key has not been shared with other

tfansport operators.

Hence, other transport operators or even third parties can access the block in this embodiment, but

cannot de-encrypt the protected data because their secret private key is different.
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In some embodiments, in principal, the data are open data. Thus, the third key (see Fig. 11) should

be shared with other third parties for data analysis (e.g. for getting statistics, big data analysis or the
like).

In the following, an embodiment pertaining to open data access for third parties is discussed under

reference of Fig. 13.

Here, generally, the transport operators have the third party public key 100 for open data. The third
party private key 100 is shared with multiple third parties who would like to use it for data analysis.
The transport operator #1 inserts the data in a block illustrated as block 101 with encryption of the
open data based on the third party key. One or more of the third parties can de-encrypt the open
data with the secret third key 100 for open data, but cannot de-encrypt the protected data, which is
encrypted, as discussed above, for example, with a private key only known to the mobility service

providers.

If more than one third party key is used, it is possible in some embodiments to provide multi-level
access control (depending on the level of data confidentiality) or access control of specific groups

(depending on the belonging group of third party).

In some embodiments, the protected data (i.e. the sensitive data) in the block can be anonymized.
For example, as also illustrated in Fig. 14, in some embodiments the anonymized data and the open

data are combined in the blockchain.

Here, the transport operator #1 (ticket issuer) generates anonymized data (e.g. passenger name),
with a salt and the hash method as discussed above under reference of Fig. 10, which are input into
a block 105 for a blockchain. The block 105 also has open data (e.g. destination) which is encrypted
with the third public key. Moreover, the ticket number and the ticket issuer #1 are stored in the

block, as also discussed above.

The third public/sectet key is shared with others and can be used for de-enctyption o the open data
in the block 105, whereas the anonymized data cannot be de-encrypted and can also not identitied,

as discussed above.

Some embodiments pertain to an application programming interface (API), such as API 110 illus-

trated in Fig. 15.

Fig. 15 basically corresponds to Fig. 11 and the same reference numbers also denote the same enti-
ties and functions. The only difference between the embodiment of Fig. 11 and that of Fig. 15 is
that in the embodiment of Fig. 15, a database 110 for big data is provided which also provides an

API which can be accessed by third patties for a big data analysis function 111.
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The transport statistics/data stored in the database 110 for big data could be useful for public and
commercial purposes. For example, governments may use it for city planning and the private com-
pany may decide the location of a new shop based on it. The big data in this embodiment is com-
monly accessible and the data is available with the open application interface (API) 110 for wider

third parties.

A mobility setvice provider or trusted data base provider on behalf of a mobility service provider
stores the data in the database 110 without sensitive information. The mobility service provide or
trusted data base provider provides the API 110, which access the database, for external third par-

ties. An external third party can access the database 110 without key (optionally with key).

The API 110 may include an identity check in order to prevent malicious access. For example, the

API may suppott authentication protocol like OAuth 2.0 (RFC 6749) (https://oauth.net/2/).

In some embodiments, sensitive data may be erased from the blockchains, and, in the following, em-

bodiments pertaining to erasing of sensitive data are discussed under reference of Figs. 16 and 17.

Generally, blockchains are implemented such that data cannot be erased, since blockchains are origi-

nally intended for permanent data store.

In a first embodiment, illustrated also in Fig. 17, a method 115 for erasing sensitive data from a

blockchain is keeps the sensitive or to erased data in the blockchain, but invalidates the key

However, even if the data is reserved in the blockchains, but if there is no key to de-encryption, it is
equivalent to erasing the data, although this is not an erasing in a strict sense, because the data is still

present, but it cannot be de-encrypted anymore.

In the present embodiment, it is assumed that there is a host of blockchains management 116 (typi-
cally, the MaaS provider who has the contract with passenger). One of the members request the
erase of data at 117, while another member has the blockchain and the key for the decryption of the

data.
Hence, the flow in method 115 is as follows.

At 117, as mentioned, one or more of the members of the consortium of mobility service providers

request to delete the personal data in the block (or any sensitive data) to host 116.

The host 116 sends/broadcasts at 118 the request for invalidation of the key to the other blockchain

members of the consortium.

At 119, the other blockchain members delete the key and send at 120 the acknowledgement to host
116.

At 121, the host sends the confirmation of data erase to the requester.
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There exist various ways for invalidating the key. In some embodiments, the key has timer or validity
time/date (or data itself has validity timer), and the key may be automatically deleted after the

time/date is expited or a de-encryption algorithm may reject the key after the time/date expired.

Another embodiment, of a method 125 for erasing sensitive data from a blockchain is illustrated in
Fig. 17, wherein the blockchain is erased after consensus of consortium members and wherein same

reference numbers denote the same entities and functions or method steps.

Advantageously, in a permission blockchain (consortium type) it is possible to freely manage the

blockchain within the members of the consortium.

As already discussed for the embodiment of Fig. 16, it is assumed that there is host 116 of block-

chains management (typically, the MaaS provider who has the contract with passenger).

One of the members of the consortium requests to erase the (sensitive) data, wherein another mem-

ber has the blockchain and the associated key for it.
Hence, the flow is as follows:

At 117, one (or more) member requests to delete the personal data in the block (or any sensitive

data) to the host 116.

At 118, the host 116 sends/broadcasts the request of block erase to the other blockchain members,
wherein the request may be to erase a specific part of a block, multiple blocks or all parts of the

blockchain (i.e. the whole blockchain).

The other blockchain members check whether it is acceptable or not. If it is acceptable, they send an
agree command at 126 to host 116. For example, if a revenue share calculation has not been finished

yet, the other members may send a reject or wait command.

At 127, it is checked whether there is consensus, based on the received commands at 126. If there is
consensus to delete the block, the host sends/broadcasts the tespective command 127a to delete the
block, otherwise the blockchain is not erased. Each member deletes the block according to the com-

mand at 127b.

At 128, the members send the acknowledgement of successtul block delete to the host 116 and at

129, the host sends the confirmation of data erase to the requester.

Generally, anonymization of data with a hash function is known, as discussed. A User ID or Pet-
sonal identifier may be transformed in anonymization data with anonymization engine. The anony-
mized data may be aggregated and stored in a central module. Anonymizing prevents the data miner
from identitying personal in the data. In some embodiments, as discussed herein, such an anony-

mization is applied to blockchains or distributed ledgers.
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Moreover, although it is generally known to store sensitive data in a blockchain or distributed ledger,
as discussed, above, the present disclosure in some embodiments provides the split the data into

sensitive part and non-sensitive part and not to store the sensitive part in the blockchains.

In the following, an embodiment of a general purpose computer 130 is described under reference of
Fig. 18. The computer 130 can be implemented such that it can basically function as any type of net-
work equipment, e.g. a base station or new radio base station, transmission and reception point, or
communication device, such as user equipment, (end) terminal device or the like as described herein.
The computer has components 131 to 141, which can form a circuitry, such as any one of the cir-

cuitries of the network equipments and communication devices, as described herein.

Embodiments which use software, firmware, programs ot the like for performing the methods as
described herein can be installed on computer 130, which is then configured to be suitable for the

concrete embodiment.

The computer 130 has a CPU 131 (Central Processing Unit), which can execute vatious types of
procedures and methods as described herein, for example, in accordance with programs stored in a
read-only memory (ROM) 132, stored in a storage 137 and loaded into a random access memory

RAM) 133, stored on a medium 140 which can be inserted in a respective drive 139, etc.

The CPU 131, the ROM 132 and the RAM 133 are connected with a bus 141, which in turn is con-
nected to an input/output interface 134. The number of CPUs, memorties and storages is only ex-
emplary, and the skilled person will appreciate that the computer 130 can be adapted and configured
accordingly for meeting specific requirements which arise, when it functions as a base station or as

user equipment (end terminal).

At the input/output interface 134, several components ate connected: an input 135, an output 136,
the storage 137, a communication interface 138 and the drive 139, into which a medium 140 (com-

pact disc, digital video disc, compact flash memoty, or the like) can be inserted.

The input 135 can be a pointer device (mouse, graphic table, or the like), a keyboard, a microphone,

a camera, a touchscreen, etc.

The output 136 can have a display (liquid crystal display, cathode ray tube display, light emittance
diode display, etc.), loudspeakers, etc.

The storage 137 can have a hard disk, a solid state drive and the like.

The communication interface 138 can be adapted to communicate, for example, via a local area net-
work (LAN), wireless local area network (WLAN), mobile telecommunications system (GSM,
UMTS, LTE, NR etc.), Bluetooth, infrared, etc.
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It should be noted that the description above only pertains to an example configuration of computer
130. Alternative configurations may be implemented with additional or other sensors, storage de-
vices, interfaces or the like. For example, the communication interface 138 may support other radio

access technologies than the mentioned UMTS, LTE and NR.

When the computer 130 functions as a base station, the communication interface 138 can further
have a respective air interface (providing e.g. E-UTRA protocols OFDMA (downlink) and SC-
FDMA (uplink)) and network interfaces (implementing for example protocols such as S1-AP, GTP-
U, S1-MME, X2-AP, or the like). Moreover, the computer 130 may have one or more antennas
and/or an antenna array. The present disclosure is not limited to any particularities of such proto-

cols.

An embodiment of an uset equipment UE 150 and an eNB 155 (or NR eNB/gNB) and a communi-
cations path 154 between the UE 150 and the eNB 155, which are used for implementing embodi-
ments of the present disclosure, is discussed under reference of Fig. 19. The UE 150 is an example
of a communication device and the eNB is an example of a base station (i.e. 2 network equipment),

without limiting the present disclosure in that regard.

The UE 150 has a transmitter 151, a receiver 152 and a controller 153, wherein, generally, the tech-
nical functionality of the transmitter 151, the receiver 152 and the controller 153 are known to the

skilled person, and, thus, a more detailed description of them is omitted.

The eNB 155 has a transmitter 156, a receiver 157 and a controller 158, wherein also here, generally,
the functionality of the transmitter 156, the receiver 157 and the controller 158 are known to the

skilled person, and, thus, a more detailed description of them is omitted.

The communication path 154 has an uplink path 154a, which is from the UE 150 to the eNB 155,
and a downlink path 154b, which is from the eNB 155 to the UE 150.

During operation, the controller 153 of the UE 150 controls the reception of downlink signals over
the downlink path 154b at the receiver 152 and the controller 153 controls the transmission of up-

link signals over the uplink path 154a via the transmitter 151.

Similarly, during operation, the controller 158 of the eNB 155 controls the transmission of downlink
signals over the downlink path 154b over the transmitter 156 and the controller 158 controls the re-

ception of uplink signals over the uplink path 154a at the receiver 157.

Further summarizing, as is apparent from the description, some embodiments pertain to a commu-
nication network node for providing data to a distributed ledger, wherein the node has circuitry con-
figured to provide a user data management patt for separating sensitive user data (c.g. passenger,

name, home address, telephone, number, gender, age, passport number, credit card number, etc.)
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and non-sensitive user data (such as journey data or statistics of the journey or the like), and provide
the non-sensitive user data to the distributed ledger. The communication network node may be a
network equipment, such as a base station, eNodeB or the like, but the node may also be configured
as a communication device, such as a user equipment, an (end) terminal device or the like (e.g. mo-
bile phone, smartphone, computer, laptop, notebook, etc.) which has circuitry which is configured

accordingly.

In some embodiments, the circuitry is further configured to store the sensitive user data in a data-
base of the node, hence the node may include the database or it may be connected or associated

with the database.

In some embodiments, the distributed ledger includes (or is) a blockchain, wherein the blockchain

may include multiple blocks, the blocks including the non-sensitive user data.

Hence, in some embodiments, the sensitive user data is only stored in a database of the node, while

the distributed ledger or blockchain only includes the non-sensitive data.
In some embodiments, the distributed ledger includes data for mobility as a service.

In some embodiments, the access to the distributed ledger is granted based on a permission right,
wherein the node may be part of a consortium. The consortium may be provided by the mobility
service provides, wherein, for example, each node may correspond to or may be associated with one

mobility service provider.

Some embodiments pertain to a communication network having multiple nodes for providing a dis-
tributed ledger, wherein at least one node has circuitry configured to provide a user data manage-
ment part for separating sensitive user data and non-sensitive user data, and provide the non-

sensitive user data to the distributed ledger.

The communication network may be configured as a telecommunication network, wherein the tele-
communication network may be configured as a mobile telecommunication network. The nodes of

the communication network may be such configured that they provide the distributed ledger.

In some embodiments, as discussed, the circuitry is further configured to store the sensitive user

data in a database of the node.

As discussed, the distributed ledger may include a blockchain, wherein the blockchain may include
multiple blocks, the block including the non-sensitive user data, and wherein the distributed ledger
may include data for mobility as a service. Hence, in some embodiments, the communication net-

work and its nodes are configured to provide MaaS.
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In some embodiments, access to the distributed ledger is granted based on a permission right,

wherein the nodes may be part of a consortium (e.g. a MaaS consortium).

In some embodiments, personal user data (e.g. name or other data which might uniquely identify a
user) in the distributed ledger are pseudonymized or anonymized. The personal user data may be in-
put into the distributed ledger, since, as discussed above, for example for air tickets the passenger

name is to known for boarding.

In some embodiments, the personal user data are pseudonymized by scrambling the sensitive user

data, and wherein the personal user data may be anonymized based on applying a hash algorithm.

In some embodiments, an access control for the non-sensitive data is provided, wherein the access
control may be performed on the basis of a key, the key being used for encryption of the non-sensi-

tive data.

In some embodiments, the access control provides different keys for different parties, such that dif-
ferent parties may get different level of access. Different parties may be, for example, the node hav-
ing the sensitive data, other nodes which have access to the distributed ledger (may be, for example,
part of the consortium) and third parties which neither have the sensitive data nor access to the dis-
tributed ledger or which are not part of the consortium, do not provider Maa$ or just need data for

data analysis.

In some embodiments, the access control gives access to the non-sensitive data over an application

programming interface.

In some embodiments,(the) personal user data or the non-sensitive user data can be erased in re-
sponse to a request from at least one node, wherein the data may be erased by invalidation of a key
or by erasing data from the distributed ledger (including erasing all data). As mentioned, the distrib-
uted ledger may include a blockchain and at least one block may be erased (including the personal

data to be erased).

Some embodiments pertain to a method for controlling a communication network having multiple
nodes for providing a distributed ledger (as discussed herein), the method includes providing a user
data management part for separating sensitive user data and non-sensitive user data, and providing
the non-sensitive user data to the distributed ledger, as discussed in detail above. All steps discussed
herein to be performed, e.g. by the communication network and/or by the communication network

node may be part of the method.

The methods as described herein are also implemented in some embodiments as a computer pro-
gram causing a computer and/or a processor and/or circuitry to perform the method, when being

cartied out on the computer and/or processor and/ ot circuitry. In some embodiments, also a non-
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transitory computer-readable recording medium is provided that stores therein a computer program
product, which, when executed by a processor, such as the processor described above, causes the

methods described herein to be performed.

It should be recognized that the embodiments describe methods with an exemplary ordering of
method steps. The specific ordering of method steps is however given for illustrative purposes only

and should not be construed as binding.

All units and entities described in this specification and claimed in the appended claims can, if not
stated otherwise, be implemented as integrated circuit logic, for example on a chip, and functionality

provided by such units and entities can, if not stated otherwise, be implemented by software.

In so far as the embodiments of the disclosure described above are implemented, at least in part, us-
ing software-controlled data processing apparatus, it will be appreciated that a computer program
providing such software control and a transmission, storage or other medium by which such a com-

puter program is provided are envisaged as aspects of the present disclosure.
Note that the present technology can also be configured as described below.

M A communication network node for providing data to a distributed ledger, wherein the node
comptises circuitry configured to:

provide a user data management part for separating sensitive user data and non-sensitive
user data, and

provide the non-sensitive user data to the distributed ledger.

@) The communication network node of (1), wherein the circuitry is further configured to store

the sensitive user data in a database of the node.

(3) The communication network node of (1) or (2), wherein the distributed ledger includes a
blockchain.
“ The communication network node of (3), wherein the blockchain includes multiple blocks,

the blocks including the non-sensitive user data.

5) The communication network node of anyone of (1) to (4), wherein the distributed ledger in-

cludes data for mobility as a service.

(6) The communication netwotk node of anyone of (1) to (5), wherein access to the distributed

ledger is granted based on a permission right.
0 The communication network node of (6), wherein the node is part of a consortium.

®) A communication network comprising multiple nodes for providing a distributed ledger,

wherein at least one node comprises circuitry configured to:
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provide a user data management part for separating sensitive user data and non-sensitive
user data, and

provide the non-sensitive user data to the distributed ledger.

©) The communication network of (8), wherein the circuitry is further configured to store the

sensitive user data in a database of the node.

(10)  The communication network of (8) or (9), wherein the distributed ledger includes a block-

chain.

(11)  The communication netwotk of (10), wherein the blockchain includes multiple blocks, the

block including the non-sensitive user data.

(12)  The communication network of anyone of (8) to (11), wherein the distributed ledger includes

data for mobility as a service.

(13)  The communication network of anyone of (8) to (12), wherein access to the distributed

ledger is granted based on a permission right.
(14)  The communication network of (13), wherein the nodes are part of a consortium.

(15)  The communication network of anyone of (8) to (14), wherein personal user data in the dis-

tributed ledger are pseudonymized or anonymized.

(16)  The communication network of (15), wherein the personal user data are pseudonymized by

scrambling the sensitive user data.

(17)  The communication network of (15), wherein the personal user data are anonymized based

on applying a hash algorithm.

(18)  The communication network of anyone of (8) to (17), wherein an access control for the non-

sensitive data is provided.

(19)  The communication network of (18), wherein the access control is performed on the basis of

a key, the key being used for encryption of the non-sensitive data.

(20)  The communication network of (19), wherein the access control provides different keys for

different parties.

(21)  The communication network of anyone of (18) to (20), wherein the access control gives ac-

cess to the non-sensitive data over an application programming interface.

(22)  The communication network of anyone of (8) to (21), wherein personal user data or the

non-sensitive user data can be erased in response to a request from at least one node.

(23)  The communication network of (22), wherein data is erased by invalidation of a key.
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(24)  The communication network of (22), wherein the data is erased by erasing data from the dis-

tributed ledger.

(25)  The communication network of (24), wherein the distributed ledger includes a blockchain

and wherein at least one block is erased.

(26) A method for controlling a communication network comprising multiple nodes for provid-
ing a distributed ledger, the comprising:

providing a user data management part for separating sensitive user data and non-sensitive
user data, and

providing the non-sensitive user data to the distributed ledger.

(27)  The method of (26), further comprising storing the sensitive user data in a database of a

node.
(28)  The method of (26) or (27), wherein the distributed ledger includes a blockchain.

(29)  The method of (28), wherein the blockchain includes multiple blocks, the block including the

non-sensitive user data.

(30)  The method of anyone of (26) to (29), wherein the distributed ledger includes data for mo-

bility as a service.

(31)  The method of anyone of (26) to (30), whetein access to the distributed ledger is granted

based on a permission right.
(32)  The method of (31), wherein the nodes are part of a consortium.

(33)  The method of anyone of (26) to (32), wherein personal user data in the distributed ledger

are pseudonymized or anonymized.

(34)  The method of (33), wherein the personal user data are pseudonymized by scrambling the

sensitive user data.

(35)  The method of (33), wherein the personal user data are anonymized based on applying a
hash algorithm.

(36)  The method of anyone of (26) to (35), wherein an access control for the non-sensitive data is

provided.

(37)  The method of (36), wherein the access control is performed on the basis of a key, the key

being used for encryption of the non-sensitive data.

(38)  The method of (37), wherein the access control provides different keys for different parties.
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(39)  The method of anyone of (36) to (38), wherein the access control gives access to the non-

sensitive data over an application programming interface.

(40)  The method of anyone of (26) to (39), wherein personal user data or the non-sensitive user

data can be erased in response to a request from at least one node.
(41)  The method of (40), wherein data is erased by invalidation of a key.
(42)  The method of (40), wherein the data is erased by erasing data from the distributed ledger.

(43)  The method of (42), wherein the distributed ledger includes a blockchain and wherein at

least one block is erased.
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CLAIMS

1. A communication network node for providing data to a distributed ledger, wherein the node
comptises circuitry configured to:

provide a user data management patt for separating sensitive user data and non-sensitive
user data, and

provide the non-sensitive user data to the distributed ledger.

2. The communication network node of claim 1, wherein the circuitry is further configured to

store the sensitive user data in a database of the node.

3. The communication network node of claim 1, wherein the distributed ledger includes a
blockchain.
4. The communication network node of claim 3, wherein the blockchain includes multiple

blocks, the blocks including the non-sensitive user data.

5. The communication network node of claim 1, wherein the distributed ledger includes data

for mobility as a setvice.

6. The communication network node of claim 1, wherein access to the distributed ledger is

granted based on a permission right.
7. The communication network node of claim 6, wherein the node is part of a consortium.

8. A communication network comprising multiple nodes for providing a distributed ledger,
wherein at least one node comprises circuitry configured to:

provide a user data management part for separating sensitive user data and non-sensitive
user data, and

provide the non-sensitive user data to the distributed ledger.

9. The communication network of claim 8, wherein the circuitry is further configured to store

the sensitive user data in a database of the node.

10. The communication network of claim 8, wherein the distributed ledger includes a block-
chain.
11. The communication netwotk of claim 10, wherein the blockchain includes multiple blocks,

the block including the non-sensitive user data.

12. The communication network of claim 8, wherein the distributed ledger includes data for mo-

bility as a setvice.



10

15

20

25

30

WO 2020/083822 PCT/EP2019/078536

33
13. The communication network of claim 8, wherein access to the distributed ledger is granted
based on a permission right.
14. The communication network of claim 13, wherein the nodes are part of a consortium.
15.  The communication network of claim 8, wherein personal user data in the distributed ledger
are pseudonymized or anonymized.
16.  The communication network of claim 15, wherein the personal user data are pseudonymized
by scrambling the sensitive user data.
17. The communication network of claim 15, wherein the personal user data are anonymized
based on applying a hash algorithm.
18. The communication netwotk of claim 8, wherein an access control for the non-sensitive data
is provided.
19.  The communication network of claim 18, wherein the access control is performed on the ba-

sis of a key, the key being used for encryption of the non-sensitive data.

20.  The communication network of claim 19, wherein the access control provides different keys

for different parties.

21. The communication network of claim 18, wherein the access control gives access to the non-

sensitive data over an application programming interface.

22. The communication network of claim 8, wherein personal user data or the non-sensitive user

data can be erased in response to a request from at least one node.

23. The communication network of claim 22, whetein data is erased by invalidation of a key.

24, The communication network of claim 22, wherein the data is erased by erasing data from the
distributed ledger.

25. The communication network of claim 24, wherein the distributed ledger includes a block-

chain and wherein at least one block is erased.

26. A method for controlling a communication network comprising multiple nodes for provid-
ing a distributed ledger, the comprising:

providing a user data management part for separating sensitive user data and non-sensitive
user data, and

providing the non-sensitive user data to the distributed ledger.

27.  The method of claim 26, further comprising storing the sensitive user data in a database of a

node.
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28. The method of claim 26, wherein the distributed ledger includes a blockchain.

29.  The method of claim 28, wherein the blockchain includes multiple blocks, the block includ-

ing the non-sensitive user data.

30. The method of claim 26, wherein the distributed ledger includes data for mobility as a ser-

vice.

31.  The method of claim 26, wherein access to the distributed ledger is granted based on a per-

mission right.
32.  The method of claim 31, wherein the nodes are part of a consortium.

33. The method of claim 26, wherein personal user data in the distributed ledger are pseudony-

mized or anonymized.

34, The method of claim 33, wherein the personal user data are pseudonymized by scrambling

the sensitive user data.

35.  The method of claim 33, wherein the personal user data are anonymized based on applying a

hash algorithm.
36. The method of claim 26, wherein an access control for the non-sensitive data is provided.

37. The method of claim 36, wherein the access control is performed on the basis of a key, the

key being used for enctyption of the non-sensitive data.

38. The method of claim 37, wherein the access control provides different keys for different pat-
ties.
39.  The method of claim 36, wherein the access control gives access to the non-sensitive data

over an application programming interface.

40. The method of claim 26, wherein personal user data or the non-sensitive user data can be

erased in response to a request from at least one node.
41.  The method of claim 40, wherein data is erased by invalidation of a key.

42, The method of claim 40, wherein the data is erased by erasing data from the distributed

ledger.

43, The method of claim 42, wherein the distributed ledger includes a blockchain and wherein at

least one block is erased.



