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systems allow a user to insert their SIM card into any mobile device. Malicious individuals
have recognized that a stolen mobile device may be used with a different, legally obtained
SIM card. A typical scenario is where an inexpensive mobile device is purchased to obtain
a legitimate SIM card. The SIM card is then removed from the legitimate device and
inserted into a stolen device. The stolen device is typically much more elaborate and
expensive than the legitimate device. Since the network will identify the device using the
legitimate SIM, rather than the IMEI of the stolen device, the user may be able to operate
the stolen mobile device with impunity.

[005] Various techniques have been devised to detect stolen devices based upon

the IMEL In general, these techniques employ some scheme to detect the IMEI of devices
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[008] FIG. 1 illustrates an exemplary mobile communication system.

[009] FIG. 2 illustrates a mobile station location process.

[0010] FIG. 3 illustrates operations for locating a mobile station.

[0011] FIG. 4 illustrates operations for identifying and locating a mobile station.
[0012] FIG. 5 illustrates operations for identifying and locating a mobile station.

[0013] FIG. 6 illustrates operations for identifying and locating a mobile station.

DETAILED DESCRIPTION
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[0018] The BSC 30 manages telecommunication functions associated with the BTS
35. The BSC may provide power control, call resource allocation, and mobility
management functionality including, when necessary, the orchestration of handoffs between
the BTSs 35. The MSC 25 coordinates all communication channels and processes, and
provides access for the MS to networks, such as the public network 15.

[0019] The public network 15 may be a public switch telephone network (PSTN),
integrated services digital network (ISDN), public land mobile network (PLMN), circuit
switched public data network (CSPDN), packet switched public data network (PSPDN),



switched public data network (CSPDN), packet sw tched
public data network (PSPDN), and the |ike. The
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e%ﬁi(%%enati ?e tifier (IMEI). In general, an EIR

cHMEAIE EAree g mary” groups of IMEI data. One is the

" Whi t 023 TheBIRCHs {Rbldesl8 BatabBRe WHIGEcAhaiN@infétmation regarding the
validity and status of mobile stations using a unique identifier, which is often referred to as
an international mobile equipment identifier (IMEI). In general, an EIR contains three
primary groups of IMEI data. One is the “white list” which includes the range of valid
mobile stations that are approved for operation within the network. Another is the “black
list” which includes the list of IMEI numbers which have been reported stolen, lost,

defective, malfunctioning, or otherwise deemed forbidden to operate within the network.
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difference of arrival (OTDOA), global positioning system (GPS), assisted GPS (AGPS),
geographical proximity detection (for example, RFID), cell sector, mixed cell sector,

ranging via signal strength, various hybrids and combinations of such methods, and the like.

[0028] The gateway mobile location center (GMLC) 75 provides an interface to

external clients, and provides these clients with the position location of particular mobile



geographical proximty detection (for exanple, RFID),

cell sector, mxed cell sector, ranging via signal
weko@ngeh2 various hybrids and conbi nati ons of Pewais2005/021052
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[0031] Although embodiments are described and illustrated in the context of a GSM
network standard, the techniques described herein for locating particular mobile stations
may be implemented in accordance with other standards and networks. For example, the
system 10 may alternatively implement a code division multiple access (CDMA) system.
Such a CDMA system may be designed to implement one or more standards including, for

example, cdma2000, IS-856, W-CDMA, Universal Mobile Telecommunications System



[0031] Although enbodi nents are described and

illustrated in the context of a GSM networ k standard,
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Aapromarermagi R Sp e S P rg teufilmgpile (U for

the sﬁ@fﬂéomn%l&%hfcts@gallrﬂnﬂeﬁEsm dr M%qﬁ%ﬂ@ﬁ I®&tity (MEID)

conponents that provide the sane or simlar
flondteiVHEIS0y. For exanpl e, aCDVA system may substltute

. pozl @bgﬁl fl%eqdyg{e%g%pg%n n }?It&% ngggE%quéll a%(ﬁh)cate certain
oﬁi{!ee &5{1%%?1?&%&5%% I\E&n Qgﬁﬂ%cu‘?a[r Mk be tlﬁ,qi’HoBH@ Rtation. For

entity or t 0032] The system
ok&mwemad:elomlyFbﬁ)o&mgs dﬁdqeu_ﬁeedltlbn wild ba tlesfcylbahmth osspta to a stolen

gg;{)l?egq?qtg}%bféklggétg %&@oﬂ]@éof E? al%lfl 1st I—_%rqthﬁ{ 45 database. Itis

gtgrb\éqﬂlg&gﬁ)%d tYnang TaRd e ons Q{Ade %1 ﬂn@ﬂtﬁmﬂsoa?e ¥hdslbldfhd within

escr i respect to a sto l'e station
héae teaghiags ofivlid predeat disdofuweindls archithe systdnadioWru i8 F1G.dfmay be used to

Tt Lt e s s s
V\fogtE étglteh h(feféc‘a@g e E& V\ﬁt Eer@ %éjéqggn%%wd@nufﬁ? associated with

e syste€m sho to |l ocate
nibbitdrgeted aioble statidrat have a part| cuI ar status (for
exanple, black listed, gr %%WI sted, |ost, stolen

def ect ﬁO()éS] Hsd 2§b0\6$']9n eXgE @p.ﬁ{l%@c%@or{ Hecesy alpcbwghlfe described
I 4 e n}lrllechg? 818@3]? %@E\% t3h As 13&19%5? 3 oK 3B, the I1:]>031t10n location

ows "an exenpl ary posifio

Lﬁ‘éaésb ahybeegi€sed i %%xkémﬁi@ﬂédmht mgbnldmg(}qrmﬁﬁmllmtlon request
with the flowhart of FIG 3. As indicated in bloc
2, tOtthﬁeGb@éE 75-of spa@éttwwnéftb% b6S cigyt wid hrlﬁthb%MEI piythe stolen

l. i
DR E50 e B Pl B S Lt RO Rl Bliin
L@@EFMI a@letnbbildeiaivntvid biyldescgibed lremsiederil nhl&ré}@mﬁmd with FIG. 4.
will include this information in the request. Varj

nin wudayentome@mlapmqugmrﬁéqwt is é@ceaveébbﬂ@@\%sﬂﬁ ewhlch Forwards the

AR R b E TR B0 Suent * the posi ti on

| ocat | mO34EWURA thd MIECSir¥&@iveR)thd b@m@ﬂ-@clﬁon yﬂquesh 202, the MSC
forwards the request to the serving MSC 25

2@5)15 a fegoax forvbeting ihforBID RS th@&&@sanﬁﬁ@% %@ (hlwkrﬂw) The HLR
IR ot TR YR
Zfbgilng H8tdsBn is available. As indicated in optional decision block 215, if the MS 40
is not currently located within the network served by the MSC 25, then the position location
request may be terminated and the LCS client notified of the result (block 220). On the
other hand, if the MS 40 is currently located within the network, the MSC 25 sends the
position location request 202 to the SMLC 65 via the serving BSC 30 (block 225).
[0035] In block 230, the SMLC 65 initiates an appropriate position location

procedure for identifying the location of the stolen MS 40. This position location procedure



50 may check its records to confirmthat the M5 40 is

registered in the HLR 50, and that routing information
woomwadiiabl e. As indicated in optional decisieaThiSemg/021052

215, if theMs 40 is not currently located within the
-network served by theMsC 25, then the posi tion

R B B P RS AR R ko s
i40. t e Medficd 8f B hRMaY kO r%@%é"'ﬂ&t@hﬂm&@fbyrtﬁ& Eion location
the MSC 25 sends the p03|t|on ocation request 202 to

timece8MeQitBiBed.i As ndied gwve) asgeBECPeUti¢blootion2®ahad if 8@g3Guired, and
In bl ock 230, .the SM.C 65 initiates an, approprjate

SHREH T R Bt eh At g Lo PO Tk S sed (For example,
I'pLathan AdAL bATS I PhOANVEG D, OHDOROEPS! 8t IACHE, | Rfbng others as
proceduretypicall’y results in a position Iocatlon
nhxm&@dpaxnhamge bet ween the SM.C 65 and theNB 40 The

speci ssa exchange. are d ter b

the pdbf36idn oSk 2R TRe et trdo g T PR RS G He SMLCGS,
3RO¥RI@ nﬁg%glt 1}1 & ffﬁgﬂg sith PSR A JTRAD chlehsMﬁ Qb, which is either
required, nost any conventional position

| ovtied by disd dSTON 'estgndtext byl itlopu SMIE, Béheusdah b position location may
exanpl e, TA, TOA = AGA TDOA, EOTD, OTDOA, S

AAentAGBIs eeBtRBical eTionad Ty Selge MG W&E@vi BGEPS) of amywhere from a
[ d

P acRtn 8 A APHdR vk B LMook M b (ocdure wilised, he
dkitivalloqadsh tate 204 oaghisoincRié tiof vel dvitysf ﬂieetolehﬁ\/[&O Once calculated,
which i.s either provided by the M5 or estimated b

She bocatipredata PR4iMay &a CB’E%‘FW%‘F?di tg il ieaesHag Cgfariich ygehfcs client
t"ﬁﬁvﬁ%’@ﬁ%ﬁ %bcﬁb 25 d tH8G le(t,‘ 5? usth % Lt%ﬁa%@or}ﬂr%ﬁiﬁy irnéeéfaces and

acéuracy ahywher roma fewyards to a

yeidithling Repesldiieg (bigke4ohe | ocation procedure utlllzed
the position location data 204 may al so include t
vel oci 093 Therralaaigdppsion legntion a’rac?@rlal@aé/oﬁlteﬂﬁgvely or additionally

4 ol
[N A e ——
e pdfior PocattshtiadNE0GNhH Sotediing seitbielddrabags such as one or more of

proprietary interfaces and signaling technol ogies
(the B8k 4248R 5p0VBRSSTeresomg odhfr deiehasso &fi the Besitiglaeation data 204 of

C%%%J ?en[i\/l alstE)reer %?{he y450{hlsa<ﬁj££ }na 'BQ Iaés c113€ed w1th téle IMEI of the

ni ca her ~“devi ¢es or

aiéleh MISAO, [}ﬁis @t&h’cﬁh g a b@veRafliSng (Smﬁtaﬂi@ﬁjcialtdﬂm/lth the stolen MS 40.
| ocation data 204 may be stored in a suitabl e database

s Stningghe pesitden Imateorbdata m@mgtsnat@s retfig\Rl 96 this/nfomymatiop by external

t her t abase, it
SRS O R AR ooy A8l R AN, AR ocaion
nyudde BIsS agical Wil MW ddiciith ih Midre @étail el cBiBMS/itHOFIGS. 5 and 6.
thus providing a conveni ent palrlﬁg of data associ at ed

with t[|093&]t1&¢fenm gk tStbimlﬁ@O@ toé Ios |3t it extemat L6:% client 70 is
RS e S B o Rl IBRB i sa
SIRAEL. g dof9h, thB RICSUl el Wl tk/filcﬁﬂbziﬁqbir@ﬁnd\ﬂ@déeqﬁaﬁé B1Bck listing of the
mobile station. In accordance with various embodiments of the invention, this knowledge
may come from any number of possible sources, as will now be described.
[0039] FIG. 4 depicts various techniques for detecting the presence of mobile
devices having an IMEI of a particular status (for example, black listed or grey listed), and
how such information may be used in locating the targeted mobile system. First of all,

block 300 includes several different techniques for obtaining the IMEI of mobile systems



request. This aspect will be described in nore detail

in conjunction with FIGS. 5 and 6. [0038] Referring
woagade/ne7ibl ock 200 of FIG 3, the external LCSPCriusmios/021052

70 is described as issuing a position |ocation request

for a nobile station having a‘black listed I MEl. To do

so, the LCS client will typicall cquire. know edge qof. ... .
i a5F BT BIR ArooRety A b T b Br R es et gl dntifation
WhioB ¥6%)! BESi STRASATRRYB108K 3 10)epdgimea®idcRB15)t dtidsletection of an IMEI
kKnowl edge may cone from any nur%er of possible
saupaesentdblosk B2Onow be described. [0039] FIG 4

of P ronp 4T g F st Ra Dok et Biprcanct) Bt igR groce i€ where the
isgggc%%elﬁjtﬁ{]zfﬁﬁg 'T({i’é 1)) ttﬁgal%%rlrj:&ﬁx%dq Q1. Ne®Y¥mk b§ﬁ1@§ﬂﬁng’ﬂiﬁ call, the

W suc ormat 1 on y be used in locating the
tsastg@tred qoeby the TSI tof the MBS MOtbyaih cevet-thebdiogdmiB@gl. This IMEI query
i ncl udes_ several different techniques far obtainjn
0 YRR P Fotng ME Grist Pn A S BB H W DL has been

. . , ' |

LR g5 8 D BeLSERLHE R AL oty on e lck
3160 Jor opagiisgidemfixclas Bdink a tapetediet fodtiddem IMEIplo¢tVE25). As indicated
tanper. event (bl ock _320). [0040]. | n accordanc i .
7 @bwsign Block 304, 68 M ERidel i 1A 4BR Do OLLa thg Hh Blagk st then
t r i ' i
SRE QR BEELAGR bR eSS, ALy PR R0 s found
qprethe bhek! M) tioh thie dVEntdthayytramgeiovwemoblie-sation position location

command. This I MEl query will typically originate at
tdeterBRLB Prosgss, ahingicateliBblokA0r od. Once the | VEI

has b ' Lt i e .c LE N
e OOl b TRt A1 bl BDRHA ccminion
| irGdess @ayoddngd Wes@MINR 5] foratampldyed Rendathieanxgehadclient LCS 70 a

f'or bi dden | MEI (bl ock 325). As indicated |n_decisjon .
bictifikatdaoof this eyané Amical sotiieaten mayindudsthe MEL ¢fghipgiolon mobile

L GBI B 6 U RIRES S e om

491 R S00euier @itatabe Bloaek4s indicatet thantht Mucatiey protessmyay then proceed
trigger a nobile station position |ocation

cestendingria thedipwrher dspicted an Fiai3e Arsquedgushy drskritpalgthe FIG. 3 process
0041] Jn. i th som i
00y BSERFATRSE AL dDpBITEPRH IR B 0. T catuted

GL e oh f tHeddtolex MPL@is doshemehtéd e, exd sibsauently £oéivedy, the LCS
70 a notification of this event. A typical

radient T&@loakB5hy i ncl ude the I MEI of the stolen nobile

stati ui t si bl rtipen [ ..
i nfor @P?@ﬁ?ﬁwgi‘a@eﬁgoa of 32@&%“9%‘8 {eecﬁlﬁg%é:%l 2’3@5&&6 ihy IMEI of
GhoBid kAR tRR aRSpreBnPRthiddRe hdtdbaadiBiet AaénvieiBonal process known
| ocati on process may then proceed accordi mt o the

f dsdowatian tegiktration eRedisiraioGmay ocgus vheasveoths IS #Risestivated or enters a
the FIG 3 : ilh.the.id i fi ' f.

e o o EABBERES DA LA AT AFHARR v s
Cab GuERngad lheGaRkh e MiS Ubeardt RISEN 285 MGohfe instances, the exchanged

communi cated to, and subsequently received by, the LCS
messages include the SIM of the MS 40. The SIM may then be mapped to its associated

¢

IMEI using data obtained from, for example, the HLR, VLR, EIR or some other database.
Once the IMEI has been obtained, it may be validated using the process previously
described in blocks 325 and 330. As before, the existence of the IMEI on the black list may
be used to trigger a position location determination process, as previously described in

blocks 340 through 350.



client 70 (bl ock 350). [0042] Referring back to bl ock

310, another technique for obtaining the | MEl of

woubicloesayst ens that are present w thin the neP@D§2005/021052
utilizes a conventi onal procesa known as | ocation

- registration. Registration na§ occur whenever the M

I.S ivated or .enters. a | ocation, served .a .

oy 2 oo @ 80 B0u R il R PgRLDS B ER Rl drgdesinea vt
VRfokA o ES SROEHNSE it i RaEEd DAt YR fbepdiodtQllnaetry the IMEI
MSC 25. In sone instances, the exchanged nmessages o
ioficbmd @r eHef Siavnobild $tatidvs ciGentThioc@BVior pthgrwise apdsating within the

TR 8T oy T ARG s e
924AR38Riate@PORE rd bYEL (1BRSkaRBRY oRRE AW &8 evdry dARY¥vdREhour, and so

val’i dated using the process previously described in

inpcikd nB%Be adiis®8 o mAst apaftaéar nedre Sewilst @ratlzeremboflignents, a black
I VEI. on the bl ack |ist be used to trigger .a

SV redatiatn Betion PR RERIGHORPEEESss SO iRblogli3) trough
dgpcribed in blocks 340 through 350. Bl ock 315 depicts

yet anot her techni que which nay be used to obtain the

desi r 460y etianbthermaichoique for eegioimgahe dMMiltutilizes data generated in

eeoal e e SySten L Feriodicel U vy the 1L
l_m@ R gla? e %[)Hﬁéﬁr{%%? gvéﬂ’ipcﬁé el 90 Wutif % l?narntlﬁqcﬂﬁfn‘é?&lgi ils germanently

IS query nay e active as we as 1 dl e nobi
statd ke MBhiBoweehmaiceousindi idualnhaveateeted schamee frcbanging the
basis_ (for exa

i e oIV S g b i et B Sl catly, physially.
R#ih g#t%enﬁgé}' e)éhj.??l_lé dhe 5191?52215%{ ‘%ﬁ t LiRRLSodiBed bR Clectrically

ITste initiate a erm nat1 on
Roaeptsg thesnaabrydotation dfl the kobd2 station ahglrodtths thOMMBY. Another

Yet anot her techni que for obtaining the | NEl 1 i zesi .
deshaigyeneioghygically %@ﬁdh%@eﬂ@%cmgf%v@wg&%@ g rejplace it with
t | . Wi t.hi . ' : i
N A S
iR safiivdfd in @, prédeduteefeatdwnarioning t Cloathginwhiie tMIMEI of a legal

However, malicious _individuals have devised schenes. ,
fdsivice haerpiascort Koned hiakaw devigreyhigh énttolepallegalggr otherwise forbidden
t i n ' . el i . . :
AR R A5G SFEE REAEE L et ot spion may b

herehraaesksofo vdbdviogd by el ectrically corrupting the
menory | ocation of the nobile station that contains
t he | NB9P44] AFenirremveacillifitranpuherizegishanging phandHgibe MS 40 may

R TR RS L 08 bR PR ARt o e et
aRQICRA thedEH DO 81 rioGify 1Be ERPETABY afiddig FPdgklo thsiseging MSC 25, for
software in a procedure referred to as cloning.

@ixemipleg This paemay insdudezmpessrceaontemins he origiaal Ig’ﬂielc@éiwéﬂ as the new
S[MFGI? Ogr g}f tdp%%f‘éaag ﬁlgc%vtluggtiovr\l@ 5t%]ayl 5o n%%é)slsgrg’for' tlnl-: ﬁ/ﬁﬁjo 'stoPd the IMEI

and/or some data associated with the IMEI (for example, data obtained during a cyclic

redundancy check (CRC)) in more than one location within the MS, with at least one such
location being write protected. The MSC 25 may then update the EIR 45 to include the new
IMEI on the black list. The detection of a tamper event results in the detection of a IMEI
that may automatically be determined to be black listed since it represents an illegal IMEL
As such, the validation process of blocks 325 and 330 may be skipped, and processing may

flow to the location determination process at block 340. The new IMEI may then be used to



from operating on the network. By changing the | M,
an illegal nobile station my be permtted access to
woOherorvetmmr k. [ 0044] To circunvent illicit or PCT/US2005/021052
unaut hori zed changing of an I MEl, the M5 40 may be
. configured to nonitor the IMELlthat is stored in the
device. If a change i.n the | [ cted,,the M5 40
agEch B popPR oGy EratiPhyrte R Hidehy D FRHERY be
Servi 55 sHoWs 2B %AGRLEx e 12?%%@9& R YdenAfinbdRdRocating lost,
g&ﬂggﬁé%s OWS CIexe P P B S fijl -ond g

nessage ntali ning the origina as well as _
Rexen, Mdtherwisedotbéddenangiiefsatimsaccordingrio vltemativetenphwglirhents of the

necessary for the o store the | MEI and/or sone
dtcation s B¢ dghser {Y bloek 80, Rt aperemﬁﬂlfle%%la@nfng an IME for
ORdrdte @Elﬁo%bﬂ?e &&éﬁﬂk Lt VS AUNH BRGE AR Cn dG &8N ink Which of these
nore than one Tocation wthin the M5, with at |east

nshils YekiohOieat ao IMBE thagis faindenprbddckdiseof. théelRR MRS a variety of

may then update the EIR 45 to include t W | Qn
tdw%erbmtmhwdsmy berisedior ebiingRe this béacggﬁﬁgil\@&éwfh%ng’ Tor example,
res ' 1 4 that may

il gfr%‘t%iﬂclz%wdé%ggﬁ%gﬁéP?ﬁ{&r%g@o?g% )l ack |isted since

it rejo®sR Uikecanblatit Hgall IMFEhas Bsersoisthined loe othehwidaidentified, the

process of bl ocks 325 and 330 nak'be ski pped, and :
pgeted Slohge sajion peacialsdrrEh the lack disted SVIEL maydhgnopp located using a

. bl . . .
P8 g Rl Qe AL s, Dsgsion cain

Ipeekisn 34 B1dchr4w6ahaB3 56 acdddiBhedFsg, Fos bausplanthamotitien location
exenpl ary process for identifying and_|ocating. | ost, .
sketsramation proces(whish mariprlydesstimsbon of §10RHs sprIdinates and velocity)

accordi.ng. t ' ' . ' '
SR 0 SE LS STPR TSl B g o ok
ol 2t 5 tBdideMilication ofRigbeprapiatdl aratidmeftthagtelen MS 40. If desired,

currently active within the network, and identifying .
whe positedn lohatinn dattsivationprecsas AR Pe repsatefen & peaiodicdt continuous

found on.a black Jist of i et

PG asag Bppa ﬁ%fﬁ%ﬁ&ceﬁ%"‘% 467, cifs fewuis o %it}ﬁeglg?ﬁog of the stolen
N8 ek th b taskeiMRkr fidel udi ng, for exanple, any of the

nmet hods depicted in block 300 of FIG 4. [0046] Once a

bl ack [P04HidnoeniR: génpsapthicahlospien ofebe siplepte ARibag been identified or

identified, th ar get ed bile statjon ASSOLI

bsvise SbimateS bR 8F Pl ony™ Rt aRs BRIPRERHEH, porexample.
siiit ABlEd RAsibdK 10, lRA8LAHRN datBiyhdAbic0in Aakiabibe(such e EIR 45,
405). The position |ocation operation of block 405 mag/
HELR G0 0WhRi Sheothei suifable drcadsmatfpt examphrethp &85 ¢ 26,SMLC 65, GMLC

B e o R B B g B G o BBl 5 s 70 sting e
depivehesk sidlePhRBHS sBkbhs235 of FIG 3. In FIG 5, the

positi'on | ocation operation of block 405 results in
t he i dOn48]f Anaihéronpadn, t e injhcagedaphi etk |14d8atis 6a efmmpeicate the

SN 0 SEERL o B FEBLECD GIRESb gy g 0
oﬂglbéﬁﬂfbﬂsinformation may be communicated in real-time, or near real-time, but this is
not a requirement. Yet another option is to both store the location data and communicate
this data to one or more LCS clients 70. Such an embodiment may be accomplished by
performing both operations of blocks 410 and 415.

[0049] FIG. 6 shows another exemplary process for identifying and locating lost,
stolen, or otherwise forbidden mobile stations according to embodiments of the invention.

In block 500, an initial operation may obtain or identify an IMEI that is on the black list of



basis, as indicated by reference arrow 407. This
feature allows the location of the stolen M5 40 to be
wonewlegriover tinme. [0047] Once the geographi calT/US2005/021052
| ocation of the stolen M5 40 has been identified or
. otherwi se'determ ned, there alé sever al options for

bt R e P SRR Bl Bl 0P8 s 2. o
@hﬁgﬁ%terﬁdgﬁhng {he HIR B546r b1idkRisk IMIIR 65taihig 8l BEthe black listed
suitabl e lTocation (for exanmple the MSC 25, SM.C 65,

EMHIs Thind inthe EER ovpedsibiet buteagsontcs ssehrati vepriwioa yeiolliat the number of

RO TN N T e -
L pginGad ﬁ?% gﬁi&ellki’tll%n 44ad ih fheldRapLRMER eLREFle HE]ast cll\;g, \Z%ek, month,

geogr ap dgcation information of the stolen
tandtshenppp thope ivhioh Ha@Sbedn reckntly BisedTdrepressotiwithim the network.

i nformation may_be co ni cated i al.-ti| or.near . .
roal - (D] hsgegs of e ebiar sty ETEgen e, Bt @eratonis o
qRLA:2 xﬂez;%ah?cuﬁﬁtrﬂ?}ﬁfe%ﬁiomﬁat'ié’ GabliaRddatethamhck listed IMEI (block
communhi cate this data to one or nore LCS clients 70.

IS This @apbslhcremiplisted Hyeuexyingthé agireptidiy dgebdse surhrag the EIR 45,
bot h operations of blocks 410 and 415. .[004 FLG
oS rsne e RS sooP BPYY PR eBaHigh S ORT JRrA SEh  hether or not
| i . . i i P . .
DS SsLASt Rl e BRSSO AU pmacon
headily valablafromnditheathedleR at therVIoRy Ifah¢ miobilestaticdeistriot yithin the

an | MElI that is on_the hlack list ofthe EIR 45. This )
G5 as BIRCHREPEBRDARL FBR GrReF o) 8 RERIoET aRy brgegiated with a

t ; . d I . . rﬁﬁv r .
RO, S PRI L SR80 g ELE o
| v} Bol @viBldck 515 hdetel Rocstiqnodesdrbiieatiob procass is initiated. The locating,
resource-sensitive option is_to |im unb

it t f : .
| SRS, SN ERETARE OBEIRHOTRAS Dloebt 5 Bl P2D: Ala2BITRY 36 afagnplishedtin
brgarﬂl%f Fh'a?% sglg{l?}}t) %f?% dlaéc‘f‘iﬁaﬁ&i inI lg‘fgé 40'3 ?%(%71] aY§, a%ﬁlAMS of FIG. 5.
recentl'y been'lTisted I'n the database or exanple, the

| ast  days51eRkoughenibbdingdmts Gehaitsentinhvétaanenabed mpleaneated using
been recently used or present within the network

[ tbe SCImiTRety A¢dises ePALi RS EhO R I 316, toagofiquiipagyskill in the art will

identified,.. i i ; ; o
it e G P OF GrSPC bR R ' Ra Be pifiBlhed) Mitpoyer it is to be
blrRiekstdddsh £ ehe dYEr of Bp@aKorE@hdwn TithsserfRyird3és merely exemplary and that

acconpl i shed by querying the appropriate database such .
aw dikgle @Oy ofpperagprisFequIEd. ﬂm@;{)dg}gpe, the varrpes pyasgdures and operations

operati,o which i t .de l.ne her,

R Rersity 5, b, SRR O So e Horiape. or some
(QaskathQherediypi cal ly, this information is readily

avai l able fromeither the HLR or the VLR [If the

nobi | 08521t Woie the inetntinh hpg heen Hescribeduardetailyyigrisiasereg to disclosed
may, f]ow back to bl.ack.500 .and. .the pr .
e BE ok P REREE e Moo A T PRl hoepparent o
t {A8sdBDb1dfhasy Sil1QN th t¥éHnbidpidah Eeldet WAs ko bPapp@sidtedghat features
described with respect to one embodiment typically may be applied to other embodiments.

Therefore, the invention properly is to be construed only with reference to the claims.



may flow to block 515 where a | ocation determ nation

process is initiated. The | ocating, storing, and
weeondiogrioper ati ons of bl ocks 515, 517, 520, ardTAR2005/021052

maybe acconplished in a mannen3that is simlar to that
-described in bl ocks 405, 407, 410, and 415 of FIG 5.

[ 0051] Al though enbodi nents Ef present invention

may be i npl enmented using thg &M‘bﬁl ary series of

operations shown in FIGS. 3-6, those of ordinary skill

in thegaLtis Walhed g2l | ze that additional or fewer

oper at | ons nay be performed. Mreover, it is to be

under st.ood A bgiterh lier @ogephiofllojpestais :omebishamivn withihesaobile

figures is nmerely exenplary and that no single order

dmnaaenatrmﬁwn@nreammﬁeﬁe'|n addi tion, the various

ool orbpaipin: SRR EORR R B 1AL RIrR-Tn Bty

R M@t with niddae eationd &Qﬁ:ﬂjle Withinesatdh@obily&hinomcités network,
been described in detail with reference to discl osed
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skill Tn ogl ca

apRneei alEdrdefatmbartsuitRs, hes @tﬁﬂub edinpistlBcte specthe eoup
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conmmuni cati on net V\Drk conprising: an eqU| pl’rent

database conpri sing equi pnent identifiers each

\l;lmmt ﬂlu sai Zﬁ}?gsgaﬁeﬁld% \ém?}::??ﬂ% a;angnsgv%t rein iau? &g{ug%e%ttﬁes mobile
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of an associ at ed nDblFe station; a control unit

operable to identify a targeted nobi |l e station based
upon said atus of said tar e station, said
ot at ueh bei nrsSreR witEP TG St shimP e s or
| ost, St&xk@hal 18@ki8RkENRes @"@E)"@kﬁ“ﬁﬁé‘i‘ﬂa@tﬁ’t? Réih s'a[tﬂccﬁltrol unit and
| ocation determ nation entity responsive provi di ng
pospmrromdaooawlﬂnrsardtbgatrmtdemlfrmtlos antekyt & gem@@dt@ﬁﬂttoe

atlon identified by said.control unit. .
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qggkheog&aqﬁgnamhhat are forbldden to operate within
sai d nobile conmuni cati on network. 3. The system
accordlng to cIa|n11 further conprising: an externa

[ Vi ces client i rfaci

| ocat i t ng w.th sai.d
cont r ot ﬁfheﬁatem according to claim S'n erem salg p051{“10n Isocauon

informatlon comprises a geographic location of said targeted mobile station.

5. The system according to claim 3, wherein said position location

information comprises velocity of said targeted mobile station.

6. The system according to claim 1, wherein said mobile communication
network comprises a code division multiple access (CDMA) network, said equipment
database comprises an equipment identity register (EIR), said control unit comprises a

mobile switching center (MSC), said location determination entity comprises a position



in communi cation with said | ocation determ nation

entity, wherein said |ocation determnation entity
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targeted nobile station to saijg LCS client. 4. The
-system according to.claim3, wherein said position

| ocation infor i on, conpri.ses a raphic. location .
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Aeaeri @gNsp claim 3, wherein said position |ocation

i nformation conprises velocity of said targeted nobile

station. 6. The systemaccording to claim1, wherein

sai d bi | e _conmuni cati.on network conprises code . .
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regi ster F IR), said control unit conprises a nobile
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entity conprises sitiqQndeterm ning.entit PDE) , .
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daemity @IEIR). code division nultiple access (CDVA)

net wor k, said equi pnment dat abase conprises an

equi pnent identity register (EIR), said control unit
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| ocation determ nation efitity conprises a position

detvesriicompg send glolyal cRDE) forandbikatcthreguicpiver (GSM) network, said

identifiers conprise a Mbile E%ui pment. | d%t; .

(NEIPD)ent databysg CePRt MR CEUPBIPAG IPRILY regitier(F ik sfidicAntrol unit

S : LR $8S R .

sc%r&g Eng%)%r S}r)rlg(gl e é& én%i?élgfﬁi ’ngsa% fgﬁ%}[ﬂn et wor ke,gﬂog ka%ifguollty

QQUIpPIRENY sefiditah@bile ot caer 48MVEGD| arenatd dqiépmért ydentifiers

register (EIR), said control unit conprises a nobile
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entity conprises a service nobile |ocation center

(SML.C), and said equi pnent identifiers conprise
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The system according to claim1, wherein said |ocation

catisy iesprasively reaYifes saikrQsEing: loeatipn gnfovmafien usipgpt least one

posi.tiqn l.ocation. info ' i I t - -
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SIS Podifbithg st $AEGHS), geographical proximity detection, cell sector, mixed

cell sector, and ranging via signal strength.

10.  The system according to claim 1, further comprising:

an interface to a centralized database comprising equipment identifiers each
uniquely associated with mobile stations associated with a plurality of mobile
communication networks, said equipment identifiers of said centralized database
identifying a particular status of associated mobile stations operating within said
plurality of mobile communication networks, wherein,

said equipment database is periodically updated with equipment identifiers in



gl obal positioning system (AGPS), geographica

proximty detection, cell sector, m xed cell sector,
wandoeroasge ng vi a signal strength. 10. The syst ear/Us2005/021052

according to claim1, furtherjgonprising: an interface

to a centralized database conprising equi pnent

identifiers each uniquely associated with nobile

§%‘§FF‘?§F?§‘Z i%tg]?aﬁf:'ed with a plurality of nobile
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said centralized database identifying a particul ar

svmtmmicefiomsstvorigtseid muhdd eongpresingyns operating within

said plurality of nobile ca ni cati on network S
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atabase. 1I. A nethod for geographically locating a

suibieheipateat identifidrs Kentify aiviidudarcstatmyofi anassastrterbenontieaid

sai.d met had. conpri si ng: obtaini equi pnent -
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g%?né%ﬁ‘?%gﬁégg##&%l\{m%o {\xﬁer ein each of said equi pnent

i dent iiden€ifying chegrtéd mobilepstatidns that compr saieguafment identifiers of a

assocj ated one, of said individual nobile stations,

Partiguler siatys; §k ng sel ected from the group consisting

of 10 iRk Bsiti IR & dnvifforARfod Rl s hAGhloORE Rtbbile stati
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cal culating position location information for said

targeted nobile stations present within said nobile

commu ??_ atigR ﬁ&ﬁwﬁ&ordlg% toUPﬁmbnﬁt, RatheRE6APpALAG tO

claim f'urther conprising: obtalning sald equi pnment

i dent icbtgfiag t4i0eysipindni ideltifiet frbmmsatil indiveduat mobide stations during
during a period of tinme that said individual nobile
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said equi pnent identifiers fromsaid individual nobile

stations during a |location registration progess
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met hod according to claim 11, further conprising:

activated or when said individual mobile stations enters a new location serviced by a

different base station of said mobile communication network.

14.  The method according to claim 11, further comprising:
obtaining said equipment identifiers from said individual mobile stations by

paging said individual mobile station.

15.  The method according to claim 11, further comprising:

obtaining said equipment identifiers from an equipment database.

16.  The method according to claim 15, further comprising:

periodically updating said equipment database with equipment identifiers stored



obt ai ning sai d equi pnent identifiers fromsaid
i ndi vi dual nobile stations by pagi ng said individual
woubidleeraeat i on. 15. The net hod accordi ng to clairmsids/021052
further conprising: obtainingjgaid equi pnment
identifiers froman equi pnent database. 16. The net hod
accor dj to claim15, further conpri sing:
b‘é?icﬁaﬁrggqefj)‘ila &%t i ng said equi pment database with
equi pnent identifiers storedin a centralized dat abase.
17. The nmethod according to claim 11, further
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conmuBhidakicahuting isvarlk perf@metiva saietholdlcatgmmd ithag hae been
claim 11, further conprising: storing said position
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according to claim 11, further conprising:
comuni cating said position location information to a
| ocat il@n sdmheimebod ACH)ding foetdim PI) furfiiee comphoing:
according to claim11l, wherein said status identifies
mobi | StesngspgrRestiertlocatian fiPENAHRE R A5l2GheEat e wi t hin
sai d nobil e comuni cati on network. 21. The nethod
according to claim 11, further conprising: tracking
sai d tlar getThd mahod eccatditg ordaitnyl Ir, Gpdetr edinprising:
cal culating said pasition_ locatiqn infor rrag??ln for .
sai d (CAPHRTNGIRE SHAPSSIEPR{qeanan 1hermaion o ¢ lopakeg services (LCS)
Q%ggqaphically | ocating a nobile station within a
nobiTe communi cati on network, said system conpri sing:
nmeans for obtaining equi pnent identifiers that are
each uni quely associated wi th individual bile

stati dfs opidieaBrtBohRIRIHNS k9 driFobl. herdiriifh slaisiidpptifies mobile
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particul ar status; said status being selected fromthe
group consisting of |ost, stolen, defective, and

mal f urddt i orfhegnethed Aesarding torclaigy bl fahes §omBEsingon

| ocati,gn, i nfor i f L [ . . | .
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location information for said targeted mobiles stations.

22. A system for geographically locating a mobile station within a mobile
communication network, said system comprising:

means for obtaining equipment identifiers that are each uniquely associated with
individual mobile stations operable within said mobile communication network;

means for identifying targeted mobile stations that have equipment identifiers of
a particular status; said status being selected from the group consisting of lost, stolen,
defective, and malfunctioning and

means for calculating position location information for said targeted mobile

stations present within said mobile communication network.



