3 MAY 2004 TITLE: DI STRI BUTED NETWORK COVMUNI CATI ON SYSTEM WHI CH ENABLES
MULTI PLE NETWORK PROVI DERS TO USE A COVWON DI STRI BUTED NETWORK

| NFRASTRUCTURE BACKGROUND OF THE INVENTION |I. Field of the | nvent3 oy 700t s
invention relates generally to network communi cati ons, and nore
specifically to a systemand nmethod enabling a netvvork infrastructure to
support nultiple network providers and/or custoners of multiple network
provi deqsr el BRTRIMARD NeIWRIRREOVIGhe S TION sTs Bk welitid BN pBishademabl i ng

di f f er eRETHORRPROVEERS FOWSE Rl qOMMIN DBIRBUTEIMVEEVORR INMERASORUCEYRH em 2.
Description of the Relevant Art Various types of wired and wireless

i nfrast pUekHEESNEHE THE INNENFRNE! oped to service users of conputing devices,
such aS‘pUTT‘am_C'OTTUUT‘I_Wg—d'EV s (PCDs)_ Currently, nunerous providers
are attenpting to install w reI ess network infrastructures in various

| ocati oms, shigdvofasinadntiggorts. hotels, office buildings, etc. for use by

vari ous user-g;. ; HOWEN 8lies gy;{@,@r}léamomm{m&um QY A sSecifdfif @h bysdn mdr,r@mss
net wor k |nfrastructure|na5|n |l e | ocation, suc air

pr ovi deF@b’ﬁ*&veﬁ’@{jl"}‘i‘“‘t‘rb““ﬁV%?"Eﬂiﬁ§‘&'P‘? °d’é“"f”l"iBf°ﬂr*fr5d6‘1’r°éfﬁﬁ‘°m‘i’ﬁ1°?5’t"%°r£{)&3 ds the

el ect r opmgdhst Tie invepeGtss Wheusadyien pymiihrdsebling dileessendtakorkis 2 bEedof m t ed, and
i f two QpedlDkGohyehess networks are installed in the sane |ocation, this
may result in inadequate RF bandw dth for use by each of these net wor ks.
Currently, only 3 non-overlapping RF channels are available for different
net wor k2.pr o\eskipion of@®eletiidge channel s are used, no further bandwidth, or
limted bandwgk mesrmw.réaean@wé:clssamamm;s RLRRE dPned Qesrs,ce Js C&Q,amr;lul

defi nes t he | EEE stglndard f gézsanlggﬂherupqggus lrowcFl'rs i !em s, d :ﬁtl gned to
suppor t *“fi ¥1p¥ & BYEFIREBE A% “m re cal'"are P AR

gi ven cwvéqssa'gmarrefamﬁaesh" mrww@s@m} Behnts apah h°‘ﬂ'ét°\9ﬁ5? R“’W’!Fi c1g- );Tﬂ”é’:alm y

i nCl udevPRR ulk. ARt AG&ASSor AdiePloSiddd1hsGiNa GRIBRLHAIWGA irraditicne Wb EiflledsSichashi on

with a OI’ ! esrgoopgl gvéégim)wgeu@g) qgé‘bs@r%égt R?‘d%ﬁr in AMZU \QJ?ds IyqpéluQ@JrrlaYHctllcn(:l udes

a wrel ess’ rnet transcel ver, currently uses a System I D
(SI D) t@eemsmpable by s e ARV it Wited apf P ehm%f& widss 'b‘B‘Pﬁf I Eh to
assocCi atade loHOMEMB nay Gd@ irt igrddqlua: RiTtaigiv@igoragde gicabitbksametworksruddriemly conipidr el ess

i nfrast J:Ol.l%wpﬁ.ﬁ,, RSk 69 olaflbR (&G QUTRRA n@wf@pmwa&s e R&. dRsdekaklgat R provide
a single wreless i nfrastructure which may be used

W
by two BF"er e “d?’$‘F‘lé‘idé?ﬂ’w'ﬂ‘&ﬁﬂb?clf"“gﬂc\f‘?'8 BP8Y T ers. Therefore, it woul d be
desi rabl e t JEEF 802iltléefiaes ShesiERstendald fretviiods Whireeh IEERAPY Esis deserrtrio APRiTT el ess
net wor kmlllmclcr @lgr‘nﬁﬂllrﬁt\ufeﬁss t]&alh%a (FE=Ye bNAﬂisy\ﬂ a%’we%&v&a@&te‘d\&l’n& Sidlevd 1I6A1 PFOVI der s.
This woul q ll t ? F\)]Lci on c:[rymo(r%f accsess \{J!ngewhp{l Ovr!]ngu%&a tnoa Hltrcllcsﬁ f’aﬁuo‘?} \'gt(}?rpmn set
of acce¥&°Pol NP Brov cTe service 1o a entla over set of
cust orrewcsp'fﬁ#nlismmumﬁca?@éa EﬁFfo\‘/‘P‘ﬂéYPﬁlBS'lchbéf‘”ge'iﬁ?ﬁ’}l‘fgé'r%‘"s\?\ﬁ"teh "dl lity to
mor € f Ulukrihtly bitsialShszea 1D (BED)@Cis@dct” REjcHIANMDIsKant fkiEhausdeds pilt wiiewhidhtto mud:d further
be desi rabl q—l chpd Q%ﬁgroﬁeﬂlaﬁwﬁepuﬁlﬁmﬂl}e&(vﬁll§§1§hanlﬁ1t:t¥w;1}§sm]IE%YnS:Ic%mnmlngh can

sel ectively provi ferent access levels to users of stem It
woul d f UP#he fesipblc e ogyingle prielessd oy ire 210 HEC A BETE PE AP BY o B854t €d
net wor Km&ediffdr@enesiptk ts@vite pOUNNAARYerdBlre. T Buld PENER ONprQive 2 evvlon drdmesrikd wificht he

present . LN €Al WHOP hdniBiSinRasiiVist &R0 nIBIhR thofe Qbwhtk QWidipRGis@e caRSS and/ or
mul tiple service provider features on a di strlputed network, system The

net wor k*¥'eh? |"'r‘li‘;‘\"‘ﬁaf EVEE BRI P20t comFRT L S BEFHPLS Lol Ed™T'S 8 “net wor k-
The net mwenlkihaoebes: goefntswmen iy devldpisp erb‘e@subaelhee@susaoi”iﬁt@ ﬂh' il toresye fellys o

i ncl Udeutilliz.e the existing network infrastructure. It would further be desirable to provide a distributed wireless network

system which can selectively provide differem access levels to users of the system. It would further be desirable to

provide the above fearures in a wired network service system.

SUMMARY OF THE INVENTION

One embodiment of the present invention comgprises a system and method for providing access and/or
multiple service provider features on a distributed network system. The nerwork system includes a plurality of

access points coupled 10 a network. The network access points include wireless access points and may also include
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identification information and/or the determ ned network provider. Thus,
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BRIEF DPESCRIPTION OF THE DRAWINGS

Other objects and advantages of the invention will become apparent upon reading the following detailed
description and upon reference 1o the accompanying drawings in which:
Figure 1 is a block.diagram of one embodiment of a wireless network system:

Figure 2 is a more detailed block diagram of one embodiment of the wireless nerwork system of Figure I;

3




description and upon reference to the acconpanyi ng draw ngs in which:

Figure | is a block.diagram of one enbodi nent of a wireless network sgy
Figure 2 is a nore detailed bl ock diagram of one enbodi nent of the w AL S804
network systemof Figure 1; 3 3 MAY 2004 Figure 3 is a bl ock diagram of

anot her enbodi mrent of the wreless network systemof Figure 1: Figure 4 is

a flowchart diagramillustrating operation of allow ng access to a wireless
network system wusing a roam ng nodel ; Figure 5 illustrates an exanple of a
data struct uPBHE tHCkfirrae HeprETRIBme e aIvaK £6€3 of isAmat i on. and

Figure 6 il Egbdais@slosdbredipgaweliyratibd @rbidg o6 @8Sacted 182 Wirfle@! SSeriRhdsDr K
system ygi.n%h.%af hois access levels. VWile the invention is susceptible to
various nodifications and alternative forms, specific enbodi ments thereof
are shown byFiglss BT sl afo daatigpshiskgors e ok PPYidieine paeshisfopadar i bed i n
detail. abl should be understood, however, that the drawi ngs and detail ed
descri ption H},?cr gﬂu@rra g&le-ﬁ;@é J]IS\L mgcgsﬁtota%lrhésmetwo;kh»§ clnraé{l%m.;ljmgﬂccteg levé[lshe
particul ar form disclose but e contrar he intention s to cover
al | nodi fi cat'tisis, aten \?étF%ﬁtb%‘ "Rfigeus 5.‘?‘{"“5?%&%%“%@@%&? formig et i KPRPIRE spirit
and scopecgfarctshenpy osenl exbmprentthcodiowargs aefwilnedeibye delrebed ppemaed: @bad vs.

DETAI LERd%%EILr%!%dJmSEMM NEJ}E OEII}HH{oe.Jrc not ml&lﬁn.ldwpﬁlku &‘Qm&mh ?bat ion

System Fi gure shows one enbodi nent of a distributed _network comrunication
system 19 “"’“*l”ﬂr et sER b“‘s‘i}'s‘l‘ee?ﬁ“rfﬁe‘hﬁélvmi‘“ﬁdﬂ e oHemSHiHBFe BB &% oi nt s
120, pr dfeerat|ijling vplinthabiritagd gipe ofAigpess ipyotiotas dehiQ by At appegdrd tiaims. subset of
the access points 120 are wirel ess access points (APs) 120 which

comuni . ' ' device (PCD) 110 in a wireless

f ashi on: g BES ;P—RB&%@J gt E ) 120 may have a wirel ess connection
or transceiver (e.g., an antenna) and may operate according to various

W I el essgiasd AndanalSomsuGRioasvsiehr €l ess Et her net (I EEE 802. 11), Bl uet oot h,

etC me or ﬁRTEe] ggwstomecrgboglmen Oll;ilg b%tccil'gcq)wo@% mumcanon 5 g Eg &},ﬁ %NSr]\pOI nt S
whi ch communicate with a port abl e conmput 1 ng devi ce 0" n"a W red fashion.
Each APYY20 {Rerpy H’é‘“‘%?d’ﬂ‘b?’éﬂ"”t”ﬁ“%i PRiEi \’/&FH{C‘E@U PRy IE PSRBT ROMEE0 by dnpri se a
W red nabsaof e actess paint Eloes Srirflef Mekslpoifs ( Afs) COMRIcH adrinOficae fwitih peecblcxidpuer €l ess

net wor k§ewcﬁ%oﬁ¥m LWGetest A&ioR eE;}é\P&Kler%QeQWmPﬁm 320 iy %@@Rvﬂel Wohiion &t her net
net wor k whi ch connects each of the wrel ess (and wi red) access lgm nts 120

t oget hel™evef {<ige "R RY TPPHEY ST 4E ‘e ys Kirfet t'é‘*é’g‘“q’\esﬁkdf‘ Rirsass¥™8n | EEE

802. 11. (HUEcBORED.\Iekoot. 3@- 1Bay of myrerpfplrfkcenfpoitth 20 hagtabe bretired gecesspyintcoighl e t o

ot her n&ﬁn‘ﬁﬂﬁ:&ﬁmlﬁa;Qnable@&nk]ﬁtﬁngh@ﬁ@-lIOQ:ra\JM:cﬂﬁhJ@d' ea networks, such as the

| nt er net . e &t al so Il%lﬁﬁe orhl?_% couQ ed to. ther types of
I

communi cat i ons networ a’kblc °°‘(pmg¥° T Re nthe 1 MY ernet ‘é"trf B3% fhe

publ i ¢ ¥ilesslieErk 0B P SPRBRAE™ NEVIGrRRY VRGN ol ofop By mele. (earivers i BymPCED2110 may
send afifldh @t Ehbrih R WiOdA :f,rrn&m.eica oithaeml%SEI\hra Rvirel) R@dss SN iogeitkd ON

net wor kfﬁ clvoilyg h’aﬂ %la\n q;o\wg 5|ré:])erssor}élwgr? b:ls:d on %(Eﬁrbg%v\or'rlfe %%@rkr@ym% l§r91 arpgllhgd\%Nor

be couple anot de area networ suc propri Pet ary
The nef‘mT‘W’T?GU‘PHLPé"“ﬁWWHéS e Hrotpdect GUBfeat PHYokamYfh BV ETIbus wi de ar ea
net wor ks (WANsjerork IB@0@ als@in@ate et wrpidSio otheV\ADIS o commalicaghinngivolte (dntbodernet . The

access PR RenfefHRSH os e BubllBNinkEa W H&E yc.mﬁiow? %@@tv I Gse,v@,r, | R4S 16 agl syt i es,
such as air orts, mass-transit stations ot el

r est aur BALE éd'&f"’B‘i‘ﬁ‘é FoBiherfe S8 85 oheg El"é'ﬁ““%ﬂ%““‘ﬂh@f“’ﬁéé‘é“’“é? ? |"E'%“g" p'I"‘él‘?/‘ff f T m

of f i cesnempogkt!3] hay also include. or be coupled to, another wide area network 130, such as a proprictary WAN. The

network 130 thus may be, or be coupled to. any of various wide area networks (WANSs) or local area networks
(WANSs), including the Internet.

The access points {APs) 120 may be widely distributed in various facilities, such as airports. mass-transit
stations, hotels, shopping malls, restaurants and other businesses, such as business offices. law firm offices, retail
stores, erc. For example, where the access points 120 are distributed in an airport. one or more access points 120
may be distributed throughout various terminals in the airport, in an airline club. and in coffee shops, restaurants or
rental car counters at the respective airpont. The access points 120 may thus be primanly designed fo service

mobile users, wherein it may not be known ahead of time which mobile users will be accessing the network from
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Memory Medium and Carrier Medium

One or more of the systems described above, such as PCD 110, access points 120, MIB 150, and network

providers 160 may include a memory medium on which computer programs or data according 1o the present
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160. labeled touter A. touter B and router C. which are provided by the respective network providers A. B and C
respectively. These routers in turn couple 1o the Internet. As shown, one or more access controllers, e.g., computer
systems configured to determine or conirol network service access, may be provided for each of the network
providers. The access controllers operate 1o verify user or subscriber access to the respective provider's network.

Fieure 2 illustrates access controller A. access controller B and access controller C. As shown. access controllers A
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accordance with the present description upon a carrier medium Suitable
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3, it is also noted that a router nmay be present on nore than one VLAN. As
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access :pQ'rerUss x%m(nﬁps em. ]ﬁ‘%ncsen)QMchtgasrdQsléltx@& adoaebﬁll: @éD erﬁﬁJdesGl:%M phﬁ‘.d&OUp' ed
to two ar ?mglﬁaccess oi nt
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each netemrkls;rdofd@yto GRiER thSuer bt FEDAWNis 2 RBIMRY. kas RoIEENESvE. MG SPherNID n beEEE €ach
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identification information may store information which identifies one (or

nor e) parts of the network.

As shown, in step 202 the user connecis 1o the nerwork (e.g., to an access point of the network). For
example, the user may be walking in an airport with a portable computing device and may connect in a wireless
fashion to an access point located at the airport. In another scenario, the user may enter a hotel room and connet:l n
a wireless fashion to an Ethemet port in his/her room which is connected to the network. In another scenario, the

user may enter an office of a business, such as a law firm or corporation, and may connect in a wireless or wired
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network providers to which the user of PCD 110 is a subscriber. As noted
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location information may be used to determine whether a third party pays for the network access of the user. As
one example, an employer of the user (employee) may have previously directed that the employer will pay for
network access of the employee if the employee is located in an airport or hotel, but not if the employce is located,

for example, in a bar. The known geographic location may also be used to determine a charge rale, based on
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busi nessrovi er w gm:ﬁllaQnsal wprgess n twor 5 etb%mv. usc 91‘ Kngv\pr lgigrglgr&plm Pg"vlidg'cgtsaqpn
P8R By ™Al 6 b § de

i nf orma e use ective I’OVI ferent access or
privil ege ‘hqWe?)sbflﬂaﬁééjmmmm‘é‘hﬁ‘é@@f“é‘pf?l‘-é’“ P‘é‘b‘é‘t iReind T'és Qj""‘d“é““{lg‘ﬁ‘r“"ﬁ’éi/ have
gr eat er ghi Wdclb@@e bakGrs Sudhavel Sedifitarda Fhi dxgiplcg@ogpaehing prebencatc oree bhédn from a
second diff F«E&% HEOHE RS o HEALIR Bra FIRNONRAKOBE ARRIC dpoah i

i nf or mat' on her be used to provide services to the user which are
dependeri’t"“‘tﬁ‘ﬂfd‘lf'efﬁ”é geographic location of the user. For nore information
on the use oRlsgaognapifitword isationit dtrmardmbit bnkfor. thopesesh efipriy'etsdtg rbPhi c
based SgLeY l'n%aeo% set Qllﬁmg §§§blc lesS. ﬂlEQ&r%ﬂtanbmy 5103&5 WOk, onth ehveicamednabove. | n

step 212 the network H‘Pr oVi e{““ieﬁ o mm:?eemm f elyed. identd f4q8) L.on

i nf or mat'FO8f. 1o fgFoureet B "SyETE fi'cation I nformation and
det er m reawhie bheort. the urceé%flnvedt’“l WeHtPE pat ‘i“b‘l"f”l ‘H‘Piﬁr“?‘?ﬁt‘?‘tﬁﬂ‘ ORI br
recogni zgén, ljnzn bS bried 2:1-%5, foh@mﬂﬂfch&dmﬂ’&ysuaal S evtlekedhas MowtQortsf an@ tdaetising @o 1he

i nfor ITB.tIO d [ the. oY I QNS ndet.and.ed to
not be kﬁ"‘"q“"&\l o t}’/‘:‘""":'d[tl?'u By's h'% Fr?‘]'%ﬁ:“s"l lﬁl?i'ung{/gm /'Elté(g{]lg?%hstep 85 he fret hod

nay pe rstesrths WW@S{B‘VWQ’: 'fsf)oféélérﬁ‘u Hf”"feb?’"d fnwée c{sﬁmbwfurpc i qpfrlyé)gt wi lh an
i nf or Mt R relaBicgPneXp2RivEr@profillS Ovlmaniediy € thp @eftiGrandmgfompep elgs sy ngetfrfnmd an

unknown gtbc HIG O e ﬁ'glgm g!:ygyr&;v@lr soﬁ@for'nl Jf'eﬁ@rtaﬁac&lgs \Q'Lclﬂ%{ay MQKIEIQMralcl@BPJnQﬁIrhaOn I'n
step 227 ere dentification infor s determned to not be

known or'“‘f%'ﬁi@’r‘ﬁ"z‘é‘d‘“‘thh‘és“rjf‘é‘f‘%fﬁﬁ o VIR " B f“ "e"”c(l’rekf"é{’mfcteS net wor k provi der for
t he user for Imedwikkiiadocsiemaibhe ddeha| e beretivadrksiopR By heher sargips ramghhg

provi dermawgenm e RAOR _plrot\@:r WﬁlEhQLree%p%ndgﬁbttm&:kufﬁMﬁﬁ ﬁmnhﬁdnr(lgb lll&@ds,tcnﬂD) may be a

random y Sel ected provi 18, Use reduied. 1o
regi st er™ Rt edt"ﬁ‘f"?ﬁ’ﬁ?'owtaéfmf’f)wmé"sﬁ’ ¢ ﬁfe“t"’a“d’r ]dérc'é'gnglgllon %ﬁ?rgd T rgagv%' Jﬁ “May then
arr ange poihon2tadn thiocmipimkritiy respectivia @ccess paint vy whchale w5 ‘-‘c‘i"é‘ﬁﬂ"’t“"‘&‘ér“iﬂ“"“f Bt
exanpl e, g fiRaulf QElSsn HBYiseP 1R S@RtHic Ao rREIL100dbtain B appropriate or corresponding

network provider to which the user of the PCD 110 is subscribed. In step 218 the respective access point 120 may
also access the data structure to determine the appropriate access method or access level for providing data or

packets to the respective network provider. For example, the respective access point 12¢ may access the daw
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user's PCD 110 requesting the user to enter credit card information for
access to the network. Operation then proceeds to step 232. Also, if_th
identification information is determned to not be known, the access EnMAY 2004
privilege level of the wuser nmay be set to the | owest pOSSIb|e | evel . This,
for exanple, may allow the user to only have access to certain |imted

| ocal resources, but no external access, e.g., to the Internet. Thus, for
exanpl e, where the APs 120 arc _|locate gp a ; he user T\ha}\/l ng a

| ow accU¥Erq 1agalyze e rgpeeivg JID 7 VEAN Rpppk ‘émi’“ag’ﬁt £ éaéf B R 6PHALI"oN " Ts not
known. pm@ybel @hegéspaati @ dec@CIO@E B0 tngy is@xdfagries this oxﬁa’nanplefsaowsae@,e data prprtuzessiopedf f ee
shops. ipg,,%gbores and advertising on the | ocal LAN at the airport. but
may not provided with Internet a ess Acce SAEON g; resqurces may be
al i oned si e Y FHAE el F‘goqlh Pe"t HE TGS RO "ex le’rS falracr 1t es and
hence de@s1200h tiemsumenoffdapsopes qoya"b'arﬂdermfwmvah’dim vidasses glorwliemyel y

I nex penrﬁ)l Qée‘cqtnged WlQ\HoQ@m 1HeladcBE o 1@ ¥ hk fendohke alnehubehyf Ba&aﬁay esidrdafop iEmt | ON Of

a user 1s determned t not e f orm of
ext er nal*™aEded § 8- Rl “ﬁ“ﬁé’ymbé b"ir I‘"Imee\c,}@se'ragrw 3‘?}}/ f ““?JOHH% el?hﬁéflsmgﬁ)?er net

pr ovi demc,cwWﬁtohdumset he user being able to view or use any_ local network
resources. | sfnQunibbvel @itabd incadrd @B:eflerm‘])m tﬁmtcbrﬁ}ﬂls:h;,sa mledigf drihRetlpltsoviben r ecei ved

I n St ep 212 t hen I n S&entg'can n m{o ation, ﬁle fﬁﬂfsi: ¥E ne?woqr m)ﬁc@r ESQ)@!&IELE&’MP‘E‘:K

provi deP R CHoE Sy ¥l e 1den on Information (e. t he
Syst em iidBlification qu"h@'mp lﬂ@f asyepsapfompien disariard Vithathy 2Eraoms Proviey dpder S rffF i §i’ ng

net wor kerﬁpQVdr SR ldath ShLOEER EHo@R ini Fiw® 5.0MRdath fin@BChowl in Fla@e adcassiivegdimts 120.
In this enii?hrce t\rnf:‘\es Ifis nongthﬁ%% Qzﬁacfgmc}{l?c{ﬂ?&ﬁsmﬁv op\gh&ts fo\%st h which the user is

conmuni €&L'i"AG Tecel ves cation infornmation and uses the
i dentificat |1?3h“CFCPPf'ﬁfPWéH°P BFY 03 IpHY 25551 MR BEPROPISE & dBm B PHESSORY ng
net Wor Kmdalo®Wi viih ddiOpativbis Gérodiddao/ igaic :@fectivigie PFEID ndrd Ok prsvusrubstbrrlnbéeﬂ which st ep

218 t he 1r£c¢s§ﬁ?:%{\vjom%cc@sg gcq:%ﬁld% b ndi @&k FBWae:. FheS@ccAGRERSIof lhﬂ afl@haudst Elpet ure to
det erm ne opriate access et ho Nor accessmleeaé/‘:gslS Jf%m royi ding data
or pac¥et §°"t“6'"t“ﬁ@’“’“5é‘s’ﬁ“@&’fﬁ $HE" FetNOF KDY 8% B8P For “exan t he Tespective
access ipaidatn 26 levalyor anodes devdl et igthcotes ‘thch Berkgmtyre00e it F‘HBSE’UP% “f‘ﬁss gr¥al yze t he
r espeCtJth\éﬁcrﬂeré |5VL4?‘NI0R§Q:CJ€Q WRo@ el biRe ofdBneMbAN3E, afis b0y bIS@adiidisn Hibved
respective networ s 1R QY ccgler The respective access point 120 nay instead
access THMY *SHFSiFMETCN Trom a separate data structure stored in MIB 150.
In an al t er MAtsevierhoranant 128 ievpep idndicypn phanaipadhe K5 PRPOVY dBPAPE of this
i nf or Mmagd i@RiftcQioh RBMAGEHESiBdex PG Rble dadBining this irfaingticnd@emnnenite 2pprdpdetehatverk

StrUCt urCie\’ldgrOanngrnltr(]: ca&gsgﬂgm%rapég\“eqer data and access Inf Or rmtl On rmy
not be ¥& 0 stored In the access 0|n?§mf§0 or an the netvvork

Al ternati vel"yls nerdtha HEyP! B SPot & arddh® PR HEtTRS 3 " 2" Uit

TR Ehe access
POi Nt's iR @fiork.N li laderMoBis.1 8@y kit romt PG aekeiens |ty lt‘@"%catl'qnda’?@“‘t"m i§ the

i nf or ma,i Rk ﬁnﬁ)ﬁl‘my%djoés LR adx hrﬁo My Slihe CA&S Ains QUSHEGLrad QYie, ek theidehatiancst r uct ur e

is preferably a table conpris af . three-t X . each
tupl e sPgyBngr VEE™ I dﬁf‘%f‘f"f'? g‘g‘f"?'?))lr%“ Wl to:'rs'srﬁ’n‘tlcc)i ; {he . g?‘lrt‘gzlb%}’tr}l |ﬁ4g net wor k

provi defecassoviset D Wwittisast. Matdeai derieer i defvl erest 1ﬁ‘f“b‘?“m§’f F‘-‘Bﬁ"d B pAeEEt8ss
i nfor magd, g Qﬁﬁ@ﬁ&@t&@n\hﬂr&hautm&‘és iRk WBcHy Pib QY brthg bf BNEYIO but ith@orsording An

exanpl e of thi ecnte“£s§é oSO oD ol G 6 Dhen . g;oa,egmreygture
shown |'f‘f“”|‘3‘ikg§’[??'g"g °<F ?10(': “ved ve qaf’?’?’g\r,w;cnt"& Eég% gcf * ;rmgg] fu

i
not ed tiwkowe Hentifkatica "tfctrwe't m“'ée Feier pravider o5 fi debpult vraf'i*ebergy *Fd?"’rﬁfg)"*lpﬁ@"&gcess
i nf or rra,t.g[g,rmray i nclude an access et hod, pOSSI bly including a destination

address or £ i cnn icaton informiati |%Ic?':n9)4ﬁel‘ta Gl BerBh Gieds QW £ 2t Dhibom@iBnt he
respective QHJ d 'L X .Q:)(oé"@bp@{}ow or obt her met}{]od Wnll(ch directs that

net wor kfftab'b%fS%ech Eb‘ﬁd’vth@H“ B?“Cfsffﬁt‘“drﬁ'é“f’\?&ﬂ“ﬁ"‘ﬂ’f’ BOTERPn I R Uk RS VI or mat i on
may al SQn bdaghrhtdBe Ae Tl retwork access, as well as the associated method and access level for providing

network access using the network provider.

After the network provider and associated access method / level have been determined in each of steps 216
and 218, then in step 232 nerwork access or network services may be provided 1o the portable computing device

110 through the determined network provider. For example, in step 232 the access point 120 to which the user is
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wired transport mechani sm nepping, such as a SID/ VLAN tag mapping. The
access information nmay also include an access |level or privilege | evg MAY 2004
t hat indicates which network resources that the user may access, e.qg.;

whet her the user is only allowed access to resources on the Iocal net wor k
130, or is only or in addition allowed external access, such as I|nternet
access. Thus, when the access point 120 receives the identification
information, the access poi.nt may. S ?‘/ ‘re ild(}eentl fication

i nf or mafIBHEE"S I SRT 5P g"’%{“*t"é‘ﬁl‘ e“‘%n“f% W S&“tfﬁ ¥ PRTEETHEE PO HEL er mi ne

t he appusozpnhcateéommmmw hpiegmige nevarkdbrdvile. 7@ sipeethod eorpoce s shengteroeitzand/ or

access Lgu&l - mlohe dnsboddh€ the LRAL poRR LD nidf op%@%plflza briddeCor AMr Wbl opditel 0222 may
be perfornmed as one action or series o at eg action In ot her words,

when t hE™EECERL" Bt “_‘L“’z"ﬁp’?"éﬁ%‘?ﬁ}‘&%“"t free 9 | %’ﬁt““’?k PERET SRCTRE BV PPt B4 £ t he
i dent i f prexadei OFfte.i A roredrEvbieohe does preoter npdeovide mbeovoskdpvief) 6 e ﬂemtqulffeshiqhn t he

data st E;HE&MB eoug rpact(éligl) %e prt)\hfens Sid'@ oﬂhg'el&tslnfply(}:ﬂ(tvl @@mct |utn:£s§)romﬁtukc9 NTL@in St em | D
is dete not. assocCi i at ed ective argetwork

pr ovi de153 é{§ m“‘&%‘t‘%‘?"’rﬁ' gﬁsonammfuhm" Vfé e user cfcsss I%la%nemwo usmi_(l‘ euser f?mw rovi der and
def aul t accds snohencabodmgy. tb@C@ﬁlP@@t@d‘S%t@PWﬁ@rfﬂW‘q rppte mkelpwzlﬂzﬂﬂwedt he
i dent i f hoatd gdvidkrtfs nminapbed&a& oh mdmemampse;a kit cinBdBneRNhetddvby pmidct,h;e t abl e.

but the cprres ondl n net I‘OVI ‘2@ 0‘;[ have .t he nec saly
e reguirn ron l'{y typf ?1 nctwor de\uce 1 IO ena ]z nemo acce 5 for nB respecuvc s sc 1
equi prren‘i O ACCOT a al treated as

unknownRithge ditd warlesatfrpra the PEP é)’ror?éthF emr mwﬁ@wewddﬁ ge H@Y""p?’ﬁ‘&ﬂed%ﬁ"c By he e def aul t
provi degnitkByay bﬁocsedleextvadana,s performed in step 222. If the identification
i nformation R 0&55' cé%%?r?mu [Ss1 8N M‘ﬁ‘cﬁ ﬁt?'a&,[.w HER e Sl ERS kO RNE 218

i nformation from the respective entr able is accessed and used to
det er ni frevogt REY PP Y Ty “rﬁ‘ét"Wo‘FfR“'?j’r oe;‘i“’ﬂ’é"rs °lmf=8’h secpshepeshoHat & the
user's nRekwokkvate es®|inggsoans! fucas P IIRES.0DEatedrmarhrod nagd VaseedEE| evel

for proy,dinthondtfor k access using the netvvork provider. After the network
provi der and associ at ed accesg et hod / ] gvel havg bep%% q]eotlerm ned in each
of steps 216" °Bhy™9i8 thEF £ "SOEF 23D HECRETR ‘QCEESS or 8 WS K Ser vi ces
may be proviides chand.lve. poriipbit 8F demp et pihrg widss ehenncl] dogsibiynaest) grhinformetion

determ Q&dcﬂMﬂCDnﬁ@\ﬂnﬂQ{e nccEQ{omepﬁamlllﬁ pCh M Oﬁﬂpssgsanartnhemﬁﬁﬁﬁﬁﬁmﬁﬂi nt 120
to whi Cf} r cxnmp"ésl anl :u:ccss omt I%A\ma 200 te lo Qwanﬂc%%t b 9% q\%}iabppcgmlgl}n%alﬁl?ch&rngw de

data toitTroma destination s t he de t'er m ned rovider
usi ng tt§e- wﬁFﬁbvdnegﬁéeqomhe&ﬂwauon@fw'@m s herst o proR-Pdét Th*e“fgbs t he
net hod EaHIPIinG@ Blsd dperdih® diksaitheePCDN 100@ brdavailBHld ddinttic@tion kinetesce baid wend!, t he

access poi; P&:.&%Paum. QRSL A RioR B e d@,ammobnrceeglgaem hE Pt eﬁnsvamwm anreerat es to
forward or route ﬁetstot he appropriate estlnatlon

net wor kP§Jt Wl“lfé‘?"‘"‘§ "?‘fé?‘V!Bﬁ"R““ﬂ‘é‘\'}’l”E é”"i%ﬁ""’r?‘r“hi'"ﬁelst Hd ong Pty ia r'”°§'9c§ f"i’"é ”“?&s not ed
above, thveeh@tmorckss prooviegidave ke POP o\l Be camniethnorcks ehéw i el Bangiichlids a

router, , W%Gmcaum@.mt b%s%d ErOvrE R P ARG KR SecessQo &hﬁc Ip.ways od@x nefvoli € Or
ot herw se si nplf%zéa ow |.nternet access chgar hus [in 232 the

met hod al | ow8 S BB AT B U TRy HEVTEE® S ?M‘i rﬁlwork 878 3"é§mb°'? 0 the
net wor keaghsdf the nerbpek pieyaprsgespyetyyeeiess | "30 may '&WW”GWG&PW@N‘@W“W@ gerkds poi nt
120 its ﬁl: Ires@&ﬂca&b&%btﬁs THhs.uR W Rdrk de@icel QLS e F}:&&Kﬁfeﬁroﬂk Qrotlhhemﬁietzcﬁrrd miafredor net wor k

pr ovi der' dess\,\ﬂl’le usek ”ﬂt}/ml?weaea c%ﬁ%?e sygpm LIOBQCd tor“) «"130. nH}Sa’s th pllBt 1'36 S

enbodi men?“wof net wor rovi e req UI re to provide any type
of net makoﬂefeﬂnweerfvsw w recﬁravo1n@mﬂwmnkh=atf@é§ §°°’r’56 Poiptt1d0 #sdid e Apgrreed
subscr i hesosk providat deihe cobtpilicd syRat i@ tnBinfain OMfink/there Dot Gonddr cdch el susber ormtby’ be

rout ed fhgnekwnﬁ( F!:‘v?.td%’}@ rli(onpgnqxtlj qu:[ §11]|§1__, fogrmglnm Popﬁe JsE}tnﬁi} &%Iored om P%B 1 BN rt:i)a | ocat ed

in any |ocatl data 1s communi cated between the PCD 110 and
t he respreEridee Yedt |2 Pratl on speC| fied by the

As noted above, network charging information may also be based on known geographic information. as
well as, for example, sponsorship or demographic information of the user, which may be provided to the access
point in a digital certificate.

As noted above. the data structure or tabie centaining network provider information may be stored in each

of the access points 120. Alternatively. the data structure may be stored in a separate computer sysiem. such as the
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networ k provider preferably using a secured techni que. Exanples of possible
secured techniques include Layer 2 forwarding; various tunneling pro %f?lﬁ
such as PPTP, IPSEC. GRE. and IP-in-1P; and tagged VLANs (IEEE 802. | §)MAY 7004
anong others. In one enbodinent, in step 232 the access point 120 operates
to direct PCDs 110 to an avail able communication channel, e.g., an
avai |l abl e RF channel or other w rel ess channel, possibly based on
information received fromthe PCD 110. Thus the access point 120, not the
PCD 1 1603 i#ly agki e divanshnehes of dhe sgommpant ddt innoperaiFdy fopxeinght aentifiqaeongn
access plﬂjnﬁulmnllgme KXEYor e[pﬁleartp@mtsgwﬁlifs@% 1 cBibdedslQent &ri@:ﬂs apad1b,ald B4 215
comuni cation .c hannel.) based the |deqt|ﬂ1?at|on
il . 4

i nf or mafh GiF™ Uy o “Fip'ﬁ%“aél “ﬁg’mk é’éoé‘FVe“ FYER" cﬁébmf | eI de gy poi nt
120 may ratigo @p@rlaﬂt eentogk pfpwider endtaeess PEBed by thern asterningd liratls embesimrnibisat i on
channel ;,pas&sh A bolNEedtiy/ BESspRTive adcES iy i“OQ@tho&'ﬂ rlefnL akﬂhh ﬂgbt:dtl%aafcdc@ IBoimt

i nformatj on ter ed access This all ows an
access ITS)dTJﬁ{onTziointf 8CEIV§€§ m({l}hﬂﬂ olclﬁ uscr lo Iaet PSJB 8§ or _Ff'zssocmtefl {oulerd$ fPf'O crrent

channel svirasaid rt@mﬂt\'h@lmémm#d( s ﬂrwmﬂlﬁ@i@rlo 'bfelpmqnu«sseden thedperishsed on t he access
or privil egenll.xse}ﬁ@{cp 012 el ARG orkne LiSer :s'zaﬂtfwe@m%ﬁ#ngelw&h&c@f;ﬁiﬁﬁa& hﬁcﬁcmﬁmsl-}zo rrﬁ-y
assign g PCD 1 atio 1annel ed on 110 has
access ?I'SSEb’r“’l"V;Ltpé‘w%edT t thrﬂ%kg "‘i“ﬁn‘ et Wor h’clgahe SHEP IR ebscnsee 'eA(S: me& net wor k
provi desborratye neweh pdvideh ar gy emamtheblﬁvw\mz% 'e[ere'e@s throp} ity pratip@erh I9B.d1 Wt ent .
each of ik hemRal\WeH:kd RIQYd sttBhs msr:as peeltd' M@d slex] wasiinkGoniRyn RBIvA L@t SEpar at e

char ge/ formati or of their resp ve S qpsgrl rs. Thus,
t he networ‘{;[s Qg\c/'éllcee"“iéﬁ ?m" eeSdL" & fodc b et wor K 'q]FSEoA\e}J::1 448 e eqeer)b%} ‘char ges

for thECThétovet N‘O‘a-’c@@?s"“ﬁfcoftf‘ﬁ@"%‘é‘éidf“"‘,lﬂ“‘t% r%‘awwel'ly Sysé?mc?(’i?mii’f gpmigy o em
coupl edupifigy. tr hELtﬂGI\WEllﬁwﬂ.&@m 10SidB o2 Griéul @erddrBink B Oucrure e 2 RIBKVE @ fuse€ @RPKIL €1
system \llg;%l.ybcr ogne wo\r/keprolw rlon;g‘:;[n'!n oon nIl\KJLQ nhﬁn@lﬁ:c%ﬂe I(’);% 2R3 shd Fafubined bppe'lwr&k p;ltg Qer as to
t he determ ned T( provi nput er system rmay mai nt ai n
bi | | i ngBchaPgivey C‘I"ﬁ‘f‘ mﬂr?a%qf tbﬁMf“Gfk HHEHCST MY by U'dsﬂé‘ﬂ myaingd by agPird PerePREL wor k
Pprovi dekic a ndukbrOgi@ideNho elivsBtiets of BiH df itha garionsfreivbm pioditerS roiy bt ki wisen omayis he

stored e o‘l\hgc:hEng'uﬂ' JTQQH%QCIWM l(pl%: )ang&b} cg%g nEthrL ﬂﬂas&%m@ﬁ) ndd!?f'gn t@%?ed above,

net wor k chargi ng information al so based known

i nf or mat e "“éf'§° "‘Wl‘ﬂ“f“a‘é’““’ﬁ'&f“f&?&r?ﬁﬂﬁé P BEREDY "é‘ﬁl‘w Brer g \gﬂi’ﬂ? %‘i’béd 0

i nf or mai ieovarkgfoviid gauis @fowednh kapimunienye Wik ampAfoMD ehd akldcir retiverk apEides o bcpmbmi in a

di gi tal peibl flweRbBviseh\%r ROLEd above. the data structure or table containing
network provider information may be stored in each of the access points
120. Alternatively, the data structure may be stored in a separate conputer
syst em DifferehAgss bdyds 13 3 MAY 2004 ML13 150, In this latter instance. each
of the access @i 858, nlaQ eHﬁM P Qheeda@ stk OF MY SaytsR@ cn€l@Mhbokef difbeartul dodess

i nf or na]E]t':ll? t}L mgim,tugon an éci:rzt‘.s gée?%ce:veé)\glgl Ee 1dc§1¥ls gl%mn;bgpahonaqqﬁ mei?.m?ﬁ%ﬁp:}s't er

syst em per or determnin e appropriate

net wor kF lp!"o\/ F"defﬂwoa‘ﬂﬂ‘) e*eﬁrwgipmﬂar Ioepl a%wésrgs‘)\*rﬁf BroXF!! “b"r“'e‘a"@l"é@?‘i‘ i’f@“‘t H¥h def aul t
provi defay bR&R ataibBle REkseMOakin X @M iacles B dURBCEE S sitBii hodr Rawscieboessn natek er m ned
I n t hl SLB?TETPQ exiﬁzﬁ%dces; h&l%’)av i)erlrng)[yrm'lg 'lomwrmynlgeecc;rm(y ]mr:gggrktrgotﬁagonrngls«g@(:t Ive

access &g roper uting, or the respective access oint 120
may for rHscaa'taa“’f"é’eéﬁ’ee'ady oyt te ﬁ‘é“‘lﬁeﬁ ‘If)"F"“’l‘G"Sd‘f’“%‘H"e“‘ﬂ’?@‘r PEUHE BB 150 or
an assoeteat ed router for proper romng, to the respective network
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r egl St erpgaﬂo& ﬁne ohmore Q{A ﬁ@?ffﬂ\lﬁé}{ﬂmels orl el.lﬁsgecWZSGISEStuch as kSlnL w)l}'e EpSSer on

veri fi c&trsovulipfe Ackres (aibElor Pconon mﬁwgﬁi%g opperciaiitialp epsess Chemes spb @i Eidh-EBMPCI D | Ds
on t _he VWARORImsigbmgs K- The XYZ net wor k may acquir e dem)gTaphi c information
gQCtE;D![ EGIb| gl’ earlgc)rg]e[e\‘!sm ocfmé:)'t{ ﬁstcrl §SJI’ \fc w:lL llies‘)pect 0 sg:eg%ntthe acd:ss po1n 1%0 lﬁlpst:rea[cs mdlgeﬁ{ll ;l s
are accépbabPe, antﬂrqﬂe*cquhe@sw}dr Raswa)y '@"aaﬂf" ffqﬁeeddsoer‘hfa"&@elé% Thys barrsus
goods, ipffQeoYRd: ihe RCRME! By assHE ERAREIE foPdoRMbGEaToS.. Fof B@mp(zhe MEicWa péinMBY mbynf or m

the USGI’ c('aYe @ ﬂcc%S%QOQQ ; u%:l:}llyﬁegomfﬁuan) c]ﬁnh‘l@{ {eg }:he-lFl q{FI r.%anatn) ba@tchn th onal

cost forraccessi net wor k non-regi stfered user. The user may
t hen havwsmyiFEocpgFaEn gL s SR ffge“'l‘*ﬁlé“h'ﬂ‘d'm Phaleresss Peintde0 PHASSBEDE fes or
di sconneeded P CDI e @adivbilaBacominligraiis @fanrieysehaoehed dres @ priiGani@for pithegitaon ng

Wi th t hw%%omr WPEK ad i ﬁe\aqtc@swwme pénoam Nowd eeasccss%rneizwseﬁamuﬁcage of
Mul tiple Channels A w rel ess access point 120 can use Ona%{?onlheaﬁl urality of

di f f er eft™REYPHENS °FF @Eﬁﬁ%‘hﬁ?we'scﬁﬂ%?ré‘rfé‘”m POV hYTIE AT &Y B8 t abl e
conput i mgvildevivees thefPCd 8 SFor Bampie e rptse poim 134 me| iy 2 FEB 4% 2 primpictif) can
use one Rfinel fRGa &Mane Inspdp txhna@bwéas .aanmAﬁm;oe omé Amkmown RF channel s 1 6

and | | are G’QIFE t CVSESCI'I?PI'P%H”&I ah een deianed \Tllh reif& ncc lodmma: nhgébodlgen%nq bEI ng

partially over er channe 0 one e |rren
the pr eswtwdn‘%ﬂeﬁf F'B‘H‘d‘m@&c*ﬁ ’Wﬁ"@?‘e‘g@ha&tﬁe@’?"ﬁbﬁc?ﬁ ‘Scf&hs"dtﬂ}‘l‘ﬁ’uﬁf‘yc‘&'f‘%‘“‘ﬁn one
Or DI € mofifi@hiondl aﬂﬁ:tlbﬁsahildt ynpberfis &l he efbodihdre @ydbel 2Bl @ssitier efNessvaohiamnel s,
e. 9' t I , & Bithinkig0 can
trol % ﬁj chaﬁﬁresl “Fﬁ’g“’@%gﬁ"gm‘“’eFgon%’ﬁ{“%&d°é\??§§°ﬁ%%§§°@ client is able
to use. r“l"ﬁ""'[‘ﬁrfé‘"’enbodl ment, each portabl e conputing device nmay scan each of
the RF channels until it detects a wireless access poi nt 120 at one of the
channel s I n one enbodi nent, one or nore of the wirel ess access points may
each utilize a plurality of the RIRF channels, e.g., may use each of the
non-overl appi ng channels 1. 6 and | | to effectively provide up to three
times the channel capacity. nus, the w reless access point 120 may be able
to control allocations of a plurality or all of the respective RF channels
to selectively obtain higher bandw dth when appropriate, or to sinply
accommobdate a greater nunber of subscribers, Thus, ifa wireless access
poi nt using only one RF channel could only handle fifty PCD s 110 on that
respective channel, the wireless access point nmay operate to use all three
non-overl apping RF channels to effectively triple this capacity to a total
of 150 simultaneous PCD s | 10. 17 3 MAY 2004




As anot her exanple. if the wireless access point 120 is only comunicating
with one portable conmputing device 1 10, then the wirel ess access point
120 may optionally or selectively use each of the three non-overl 3WAY%U4 RF
channel s to produce effectively three tinmes the bandw dth for thi

comuni cation. As additional portable conputer devices cone into

communi cation with the respective wreless access point. 120, the wrel ess
access point 120 may selectively allocate different channels to different
ones of these PCD s as needed. Further, if nore than three PCD s are
conmmuni catHg InWCkAIMERE: r especti ve wirel ess access point, the wrel ess
access point 120 nay partition one or nore of the respective channels for
t he respecti veluser §,methefchr ereviding isqags wiarnetverk systp. e the @hfork sgitegnincliSsnse

Mil tipl e pPGeRSSEacks@bihii Sip@iNic Detwek tieaandd CoMiingD) or ot her nultipl e access

schenes such a§ ﬁI% Jéw&e.m fenfioNBY inRIREE o0 BSEBule Loqlpmgedembm%mt as
descr i bed bP ton 1 formatlon 1n£:ates orﬁ \Pder gf a’ plurap oﬁ 0 %E nethrk prowd:elz'rs wfh I’%t es to
di rect 10 "t an ‘avarl arbeﬁw Ehannel®, i By ormati on
recei ved ﬁWbmctsrP@medmaomfﬁu@d'rwhla'c%%§ da'wr"ﬁfm i%“s'“ﬁdt‘“‘t‘ﬁéd"f-"@ﬁ“"jilo may
assi gn chafimelion eftizs eachandioaynd acleastiow metwokgprovide of thp plaslitytofpessighnerotiemgdepoi nt 120 nay
operate to dir @gdmidngREhethl@ &@.damranéaiohaa]blcef\pmmgrﬂumé el te@Ring AaNRAIcaf@. g. , an
RF channelk Rasedh.28 sz;lch&tmrllrgﬁ%lnzt&r&@-&!wgg mrnite%mk lu%.,tmgdegice induB8 acilslibg
recelvedfromthe PCD, 1 pderateto di rect

the PCD 1if6mfmowél1n mamvaac} sm%t?ereccwcd lgentcfeauoril %rrrriatu(): toa%etﬁ ne%eanéztéwd'ggn Of her types of

i denti ficati onhefstalerent e deddiom thaps e PEAg 6% on t he deterni ned access

| evel of the P@oridinghktgerahdeasns taporaldcesmitipokvie iR thegnewer grogdep deteygned in

conmuni catdiQ@ednhaf fi ¢ onto different channel s based on the network provider
bei ng used, or based on the access or privilege |evel of the PCD 110. For
g);grergl gn mgt ﬁg?efﬁg OI nt %-TZB nFtherem sa;g p{m?{dugCnDetwg'r gcceasis go?lrngpe'slgalro% mg[ ﬁe ng?\?\gpﬁl
Wil e the quv‘@%f@ﬂﬁhepﬁe)@mwp&ﬂgﬁfase “’dé‘@l‘f’a‘dj’é%“éﬁf’ P't}'éﬁde“im“t‘ﬂ"ﬁ“’@fk@f"éﬁée to particul ar
enbodi nents, it will be wunderstood that the enbodi ments are illustrative
and that t he i avent iI'ﬂ:ﬁhetﬁﬁQpﬁy bfShe B‘Q:Edtr@aallnj McteR Che fir\AYesY @It iRtliskaBIBI By, subscribers

modi ficatigp c%bfu%gﬂla]Ho‘PEL%sable%Q‘gorﬂ Qvenments to the enbodi nents described are
possi bl e. ese variations, | cat | ons, additions, and inprovenments may
fall within the scope of t he |nvent| ons as detailed within the foll owi ng
claims. 18 3 MAY 200u mpppd vt s thy pageqifmgylaps; furher comprifig® hod f or provi di ng access
to a network sysiitgfig awhedp mag heunatthworiblysitegdeincl udes a plurality of
access poi nts GAMBH B ddt@mihed R drovided MBarkd8 tdd @dess BNBE pobthtisomButing Bfce BCCESS
poi nt recejvin | dentification information froma portable conputing

devi ce, wH¥PEMA the identification information indicates a network

provi der of a plurality of possible network providers, wherein said first
access point incl udesnaedrenory medi um whi ch stores a data structure
conprising a list of identi fi cation information entries each indicating at

| east one net V\Kgl’ K p[ﬂ?\“ t(god ofanf d’tl grf:l:%(lmlél;:l%lng Ev%remt %Ss%c}alleﬁnﬂ:% ségspolélgé{:ll ders;

determ ning the net Wor K e conputing device after
recei vi ng "HYs ?’d’é’ﬁ‘?‘P&?‘&'ﬁf"FBﬁm“i‘zﬂlf"ﬂ}tyr?ﬁ‘f"f"t?ﬁ “‘YRH@’P"@?"H sai d det erni ni n% t he
net wor k pr ovi derein fsgy detepining dretnatiypre prediepiat Wh@ﬂﬂ’é\m@@"ﬁs Wetce deladentcecsiss fhp
MENDry MeGickidy ARIGMUGINE Ge tddved BOEicM@ infotiemdh itd dee@ink OB nétwdioproviitri @ uting an

det er mi ne fhaeNaiiPbkroRiiRMicdSl o mdBGork féviakr. access point receiving data from
the portabl e conputing device; providing network access to the portable

in Vi hr h the n rk provi r r
CO”DUt g de Ce t }?eugcthotg ofeclmme% Vﬁlerem R.e %’m gr(l?cturcds%tre?a rIclestmatlon asgiress indicating a

t he

destination specified by the network provider,
wherein said providing the data comprises providing the data to the destination specified by the network

provider.

8 The method of any of the preceding claims, wherein the plurality of access points are maintained

by a first network provider;
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said determning. 2. The nethod of claim1, wherein said providing network
access conprises providing the data received fromthe portable (:?g&uéqqgg
device to a destination based on the determ ned network provider." 3.
met hod of any of the preceding clains, wherein the first access point is
useabl e by subscribers of each of the plurality of possible network
providers. 4. The.Teloatk.of nBfehabhe RLSeEdlNg, 6l al ms, fur t her
conprising: rmalntalning and St or | ng a usage a unt by the portable
conmputi ng device; wherein the determ ned network provider charges for
access by the port ablcencbambenviohte efeswding elaitmp wheremgheridenifontibn, infmit@arroedstsed) 6.
The mnet hodyseh [mefthe@brtabl@mptiRGiIec, RGerél Bd $78Bem MGGt Renkife thel Bdvark Shokitke bfuee
further conpidcifsivRaeRmAlag nethods for providing data to the respective
plurality of possible network providers; wherein said determning the
network provider for the portable conputing device includes accessing the
menory nedi um 'Usi n@hef'ﬁ@deé{‘zvéﬂFé’E)“‘id'ﬂgﬁﬂsffﬁl %Y nf or nati on to deternine
t he networ k pr &wifitfeaccess ard reggyinggdeetifjcatiqqgdamdtion feogh anpettdhlo dorfresing grviery Metiem dhet he
data to t hentin@iowaloknafdh GfikaGted first nbtwork prévidat a0 ofpbsabldRe@ork ph@Eei N t he dat a
structure St Or g emnifl QR Rbo okl F-P 8 pokldicGhilnf Gevide ardGS IR Al iRASRACI T i ed
by the network provider; wherein said providing the data conprises
provi di ng THhe data to the destination specified by the network provider. 8.
The nmethod of &RUFBF=IPRE "SHEBEt WY MErEPHEC™WAEFESn the plurality of access
poi nts are nai pevdingelt datgeeepyedf fomghe ppriablgvesmiutipgr dovide they destigalorassopipeed 200 fier ei n
t he i dent inéb@akovidr | Nf or mati on i ndi cates a second network provider. 9. The
met hod of any @f alh@eeRLERGLLAG idchBbabi inWMIRELk o J3Rubk dSRBLtInf hSRE WRRIN the
i nf or ITB ti Qﬂntigtgtlim{nl’osea n%dicae as st gnrs!nl “%rk%]:'o ll;:icrr1 (% tthLI;r;[ﬂﬁ'l?)l‘ Sssﬁem%hlpg dege Vi Ce,
wherein the System, uni que|Eac |%en_t| fies the networ rovider of the
plurality of pé%ﬂlﬁﬁge‘hﬁé?%rﬂigcﬁ}‘ A Y. "‘?L(B‘.’“abl'%é““}'?’é‘f‘%c?%'“bfaﬁ"érﬁfe‘ﬂ‘fg Phe
pr ecedi ng identifijetipg infofmgtionner conpri sing: the first access point receiving
i denti ficati onthk fiftedcaBbinOgeifilzoaa fam goschdbkepaianipudiany devi ce, wherein the
identificationpbfifidBld QGvds Acth BdfoRble BorbitihSdevidd @f MdaiketidR lnBdtlakBibirs @ set
plurality Q\fmk%%iﬂr.b' e network providers; determining the first network
provi der for the portabl e conputing device after receiving the
identification information, the first access point receiving data fromthe
portabl e conputlng deewkbed of approbihd nkdigedebms: dat a recei ved fromthe portable
conmput i Nng devi @eereinChegluchtrs bfi aftest padit ag3SDEA atkee Watidas tn 2 @eofraphig tegiom B¢ Mgk
provider; the kikhslom@cisg€SS point receiving identification information from
a portable conputi Vi , i 1e. identifi.cati i Ny
i ndi cates a Sg@g)haﬂ%g? \g/\'bnl} &gl;ng%%%%irupg%&ﬁ ﬁ]éo pﬁd&yg{c{ntg%% Sgg;ép%f%hﬁgf wor k
provi der s PYRETHIRE Y™t he second network provider for the portable
conputi ng devi (whereinf qaiérproyiépgeriev:prhgccfshg)mpﬁses selectively providing network access to the portable
computing device based on the known geographic location of the portable computing device;

12. The method of any of the preceding claims, wherein the data structure further comprises a
list access levels, the method further comprising:

determining an access level for the portable computing device after receiving the identification information,
wherein said determining the access level for the portable computing device includes accessing the memory medium
and using the received identification information to determine the access level;

the first access point receiving data from the portable computing device; and

providing the data received from the portable computing device to a destination based on the determined

access level.

13. The method of claim 12, wherein said providing the data comprises:
providing the data to one or more resources on the network to allow the portable computing device access

to the one or more resources on the network if the access level is a first access level;

providing the data to a destination for external access out of the network to only allow the portable




identification information; the first access point receiving data fromthe
portabl e conputing device; and providing the data received fromthe

portabl e conputing device to a destination associated with the seddthd 2004
network provider. 11. The nethod of any of the preceding clains, wherein
the plurality of access points are arranged at known |ocations in a
geographi ¢, .60l Al 08 JELI0M LI NSL . GOIDL] SINML, the first access point
provi di ng g@og% aplel,c jocat on i ntormati on 1n I'cat1 ig a known geogr aphi c

| ocation of tAEPof Patsres D mis tFRG > ernT e RRHerershie He pF SVIHIRYfiet wor k
access comphirsmak.sel ectively providing network access to the portable
conputi ng device based on the known geographic |ocation of the portable
computing devi ¢g; 1%he mlhQ oFERY M pREcaiR WA fuhdrdiEind L SaL pBitk ShrithifiRs wiWIRT €1 N

t he data SIAMGLYLE further copprises a |list access |evels, the nethod
further 08rrpr| Sl ngfg etermning an access |level for the portable conputing
device after receiving the identification information, wherein said

det er mi ni ng t héd acc&wsgethod giglainflé furthdnesmpnising abl e conputi ng devi ce i ncl udes
accessi ng the reagngy wireht chfmuGian Wishnelgfort diemuniedial heavekni tgeMd adedsCprint @A the

i nfor mat i QfhiokiRigiNtNe the access |level; the first access point receiving
data fromthe portable conputing device; and providing the data received
fromthe portable conputi ng device to a destination based on the determ ned
access level. 18. THE™YAGH™F “BIdi M Toec-sipritSiep TS Jr PP BV SNy t he data
conpr i ses shageldoy Faimprirationestwdatha fistgecemeinignd thyprebleceryniing dice: on t he network to
all ow the portable conputing device access to the one or nobre resources on
:he ngtvvf_rk itf 11 hfe ARGRES okaa}lrﬁhs, wfRere sfid {w%a%lgaﬁ&i%sas%@mg&e ?meg\éfmmlgii&het ﬁata
0 a destipatio r.extern ccess  put, o e network to only allow the
por tabl o S5 Ry SR e RS R T b Gl I | or ks 1 f ¢ he
access level is a second access |evel; wherein, if the access level is the
second access Ievel Themiyhodbhielam |55 whetsin sqir asngpipiendriers pshigving fie witsfessyemainisatitSour ces
on t he netkhmbkllbasedbdthe daaineBithoprofierany of the precedi ng cl ai ns, wherein the
first access point conmunicates with the portable conputing device in a

wi rel ess fashiop. 1"i_’hemmo%oﬁ%tmh9qunﬁe‘;m%n%ﬁp 14, further conprising: assigning
a wirel ess comuni cati on channel tor conmhunjcation between the first access

poi nt and t hedFHImE Abtees BT RYreomure detise anEer g Sl =i e s,
wherein thd first access point assigns the wireless communicati on channel
for comruni cat ksighing @tvwivelen comhanichtiofi SHannel F@ egBmupictidt beairal te et pakstpailyl @d donput i ng

devi ce. 1l EmddBk ROEk vt o Ih@kcminas acddR¥eLI N sai d assi gni ng conpri ses
assigning the wireless conmunicati on channel based on the identification

information received fromthe fportabl e ,conPut_i ng device. isS. _The_nEt hod of
claim15. wher &'n sdid=4¥sf Pnrity Pestip sy e&é‘é’fﬂ%ﬁi G P R RTE lh the

conmuni catpfralfe computing device in a wired fashion.

21. A network system comprising a plurality of access points, wherein the network system is operable

to implement a method according to any of the preceding claims.

22 The network system of claim 21, the network system comprising;

a network;

a plurality of access points coupled to the network, wherein each of the plurality of access points is
operable to communicate with a portable computing device, wherein cach of the plurality of access points is
configured to receive identification information from the portable computing device indicating a network provider
of a plurality of possible network providers, wherein each of the plurality of access points includes a memory
medium which stores a data structure, wherein the data structure comprises a list of identification information entries
and corresponding network providers, wherein each entry indicates a respective network provider of the plurality of
possible network providers;

wherein each of the plurality of access points is operable to determine the network provider indicated in the

identification information;




channel based on the determ ned network provider. 19. The nethod of claim
14, further conprising: determ ning an access |level for the portable
conputing device after receiving the identification information; &ridAY 2004
assigning a wirel ess conmuni cati on channel for conmuni cation bet ween t he
first access point and the portable conputing device based on the

determ ned access. | evel . 20h The net hofd of any of the recedl n% cl ai s,
wherei n the fi et & BT TR Rabee f‘Ff‘PT"ﬂ%d“‘BE b 1% PRl i ng
devi ce i n*&eswRorE w%hwdwcss Hg memmryrRediyibIng uss P8 teesirIc T TrA Y| "i*fgmﬁimptp grtegtinet vy of
access poitmatgyorkpheadeei n t he network systemis operable to inplenent a

nmet hod accor di RgereinOne@ By attss lisiRovRECE KL JI@LIC lodhiphthg ddide bl tRehiEKnhp&kt em of
claim 21, thg network system conprising; a network; a plurality of access
poi nt s coupl ed to the network, wherein each of the pI urality of access
points is operable to communicate with a portable conputing device,

wher ei n each of*t heApittakarsiemyomfisigccess points is configured to receive
identificationaneodr mati on fromthe portable conputing device indicating a
net wor k provi demphura@y offacqs pbifth kdudedQb tho QG hereEdadbidr he PrRMY ddc&ss piRelsei N
each of the.plur &;Jthnbéaté)ﬁmhaQ Gdreaor: d3M umgsdeJlééc&hUrgf?%acﬁ o RO BNy, SrEdl-lThibich

stores ada}amgtruct wherein t at a tructure conpr | ses akllst of

i dentific&TI"BH° (°Af (E)'Vrerfdaefmﬁtc)aﬁ'me”ﬁf ey r°m NoPoESl FEE Ok & Ry "Wt R M P BV der s,
wher ei n e&chPrlity 3f PPssiblf eﬁt"é‘sl’fﬁ'dff%s”b%"t ‘F“i?e?f H‘éﬂ’\ﬁﬂ'ﬁ’k °fp“t°‘6i7|p€fé‘f ingfpdest T @eP U aI ity
of possi Iedumeichveerds aguosiricter wiereinthedapisiictera @hwrids atif ef igphtificatidn itfymaipn qigsess

Poi Nt's i S aAGFeRIRg heBroftGhoRitdl wheid d1e eRiNKIK a Pdepadtibifivork PrdvideRdr@d phudlicf dre

i dentifi c%;,gg]m(,,g;“}gvgg;l on; 21 3 MAY 2004 wherein in determ ni ng the

net wor K provi dE[I fnoesla‘ch oi}}he B {%C?Flgccess pomtrsrPSUt | H\,gtoqgta\rlnlnl%etﬁe neet»(‘:'af)(l;knnro(\)nderé'l |cat Lﬁhal I ty
of access pornts 1s ope aﬁ to access e nenor m an

recei ved ‘G&ftfri"CERi®n i nformation to determine the network pI’OVI der;
wher ei n net wor khepmoe deempigngpireawtivelle provider forftke nowble advpwing Rputarhg thd elviplecft hr ough
the i ndi CaldpoRe tswpddsle P a00¢ds Ehe Fnemod Inedivin MAE hIdME KeceByiSdetiTbatihQiTHnd!iB (B Getermirkd
networ k; &.RkWkdklidsy Of access points coupled to the netvvork wher ei n each

oftheplurallt of access points iIs operable. t ate wth a
portabl e co ut'l n{;" qevi e v%%r?v'éifdnme“g m%lf c?"ﬁ’mmf)?eme It % of "AeCess” poi nts
is confi@Qi¥d to receive identification information fromthe portabl e
conputing device indicating a network provider of a plurality of possible

network provi dess, whekes poitaiha Greldssh @stiphiet” adeobiy sy@dm, a:&r@6 Shepéefdat mini BCl udes
a nenory i mo\@mme sﬁm%ﬁm@e d@mn wvyﬁcwr&, thVAELE e id %emt@ &lifeuct ure

COITpI‘I ses ication in nt entrie FO l q C}ndl ng
net wor k p rldgnn&'uatlon uﬂ'%nﬂatlon Iprc;’]m { rtable fomf/utm d-lm%e dPCRZ mg arnét\svore liorlveone urd ?y{zo

provi der (B?““t'ﬁ’é“"ﬁ\‘?j‘?"&l“f ty of p055| bl e network provi der s; wherein each of
the plurality oheeachesssspontrrspcs a gEemabiden ticdedre rriptn etruttite whadnwby feta
provi der iswctine abmyhises M lidt BfEidentification information entries and corresponding network providers, wherein each
entry indicates a respective network provider of the plurality of possible network providers;
wherein the access point is operable to determine the network provider indicated in the identification
information, wherein in determining the network provider for the portable computing device, each of the plurality
of access points is operable to access the memory medium and use the received identification information to
determine the network provider;
wherein the access point is operable to provide network access to the portable computing device through

the determined network provider.

25. The access point of claim 24, wherein the access point is useable by subscribers of each of the

plurality of possible network providers.

26. The access point of claims 24 or 25, wherein the access point is operable to provide data received

from the portable computing device to a destination based on the determined network provider.
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identification information; wherein in determning the network provider for
the portable conputing deV|ce each of the plurality of access points is
operabl e to access the nmenory nedi um and use the received identi f3i Mifta08n
information to determ ne the network provider; wherein network access is
provided to the portable conputing device through the indicated network
provider. 24. Ap ac&§§§a90|nt inawreless distributed network system
wherein the access point operable to conmunicate with a portable
conmputi ng devi ce, mhereln the access point is operable to receive

i denti fi cati on2§ nf ofratcrbITnt & gprerichie Hobrevalhl’ evhereimpiacien grit plepets p meticdeflt i ng a
net wor k pruonef ohins 1 typugia20pl ural ity of possible network providers; wherein the
access point conprises a nenory medi um whi ch stores a data structure,

wherein the da@ smglwf@ | 56 ey hé on Oaf wlrc%?snwo;kcggt&emham Qfmat i on
entries andlcorres ond Ip% z I‘ VI 4 k ?{gﬁ@ entry I ndi cat es
a respect INVETHEYROY ™SI SUT Y "6? N é"c’B ﬁﬁ""’éﬁd ° a)’}“b"f % Pdﬁf’“é’"ﬂ’égt wor k

provi ders; wherdh a%ﬁevoabwges Paifieion sfogpier b @ perablemeing devcetthe wiFstwor k
provi der imuli:rc»alteeid thenidehtifigatipndigfotnitfon drelicdte9 i netvanlf orpvivert éfGINpluralify aif @éskibld imetwork
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the access point inplenents a nethod of any of clains | through 20. 29. A
met hod for provi di NGhemRBRI o Gaids @B tvtldr@StheOlireless Wiwokl sR&S i EdidMBEd wSvi&t RRorkWher ei n
the wrel network systemincludes a plurality of access points coupl ed
to a netvvork the nmethod conprising: a first access point receiving
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the memory medium and using the received identification information to determine the network provider,
the first access point receiving data from the portable computing device in a wireless manner;

providing network access to the portable computing device through the determined network provider.

32. A method for providing selective access to network resources in a distributed wireless network
system, wherein the wireless network system includes a plurality of access points coupled to a network, the method
comprising:

a first access point receiving identification information from a portable computing device;

determining an access level for the portable computing device after receiving the identification information;

the first access point receiving data from the portable computing device; and

providing the data received from the portable computing device to a destination based on the determined

access level.




the first access point receiving data fromthe portable conmputing device in
a wreless manner; providing the data received fromthe portable conputing
device to a destination based on the determ ned network provi der.3 M&- 0dihe
met hod of claim?29, wherein the wireless network systemis a distributed

wi rel ess network system 31. A nethod for providing access to a wirel ess
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conput i ng rdewdecen thefrewiorktr ecei ving the identification infornmation, wherein
said determ ning the network provider for the portable conmputing device
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provi di ng network access to the portable conputing device through the
determ ned networ k preavhddercaim32. A nethod for providing selective access to
NEtWOr K 1 eSOUr GeSinelin Auiicel kb ALVINN, BLESS. nDESIRL K. SYStEm wherein the
wirel ess network systemincludes a plurality of access points coupled to a
network, the nmethod conprising: a first access point receiving

i denti ficati on3¢ nf ofratetheheffdronisa wirsmt sath previdemewerk agesdexproe; usicked EAN ni ng an
access | evel f egkcifiedig spakdiaddorinBaiagilt | Ng device after receiving the
identification information; the first access point receiving data fromthe
portabl e corrpu%; ng ((ijinec\r/nimgo%fcgpnq provi ding the data received fromthe

portabl e conmpufing device t0 a destination based on the determ ned access
| evel . 23 3 MAY'™ZOOY 43 s™tielifist $758* GPecticarhrawovidgiie cup iegisen 5fosvidi ng t he
data conpries: providing the data to one or nore resources on the network
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data to a.,destination for external access out of the network to only allow
idenfilication mio; on

t he portable corrprlﬂall ng device access to other networks if the access |evel
is a second access |level; wherein, if the access level is the second access
| evel , the datais Hotmephedoyicleded, vhgreip jyid igmeficgen informetion pemprisesracioevnaerepihis
net wor k. Bdationbhee peablodpbizgdalcai m 1, wherein at | east a subset of the
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a geographic region, the method further comprising:
the first access point providing geographic location information indicating a known geographic location of

the portable computing device.
40. The method of claim 1, wherein said identification information comprises a digital certificate.

41, A method for providing access to a wireless network system, wherein the wireless network
system includes a plurality of wireless access points coupled to a network, the method comprising:

a first wireless access point receiving identification information from a portable computing device in a
wireless manner, wherein the portable computing device and the first wireless access point communicate using
wireless Ethernet, wherein the identification information indicates a VLAN, wherein the first wireless access point is
operable to implement a plurality of possible VILANSs;

the first access point receiving data from the portable computing device in a wireless manner;

the first access point using the indicated VLAN to provide the data received from the portable computing




36. The nethod of claim 35, wherein said providing network access conpri ses
using a VLAN specified by the identification information. 37. The nethod
of claim1l, wherein the data structure further stores a respectiv?hﬂﬁqurk
provi der for each identification information entry: wherein said

determ ning the network provider conprises indexing into the data structure
using the g identifigation information to determ ne the network provider
stored in the data structure corresponding to the identification
information. 38, The nethod of claim11, wherein said identification

i nformati on cofpri sé&% mathddnirltim ‘b eepbrisiee: | ocati on of the portable
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port abl e ¢BHBYP Py OB IFER 4T KNP 8T hod of claim 1, wherein said
identification infornmation conprises a digital certificate. 41. A method
for providi ng atcesZheinghad ofpamaiess network system wherein the wrel ess
network syst ehddGllcdd@swak fdvidér @ladidmiine@basedbri 1R liRSSd RCAESS points coupled to a
network, the nmethod conprising: a first wirel ess access point receiving
identification information froma portable conputing device in a wreless
manner, wherein the portable conputing device and the first wi rel ess access
poi nt communi cate using wreless Ethernet, wherein the identification
information indicates a VLAN, wherein the first wrel ess access point is
operable to inplement a plurality of possible VLANs; the first access point
receiving data fromthe portable conputing device in a wirel ess nmanner; the
first access point using the indicated VLAN to provide the data received
fromthe portable conputing 24 3 MAY 2004 device to a destination. 42. The
nmet hod of claim4l, further conprising: determning a first network

provi der for the portable conputing device after receiving the
identification information; wherein the first access point provides the
data received fromthe portable conputing device to the destination based
on the determined first network provider. 43. The nethod of claim 42,
wherein the first network provider is determ ned based on the indicated
VLAN. 25
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