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8 March 2007 'DESCRI PTI ON DATA PROCESSI NG MET

PROGRAM AND I TS DEVICE 5 TECHN CAL FI ELD Thgm&%dggcﬁt2007
invention relates to a data processing nethod for
perform ng predeterm ned processi ng based on -
authentication results, its program and its device.
BACKGOUND ART 10 There is_a system where an

aut henti cati ng side (au?%%ﬂ?¥%§$@%g nmeans) confirns

the legitimacy of an authenticated side (neans to be

aut henticated), then executes processing authorized

to the authenticated side. In such a system for

exanpp B} FRECESSIEGIYRTEONMg 115 RROERAM, dSNDNWLETE|DEVICE

aut hentication key data for all .authenticated sides
and sel ects the nutual authentication key data
corresponding to an authenticating side to perform

t he nmutnsdmrangaTeHisaai i on for each authenticating
side. 20 Further, when confirmng the legitimcy of

t he alﬂﬂée'ﬁﬂé’é@rﬁg 1A 6 t}:% léaltoa%.t l&%@al % tolc%%51ng '

the authenticating side speci |es processi ng

BRI B B B

on a manage and e

syst em

BRGS0, 303} 'r%ﬁtuﬁgt SR FHFATaR, and 108 device.

BACKGOUND ART
There is a system where~an authenticating side
(authentlcatlng means) conflrms the 1eg1t1macy of an

authentlcated 51de (means to ‘be authentlcated), then

executes proce551ng authorized:to'the authenticated gide.

In such a system, for exemple, the-authenticeting'

51de heolds mutual authentlcatlon key data for: all

,authentlcated 51des and selects the mutual authentlcatlon -

key data correspondlng to an authentlcatlng 51de to

ﬂf‘perform the mutual authentlcatlon for each authentlcatlng

20

" side.

Further, when conflrmlng the legltlmacy of the

_authentlcated 31de by the mutual authentlcatlon, the

-e'authentlcatlng 51de spe01f1es proce351ng authorlzed to

-',the.autheptlcated-51de in advance based'on a management

- 25

- table etc: and,exeéutes the'specified proceésing._

- In the-aboveFexpiained'conventional sYstem, hoﬁever;




the authenticated side nust hold the nutual 8 March 2007
aut henti cation key data corresponding to al

aut henticating sides, so there is a problemthat the
managenent | oad of the nutual authentication key data
is large. Further, in the above-expl ai ned

conventional system it is necessary to specify the
processi ng authorized to an authenticated side based
bhe aawineyehent ed apl de supst dtely fheomuthe It ual

aut hentication, so there is the problemof a |arge
foblet ot cpt epar bty oty t aeragensmindingd cto afll he
managenent table. DI SCLOSURE OF THE | NVENTI ON Exanpl e
anboei hibrt simays pdey) deo aitatea i ae gesiliigem netdtodhe
enabl i ng reduction of a processing |oad of the
Bahdgeatercat 1agd mefnshevirent ddile autheticatiorg keammta is
aut henti cates the neans to be authenticated, then
Bxegell es processing authorized to the nmeans to be

aut henticated, its program and its device. According
to a furigtergspectthef abbeepegstiined ny@ittdriiionahekgsi-8m,
provi ded a data processing nethod perfornmed by a
neans ﬂébé&%éﬁ&fﬁﬁﬂéﬁéﬁfﬂ&fﬂﬂé|§¥dﬂé§%in§'dﬁﬁhorized to
aut henti cation use data generated by encryption using
&eYa@latan ainch @y atdiendd gt idi Measddiedtolding the
key data, conprising: a first step by which the 2 8
@éﬁé&hégiy'from the mutual authentication, so there is

the problem of a large load for preparation, management,
etc. of the management table.

DISCLOSURE OF THE INVENTION

Example embodiments may provide a data processing
method enabling reduction of a processing load of the
authenticating means when the authenticating means
authenticates the means to be authenticated, then
executes processing authorized to the means to be
authenticated, its program, and its device.

According to a first aspect of the present
invention, there is provided a data processing method
performed by a means to‘be authenticated for holding
- first authentication use data generated by encryption
using key data and an authenticating means for holding

the key data, comprising: a first step by which the




means to be authenticated provides key designati
data designating the key data to the authentic gﬁhﬂfh2007
nmeans; a second step by which the authenticating neans
perfornms encryption using the key data designated by

the key designation data received at the first step

to generate second authentication use data; a third

step by which the neans to be authenticated uses the
heast taubdent tloatt oretuse matai dey leut hietiiggattiion aada
uses the second authentication use data for

deett hepd € Trady 1 o e datd oy tdhestaa Hh tMdadi ridhéneans ;

aut henti cati ng means executes processing related to

4 heedeyd dait ep Wherwhih g herdhaaticn jalg tlernishiped forms
step decides that the first authentication use data

anch givei e oaiich QUTHEE Ndd e ald 1N delisigyriiaiadl de thize kene.

2a 8 March 2007 |In exanple enbodi nents, the node of

el td oo fddhe wada DS ing ﬂlﬁjéfto%‘de%) 2% ehlkewse
At the first step, a nmeans to be authenticated

P daeskedn s ana e date f o tqﬁ%cgg%telpn%yk%m@ﬁt a
to the authenticating neans. Next, at the second

e Rae e @tﬁwrgutq@ﬂﬂ%a%@%se%ertfh@ 7 QRCT yption
usi ng the key data designated by the Kkey designation

Hatrer el tesh alsd I?:%ta' R %hec@letr&l%%%ﬁf# engeaand ke
aut henti cati on use dat a. hbxt at the t step,

TR dintication use data for authentication; and a
fourth step by which the authenticating means executes
processing related to the key data when the
authentication at the third step decides that the first

authentication use data and the second authentication

use data are the same.

2a




aut henti cated uses the first authentication useiﬂﬁ;ahzmn
for 3 8 March 2007 authentication, and the arc.

aut henti cati ng means uses uses the second

aut henti cation use data for authentication. Next, at

the fourth step, the authenticating neans executes
processing related to the key data when the
authentication in the third step judges that the first
aut henti cati on use data and the second authentication
use data are the sanme. According to a second aspect

of th&NpPEIBRtS SRRATNYH: S 4 Hete Nadgrdyichedad igax #F
rocessi ng system conprising: a means to be
‘gﬂ?hg"ﬁ‘f?c tFIHThIE }Hb‘f JfE’igr%fi LUttt cation use
dat ted b ti ' k ta.
ot henE T A R or oS e oy g r e
it . : .
DSEELL, e RIS 08, PULIEDL oAbt PO S8R KRk o

ant henth &3t Ng: IRANS-adde authenticating nmeans
perforns encryption using the key data designated by

the key: desi gl ibdi svQceivrd fUtoEnthe MRS rleRins
" be authenticated to generate second authentication
psef otrd asndhgpmeanudind e autntdaaal eld susesitiele by the
first authentication use data for authentication and
kdre destdrenttioatdaiy mesresi sk st hesedarsdt step to
aut hentication use data for authentication, and the
aendents oy medienteaaduitaes uste datécessi ng rel at ed

to the key data when the
E Next, at the third step, the means to be

authenticated uses the first authentication use data for




aut henti cati on decides that the first authenticatjon
use 4 8 March 2007 data and the second authentﬁi&@ﬁ%ﬁm07
use data are the same. 4a 8 March 2007 In exanple

enbodi nents, the node of operation of the data
processing systemis as follows. First, the neans to

be aut henticated provides key designation data
designating key data to the authenticating neans.
hAlexhent heaaiwhentnd at he gaureasnst ertf 0Tgreneaty YWpidOnises
usi ng the key data designated by the key designation

tht asetenei yechatt thet { b sisst®pd Egenaraianisiecanicn .

aut henti cati on use data. Next, the means to be

aut hemékeat £e tisestdlert i $1sdp, atdenitreait oih sty dadahs
for authentication, and the authenticating neans uses

éﬁ@cﬁ@@@@r@é@é@mg cadl Dfedisy @l &kdPldata when the
aut henti cati on. Next, the authenticating neans

SXEREH €Scd hEon PIOCESS| 1 &l Atad fiidde deat data mhen
the authentication decides that the first

AU NS 1 GALI AN Jise gdat %n@n@hbhﬁeééﬁgngu@HéH€D&é@?éﬂ omse
use data are the same. According to a third aspect of

thespiesente ddlyention, there is provided a data
processi ng net hod

According to a second aspect of the present

invention, there is provided a data processing system
comprising: a means to be authenticated for holding
first authentication use data generated by encryption
using key data and an authenticating means for holding

~ the key data, wherein the means to be authenticated
provides key designation data designating the key data
to the authenticating means, the authenticating means
?erforms encryption using the key data designated by the
key designation data received from the means to be
authenticated to generate second authentication use

data, the means to be authenticated uses the first

authentication use data for authentication and the

authenticating means uses the second authentication use
-data for authentication, and the authenticating means
executes the processing related to the key data when the

authentication decides that the first authentication use




where an aut henticating neans hol di ng predeterm_ned
key data perforns authentication together with
nmeans to be authenticated holding first

aut hentication use data generated by encryption using
the key data, conprising: a first step of receiving
key designation data for 5 8 March 2007 designating
the key data fromthe neans to be authenticated; a
sdecorehdtgpe deusiduitterkeycadaicn whesidptat edtebyhiehe
key designation data received at the first step for
ees yption to generate second authentication use
data; a third step of using the second authentication
use data generated at the second step for

aut hentication with the nmeans to be authenticated
using the first authentication use data for

aut hentication; and a fourth step of executing
processing related to the key data when the
authentication at the third step decides that the
first authentication use data and the second
authentication use data are the sane. 5a 8 March 2007
According to a fourth aspect of the present invention,
there is provided a data processing system for

aut hentication wth a nmeans to be authenticated

hol ding first authentication use data generated by -

4a
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encryption using predeterm ned key data and hol déIOl%rchZOO?
the key data, conprising: an inputting neans for

i nputting Kkey designation data for designating the
key data from the neans to be authenticated; an

aut henticating nmeans for using the key data

desi gnated by the key designation data received by
the inputting means for encryption to generate second
aut hebtii eatmohe usebcaimeaing, ushaignddre ofSegendthtion of
aut hentication use data for authentication with the
tRandata beoast hiomd | ©@desh usd ngs thel fowst

aut henti cation use data for authentication; and a

cont rpikétg tRanfedd ©Xasditd nithiotessddp et iatead Keoy
t he key data when the authentication by the

ads hend t Cat | gt Medansi glecd kdataddee 4 rgle

aut henti cation use data and the second authentication

dsen et acaf end he=Sae. 6 8 March 2007 According to a
fifth aspect of the present invention, there is

provigeg: 2 PROG A0 R EeXaS uﬁ@é:h@peﬁdi%sa encryption
processi ng system for authentication with a nmeans to

ﬁ@hﬁ@”ﬁﬁﬁ“kéﬁudﬁiéuaéﬁlﬁﬁaEbﬁsbyaHh@eQéyC@éé£§hé%fbn data

dat a” gener at'ed by encrypt| on usSi ng predeterm ned key

fatas pad hol didge fhe aed- key Latag

conpri si ng a flrst routlne E)Bf recel ving key

gﬁ@’ (gjrgttiasefq{ cf4esignating the key data from
t ans t

aut enti cated; a second routine of
eany§gi{U1&ﬁ%fﬁk§J§3to be authenticated uses the first

authentication use data for authentication, and the
authenticating means uses the second authentication use
data for authentication.

Next, the authenticating means executes the
processing related to the key data when the
authentication decides that the first authentication use
data and the second authentication use data are the same.

According to a third aspect of the present
invention, there is provided a data processing method
where an authenticating means holding predetermined key
data performs authentication together with a means to be
authenticated holding first authentication use data
generated by encryption using the key data, comprising:

a first step of receiving key designation data for




key data designated by the key designation data
received by the first routine to generate secordvarch2007
aut hentication use data; a third routine of using the
second authentication use data generated by the

second routine for authentication with the nmeans to

be authenticated using the first authentication use
data for authentication; and a fourth routine of
@xetundngng prior éssi miptrel fated the mwaneeyoddtea when t he
authentication in the third routine decides that the
dutrlsentaitdierd i catdearprub estoegt aofandsitrke tdecdry data

aut hentication use data are the sane. 7 8 March 2007
deciymh gl thyy atsd Xdy abyreiginaofi drhelgiree sente ivevie ptti ahe
there is provided a data processing nethod perforned
biyrat neiass far enatiidteinin aat egbnshent caecautdhent i cati ng
nmeans hol di ng key data uses key data designated from
diheh eveiainsa ttiorbaisautdiand i catet hiblsdiahg oft e ifigr $he

aut henti cation use data for encryption to generate
seeandl auhantidatiioon wse dala.gaises tilde ateeord second

aut henti cati on use data for authentication with the

SRANSEO N HuidienidicH ed t ARGheP k@M ophecessi ng
related to the key data conditional on the

Authanti Gatd OGRS ithHa Hd Aty i nftlilcStion use data

aut henti cati on use data and phe second_authentication
e datie e ddien ;SaR € FRIHH %&épaoE'%§Ec%E§BgOf

provi di ng key
processing related to the key data when the
authentication at the third step decides that the first

authentication use data and the second authentication

use data are the same.

Sa




desi gnation data for designating the key data u
when generating first authentication use data E@g@@h2007
on the predeterm ned generation nmethod to the
aut henticating neans; a second step of using the
first authentication wuse data for authentication wth
the authenticating neans; and a third step of naking
the authenticating nmeans perform processing rel ated
to the key data based .on the results of the
aut hentication at the second step. 7a 8 March 2007
Accoradiagrding sewemduradpectpeaft tife theepeatsent
invention, there is provided a data processi ng system
froremtnigorg, M tics e cawdidzents catred pwlder saing system
aut henti cati ng nmeans hol di ng key data uses key data
flesigrateatt fdaamdrh ey igans reanke raublkeatiteahed chekd ng
the first authentication use data for encryption to
lgeneimay € iseaont ttHdienidtGain eRcusietdab@netsesdt b
second authentication use data for authentication
MdMygthien RAKYy R RUNeRd ¢atedatandnpehbatiBy the
processing related to the key data conditional on the
1eddt Retd  Caldnr iGN . BN A nfhdtk ihBembhhst for inputting
aut hentication use data and the second authenflcatlon
MSE fdaliy i dihea S8R r CRERENeR8g anki kel ABaRS fhop
provi di ng key designation data for designating the
HEY Al %%SQﬁwg%&hﬁ%%Q%%% Bﬁgak!Eégh@HEEEQE&ﬁﬁthQQRs
e e met hod

use data bas on t predeterm ned generatio 0
fé}QEQJﬁPQ@EPmE%aHQy% designated by the key designation
data received by the inputting means for encryption to
generate second authentication use data and using the
second authentication use data for authentication with
the means to be authenticated using the first
authentication use data for authentication; and a
controlling means for executing processing related to
the key data when the authentication by the
authenticating means decides that the first

authentication use data and the second authentication

use data are the same.




means; a second neans for using the first
aut hentication use data for authentication mﬁtr§%@%§h2007
aut henticating neans; and a third neans for nmaking

the authenticating neans perform processing rel ated

to the key data based on the results of the

aut hentication of the second neans. 8 March 2007
According to an eighth aspect of the present

i nvenhcoordihgreoi s pioHvh desbactprafrim tmrdeerexecut ed
by a data processing systemformng a nmeans to be
antvaehionat edewbens apr el dedta gat ddigarresn odadthng e by
data uses key data designated fromthe nmeans to be
autibeat peateds hol dspgréher b roitivan gt Lol 1IN ISE means
data for encryption to generate second authentication
t6€be dabBheibE8at8E BETONY api hentd cai 4o disei slatasd or
aut hentication with the neans to be authenticated, and
8Et & 0y 8Be PLOEQSHY NOn ¢ £Y 3t Bsh t@s 1P eV @nined key
conditional on the authentication confirmng that the
&htStan@ULHERLHE Bt hOM MS@e 0 tR W tdhe $8CONdomprising:
aut hentication “use data are the sanmg, conprising: a

£ £8Est OBbhOEnOF o PFOVE N 1Yy Kay, desd anald 1y dahd, Tryr
designating the key data used when generating first

aulhealicadione usey dald AASPLAN ddun Prsslgler mi ned

gener atl on” met aut henti cat | ng neans,; a

SSCO0ML IO LRE s obild LR dd T AMLNAEIGAN AN S 1he
ata tfor authentication wt t he aut ticating
E@ﬁ”@été”ﬁ%§ﬁ§$ﬁ£éhr6§”£653ﬁéy'ﬁ%@fakation data received
by the first routine to generate second authentication
use data; a third rocutine of using the second
authentication use data generated by the second routine
for authentication with the means to be authenticated
using the first authentication use data for
authentication; and a fourth routine of executing
processing related to the key data when the
authentication in the third routine decides that the
first authentication use data and the second

authentication use data are the same.




t he aut henticating neans perform processing rel

the key data based on the results of the agﬁdarcthchom
aut hentication .of the second nmeans. 9 8 March 2007
BRI EF DESCRI PTI ON OF THE DRAWNGS FIG 1 is a view of
the overall configuration of a conmunication system
of an enbodi nent of the present invention. FIG 2 is
a functional block diagramof a mnanagenent device
shown in FIG 1. FIG 3 is a flow chart for explaining
an outline of the processing routine perfornmed by the
managbeeptdinevice sticwlh iaspelcG oZ. tEeGprédsesta vi ew
for explaining a card used in processing relating to
anvaPt et tloote dred ormivaglenieat dateoprshesning Rethod.
FIG 5 is a functional block diagramof an |IC card
saoinrmnad BbG a Inedi G td bs authaw fartekpitamiang dat a
stored in a nmenory shown in FIG 5. 10 8 March 2007
Fhenmtisainvg evedry rexipliaiailogy tderssafdamaney data
configuration of a SAM nodule shown in FIG 1. FIG 8
des bgva ead f Orom eXipd aldtng tdhedantWadrc icated holding

the first authentication use data for encryption to
generate second authentication use data, uses the second
authentication use data for authentication with the
means to be authenticated, and performs processing
related to the key data conditional on the
authentication confirming that the first authentication
use data and the second authentication use data are the
same, comﬁrising: a first step of providing key
designation data for designating the key data used when
generating first authentication use data based on the
predetermined generation method to the authenticating
“means; a second step of using the first authentication
use data for authentication with the authenticating
means; and a third step of making the authenticating
means perform processing related to ﬁhe key data based

-on the results of the authentication at the second step.

Ta




configuration of the SAM nodul e shown in FlG'fl§H%%£%2mn
5 nenory area of an external nenory 7. FIG 9 is a
‘view for explaining an AP nenory area shown in FIG

8. FIG 10 is a view for explaining application
element data. 10 FIG 11 is a view for explaining the
type of application elenent data APE. FIG 12 is a
flow chart for explaining preparation routines of an
owner card and a user card.. FIG 13 is a view for '
expl ai ning nutual 15 authentication key data. FIG 14
i s a Acewdirg explaiseregnth mapsdt cftthentoreastearan
code. FIG 15A and FI G 15B are views for explaining
iimeent &bt i Onste pl hetmeeindddien nidiualp radtdraritnoc atyisarem
key data .20 and service. FIG 16 is a view for
Exphbhdi Hgueametdwhd crutiganeraiidry wiien ket i ¢ key

data. FIG 17 is a view for explaining anot her nethod
St hgenbdad 1ron rafarfy Mdmeiingg keyw datta 2BdE Geyl&dts a
view for explaining the hierarchy of . 11 8 March
ZONgn £ed Ytdroe e midarheld oKeyithaindidated 1 1idng

vi ew for explaining an exanple of the
the first authentication use data for encryption to

generate second authentication use data, uses the second
authentication use data for authentication with the
means to be authenticated, and performs processing
related to the key data conditional on the
authentication confirming that the first authentication
use data and the second authentication use data are the
same, comprising: a first means for providing key
designation data for designating the key data used when
generating first authentication use data based on the
predetermined generation method to the authenticating
means; a second means for using the first authentication
use data for authentication with the authenticating
means; and a third means for making the authenticating
means perform processing related to the key data based
-on the results of the authentication of the second

means.




features of synthetic key data. FIG 20 is a vi 0
expl aining an exanple of a 5 node of use of thzyﬁﬂuéh2007
mut ual aut hentication key data. FIG 21 is a flow

chart for explaining nutual authentication between a

SAM managenent function portion of the managenent

device shown in FIG 1 and the SAMunit. FIG 22 is a
flow chart for explaining nutual 10 authentication

bet wektcer SAM nehagertsigh thuastieott pér thenprefenhe
managenent device shown in FIG 1 and the SAMunit
toveninidmg fhem FlsGpr2videdGa 23cpsam tbobechaetufed by
expl ai ning the processing of the SAMunit. 15 FIG 24
psdatyipvwdass expl e sieny omceem usethS dro kessui ng
various types of cards relating to the managenent

gevhert Bxpt &d ndtebyarsauthdrd G ca iand rfda@s AdAldang2kelys

a view for explaining a screen for preparation of an
oaneruead tke R 0dd £ d&6i griataed i wnf adheex@laaisniveg ba card
request screen. FIG 27 is a view for. explaining a

sotieent f & tedriepedaid arheff i dts efuttamt i FAtGon2&ises data
view for explaining a screen for 25 preparation of an

ARy enedyait 00h cad dyenled & MO QG t i 2R 1ics asw ew
for explaining a screen for

data, uses the second authentication use data for
authentication with the means to be authenticated, and
performs processing related to the key data conditional
on the authentication confirming that the first
authentication use data and the second authentication
use data are the same, comprising: a first routine of
providing key designation data for designating the key
data used when generating first authentication use data
based on the predetermined generation method to the
authenticating means; a seccond routine of using the
first authentication use data for authentication with
the authenticating means; and a third routine of making
the authenticating means perform processing related to

"the key data based on the results of the authentication

-of the second means.




preparation of a transport card. FIG 30 is a vi for
expl aining a SAM managenent screen. 5 FIG 31 iggﬂgrc‘ﬁzom
view for explaining a screen showi ng an exanpl e of
di splay content of a SAMtree area shown in FIG 30.
FIG 32 is a view for explaining icons displayed in
the SAMtree area shown in FIG 30. 10 FIG 33 is a
view for explaining a SAM network screen. FIG 34 is
a Vi eBRIBF RRPCRIPIHON OIriHE BRAWBIGS FIG 35 is a
view for explaining a SAM screen. FIG 36 is a view
for eRpEaihi hg anviAdw nefrorhe aresrallb sorftieurddiGn 3F a
is a view for explaining an APE type screen. FIG 38
comaunient fon exptan N Hoprarennsd anoe: Sof etie pridsEnt39
IS a screen where a SAM command of a nenu bar shown in
FheznBlohs designated. 20 FIG 40 is a view for
~explaining a case where a group of SAMs is prepared
on t hetGAM nenageniitt SoigenlshowWiddrdnl G 300 FI G
41, is a view for explaining an AP nenory area editor
B8t £PEme2d & cdHErd M gwwd ory expl aining a screen
for 13 8 March 2007

FIG. 3 is a flow chart for explaining an outline of
the processing routine performed by the management
device shown in FIG. 2.

FIG. 4 is a view for explaining a card used in
processing relating to an AP edit tool and management
tool shown in FIG. 2.

FIG. 5 is a functional block diagram of an IC card
shown in FIG. 1.

FIG. 6 is a view for explaining data stored in a

memory shown in FIG. 5.

10
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~addi ng a package of the application el enment dat E
FIG 43 is a view for explaining a screen for %Iﬁgmh2007

preparing the application elenent data APE. FIG 44 is
a view for explaining a screenfor 5 adding a version

- of the application elenment data APE. FIG 45 is a

view for explaining an AP menory area editor screen
after a series of processing. _BEST MODE FOR_WORKI NG
THE | NUENTI ONESHer ¥iRf E6F, ¥R 1aipiafaltten SREFNAEE
given of 10 preferred enbodi nents by referrlng to the
doafigysa tEbs. of s SAM megudfe thevsy dmg(HIG. 1.
configuration of a comunication system1 of the
presenrrenbedigeat vidAw Shewexpd aEh@Gngl thehbardware
comuni cati on system 1. uses a server apparatus 2

- GopRasRdaiti o YOReLioAM mRHUIC GHdm 1im FIca darthd a

readerIMW|ter 4, a personal conmputer 5, an ASP

&%ﬁﬁ%tk{g%tr'e%no%e W G5 tREQWI08n&F Ver apparatus 19,

ecure application nodule) 'units 9a, 9b, a
manage eyi.c L %nanAgahbﬁg
devicegﬁ%l %aélng §9 f ?@ Q?% l%&%le 42 to ¥y ares
nnunlcak% VI% t he 20 Internet 10 and perform
s ‘as settlenents wusing the I1C card 3 or
the nobi | e comuni cati on _devi ce _41.

communFéSti 6 ifsPeiiie” £RE ﬁﬁﬁ&@éﬁéﬁﬁ'ﬁgﬁs&gaﬁﬁoghd
the SAM units 9a and 9b performthe processing

edlemeintg dadaan enbodi nment corresponding. to the 25

present invention. 14
FIG. 11 1s a view for- explalnlng the type of

application element data APE.

FIG. 12 is a flow chart for'eXplainihg preparatibn

. routines of an owner card and a user card, .

. 15 ..

20

FIG. 13 is a view for explaining mutual
authentication key data.

" FIG. 14 is a view for explainiﬁg a mutual

' authentication code.

FIG. 15A and FIG.15B are views for explaining the

ffélétibnship-between the mutual authentication key'data

and service.

. FIG. 16 is a view for-éxplaining a methdd for_

generating éYnthetic keY'data.

FIG. 17 is a view‘for'explaining'another method of

' generation of synthetic key data.

25

FIG. 18 is a view for'explaining”the hierarchy of

 .11
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- for, _exanpl e an AP edlt tool 51, a nanaq?nent t.00
guthenficatdary

8 March 2007. Nanely, the managenent device 20

perforns processing for issuing cards (for exanﬁﬁgmnhzmn
owner cards and user cards explained later) having
built-in ICs (integrated circuits of the present

i hvention) used for 5 making the SAM units 9a and 9b
perform predeterm ned  processing authorized by a

manager etc. Due to this, it provides data required
fencrupiian aff remthettiokew d4ts . neans to be

aut henti cated. Further, the managenent device 20

performautivalis B vdutvhefun el risigreen ebdaaplss wdd the

cards used by the manager and the user and the SAM

Ut 0208 AT ShtHetki dBkes ddea SAM units 9a and 9b

performthe authorized predeterm ned processing. In

this cage, bheimpnagamRNteSeW,6A A0 RGBS ANP1e L a

means to be authenticated of the presént invention,

t M t
Hihe ' 5*3?’%‘*2%3@1. S L i L S

f t I k. di f _th d 120.
zB”CA's‘%Q%% 1 RoFPGE oY (RE T ado Bt e ge%‘f%as

RatEes RSP RiRgeuent fYngtH oy P%Oﬂ

~an_ operation unit 56. Here, ‘the managenent deV|ce 20
& s amaagesertie dezeqmtsdlcmrbéésﬁ devrek e (98¢ unit.
ei ght h aspect of the _

‘FIG. 22 is a flow chart for explalnlng mutual
authentlcatlon between a SAM management function portlon

of the management dev1cershown‘1n FIG 1 and the SAM unit

contlnulng from Fic. 21.

FIG. 23 is a flow chart for explalnlng the

. processing of the SAM unit.

mFIG;‘24 is a view-for-ekpleiningja'SCreen used for:

flssulng various. types of cards relatlng to the management

' dev1ce explalned by us1ng FIG 2 and FIG. 4.

FIG. 25 is a view for explalnlng a screen for:

' preparation of an owner card.

20

25

FIG. 26 is a view fo: explainingta.cafd~reqnest'
screen. B “

--FIG. 27 isia“viem for,explainingteNSCreen,for
preparation of a user card.

FIG. 28 is a view for explaining a screen for

,preparation of an AP encryption card.




10

15

20

25

15 8 March 2007 invention, the I/F 55 correspon t
the first nmeans of the present invention, ang aggﬁa§h2007
managenment function portion 57 corresponds .to the

second neans and-the third means of the present
invention. 5 The AP edit tool 51 and the managenent

tool 52 may be realized by the data processing system

execut i r.ogram, espon in t he r n1of
t he m|ﬁ£¢ éﬁP fv% (iﬁék $§§§
realized by an electronlc CIrCUIt (hardmare) 10 The
on i ZATRRSHUL Sl e a SAM  managenent
function portion 57 and a card nmanagenent function
porti oF 158, 3thd ca dicsadery exnleritsinhg raa e mardggegment
by a noncontact nmethod or a contact nmethod with ICs
ofcresgri ous 15 cards shown below. The display 54 is
used for displaying a card issuance screen and an AP
nanagenge. U 48N .a Thew /fodedglansfitid daidradd sHdiing
SAM units 9a and 9b by the noncontact nethod or the

GANtB&ImgRE e g2, 1ERE QRfYATH WF Wi darsbri e USEdh fown in

Inputting instructions or data to the AP edit tool 51
t gy managenent tool 52. FIG 3 is a flow chart

for ‘explaining an outline of the processing routlne

perforg&g.bgztg% %?”a ¢ c} %gﬁfganlng icons dlsplayed in

.the'SAM tréé area shown in,FIG._SO.
FIG. 33 is a view for explaining a SAM network-
écteéﬁ,‘ | |
"FI¢.134 is e view for explaining a_grqup_écreen.
'FIG{ess,is‘a view‘for explaihingra'SAM‘5c£eén;'

FIG; 36 is a view fbr,explaining-aﬁ AP memory area -

- screen. .

FIG. 37 is a view for explaining an APE type screen.
~ FIG. 38 is a view_fox explaining an instance screen.

.~ 'FIG. 39 is a screen where a SAM command of a menu

"bar shown in FIG. 30 is designated.

FIG. 40 is a view for explaining a case where a

: group of_SAMs is preparedkon'the SAM management screen

. shown in FIG. 30.

- FIG. 41 is a view for explaining an AP memory area

- editor screen.

FIG;:42 is'a view for explaining a screen for

,13
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to the processing authorized to the nmeans to be

(Thrst ashens | £atd ap dpeedat Bl o b8 PLESED memory area '

i nventi

: de3|gn%% 1% desi gnating the_ nmutual '
 aut hontrtal 1k O E A AEhNE s VRN, ati on of
- the synthetic key data into the ICs
communic¢ation system 1 of the present.embodimeht,l'
: a server'apparatus 2'dispoeed in a.stoteeetcef?ansIC card"'
.3,'a card reader/wrlter 4, a personal computer 5, an ASP-

-'f(appl;catlpnﬁserv;ce provider) serverjapparatusvlg SAM

' management device 20, and a mobilé c¢ommunication device.

.processing-relatihg'to an_embodimeht-correspdhding.tohthe

25 20. 16 8 March 2007 Step ST1: The managenent _
devi ce 20 prepares an owner card 72 in which ghmHCh2007
predetermned data is stored using a default. card 71

set in the card reader/witer 53 by the card 5

managenent function portion 58 in response to -

operation of the manager. Further, it prepares a user
card 73 by using the owner card 72. Nanel y,
nﬁﬁé@@ﬁeﬁtpa@b?a@ o8 Eher95?%1Fﬁéloae@ﬂe@enéyda§?aAPE
expl ained later by using the nutual 10 authentication
key datBIfked3 dutaaovievelpressniainyeat foayreenafey

aprhparlngteueuappglthelomnelemand @atandPEhe user

card 73 anong processings relating to the SAM units

9a and Bbc(aad heati cad o sRaBgpDhi hDRgPE ESE8Rken for
invention) 15 by a predeterm ned encryption nethod

(RagdRyes mraﬁglgﬁnsfath@na{sﬁwegt%nt BeepLR8CAhta APE.
I nvention) and generates e synthetic key data

ing the mnutua Nt Cat.Ton key

h h h d 20"
Piee® REEREh Cochen T Oneher RELBYORRPR RN e key

63’ t e genera =14

Herelnafter, an explanation will be glven of
preferred embod;ments by referrlng to the draw1ngs..

VFIG; 1 is a view of the overall conflguratlon of a

._Asfshownjin FiGc. 1, theicommunicetioQ‘system 1 uses

fSecﬁre]abblidation,module) units‘ga;'gb}{.;;ua'

_41;having;aebuiltein,IC module 42 to comﬁunicetervia_the

Inteﬁhet ib_aﬁd-peffo#m prgqessing'eueh as éeﬁtlemeﬁtsr

using the ".iC-_CEler_l' 3 or the mob.‘Lle ¢om;quniqatic3ﬁ device 41,
'in;the.eO@municetion system 1,,thé menagemenf'- |

device'20iand thé:SAM'UnitSVQa anq‘Qb:perfom'the

present invention. -

14
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‘ . h . . ) d f h . .'_ ] . !
- Hayides S SRPRR e Tl s RS deushe

(integrated circuits of the present invention) ¥4£¥12007

25 owner .card 72 and the user card 73. 17 8 Marc

2007 Further, in the same way, the nanagenent device

20 prepares the transport card 74 and the AP
encryption card 75. Step ST2: 5 Wiere the user of the
owner card 72 or the user <card 73 nmakes the SAM units
9a and 9b performthe processjing the authagrity of

whi ch WagedivvethEompRadsdent Hey1Cfe 2RaRSGERERT devi ce
20 by using these cards, the user makes the card
prpfEssina &ors 3 seluinge artigefnn SrRdE c PR €aFds
and fetch the key designation data stored in the IC
efind hseowreirdearkpl2ioed He tesxdr hearichg? Builhe-iSANICS
managenent function portion 57 of the managenent

da\H ey r2t U i itHie ot athK @yr(iRGitglaliedticdit aise@ for

~the SAMunits 9a and 9b. 15 Step ST3: The SAM units 9a

AR MWy UsR 1daer il ozAMeRIH GRIY Ik @RIt rmined
desi gnated by the key. designation data to encrypt the

, _ ' {er i _ . - thod -
12945000 SUAMATS AR ARy & LY e

ta (second 20

t he . - -
means to be authenticated.

. Further, the management device 20 performs mutual

-aqthentidation:between'thé_issued cards used by the
-hanager and the ﬁser_and~the SAM units Qa'and Sb and -
| makes_the SAM units.sa aﬁd 9b_perfbrm the authorized

;predetermiﬁéd proceSsing{'

In this gése}'the‘manégement device 20 becomes the

-méané'torbe'authéhtiCétéd-éf the present invéntibn,'aﬁd

the;SAMﬂunits~Qéland 9b become the authenticating means

.'of'the:presént invéptiohr;r

FIG. 2 is a functional block diagram of the

:managemeht deﬁi@e‘zo.'

As shown in FIG. 2,. the management device 20 has
for example an AP edit tool 51, a management tool 52, a -

card readér/Writef'SS,-é dispiay 54,_én-I/F‘55, and an

" operation unitl$6;

Here, the management device 20 corresponds'to the

data processing device of the eighth aspect of the

15
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synthetic key data read out fromthe card 72 or
card 73 for authentication, while the-SAM uni tsélggmhzoop”
and 9b use 25 the generated synthetic key data for

aut hentication. 18 8 March 2007 Step ST5: Wen the

aut henti cation deci des that the SAM nanagenent

function portion 57 and the SAM units 9a and 9b hold

the sane synthetic key data, the SAMunits 9a and 5 9b
AREEDta opr 0&BEsilHE 1B AEFITONE o e Thtsfameans of
aut henti cation key data used for generating the

$het peeisentképveattd dm reshen$S&M oaagdemsinty dtungrtifanom
the managenent device 20. FIG 4 is a view for '
pxpltaohi B eatdespeedd td tthe Hedamel essingg anel athienghird
to the AP edit tool 51 and the managenent tool 52

gaawe bR khe pZefenthaWRdntiklG 4, when using the
managenent tool 52 of the nmanagenent device 20 to

access $he SAMYDLT $,32 5@ngnabthghﬁangﬁeﬁéngaegoﬁsz may
and the.user card 73 are used 15 Furt her

T G IR e
e e e

shown in FIG 4, the user- eparesthe 20 apll atign

‘efeibRt 1BYERTARPR) cREA JGY kG BRE1AgES & iPh © PR

AP in the SAM nodul e 8 by usi ng the AP edlt tooI
c1rcu1t (hardware)

The management tool 52 has for example a SAM

.gﬁanagémént function_portion 57 . and a card management

function portion 58.

The card‘reader/writer 53 transfers data by a

~ noncontact method or a contact method with ICs of various

- cards shown ‘below.

The‘displaY'Sé'ié uséd.fdr displaying a card

issuance screen and an AP management screen.

“The I/F'TSS tr'a-n‘sf-ers'da;ta with the SAM units 9a and

‘9b by the noncontact method or the contact method

The operatlon unit 56 is used for inputting

linstructions‘ér data togthe AP_edit'tool 51 apd.the :

- management tool 52.

.25

FIG. 3 is a flow chart for explaining an outline of

' the processing routine performed by the management device

20.

16
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51.. Then, the AP edit tool 51 prepares an APtpagh@§Em2007

‘file including one or nore application el enent
- APE, = 25 encrypts this by using the encryption key

data stored in 19 8 March 2007 the AP encryption card
75, and-provides this to the managenent tool 52. The
managenent tool 52 perforns nutual authentication

with the SAM %nlts 9a and 9b as explained 5 above and

w it es StRE APtpackage file received fromthe AP edit
tool 51 to the AP nenory areas in the SAMunits 9a

and 9b Thet Renpgemend] SeVAGS 60t RepFr§s an owner card 72
aut hentication key data used for the nutua

dumt mevitdhc giriesie tefrinival datize ity atspmd usding P4 defaydéd
for 10 extracting data relating to the security of key

- dairal GHC sethdlrd the tdard SAEden feriGaemit@ dy, the card

transferring the sanme to another apparatus, and

sl@igeghdnte Feittidd dzaithnd 584 Vi dpnGmadN iopairia@h.on
Device 41] FIG 5 is a functional block di'agram of the

% @A malRgdr AT ushows | .~ Iffepardda Wetdlcdrd hasby

an I C (intégrated C|rCU|t) nmodul e :3a provided with a

_gﬁqggééﬂ% &yygraégpg_? The nmenory 50 has, as shown

menory ‘area 551 used by a service

(= management dev1ce 20 encrypts the

_bnsineﬁgméﬁ%’s%%h as

'devieeekey data explained Later‘by u31ng_the mutual -

.authentication key data (key data of the present

tinvention}.related;to thenprecessing'anthorized'to.the

:meansfto-beanthentieatedenaing thefonner card.72.and‘the
' user card'73.among'preeessingsIrelatrng te‘the SAM_units
- §a and 9b (aﬁthenticating-ﬁeane-of.the present_invention)
be a predeterained encryptien:methe& (preaetermined

-generatron method of the present 1nvent10n) and generates

-lj.the synthetlc key data (flrSt authentlcatlon use data of :

-20

‘W:the present lnventlon) maklng the mutual authentlcatlon

'f.key data hard to'restore-

-Then¢_the7management‘devieeﬂzorWrites the'generated'

- synthetic key da'ta-. and the key designation data

:r‘,de51gnat1ng the mutual authentlcatlon key data used for

the generatlon of the synthetlc key data into the ICs

j_(lntegrated clrcu1ts of the’ present 1nvent10n} of the

owner card 72 and the user card 73.

17
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" credirt card conpany, anenory area 552 used by a

service business 152, and a nenory area 553 usé%k%gpQ¥OO7
service business 153. Further, the nenory 50 stores

'.the key data used for 25 deciding the access right to

the nenory area 55 1, the 20 8 March 2007 key data
used for deciding the access right to the nenory area

552, and the key data used for deciding_the acc
ri ght ERETme ﬁﬁ E§r§§m§5§aYTh§%ﬁegm%§P§ |s%u§%31Fe 20

- the nutual authentication, the encryptiaon and

FmapARasothe SrenEPost Rt 2TEU R AP B %ﬁ?ﬁ}‘ card
50 stores identification data of the I1C card 3 or the
Wer of. the IC card 3. The nobil e conmuni cati on

device 41 has a conmuni cation processing unit 43 for

comuniseaip @T2wi th 10 ASP server apparatuses 19a. and
19b via a nobil e phone network and the Internet 10 and

an | C ppdye the akke bF thearsiher daka W2t brt the user

~comuni cation processing unit 43 and conmuni cates

iy e AR 2aM ANE@N ANERN DY igkridien. the

Internet. 15 The |1 C nodul e 42 has the sane functions

tho h
aceesésia ey S cigBLEY) B Apiior, M iR R e

mmuni catl on ocessi unlL{ 4}_1? t e e the
c‘,‘r < JARG9 IS E{Xfcel\lo e Thats eq{or ocess| ng
using the mobile
useégmakes the card reader/wrlter 53 of the management ‘

dev;ce 20 read and fetch the key designation data stored

~in the'ic of the owner'card 72 or the user card 73.

k The SAM management functlon portlon 57 of the

-management dev1ce 20 outputs the read key de51gnatlon

‘data to the SAM unlts 9a and ob.

Step ST3

The SAM units 9a and 9b use the. mutual

'authentlcatlon key data de51gnated by the key de51gnatlon.

e data to encrypt the dev1ce,key data by a predetermlned

20"

95

encryptlon method and generate synthetlc key data’ (second

authentlcatlon nse'data of theapresent invention) .
Step ST4

| The SAM management functlon portlon 57 uses the '

Tsynthetlc key data read out. from the card 72 or the card

73-for‘authent1catlon, ‘while the SAM unlts 9a and Ob . use

the generated synthetic key data for authent;catlon.i_

18
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20 communi cation device 41 is carried out in thggﬁ¢ 2007
way as the processing using the IC card 3, whil®e A
processing using the IC nodule 42 is carried out in

the same way as the processing using the I C nodul e

3a. Therefore, in the follow ng explanation, the
processing using the I'Ccard 3 25 and the I C nodul e

3a will, be %ﬁﬁqpljfied. 21 8 March 2007 Below, an

expl andEN WPl be given of the SAM units 9a and 9b.

As shown in FIG 1, the SAMunits 9a and 9b have

ext er nHPeRefbe @8 theatd caiycRodgcddes. thafietbe SAY sam
nodul e 8 nay be realized as a seniconductor circuit
ornagetse  danctderapartden & ansk dheo &M vpigs 92 and
plurality of circuits in a housing. [Software

Canfricjut athieorsanfe SAM tHeduilce k&ly BadaSANMbeD @AM Biltas 9a and
the software configuration as 10 shown in FIG 7. As
showkddutd proteddiaicSAMIATHA &8 dirs orf mebd ftual
bottom | ayer to the top layer, a hardware HW I ayer, a

| RN 133485 JrOR hAYRIts W01 RMRESE il sSinhetic

.corresponding to the peripheral ‘a | ower handl er

| r f.ar far.n oc . . eal
é%ﬁ; ggé% 3QF REJASD 1Y, /Y, g%%ﬁﬂéc'%ﬂl%d [ee eI AA

units, "an upper: r l-ayer conbini ng

re, in‘the AP Layer,‘the appl ication

applicatiqn-specifigc libraries, and.an AP |ayer in
Fibeostant B&AEe A9

rograns . _ ) : .
Prog FIG. 4 is a view for explaining cards used in the

processing relating to the AP edit tool 51 and the -
'management.tool 52 shown in FIG. 2. -
As sh0wn-in'FiG.'4, when using thefmanagement tool

52 of the management device 20 to access the SAM units 9a

‘and-9b, the owner card 72 and the user card 73 are used.

 Fur£héf, when pfoviding‘an AP packagé file

* generated by the AP edit tool 51 to -the management tool =
52, the AP package file is encrypted using the-encryption

key data stored in thé Ic of the AP.endryPtion daid 75.

Namely, as shown in FIG. 4, the ﬁser‘prepareé the

*application.element-data.APE.COnfiguring:the appiication
“:programfAP in-the SAM module 8 by usingithe‘AP,edit tool

. 51.

" Then, the AP edit tool 51 prepares an AP package

- file ihcluding'one or more application element data APE,

ehérths this by using the encryption key data stored in

19




AP 1, AP 2, and AP -3 prescribing procedures by
servi ce businesses 151, 152, and 15.3 such as théeﬁ%m%%om

.credit card conpany shown in FIG 1 using the .IC cards

3 areread out fromthe external nenory 7 and run. In
the AP layer, firewalls FWare provided between the
application prograns AP 1, AP 2, and AP3 and between
25 them and the upper handler |ayer. 22 8 _Narch 2007
(128 Far oM Tiqt fah ofr SAG %&Hlég%ﬂ e ® e
view for explaining the hardware configuration of the
SEaERiAE gtemd I4e nmenory area of the external
menory 7. 5 As shown in FIG 8, the SAM nodul e 8 has
for eXGdwmpmeragurrty gl 62 rewfexmer maltuplF 62, a
menory 63, an authentication unit 64, and a CPU 65
cortteat teickat iord wibtls e d#M einitde SGAMMD A &8 explained
corresponds to the data 10 processing system of the

faitd Anpasti s thee I2eidiiye fiNe @dRNiRRAL IfdorbZdhe AP
corresponds to the inputting neans of the present

antd oy, dhe Authetis GRIINRR, WidaHAn G RERPRES O oa

|
‘the authenticating neans of tthe present |nvention,

I AT S R R, R SRR s e

R PR AL A B MR RT the

BT

.20

.25 :

deciding the access right to the memory area 55_;;'the

_Further, the tfansport card 74 ié.used for

extracting data relating to the security of key data etc.

‘held by the SAM units 9a and 9b, tfanéférring the same to

' anothér apparatué, and storing the same.

[IC Card 3 and Mobile Communication Device 411

FIG.‘S'is‘a functiona1 block'diagram-of the IC card

‘As shown-in FIG. 5; the IC card 3 has ‘an IC

. (integrated circuit) module 3a provided with a memory 50

‘and a CPU 51.

The memory 50 has, as shown_in;FIG. 6, 'a memory

area 55~i'ﬁsed.by a_éervice business is_l‘sughfaé,a

.‘fcredit-card'cbmpany, a memory area 55 2 used by a service
' business 15 2, and a memory.area 55. 3 used byla service

' busiheSS 15_3.

Further, the memory 50 stores the key data used for

20
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i't is also possible to execute a program incl udi
followng routines to realize its functions thergglng"Itﬁezoo7

20 The nenory I/F 61 transfers data with the- external
menory 7: The external I/F 62 transfers data and
commands w th the ASP server apparatuses 19a and 19b
and the nmanagenent device 20 shown in FIG 1. 25 The
rrem)%%/ 63 stores varioqus key data etc. us:.?l for
Rl Psqhd Ritdeat Hithdits CRAIGT " ofd ﬁé‘esmmory
units 9a and 9b explained |later. The key data may be
stnsred 5_R t A rhageaysivdmt ussd b deaddap thepmccess
the external nenory 7 as well. 5 The authentication

uriigh t6 A g ertfeo msndrhe spreec ESsihg Theelkay @ tieo itshatsed for
nmutual . authentication explained later. The

aHH efith Al IO HeRi i Bd ipel ,f el drrryextanpl end decryption,
encryption and decryption using predeternined key data
e CR4 E‘@lé:qggaal ly controls the processing of the

10 SAM nodul e 8. Wen confirm ng that the-neans to be

th '
aut hentd gated. %ﬁﬁﬁnk%%ﬁ&gs aut EYLQEnkaglﬁﬁkgéh data

aut henticati or, ori zes the processing

the t ual t| i 0
%ﬁw 1S 1 8% I%lerreans tf%‘ebg[dgg%hentl cat ed

.and exe%ut es_this as wil %:Lon dal ned ter

e mobile communlca evice 41

‘communication processing unit 43 for communication with

ASP‘SerVef apparatuSes 19a and 19b via a mobile phone

-network and the Internet 10 and an IC module 42 able to

transfer data w1th the COﬁmunlcatlon proce551ng unlt 43
and'communicates‘with the:SAM unit 9a from an antenna via
tﬁe Intérnet.

The 'IC mddule 42 has tﬁe same functlons as those of'_

the IC module 3a of the IC card explalned above except

,;for the polnt,of transferrlng data Wlth the communication -

. processing unit 43 of the mobile Cdmmunication'device 41.

" Note that thefproceééing using thedmObile-

.dommunicatioﬁ_devide_dl-iscarrieddoutin the same way as
'V‘the. pr@ceés_iﬁg_ us_-i-ng:‘the 1c cara 3; 'whi_l_ef‘the prc)ceasing
'-uaiag-thefIC mdduie 42 is carried oufdin.the,séme way as
‘the probéééidg asiﬁg the IC module 3a. Thefefore, in‘the

following explanatioh, the proceséing using the IC card 3

and the IC module 3a will be exemplified.

21
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A detail ed explanation will be given bel ow of t

mut ual aut henti cation processing by the'SANInodEﬁggfhzmn
[ External -Menory 7] 20 As shown in FIG 8, the nenory
area of the external nenory 7 includes an AP nmenory
area 2201 (service AP resource area) for storing the
application program AP -1 of the service business 151,

an AP nmenory area 2202 for storing the appligati
prograﬁ?¥$wﬁZa%fe¥m%a%%F%?Eew%%{H@%i%ﬁ%%“fgé,gﬁﬁ g@ﬁ

~menory area 2203 for storing the 24 8 March 2007

uppkisclai andpPbgram AP -2 of the service business
15. 3, and an AP nmanagenent use nenory area 221 (system
AP ressuskewaria Bbd. nhputhet SAMrunFts cdaRd U dgve

‘used by the manager of the SAM nodul e 208. 5 The

appbir-aali pemprogsam ARdlsaMonedulestde AP nenory area

220 1 is conprised.of a plurality of. application

?'e”enﬁegé$atﬁ@Eééﬁa&@dﬁPgubeﬁa%fbéhﬁeiﬂﬁﬁ@@tas a
i nvention) explained |ater as shown in FIG 9. The

g%ﬁl_?%?spfih&féﬁﬁ?@?cﬂ%ﬁ%}f RAh63p220s41 i Scheskrhciediby a

I'rewa he application program AP 2 stored
in the AP, .nenory.area.220 |8 i sed_ o ey
BGPARPAD Co10 BpBl (EatTon of cobhe uBr alhrE AeSheli i n
'r: :e?t ' ?Eéﬁ%ﬁ%?&?ﬂ&u}gﬁéﬁ) "SES A %:e&ﬁlzez 08]2_ 'S

The SAM module 8 has the software configuration as
shown in FIG. 7.

‘As shown in FIG. 7, the SAM module 8 has, from the

 bottom'layéf to thé'top_layer}.a'hardwarelHW laYer, a

drivef layer (0S layer) including an RTOS kernel'etc;ﬂl

l:,chreSPOnding:to the_pefipheral HW, a lower handler‘layer

20

25

for performing processing in ldgigally.cgmpbsed units, an

- upper handler la§ér_combining'applicatioﬁTSpécific

“1ibr§ries,‘and'aﬁ'AP-layerrin*that qrder. 

" Here, in the AP layer, the application_programs'-

o AP“},.AB_Q[ and AP 3 pre5cribing procédures byrthe
service businesses 15.1, 15_2, and 15 3 such .as the
. _créditfcard cémpany-shown in FIG. 1 using the IC cards 3

:are_fead'out from the external‘memqry 7 and\fﬂn.

. In the AP layer, fireﬁalls FW are provided between |

7the.épplication_programs AP 1, AP 2, and AP_3 and.between"

them and the upper handler layer.

99




15 firewall FW2. The application programAP 3 s{ore _
in the AP nenory area .220 3 is conprised of a §RL“éL2007

'h_plurality of application elenment data APE as shown in

'10

15

‘dgo df

25 -

FIG: 9. The access to the AP nenory area 2203 is
restricted by a 20 firewall FW3 (illustratedin FIG
8) In the present enbodi nent, the application el enent

data Al d geafin amst he
cat ARkl ELIETUIRINL bdenkandedaaaon e

externgkggfgnkéEa widles0u ”%%plgﬂﬁﬁﬁgprﬂelhﬁ§Hh9Ee

el emren conposi ng eac I't cation program
can be freely detern ne 5

EORFeTPSAELAG S&r e S &g‘srf?‘/?é‘é-‘g EZ FP%eP@‘et H‘é"i%‘%g area of
appl i cation prograns A P-1, AP-2, and AP 3 are
rhepaxsgrngd §ﬁ§ﬁ§ﬂé Ky, serV|ce bu3|nesses 16 1, 16

2, and 16 3 by using the personal conputers 151, 152,
5 and 45 ShehowAni FIF.GB, 1thed Sa¥wAPeHded B bashéor

~external nemory 7 via the SAM nobile 8. Note that the

RK@EHAE antheiraydal/F Sior ech iextehmaldpP I/Fhrtdgere Memesy 6

'fnennry_area 221 are al so conprised by using the
 aRPLiERENeA calta@Nturdat #4APBNALG BIFG 6FD depreeaticsivvier a
-expl ai ning the application elenment data APE. The

Rl iggation el ement data APE is conpri-sed by using
the instance prescribed accordlng to the APE type

Here, the SAM module 8 corresponds to the data

'proces51ng system of the fourth aspect of the invention,
dthe external I/F 62 corresponds to the 1nputt1ng means of
':the present 1nvent10n, the authentlcatlon unit 64
_3eorresponds to the authentlcatrng means of the present

‘ invention,.and the,CEU 65 corresponds,to the controlllng

means of the present 1nventlon
Further, the SAM module 8 corresponds to the data

proces51ng system of the flfth aspect of - the 1nventlon

VIt is- also p0551b1e to execute a program 1nclud1ng the

follow1ng routlnes to reallze 1ts functlons thereof

: The memory I/F 61 transfers data W1th the external

"h-“memory 7.

The external I/F 62 transfers data and commands

"nith‘the‘ASP server apparatuses 19a and 19b and the

.‘management'devioe"ZOhshownfin FIG. 1.

.The‘memory:é3‘stores various. key data etc. used for

923
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i ndicating the classification prescribed based h ‘
15 attribute (type) of the APE as. shown in FLG?QH%F6E2007
Each instance is prescribed according to an el ement

I D, an el enent property, and an el enent version. It is
prescribed based on the APE type in which of the

service AP nenory areas 2201, 2202, and 2203 and 20

the ARtmalagemrbentisetiemeyrcar ed 22 B appltisc &ai end Sb
el ement data APE is stored. The service AP nenory area

22p1asthenes atthe daha reki ghteamalje receansed by eaehar
servi ce business. Note that the AP nmanagenent use

a 1’:Jé\%§> 21825 P9t e WFARHE XL rdbg AnkRbry 7
g?@??%ﬁé?ﬁeuééia fgﬁ caﬁ be 26 8 March 2007 i
acc%sigd by the manager of the systemand a ,
REntfacturer AP menory area for storing the data.

whi ch can be accessed. by th nuf act ur er , of .
systen?gﬁu?PﬁgFP ﬁ@gﬁﬁnnﬂﬁﬁsy r??r'?rggnﬁgﬁség88§551ng

the 5 service AP nenory areas 2201, 2202, .and %Eﬂ.%
- Erdathag AP Fifa s grer-

_ heptdap e o3Pt 3+

present  enmbodi nent, an ID (AP nenory area ID) is

Tbei ghsbendicadiionf uiE $4r Pead oARSERST PXEFPAE 2201,
220 2, and 220 3 -and the AP managenent use nenory 10 -
enezy®2ionaatidadeictypttione asiog predeheroinedPkeyygata.
nunber, instance number, and el ement version nunber)

i s . asshgnegut 65eaehtehlihecARErbypethehprbretsanog, of the-

and the
SAM module 8.

_'When confirming that the means to be authenticated

is a.legiﬁimété party,by'the mutual authenticatiOn,-the

'-CPU 65 authoriéés'thé-proceésing reléted to;the»mutual

éutheﬁtication key_déta'eXplained_later to the means.to

bé‘aﬁthenticated and_execgtés'this as will be explained

later.

" A detailed explanation will be given below of the

E mutual:authenticétibn'processing by - the SAM médule_S.

ﬂIEerrnal-MEmer_71

As shown in FIG. 8, the_memory:érea of the éxternal

"fmémdry 7iincludes'an_AP‘memo:y‘aréa-ZQQ_l_(servige AP

resource area) for stdringithe‘application.pﬁogram AP 1

‘Of-the service business 151, an AP-memo:y area.ZZQ_Z-for

' storing the”application.prégram.AB_Z of the service

“business 15u2j'an AP memory area 220 _3 for storing the

24
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el enent version. FIG 11 is a view for explaini n
exanple of the 15 APE type. As shown in FIG 1%%“@?@2007

~ APE type includes IC systemkey data, |IC area key

data, |1C service key data, |C synthetic key data, IC
key change package, |IC. issuance key package, IC
EXPANSI ON i ssuance key package, |1C area 20,

éﬁﬂl§&£@1é@ﬂp£§drﬂ@cxﬁgﬂ of Ctheeaetel etibuskegss 15_3,

package, |1C service registration key package, I1C
§ﬁ&véﬁeA?e&&ﬁé&@heﬁ@Vu@écﬁéﬁsr¥|Qraanpﬂy dkyEskeanakey
package, | C nenory division elenent key package,

.;%g%gggé%kaggorgnggméﬁu?actﬂ#&HahPaHEQSﬁrbéaakea)Uﬁ@ed by

é key, negative and service data

t enmpor fi 120 The APE type nunber
- Fgea@%‘?@é’@ g Q& %ﬁ’Em?y &S 9éel ow, an expl anation

will be given of part of the e_shown F
1. TheT¢%:%9%¥%ﬁﬁ£A§¥‘d%¥% eﬁﬁgga¥g3??%ylﬁa#ﬂe %é?
5 1 C service key data, and the I1C synthetic¢ key data
meworyarteacde8slkey gererised pér 3t ReUFBLY R Ple

operation of data with respect to the nenories 50 of
‘appli€atiod 8lementtfataCAREd(Heta2mognéefupfiathe present

aut henti cati on use key data is also used 10 for the.
FHidakiady herpishhednlhebneas ARswexiist FEG.i A-t fhe access
same SAM The SAM nut-ual aut hentication use key data '

to the AP memory area 220 1 is restricted by a firewall
FW 1.

‘The application‘program:AP 2 stored in-the'AP_

memory area 220 2 1s comprlsed of a plurallty of

appllcatlon element data APE as shown in FIG. .-The

‘access to the AP memory area 220 .2 1s restrlcted by a

'flrewall FW 2

The appllcatlon program AP 3 stored in the AE

rimemory area. 220 3 is comprlsed of a plurallty of
| appllcatlon element data APE as shown in FIG 9. The o

: access to the AP memory area 220 3 is restricted’ by a

flrewall FW_3 (1llustrated ln FIG. 8)

" In the present embodlment the appllcatlon element'
data APE is the ﬁlnlmum.unlt downloaded from the out51de
of for example the SAM unlt 9a 1nto the external memory 7.

The number of.the-application-element-data APE_comp051ng

'each application‘program oanﬁbe-freely determined3by the

25
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15

- means the key data used when accessing the

- bt dnedndal

correspondi ng application el enent data APE f-r'orﬁI‘-/I‘E‘rc}lzoo7
another AP in the sane SAMor another SAM 15 the IC
menory division use key package is the data wused for
dividing the nenory area of the external nenory 7 and
the nenory of the IC card 3 before the start of

' PhogSELV£8e UBHBINEBS . | C card 3 by the
gé?%%%%gﬁ%us?ness 2% The ?C area. registration key

package, éhé henﬁ?%aa%fféaéioﬁhﬁﬁ PEnQf AR €2 ap 2, and

reglstr ron f nory area of the nEﬂDry of the

| C card 3 before startin si gn f._S n
BoS 1efe cpronsboer Fak ePdrBLorhY) fryibe BuELAgsUEL S 1,
del etion ke ackage IS a packa

% ge¥iersind Frenperaopa d°8€€8§§rﬁe§5—%s 15_2,
March 2007 data inside the SAM The |IC serv
andi $5r 3t shawnsenkEfGpatkapd ﬁgwuéeadeﬂoFOr&aﬁsﬁéFPﬁaal
the application el enent data APE of the external :
menory 7 wiedotbet BaMswabilef 8the provision of 5 the
service using the.IC card 3 by the service business.
The | Gises vetiatetied i progeym pacdagbei datisedtboed in the AP
del eting application el enent data APE registered in’

hhRageXERE Nake "RERbYy TarkEr gpar akkonleb Cometri€atdby?2
and Eber Card 73] 10 FIG 12 is a flow chart for

-‘ﬁéghalEhagapﬁﬂib§9§ohoélement data APE.

FIG. 10 is a view for explaining the application

| element-datanAPE

The appllcatlon element data APE is comprlsed by -

‘u51ng the 1nstance prescrlbed accordlng to the APE type

indicating the classifioation-prescribed based on the

-attrlbute (type) of the APE as shown 1n FIG 10-

c Each 1nstance is prescrlbed accordlng to an element

'ID, an element property, and an element ver31on

_It is prescrlbed based on the APE type in whlch of

h fthe service AP memory areas 220 1 220 2, and 220 3 and

20

the AP management use memory area 221 the appllcatlon )

Qelement data APE is stored.

t_ The service AP memory area 220 1 stores the . data ;
whioh,can be accessed by each service buelness.
: Note that the AP management-use=memory area 221 has

a syatem-AP_memory_area for storing the data which can be

26
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‘preparation of the owner card 72 and the user aﬂg
-FIG 12 shows details of steps ST1 and ST2 sho '
~FIG 3. Step ST11l: 15 For exanple, when the manager

52007

prepares the owner card 72, it selects the processing
relating to the SAM units 9a and 9b authorized to the
user of the owner card 72. Further, when the manager

g%%esgrgpg§e§PehﬁaH§§ ﬁ? caLds §temtaﬁﬁlﬁcﬁ§nﬁbgcturer

cessing-relating e SAM unlts 9a and 9b

th dt f ot T3onT .
T R T T C—

i ncl udes for. exanple the processing for executing the
by Fbﬁcﬁ?&ﬁgaﬁFBG?Heafb§ ghﬁy§§ﬁWun|ts 9a and 9b or

the . 29 8 March 2007 -access to the data, hel d by the
SAM unFustbar anGhepAP fBeMOEY AFPR ¢ AeCHPRF1Eat Bﬁﬁ Yene

el enent data APE). Step ST12: The nmnager .etc. selects
shevinbual membeyt avesso82051ked28aRa PrEHaPRA_Boapfethe
processing selected at step ST11 and inputs or

deshghagesehiicusanmenoryt heesakdlnanagenent function

portion 58 of the managenent device 20. The nutua

-aUthenihcﬁheoﬁréﬁéndaéﬂb@dimehe, aﬁptalmaﬂ medeYaarea

|"at er.

©ID) is a551gned‘t0'each of the service AP memory areas

220_1, 220_2, and 220_3 and the AP ‘management use mMemory

.area 221, and an 1dent1flcat10n use number (APE type

“number, 1nstance number, and element versioh number) 1s.

a551gned to each of - the APE type, the 1nstance, and the

*element ver51on

FIG 11 is a view for explalnlng an example of the

IAPE type

As shown in’ FIG 11, the APE type 1ncludes IC

' [:system key data, IC area key data, IC serv1ce key data,_

20

IC synthetlc key data, IC key change package, IC 1ssuance

- key package, IC EXPANSION issuance: key package,.IC area

reglstratlon key package, IC area deletlon key package,

—;'IC serv1ce reglstratlon key package, IC serv1ce deletlon

25

'key package, IC memory lelSlon key package,- IC memory

lelSlon element key package, obstacle recordlng file,
mutual authentlcatlon use key, package key, negatlve list,

and serviCe data temporary_flle.

27
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.20

95

10 Step ST13: The card managenent function porti 5

of the nmanagenent device'28 uses one or nDPe nﬁ?ﬂ@?q“NM7'
aut henti cati on key data selected at step ST12 to
generate the synthetic key data based on the
degradation 15 processing nmethod (the. predeterm ned
generation nethod of the present invention) explained

| at er : rHheadROrggat hofbepr D688k Ngnitil tobeaekphrEnegpe.
in detail later. Step ST14: 20, The card nanagenent

functige PQrthiQNe»8 Qhathen WRDNAJBEEZLvERVEECPADL of the
generates the key designation data indicating the

%h§XPaUtFeQBI gtbge code for identifying the nutua
I'ca

ron afa“used for generating the

synthe k daja at st ST1 Th

designi% ﬁ8é§¥§£ﬁ%a%ﬁ§sg%5?a gﬂa ggt?ﬁﬁaegﬁy8dﬁh ¢hthe
2007 the right of execution of the g ¢cessi ng
FEIQ?FH@C?ok?He a&am 8RAt $18a 15ngYal Egéﬁl 84 ftenere

‘user of the owner card 72 or the user card 73. St ep

s3td: agcThe kavddatnageranforuithe 582g4rELER 99@6ﬁtﬂﬁé of

‘managenent device 20 wites the synthetic key data

dener aiiétl abspeep SF1Bhenueherkey 86sipfnibeoACdapad 3 ‘and

‘generated at step ST14 |nto the 1 C of the owner card

zﬁe IcC module 42

"The mutual authentlcatlon use key data is also used

for. the mutuel authentication between APs existing in the
_fsémeQSAM. The_SAM mﬁtual'authenticatiop_userkej data

'meaﬁe:tﬁe Eey datarused mhen accessing fhe correepbnding.
: eppiicatibn elemenf data APE from another AP in thersamé,

' SAM or another SAM.

The'icimemory-division use key paCkage is the,data

used for d1v1d1ng the memory area’ ‘of the external memory

 7 and the memory of the IC card 3 before- the start of

'prov151on of serv1ce u51ng the IC card 3 by the serv1ce

business. Lo

: The-IC_areafregistration key package is the data

‘ -usedzat‘the timeidf‘area registration in the mempry area

‘of the memery‘of the  IC qard_3_before startinglpr0vi3i6n'

of service using the IC ‘card 3 by the service business.
' The IC area deletion keylpackage'is a package able

to be automaficaily generated from the card access key

28




10

or the user card 73. 10 Step ST16: The card nman t
function portion 58 of the. managenent device 239E%ﬁ%h2007
regi sters the nutual authentication key data used for
generating the synthetic key data of stepST13 into

the SAM units 9a and 9b. 15 Bel ow, an expl anation

wi Il -be given of the nutual authentication key data

§%¥§rf paetgﬁ sghfction at step ST12 shown in FIG
explarned above. FIG 13 is a view for explaining

h l h 18 Uuse
LaS mipe %?a%J%ep égqggtkgylgﬁt@s&oysyega@ya&@e 4

own in, FIG As” shown

in FIG 13, the t ual uth ntication ke
£AE| HESESEBF1RYa ?eaﬁggﬁgé k&Y 3a?menFe¥ﬁF%a%§%nOf the

key data, manufacturer setting servic

authenel caenerYkdybatpae RiRd; Pﬁtnaﬁagbﬁeﬁfc’%f"é%?f:‘e"f

25 nutual authentication key: dat a, comuni cat i on
rheagemente 8818gMEhehI20GRATds 8r b cEhARuFREVice business.
aut henti cati on key data, nutual authentication serV|ce
nutuaITnethenseraerodekeyldatheyAFBCHQGGrySaﬁéa
managenent servi-ce mutual -aut henti cation key data ' ‘
aatetiﬁgAEpﬁEﬂaérlaheelembualdauathElragusmekeﬂ §n the
data, system AP nenory area.nutual- aut hentication key

QQE%rngmdmgﬁgggaqturer AP nennry area nutua
aut henti cation key data:

[Preparatlon of Owner Card 72 and User Card 731

FIG. 12 is a flow chart for explalnlng routlnes for

;preparatlon of the owner card 72 and the user card 73.

FIG 12 shows detalls of steps STl and STZ2- shown 1n'

© . FIG. 3.

15

Step STll

For example, when the manager prepares the owner

‘.card 72, it selects the proce551ng relatlng to the SAM

"iunlts 9a and 9b authorlzed to the user of the owner card

20

o

72,

Further, when the-manaéer etc. prepares the user

card 73, 1t selects the proce551ng relatlng to the SaM

" units %a and 9b authorlzed to the user of the user card _

'.73.

The processing relating tolthe'SAMjunits 9a‘and 9b

includes for example the proce551ng for executlng the

functlons prov1ded by the- SAM units 9a and 9b or the

29




Further, as shown in FIG 13 and FIG 14, the 2&%%%%2007

“aut hentication code of the nmutual authenticatio

key data.is conprised of, as shown.in FIG 14, an AP
menory area | D, an el enent type nunber, an el enent

I nstance nunber, and an el enment versi on nunber

explained by using FIG 10. Bel ow, an expl anation

ik she g h Si neRsdahasganspaiedr
B s T B L D e b The

key designation.data.i I h hcation code
FFéFP§8n%EF38§p%3°%§%ﬁ§ %%gM%E?Ua LIE'tg'ut%%ie:'lr)]t'ication '
codes of a Igrglity of nutual authentication key
dat a. §EePI€F $5A and FIG 15B are views for expl ai ni ng
an exanple of the key designation data. At ste STlﬁ%
of FI GrheomapRgRTS sﬁcexaﬁiﬁ@tﬁhghed@vf:%lk@‘;}t’aﬁ‘?E&C? on
har dwar e nanagenent service nmutual authentication ke¥11

- #avadathe redatedi tat the prosgssing 2sleetedcatnttarl S

aut hentication key data, the AP nenory 32 8 March

B 2007 inputa oandgerent teer thee sameudlo . dbehearidcmanagement

15

20,

25

key data, the service AP nenory area nutual
FuhbBeAbhC pbir® oke ¥ 8dafa theamd nblyemrkatndeat cen2Rey dat a

~shown in FIG 13 are selected, as shown in FIG 15A,

key degh@nahtaaidah@nanthdheabhNBeih8atit Wall be

~authentication codes of all .= selected nutua

- QubheRhLEAk hoREkeY 193kR s generated.

10

Step ST13:
'The:card maﬁagemeﬂt function_portioﬁ 58 of the

management device 20 uses one or more mutual

'aﬁthenﬁication:key-data selected at step ST12 to generate

the SYnthetic key data'based1on‘thé'dégrédation

processing methédi{thehprédetermined‘ggneration method ¢f‘

 'the preseﬁt“inventioﬁ) explaiﬁed‘later;

- The_degradatichgprocessing will*be éxp1aihgd_in‘u '

"rdetéilllater;

step-ST14£

.. The card management function portion 58 of the

1'maﬁagement deVice_2Q generates. the key designation data

iﬁdicatihg the mutual authenticétibn code for_identifying

'ﬁhe mutual authentication key data used for generating

"the”synthétic key data at step ST13.

The key designation data becomes data indicating

30




At step ST13 shown in FIG 12, when the synthetig,key 5007
~data is generated by using the nutual authentication

key data of the nutual authentication codes shown in

FIG 10 15A, the nutual authentication with the SAM

units 9a and 9b using the, synthetic key data

aut hori zes the managenent device 20, as shown in FIG

1B Lignaceesaxkiathahdwa @ nd AN hSelat8ngt B8 the

conmuni-cat i on nanagenent service, the I'C service

Vi cQncer.ni l; ng the lLe
53 thiRs"3Hr BhP 38, Rofinasf by JRRaRt" ok o -
nenory _area nagenent service. In this way, in the
Eﬁégeﬁ? Qﬁnggwﬂ €T FREY Jdynthetic key data can be
generated by using the functions of the SAMunits 9a
and 9bShaR gﬁé5ﬁutual 20 aut hentication key data
related to a plurality of processing including the
accessThe thrddmenatengnpy fupetigavrenitionolBarf Gbe
(for exanple the application elenent data APE) Due to
mhnagetnee tndkvakeadbhentiiteat ithe wyinrded 125 keliynglada
synthetic key data enables thée SAMunits 9a and 9b 33

- gelaieed0Q? stepcslriachindelthg keige ddighartion datta

10

~both of the functions of the SAMunits 9a and 9b and
‘ggﬁeQQansa%OstheS@Qhaiﬁ%bdt@k triee oPAMHN Ik eRa card 72

b are authorized to the neans to be authenticated. 5

‘gge@hetgge§Ag5gQi§§_9a and 9b execute the

Step ST16:
The card mahagemént;functioﬁ'ﬁortion'58 of the

management.device 20 régistérs the-mutual authentication

:“'keyﬁdataﬂﬁsed for generating ‘the synthetic key data of

T

20

 25

'étep éTiS;into thé SAM units %9a and 9b.

E.Béloﬁ}'an.explanation_Will*be given of the mutual

‘éuthéntiCatiOn key data;cdvered'by'the sélection at step

CFIG. 13 is a viehAfor explaining the mutual"

“authenticafidn key data cpveréd by the selection at step

ST12 shqwﬁ in FIG. 12.

As_éhoﬁn‘in.FIG._13{;thé_mutual‘authenticationﬂkey

'data includes for example device key data, termination
"ﬂkey data, manufacturer setting service mutual -
Aautheﬁticatibn key'data, hardware'management servicé

mutual\authéntication key data, communication management

31
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25

pr.ocessings relating to the predetermni ned functi
related to the nutual authentication key data aﬁg&ﬁnh2007
aut hori ze access to the data hetd by the SAM units 9a

~and 9b fromthe nmeans to be authenticated in response

to an 10, instruction of the neans to be authenti cated
when authenticating that the neans to be .

ALOIALT £ALED: | SuchSdlbIRien BELOWa:E) gRLanation

w1l be grven of the egr.adati on processing method of

st ST13_shown in FI G 5.12. F 16_i s L QW
e R R e N
nmet hod: Step ST21 The card nmanagenen funﬁti n ttio
BgMErYt RES22B2RRASHEREN £ ¥ FE DG RI YT sngésggé"ﬁe{ﬁﬂ’
data as a. nessage, uses the first _of. the nutual
dathenseedirenpRepemgayaaseReiuthah prENGBFLERKEY key

data and term nation key data selected at step ST12
shoan sysEeB AP2memorieareacmypfurdnakehenghdathonypes

the device key data to 25 generate internedi ate key
‘data., aBd BaMarfabt?@e? AHememowhearthemntinbér of the-

mut ual aut hentication key data other than the device

kayndatacaprdohhretierai-aat i on key data selected at step
ST12 is one, the card nmanagenent function portion 58

perforpg-th€r, as shown in FIG. 13 and FIG. 14, the

mutual authentigation-code of the mutual authentication

'keY'data is cémprised of, as shown in FIG. 14, an AP

memory éréa'Iﬁ, an element type”number, an element

instanCernumber;'and“én élement véréion number explained
by using FIG. 10.

Beloﬁ,fan exp1anation‘Will'bé given;of'the-keyl

,designa;ion_data:generated at step ST14 shbwﬁ,in:FIG, 12

explained above. -

The key'designation:data is’ a mutual authentication

"_qbde‘list cdmpfised_by usiﬁg-the_mﬁtual,authentication

‘codes ‘of a plurality of'mutﬁai.aﬁthentication key data.

. FIG. 15A.and FIG.15B are views for eﬁplaining an

‘exampieﬁdf'the*key*designation_data;.

',-At‘stép'STIZ of_FiG. 12, when for‘example‘the

device key data, the hardwéré maﬁagement servide mutual

_authentication key data, the communication3management

service mutual authentication key‘data; the AP_memory
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5 processing of the follow ng step ST22 by using_ fhe
i ntermedi ate key data.' On -t%e ot_ﬁer hand?/ V\hengifwg“chzom
nunber of the nutual authentication. key data other

than the device key data and the termi nation key data
selected at step ST12 is two 10 or nore, the card
managenent. function portion 58 uses the internediate

Ig:—ﬁ;{ 038, 85118 BsSAge. %ﬁf%ﬁ%ﬁ%aiﬂﬂ Yaly data,

entication key data as f encryption key to

rformthe ryption. The card mnagenent functi
19 17 B g0 IETOT TR BT U reng e B Rey S Satas
ot her than the device key. datai_iand the_term_nnation
e ddte rRiRion ke ladm shopn i ey fé] ihf key
and repeats the above processings until the above
aredrgglidcn 35 hwewn & dRG . Wi ke fipsignatigndadds
to the processing of step ST22. 20 Step ST22: The card
nigrchigEnteimTi  fhe o tom ord then G8-aksiesn td¢rdes mieradddi at e
key data obtained at step ST21 asthe nessage and uses
tdedl dettad it kayticsaiai @stide kenciate iion denettacted.
performthe encryption to generate the 25 synthetic
key datg Y8 T2y inTherd.ernm naiian they sgathdtic
tanper-proofing key data and is held only by the -

,' r@ﬁfigﬂta Lue é&éfﬂ'@ed iﬁy |55 0305 St gndiar %ﬂﬂerﬁ:iéation
party . : . .

key data of the mutual-authenticatibn codes shown in FIG.
152, the mutual authentication with the SAM units 9a and

9b uSing‘thessynthetic;keY data authorizes the management

- device,20,-aé showh_in FiG; 1SB;:t6 access the ﬁardWare.
..managemént“se#vicé,the'gqmﬁﬁﬁicatiQﬁ-management service,
| ﬁhe'IC service (servicé,cdncerning.the_IC'éard'S and thé

iC mbduié‘421}; themﬁtual éuthenticatiQn.service; and

. the AP memory area management service.

‘In'this‘way,fin'the'preéenﬁ‘embodimeht, the

i_ synthetic key.data can be genérated by_using the

. functions of. the SAM units 9a and 9b and the mutual

20

95

authentiCationfkéy.data related to a plurality of

.prOCessingfincludingithe acdess to thé data'held by the

| SAM units 9a and 9b (for example the application element

data APE).

Due to.this; the mﬁtualjauthentidation using a

‘single synthetic keéy data enables the saM units 9a and 9b

33
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~other than the manager fromillegitimtely tanpesj '
wWith 5 the synthetic key data. Below, an explaﬁ%§#¥§b2007

will ‘be given of a case of generating synthetic key
data by a predeterm ned degradation processing nethod
using the owner term nation key data owned by only
t he manager (owner) and the user 10 term nation key

ata ed .by .the user given a right fr t nanager
Erd R G, ekl W H Aoeart

for explaining the degradation praocessing._ nethod. IQ
fuagctipns; SR At B P Sy pnghdhsTascess to
are the sane as the processings of steps ST21 and ST22
&kl diarked el dudivng bl GAM ginditiefta fagid 9% age mutdorized
using the owner termnation key data as the
tter ndheatrieamskeyw ketatzanthEndisyattdrbt i ¢ key dat a
generated at step ST32 is 20 the synthetic key data
whi ch gaanhe teepapdedninst lva seRE®b autke theer s
given the user term nation key data can be increased.
?&%%eééﬁ%gsﬂi%l%a&i% RAGHE P r A el rin h O FEuinIt 128 <O

he 25 managenent device 20 uses the expandable
BUALReY Gk the HhEbNILRHOE cHAlHh GRPLaled b he

owner as the message and uses the first of the nutual
%lf.ll Ii]xeorl]ctilz%atéilc%résl%e*od %th% %farl:%{ hterlq{] by the SAM units 9a and

-9 from the means to be'éuthenticated in response to an
instruction of the means to be authenticated when

authenticafingfthat.the means to be authenticated is

legitimate.

~ Below, an explanation will be given of the -

degradation procesging.méthod of step STlBrshOWn‘insFIG.

12,

FIG. l6'is'a;flow Chart.for'éﬁplaininglthe” 

' idegrédation'proceséihg method;"

~ Step ST21: .
Tﬁe cérdxmanagéméﬁt_function pbftion 58 §£ tﬁé'"
ﬁanagementdeviée 26uses_thé devicé,keyrdata_as.a '
messaéé,'ﬁsés.thg firstrof the'mutuai-authéﬁtiéatiqn £éy

data bther-thanfthe-devide'key-data and terminatibn key

data selected'at_stép ST12 .shown in FIG. 12 as the

encryption key,ﬂand'encrypts the device key data to.

generate intermediate key data.

34
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25

the user term nation key data selected by the u a :
the encryption key to gncrypt t he devicg key d;ﬁ@q§§zmn
generate 5 the internediate key data. Here, when the
nunber of the nutual authentication key data other

than the selected user term nation key data is one,

t he card managenent function portion 58 perforns the

processing of, the _follown ep, ST i :
intern%ﬁ?%tew%%? '% a?u%%e?héko?ﬁgﬁ%%gﬁ%%n%ﬁ%%g?ﬁggatlon
nunber of the tual __authenticatio ey_dat a ot her
kR¥nOphe SENEE: ER2RsEhe P@Vﬁ?ﬁa??gnaﬁg§ ﬁgaa%Pg two or
nore, the card managenment function portion 58
permapatieRekeYcippei 6R1BFtadi A§ FheP18TiAt 2FnBBfat Ehe
key data as the nessage and using the next nutual
aarbienahsgementkEyndstignaporhdopnEByperfarreytheThe
card nanagenent function unit 58 repeats the above
proeeessingsofinthe fsilhgwaht subpabTaftbentetagi bhe key
data other than the selected term nation key data as

2thagegmgtgpkggndgeﬁ_for the encryption and proceeds
to the processing of step ST34 when finishing. Step

ST34: Fhergar S RBRAAESARN 1heRCEONmukibdr 5OF USRS Hlt€ual

i nternedi ate key dat a -obt ai ned at step ST33 as the 25

 J5eRR0E: ADY R Na USChehELTkAZL ofickay dabaxas hbea

Bncryption key to perform encryption

ggdggﬂgr%g%mgggtion key data selected at step ST12 is two

or more, the card management function portion 58 uses the

intermediaté'key data'as the message and uses the next

m@tﬁal authentication key data as the encryption key to

perform the éncryption."

The'card-management function pOrtioh_SB,uses all

-mutual aﬁthentication key data other than the device key

data and the termination key data selected at step ST12

as the encryption key and repeats the above processings
'ﬁntil‘the ab¢ve.encrthién is carried out. When it‘ends{ -

it proceeds to the processing of step -8T22. -

Step ST22:-

The card management function portion 58 uses the

. intermediate key:data‘obtained‘at step ST21‘asuthé

message and'uses the términaﬁion-key data as. the

enérthion key to pérfo?m'the encryption to génerate the

synthetic key data.
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synthetic key data. The user term nation key data,

S
the tanper- proofing key data and is held by onl QZOW

.owner and the 5 user. Due to this, illegitimte

tanpering with the synthetic key data by a party

ot her than the owner and the user can be prevented.
The synthetic key data generated by the processing 10
shown in FIG 17 i.s conpris of. the nut ual .

aut hentt'Eat A& Myt &R AR IRg ke
shown in FIG 18. Further, in the present enbodi nent,
idatias agikd s fild ety PY e a{ﬂ%ﬂ%ﬁ%i ty of

~application elenent data 15 APE to single nutual

aut henDueatticorthidey, ddt 4  frerssebdifpl i@ gErapanyt, 2 P

and manufacturer AP nmenory area nutual authentication
lthedatthashditre inmrfder om Dl ¢gi timstelhetampering with
aut hentication using the synthetic ‘key data enabl es '
the SAMtHddie Saeardht2b,. to col lectively 20 judge:

whet her or not access to the application el enent data

APE relgatiedy t @ REAINHE JAULHAIL B8 REREC AT G derde of

~data is authorized. For exanple, in FIG 19, an

BRI R0 L PSR G PIpk it spilgat o

- .idqe%tr%réfa%i%na-rpercléenskseldngwntxe h@& l‘@éz_rggs éﬁé\/bcgvﬁt]ezzulpgrmination

'njkéy data owned by only the manager (owner) and the user

termination key data owned by the user given7a“right frcm.

.. the manager as the'termihation key data.

FIG. 17 is a flow chart for explaining the

-degradation processing method.

" In FIG. 17, the processings of steps ST31 and ST32

‘aré the same aé_thé:procesSings of steps STZl“apd ST22‘
”expléinedrby using‘FIG..16 eXceptrforrthe point of using
:thé~ownéx terminatipn‘key data as the termination key

udata.

The synthetic key data generated at step ST32 is

the synthetic.key'data'which can be expanded in the sense

 - 'that the users,given the user termination: key data;can'be

25

- increased.

~;Step;ST33:

The card management function poﬁtionJSS of the

-.management'devicé‘zo uses the expandable 3ynthetic'kéy

36
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authentication key data 500. For this reason, |f

aut hentication using the synthetic key data degr&g 82007

‘the nutual authentication key data 500 succeeds, the

SAM units 9a and 9b aut horize access to both of the
instances 5 a and b. Further, in the present
enbodi nent, it is also possible to use a pair of
on-line nmutual authentication key data MKl and

‘13t igrnekAted RUtHEUI®ET @3S Kie dessadkand uRsuthe

in FIG 20 for all or part of the nutual 10
Uit theint o £ athe rmikeye d st lexpt bt aleidob yk als | drt | aghegr3 than

In this case, at the time of the nutua

atHdnand e at¢xom, natSion kapdiattd ddledied e thd usder as the
authentication key data M1, while when transferring
(Eﬁétyﬂtiohtﬁé&*ﬁé“ﬁn%?%ﬁﬁ tHe tdes1ed Uady data to generate

aut hentication, the 1 ata to be. transferred is

ef[}gyjmmdfgwg@);maﬁg -line nutual authentication
key data MK2 corresponding to that. Due to this, even

if the H%]_»e!t O R il ngb’r%:!eq:mofctq{]' O'Qndﬁ:%ld%%h%]u'c%uon

|IIeg|t| er ach|re ano party, since

A S50 B AT, i ey

_‘ggfrypted by the off-llnenutual authentlcatlon key

KPS | 19k FANSIERRN ot UMY RRREBh 3B

‘the outside can be prevented. Bel ow, an expl anation

wanfgangithe proqarsing wfl ths faaklr@mr}e &Y4edn Sé"@t%@@é g

-t he SAM managenent function 39

the 1ntermed1ate key data.
On the other hand  when the number of the mutual

authentlcatlon keyrdata other than the selected user

' termination key data is two or more, the card management

futhion portion758'performs the encryption by using the:

tintermediatetkey‘datatas-the'message'and using the next

‘mmtualtanthentioation5key,data_asathe encryption key.

h’Thehcaidfmanagement‘funotionfunit 58 repeats the

'above-proceSSings.until'using all mutual authentication

key data . other than the selected termlnatlon key data as

~the’ encryptlon key for the encryptlon and proceeds to the

"tproce551ng of step ST34 when finishing.

25

Step §T34:

Thée card management function unit 58 uses the

- intefmediate key data_obtained at step 8733 as the

message and uses the user termination key data‘as the

37
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- 8 March 2007 portion 57 of the managenent device 20

and the SAMunits 9a and 9b perforned at step $riylarch 2007
etc. shown in FIG 3. In this case, the nmanagenent '
device 20 beconmes the neans to be authenticated, and

the SAM units 9a and 9b 5 becone the authenticating
means. .FIG 21 and FIG 22 are flow charts for

expl ai nin t he rrutual aut n.he

ﬁaﬁggeﬁéﬁﬁ ke¥n &R BRI %‘?l%gﬁ%%g%ng%a \gﬁ%nq‘t eV| ce
20 and the SAM_unit 9a. 10 The SAMunit 9b is the
SYRENGE1ENE¥ag8Y8F the SAM unit 9a shown bel ow. Step
ST51: First, themanager or user sets the owner card 72
or theTheepsesr tevminating Eg¥ddpEadés/ Whet 6ATBST 15
Then, the synthetic key data Ka (the first

pubbéEntigc atvordatse avdt 4 sohelide byr @sdnt they etiesh)anshdhe
the key designation data stored in the owner card 72
agdrthe wuser card 73 are read into the SAM managenent
function wunit 57 of the managenent device 20. 20 The

SAM nepagegBnthignciioaginiinaté ganpesiag aithantem
‘nunber Ra. Step ST52; The SAM managenent function unit

S7pEACHIB! felNBarbaRdom PUFIY RhcGeRBEA Ahcilowilap and
y an encryption™ 25 al gorithm1 by using the
iém Rebbc keyrdapacbaniest at

The synthetlc key data generated by the processing

shown in FIG. 17 is comprised of the mutual

authentiCation key,encrypted by'the.hierarchy as shown in

FIG 18

Further, in the present embodlment it'is also.

'[p0581ble to llnk a plurallty of appllcatlon element data
:AEE to 51ngle mutual authentlcatlon key data (for example"
.serv1ce, system, and manufacturer AP memory area mutual

authentlcatlon key data shown 1n FIG 13)

: Due to thlS, the authentlcatlon u51ng the synthetlc

‘:_ key data enables the SAM unlts 9a and 9b to collectlvely

‘IZO_F

judge whether or not access to the appllcatlon element ‘

',_,data APE related to the 51ngle mutual authentlcatlon key

o

,-data 1s_authorlzed-

For example, in FIG 19 antauthorizatiOn C-of'an

1nstance a of the appllcatlon element data APE and an

authorization-B of-an-instance'g are llnked with mutual

38
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. 40 8 March 2007 step ST51 to generate the data g?ﬁ
u

Step ST53: The SAM managenent function unit 57 o &ﬁ%ﬁmﬁ
the key designation data read at step ST51 and the

data Ra' 5 generated at step ST52 to the SAM unit 9a.

The SAM unit 9a receives as input the key designation
data and the data Ra' via the external |I/F 62 shown

in ElG,8 and stores.this_inh the nory_63. Step_ST54:

A R BT oRTY o U 108 BT { RE AT RaTE obt the

speci fies the nmutual authenticatjion key data indicated
SRR R | BT oA Ehpt e dFo¥ (SptSeRITILmY the
anmong _ the nmutual authentication key data stored in
Loyt heystipa ten digerdrita iR rugceads st g SHS:

The aut hentication unit 64 of the SAMunit 9a uses

tirel trutQmalaralit Heray Satt e leycakd atspecth i efl Eie sireptances
ST54 to performthedegradati on processi ng expl ai ned
usiangi .G 16 or FIG 17 to generate the synthetic

key data-Kb. 20 Step ST56: The authentication unit 64

of the roAMHEY ! 192 8L Pprddia: 15 WrRtinterkey idatid K so -
generated at step ST55 to decrypt the data Ra' input

%osgstiﬂes-@ Yéd hy 39&99 ré’ﬂgtc;rp-r!l.ir% gﬂfﬁﬁﬂn éuthentica_tion

.corresponding to the encryption algorithm1

key data MKl and off-line mutual authentication kéy'data'.
MK2 as shown in'FIG. 20 for all or part of the mutual
authentication key data explained by using FIG. 13.

In this case, at the time of the mutual

authentication, use:is,made‘bf the'on&line-ﬁutual

‘autheﬁticatiéﬁ key data MK1, while when transferring data

with the other party in the mutual authentication, the
data to be transferred is encrypted by using the off-line
mutual_authenticatiqn_key'daté‘MRQ:correspondingAto that.

Due to this, even if the on-line mutual

'_.authenticatibn keyfdaté'MKi is'illegitimately acquired by

another party, since the data transferred between the

means. to be authenficated and the authénticating means is

"~encrthéd‘by.the:offélinelmhtualfauthentication key data

25

MK2, illegitimate leakage of the information to the
outside can be prevented.

Below, an explanation will be given of the mutual

authentication between the SAM management function

39
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25 to generate the random nunber Ra.” 41 .8 l\/arc% 200
Step ST57: The authentication unit 64 of the SA Maren 2007

‘9a uses the synthetic key data Kb to encrypt the .

random nunber Ra generated at step ST56 with an
encryption algorithm2 to 5 generate data Ra". Step
ST58: The authentication unit 64 of the SAM unit 9a
generates a random nunber Rb. Step ST59: 10 The ,
Reheren cal ioh W merasmete dMemi40 Rrdisee §4¢ units
synthetic key data Kb to generate data Rbl. Step ST60:
Te and Entpaedidomredirt BSepfsSThe 8AM shmvn Jn BUE pud s
the dataRa" generated at step ST57 and the data 15

Rb' genef afted ajassd,ephSTori=@dniea thakagene®0 dedagrees the
20. Step ST61: The SAM managenent function unit 57 of
s n SN ASATRNT + HIGW G 1203 USBsd thee SyAM helites key #had aob
Ka to decrypt the data Ra" and Rb' input at step ST60

By tdE- 2&&%&{%}%4%@&(;{& thum 2 corresponding to the

encryption m 2 t0 generate data Ra and Rb.

| Step SThgy The a%wma%%@e fﬂ%ﬁ'&&% tfo@.équlta[l%ing

the mutual authentication between the SAM management

 function vnit 57 of the management device.20 and the SAM

unit 9a.

The SAM.unit_Qb is the same as the case of the SAM

unit 9a shown below.

Step. ST51:
First, the.menager_orfuser éets the.owner card 72
'er the user card 73 in the card reader/writer 53.

‘Then, the synthetic key data Ka (the first

'_authentication ﬁse date$of the present invention) and the

- key_designatiOn.qgﬁa-storedlih the owner'cerd 72 and the

20

25

‘user card 73 are read into the SAMrmanagementefunctien

eﬁnit"57'of'the'menegement.device'20-

The SAM management_function unit'57.generates‘a

random number Ra.

 Step ST52:

The SAM management function unit 57 encrypts the

random number Ra generated at step.STSi byQaﬁ_encryption_

algorithm 1 by using the synthetic key data Ka read at

3 40'{' |
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25

managenent device 20 conpares the random nunber 2 .
generated at step ST51 and the data Ra generateéﬁgﬁmgzoo7
step 42 8 March 2007 ST61. Then, when the result.is

the same as the above conparison, the SAM management
function unit 57 authenticates that the synthetic key
data Kb held by the 5 SAMunit 9a is the sane as the
synthetic key data Ka held _ by the SAM nanagenent

staet S8R1UAPt ISReERYSt RBESARICANFR -9a is a legitimate

aut henti cati ng nmeans. Step ST63c The SAM nmanagenent
functi 8hepnB¥587 of the 10 nanagenent device 20 uses

the synthetic key data Ka to encrypt the data Rb

gener arkd arMshepaGEnénbyfthetiencnypti BA abgppishbhe key

~to generate the data Rb". Step ST64: The SAM

pRB3geaRAbnf HAEhI @BadNbt Bfepf sttBe ihdmehagaamat Ra’
devi ce 20 outputs the data Rb" generated at step ST

83nk0at-Ra SAMsyRLt 5982 BheRnhaT6aM EhAetagkhentication
anit 64 of the SAM unit 9a uses the synthetic key

data KinlosSRCypt bRe-alavBl aLPHbut2na! eyer ST64

by the decryption al gorl to generate. the data
gb..Ste%.ST6g: ‘ L ‘ .
esignation data and the data Ra’ via the external I/F 62

shown in FIG. 8 and stores this in_the'memory-GB.
 Step ST54:

The authentication unit 64 of the SAM unit 9a

_specifies the mutual authentication key data indicated by
the key,designatigh data input at‘step'ST53.frbmfambhg'
' thermutual authentication'key data stored in the memory.

63 or the external memory 7.

Step ST55: -

'The'autheﬁticaﬁion unit'64_of the'SAM'ﬁnit-Qa_uses_ '

. the mutual authentication key data specified at step ST54
“to perform the.degradatidn processing éxpiéined_usiﬁg FIG;;

_16“Qf FIG. 17 to generate the'synthetid*key data.Kb;- )

~ Step ST56:

The authehtication unit-64‘df the‘SAMaunitVQa_uSeé.

" the synthetic key data Kb generated at step ST55 to
‘decrypt the data Ra’ input at step ST53 wiﬁh‘a-decryption‘
,algorithm'l_cdrresponding‘to the‘éncryption‘algorithm 1

to generate the random number Ra.

4




The authentication unit 64 of the SAMunit 9a
conmpares the random nunber Rb generated at step 83¥igreh 2007

and 25 the data Rb generated at step ST65. 43 8 March

2007 Then, when the sane result as that in the above
conmparison is shown, the authentication unit 64

aut henticates that the synthetic key data Kb hel d by

the SAMunit 9a is the sane as the synthetic key data
Ka hel #teP iTte SAM nanagenent function unit 57 and

t he SAM managenent function unit 57 is a |legitimte
means tﬁl%@u@ﬁﬂt@rﬂaﬁel&tfedmlﬁelwo%ﬁ@(;ﬂpﬁga’trtldh %% Mses
be given of the processings perforned by the SAM

utcth é SSgaatlmrm@U:émsmtaer U tdrecmyastul tthee ofaridwm mutdesi o Ra
aut henti cation explained by using FIG 21 and FIG

2fendtdited Bt Sstey i STHE O X piiigtidgypthieompradeessi ttgs 2 to
of the SAMunits 9a and 9b. Step ST71: 15 The CPUs 65

ﬁeﬂ@fa@l\émtﬁaﬁa and 9b shown in FIG 8 judge.
et her or not the authentication unit 64 _
aut hentd ddiat the authenticating means was
| egi ti mat at step ST66 shown in FIG 22. Wen

. decidir, o d+ gs Iee%t%%n% 46%&0%%%0' oy (e ¢ 9a

10

20 -

“processi

“not, end the essi t at |s j udge . that the
ARIRFA TR R PRSI ‘H@%G‘sl‘

when deciding 1t

‘Step ST59:

The authentication unit 64 of the SAM unit 9a uses

-the-SYnthetic key data Kb to generate data Rb’.

. Step ST60

The authentlcatlon unlt 64 ‘of the SAM unlt 9a

outputs the data Ra" generated at step ST57 and the data._

ﬁb' generated at step ST59 to the management dev1ce 20
| f:Step:STGl:'
The'SAM'ﬁanagement function unit'57ndf‘the

management dev1ce 20 uses the synthetlc key data Ka to."

- decrypt the data Ra" and Rb’ input at step ST60 by the .

decryptlon;algorlthm'2_correspondlng‘to the engryptlon.

. ‘algorithm 2 to generate data Ra anleb.

25

_“Step‘STSZ:
The SAM management functién_unit-57 of -the
management device 20gcompares the random number Ra

generatedrat step\STSl and the data Ra generated:atrstep-'
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25-t

have any right relating to the processing and d
execute the processing). Step ST72: 25 The CPUs%Glgloa{) 2007
the SAM-units 9a and 9b execute the 44 8 March 2007
processings relating to the mutual authentication key
data specified at step ST54 shown in FIG 21. Due to
this, the predeterm ned service required by the neans
to be authenticated is provided. Nanely, the SAM

&%- 9a and 5 9b judge that the neans to be
aut henticated has the predeterm ned right and execute
the pr@eusi gty imaskl ors e r93f adihvwahare
expl anation will be given. of the screens wused for
icxsnpang s j otlse tSAR snofagemerst | funetben omnit 5710 the
managenent devi ce 20 expl ained by using FIG 2 and
Rldshéhtihentdhechmnagas shctheopos dteg ddrea dieriadidrby the
unit 56 shown in FIG 2 to instruct display of the

G Al 00 05 SethOfsdilte AMNBYENBP thSO ¢ Soy f@ita Ka held
exanpl e, as shown 15 in FIG 24, a SAM nanagenent. :

%{1% 7%'&%&&@@361&&:th P &y 2 e %Munlt

agenment screen /50 ays an imge 751 for
e e T T fafﬁé"%l\e”haﬁggém‘;ﬁ? |
scr eenS7tS_e(%D ds!fs@:ays .an
The SAM nanagement function unit 57 of the
ﬁanagement.device 20 uses the synthetic key'data Ka to‘

encrypt.the data Rb generated at step ST61 by the

'encryptienjalgorithm.i to gene:ate the data Rb".

step‘STc4:

The SAM management functlon unit 57 of the

‘management dev1ce 20 outputs the data Rb" generated at

" ‘step ST 63 to the SAM unit 9a.

Step STE5:

The authenticatien[unit‘sd of the SAM unit 9a uses

'7the'synthetie key data Kb to decrypt the data Rb"_input
at:Step ST64_by‘the1decryptien algorithm 1 to generate

~ the data Rb. -

Step ST66

The authentlcatlon unlt 64 of the SAM unlt 9a

‘compares the random number Rb generated at step ST58 and

the data Rb generated at step ST65

- 43
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I mage 752 indicating the network configuration t
SAM connected to the SAM network. \Wen the use:r)gMamq’e2007

designates the screen 751 on the SAM nmnagenent
~screen 750 by for exanple a nouse of the 25 operation

unit 56, an inmage 753 is displayed. 45 8 March 2007
As the inmage 753, images indicating the preparation of

the owner card, the preparation of the user card, ,the
pr epar atiSh d‘fh?rhéﬂ?é’ %%?:‘? Vit on- &t d&‘aind'”t e above

preparation of the transport card are. displayed. 5

BedTEma refrieXxdst et Won Wie | apkhep Gepp o Wltedt f or

when instructing preparation of the cards indicated in
tdethemgecdttds Hhastthansexiphainat i loay widta & diedsh knf the
the screen  for preparing an owner card. 10 When the
nEA0eii t N rikctishd heams epar id asyofheti c dnerdzaar Kk=omeld
the i mage 751 shown in FIG 24 by a nouse, the card

B\ el B M FriHEd d Rt FudSt SHOWMi 1 5% Gnd tHl FHMyS

an owner card prepar ati.on_sc_r een 760 shown in FIG 25
U f 1 erfll 50 %ﬁb&%nﬁa%ﬁwra CRUSh PInRRA APl to be
screen /60 disp :

ays a - used service selection I mge

7ag}th$11§iervéé:c?. AP nenory area designation inage 762,
a system area designation imge 763, a

devtcoL S oL o0 ke (o OTALIOR LIRS T 1 @
. processings performédlﬁylthe SAM units 9a and 9b based on
the resﬁlts Qflthe mutuai authentication-explained bf.-
using .FIG.'. 21 and FIG. ,22_.': '

FiG. 23 ié‘a Qiéwrfbf_éxpiéiﬁing'the processihgs éf
fhe SAM.uhits'9é and{Qb, f |

Sﬁep 8ST71: -

:$hélGPUé 65 df ﬁheiSAM“units_Qa andigb shown in FIG.

8 judge whether or not the authentication.unit 64

“authenticated that the authenticating méans was

. legitimate at step ST66 shown in FIG. 22. When deciding =

20

25

' it as.legitimate,‘they brobeed;to"the p?oceséing of step

ST72, while when deciding it is not, end the processing

. (that is;rjudge'that.the_authenticating means does not
have any right“relating-tO‘the prbcessing-and do not

'execﬁté the processing) .

. Step ST72:

. The CPUs 65 of the SAM units 9a and 9b execute the =

IR
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20 The used service selection image 761 is an i -
for selecting for exanple the con?ent of the se?ﬁ@@gh2007
authorized to the owner card 72 to be prepared. The
service AP nenory area designation inmage 762 is an

i mage for selecting the format authorized for access

25 to the service AP nennry area using the owner card

72 to 46 8 Nhrch 2007 ar ed. T e system AP
RIASISP G R G T a e SUeT R Tl koY

sel ecting the fornat authorlzed for access tothe
Sastee o ifeinst 2 ardeRSTRE tHhevner THF d 75 t%le sthehis,
prepared. The device/term nati on key designation inmage

Ak ipredutambged gremasiqradrigrehdyicthe angays der e

and the termnation key data used for preparing the
aWtHerdlchth iEhemesidpht ilmelee] stlon $Adtunicts odr and
image 765 is 10 an image for inputting instructions

foy Artddithhd e drsimnatie b ol tidn t Mbeed | s hi g
designation of required itens on the owner card

gﬁ:%@fﬂ%%g et/ 6hd (e da0eie 49Sb O 8%y dlhorized

desi ghat I on

cision instruction image 765 by the 15
Usg. el G to this, the card set instruction
ggreghe?éa' own-in FIG 26 is displayed on the

di spl ay, §_4 W, %r;l %rxepriar L Q" w% ec%r:r_ 2ot i Ufeens

set

_USed for 1ssu1ng various types of cards in relation to
the management device 20 explained by using FIG. 2 and
FIG 4 | “ o

When the manager etc. operates the operatlon unit
$G-Shewn in FIG.gZ_toi;nstruct.dlsplay of'tne operation
screen of“the*management'teol 52,-for.example?.as_shown

in‘FIG -24, aHSAM managementmsereen 750115 displayed-on

‘the dlsplay 54

The SAM management screen 750 dlsplays an image 751

- for 1nstruct1ng,thelpreparatlon_of a—management»tpol,use

-'card‘at the'tdel bar.

Further, the SAM management screen 750 dlsplays an

1mage 752 1nd1cat1ng the network conflguratlon of. the SaM

r'connected to the SAM*network,-

]When the user designates the screen 751 on the SAM’

management screen 750 by for example a mouse of the

operatlon unit 56 an image 753 is dlsplayed

_145‘
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instruction screen 770 instructs to set the. deﬁfﬁﬂﬂth2007

card 20 71. Then, the manager nakes the card

Teader/witer 53 read the data of the I.C of the:

default card 71. Wien confirming the legitinmacy of the
default card 71, the SAM managenent function unit 57

sel ects the 25 nmutual authentication key data rel ated

to the_service etc. __47 8 March .20Q7 Seleg%%d by the_.
managefSohehéMgdRer 5¢ar dTHRESa - RALGH F1EG ?é%Pa?ﬁélon
sel ection corresponds to the selection of step ST12
efplthensansy ¢sindg mhe Prepagagiommifian®aiosakd, the
be given of the screen 5 for preparation of a user
caegarWidon khd rmeaddr encstyridien tdeerdyr epat dthicon of a
user card on the screen 751 shown in FIG 24 by the
Pégaratilee ed dhemrageispartf Wwinid eraidisBaysdown i n

FIG 2 displays the user card preparation screen 780
shown Ba14Q,Fh& e2p19RathendwsnlapbeddivERe ofSar seé@edn for
preparati on screen 780 displays a used service

. ‘%ﬂe%cﬁin%&rjum%g7§%8e5%x%%i\arp ARHEMIMs 3B cated in

desi gnation 1 mage , a-system AP area desi ghation

i_hage 783, devi ce/term nati on key desi.gnation i mage
s ipes, 131

a ‘desi gnati an decision instruction imge

785, T d i Lection. image.781 is ap.image
for seFetEing e BSRPRRLSBr “Phe 58 FiemabEnbir 8 te"

for prepatring an owner card. B
When the manéger instrdcts the preparation of an-
owner card on the image 751 shown in FIG. 24 by a mouse,

the card'mahagement function unit Sé'showh in FIG. 2

,displays'an'bwner card preparation SCreén 760 .shown in

FIG. 25 on the display 54.

The owner dard preparation screén'760.displays a

- used service selection image 761, a service AP memory .

area designation image.762, é:system,ﬁpgaréa designation

image . 763, a device/termination key designation image 764, .

":and'é'désignation decision instruction image 765.

 The used service selection image 761 is an image

for selecting for example the -content Oflthe‘serviCe

authorized to the owner card 72 to be*prepared.

The service.AP‘membry area designation image 762 is

an image for selecting the format authorized fqr‘access

‘to the service AP memory area using the owner card 72 to

- 46
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the prepared user. card 73. The service AP menory, ead 500
desi gnation image 782 is 20 an imge for selecg%ﬁ% 7

~~the format authorized for access to the service AP

menory area using the prepared user card 73. The
system AP nenory area designation image 783 is an
i mage for selecting the format authorized for access
ég%to t he S stem AP nenory area using the prepared

'8 8 March 2007 73. The device/term nation

key designation image 784 is | mge far des 2 abggg
dlS

the deVii¢e W&ty §ﬁﬁmFﬁéaqﬁ9wﬂQﬁhﬂqﬁ¥1ﬁ@y

for preparing the user card 73. 5 The designation

~ daviigiage ifwst rasdad-iardde BRI arhariged dror access

inputting instructions for deciding the designated

aantteid | sydfiesm fAMnsmony destagnsimy thee ovemi rasdd téhsto

on the owner card preparation screen 780", the

B ggedpakiadlesi gnat es the designation deci sion
instruction image 785 by the nouse etc. Due to this,

the camges %dl@ﬂtﬁt%%ti‘arﬁ%%&mWMdnn imGe 264 is

i s .displayed on the display 54 en preparing an
Wil Gl ad iAo And UL Uy QBRLTARD chd

|nstru S to set t er card 72. THen, the nanager
kr%:?lr}artlonarkdeyr %ﬁ‘adcer /lygec{ e;u‘;rox5 %reparlng the owner card 72.

The desidgnation decision instruction image 765 is

an image for inputting‘instructions for deciding the

' designated content.

When flnlShlng de51gnatlon of requlred items on the

. -owner card preparatlon screen 760, the manager de51gnates

t”the designation.decision 1nstructlon image 765 by the

mouse etc.

' Due to ‘this, the card set instruction screen’ 760

. showr in FIG. 26 is displayed on the display 54.

When preparing an owner card 72, the card set

z‘instrnction SCreenn77Q7inStructs to set the.default'card

CT1.

Then, the manager makes the card reader/wrlter 53

_read the data of the IC of the default card 71

When conflrmlng the legltlmacy of the default card
71, the SAM: management functlon ‘unit 57 selects the

mutual‘authentlcatlon key-data related to the service etc.

47
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read the data of the IC of the owner card 72 \Wen :
confirming the legitinmcy of the owner card 72, S Mageh 2007
SAM managenent function unit 57 selects the nutual 20

aut hentication key data related to the service etc.

sel ected by ‘the manager on the user card preparation
screen 780. The sel ection corresponds tothe selection

of step ST12 explained b ing FIG 12. Next, an.
SRHEHET B A OIS P & B G L g B cion
preparation of an AP encryption card, 49 8 March 2007
Wraeerhd 6Pande SHRITQTS IHE IR QIR Spigg-ion of
encryption card on the image 751 shown in FIG 24 by

tstep MIILe exdieicerd bpnagjererBIGunicti on unit 58 shown

in FIG 2 displays the Al' encryption card

prepar feix®) ¢V eapléOttinprshail ibe HiGer2®hHriteecreen

di splay 54. The AP encryption card preparati on screen

B HiHams oh et Sedau Cease) ection image 791, —a
service AP nenory area. designation inmge 792, a .

syst emgfRrakea nlesiAnatini himae (3 préparation of a |
device/term nation Key 10 designation’i mage 794, and a .
Jea0natlen, 066l Ol I NS UG, |G d D94 TBE Hethouse,

I CEseléction 1age 791 is an inmage for selecting

t h tent of the service author, t |
R e e e S e e Tt

nmenory area designation i mage 792

S ‘ e
displays the user card preparation screen 780 shown 1n‘

FIG. 27 on the display 54.
‘The usér cérd preparation screen 780-displays.;

used service selection image 781, a service AP memory

'area‘desigqation_image 782, a sYstem”AP‘area_designation

imagé 183, a-device/termination key desighatiqn image 784,
énd é_deSignatidn:deciSioﬁ instruction‘image:785;

Thé*used'service,seleqtion image 781 is an image

‘.-for7$électiﬁg the dontent'of-the-serviceaauthqfized ﬁo :

20

the prepared.useri¢ard 73.
The service AP memory area designation image 782 is

an image for‘selecting'thé'format authorized for access

- VEd‘thé service ‘AP memoryAarea using the prepared user

95

. ecard 73.

The system AP memofy-areé-designation'image'783 is .

an image for selecting the format authorized for access

‘to the system AP memory aréé using the prepared userrcard

48
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ca

an-image for selecting the format authorized for :
access. 'to the service AP nmenory area using t h& March 2007 -
prepared AP encryption card 75. The system AP nenory
area designation image 793 is 20 an inmage for
selecting the format for access to the system AP
menory area using the prepared AP encryption card 75.
The device/term nati on key designation inmage 794 is

‘i mage for designating the device key data and the

.25 term nation key data used for preparingathe AP

encr ypfhendeya ce/ereRnadaen KgvdesiorREiaBsigndei R4 15
decision instruction inmage 795 is an image for
iamp dimeiaey fiors idasdidrevs ridorthe dediimg ey dadai ging &ge

content. 5 Wen finishing designating the required

e nart i oinh & eAP derter yatdd If coa ok qpeeparatthen tsereeard 73.
790, the nmanager designates the designation decision
I nst r ughkOReskPRGe i 695 dey-ikthenmuse relctioludmtget MBS, is

- the card set instruction screen 770 10 shown in FI G

‘ %@iﬁ%&géﬂﬁdﬁ“%%ﬁﬂfﬂﬂﬂ%‘ﬁﬁ%ﬂﬁﬁbéﬂbnéNfﬂkIﬂéﬂ%ﬂﬂn@gthﬁe

‘AP encryption card 75, the card seét instruction

re 70,1 nst s for exanple to set th )
B s o ecarp ¢ omter

e manager nmakes the card

_reader%%%ht%&ngghing designating the required items on

" the owner Card_preﬁarafion screen 780, the manager:

designates_the.deéigpaﬁipn décision instruction imagel785
bflﬁhé‘mouSe‘etc. |

) DUé-to;thié,ithe:card.set instructién:screén 770
shown in_FIG.rzs is_ﬁiéplayéd‘on the'disﬁlay_54.

Whén preparing an Qwﬁer éard 75, the card set
ihst?uctibn séreén ﬁfo:instructsfto sét-the ane# card 72.
| fThen; theménager“mékés_the cardﬂreader/wfite¢53'

_réad-the'&ataOf the IC of theé owner card 72. |
:.Whegicbnfirminthﬁe 1egiﬁimacy'of tﬁe owner card 72{
the SAﬁ'maﬁ;gement-function unit Sj;sélects fhe ﬁutﬁal'

authentication key data related to the service etc.

'sele¢ted3by.theimahager“on the user card preparation -
sCreeh 780.'The'selecti0n corréspénds to -the selection of L

step ST12 explained by using FIG. 12.

Next, an explanation will be given of the screen

for préparation of an AP encryption card.
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15 read the data of the I1C of the owner card 72};%%%%2007

confirmng the legitimcy of the owner card 72,
SAM managenent function unit 57 selects the mutua

aut hentication key data related to the service etc.
sel ected by the manager on the. AP encryption card 20

preparation screen 790. The sel ection corresponds to

12. Ne ifon W € Screen
for preparation of a transpor ard. \Wen ager
BVl on, FE T 85a thE SMRGe 75 s tig oy Al Zh 3 the
t he ina%e 751 shown in FIG 24, the 51 8 NMarch 2007

(" SHSHL80, o, TR B RO AR e o

satgem fage serd MaRGgEBR N HusE- oW iith 58 ghoyn in FIG.
di splays the transport card preparation screen 800
ghdwspilrysl Ghe 28 encriyptdiotplcard prepreatias semeen 790
card preparation screen 800 displays 5 an inmage for
ishekhudhn FYct.hesl Bnadtheesld spfl ayheéb4SAM  aut hori zed for
coverage of transport of data, the, AP nenory area,

the APEbhtype ehcikhptapal ceatl pteplaet®ibndataeefPEICt he

" instance nunber, and the. version nunber,. The card

EEE%&% BNt f4aet ekt <3 dagiadasddie 790, mitdeatvice AP
aut hentii cation key data related to the data for which

RERBIY b3 AULARS AEL &?ﬁg@e WY, 3 QA% Wi 23AM

a and | nfor'mati on desi gnat ed on

L s LRARBYN (bt REEPY HdALSSH AR 0 ggperate

designaﬁibn image 794, and a designation decision

-'instruétion image 795.

The used servide seléctioh.image 791 is an image
for salecting the-conteht'of the service authorized to
-fdr'egample the prepared.AP,eﬁcryption,card'75;

The service AP memory area designation image 792 is

 .an'ihagé3for selecting the format authorized for access
“to the éervice_AP:memory'area-using the prepared AP

-encrYPtiqn card-75;-

The system AP mémbfy:area-designation image-793 is

_an'imagé‘for'Selecting the format for access to the
.. system AP memory a:ea'uSing the_preparedrAP‘encryption'

. -card 75.

The,device/términatioh key-designation image 794 is .

‘an,image'for designating'the'deVice key‘data‘and the

‘termination key data used for preparing the AP encryption

.50
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synthetic key data and wites this into the tra 0
15 card 74. As expl ai ned above, by the nanager 2&@ C%2007
selecting functions and issuing various types of

cards based on the screen functionally show ng
processings etc. provided by the SAMunits 9a and 9b,
the nanager can issue cards 20 having the rights

nmat ¢ Lﬁ@ its own intent without concretely indicating
t5%he Tmanager the nutual authentication key data

etc. actually used.in t rocess o_thi .

| eakagdh6f SERAGPRELCEN l&?PngnF %ﬁ&lggcuﬁ? v %?5 s
the SAM units 9a and 9b can be avoi ded. 25 Below n'
@plimmas EemitnPwdigia dmgrructsans §om dagidh

managenent screen provi ded by the SAM wanagenent
fdeditgratedimiant®Atof t he managenent tool 52 shown in
FIG 2.- FIG 30 is a view for explaining a SAM
managemeert riafiedidnb0dksigridtemgt thenmmeaydregt ¢ tems on
operates the operation unit 56 shown in FIG 2 to

neliegt drhe-ptikentdoal imremiraiSAMsdmmgarsmyt e een
display instruction to the managenent tool 52, for

& T8 1M v@mn Wsﬁﬁ{aeﬁfbﬂ%lﬂw irgtdddEion
1's displayed on the dlsplay 54. 10" As shown in FIG

h £en 1001 has a nenu bar
%8@? %%Akﬁ re}qarea 1003, an attribute inforrmation

~ display ar %a Jt?as, h%etc%{r'de‘j itnfi%rs'@:'ﬁic@lcn screen 770

10

shown in FIG. 26 is dlsplayed on. the dlsplay 54.
When preparing the AP encryptlon card 75 the card

set‘instruction screen 770 instructs.for example to set

'the:owner card 72.

"Ther}_the ﬁanager]makes thercard”reader/writer 53
resd‘the“datetof the Ié_of'tﬁe‘cwner card 72.
| When confirming the legitimacy of _the: owner card 72,
thezsAM.menagement fﬁncticn'unit 57'selectsthe‘mutua1

authentlcatlon key data related to the serv1ce etc.

- selected by the manager on the AP encryptlon card

preparatlon screen 790 The selectlon corresponds to the

- selectlon of step ST12. explalned by u51ng FIG. 12.

25

Nextf an explanatlon w1ll;be glven ‘of the screen

“for preparation of a transpcrt card.

'sWhen the manager instructs the:preparsticn of a

transport card on the image 751 shown in FIG. 24, the

51
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~display area 1005, and a console area 1006. Theg’rﬁn h 2007
arcl

bar 1002 is used for designating various

operations of the card nmanagenent function unlt 58
shown _ in FIG 2. The operations include file
operations,. SAM command. operations, nmanagenent t ool
use card operations, console |og operations, and help

operatio 20 The SAM t 03 d I .
st SRS DI p Par G By The Ha? Sisplays

rranagerrent functl on unit 57 and the grou 0 _whi.ch
e mm%ya%@mr%%@ﬁeﬁ@g%ﬂo dhyf ¢
the operation on the SAMtree area 1003. 25 The

#&% orbuthe idifsplsat iSdh di spl ay area 1004 53 8 March

2007 displays the information of the SAM and the

group gekeatrat sppritheaSéMpeparatéanl 883 ceTh@lfediisplays
infornmation display area 1005 displays a Iist of

A iiQstyd ey Matd ud il i e HBANIES elcRirieats yf ttites S5260AM
tree area 1003 or group. The console area 1006

di slays: dd & d N QRBERD GNadrafpdits of defd Oushe AP

.operatlons on the SAM" FIG- 31 is a view for -

Y _
'Con o ' oq%ai’he A"a.bt é“lbf ad?’lee 1%é3flctrh%ldér§éﬂ@)@ata

rea 101 3. Asshovvnln-

@ﬁ%,:¥ketgkéé%§gér§¥%§g§?'%&p%he version: number

The card management function_unit 58 degrades-the

mutual authentication key data related to the data for

_Whieh access is authorized in the memory areas of. the SAM

' ﬁnitsVQa;ahd‘gb based on the infgrmetion designated on.

'theitranspert card prepefation screen 800 to generate the

- synthetic key*datefand writes this into the-tiansport

ecerd 74.

. As explained above, by the manager etc. selecting

fﬁnqtidns:aﬁd'issuiﬁg vaxiousrtypes-of_eards:baSed'on the

_ISCxeen'fﬁncﬁiQnally showing processings etc,wprovidediby

the_SAM Units'Qa;and"Qb,'the manager can'issue.cards

'having the rightS'matching'its own intent witheut

: concretely 1ndlcat1ng to the manager the mutual

authentlcatlon key data etc -actually used in the

rproce551ng Due to thls,-leakage of 1nformat10n relatlng

to the securlty of the SAM unlts 9a and 9b can- be av01ded;

,Below,_an explanatlon Wlll be given of a“SAM

52
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di spl ays various icons indicating the SAVs oper
the SAM nanagenent function unit 57 and the Sro?pgg‘fcgyzoq’_]
whi ch the SAMs belong etc. 15 FIG 32 is a view for

expl aining icons displayed in the SAMtree area 1003:

As shown in FIG 32, the icons displayed in the SAM

tree area 1003 include ones indicating objects and

SR, Sl e ) BRI g ocion

types, .and instances. Further, the _icons indicatjng

e 554 & e MeARISIRY ude 9 otfs SRYR ddt FdanEBY”

indicating that the SAM is in a state where the -

servi cEIGs @6t ist & véev TREABYPlaindnGas §4M Rapagraent
SAMis in the usual state, "READY" 25 indicating the
canrect il90Iist ate fini shed the nutual 54 8 March 2007

aut hentication, "SINGLE CONNECTI ON WAI T" i ndicating

that wWhencahe elnayedf et bpke ratare theoppesaltébngunit
awai ted, and "SINGE CONNECTI ON " indicating that

Y LHA® imragenent:d elqldtd SHOMAMHSAE didn! bfSa saM
way, the SAMtree area 1003 displays i mages o
SRRLERRARA N LN PIS NG 2 B Eldd YePlerd] ia@tinent

patteérns 1 n accordancé wth the operating states Of

| gqg,g,ls g{gt,'vg-fo Oeea{a?ngt%k el %%w%%rnafg%@ne%aéiéc&eme%fo& g_h-own.

in FIG. 30 is displayed on the display 54 .-
. As shown in FIG. 30, the SAM management screen 1001
has a menu-bar_1002, a 8AM tree area 1003, an‘attributé

informétion,dispiay area 1004, a detailed infofmétion

 display:area 1005, and a console area 1006.

. . The menu bar 1002 is‘ﬁséd.for designating various

-operations of the card management function unit 58 shown

in FIG. 2.

The operétions in¢1ude file operations,. SAM chmand

-operations, management tool use card operations, console

lbg,operations, and help operations.
The SAM tree area 1003 displays the SAMs (SAM units

9a ahd;9b) Qperated'by the_SAM'managément'functioh;unit

57 and the group to which the SAMs belong.

~ The user seledts theHSAM_covered by the operation

on the SAM tree area 1003.

The'attribute information display area 1004.




Further, the SAMtree area 1003 di spl ays i nages

corresponding. to a SAM by a pattern enabling § March 2007

identification as to whether or not the SAM has

“finished the nmutual authentication, that is, has

al ready confirned 15 the legitimacy of the neans to be
aut henticated, so the .user can easily specify

not. ch AM e e
%ﬁ? 3fca{ctlT o™ ﬂr&a%'fnl 23%2 tf/l'llléeﬁ otra%eﬁxp & fingTa SAM
netvvork scr% 1010. 20 When t user designates the
Reais Gﬁwel Use etc. on. the SAM
tree area 1003 shovvn in FIG 31, .the SAM network _
scr een Thel Glediadn ipdorratizy disPdpyprEfad L8Rt Aesplays 2
di spl ay 54. The SAM network screen 1010 di spl ays the
|1 5 aftidraesisess ipdicrea tineh simttde GAM iselsaped by the
connected to the 55 8 March 2007 SAM network and
igriorimdd aird2ga0d Ry tweowroups. FIG 34.is a view
for explaining a group screen 1020. When the user

desi gnatRs ddiedleonreh aogedl spyalvle the fmfsematdonoand

" the SAM tree area 1003 shown in FIG 31, the group

10

15

- 25

gcfés‘%%\:y Q20 showhd bfd:Gtidhd orffitgl ased on the

54. The group screen 1020 di splays information

iregarmﬁ%btiﬁi ] %d%&gﬁﬁ%ﬁn:e&&ﬁ%ﬁnlﬂﬁdaSE@E§§n°EhB“§ng

SAMs

Lan example of the display content of the SAM tree area

: 1003.

As'shown'in FIG, Bi,~the SAM tree area‘1003_

dlsplays various icons 1ndlcat1ng the SaMs operated by

.Vthe SAM management functlon unlt 57 and the. groups to

-whlch the SAMs belong etc

FIG. 32 is a Vview for explalnlng 1cons dlsplayed in

" ‘the SaM tree area 1003

As shown in FIG 32 -the icons dlsplayed in the SAM

“tree area'1003‘include ones 1ndlcat1ng objects and data-

“such as 1cons of the SAM network, groups (sets of SAMs),-

SAMs (one SAM), AP memory ‘areas, APE types, and 1nstances.

Further, the icons lndlcatlng the states of a. SAM

*1nclude lcons. such as "STANDBY" 1ndlcat1ng that the SAM

~is in a state where-the service 1s‘not started;‘ﬁREADY"

indicating that the SAM is in the usual state, "READY™

indicating the connection state finished the mutual
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10 belonging to the designated group. FIG 35 |.;81g[ 9007

“view for explaining a SAM screen 1030. When th

designates the icon of a SAM by the nopuse etc. on the
SAM tree area 1003 shown in FIG 31, the SAM screen

1030 shown in FIG 35 is displayed on the 15 display
54. The SAM screen 1030 di splays information regarding

the 1Ds of the AR [ f dh si.gnat ed -
e S S on IR CRPNRHIRY! SPdds rRcs i epar
view for explaining an AP nenory area. 2gﬁscreen lq:4(c)1.
\hen R leddond & Fratden OTESTH R & RS Gt tec-
area by the nouse etc. on the SAMtree area 1003 shown
iamd PISENGIE, CORRNEAT IShTY jngkicm tdadedhato 40 19hdWe i n
FIG' 36 1is displayed on the display 54. 25 The AP
rRIRgeranhta taeled? B4 @ohretaads t he nunbers 56 8

March 2007 of the APE types of the designated AP

Menor y 1ar e ianeayi,nfbeNahMok reegardiang O0Be digpdaysf images
the APE types. FIG 37 .is a view for explaining an APE

: g%ﬁgﬁ%gﬁﬂ@indugglsﬁﬁéNuﬁlﬂd“&|#$ﬂia§§&&g&&t%ﬁfﬁ@&édﬂﬂ1

f PE type by the nouse etc. on the SAMtree area
ER M adeate, i (T PREARIE bt Soune
iSAMs. : - o . '

Due.to this, the user can easily specify the state
of a SAM.

Further, the_SAM_treé\area'lOOS dispiays images

-correspondihg‘to a SAM by a pattern enabling
identification as to whether or not the SAM has finished

 the-mﬁtual authentication,‘that is,'has already confirmed

the legitimacy of the means to be authenticated, so. the

_uset ¢an easily specify whether or not each SAM ends*the

i mUﬁuéLiauthenticétion,'

. FIG. 33 is aAviQW'f¢r'explaining a SAM network

“screen 1010.

When the user designates the icon of the SAM

network by the mouée étc. on:thé_SAM_tree area 1003 shown

in FIG. 31, the SAM network screen 1010 shown in FIG. 33 .

is displayed on the display 54.

" The SAM network screen 1010 displays the IP

. addresses, ports; and statesjof‘the SAMs ponnected'td the

1 _ 55
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The APE type screen 1050 di splays the nunbers_of _
the instances and the information regarding the év ﬁPU?'
codes, areal/service codes, etc. conprised using the

desi gnated APE type. FIG 38 is a view for explaining
an instance screen 1080. 15 Wen the user designates
the icon of an instance by the nouse etc. on the SAM

‘tree area

00 in EFlLG 31, Last creen
BotonefTat AoE &bt agnRLLgn By st Byt 836 fpey5a.
The instance screen 1060 _dis nformation su
as theFéPerafi 6f &t YLt&8%of°Fh xB%%fﬁh%?e@ ?ﬁg?%n%%re?%e
nmenory area, the |IC service key, and the instance
a0RBer. FIG 39 shows a screen when designating the
SAM comand of the nenu bar 1002 shown in FIG 30.

When tWhensehedeskegndessghhbesctheoican Saf goanand bpsthe

“by the nouse etc. on the nenu bar 1002 shown in FIG

ABusedétd . ManChh20@AM theeSAkkaonnasdsboweennl@I6. 31,
shown in FIG 39 is displayed on the display 54. The

$AM GomRNd selpen 007 @ndimbhay FIEeX B4 lBgES spliayed on
operations on the SAM such as conmuni cati on

X ag (AP nenory area managenent, |og
e

‘etc. Hgpe, uhen Lhe uses od598AL 855t BREERRENALAAL | On

a negative list, manufacturer settings,

regarding the IP addresses, ports, and states of the SAMs

belonging to the designated group.

FIG.-BS‘is'a-view for'explaining a SAM screen 1030.
When the user desigﬁetes the icon of a SAM by the

mouse etc on the SAM tree area 1003 shown in FIG. 31

 ~the SAM screen 1030 shown 1n FIG 35 is dlsplayed on the

,dlsplay 54

The SAM screen. 1030 dlsplays 1nformat10n regardlng‘—

.the'IDs 0f'the‘AP}mem0ry areasvof the'desmgnated SaM and

the purposes of the AP memory areas.

FIG 36 is a view for explalnlng an AP memory area

-;eereen‘1040,

- When the user designates‘the_ieon of an AP memory .

a#ea‘byhthe ﬁ0use etc. on the SAM tree area 1003 shown in
FIG. 31, the AP memory areanecreen 1040 shown in FIG. 36

is dlsplayed On the dlsplay 54.

The AP memory area screen 1040 dlsplays the numbers
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managenent , text i.nmages such as acquisition of 3#@%L§32007
start of service, change of activation code,

10 single connection, and disconnection are dlsplayed.

The user perfornms operations on the SAM by
designating these text images. FIG 40 is a view for
explaining a case of preparing a group of ,the SAMs

5% e SULTRRRETE g Y0 A g

_ Lhe text image of SAM nanagenent 2 the AM tree area

o> e iR FeFaRtask h se

etc. an operatlon screen 1100 |s dlsplayed 20 The

oper at g6 .s &leds BLOG-eH FeimerRladningus ARl type screen
instructing the preparation of a group of SAMs,

adxiai on of SAMs, and acquisition of newest

i nformati on of SAMs. The user can define a group

conpri sihkth aHe WsAd tdesiefnamdeciied iSAlvb dfy an APE type by

~designating the. text inmage of 25 preparation of a

HHU R Qs SAME: DYort f@uénsm fde afda-1003-shown-in BIG. 31,
March 2007 I'n that case, by just issuing fromthe SAM

'@1@93?;5 ek ng fjﬁgh WH g0 SShéh [ IStFHEt i PN {O7displayed on
out putt rEg“%i d esignation data to a groupl, thesIf< yY
q%%kl t|on a is collectively provided to all SAMs

(¢ 3553§a and 5 9b) belonging to the group.

ThHe APE type screen 1050 dlsplay_s the numbers of

' the instances and the information regarding the_ system

- cocies, area/ser'vice codes, etc. comprised using the

des1gnated APE ‘type.

FIG 38 is a view for explaln:f.ng an 1nstance screen

*1080.

When the user: des:.gnates the :Lcon of an instance by

the mouse etc on the’ SAM tree area 1003 shown in FIG ‘31,

the :Lnstance screen 1060 shown in. FIG 38 is dlsplayed on .

' L .the dlsplay 54,

20

25

The 1nstance screen 1060 d:l.splays 1nformat:l.on such

.‘.as the 'operation s.tate'-'of the designated :Lnstance, .the

memor}r area, the IC serv:l.ce key, and ‘the instance "nurnb'er., ;

FIG. 39 shows a screen when des:.gnatlng the SAM

‘c‘ommland of the menu bar 1002- shown in FIG. 30.

When the user des1gnates the icon of a SaM command

by the mouse etc on the menu bar 1002 shown 1n FIG 30
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Further, in response to an instruction fromthe SAM -
managenent function unit 57, all SAMs bel ongi ng'gt%[a’foﬁe?om

group can be made to collectively performthe ' '
processing related to the nutual authentication key

data 10 corresponding to the synthetic key data held

by the SAM nmnagenent function unit 57. Below, an

I ion will] be giv t.he AR r r .
i S8, Bomiredl ey 4D By Pab e F o 1 ysplaved
2. 15 FIG 41 is a view for explai-ning an AP nenory
sedhedisHila¥crden 1200 As shown in FIG 41, the AP
menory area editor screen 1200 displays the APE types
and i nFhanséMhgeraand sfenasn dEQ éﬁﬁR%@Yeﬁ iRt ifsges of
APE stored in the AP 20 nenory area covered by the
egiddatg.orfaurdrhathe t$h¢4 ARuche s yeamminiees tion genagement,
1200 displays an icon 1210 indicating addition, an
ik, dridi eeiriawpmele! iy wewbabingore I28fhative list,
i ndicating editing. Wen the user designates the icon
12 AN R s e i i Sldta. processing for addition of
an instance to the AP 59 8 March 2007 nenory area i s

- carri egaut. ?aﬂéht hele WiEN AesiEnatdNeH @ dnifhik2dl.on

processi ng or deletion of an’instance stored in the

@ﬁ%nr‘laegrg%r{éﬁta,r Q:%xtl %.n%éé e&&{%tas‘ acquisition of status,

start of service, change of activation code, start of
single connectibn;-and.disconneCtion are displayed.

The‘user_performs.operations on the SAM by

' designating these text images.

' FIG.. 40 'is ‘a view for explaining a case of

- preparing a_groﬁp.of the SAMs‘on1the‘SAM managemept ‘

- screen 1001,$den'in_FIG. 30.

As shown in FIG. 40, when the user‘righticligks'on'

‘the text imége bf7SAM“managementlat the SAM tree area

1003 on tHe[SAM management screen 1001 by the mouse etc.,

ahropératidn-5creen 1100 is displayed. -
'Theropefation screen 1100 displays text images for

inStructing-the‘préparation of a group.qf:SAMs, addition

‘ 'of'SAMs}'and'acquiéitioh:df:hewest_information of SAMs.

.25

The user can défine a group’comprising'a,plurality

of selected SAMs by deéignating'the.text image of

' preparation of argroup of-SAMs'by‘the mouse etc.
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5 Further, when designating the i '
g ing the icon 1230, proc%;ﬁanZOGT

for edltlng -an instance stored in the AP nenory

is. carried out. FIG 42 is a view for explaining a
screen 1300 for performng the addition of the
package of the application 10 el enent data APE. The
screen 1300 includes a field 1301 for designating

el 3eigo%h%egi‘é?écﬁt’nbﬁ?EQEf\%E Ppe2omghe' Sy

-1303 for deS| nat.i ng

stance nunb The

t&ﬁncBH&Zrﬁlnﬁntﬁgs gdgn Zok gﬁt&lng
to the flelds 1301, 1302, and 1303, Due to thls the
ARvediesigpsltion gatankei GaldrPuPpethGr FeY HESiOgaddgmEata
for addition of the element package. 20 FIG. 43 is a
uisewofldecbipkdiynpmgvadecr don a1408MMsr (ShMepaditieg denend
application el ement data APE. when inputting the
g deltbfigned itef ahengirompon the screen 1300 shown in
FIG 42 and designating the screen 1304, the APE
prepar@hh@ﬂesqreﬁnrééﬁaneaowe bA EhGtr43tisn From the SAM
di spl ayed. 60 ----- - -- 8 March 2007 The APE

REGRY A f%%%%@%nlﬁggtdﬁﬁm aMe idadd ¥RA orRfinigh@o the

~applrcation el enent data APE to be prepared and

group can be made to collectlvely perform the proce581ng
related to the mutual.authentlcatlon key data

corresponding to the synthetic key data held by the SAM -

" management functicn unit 57.

Below, ‘an explanatlon w1ll be given of the AP

_'memory area edltor prov1ded by the AP edlt tool 51 shown

in FIG. 2.

FIG. 41}is_atview for explaining an AP memory areé
editor screen 1200.

As shown-in“FIG '41‘-the ap memory-aréa'editor

t‘screen 1200 dlsplays the APE types and 1nstance numbers

of the appllcatlon element data APE stored in the AP
memory area covered-by;the edltlng.

Further,nthegAP_némory area editor screen'1200

‘displays an icon 1210 indicating addition, an icon 1220

- indicating deletion}_andﬁan icon 1230‘indicating.editing;

'When the_ueer designates the icon 1210 by the mouse

cete., pfoceséing'fof addition of an instance to*thehAP :
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~the nunber of the instance thereof. Further, th

AP|
preparation screen 1400 displays a 5 field'140%fﬂ@%h2007'
designating a tag, a field 1402 for designating the
nunmber of used versions, a field 1403 for designating
whet her el enent acquisition is possible, a field 1404
for designating whether automatic generation of the
data is possible, and a field 1405 for designating.
TERETERET ofS PSR Further, it displays a
field 1406 for designating the nanmes and val ues of .
at t r i bdtver tihefror rleroslesignaddaly e gl fecessing

aut hentication key data related to the application

- eff et l algiten AFE sooMvigrsdihrine tdfeonrd phit athe AP IRy area

44 is a view for explaining a screen 1500 for adding

a & efsiinedfodthe application el enent data APE. When

desi gnating addition of a version in the field 1301,

i nput t igRg-1Hhe Pradel Id¥iRed difkfprirmd ifon alMBO, processing
desi gnating the i mage 1304 on the screen 1300 shown .in

) the ; | Ofsaddli 1 Oph & CAR GRerd®OP e s
@Ofﬁ%%‘fj%@dﬁgﬁﬁ%&%ﬂPE version addition °
scrqu(}SO di splays the type of the application

T ent” dat'a” APE covered by the ' preparation and the

b f the i.nst e th f. 25 F P R
nuher Sl P LEnee, e Gl e Ao or

i spl [ esi ' _ L PR
‘\%;rgifcg%r?ir?g filmeé dacildsiof\:lic])cnorog ea_llg 'nl:?attcl: naqgé hgf eﬂlcl'?ge ar&gpll.catlon

~element data APE.

" The screen 1300 includes a field 1301iforf

'-deéighating whether to pfeparé an élement.qr add a _  

‘version, a field 1302_foryselecting.thé APE type, and a

© o field 1303-for designating the_instance'number.

15

20

'The_ﬁéer:ihputS'informatiOn_cohdernihg the package

" to be added to the fields 1301, 1302, and 1303.

Due to this, the AP edit tool 51 automatically.

 performs the prodessing-fdffaddition;of the element . .

" package.

- FIG. 43 is a view for explaining a screen 1400 for

preparing the application element data APE.

. When inpﬁttingffﬁe predetermined information on the

sereen 1300 shown in FIG. 42 and designating the screen

1304, the APEzprépération"Screen 1400 shown in FIG. 43 is

25

'diéplayéd,

'_605




a field 1502 for designating the key data i nput
method, and a field 1503 fgr deS|g¥at|ng thg i Bd¥prch 2007
nane and value of the el ement data. 5 Wen usi.ng the
screens shown in FIG 42 to FIG 44 to prepare the
application el ement data APE and add a version, as
shown in FIG 45, the AP nenory area editor screen

and adB8 SE8) PRGPRORCBPEENCoR0 &1 ADECPRCLRYs  FS ibe

: f|eId 1240.. As explalned above, the nan enment devj ce

5, the PRPisPAIATHEIEEENS HRG2 5 cPrepased and

uses a plurality of nutual authentlcatlon key data

ridleameeibies afhdher doedsinggs thelrgtfng to the SAM units

9a and 9b the 15 degradati on processing to generate

the symulkehier,kehiedAPR. préperatibe symneksot L40Regigpiays a

and the key designation data for specifying the

il 1aihertd caisionhatiey dattagysed fied dyaneratfiong

that are witten in the owner card 72 and the user .

RIS g3 A Whih SlumblRY- R Il R@rshensyt walfield 1403 for
authentlcatlon shown using FIG 21 to FIG 23 between ‘

%1'%1%%%%%9 Whe tHQW %a 8 ARSI 'E%utl@@. t@.%e i sCRlo% 51%1@ Ca

units and 9b he SAM unit 9a

3§§ﬁ§ﬁ2?%%nq%hfgpre elveé' ron??%rb%g%%g%glE£§E%%%atlon

o %%V It%% ?aca)a.tawzl. sn ptoté% 1%3i'ét,h .eatnldc ak %)5. eqL%t q 4 ng for designating.

10 -

15

?25__

deletlon of an element

Further, it dlsplays a fleld 1406 for de51gnat1ng

u the names and values Qf-attrlbute 1nformatlon_etc.-such
- as. various mutual authenticatien'key_datatrelated to the

'fappiication element data AEE‘goveied by.the“preparation.

FIG. 44 is a ‘view for explaining a screen 1500 for

teddihg‘a“version of the epplication'element data APE.

.*‘Wﬁeh‘deeignating'additioh.of'a_Versioh]in the-field .

' 1301, 1nputt1ng the predetermlned 1nformatlon, and:
1.de51gnat1ng the 1mage 1304 on the screen 1300 shown in-
1FIG 42, the APE ver51on addltlon screen 1500 shown in

FIG. 44 is dlsplayed

The APE verslon addltlon screen 1500 dlsplays the

type of the appllcatlon element data APE covered by the

';preparation and the number of the 1nstancerthereof.

Further, the APE version addition screen 1500
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~etc. wusing the owner card 72 and the user card 73) as

- enbodinent. In the present invention, it is also
| %&%‘1@1’@ Le sAdwEl Qe HI- 4% OrdkR! 20N mafmdhe diser eafitor

;degradatlon proce551ng to generate the synthetlc key data.

'ﬂde51gnatlon data for spe01fy1ng the mutual authentlcatlonb‘”
'key data used for generatlng that are wrltten in the

hOWner card 72 -and the user.card'73.

' dev1ce 20 u51ng the owner card 72 etc. and the SAM . unlts
39a ‘and 9b, the SAM unlt 9a generates the synthetlc key

.data based on the key de51gnat10n data recelved from the

8 March 2007 coincides with that held by the

‘management device 20, it can confirmthe | egitiddasgh 2007

of the managenment device 20 serving as the nmeans to

be aut henticated. Further, together with the

confirmation, the 5 processing related to the nutual

aut henti cation key data designated by the key

esignatign b S, + iR, q§§§|élgam £ n,
glgﬁorayzeg tf‘i%tlﬁ Q@1 ‘?c‘drugl%%g il ent versio

Re “managenent Vi ce Due to thi s

d .9b h t;
%ﬁ?lgl EEQ%S élﬁ a}%[rﬁ\éle%a%aﬁty : Zﬂﬁ%’q{. catl on ’
dat a correspondl ng. tao all mean Q .be
80t an E1 e46led S0P QB ARTETE Mo durin qE @nsh value

iof tthe edemesvtt idata@l- case and, in addition, do not

have to manage the: processing authorized to the

means WhebeugSnguthensiceaess ishowhe imaFdgendidt tcafll&- 44
either, so the processing l.oad is reduced: The _
Ftbe%Q&balr&VQMel Gippild datidn rilfeagbnito ddte @RV eand add a

the card in the IC of any of for exanpl e the owner

24 olole hé3 1 nfdialtidts RYdcsaithg 4hend
%%rr%&é ér%'ci:)lra)ypc)ftil n ccj%:d 75151nd havle 't he SCAM ulnlgt75 9a

and 9b furthe t i
Pﬂa&atr?életaﬁ’er défer% aﬁ%l%uét%l} aut nﬁtﬁ% ?%r? god :}gl ¢
tfoieaLlétri Iltl cate the legiti rmcy. of -

As explalned above, the management deVLCe 20, as
explalned by u51ng FIG 12 and FIG 16 etc., uses a
plurallty of mutual authentlcatlon key data related to

the proces51ngs relatlng to the SAM unlts 9a and 9b ‘the

Then, the synthetlc key data and the key

Further, by performlng the mutual authentlcatlon

shown u51ng FIG 21 to’ FIG 23 between the management

management device 20.‘When-the synthetlc key data -

82
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.63 8 March 2007 ‘the user. For exanple, in the
-enbodi nent, the case where the SAM units 9a an

BREVEDAL REt FESkBFANFal] BRAZPRESREY CBES

MEh 2007

performed the nutual authentication with the
managenent device 20 was 5 exenplified, but it is also
possible if the SAMunits 9a and 9b performthe

aut hentication wth nmeans to be authenticated such as

Eaﬁpé§$ selyeh %ﬂe@rﬂﬁwaeﬁ 19820 naggmeg& aBQL her 2 6AM ¢

is case ns to be Tauthenticated

hol d h d he ke ]
&3 Ean ﬁ&%’&%FZ?Eﬁa Thaf?' B’ HepsGtneht ceyige 20

case where the owner card 72 and t he uss card 73 held
gnati on data

was exenplified, but it is also possible to nmake

anot heFunbhere Hegetkest¢lthotlle eonfhmatiaha. the

| NDUSTRI AL CAPABI LI TY The present invention can be.

pppkieeding zeldated protbesmnyusdt hodheotipetionnkey data

predet erm ned processing based on authentication

Bestighatett Bypther key dedighst20ndddicaecafidb8 fhdghd as

2007 CLAIMS 1. A data processing nethod perforned by

frBBaBsing authorized to the management device 20.

Due to this, the SAM units 9a and 9b serving as the

authenticating means do not have to hold the mutual -

'authentication key data corresponding to all meanelto be

‘authenticated {for example the manegement device 20 etc.

' ysing the owner card 72 and the user card 73) as in the

15

" conventional case and, in addition, do not have to manage &

‘the,ﬁrooessing;authorized to the means to'be'

euthenticated7in the.management‘table_either,:eo.the'

 processing load iS'reduced;

20

- 95

The present 1nventlon 1s not llmlted to the above

: 1embod1ment.

" In the present 1nventlon, 1t is also p0551b1e to

.estore blo 1nformatlon of the user of the card in. the Ic
'fof any of for example the owner card 72 the user card 73,
;'the transport card 74, and the AP encryptlon card 75 and

~ have the SAM units-sa and 9b further pserthe_blo—

information-stored in the card together with~the_mutual

\authentication:so_as.to,authenticete the.iegitimacy_of'
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‘to be authenticated for holding first authentic§t|onh2007
. use data generated by encryption using key dat

an 5 authenticating nmeans for hol ding the key data,

~conprising: a first step by which the neans to be

aut henti cated provi des key designation data
designating the key data to the authenticating neans;
19,8 1§e5pnd step by which the authenticating neans
pef?orns encryption using the key data designated by
t he ke deS| ion da egeived al ir

gener at'€ @%W8&§Utﬁent|caﬁgbn Susé g%QSn% t%hrdhggep
by whi ch the neans to be 15 uthe |ca g?fses th
fiage diteh St dariteh %ds #¢at® eﬁj: S A and
uses the second aut hentication use data for
anttemtication i &heodRrRaamgn hflamiceh dheas
authenticating neans executes processing related to
tdweenkelyi fach, Wwhen it 16 EHsamdrmitileatiforrha SAE wHity %2

"step decides that. the first.-authentication use data
- el t91e pec@ith aliehenitheaitiora tisem detth aranshd-cdre.

2. A data processing systemconprising: a neans to be

auientcatted feicthalditg HastseRfenubientitiatdon s and

data generated by encryption using key. 65 8 March

20 odala 3 saM unit. In this casé, the means to be

authenticated holds the synthetic kejdata and the key
‘designation data. ”

Further, in the eﬁbodlment the case where the
owner card 72 and the user card 73 held the synthetlc key
.data.and the key de31gnatlon data was exempllfled but 1t
1s also p0531ble to make another moblle devrce etc. hold
these data.

| INDUSTRIAL CAPABILITY -

The present 1nventlon can be applled to a. data

ﬁlproce551ng method for performlng predetermlned proceSSLng_

: based on authenticatlon reaults,_1tsdprogram;.and-1ts‘

device.
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‘an aut henticating neans for hol ding the key data,

wherein the means to be authenticated provides Reyarch 2007
desi gnati on data .designating the key data to the :
aut henti cating neans, the authenticating neans -
performs encryption wusing the key data designated by
the key designation data received fromthe neans to

be authenticated to generaiearl@ second authentication
use data, the neans to be authenticated uses the first

aut henti catign use data for. _authenti.cati e
authenﬁrcati%g 3h§r3§§$sﬁﬁg g%%@ﬁ& %& %gﬁ?E%%%&bﬁ meéns_
use data for authentication, and 15 the . .
&t IR AT TR R i d I G @ Py vse
to the key data when the authentication_ decides that
it igeteraiakhy GRTOP s WHng Ry (drbsash@n
aut hentication use data are the sane. 3. A data

L tnietch oekaske rizomrhd@ling Hdre ikey idrftaeans
hol di ng predeterm ned key data perforns
aidnfp@rifdigafd on together with a neans to be
aut henticated holding first authentication use data

generat ed byaemghyp! is@epusynghiikd kby dabhs to be
conprising: a first step of receiving key designation

26, 1l f Qe LS AN Hdp deows Hata dif QB theidafs ting

be 66 8 March 2007 ' :

the key data to the authenticating means ; '
a séecond step by which the aut£enticating

meahé performs encryptioﬁ'using the key data dgsignated ‘

by the.kéy désigﬁétion dété recéived'at the:first étep to

gene:éﬁe se&onrauthehtidation use data;

B éthi;d;step Bf which the«means_to,be
authenticafédfuseéthefirst7authenticat10n-useidatafqr
authenfidéﬁioﬁ énd-uSQé.ﬁhe‘secondauthenticétion'ﬁse :
dait"z;i "fdr'.authz;antj;cati.ofi; -and | |

‘alfQurtEISteprby_ﬁhich the authenticating

-meaﬁs*éxécﬁteé processing-related to the key data when -

the authehtication at the third step decides_that;the‘

first authéﬁticatiohlﬁse'data.and_the.secdnd

' éuthentication‘uSQ data are theiéame;

2. .'A data prdcessing system comprising:
a*means‘ﬁo,be'aufhéhticated for holdihg‘first-

authentication use data generated by encryption using key

65




10

20

authenti cated; a second step of using the key daf -
desi gnat ed by the key .desi gnhation data recerzed%Q%QHm¥OU7
first step for encryption to generate second:5
authentication use data; a third step. of using the
second authentication use data generated at the
second step for authentication with the neans to be
%%EQ? t%pated using the first authentication use data

Oor aut hentication; and 10 a fourth step of executing
processing relate to.the. key n .

aut hent i cati &f SP%Pﬁgg%ﬁF?angt@%ghgegggegg?ﬁé?gtﬁ%e key
first authentication use data and the second
saitRentP&HS1Gh use data are the sane. 4. A data
processi ng nethod as set forth in 15 claim 3, further

conpri'sing, thetmeansutphbstepthepkesatpgPrAgides key

functions of the authenticating nmeans authorized to

tea inparts dro dad-aawidsdmmiaddned thel dead daga ttiee they dat a
or accessing the data held by the authenticating
ERAhen tAGdtindy dei=msyr ocessi ng nmethod as set forth in-
claim 3, further conprising, when the authentication

use - data i'stgengihahedtrbyatishgomaankuparfbymsf encryption
different key data, in the fourth step, executing a

| *E*IS%§ 'ie%-%yéwwﬁ%art@@w Hr 1R, Rlddfiginatty odf data
ey .

_ ata. A data processing nethod as set forth
i.n_ 67 '

received from the means to be authenticated to generate
second authentication use data,

the means to.be authenticeted'uses the firStH:

.-authenticetioﬁ use data for authentication and the
”“authenticating means uses the second authenticatipn‘pse -

: detemer‘aﬁthentiCatidn, and

_ffthe'aUthenticatingimeans executes the -

:brbcessingtreletedﬂto the key data when the
'faﬁthentieation decides that the first authéntication use

?data-ahd;the;second,authentidation use data are the same. 7

'3, A data processing method where an

‘aﬁthenticeting means holding-predetermined.key'data
_~perforﬁsiauthentication together with_at@eans_tOjbe

"éuthentiCated~holding:first'authentidatiohruse data

'1:'generéted'by enCryPtioneﬁsing the key data{ecemprising:.

25

a;firet'step_of feceiVing‘key.designation 7

data for designating‘the-key dataffromfthe meahs.to be
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-8 March 2007 claimb5, further conprising, in.t§§Wmch2007

fourth step, executing a plurality of processin
including the functions of the authenticating neans
and access to the data held by the authenticating
means relating to the 5 plurality of key data. 7. A
data processing nethod as set forth in claims3,

_ rj.sing, in the fourth step, accessing the
p%&%%ﬁtf%%b dat a nodul es related to single key data

when the autheplicakin SyRa PR akity 10 of
dat a nodul es®ag®43 ?d SgEP Qghgogggs#%% net hod as
set forth in claims3, further co r|S|n

PPPdOTaag Moo oy Ry G RBLaRt DR Paketled B, ghe

by a device of the nmeans to be authentlcated from an

ifaredr sttepp diorc NCINBEAORy thgersAtesSeg9PHent i cati on -

use dataand. the key designatjon data. 9. A data
pudtesdiing tiemheodeasagat’ forth in claim 3, wherein
the first authentication use data is data generated

by encrypting phedétetepned dafingbyhassagona0 t he -key

data. 10. A data processing nethod as.set forth in

GhAHBn%:: AR %s@haa&er@en&ubhemtmeatmenseeendasaemsfor
data generated by encrypting data obtained by

%%%tﬂll&tltd?le witedeher meaerd daf Qaeb)‘éuiﬁllelﬁl@‘.ﬂchﬁ:eldeyisa.ng

ata by further 25 usi ng tanper-prooflng key data -

Qﬂﬁa%%%éﬁfédtiéﬂttﬂﬁtﬁﬂﬁ use data for authentlcatlon, and

a fourth step of executlng proce351ng related

to the key data when the authentlcatlon at the third step

decides. that the first authentlcatlon use data and the
;second'authenticatiOn USe'data are the same.
4. A.data proce551ng method as set forth 1n

clalm 3 further comprlslng, 1n the fourth step, '

-eXecutlng‘the functlons of the authentlcatlng means -
: authorlzed to the means to be authentlcated related to
the key data or” acce551ng the data held by ‘the

”'authentlcatlng means .

'5;_ A.data proce531ng method as set forth in

.‘claim.3 further'comprlslng, when the authentlcatlon use
"data is generated by u51ng a: plurallty of dlfferent key
?data, 1n the fourth step, executlng a plurallty of

o proce581ngs related to the plurallty of key data

-6. A data proce851ng method as. set forth in.

”_.67_
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68 8 March 2007  side. 11. A data processing system
for authentication wth a neans to be‘authgnt¥§§3@7h2067
hol ding first authentication use data generated by.
encryption using 5 predetermnmi ned key data and hol di ng
the key data, conprising: an inputting neans for
inputting key designation data for designating the

kG833 HOTLEC cHEAIS LY DG AUNEHILAP Geel) an

|cat|ng means u5|ng t he key dat a
desi gnated by .t he .k nat i Ry
Fﬁ@q B8 En§lingans %S ryﬁf%%ﬁ‘ 0 géﬁg$%¥‘ second
aut henti cation_use data and usi ng the se
FREROREaBIEs F s SSRGS BREP e oh RO 8 the
means 15 to be authentlcated using the fi_rst
alatthe el dablyo frhgs @u tdand cat iag MaFnisc A81GEI ngh §oa the
controlling neans for executing processing related to
e rady tgatd Kegn A=t .aut henti cation by the -
aut henti cati ng - nmeans decides that the first 20

aut henti.cat i andrga pabaecastnthmesbodndsasehefiortht ion

use data are the same. 12. A programto be executed

R 22 nflaf, 2 FRRASRSS iGN SIS fior thid Feninttatdtep with a
means-to be authentlcated hol di ng first

_%&kﬁ%@hh%athgqﬁfﬁ%ékﬂﬁ& of data modules related to single

key ‘data When the authenticating means helds a plurallty_
of data modules as data.

._8;‘ A data proceasingimethod'as“set forth in

.eiaime fﬁrther c0mptising; in-the first_étep, reCeiVing”

the key de51gnat10n data read by a dev1ce of the means to

'be authentlcated from an 1ntegrated c1rcu1t holdlng the.
efirst_authentlcatlon use data‘and;the_key deslgnat;on s

_,data;

9. A data proce551ng method as set forth in g‘

| clalm 3 whereln the first authentlcatlon use data is

',data generated by encryptlng predetermlned data by u51ng

the key data-_'

iOt" .A data proce551ng method as set forth in

- clalm 9 whereln the flrst authentlcatlon use data 1s'

. data generated by enCrypting data obtained,bynencryptlng"

"h'the predetermlned data by u51ng the key data by further

95

‘u31ng tamper—prooflng key data managed by the management

68 '
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25 generated by encryption using predetern ned Eﬁﬁ@6h2007.

data and 69 8 March 2007 holding the predeter
key data, conprising: a first routine of receiving key
designation data for designating the key data from
the means to be authenticated; 5 a second routine of
encryption using the key data designated by the key
deaignation data received by the first routine to
&rate second authentication use data, a third
routine_of u the second 10 n HEEoHd8t Gn
generaiéd b tﬁ%tge%o%ﬁe?%h?gn ﬁgﬁgﬁ g%%ﬁ%%?ﬁ%atlgn
with the nmeans to be aut henticate he flrst
Hithe At PFEaOSouEE GREReRsEcR gﬁ}%ggﬁggﬁ $thd a

fourth routine of executing processing 15 related to

‘eoEhleoyigatd omheret He taugRERIPERC &Y FROENETIOR H§ind

routine decides that the first authentication use
pataetedntimed degndadat kedt beddioy e deiadait@ t he
sanme. 13. A data processing nethod perforned by a

-E@ﬁ@&lsthhe aut henti cated when an authentlcatlng
‘nmeans holding 20 key data uses key data desjgnated

fromthe neags §aphetasgheshhsared bhapdingnyhkefir st
authentlcatlon use data for encryption.-to generate =

{ %gﬁilt AU R AN dé%%gel.atang 43RS Kelje a0 fton the
au ‘

ilcatlon use data f

Hmeans to be authentlcated

an authentlcatlng means for u51ng the key

,data deSLgnated by the key de51gnatlon data recelved by

' j‘the-inputting-means for encryption to'generateisecond ‘

Vi5g'

H 2Ol:

g5

'authentlcatlon use data and u51ng the second

‘authentlcatlon use data for’ authentlcatlon w1th the means

to be authentlcated u51ng the flrst authentlcatlon use

?data for]authentlcatlon;«and.~

- a controlllng means for executlng proce551ng

| related to the key data when the authentlcatlon by the'

' authentlcatlng means dec1des that - the flrst :

authenticatiOn uSe data-and-the second authentiCation‘use

o data are. the same

ti‘lé, | A program to be executed by a data proce851ng

?system for authentlcatlon ‘with a means, to be

'authentlcated holdlng flrst authentlcatlon use data.

generated-byiencryptlon using predetermlned-key-data and

"-69
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authentication with the means to be authentlcat :
25 perfornms processing related to thekey %%anﬂ%OU?

~dat acondi ti onal 70 8 March 2007 on the

aut hentication confirmng that the first
aut henti cati on use data and the second authentication
use data are the sane, conprising: a first step of

g&%&!ﬂ gnkeydasianatihan 1 dadf Oapsiianalg:ng the

used when generating first authentication

use data basedeon.ihe.predet gkmaed: gage ag 885 18hAedon

to the autheﬁtlca?lng neans second s u3|ng

the first authentlcat use ta thentlcat

dRER ERE CPOISERMRG & né%%a s SRNTRETE &5 6
maki ng t he authentlcatlng means perform processing
petheadicetede key data based on the results of the

aut hentication at the second step. 14. A data

processi ng net hedons teutinet hfi ANCEYBEAPM B8inghshei key
the, neans to be authenticated reads and holds the

tHarst dauteatesabiyo thes &eyd ates ignmd itilon kijta received by .

"deS|gnat|on data froma predetermned integrated

¢iheC Witrs t1 FovAital ddDigeeresithy swidinll adtrettifcartion mse
claim 13, further conprising, in the third step,
gg%png 20 the authenticating nmeans execute the

nct'i ons of the authenticating means authori zed to

the means to bﬁhléatbsakiﬁetsé ek abenkOsthenkey data

or accessing t

authentication use data generated by the seeond_routlne‘

afor authentication with the means to be authenticated

B eueing the firsttauthentieation use;data'for_-

15

20

jzse

authentication; and-

a fourth routlne of executlng proce351ng

'related to the key data when the authentlcatlon in the
'fthlrd routlne dec1des that the flrst authentlcatlon use”

*Vdata and the second authentlcatlon use data are the same

-13. A.data processxng method performed by a means

“to be authentlcated when an authentlcatlng means holdlng
'key data. ‘uses key data de51gnated from the means to be -
",f'authentlcated holdlng the flrst authentlcatlon use data

~for encryptlon to generate second authentlcatlon use data,

‘uses the second authentlcatlon,use,data for

authentlcatlon w1th the means to be authenticated, and

rperforms proce551ng related to the key data condltlonal

_',70;
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data held by -the authenticating neans. 16. A
dat apr ocessi ng nethod as set forth in 25 clai mé‘z’llé'k“mh2007

further conprising, when defining a group 71 8 March

2007 conprising a plurality of authenticating neans,

in the first step, collectively providing the key

designation data to the group and, in the third step,

col | ctlv h Okt Rest

BPogg %thg?%%%goko%Fﬁelkey%QaQEEE the h@ dat a

proces net hod a et I g
CHTHE aOPoHFFhﬁfi prov %ﬁgdgkﬁggeégghgtﬁon use

dlsplayln an i mage correspondlng to the.

gdatthe Aec ADPn §3H€an $OMET 1 5¢M90r mi ng the processing by

10 using a plurality of different patterns _in

accor dance &AfhrshesﬁﬁﬁraflBﬁog%ﬁ%@go¥e¥h@9519natl°n

aut henticating nmeans. is. A data processing nethod as

seital @otrh diel ignaiting7 thieu ketye dadenmsiesi when gepgeating

fourth step, providing a screen displaying an i mage

| GRS poRtcngilatith ke aftebbised ong tieapsedetarmined

pattern enabl i ng i dent i fication of whether or not the

gléfn*é%%te 16l REHIRARS M Sattherldaing ieanlsegi ti nacy

the nmeans to be authenticated by the
authentlcatlgnségoégesggﬁogg 858Rg LRe fgggta |

processing systemftormng a nmeans to

t { ted wh |
' auggg§§£§g§§y daesrga S|gnate§'%ﬂgdgiég%a@% A ekey

ron1the means to be

'authentlcatlng means,'and

a thlrd step of maklng the authentlcatlng

‘meanseperfOrm proce551ng related to the-key data_basedfon

.. 'the results of “the authenticationfat'the second step.

i4u_ A data'procesSihg‘methed as_set forth in

”clalm 13 whereln the means to be authentlcated reads and”e

.rholds the flrst authentlcatlon use data and the key

‘-ﬁ_de51gnatlon data from a predetermlned 1ntegrated c1rcu1t

hiS, A data proce551ng method as set forth 1n'

7.;ucla1m 13, further comprlslng, 1n the thlrd step, maklng

20

25

the authentlcatlng means execute the functlons of the

1;authentlcat1ng means authorlzed to the means to be

authentlcated related to the key data or acce551ng the P

Idata held by the authentlcatlng means.

.'16,_ A data process1ng method as set forth in

-~ elaim 13; further-comprlslng, " when deflnrng_a,group

)
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aut henti cated hol ding the first authentication

~data for encryption to generate second'authentﬁi%%ﬁ%@og7
‘use data,__uses t he second aut hentication use data for -
25 authentication with the nmeans to be authenti cated,

and 72 8 March 2007 performs processing related to
thefkey.datahconditional on the. authentication
confirnmng tha [ [ ata a
EREPELESRE BUPRERALASY 56 3?2%3%?5%3?8%” glasdrfe, "
conprising: 5 a f for I . e
desi gnati on l%a?%ef€+rggs? ﬁ%tlﬁgig v l 5Oﬁ§gﬁng the
when generating first authentlcatlon use data based
bayt desposasiepntidd teelBLag*GNPE™bd to the

aut henticating neans; a second neans for using the
first 10 autientheathbndusteHat gaoldechivhilt Pakipgnthe
with the authenticating neans; and a third nmeans for
FRlsupUpbBEoant tbrt pradess i ngears lpdreibrin fivc ey ggta.
related to the key data, based on the results of the
aut heniycati gndetat peosessifgnnaniodlas28etAfpralr am

to be executed by a data processing systemformng a

LEaim- 39 b?u%%h@@”@d%@&%@1W@ﬁ%.&%uﬁﬁﬂfsﬁép(ﬁﬂlprbv1dlng a
means hol'ding key data uses key data designated from

: tg%?ﬁgﬁagis gaﬁﬁn?;taglat I afE;%t e Qi hitde dd rde

ent rca encryption to generate 20

e n

ﬁa%t?%%@?ﬁ%’%@ﬁﬂ%’ r ﬁgyf%rﬂfﬁELén§%§§QQ%51ng by
using a plurallty of dlfferent patterns in accordance
withjthejoperation state of the authentlcatlng—means.

18." 'A,data.proceSSing-method as set forth in

';claim'i7t.furthen comprising, in the fourth step,
';prov1d1ng a screen dlsplaylng an 1mage correspondlng to
ftheauthentlcatlng means by a pattern enabllng |
Efldentlflcatlon of whether or not the authentlcatlng means
-already conflrmed the legltlmacy of the means to be |

':authentlcated by the authentlcatlon in the second step.

'hc195 A.data process1ng system formlng a means to

be authentlcated when an authentlcatlng means holdlng key

;data uses key data des1gnated from the .means. to be '

}authentlcated holdlng the flrst authentlcatlon use data

for encryptlon to generate second authentlcatlon use data, '

- uses the second authentlcatlon use data for

,authentlcatlon w1th the means to be authentlcated and

12




10

15

20

25

aut henti cation use data for authentication w th_t

_ ‘ : e '
means to be authenticated, and perforns proces§ﬂH@Ch2007

related to the key data-conditional on the

aut hentication confirmng. that the first

aut henti cation use data and the second 25

aut hentication use data are the sane, conprising: 73

8 March 2007 a first routi,ne of . providi,ng_ ke C o
BesfgrRei BROgaES I PEr ' §|8ﬂagpn§hgh e¥e9ag%t%¥ﬁ%%51°“al
when generating first authentication use data based
on the pushensiarhiean GEREFATTBA MEBfRod PolthE"

aut henticating nmeans; 5 a second routine of using the

. hiatsentacbhénhi vati datasandathef secandhantheatieathppnuse

the authenticating means; and a third routine of
ABkengrehehaukhraet i eamprgsinmgans perform processi ng
related to the key data based on 10 the results of

the authentigafipot Ghedhe SEE0PHovRaANSy Wy ABSTRAGTtidn
managenent -devi ce 20 outputs key designation data

Led TG %égaﬁgtﬁﬁgatﬁéwk@ I Ha%a. uhke $ANMhUBEheRating

I
-uses nutual adthentication key data designated by key

%g%% 2%%% g&g@%@t&§8g§%%r?%235¥EEQ§FBﬁ gy B%Eaetghﬁined'

: VI Ce SAM unit 9a use the
fg)é%r}%tﬁi%nk oL B852 L0t LORRELGEEHaY ng HiBERLDE “SAM
"a second means for USing.the first
authentication use data for authentication with the
_agthen.tica_{ing means;, and | |

,_a'thirdfmeans for making the aUthenticating

.meéns pérfbfm-prbceSSing related to the key datajbased.on

‘the results of thé~autheﬁtication~of the second means.

'j2Qg : Afpf¢gram_tc be_executéd-by a data:procéSSing-r

._systém formiﬁgra means t§ be:authépticated“whénfan._
 aﬁthentidating@éénS'ﬁdlding key&ata'usés key déta'
-désignapea'ffbﬁ'£hé_meantho;be authgnticated'hpidiﬁg the
.!first_aﬁthéﬂtidétiéﬁ.ﬁse dété'forﬁéhcryPtion to'éénerafé'

‘second authentication use data, uses the second

authéntication;hSé data for authentication with the means

" to BeAéuthentiéatéd,fahd_pérfdrmS'pro¢eséiﬁg related to

 the'key.data condi tional on the authenticatidn confirming

that the first authentication use data and the second

authentication use data are the same, comprising: =

73




9a confirnms the legitimcy of the managenent deyj.ce
20, it executes processing related to one or no March 2007

mut ual. authentication key data used for generating

the synthetic key data.

a first routine of providing key designation
data for designating the key data used when generating
first authentication use data based on the predetefmined
generation method to the authenticating means;

a second routine of using the first

~ authentication use data for authentication with the

authenticating means; and.

‘2 third routine of making the authenticating

. means perform processing related to the key data based on

0

the results of the authentication of'fheﬂsecbnd means.

e
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ABSTRACT

A management device 20 outputs key designation data

“read from a card to a SAM unit 9a. The SAM unit 9a uses

mutual authentication key data designated by key
designation data to generate synthetic key data. The
management device 20 and the SAM unit 9a use the

synthetic key data for authentication. When the.SAM.ﬁnit

"9a confirms the legitimacy of the management device 20,
it executes processing related to one or more mutual
authentication key data used for generating the synthetic

‘jkey data.

.,‘75.




