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2D optical barcodes are now widely used in the global pharmaceutical industry. In the United States, the Food
and Drug Administration (FDA) has mandated their use on all pharmaceutical goods manufactured within its
jurisdiction to identify product lines. The main advantage driving their acceptance is that they are inexpensive

to produce.

The main disadvantage of 2D optical barcodes is that they are often difficult to read due to label damage and a
direct ‘Hine-of-sight’ is needed for scenning. In addition to this, 2-D optical barcedes are unsightly and
therefore detrimental to the packaging of the product. This problem is exacerbated in the case of
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signature fragnments, a determ ned




si gnature; generating, using the determ ned signature
and a key, a generated identity; conparing the

identity to the generated identity; and,

aut henticating the object using the results of the
conmparison. Optionally, the coded data being used in a
nmet hod of authenticating an object using a processor

and being provided on or in a surface associated with
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Optionally the entire signature is formed froma
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of . an identity of the objects: and, a plurality of

S| %ﬁgt 3! G .Eegtﬂ,g?’}‘ﬁ] St % (28 f’ i f%”%mr S bﬁi 09 il bl Rhigiea
d e’t‘%?“ﬁ“l SR R VIR E“T'Pié‘e‘?ﬂ‘d‘f‘% uing ﬁ@vfla%&yafs'%t‘%*& fragmgint 4eiEspined
anteninise sopdratinsallsing §e dotfrmisid gigngng and 2 kayeapansedsidentite eampagipg fheridgnity
USto Fhgjgeticfu@d Pdntity; arldj atityentftingShegj@t usifigahe frasgrgondnéogiparian.

determ ned signature; generating, using the determ ned

5Si Quuallyy B adididaa bi)ised & agreM@ofdubehtidathe At dbjeyt using @ PG ssir AG being

t'NovideheRto} & ¥ shrke bR @PRR R Bk, tnbl @Bt tinliadiNEl she processor: receiving
au&ﬁcgt[ﬂxlg ha&%e lrmgatlﬁghgla &Q &&Iate&"iﬁ l’e!ﬂtg'lsétggns{ tﬁwoaeé thQ fnd:&iﬁl\g data bemg
a rrectatﬁacg entlt% I,t].hee rc}: ffctc %’1 Igt art 0 aﬁlgnam{e e sgnague bgn a%lgl al sagnature
prév leq ,Pﬂﬂc?ﬁ theyjenfity; dejermaingn Pﬁfae‘élcﬂ&%dat&ﬁaﬁ%‘&d W T ardjgigeast one

10 o ypeeiedd sigtatye patedetvoihing. vaisuletirregived Senfity g stepvbker gdesedmined signature;

13

20

25

30

35

d e fhie Rgprmifed Qe thse R8Tk recliCed signaoel gotl; ald brgbenti@iing the object
| Agind delrdbudr st BRpARk.€Cct; and, a plurality of signature

fragnents, the signature being a digital signature of

at oﬂn&.@@tmepam 2@ beid N4 inla GHBRH: lof MithenBtGHinE ki Bbjadt (Kfhe 2 brSdeds ard Bz
pl &&E(@Jd ItJJea¥m Q'ftheééngqgfaéé Iés@ocngtgaavgtnﬁlpxtbﬁ"ect, &h@&@@&ﬁb&%ﬁj further encodmg a
S:,] gngntl?gglmgngmp gxﬁ géng?rg %fmlFfj %I ﬁ%l 8 a’ture o? atqeast f)ar;]teog{h dgp the method
| d@ﬁlfl"flgt 91 thetpancciss';re reﬁérﬂ%}n%ﬁa@é ditt@ glﬁfniiilfvng délﬁ aemg genemted in response to
autrisiesvf + ity piyodediata pigjors glte indisdtippggiatt s indiaNive pisthegdentintpbithe object;
C ORf) alpluSidyof signatlpttiagiiadd; Heermididgefropobbeiakidciing dad) @ irdadyediB@aly brd a
a PRt OiGkcka AiHnRER Ll 63 bekeAGhing NisifRje kg biGurd 542h A6 B S Qbret
arwy p(ﬁ&emﬂ,ed R wogsﬂng% & ﬂemxdﬂntﬂd b RGR-ARAAC b Gkl e

Including, 1n the processor.
reg'éctus'l’"%‘g“és“"ﬁ g‘&%\f”f’aﬁ‘“‘é’" data, the |nd| cating data bei ng

g e(%t?or;glt %e cc!de dr ebse %ur;esd%yg :gevng?or ati:thgrgica ugfan goﬁeg a% bel?gi p{ov:ded ]gn or in a.
t ﬁt‘faifﬁis‘@&'fd “"'aﬁa objegty tha devige fnciyigpra sgfor G esigg it iﬂ%*’mt Prepoded daa
sibgjrecindigntive dfep figptigl ofkhegpbipesifandsit dyrvbnat plen sighpfuregthe qigngiuse beipg a digital
P Aigiiatu® bf at @ pdrt@dBmlidedtity; and] @ prededddr orNgptefntindi@) tdmethd Rabdcated Ags, »
datngd idahtity S B 146 Ghe ke Mighdtule p) Blin@Hiical iR AS bbjdNBingtd sn Q6 RAbM@ 6ha

Sl thetasltlg,,gse,g% e §lir M Ning, using the received
entity an secret key, a determ ned signature;

?gﬁg}élﬁ%{g rllgadtfa'% opﬁs ﬁ\remopﬁcdﬂdélag %t%@nég r?q?lrgaaethcasturfdceﬁlﬁaﬁg d%ﬂ)?\ad
tljheré%l Crein- cgdn 9 t{arﬁ éﬁ'i!dg‘g II'.lllfl'lbcl' 0 fcbdfcﬁ}'l ta Eort%s ea% dgngdata pottion encoding:

usi ng
qalt ety '%@ﬂ@&ﬂ%ﬂ%t"as'ﬁéwﬁbﬂ%géaﬂal Wﬁﬁﬁﬂ&f& byt of the
aiediegnt i cati ng an obj ect using a processor and being
di sposed therein or thereon a surface associated with
t IPetiopy thaepded data indudeso catier efgtded dyerertiorsrind whertiverh cededtdetelportign inat
1 Beast papigfly@idibati@fof A legst GE1EEL 21l et park bTehe Sdegiyadt tensepab f tngigature; and, 2
dip@iibndk meThddd Ak pbien R the abrach. €aSt part of the identity;
the nethod including, in the processor: receiving
| Bptiokaff dadd hald@AbrPhortibrRRodes i leGiRdlsibi@re dat a bei ng gener at ed
in response to sensing of a plurality of coded data
portions, the indicating data being indicative of.,
the identity of the object; and, a plurality of
signature fragments; determning, fromthe indicating

~data, a received identity and a plurality of received

signature fragnents; determning, using the plurality
of signature fragnments and a secret 20 key, a
determined identity; conparing the determi ned identity
to the received identity; and, authenticating the
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aut henti cating an object and being provided on or in a
surface associated with the object, the device
including: a sensor for sensing the coded data, the
coded data being indicative of: an identity of the
object; and, at |east part of a signature, the
signature being a digital 25 signature of at |east
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determ ning, fromthe sensed coded data, a sensed
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Optionally, wherein the coded data includes a
plurality of tags, each coded data portion being
formed fromat |east one tag. 25 Optionally, the data
portions are arranged such that the entire data obj ect
is encoded at | east once by the plurality of coded
data portions. Optionally, the object being used in a
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including, in the processor: receiving indicating
data, the indicating data being generated in response
to sensing the coded data provided on or in the
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portion encodes a respective signature part. 20
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20 Optionally, the digital signature includes at |east
one of: a random nunber associated with the identity;
a keyed hash of at least the identity; a keyed hash
of at least the identity produced using a private key,
and verifiable using a correspondi ng public key;

ci pher-text produced by encrypting at |east the
identity; cipher- text produced by encrypting at | east
the identity and a random nunber; cipher-text produced
using a private key, and verifigble using a
correspondi ng public key an@zcipher t ext produced
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Optionally, the coded data di sposed on or in the
surface of the object includes a plurality of coded
data portions, each coded data portion encodes: an
identity; and, at |east a fragnment of a data object;
the data 20 portions being arranged such that the
entire data object is encoded at | east once by the
plurality of coded data



portions. Optionally, the nmethod further includes::
sensing the coded data provided on or in the surface
associated with the object, the coded data bei ng
indicative of., an identity of the object; and, at

| east part of a signature, the signature being a
digital signature of at l|east part of the identity;
determi ning, using the sensed coded data, a 25 sensed
identity and a sensed signature part; determ ning,
using the sensed identity, at |east a determ ned
signature part; conparing the3deternined S|gnature
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In a seventh broad formthe invention provides a

nmet hod of authenticating an object, the nethod

i ncludi ng: sensing coded data provided on or in a
surface associated with the object, the coded data
being indicative of. 20 an identity of the object;
and, at |east part of a signature, the signature being
a digital signature of at |least part of the identity;
and, determ ning, using the sensed coded data, a
sensed identity and a sensed slgﬂature part;
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absorptive ink, and wherein the nethod includes,
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i ncl udes a nunber of coded data portions, each coded
data portion encoding: an identity; and, at | east

part of a signature, the signature being a digital
signature of at least part of the identity.

Optionally, the coded data including a nunber of coded
data portions, each coded data portion encodi ng: an
identity; and, at | east part of a signature, the
signature being a digital gpagure of at |east: part
of the identity; and part 0f°predeterm ned paddi ng.
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identity; a processor for: determning, fromthe
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i nvention provides a nethod of authenticating an

obj ect, the nethod including: sensing coded data
provided on or in a surface associated with the

obj ect; determning, fromthe sensed coded 20 data:
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signature being a digital signature of at |east part

of the identity. Optionally, the coded data includes

a nunber of coded data portions, each coded data

portion encodes: an 15 identity; and, at |east part of

a signature, the signature being a digital signature

of at least: part of the identity;



and part of predeterm ned padding. Optionally, the
coded data includes a plurality of coded data
portions, each coded data portion encodes: an
identity; and, at |east a fragnment of a data object;
the data portions being arranged such that the entire
data object is encoded at | east once by the plurality
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fragnments, a determ ned signature; generating, using
the determ ned signature and a key, a generated
identity; conparing the identity to the generated
identity; and, authenticating the object using the
results of the conparison. 15 Optionally, a processor
is used to authenticate the object, the coded data
havi ng a nunber of coded data portions, each coded
data portion encoding: an identity of the object; and,
a fragnent of a signature, the




signature being a digital signature of at |east part

of the identity; the nmethod including, in the
processor: receiving indicating data, the indicating
dat a being generated in response to sensing of a
plurality of coded data portions, the indicating data
being indicative of: the identity of the object; and,
a plurality of signature 20 fragnents; determ ning,
fromthe indicating data, a received identity and a
plurality of received signature Jragnments;
determining, using the plurality of signature
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signature; determ nes, using the indicating data, the
identity and the at |east part of the signature;
generates, using the determned identity and a secret
key, a determ ned signature; conpares the determ ned
signature to the at | east



part of the signature; and authenticates the object
using the results of the conparison. 15 Optionally the
coded data includes a nunber of coded data portions,

and wherein each coded data portion is at |east
partially indicative of at |east one of: at |east part
of the identity; at |east part of the signature; and,

a position of the coded data portion on the surface.
Optionally each coded data portion encodes the entire
signature. Optionally the entire signature is forned
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15 keyed hash of at |east the identity; a keyed hash
of at least the identity produced using a private key,
and verifiable using a correspondi ng public key;

ci pher-text produced by encrypting at |east the
identity; cipher- text produced by encrypting at | east
the identity and a random nunber; ci pher-text produced
using a private key, and verifiable using a
correspondi ng public key; and cipher-text produced
usi ng RSA encrypti on. Cptlonalhy the identity
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n y, a part the determ ned signature; and,
authentlcates t he object by conparing the detern1ned
signature part and the at |east one received signature
part, 15 Optionally, the processor retrieves froma
data store, using the received identity, stored data
i ndicative of the
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digital signature, the stored data including at |east

one of: padding associated with the signature; a

private key; a public key; one or nore digital

signature parts; and, the digital signature.

Optionally, the stored data is indexed by at |east one

of. the identity; and, a range of identities.

Optionally, the processor, generates the determn ned

signature part using the stored data and the received

20 identity. Optionally, the processor retrieves the

stored data froma renote dattabase. Optionally, the
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sensi ng coded data provided on or the a surface
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an 20 identity; and, at |east one part of a
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| ayout from each other sub-layout. 20 Optionally, the
coded data is arranged in accordance with at |east one
| ayout having n-fold rotational symetry, where it is
at least two, the | ayout encoding
orientation-indicating data conprising a sequence of
an integer nultiple mof n synbols, where mis one or
nore, each encoded synbol being distributed at n

| ocati ons about a centre of rotational symetry of the
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produced by encrypting at least the identity and a
random nunber; ci pher-text produced using a private
key, and verifiable using a- ébﬁPesponding public key;

and ci pher-text produced usi RSA e
PG Ry e L L BT T A e g o

| denpifey cagfolgiublyast one of . the object; the surface;

and, a region of the surface; and, an El ectronic

Pr Getigwtly. Bp dhded( EPE) amangedNg REGIE Witk ﬁgea@dvéayewm)"g fififasptions!

a S@inkg] whernlivadast ob, ta qyivaawliceeritniadradindipatie ipts cuuprising agpaiapee of
sn OEﬁntéﬁzrtnfuihQUl}t &f J}ﬁﬂmlé,d%hﬁgmaion& & adik, ooh encaifd Pkl eRCisributed at »

s ﬁ%ﬁon? [0k cr;,1¥re pf r‘?a%algl 0Pl 12y Lueh 5ot S ingdWel s MbbI cach of the n

at orllcétglglis fg Lhe ia 11_[ produpes n rﬁgesénta{sl ons clr?‘ %e oneggntmr ﬂmpcta“ng dalta,n&thglchgcanon

ac ewwits hiifiearocs @f‘ﬁ "él“‘e ﬂ’tfﬁﬁ'é’f ‘"dwé‘%?b ?W“dd"ét“% "“5“’"11""‘ Rihe degree of
vakopionoftheélydui mit; and a card 30 attribute including at
| east one of card type; issuing institution; account
10n U Afpierally, thegigvire inghaltsean indisalgy fwadﬁ%‘t’é’é“m&iﬁ’ﬁfa""Tﬂ Piffeguthentication.
Optional ly, the coded data is arranged in accordance
Wi Obfiomally. fheedst desriepringd erute skt HE hiPIOPP! PoB bl gpd an infrared-
SV hEaErveyink, adveéran i sinSor Bt lehsemsde: ad ipfmred gefyeior agyageyr scanner.
including n identical sub-layouts rotated 1/n
I eVlonalyi, GOGvigepedt least &5 of: a drogigt scannere @ feasleregidier; 2 GERALE RN & CEFENCY
| e agder GNigndBékDscdnAY: QUliobile PRdntl Gk YBbuile Qdritbrl iNvutbritghl E1Brdg infagyine; and, 2
sdal@udRahindi Stingui shes that sub- layout from each
ot her "sub-layout. Optionally, the coded data is

ar E)@tﬁrg.@jthé ﬁg.ﬁ%@%&ﬁi%ﬁ&s Wichhordbt: L BRSH B als@M@d it R Vded®ig); o
I( deqlasE c())f a?leastghn ?leerm Sz}/ ﬁ%ﬁ%dfslydf atvygg qh@ ldg'm{y%roa:t:ed u&@%tpmﬁat\é\@ey and

Ll oM I ndCLI ¢ t ft?cldentl cipher-
c oheﬁfiqblg Fsﬁ@a cgm§%)aﬂﬂué léagc clp -tgchpr ]hcf cnc un?;t eas 8% pl
Sy Bt i TeioR P 4 (i Beny e BATEY BHEBH NS P P

20 b e ke gndchirifibleiutiig b ettesainding phblixdent g sisheradypeptuce vgng RE4 encryption.

rotational symetry of the |ayout such that decoding
t hoptienaliyhidd igentint inabel bt L@t ore lafanridentioroff o fepshieny efinte gipct: iy gurface; and, a
| abégbhtof P sQeucas ar ElCEOPiE BrSdRdd tait (Eet)s: Nafiondl h@g Code (NDC) number; a serial
or hu%ggr a‘talpﬂnnacl,eﬁigdl Eeaat i Jﬂ&n@ﬂ&t@aﬁnﬁ@ﬁhudﬁn@ RliB A bradudredy; issue country;

CO r | Satlo:r:]gno% sr r e\.ootrks ?(cp ellla? ug-lne!r, chep.lt atti;'gl% mcludmg at least one of:
OI‘I en ron-1I I cat ata_an el

25¢ h‘é“TB‘éV RS SO G T RO S S °E"6 ‘@% on ?““? a“g‘“a“’
{ Pl i RS B0 e eEAEOT “T"Eﬂ“‘ AR 'é‘é"t‘ﬁ“ﬁg“"p‘“’ s and
sungiess or failure of the authentication. Optionally,
the coded data is printed on the surface using at
| ea@ibnailyn@e mécesson isifor ibighibihee frdrmike el @ded datef ingipating-data indicative of a
abg@fiplot seRmbcPlits repB3GinglRR Endic Reritlte sensor is at | east one
of: an infrared detector; and, a | aser scanner.

30 OPbHHAB] Iy codddhi@a GeMinga il Sccadanct @BISE: 16040 @neOfyout Aavil @Ehiexdbtional

S C@QH% ’whae rpl§l§ h:as’f ﬁfg,l 1R 458ui indhdiel IRAGR sRBHeuts Rotaleld It/ @hiYons apart
S ¢ %out T niedtre c?f rotago at llgast orie s&ﬁgﬁﬁﬁ.ﬁudm?rez[ﬁ(m ’m!hcgtmgh]agl%t dYMirIgl!ﬂshcs that sub-

scanne an automati c I ng machi ne; a

§”@Bﬁﬂfﬁﬂ°ﬁﬁ8ﬁ#ﬁﬂ‘ Optional ly, the digital S|gnature
i ncludes at |east one of. a random nunber associ at ed
wth the identity; a keyed hash of at |east the
identity; a keyed hash of at |east the identity
produced using a private key, and verifiable using a
correspondi ng public key; cipher-text produced by
encrypting at least the identity; cipher-



text produced by encrypting at least the identity and
a random nunber; cipher-text produced using a private
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being indicative of. an identity of the object; and,
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nunber; expiry date; check value; and limt; and a

card attribute including at |east one of. card type;
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Optionally the request history is indicative of the
timng of the received verification request. 15
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| east one signature fragnment. Optionally the
verification request is at Iéasﬁ’partially indicative
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i ndicative of the position. 15 Optionally the coded
data is disposed on or in the surface using a |ayout,
the | ayout being indicative of, for



each data portion identity, the position of the
correspondi ng coded data portion. Optionally the
signature is generated using RSA encryption. BRIEF
DESCRI PTI ON OF THE DRAW NGS An exanpl e of the present
invention will now be described with reference to the
acconpanying drawings, in 20 which: Figure 1 is an
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Figure 2 is an exanple of a systemfor interacting
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Figure 29 is an example of 2 codeword for the tag structure of Figure 21;
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20 Figure 26. is an exanple of tag types within a tag
group for the tag structure of Figure 21; Figure 27.
is an exanple of continuous tiling of the tag groups
of Figure 26; Figure 28 is an exanple of an
orientation indicating cyclic position codeword for
the tag structure of Figure 21; Figure 29 is an
exanpl e of a codeword for the tag structure of Figure
21; 25 Figure 30 is an exanple of fragnents of
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(zone) of interactive elenents, such as a button or
text field. Thus, in this exanple, the elenent 6 has a
zone 7 which. corresponds to the spatial extent of a
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printed by the Hyperlabel printer 601, using the page
description and the tag map. 5 Each tag is represented
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first kind of elenent is a target. Targets allow a
tag to be located in an i mage of a coded surface, and
al l ow the perspective distortion of the tag to be
inferred. The second kind of elenent is a nacrodot.
Each macrodot encodes the value of a bit by its
presence or absence. The patterp is represented on the
coded surface in such a way ®#8-to allow it to be
ach|red by a n
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eXx ang3hre(3,5) Heedtshiamdh agfg@cbds OF fam b (iieSivad-Ethymebls)afd Ihrgredancy bits (i.e.
t hep.. tshe sﬁB@J) inCeidh | cOBwor 1 BrofdfeiedihpScapati & thrgSmbORLIO cirdi@rrecting

aper .y record the actual offset and orientation,
“gngg?ﬁ%%eeggn be used to normalise any digital ink

su kglé %hquﬁﬁ tFlgM'c E!a&tiewatﬁ QOol'dﬂlatg‘%J_ dHEEd & Q&fﬁmnt Baet, Iﬂlﬁ tﬁUiﬁtﬁ BC&dering
-6$h 0 ﬂgﬂpﬁ 1] on encoded in a tag is defined in

uni't &8 “¥4GE > By""€onventi on, the position is taken to
be the itiQ t he centye h "

(o AME BT g7 (5t in iy R Pl i B8 Hntne
t heoTdmresrmars G rpef guamErE Fo PN P SEE " E8di ng.
Table 2 defines how these fields map 5 to codewords.

15T q Jlieods hes e fopingRainidks PPYSREA 3 - dth esca 1 -- -' ~
codeword type The type of the codeword, i.e. one of A
(b'00"), B (b'01') #£®710*¥*&nd D (b' | 1'). tag type
The type of the tag, i.e. one of 00 (b'00"), 01

( b'T@Lcode has the folfolying ge@ralor igigpmipd: (b' | P) - corresponds to
the bottomtwo bit of the x and y coordi nates of the
tag. coordi nat e g3 =Thexnsi’gned=% coordi nate of the

tag allows a maxi num coordi nate val ue of

ap @‘B%eﬁfﬁ& @eLchﬁJrAﬂT\Reed-Solomon codes, refer 10 Wicker, $.B. and V.K. Bhargava, eds., Reed-

20  Solomon Codes and Their Applications, IEEE Press, 1994

TaAG COORDINATE SPACE

The tag coordinate space has two orthogonal axes labelled x and y respectively. When the positive x axis

. points to the right then the positive y axis points dowm.

The surface coding does not specify the location of the tag coordinate space origin on a particular tagged
25 surface, nor the orientation of the tag coordinate space with respect to the surface. This information is
application-specific. For example, if the tagped surface is a sheet of paper, then the application which prints
the tags onto the paper may record the actual offsct and orientation, and these can be used to normalise any

digital ink subsequently captured in conjunction with the surface.



coordi nate 13 The unsigned y coordinate of the tag
dive area flag | flag indicating whether the tag is a

menber of an active area. b'l' indicates nenbership.
dive area map flag | flag indicating whether an active
area map is present WI' indicates the presence of a

map (see next field). If the nap is absent then the

val ue of each map entry is derive fromthe active

area flag (see previous field). dive area map map of

whi ch of the tag's immedi ate ei ght nei ghbours are
menbers of an active area. b%%‘ c!i ndi cat es menbership

FI %%H’%“%Fm&g{" i e‘ﬁ’?“ -4 “"qanoe%? éé"“‘é" g'f rg"gm%%)? o s
pr@%‘@m’“’ﬁ“f‘h%%‘%éefm\}'@°‘éﬁ‘“ea map is absent T#l VO
encoding format he format of the encoding. the present
encodi n O her values are TBA. -70- egion flags g
Ia@'é“‘é%‘%‘l“?“ﬂﬁomﬁrthe interpretation and muting of

r eg‘!lbgﬁ deﬁf’l@thggfmlrr&fnﬁ)f 8 bntbdded i tﬁgkrﬁcﬁ cddle. iTSblc@RefdPbaw these fields map _
sregion ts linked region is interactive @ regionis
Si gned region includes data 5: region relates to

nobi | e appli aaﬁletaﬁeld@muondalts are reserved and nust be

act ys f
(ba : I =
nacr@%’?’%t”ﬁer tad i n | PPFRPE it godevord, ‘§|°&°ﬁ’f Q?PT £y
for at egion ID 96 he | D é‘f'lot)HéDr(‘e‘gl)on cont ai ni ng the
t ag #

I nte oG4l i 3t od awol’), 19
Dat g m nat i ng (bﬁgljllmg mgtl )(-Dog@ponngJ thetbgt{omvr&@‘ts
of the x and y ceordinates of the tag.
% coordinate 13 The unsigned x coordinate of the tag allows a maximum|
coordinate value of approximately 14m.
y coordinate 13 The unsigned y coordinate of the tag®.
active area flag I A flag indicating whether the tag is & member of an active

Larea. b’1’ indicates membership.

factive area map flag 1 [A flag indicating whether an active area map is present
b'1* indicates the presence of & map (see next field). If the

Imap is absent then the value of each map entry is derived

from the active area flag (see previous field).

jactive area map 8 l& mapof which of the tag’s immediate eight neighbours]
lare members of an active area. 1’ indicates membership)

Figure 13 indicates the bit ordering of the map)

data fragment 8 A fragment of an embedded data stream. Only present if

[the active area map is absent.

i

sencodmg format % The format of the encodmg
0: the present enceding
Other values are TBA.




operating in the packet node and connected to public
data networks by dedicated circuit, ITUT X 25
(10/96)) otal 320 The active area map indicates

whet her the correspondi ng tags are nenbers of an
active area. An active area is an area wthin which
any captured input should be imedi ately forwarded to
the correspondi ng Hyperl abel server for
interpretation. It also allows the Hyperl abel sensing
device to signal to the user that the input will have
an i medi ate effect. Table 27ﬂf\/a%pi ng of fields to
codewords 0 01 VW R,

typefES*HE ) all [ 10:2 cobr¥ °°"U¥hmg§’ %&mrﬁmmigd ?&X‘Qﬁ%m
coordinate 9 12:4 1:0 od¢EksABPFEE (b 01') all g type
| 5:R coordinate |3:0 6 typeiodiDisanER coordi nate 3:0
10 ctive area fldg I all 1J:agmammkwe area map flag |

all | 19:12 active area ma ioh lshnteracite 19: 12 dat a
fragment 8 all 1:0 codewprd . type {b* 10") all :2
encoding format § all 171 |onfla958all 19: 18
tag size adjustmgnt 1:0 ‘egf"g &hord type (b 10')
all {15:2 g size |adjustne treafaremss“z"“*fgppi‘e""ég. on ID
3:0 e 1: 0 codewqrd type (Ogierb ale regghed andistPe geragi on | D
FS anagﬁ‘be adjustment 16 The difference between the actual tag size and the nominal

tag size (1.7145mm (based on 1600dpi, 9 dots per
macrodot, and 12 macrodots per tag)), in 10nm units, in

sign-magnitude format.

Region ID 96 The 1D of the region containing the tags.
CRC 16 lA CRC of tag group data {CCITT CRC-16 (ITU, Interface
between Data Terminal Equipment (DTE) and Dat
Circuit-terminating  Equipment (DCE) for ierminal

operating in the packet mode and connected te public da
inetworks by dedicated circuit, ITU-T X.25 (10/96))

Total 320

The active area map indicates whether the borresponding tags are members of an active area. An active area is
an area within which any captured input should be immediately forwarded to the corresponding Hyperlabel
server for interpretation. It alse allows the Hyperlabel sensing device to signal to the user that the input will

have an immediate effect.

Table 2. Mappmg of fields to codewords

A E codeword type (b'007) |2 a1l
i coordinate 9 12:4
[Y coordinate 9 12:4
B 1.0 codeword type (b'01°) 12 fall
2 tag type 1 o
5:2 x coordinate 4 3:0
3 tag type 1 1
9:6 v coordinate 14 3:0
10 |active area flag 1 F.H
11 lactive area map flag 1 ,al[
19:12 Iactive area map 3 lall




It
39

1: 0 odeword type (b" 10") all 19:2 region ID1 B

022 D(r) 1:0 odeword type (b" 11') all 119:2

region IDis 57:40 Do, 1:0 codeword type (b'11') all

19

al |
") all :2 region ID5:94 19:4 RC 16 |1 Note that

11

:2 egion ID 18 75:58 ,u 1:0 odeword type (b'II1")

19:2 region ID 18 3:76 DIl 1:0 codeword type (b’

the tag type can be noved into a gl obal codeword to
maxi m se | ocal codeword utilization. This in turn can
allow | arger coordinates and/or 16-bit data fragnents
(potentially configurably i n—'@on?uncti on with

coordi nate precisjon). However, this rgduces e
i ndépendence 0%9‘% %&%ﬁ“"ﬁ‘h H]r)

decfei ng and fi@s not beerfined wi€d*) nPthe P!
spec¢ification @2 this ti mekncoling®iBEDDEDS DATA | Rl t he
"r egronmTict udgsggata @;d}._ag € Tegeon ags 1S set

then t+thon clrirfascde rodina—ecd
1 - g AT

e Sut e
can tHhe—sutH-etept—to—retrHeve—the—entige datasJhe
: ot & 21:4
Scalln_i_n_g_S;LS_t_e_q}f?Paqqprrhl JETE, dat a_from relrieve
fra@wents, and!Peports to PHEUEEPE Wheh suffi bl ent

fragments havelbeen retri gwdDni t hout Error. PB&2shown

in

of

act bve—area—nejHs—present—Hawever—tme-sspagdat
fragnent is |ikély to. he fecover ahl e_f l om-ano lqpr copy
of {he block. 8%bata of afffi‘trary sizelis encBled info

dat is encoded” in milti p| ont U0 _t_ags' \E\t a
fradments, and[i% repli cat°é"éf“’?"?f“ieﬁelégu face cftling as
many tinmes as 62w || fit.eFaedetmseddeff data ('$?

enc@ded 1 n suchsa way t hatfegonitandom ang parti gio scan
of 1y u f_au:‘ 1Godi g LUII:cha(ile{aj,rmc(bj;U)_t e af a

dat g—The bt ockgstata Ts enpggded T the@ata  Fragnents
H el

Sqqu”e A tag belongs to 3¢
coofdinate is (e tag's cq¥@hat e di vided by[E?®
W t Bien each bl @8k t he dat godesorttyne @igiedli nto t &8s with
i ncreasi ng X cQegdl nat e WitdekiD | NCreasiang y CPZDTﬁdi nat e
A dgtafragmentgmay e T SSihbddE BMUR Pl OCK WAET € an

position d fron region

T C 1

ntai P ndaal A el t Thc
FaggTE ot R CoRl A ismRRDedged datyy

bl'e 3, a ABO-Dbit daf acBheCipe@ncodes 160 bits of

A

conti-guousgroup—of A aas AR et——gy5x5
}\ nr‘g' whoSel | nteget =724

a SHRBLR. Qg erQQﬂé Insvkd iRGa Qibal@od%_ﬂttci SRS RbdeRfrd JaliARK This in

is

encoded Fn_eac

tangl 4 : i
ar rm?nngne%mlr Fﬂge?‘ coorr;ig%s %Q%CIE-:M %ﬂ%rg%’gﬁ&g)o%{utg%ﬁgnﬁ% EHQ.LB%GDJEOH . th
S USRFBPORKSH SLE TSP B LEBPErT SR s i BT SERR 8 decodine

C o @Pichsiei ben ipHuged dghg sassificttient &isieer bl ock size. Wthin each
superblock the data is arranged into blocks with

i ncreasing x coordinate within increasing y
ScodePpraPE™ A

10

If the “region includes data” flag in the region flags is sct then the surface coding contains embedded data.
The data is encoded in multiple contiguous tags® data fragments, and is replicated in the surface coding as

many times as it will fit.

The embedded data is encoded in such a way that a random and partial scan of the surface coding containing
the embedded data can be sufficient to retrieve the entire data. The scanning system reassembles the data from

retrieved fragments, and reports to the user when sufficient fragments have been retrieved without error.

As shown in Table 3, a 200-bit data block encodes 160 bits of data. The block data is encoded in the data
fragments of A contiguous group of 25 tags arranged in 2 5x5 square. A tag belongs to a block whose integer



5t adpat yfeirar site Gy Weofrg infog skreglogk GRusittipent 2 GntigHTR st He

0 th
“hoWe°ag™§

15

The superblock is replicated in the surface coding as

many tines as it wll fit, including partially along

the 10 edges of the surface coding. The data encoded

in the superbl ock may include nore precise type

information, nore precise size information, and nore

extensive error detection and/or correction data.

Tabl e 3. Enbedded data bl ock uel. - rdf ....: esc , do

Ws- - - . , data type 8 The type of the data in the

super bl ock. Values include: type is controlled by

region Flag 1: MM O her vdfues are TBA. uperbl ock

width 8 the w . of ot | i ed into tags with

it b U o KAl oo o RO E Bt f 80 B i o

bl GEIeSoE * P S EREPEY SR S tar 8 RC 16 ORC of t he

TR DR P EREP A TR 4 P G g e

gr dreguent is Bl e bt rergregbloiep 2ebr Ry e Pslkr tags arranged in

a square. Each tag therefore has one of four Possible
o%aranged ina

g GdgingtS.Thkazenf thida@rblogkdp choydeeis eaghybinck. b blprés pdlongy 1o@@ipertf @k WigSE integer

aNQooddihate B %he SP@ARockdhatd-i@éth By thd supdieinsize. aWgithinreach ln@erbigl) the data is

gr Mgeii o IRk RE R erdshg S ROMRhtelwWhhif i.hceeai'niggéb_ﬁrﬁnatei .e. tag type
00 is rotated O degrees, tag type 10 is rotated 90

degy g;énbl_oéi( AephidtBin the durfdeScoliRladh@flineS 8 i0RDHORFingBRaNY Ahs the

type L J.s.rotat ed 270 degrees. -73 Figure 15 shows °
ace codng, . . . .

roups Are repeated in a continuous tiling of

t ag"lsw' da-tla-heﬁ oEcL lini {]]49 [ yrﬁ&@%%yeﬁaudg I'\l-n%reapgexisestﬁk infginatif)rp lrl'ro-re precise size
adj acent Tags cont al % ohe c{,%g of. %2310 type. '
ORIMERITAT N RIS EA TP NG “CYCEET E POS 11°ON CODE The tag
contains a Zamidb.Ymbedded datipe! i C position codeword which

S

nuhbered 0 to 3 in order of®:i nereeasi ngnugiegnidli cearae. flags
n codeworfgnMmge (O, 7, 9, E16) Note
that it only uses|four disthactasSyRek val ues, even
though a _four-bit synbolhas sixteenr—possble—values:
DuFPRCEE®hdi ng. 4y unused, SyRRsl rRpiee ARG | f
detwetiskieitte tredted as an PR 8 PrEoFE M se t he
prababiTity of | O\1‘¥60AIei ght Dbjitiebledkdeir pat t er ns causi ng
er gres ratner tmgn IA CRC of the block data.

total 00

ALTERNATIVE FIRST EXAMPLE TAG STRUCTURE

TaG GrOUP

Tags are arranged into tag groups. Each tag group contains four tags arranged in a square. Each tag therefore
has one of four possible tag types according to its location within the tag group square. The tag types are
labelled 00, 10, 01 and i1, as shown in Figure 14.

Each tag in the tag group is rotated as shown in the figure, i.e. tag type 00 is rotated 0 degrees, tag type 10 is
rotated 90 degrees, tag type 11 is rotated 180 degrees, and tag type 01 is rotated 270 degrees.



10 synbol errors, the synmbol values are chosen to be

as evenly spaced on the hypercube as possible. The

m ni mrum di stance of the cyclic position code is 4,

hence its error-correcting capacity is one synmbol in

the presence of up to one erasure, and no synbols in

the presence of two or nore erasures. The | ayout of

the orientation-indicating cyclic position codeword is

shown in Figure 16. LOCAL CODEWORD 15 The tag locally

cont ai ns one conpl ete codeword w®ch is used to encode

i nformati on uni que to the tdd "The codeword is of a

pu rﬂ‘%&ry fSQnglﬂ!w %E ¥rm&:s’la?b repZa}ed Bg Q&jltm%g& QE@«Q H%Oﬁ@ tllmér @ganteégle any set

theiﬁ %Q%mgpco es u : bits of ormati on uni que
{ 'Ta ‘he | ocal codemord I's shown

in Flgure 17 DISTRIBUTED CODEWORDS 20 The tag al so

CORkALDDMERIRILS cRhsriRipeCOdeor ds whi ch are

di stributed across the four adjacent tags in a tag

- gr Glepacametinyii el (4an @yclirpestiot @deavord otlds chrik drcwisital nof e foarpassible

st O o@mBdks oDthe B0H HeteGAlRWE abnBDSBientalid GNihCBE SMMBEHOWhicE ar®fiart Bf the cyclic

2- 3 on(cddewotsbive REEH o501 IR uGAEE 0 ﬁm&fdef-@ﬂgma@rgk@l%ﬁ&

tags therefore together encode up to 176 bits of
i nfrﬁéfcﬁﬁéﬂoﬁlﬂn &&mg (ol D, E.S)S\%& afb &QJEIJS koﬁ}léﬁthﬁ& ﬁné@ Saiues & though a
| a¥09r%t sy%&ol Flaf gxteen po l.b]‘é“ l [?l.l{l dgcoocﬁn u?xgdd syrnlb:§ va‘ue Qmuﬁ gcﬁtccted, be

across 't acent

25 "R EGEE Tfé'“"ﬁ‘%ﬁé‘e BPRE g\"“’ f"ﬁ%“ ‘f‘tSE‘ig P"gﬁ’ﬁ ?Bﬁ‘“ﬁ CTEES e
W0g 1 e/mpe! #1191 H1e P valug afe ghogemia begp oyenly segped priilee hypererpe 2f reggllei n

Figure 14. Figure 19 shows the |ayout of a conplete

t adhe gy distance othe cREERSIGIPANTINIERICCDY RS PECIRALY ICTDERARRDhe

Thereskngeibe tonckesves ld losynmgpiciodiauesasiofrge @mpemstar ed 24- ary

(13, 7) Reed-Sol onon code. The code encodes 28 data

bi Tl lagqut ofthe ogienation-indivatitz @} céid positiako@Aord e hovrdalimny Ihi ts (i . e

si x synbols) in each codeword. Its error-detecting

capacity is six synbols. Its error-correcting capacity

|SLQWHQQ¥W9VhboIs 5 As shown in Figure 20, codeword

(& c 0% l%@ahﬁ%ma% fhe Ic&]rg% g)qevjmrc] w9i91q; Jséd% eﬁ&&e lﬂ'gn%gn' uma}g Q) tﬁel&g The

cogeworg i3 09 ar pgurzcgu%pr!] )’8 J?%\é\é% .?3&: g %glta& nﬁrrg]tlor(e: 8 aodes P {ogg bits of
thﬁW@UﬁWHEWHV”@oordlnates reaned The renoved
coordinates are the nost _significant redundancy
coBFBPH@?E%““?H%“@&&@“H&@@F%é following primitive
pol ynominal : p(x) = x4+x+l 10 (EQ 1) The code has the
fo$ch% enerator polynomnal: g(x) _
(x+a5“f’x75 MPx+aa) (EQ 2) REED- SOLOVMON ENCODI NG -
20 DI ﬁ'{% :ﬁhﬁoﬁ&smw B ewords which are distributed across the four adjacent tags in a tag
group and which are used to encode information common to a set of contiguous tags. Each codeword is of a
2*.ary (15,11) Reed-Solomon code. Any four adjacent tags therefore together encode up to 176 bits of

information common to a set of contiguous tags.

The layout of the four complete codewords, distributed across the four adjacent tags in a tag group, is shown
25  inFigure 18. The order of the four tags in the tag group in Figure 18 is the order of the four tags in Figure 14,

Figure 19 shows the layout of a complete tag group.



The distributed codewords are encoded using a 24-ary
(15, 11) Reed- Sol onon code. The code encodes 44 data
15 bits (i.e. eleven synbols) and 16 redundancy bits
(i.e. four synbols) in each codeword. Its
error-detecting capacity is four synbols. Its
error-correcting capacity is two synbols. Codeword
coordi nates are indexed in coefficient order, and the
data bit ordering follows the codeword bit ordering.
The code has the sanme primtive polynom nal as the

| ocal codeword code. 20 The ®@ode has the foll ow ng

ge 2 m nal = (x+a) (x+a2)...(x+ad)
-7Eégﬂ%?%Eﬁ%§8%§§24§%5§3%h§%E SPACE The tag coordinate

S p abelodalasdeanbis OLdIRIOGRNIPhncEnES-ary DG} ReadfSolemanrvatie:yThe code encodes 28
I eSReRt iV 6vih.symthg Bad2N RauRasy bids Y€ siX sydldisPin eddiDdoltivSid. Tterrbrlti@ecting

rig tac.ty Q&M.da@ 10D bl Yool rsﬁuepgrnruss down. 5 The

surface coding does not specify the |ocation of the

5t a%sgl%% QIF%E 90 ls,ola@v%[% cQo;c!mQésrL:eQQcy@d ngr;e;ﬁl: &yl)ré’ep a.ltdatgzg@tgblt ordering

rlac%‘(}rﬁ]wdtbt ogrentatlon of the tag coordinate
sp§’3“ “PRMPESHEE ™ 0 t he surface ThIS |nfornat|on is
ap e co etxs! ao E%%é{(eeg ?o!oﬁmonroo& wal o r d tchr)? ttcz.-.:ls ovcd The removed
surface is a I on
whPﬁﬁ“ﬁﬁﬁﬁ?%m“Fﬁ@m?éﬁgm%ﬁ¥@”?ﬁ@spaper nay record t he
actual offset and orientation, and these can be used

t 0 THOPIRlT refloxiggrrimitiveoagpingtnk - subsequent |y captured in
conjunction with the surface. 10 The position encoded
in atag is defined in units of tags. By convention,
the position is taken to be the position of the
centre of the taf@%t dFddest to the origin. TAG

| NFORMATI ON CONTENT FI ELD DEFI NI TI ONS Tabl e 4 defi nes

% héEQWf ormation fiel ds embedded in the surface coding.

15

20

Table 5 defines how these fields map 15 to codewords.
TaBP“é""ﬁh“sf‘—’?fé‘f"d‘“ﬁ%‘l‘ef“ﬁiﬁ"r}"ﬁﬁ?a‘f| eld width description
(bits) ""eta MWN fie.. ' 'r J coordinate 9 or 13 The
unsi gned x coordi nate of the tag allows maxi num
coordi nate val ues of approxjmately 0.9m and 14m
respectively. co®fff F4t®*9%dr T3 he unsigned y

coordi nate of the tag allows rmaxi mum coordi nate
valises of approximately 0.9m and 14m respectively

REED-SOLOMON ENCODING - DISTRIBUTED CODEWORDS

The distributed codewords are encoded using a 2°-ary (15, 11) Reed-Solomon code. The code encodes 44 data
bits (i.c. eleven symbols) and 16 redundancy bits (i.e. four symbols) in each codeword. Its error-detecting

capacity is four symbols. Its error-correcting capacity is two symbals.

Codeword coordinates are indexed in coefficient order, and the data bit ordering follows the codeword bit

ordering.
The code has the same primitive polynominal as the local codeword code.

The code has the following generator polynominal:

g(x) = (x+ o)+ 0’). (x+a)



dive area flag | flag indicating whether the area (the
di aneter of the area, centered on the tag, is
nomnally 5 tinmes the diagonal size of the tag)

i mredi ately surrounding the g intersects an active

area '|l"' indicates intersection. data fragnent flag |
flag indicating whether a data fragnent is present
-76- see next field). b" |I' indicates the presence

of a data fragnent. If the data fragment is present
then the wdth of the x andd%/ cordinate fields is 9.
it is absent then the i °h i's 13. data fragment O
or cgq%ragment of an enbedded data stream MIk _J onJ
' coding format 8 The format of the encoding. O:
the present encoding Cher values are reserved. egion

fI qg@c(%dﬁggsf&gnt rolling the interpretation of region
data. : region IDis an EPC 1: region has signature

r egihowre dadnae bedaath abdeenal 4@ labatiedafiodreskatively. Wen the positive x axis

Si ot biexigtiake phiths ok @ink @s@r ved and nust be zero. g
size ID 8 The ID of the tag size. 0: the present tag

Si Zife duffRe JOOE dbea hot Epadly Tt BeatidnSof thel tag/ bR spatzas gitlonQiparticular tagged
16Q.erj@l nor 8& g'gltta%orpqﬂ rthe m%&%ﬂ@ acea'nﬁj regpgct W%@g $hlspi§f5nnatton is
ql)p%a&m- dnecif‘:':l ]~16|r examH Ie if ll!e%ﬁ%{i;s/ ace is a g'lgﬂt QtﬁagLrQhe:%ge %%I#u[s% \glgch prints

regli on contal

d‘ﬁé“ﬁiﬁ‘"é ey PP Y PO I%‘c')??“‘a' Sisil a?ijr"aeé‘i"“"gd‘bdr"ﬁffeﬁ%{‘t Ry t?]'é"m“l'“ i
WI cfistpl @fsu'isqq@nwagﬁwwmrﬂcmm dsprfame x and y  width (w)
coordi nates of the tag. high-order x coordinate O to
101 5 Thi Rgffionmetesd inp e s defifed inaits & eeoRt eV it dheBsitipnidakgndgpe te position

of the centre of the target closest to the origin.

TAG INFORMATION CONTENT

FIELD DEFINITIONS

Table 4 defines the information fields embedded in the surface coding. Table 5 defines how these fields map

15 to codewords.

Table 4. Field definitions
field width description
(bits)

Ix coordinate 9or13 [The unsigned x coordinate of the tg allows

maximum coordinate values of approximately 0.9m

land 14m respectively.

v coordinate 9or13 |The unsigned y coordinate of the tag allows
maximurm coordinate values of approximately 0.9m

[and 14m respectively

lactive area flag 1 A flag indicating whether the arez (the diameter of
the area, centered on the tag, is nominally 5 times the
[diagonal size of the tag) immediately surrounding the
tag intersects an active area.

b’1° indicates intersection.

data fragment flag 1 A flag indicating whether a data fragment is present




expands the maxi num coordi nate val ues to

approxi mately 2.4km and 38km respectively ugh-order y
coordinate O to 15 Hi gh-order part of they coordinate
of the tag expands the maximum coordi nate val ues to
approxi mately 2.4km and 38km respectively. CRC 16 CRC
of tag group data An active area is an area within

whi ch any captured i nput should be i medi ately
forwarded to the correspondi ng Hyperl abel server for
interpretation. This also allowsethe Hyperl abel server
to signal to the user -77- fﬁat the i nput has had an
. 2T o o . 4o

YA S.

preci se regi on defi itjgﬁs,‘any active area
i It ittt Aty ¥ At 5e ™ mpr edi se so
lopg as it i theRlata Hapk@eniid pebbeht tr thetwidth othed) - Or der
ifid YRR Fellis is 5. HAUCRS: e Wi dt h - Of

the signature fieldjby a. corresponding nunber of

bits. Full coordinafes are conputed by prependi ng each
hi gt foecker coor diorateiaf spandi ng

C O Ce A= ey g i ¥ 0

cog¢ 435' bits

bi 1 t 3:0
15 4 16

ive area fl thpm;mﬂggﬁg fragnent fl ag | all 3
1: 0 encoding flormat |8 all 15:8 egion flags 8|al

13[ 16 tag siz€ | D 8/HF" B FHLRC 16 al | 3:
hi gareOfagier coqr disnatragscihralibg it Rerprgtiodof Bgin@au51 gnat ur e
36jall 35-w):|(36-2 hi gh- 0 rx coordi nate al

35} (36-w) high-orde%?%ggngFﬁgfe wall 13:36jegion ID
8 F:0 D 3:0 region [‘Dap"bysiganre

2: region has embedded data

Q) (O N

3: embedded data is signature

Other bits are reserved and must be zero.

tag size 1D 8 The 1D of the tag size.

0: the present tag size the nominal tag size is
1.7145mm, based on 1600dpi, 9 dots per
macrodot, and 12 macrodots per tag

Other values are reserved.

region (D 96  [The ID of the region containing the tags.
signature 36  |[The signature of the region.

hiph-order coordinate 4 [The width of the high-order part of the x and y
width (w) coordinates of the tag.

high-order x coordinate] Oto 15 [High-order part of the x coordinate of the tag
expands the maximum coordinate values to

approximately 2.4km and 38km respectively

high-order y coordinate| 0 to 15 [High-order part of the y coordinate of the tag expands
the maximurmn coordinate values to

approximately 2.4km and 38km respectively.
ICRC 16 1A CRC oftag group data.

An active area is an area within which any captured input should be immediately forwarded to the

corresponding Hyperlabel server for interpretation. This also allows the Hyperlabel server to signal to the user



10

E 3:0 region ID 4 15:52 EMBEDDED DATA |If the "region
has enbedded data" flag in the region flags is set

then the surface coding contains enbedded data. The
data is encoded in nmultiple contiguous tags'

fr

as many tines as it wll

scan of the surface codi ng containing

agment s,

fit.

and is replicated in the surface coding

dat a
10

-78- The enbedded data
is encoded in such a way that a random and partia

t he enmbedded

data can be sufficient to retriewe the entire data The

scanni ng systenmreassenbles‘tﬂé data from

fr
fr

retrieved

%Q{EE ﬁmﬁhas ahg, larﬁeﬁ% Jféct fsqcethgswmsgcceen@ﬁecé&zg&h &‘ehxﬁ:ﬁﬁs any active
a 1 g oc{gn an r ere\c/:e sol\énvI as 18&%(:] ?wer or. As shown
‘%°@m P an BI°6¢R “encodes 160 bits of
daé@e w1dt|f % the%cgl'f orger c%opdmate g 1fq1§ndzerlo, r]gdtu(ggthc? xérldnf? of tlllse S &na.ture Cf'le].d by a

a 59(5”%‘&&%’?‘&"“ o &' %‘é?"ﬁ% g PR HOLE PR %’@‘%‘Fa“" e
5c 0 & i Forresboedins sootdinge fieldg' s coor di nate di vi ded by 5.
Wthin each block the data is arranged into tags wth

i nCreasi NG ¥ank @MaPhifal iVt dalwdrab NCT €SI Ng

-'\rnl nat o

cog Pt el Ha-e codewor% Pt |ra§ﬁr§ﬂl gy wﬁthlll D'ﬂéH om a
bl pck “Where™an active area mag is present. Hpwever,
tha missimg &% a [fragnent is|likely to B recoverable
fr#m anot h&p copy“@@mpﬁ% bl ock!? 10 ' of afbitrary
siye is efppued- T idhshaUper bipTk CE?EFSTTHQ'Of a
coptiguous_set of|blocks arranged in rectangl e. The
size of tK&Super BFOER™ s encdded in Phch bl pck A
bl pck bel @rgs 10 HatSHpeRDl 0CK whose |mteger
copr di nat ic t-he h'm"/t"—ﬁ—f‘m”‘:“ate vi-dee] by t he
super bl ockési ze. MR Rach superblokL the fata is
arfanged ignt o bl ogksr=gmettRagi ncrieasi ng Plcoord nat e
Wi hl A— e | e&ast ”Ueﬁéodﬁl fdl"mgl' ||at‘F|8 Fhe—s et bi otk is .
reallcate] in thel surface codiing as Ps as it
wi |l fit, [fFhcl udi freedasstial |y fal ong tiife 15 pdges of
t he surf aggigodin gm&hf data coded & the puperbl ock
may i ncl ugp more precise typelinforngt Dr e
precise sfZ& inf Fﬁatlon and'®nor e j%tensiva error
def ecti onjéasd/ Or igh-drdeGbdrdixe dat . Tabp:e 6. Epbedded
dafa bl ock field Maglh description B The type
of Lthe data in the superhlock \/ He: O:
tyle is cBitrol | efi®dY® r egi on ffags O her
val ues armﬁ%ﬁﬁmﬁu@mmammﬂ@mucuh 8 THe Wi dth| of the
super bl ockz—73H ks superbl-eek—heght—8—The hei ght
of | t he su%%?%Pock'@mdﬁgammﬁge data 180 The bl ock
dat a. RC #B36CRC ofesitsi@ bl ock gkat a. 7:0

D 43.0 region ID 44 51:8

E 43:0 region D 44 95:52

EMBEDDED DATA

If the “region has embedded data” flag in the region flags is set then the surface coding contains embedded

data. The data is encoded in multiple contiguous tags” data fragments, and is replicated in the surface coding

as many times as it will fit.



total 200 It will be appreciated that any form of
enbedded data may be used, including for exanple,

text, image, audio, 20 video data, such as product
information, application data, contact data, business
card data, and directory data. -79- REG ON
SIGNATURES | f the "region has signature” flag in the
region flags is set then the signature field contains
a signature with a maximumw dth of 36 bits. The
signature is typically a random gunber associated with
the region IDin a secure ddfabase. The signature is

| deﬁ;" drkeaAERE A G HkNG, %LE d¥m L3 QIR S36e colibkGhhuaining

uant um di [ 1.1 ng rando
T PSR LAV e B R DTSR (e b= oo bom
Si grvRred Frem T EindaReory st ehanben sufcient SRERPRRARE TERTEV Y AP Eren
region ID, by querying a server with access to the
s ey rheviin Tils §°e200-ifdaty plesk encodesil pithiof datae TS Bladf e eeoded aibffae
3' e hgdtet: daiaus ghusds Znas waedd if 4 safguaen tigdtelorzelg b ek Fog geger
ar Qocafalie fs AR Nagls NLrdirgth! Gilidk By € OWliNAGadE BBt Gita @ ahBiiged ditd tgs with
Cr YRS Q0 AR MirGee SinBAREMRS Ofainkli® region I'D. The

signatufre 1s encoded 1n a one- 10 bl ock superbl ock. In

an Aodnta ﬁ—a en@rﬂy ﬂic szgﬁEeﬂgltl é\&i( wiidd gpa@trvc Q-Ia m§p| %ﬁﬁﬁleva, the missing data
Mogt Lon with the region

f r
%gggﬁ‘a*sg'ﬁ? °3ﬁr5ﬁ°fem§’f%ga?°g'ﬁdﬁr{’ Sfgnhature, to validate
10t h at]a t%[rl)at uglzee le cogeld em'i a sn rblackségngléélgrofvam tnp guous Qey\dif%gg:? ged in a

ure or privat
| n resrel iy 512%2 the B eﬁ*@‘jed it "r'°6‘hﬁﬁ PR PR o e whose e
Si grvalingly i the Alackh eoardinete) dieided dy By swpaindh ¥ Withing spqh|seperplegy e data is
an drrB@dinto Bidrkstwitifcrdatng ¥ evlordipkaetvaitiin ingdasing y tobrdinaror r espondi ng
public signature key. Signature verificationis
di IB8EeIekk iisephtEdin defugiict coltigl :omany iSEGCOND! FEXGMNPIparfi(Glong the
155 TG D RE - Hl e 21 shows the structure of a conplete
tag. Each of the six black circles is a target. The
t agne ARGndoRiE in BY Qpabidek PR InlidA ,mofd qsBeciSel tipe f ifitbrBlation) nde | pREIR| size
SY IR hafioY, st mofelBenf ¥t &RLtiod s8R borrechidd ads@iCh  di amond- shaped
region represents a synbol, and each synbol represents
four bits of |nfornat|on Fi gure 22 shows the
structure ofablsEphedayd datablock i ai ns four mmcrodot s,
eagh of fieéhi ch |r ediesent s t he isedigioof  one bit] by its
pr gzgEpee—(one) o a %@tmgﬁrumes@drh&knacrodm spaci ng
i sf specified Ry the Hﬁ t.er s throughout thils
dogunment. It Has a nom nal value of 143m based on 9
dots printed dt a pittehisgproigdoeasfies per i nch.
Hojever, it igq allo o vary by 10% 25 accgrding to
the capabilitiles of | ;he.devi&g used to produceg the
pattern. Figurle 23_shows an array of five adjacent
sy ppoitiask wiihe rfac # od Gte e PTRPerRleck imiietsr m bot h |wi t hi n
anBpHEVEEE  Jygol Theh?}@&ffh@suﬁébioamm @ring of
the_hits withiln a synho it zoro is the |leadt

si i fi cant wijt Hh Eé’fﬂ“d’ﬁ‘f bit three is th¢ nost

sigRcTicant. Noi® ( pARCbfeSlo@rger | ng I's relatilve to

thmf‘ri ept-ati-gn—pof—+he——syrbel—Tthe—or+entatt+on 30 of

a particul ar syr%gdol within the tag is indicated by the
or It etitedpiraiatedsiiat dnhionm ofdydidded flataniapbe gspiriyelding fpr exipeplet gy image, audio,

20  video data, such as product information, application data, contact data, business card data, and directory data.

r—rto




-80- diagrans. In general, the orientation of al
synbols within a particular segnent of the tag have
the same orientation, consistent with the bottom of
the synbol being closest to the centre of the tag.
Only the macrodots are part of the representation of a
synbol in the pattern. The di anond-shaped outline of a
synmbol is used in this docunent to nore clearly
el ucidate the structure of a tag. Figure 25, by way of
S illustration, shows the actual pattern of a tag with
every bit set. Note that, |n7%ract|ce every bit of a

mN ]Mﬂ3¥§r be set. A macrodot is nominally

I a nom nal diameter of (5/9)s. However,

| t Iﬂﬂﬁ “radich GaAEghatlre I Wie riegion FlhgZ B sdbijfen thi Dfarere BRircahiafga siganitelnh a
C aR@IiHm'ml \Atldttzec§ Séﬁlts mglgﬁﬁ}éllﬁﬁ:w“@qq;inéoﬂ nQﬁb@'le&:ﬁte& bﬁl the region ID in 2

patsc‘é:u?e{ J] tabase TLE%%%% is 1%&1&%&1%&:% usu}é agui,{ lgnlfﬂnﬁrocm %{P}i O Vary r})?)};]ess,

S|Q@Wﬂ?mm%fpmﬁﬁﬁ?ﬁgﬁﬁwawﬁb to the capabllltles of the

device used to produce t he Pattern The . t ? F rn is

al FPohEt: BYEFR) F HegWaa Ph P idR- P aoMTae e B G lg s SrREe 2

c aprabivith e hefeordfiabgievi ce used to produce the

pattern. Any deviation fromthe nom nal scale is

r e H@¥ tresibn hap entopriged (daggy and Semiedeled dat i ppptuzec fagt i heresiqydipgs et tighthe

of syf@s totiinzGmuapaned-Esnpiéesgitic seyantyof thegdgoni®. Thrsignkiee it gepded in 2 one-
10St btk b, N Fi gure 21 has a uni que | abel. Each | abe

consi sts an al phabetic 15 prefix and a nuneric

S Ufnfah dnline BlanketOdalPhuthBeg) & sigifafre &fgmaitG@the bt 0 cdnffhtid) wOIPSregion ID

Eagh ofidtGhy % %uam 9&5}&@&0%@;1%@@13&@ OSquifile @ 88/ 0with khoeded ofie ful

Each .tag t has one of three possible tag
turg oF th e &y
types %c&g?ﬁmmanNWﬂ?s | ocation within the tag group.

Thﬁ ari o éé{' Fg\'glbe) %vuon&eatqg_?lm%% gﬁmre CQ b@r@gveﬁdl bﬁ&dﬁmme la;j;g and can

ure how tag groups are
15 e BT BP0 O AP RISRS SPRZ0! 1 a0, The ti1ng
ﬁrantee% t he any set ofb}hree adj acent tags
FAPRETISHR 't BB ‘?’“ DAL= 8%. ORI ENTATI ON- | NDI CATI NG
CYCLIC PCSI TI ON CODE The tag contains a 23-ary (6, 1)
cygli | L word (this work is currently the
sug‘%&é@t&%ﬁ'{fﬁg&aﬁn Ing US Patent applications,
€ Nkigutel 2€ 6hows@yeGlrictgre POShrinite@NasCRadias the dtdhck’ @rlesdyd target. @ tag, and the
i NelkrBktie GasGi) Coldir@ati@ Sinine@ el ieval t h 25 application
nunbers 10/120, 441 and 10/ 409, 864, respectively) which
20 C afkcRmEIR SR E1ekian teprauiis a Qfimbél A eSch ¥mPDSSdsdals Bw RS oLibrabtiod NS
of the tag to determ ne the actual orientation of the
t aggure Sy KBRS st bdirLdt a FBoL. maﬁntain%urt'nblﬁ:dots@gﬁé}d of @hidd @Brieskrits@HR value of

coglem@y £ pRa¥EeR) RPLshd-Ledf "R’ and are nunbered 0 to 5
in order of increasing significance. The [ayout of

t hﬁle ngcl'o@dgg % Qgpelnm Ib @kt ﬁaﬁgeté;y ﬁl}ohg‘ﬁaup@@ chanlﬁ IQ@Q@MEQ vdlu% of
[ | .
14#11116!:::@3(1 g&éﬁ frénjc atl\ikgtttg f %68:0 cJots {:np 31[ }t—lowa\grés 15 S?I o)zve 4 vaf)'sbr\]r {(M.
25 syﬂ‘?‘BES‘F'E ig tht gRalitiesof s flevies preg thb’ﬂﬁgﬁ “‘&Paf“'ﬁh r-bit sy mbol has
si xteen possi bl e val ues. During decodi ng unused
s VY6 P2 o Ham T agiaces pymbols. E‘imﬁef%@f"%*s “H%‘mtb?“?s‘ﬂ?“é ghd Bgreen

arseirlsure. To maxinise the probability of | ow weight

bit error patterns causing
Figure 24 shows the ordering of the bits within a symbol. Bit zero is the least significant within a symbol; bit

three is the most significant. Note that this ordering is relative to the orientation of the symbol. The orientation
30  of a particular symbo] within the tag is indicated by the orientation of the label of the symbol in the tag



erasures rather than synbol errors, the synbol val ues
are chosen to be evenly-spaced on the hypercube. The
m ni mrum di stance of the cyclic position code is 6,
hence its error-correcting capacity is two synbols in
the presence of up to one erasure, one synbol in the
presence of two or three erasures, and no synbols in
the 5 presence of four or nore erasures. LOCAL
CODEWORD The tag locally contains one conplete
codeword, |abelled A which is uged to encode
infornation uni que to the téﬁf The codeword is of a

r&? elg ge%eﬁ'a'l %‘l’e)én&lln%n Zt) a]IF%.ﬁﬂ %@\Iinqrﬁg'@cum%em J-fhﬁ tigaigae the séme

b STyt e R TR LT 1 e
2:13)\3@ 8% Fﬁcg‘li %grr; ?mé? %eﬁ?serﬁaxf% o as EbDo] Cge:)p%tt\[%?%[e ?Jarrbr% $ geg u&me ofa
t hreowrgs & s R a'tw&ae R FUEE 4 g g 25 by way of
sadjilueretvh, stomgyhe actrpbipam of hta@with evpryeb] set- dotethyd ddercticn PYa Ribtf i A oan
Conprtede0 a set of contiguous tags. Each codeword is

of a punctured 24-ary (12,7) Reed-Sol onobn code. Any

t hraeficadd ieeimdly drags withh asmafaalecté oty 8Dh Beveenic s diewad P virpin size by
15 ,1B8.cBisheo O capeHfiRN AL dRE DR brbpadmS €t OF

contiguous tags. The layout of the flrst four

f r QQJ,I&P{, %mggllykﬂgar%}uﬁ(a ﬂ‘ogqg\ﬁ&ﬁ&@of% 7’9{51 rPQUeQQ Qs dibvel BGar H AL by
[.n the other tag

0
'°t ﬁéﬂs/ ‘*FCSIF‘P%" ¥ °f‘pﬁlg'mf’sé’f Oelfli vicp umf pr‘%i{ce e with symbols 4
It E%)eg%gfrgxﬁéngwgd%ﬁ@xlwb L?f’ up t? :!:EOIo acc cI!Tme tl?e r?%lat}ll?lgsgy tgehde\%ce t]fsed to
codedey Hspammt i siegHondom diegerind Eﬁ"‘étﬂ rﬂa%%gé'“’t‘ﬂ% @34 1§ Aoy acourate
t agenkrytipegpRtion@malsd R, is 20 shown in Figure 31. As
shown earlier in Figure 27, the tiling guarantees the
anEag etmb@ fhotrhin de ag djuaein Fistread) desaopitua fabes Egyh ebet qagjisip fin alphabetic
152 aGR1ax shdaABrerictibx. t her ef ore contai ns a conpl ete set of
di stributed codewords. The tag type, used to determ ne
t heacdregi stration of the distributed codewords wth
respect to a particular set of adjacent tags, is
i Nfrek ke rafefdomad kg oupsXEash RQOLCHoRa Greeng archeed in | life Hach|iag dherkfore
C O RWRI QoA p@Focordi 10l GeabaGMEMNTe SolpfoldETRERY; frie Qa1 elled P,
32 gg S&Qﬁnﬂ netry of a tag segnent. Figure 33
hghs e spacing or between tag segments, required to

nalFEEI?i?Qhogsq-E§ 'tag‘ Er?.xpg:are @a{"eh g o@%%@ﬂﬁ:lf @thpﬂﬁé g%ﬂranm% §1y set

gure 34 shows the
ef %a%?mVﬁ%“W%?ngé°§ﬁ%ﬁ¥ spacing d on target
pos Ege|r nom nal p05|;|ons in
rePgFF@ﬁmhgmgﬁg 59M_ggg segnents (i.e. with d=0),
d I egag g(ltnta%saétr?g et t’? {) cyclsc pos?norbcoéealg'd @TS work d¥|.5ren([¥51|h! s%ﬂ_]ect) Rwo QMg us
( 2 I}’atepgap@ya&ms entitled “Cyclic position codes™ and “Onentatmr: indicating g clic posY lzm codes” with
application numbers 10/120,44% and 10/409,864, respectively) which car be decoded at any of the six
possible orientations of the tag to determine the actual orientation of the tag. Symbols which are part of the

cyclic position codeword have a prefix of “R” and are numbered 0 to 5 in order of increasing significance.
The layout of the orientation-indicating cyclic position codeword is shown in Figure 28.

The cyclic position codeword is (0,5.6,9,A16.F1s). Note that it only uses‘six distinct symbol values, even
30  though a four-bit symbol has sixteen possible values. During decoding, any unused symbol value should, if



REED- SOLOMON ENCODI NG Codewor ds are encoded using a
punctured 24-ary (12,7) Reed-Sol onbn code. A 2"-ary
(12,7) Reed- Sol onbn code encodes 28 data bits (i.e
seven 4-bit synbols) and 20 redundancy bits (i.e

five 4-bit synbols) in each codeword. Its
error-detecting capacity is five synbols. Its
error-correcting 10 capacity is tw synbols. As shown
in Figure 35, codeword coordinates are indexed in
coefficient order, and the data dit ordering follows
the codeword bit orderlng A bUnctured 24-ary (12,7)
Wlet%?‘lec?ﬁ Il:e tl;mtgl ag Qnd !lres T@m&%ﬂs@ pn(vl]a{ﬁht; )3f laﬁ%ht%legmgherﬁpcg@mg
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pr I‘['Pﬁ T %rrcvﬁ‘ B‘lﬁ.lcyﬁ] Posmon&r%( js 6 henczlts erro:[ corrﬁnhmé caé)acgy is Wo s 5

t héhe presericnRPPrROuEBIET: 2P BP0 Ik PTESFREG PAT™O T prasuwes, and no symbols in the
5( X pagefexof @urjor more(epesi@s) For a detail ed description of
Reed- Sol onon codes, refer to Wcker, S. B. and V.K
Bhargataswaels. , Reed- 20 Sol onon Codes and Their
Applications, |EEE Press, 1994. TAG COCRDI NATE SPACE
Th@he tadectip antainsiee compiep agievotiaigbelfedd. vich b isgfon eppodninfarguation unique to
| al@ tak &%l cddevdRIGk ofa puREREL brk UET) Reed Wi@ian dodeeT! hp%hetefoxp@ncy@es up to 28
AX Iy of i bruniR o€ r | ght then the positive y axis

poi nts down. The surface coding does not specify the

1o 0GRl L BE odaieRs sERRE Pleiddbe Space origin on a
particul ar tagged 25 surface, nor the orientation of

t hehates 8kHrRAt € space with respect to the surface.
This infornmation is application-specific. For

ex Q’H@J@Q}so doktaids Iﬁ&rﬂ@:@ggﬁgcocﬁﬂﬁd‘s asbRled B thdugh [aeetich af di@bp@r across three
aJlacen&e %MI&QI@LJ&&Q@.M .ﬁftlmn&,a emm Bt of mgmsswﬁﬁaa{mwm

O r I'S é’E& ;gfcfugﬁz —arg‘ H 7)[5%% SoIo n co% Hnyutlgcéc ag %cenF tags [l‘lcrc Tr? tggéether ﬁncode up to
”dlQ@P&PﬁﬂﬁW“§Uﬁ@éﬂ&@ﬁ?#ﬁm@%ﬁfﬂ?ed in conjunctlon mnth

the surface. The position encoded in a tagﬁ q 20,

i n Teerveusof e ﬁff‘éﬁg's&ag‘“ﬁﬁg“f8‘68’?‘6‘?"?’{%[?3&“‘%‘%‘3 APF APfg e °“€ n Figars

s h@terieydupin fhyottiE wgupes PIGE he Iptee indastiaeP: PGy RRPY ﬁhfeltsb? BAPHZReQ and

( O frbbmenits® thivudR 1T iy Peryie@g. By convention, the position of

atag wth an even y 5 coordinate is defined to be

t hamepgau &fiche kix @fpldtdredeewds BaroughfG, Hikmbutedrgross TihbreqreedypesiFoR ang R is
208 LRgh kR 38N odd y coordinate is therefore defined to

be the position of the m dpoint between the center of

t h ﬁs &8 AR LR 26 G HIAE gulfintebstil anyRe 'bfg'li’& @ffatertGpgt @fzind the tafl€f each

e anmléljeerQ H)L@Ls aac%le}é (gc.rt tal* o%@ilbutetd Qgie\uank tTﬁe m&ﬂ% eﬂed @ determine the

4 fga?t%noy g_féha %lstrlbftﬁd Cfggorgs%vgh eﬁt ¥ p %flaulaﬁ§at of % a(\.{eﬁ‘t%gp ¥ mferréé?rgm the
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25 TAG SEGMENT GEOMETRY

Figure 32 shows the geometry of 2 tag segment.

Figure 33 shows the spacing o between tag segments, required o maintain consistent spacing between

macrodots, where d is given by:

d=(1-3s2)s



= (I -/12)s If the three tag types P, Q and R are

assigned values 0, 1 and 2 respectively, then the type
t of atag is inferred fromits (x,y) coordinate as
follows. If y is even, then: 15t = x nodulo 3 if vy
is odd, then: r = (x - 1) nodulo 3 TAG | NFORVATI ON
CONTENT Table 7 defines the information fields
enbedded in the surface coding. Table 8 defines how
these fields map 20 to codewords. Table 7. Field
Definitions rel0~~ w.4 * V-1 W's. dtb'" T: xv eas

mpfion~" el't8 arm:-.+ *- = * + ae +--~--

C 0 qiggg'le %Lo%as 1]19 eﬁu? Gt Mér—gegﬁgt sﬁacigé)pgn%@%ﬁwro Eonﬁp@l@d \Liﬁgleu nominal

fUSltIBIg gngatlcg r:]o cgtﬁér ﬁcgeg &e%epta{’ gi_th J#,dha%oﬁal mg ts mus)§ Lerﬁa laced¥y

coordlnate of the tag al | qws -84 ﬁHXIﬁUﬁ1y

coordi nat e val ue df*hapFiokithtely 1.8 (based on EQ 5.
active area flag 1 flag indicating whether the tag is
a nEYheenaDiges Gk ageedaby b' 1" i ndi cat es nmenber shi p.
active area map flag | flag indicating whether an
actlve area mapaja) eeee@, 0u«b’ |' indicates the presence
of a map (se text field). 1f the map is absent then
the value of each ap entry is derived fromthe active
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capacity is two symbols.

As shown in Figure 35, codeword coordinates are indexed in coefficient order, and the data bit ordering

follows the codeword bit ordering.

A punctured 2"-ary (12,7) Reed-Solomon code is a 2"-ary (15,7) Reed-Solomon code with three redundancy

coordinates removed. The removed coordinates are the most significant redundancy coordinates.
The code has the foliowing primitive pelynominat:

pixy = x*+x+1
The code has the following generator polynominal:

g0) = (rta)xtad).(xta’)

For a detailed description of Reed-Solomon codes, refer to Wicker, S.B. and V.K. Bhargava, eds., Reed-
Solomon Codes and Their Applications, 1EEE Press, 1994,

TAG COORDINATE SPACE

The tag coordinate space has two orthogonal axes labelled x and y respectively. When the pogitive x axis

points to the right them the positive y axis points down.

The surface coding does not specify the location of the tag.coordinate space origin on a particular tagged
surface, nor the orientation of the tag coordinate space with respect to the surface. This information is

. application-specific. For example, if the tagged surface is a sheet of paper, then the application which prints



encoding format 12 The format of the encoding. the

present encoding Oher values are TBA. acr odot

spaci ng adjustnent 16 a difference between the actual

macr odot spacing and the nom nal macrodot spacing, in

nmunits, i ign-magnitude format - the nom nal

macrodo spacing is 142875nm (based on 1600dpi and 9

do per macrodot) egion flags 12 Flags controlling the

interpretati on and routing o region-rel ated

information. 0: region IDis an,EPC |: region is

Iinked : regl on is interactié- 3: regi on is signed
gf%n I plg}geres recorglh acmarlg :L.rgn o!mﬁtat%ﬁ gnsd cﬂ%pus%l(%o normzlise any
ppf i |on dh tS$"are reserved and nust be zero.

egid‘é‘ﬁ“fl‘lﬂ‘bﬁ?i‘?“"é"al’tﬁ"dd’r °°E‘-‘1‘Fé“°?‘é‘5‘|”l3ﬂ“f?:°6nt ai ning the tags.

RC 16 CRC (CCI TT CRC-16) of ta data. The active

3 i P LA SRR o o TP PUBEORATHE: P aye e owe

e A ehes tigfee Fith qeditar .0 se d vreipe- BCERoEoiaieResifon of 2y Wil mgven y

5W edatdMataib ey t@btyhe @@{DbnLbr ket (Fitke tag M@ wbstonmEa thevride ahi odd yesbopinate

f O WRfeflR derhdd td R &he @EMitbre S Riboda® bdeEnQhic! catiRe bf the@dpandQhe center of its

Se'ﬁé(g‘ﬁf n‘{)qa%odﬂmlgr pretation. It also allows the
sensing device to signal to the user that

t hﬁoAszaHLd il ey uné%ge&nwhmt@&&g%;am%e g.LaQJ e S

Mappi ng of fields to codewords 1~ S.,w :0 10
al | coordinate 19:10 1719 Ahl gogrdi nate 10 1 all
active area flag 11 1 13ctTVe ar ea map flag 17:22
all ctive area map 17:22 all ta fragnment

t, = 6(25) +2(d{-3-) =122s
10

where d is the inter-segment spacing given by
d=(1-.3/2)s

If the three tag types P, Q and R are assigned values 0, 1 and 2 respectively, then the type ofa tag is inferred
from its (x,y) coordinate as follows. If y is even, then:

15 = x modulo 3
if'y is odd, then:
t = (x~1) modulo 3
TAG INFORMATION CONTENT

Table 7 defines the information fields embedded in the surface coding. Table § defines how these fieids map

20 to codewords.

Table 7. Field Definitions

Xcoordmatc - - IO — ~ The unéign.cdﬂxvcd.ordinate “of the tég allows a

maximum x coordinate value of approximately 2.1m!
(based on EQ 4).
Y coordinate 10 . The unsigned y coordinate of the tag allows aI




3 11: 0 12 all ncoding format 17:12 16 all Macrodot
spacing adjustnment 11:0 12 all region flags 17:12 16
17:12 region ID 7:0 8 55:28 3 17:0 8 83:56 17:0 8
111:84 3 11:0 12 11:0 17:12 16 |l RC EVBEDDED DATA 5
If the "region includes data" flag in the region flags
is set then the surface codi ng contains enbedded dat a.
The data is encoded in nultiple contiguous tags' data
fragnents, and is replicated in the surface coding as
many tines as it wll fit. QE enbedded data is
encoded in such a way that a“fandom and partial scan
oftthe surface cojlng cont ai gﬁmhnﬁdyﬁmagnﬁdgeﬁhdﬁﬁ@@13ﬂ _

be sufficient {to retriev stech Sgtlre data. The
scanning systemr assenmhl es e dafa from 10

re ?W@V%%gfragnen s, and rep ﬁ?%mT?F¥H@mﬁgﬁF@ﬁﬁéﬁm“’“”“
sufficient fragnefts have bepdtiveret bl éiesss pimbendipt
er Bddite.aredSaap 820WN | M Tabl € 9, 2d Gndlodtitz ehathe alpha@akarea map i
encodes 160 bits ¢f data. - 8Brzsedd al Gditkes GORadcesd adﬁﬁ Gee
bl pokc 1dth - ription m Tamehalaeid el DGubitpn ol b
data in the superbl ock. Val ues i ncl ude Pe. 1.8 Flog, (et
cophtrol I ed by region flag |fNWE lY?er vai Ues “ar e ™
TBA. uperbl ock wi dth 12 The PP&HE% the superbl ock

i npdote@edkmp  uper blsock hei ght [A1f@apt fewiikdi gfhthe ¢k’s tilpmediate six
super bl ock, in bl ocks. ata {Hdfbods bk Gekbetlal an allE &G b1
CRC of the block data. ot al mt]-lgtesnganihQCl?lgg-@gﬁmdhe%tes the bm
encoded in the data fragnent. &heontlguous group of
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coordlnates are the tag's x uﬁﬁ“?me@%®Wﬁﬂﬁav%%md|V|ded

W ﬁi; et A 13 UOO0T O at offthe edcol

co.rdlnate A data_fragnent Al m@@n&&ﬁﬁing fron1a

block where an active area ngp |s present. However,
Other values'are

thie _m ssing data
macrodot spacing adjustment {16 The difference between the actual macrodot spacing]

Y f

and the nominal macrodot spacing, in nm units, i"ﬂ
Lign-magnitude format - the nominal macrodot
spacing is 142875nm (based on 1600dpi and 9 dots

per macrodot)

regton flags 12 Flags controlling the interpretation and routing of
region-related information.

0: region 1D is an EPC

1: region is linked

2: region is interactive

3: region is signed

4: region includes data

5: region relates to mobile application

{Other bits are reserved and must be zero.

region ID 112 The ID of the region containing the tags.
ICRC 16 A CRC (CCITT CRC-16 ) of tag group data.

The active area map indicates whether the corresponding tags are members of an active area. An active area is

an area within which any captured input should be immediately forwarded to the comesponding Hyperlabel



fragment is likely to be recoverabl e from anot her copy
of the block. Data of arbitrary size is encoded into a
super bl ock consisting of a contiguous set of blocks
arranged in a rectangle. The size of the superbiock
is encoded in each block. A block belongs to a
super bi ock whose integer 10 coordinate is the block's
coordi nate divided by the superbl ock size. Wthin each
superblock the data is arranged into blocks with
I ncreasing x coordinate mﬂtmggiereasing y
coordi nate. The superblock is replicated in the
s u rstr@p@r 1&951&&191 R s TRRYihd thy PRe1siglaewi bo kigdhlld the used ikt Ul lnpl@wit
gl y.al gug the edges of the surface coding. The
data encoged I'n the superblock may include nore
preci se type information, nore precise size 15
infornationT“ﬁﬁd“ﬂﬂm%”@%?@ﬁ@?V@“error det ecti on and/ or
correctlon dat a. GENERAL CONSIDERATIONS CRYPTOGRAPHIC
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fragnent capd be used, Pn con14ﬂ0t|onhm%¢mﬂ%e regi on
I D “To Valigare T1ne smgnatur%m N aqmmahhﬁﬁﬂw
enyt++onment TEZEC etrt-tepstognatgfe—can lat{ﬁedre?mhﬁ"c' ed—by
reading nul - _ _and can thenpevalidated
using t he corresoondlnq publi g signatture~key. -87- 0
M BE DATA I}l he enbedffed dat &t ype iE&°UaRE t hen t he
super bl ock wgmt ai ns Milé | pur padie | nt ¢varedot Mai | spacing]
Extensi ons | (M ME) datja accordi ng toa856m2045 (Freed
N. gant—N—fgrenstern Mt tigyrpose rég!éh

Extensi-ons ‘(Iﬁ\v/! !\E) Bart (\)'qe:ZTIl:_—\r rad At-er-pet
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Types™, RFG74046, Novamber 1996ss) amnd rel at ed RFCs.
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contact information which m ght appear on a business

c aftrhovERGRIIMNG! SANB P RANTFPRIG HINESFBERATI ONS 15 The

Print Engine Controller (PEC) (which is the subject of

a nunber of pending US patent applications,

i ncludi ng: 09/575, 108; 10/727,162; 09/575, 110;

09/ 607, 985; 6, 398, 332; 6,394,573; 6,622,923) supports

the encoding of two fixed (per-page) 2-ary (15,7)

Reed- Sol onon codewords and four variable (per-tag)

2-ary




(15,7) Reed-Sol onon codewords, although other nunbers

of codewords can be used for different schenes.

Furt hernmore, PEC supports the rendering of tags via a
rectangul ar unit cell whose |ayout is constant (per 20
page) but whose variable codeword data may vary from
one unit cell to the next PEC does not allow unit
cells to overlap in the direction of page novenment. A
unit cell conpatible with PEC contains a single tag
group consisting of four tags. The tag group contains
a single A codeword unlque -86-the tag group but
replicated ;gg gﬁ n&g W@h Ln the tag group, and four
uni que B ewor Hel%* can be encoded using five
of PECfs Si X su--orted vari abl e codemnrds_ Theﬂtag
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20

of the first exanple, the correspondi ng decodi ng

seguence is as foll ows:
ENERAL CONSIDERATIONS

CRYPTOGRAPHIC SIGNATURE OF REGION ID
If the “region is signed” flag in the region flags is set then the surface coding contains a 160-bit cryptographic

signature of the region ID. The signature is encoded in a one-block superblock.

In an online environment any signature fragment can be used, in conjunction with the region 1D, to validate
the signature. In an offline environment the entire signature can be recovered by reading multiple tags, and

can then be validated using the corresponding public sipnature key.



| ocate targets of conplete tag infer perspective
transformfromtargets sanple and decode any one of
tag's four codewords deternmi ne codeword type and
hence tag orientation 15 sanple and decode required
| ocal (A and B) codewords codeword redundancy is only
12 bits, so only detect errors on decode error flag
bad position sanple determne tag x-y location, with
reference to tag orientation infer 3D tag transform
fromoriented targets 20 determine nib x-y |location
fron1tag x-y location and 3D%rahsform determ ne

%bmg area status of nib location with reference to

‘ar ea map generate | ocal feedback based on nib
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digital ink route digital ink based on region flags
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be™1 de ready wn good codewor d.
th&mgﬁP?ﬂﬁﬁ“ %ﬂ?ﬁgm@F“W SaFYEPnat i ve first exanpl e,
t he correspondi ng decodi ng sequence is as foll ows:

IoEate targg;gG%&Q ggRLete tag 15 infer perspective
transrormifrom argets sanpl e cyclic position code

15de cedant CE”.ygihle C&RQBSPEG) Oticlt G ale subfde oo manbee of peridiegnt Dipajens gpplications,

f I QERdE Y- Gb/E76,100.08172711 00 09B0KhB0; 09/607,985; 6,398,332; 6,394,573; 6,622,923) supports the

encoding of two fixed (per-page) 2*ary (15,7) Reed-Solomon codewords and four variable (per-tag) 2*-ary
(15,7) Reed-Solomon codewords, aithough other numbers of codewords can be used for different schemes.

Farthermore, PEC supports the rendering of tags via a rectangular unit cell whose layout is constant {per
20  page) but whose variable codeword data may vary from one unit cell to the next. PEC does not allow unit

cells to overlap in the direction of page movement.

A unit celt compatible with PEC contains a single tag group consisting of four tags. The tag group contains a
single A codeword unique to the tag group but replicated four times within the tag group, and four unigque B
codewords. These can be encoded using five of PEC’s six supported variable codewords. The tag group also
25  contains eight fixed C and D codewords. One of these can be encoded using the remaining ane of PEC's
variable codewords, two more can be encoded using PEC’s two fixed codewords, and the remaining five can

be encaded and pre-rendered into the Tag Format Structure (TFS) supplied to PEC.

PEC imposes a limit of 32 unique bit addresses per TFS row, The contents of the unit cell respect this limit.
PEC also imposes a limit of 384 on the width of the TFS. The contents of the unit cell respect thiis lmit.

30  Note that for a reasonable page size, the number of variable coordinate bits in the A codeword is modest,
making encoding via a lookup table tractable. Encoding of the B codeword via a lookup table may also be
possible. Note that since a Reed-Solomon code is systematic, only the redundancy data needs to appear in the

lookup table,
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area map generate | ocal feedback based on nib active
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15 » sample and decode required local (A and B) codewords
s codeword redundancy is only 12 bits, so only detect errors
= on decode error flag bad position sample
« determine fag x-y location, with reference to tag orientation
« infer 3D tag transform from criented targets
20 = determine nib x-y location from tag x-y focation and 3D transform
= determine active area status of nib location with reference to active area map
» generate local feedback based on nib active area status
o determine tag type from A codeword
« sample and decode required global {C and D) codewords (inodulo window alignment, with reference to

25 tag type)



and the related change in the positions of the
targets, it has a simlar physical structure to the
tag described earlier. In the expanded tag the
macrodot spacing S has a nomnal value of I 11 pm
based on 7 dots printed at a pitch of 1600 dots per
inch. 20 A macrodot is nomnally circular with a

nom nal dianeter of (3/7)s. A target is nomnally
circular with a nom nal dianeter of (10/7)s. The
expanded tag, |ike the tag descrd bed earlier, also
participates in a tag group,"%hd each expanded tag has
one th sl i Qg’iﬁgﬁm Im@etect
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t he ge{lgnn Ceiblp MBCT odot spaci ng).

« encode region [D, nib x-y location, nib active area status in digital ink

« route digital ink based on region flags

35
avoaided if the codeword is found to be identical to an already-known good codeword.

Region 1D decoding need not occur at the same rate as position decoding and decoding of a codeword can be



20 Horizontal and vertical tag units, based on
center-to-center tag tag spacings, are given by. a~ =
5(2,5s)+2d- 17.6s uy = 7.5 (2s) + 2(d4) 152s where d

is the inter-segnent spacing given by d = (I -/2)s 25
TAG | NFORMATI ON CONTENT Table | | defines the
information fields enbedded in the expanded tag

surface coding. Table 12 defines how these fields map
to codewords. -92- Table 11 Field definitions

coordi nate 10 The unsi gned x ﬁoardi nate of the tag -

all ows a maxim coordinate value of approxi mately 2. QOn
( b Qfsc&qﬁggﬂdﬁmor)ﬁnatec@ﬂ 1@4109—%9,6 mJquJh %ﬂ%' bd Bﬁg OIVbounplaries between tags
COOILdI ngtwe-org;x cgrh%ootd%%e x z.s:ll lheo V\IB cgdew Jn@may%gslgomcg&e% \grapping is
val*le® 't “approxrnat el y t./m.(based on E -actlye ar e '
f 1 Segjected fr?ﬂage FOREIIE &t " K FOUNTRE H&r * PRBOG BF=P S5 ﬁ%fﬁ%%}” ’3‘?”‘ the
ac teprpeporgipaciggh-older coprdingteydh bepdiestsd brlrpedewdr qscodipy iy e A ohggpyine
sf | agnbdi erdrsargheihigidorGadobriigte witsatilhpsavenain imdytrien @tr@inctia of radgwdrdsrrors.

present. 'I' indicates the presence of a map (see
next field). I he map is absent then the val ue of
eadkeavepTentry i derived fromthe active area fl ag

(s revious field). active ar . Yo lol] ' ;
of q?eh‘gg Tag rer‘#rté) |°)§iseel%s%at§ caﬁ?ﬁgﬁ%%%?% fﬁgr e rf‘g N S\%@iptﬁm ¢
o CEREEF B Rpenap e e LT G 50 O ity M e
| ndéseibtddnthe ipin iyt of the Sefeteit gy agH eIty ofpl iRy Be PPAlHahT B
10f r agamniréoefmbain enbedded data stream Only present i e
active area map i s absent encoding format 12 The
f omheatipaf ofttha @xperiaica iisrpepsisely Reffciant tof aowTthdohabrsih of prompley ikt digital
X e kigat inSRRGH A@p. aRl§ M&s oRpkte difialtsiB@nd vdifi@liod ACe'silgR kM aieraction
t heacdial JRgr odot spacing an he nom nal macrodot
spacing, in rumunits, in sign agnitude format - the
nom nal macrodot spacing i 111125nm (based on 1600dp
and.dsrrlRtuge per macrodot egion flags 12 | ags

controlling the interpretation and routi ng of region
15  Figure 39 shows the structure of a complete (P type) expanded tag. Apart from the additional band of symbols

and the related change in the positions of the targets, it has a similar physical structure to the tag described

earlier.

In the expanded tag the macrodot spacing 5 has a nominal value of I11um, based on 7 dots printed at a pitch
of 1600 dots per inch.

20 A macrodot is nominally circular with 2 nominal diameter of (3/7)s.
A target is nominally circular with a nominal diameter of (10/7)s.

The expanded tag, like the tag described earlier, also participates in a tag group, and each expanded tag has
one of the three possibie tag types P, Q and R.

The expanded tag, like the tag described earlier, contains an orientation-indicating cyclic position code.

25 LOCAL CODEWORD

The expanded tag locally contains one complete codeward which is used to encode information unique to the
tag. The codeword is of a punctured 2*.ary (12,7) Reed-Solomon code. The tag therefore encades up to 28 bits

of information unique to the tag.

The layout of the Tocal codeword is shown in Figure 40.
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el ated information. efer to Table 5 for val ues. egion
ID 112 The I D of the region containing the tags.
Signhature 160 digital signature of the region ID. RC
16 CRC (CCTT CRC-16 ) of tag group data. -93 Tabl e
12 Mapping of fields to codewords 8Aewbrd tell r -."A
aMei fit 1:0 10 all coordinate 19:10 10 al

coordinate 10 1 all active area flag 11 1 all active
area map flag 17:22 all active area map 17:22 all to
fragment 3 11:0 12 all encoding format 17:12 16 al
acrodot spacing adjustnent "?C 11:0 12 all region

flg Gica@opheds/: 12 €gion 1D 7:0 18 55:28 7:0 18

83: g%m T% 0°18 111:84 3 110 12 11:0 17:12 16 all RC

7: OheleBpanbielt 1} cSritafhi &dgthtn® of WélvdcodeGorBORIRB:d BhrelBM3@rich @re diftritgted
18 ackodsdnedd deaceZt:tQS akBwhich D¢ wbeti 2o ehodde Jnrhhtich Qonbhiadio 4 4€bs brftigad(h t8s. Each

11 ccﬁ%ﬁ% of Emd W) %Egd-%gunmpcom lgé%-ﬂermg therefore together

encode up to 336 bits of information common 1o a set of contiguous tags.

The layout of the first four fragments of the six codewords B through G in tag type P is shown in Figure 41.
The layout in the other tag types follows the layout in tag type P, with symbols 4 through 7 in tag type Q, and
fragments § through 11 in tag type Q.

The layout of the first four fragments of the six codewords H through M in tag type P is shown in Figure 42.
The layout in the other tag types follows the layout in tag type P, with symbols 4 through 7 in tag type Q, and
fragments B through 11 in tag type Q.

As shown earlier in Figure 37, the tiling guarantees the any set of three adjacent tags contains one tag of each
type, and therefore contains a complete set of distributed codewords. The tag type, used to determine the
registration of the distributed codewords with respect to a particular set of adjacent tags, is inferred from the

x-y coordinate encoded in the local codeword of each tag.

TAG COORDINATE SPACE

The tag coordinate space encoded in the expanded tag is identical to that encoded in the tag described carlier,
with the exceptior that tag units are different (due both to the change in tag structure and the change in

macrodot spacing).

Horizontal and vertical tag units, based on center-to-center tag tag spacings, are given by:

= 5(2J3s) +2d=17.65
- 3 .
= 7.5(2s) + z(d—z-) =15.2s

where d is the inter-segment spacing given by

d= (1 —ﬁ/:)s

TAG INFORMATION CONTENT

Tabie 11 defines the information fields embedded in the expanded tag surface coding. Table 12 defines how

these fields map to codewords.



The tag group unit cell of the expanded tag only
respects PECs TFSwidth limt if the macrodot spacing
is reduced from9 to 7 dots, as reflected in the
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CONSI DERATI ONS The mi ninumimaging field of view
required to guarantee acquisition of an entire
expanded tag has a dianeter of 44s i.e. 2(1 +8+2)2s)
O -94 allowing for arbitrary alignnment between the
surface coding and the field_ of yiew G ven a macrodot
spacing of 111lmthis gives a required field of view
of appr oxi Mabekyridh dPEBons SURFACE CODI NG SECURI TY

SECURI TY REQUI REI\/EI\ITS 5 Itemsecurity can be defined

[ tem is coded, Hyperl abel é&éﬁ&@&%{u&@%r@ﬂna&@%ﬁ%&d&&@
t wo correspondl ng{purposesf, 10 to allo

authentication-of la coded B emto nrgugn_{_t_g_pgg_pz__g_f_a
cod®oTitdm wi t h aAovel it FIRUSER ¥ cogapegi e - Apya =P
detfermi ne the authenti ci tyyeiordwwlsqﬂffpa’@%ma&lﬂdl7ﬂ§’a%?°“§ﬁ
item then the user nmay bepable to make an infornmed

declg;»ie%méuut e ket y AT ek aG WhiheOlhe BE® a honbar of an
| S

it intractable|to for gea&agmsy{,ﬁ,ﬁ&gstgé}ggrggig__ for a

noviel then the onl y tr

i t efff e TSR A an gdut hent i cﬁgﬁgr'?é B8 WS ANE M pgTe B Preseny
dupl i cate the surface codi By e e @%F%t G %“’éﬁ?"t%“ﬁa I
henice its ID). If| the usefseimsp ighbhept thep the egiue ehfaghgnap gnry is
ot hler rreans that fhe ID of d@in\adb&nama&isedreiak@tsgepteﬁoubmd)
uni gee hen—thegser—may gy Wi Bf%leta‘gﬂﬁnnleElﬁJT&)dﬁhboum
autjhentic.” Since the Hyper|abel surface, g dgrglg quQ&{\@[es

meani ngful interac¢ti on bet sens
coded surface dufing a pu 81"’3‘1'3'?’0551"“%5'8@?‘ }(’:'to"r'f’armlgf’faihe

is [desirable for fhe surfa codi ng to support
aut @rkgmeat 1 on dUlel ng 20 @ figgmant bfan émpeddg@iad sweam. Only present if
eraction, i.e.|wthout eahues:éar&gplaabsehmcr ease in the

ST D bop orne, || y W shi ng
t o faut henticate sich itensef?ff°TF‘b§5LPﬁtfé'§sl rable to
I eCuticio®t achg adsdment@b at i ons it differtopachetmecg hiezttud macrogel gpacing and
users. For exanple, it iSheiRGaGI bdiddoe spadngS i@ GOl uhies, tnhri
cregators share se¢ret signaibig K8Y%S- W hofhinkl SRESdor dphcink

r easonabl e for ma Iy users lqlzgn%'ll(yaseggh 19d311p'1£1§7 :ﬂ»&&‘?ﬁémﬁo@

an jauthenticator frusted )

25, fondest hent i cat ['Ag i t ens| CATPEPRR R Prpony rouime BHElon
desjii rabl e to al | oy aut hent jeistad pfometieny t ake pl ace in the
absence of onling access. [Referto Table 5 for values.

region 1D 112 'The 1D of the region containing the tags.

@‘ﬁ'f'%f&’mifodedl {

Signature 160 - A digital signature of the region iD.
CRC 16 A CRC (CCITT CRC-16 ) of tag group data.




SECURI TY DI SCUSSI ON As descri bed above, authentication
relies on verifying the correspondence between data
and a signature of that data. The greater the
difficulty in forging a signature, the greater the
trustworthi ness of signature-based 30 authentication.
-95- The itemID is unique and therefore provides a
basis for a signature. |If online authentication access
is assumed, then the signature may sinply be a random
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padding is deterministically generated from the 1D then it is worthless.

20  Offline authentication of secret-key signatures requires the use of a trusted offline authentication device. The
OA chip (which is the subject of a number of pending US patent applications, including 09/112,763,
09/112,762; 09/112,737; 09/112,761; 09/113,223) provides the basis for such a device, although of limited
capacity. The QA chip can be programmed to verify a signature using a secret key securely held in its internal
memory. In this scenario, however, it is impractical to support per-[D padding, and it is impractical even to

25  support more than a very few secret keys. Furthermore, a QA chip programmed in this manner is susceptible
to a chosen-message attack. These constraints limit the applicability of a QA-chip-based trusted offline

authentication device to niche applications.

In general, despite the claimed security of any particular trusted offline authentication device, creators of
secure items are likely to be reluctant to entrust their secret signature keys to such devices, and this is again

30  likely to limit the applicability of such devices to niche applications.

By contrast, offline authentication of public-key signatures (i.c. generated using the corresponding private
keys) is highly practical. An offline authentication device utilising public keys can trivially hold any number
of public keys, and may be designed to retrieve additional public keys on demand, via a transient online

connection, when it encounters an ID for which it knows it has no corresponding public signature key.
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the signature on demand using the private key and 1D padding, or may store the signature explicitly in the

authentication database. The latter approach obviates the need to store the ID padding.

Note also that signature-based authentication may be used in place of fragment-based authentication even

20 when online access to a trusted anthenticator is avaiiable.

Table 13 provides a summary of which signature schemes are workable in light of the foregoing discussion.

‘Table 13 Summary of workable signature schemes

encoding acquisition signatare online offline
in tags from tags generation | authentication | authentication
Local jFult random ok Impractical to
tore per ID
anonnation
jsecret key Signature too  [Undesirable to

r;hort to be securefstore secret keys

private key Eignature too
hort to be secure

Distributed lfragment(s}) random ok impractical®

lsecret key ok impractical®
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« generete signature (S} by encrypting 1D (X) and padding (P) using private key (L):

S E (X, P)

store signature (S) in database indexed by 1D (X) (and/or store padding (P))
« encode ID (X) in all tag groups

= encode signature () across multiple tags in repeated fashion

Online fragment-based authentication (user):

« acquire ID (X} from tags

« acquire position (x, y); and signature fragment (7;) from tag
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In the Hyperlabel surface coding scheme the random signature, or secret, is 36 bits long or less. It is also
ideally generated using a truly random process. If a longer random signature is required, then the length of the

30 item ID in the surface coding can be reduced to provide additional space for the signature.
SECURITY TAGGING AND TRACKING

Currency, checks and other monetary documents can be tagged in order to detect currency counterfeiting and

counter money Jaundering activities. The Hyperlabel tagged currency can be validated, and tracked through
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the signature rather than fromthe |l ength of the
fragment, since a forger cannot predict which fragnent

a user wll randomy choose to verify. Fragnent
verification requires fragnent identification.
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ON- LI NE PUBLI C- KEY- BASED AUTHENTI CATI ON An on-1li ne

aut hentication device uses a trusted authenticator to
verify the authenticity of an object. For on- 25 line
aut hentication a single tag can be all that is
required to perform authentication. The authentication
devi ce scans the object and acquires one or nore
tags. Fromthis, the object IDis acquired, as well as
at | east one signature fragment and its position. The
fragnent nunber is generated,from the fragment
position. The appropriate trusted authenticator is

| oekediicUgtanidy's fodatbn @ 1 Gloviliel.1o B GplRAGpEET thel EAnnes iHGNEA KGBS-Quipped.

f r QGBI 183 8knerd 1 RBNBIMe pRHEPE the ARk LN vinfeh il DEmdibAtst €d
authenticator. 30 The trusted authenticator receives

th @orqa]:nae aﬁlghaﬁtﬁkiﬁ Ec%\6§§segtﬁleno§ie @tnu\t'cﬁc fhg Lheb hgcatwn can be provided
auﬂay tﬁe mo 1%%1‘1: !1eonﬂr?§lg% Vi erSI%ere a?[e an Ef%&tgcanogbchn-ug%% a\% agp ese%l}gs:sted

aulGIl?Bﬂﬁ £EE SHeP &8 ﬁﬁ) ?’g ’?q‘érﬁ‘o"r ?I?ﬁngBed heggt ¢ @3‘ “’ce“’ei B tioning
ONsiprriNFonSERSREETIeR ABPIy I KIPF OIS RPIOMMAR ogtoraf haferidspt (g this case
ad dhie han@a &lakoythe stafined fruathrcheamast S ikl askt en thif, the exoYoditell§ the handset which
I NGP3IE@Resitd usERiG PostidCbaltulifions, AghthgHieHfl)zy, whitEddes bdd feGuire GIaVid @ be

veghd. éqs%eams Uhlink BLEPBIGE g %{.@ne @%m,oﬁ.stdtlemﬁe G Blation of a wireless

taﬁgan%eﬁ using a t%:m o?m Hatm Igy camparmg 91t Lmet 1¥ t%(es a wn-e esh lgan%sg 5 sxFlaHlp reach

Foca
anéf &t b‘ﬁt‘ﬂ’g’“ef’stmi‘%‘ ‘{“ﬁéu‘&{ﬁ Qi r‘e‘afewaﬁ &Hf'ﬁb%éﬁ“ 7 Iertisedsen
by calshijpredbtsedofyhe diferPhves inperivi dipes pfdha thicolr meesisigeds- scans t he
obj ect and acquires one or nore tags. Fromthis, the
ObfABBENTEDIONS acquired, as well as the secret. The
appropriate trusted authenticator is |ooked up by the
ob Easte phickt 1P hay ja glznatyp-dénited Preqpiighin the dlypedave! pe trugtp makesdt ipypygstical to

15t 1 igtde @l full tHiplvemihic SgkoE in a T & slenausttegheds s idimibited aogsrmultiple tags. A
I €6ty Rfiorth HianGabrdecidd\an e BtidbAVAS. t he secret fromthe
aut henti cati on database by object |ID. This secret is
C OfiPAbi@Hy Winkrhbilityl: 18 PRk gt &t Sbject 101 obhjREID is padded, ideally with a.
aukﬁh@rﬁhﬂm@@tﬁ%ﬁﬁl 1§§turetd Iarcr‘au{hglgtglﬁotl @d@ba&tﬁnd@)@@oy Uﬁ@lr ib. TMuthenncatmn

S
e?aﬁﬁase maabe manaﬁey lf;;ghe manug%urer %Qt ncl:agga manea ey §y athrld Ean? %Ld‘%ﬁl&hlc%’

fine ment - base thenticatio

d;\ﬁa&hi%%fajbé\lg %Bamg %E: an%%\é'% Elw%zor ‘?gﬁ !é“ ﬂt‘ IEl%n‘te,ms) can be
1 TS P B e 6 G e o= SPPS S SBP 0p "5 et o
a PR/frarrete! thap fegpyaciensty pidhy fepment: pigse ¢ fa@er CRettobPridist vighfastpegt 2 user
t heill sedonly cheos¢ tereriynal (A). The service term nal sends
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send the result back the store service termnal (GQ.
The store server could al so conmunicate with the
rel evant aut hentication server directly. The
interaction detail for on-line product scanning at a
retailer is showm in Figure 45. The store operator
scans
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the Hyperl abel tagged product. The scanner sends the
scanner ID and tag data to the service termnal. The
25 service termnal sends this data along with the
term nal 1D and scanner |ocation to the store server.
The store server then sends the request on to the
manuf acturer server, which perforns authentication
(either itself or via a third party authentication
server) and determ nes the object status. The response
is then sent back to the storecerver, and on to the
operator service termnal. Theé interaction detail for
Of frorledchédieR IOSkGAng s BINEM i Genidls ruik®t @i [ €r IS shown in
Figure 46. The store operator 30 scans the Hyperl abe
tagged producereTiRpadsismnre LutudeeiongRrist & rtirdid
tag data fromuadphiapkigadraggbitobiedive service term nal .
The ser vi ce. {eloal BalussUlShilefic Ak madl QAgpNdy ¢ he

termnal ID dand scanner |oca ore
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hotlist, valid object IDIlists, and public key Ilist.
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sent back to the operator service termnal. An

10al seuradsieye: ds@sed@fforeldttad@bgar,oduct scanner occurs where
the scanner is a hand-held, stand-alone scanner. In

t hios1.8@B@Lt-ke-peas hedevacdriognt i cation data i s stored
within the scanner itself, and the scanner perforns
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with their netpage pen, the |nput is sent to the
n ehﬂa@-ﬁne QediERdn mbthdd anabBbe WS life, WDt 8R4 fAB&ticatbrilaidik@he role of
Hﬁkm&@y (A). To scan a product rather than interact
the pen can be placed in a special node. This

' SO}LYH@PG@IC'&Y@ASED%@%Emmﬁmde and can be initiated by
tappl ng on a <scan> button printed on a netpage.

Al L e50ad .-J..Me%!.cytm &N& ugﬁpwst&aanméa@m 1vetdS BE auMRBEER BY o object. For on-
b uf te 9 ﬂaterhlcanon a4 smg{ i e 0 h? Lh% :sqg;wt:d tto gertjorﬂlgutﬂntyca%& 'Pnrc an&\é\qt Qiﬁ(in device

Bte raction as

SCHS PatoKe F““t‘*‘t‘f%irﬁs °a° ?ﬁa}*’fﬁﬁ'ﬁs ffﬂ’c B e EPEHD Spree ég“'cﬁéi % lepsione
t r dgngng fazed: fif trpetifee Thefesneyt pumeer isSeqgaied Fag thofagmgiepopties fhe
St @bromifte trufifleaufidtcpageloiad® tgttigtobiem IMAYe dbjct iTh @ignswe fagnent, and
MOBsh&i: iR séifio dRbsed QUinediitacBY De  sone ot her net page
device, such as a PC. The input is relayed to the
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% manuf act urer server authenticates the object

t hé&"'WEinuf acturer is the trusted authenticator.

Al ternatively the manufacturer server passes the data
on to the authentication server to verify the object
I D and signature (D). The authentication server sends
the 20 authentication result back to the manufacturer
server (E). The manufacturer server checks the status
of the object ID (against its valid IDIlists and
hotlist), and sends the response to the Hyperl abel
server (G . The Hyperlabel server, as part of the
net page system can know the identity and devices of



device (H) as appropriate. If the user's netpage pen
has LEDs then the Hyperl abel server can send a command
25 to the user's pen to light the appropriate LED(S)
(T,J). The interaction detail for scanning with a

net page pen is shown in Figure 48. The net page pen
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20 It wll be appreciated that Hyperl abel tags can be
used with a range of objects, including, for exanple,
items of manufacture, pharmaceutical items, currency
not es, cheques, credit or debit cards, redeenable
tickets, vouchers, coupons, lottery tickets instant

wn tickets, or identity cards or docunents, such as a
driver's licenses or passports. The identity can
include at | east one of an El ectronic Product Code
(EPC), a National Drug Code (ND® 25 nunber, a serial
nunber of a pharmaceutical item a currency note
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receive free' sanples. Wb pages can be custom sed

based on custoner profiles, |local area health data, or

by 20 using a range of product supply chain data such

as geographic | ocation. Hyperlabels therefore make it

possi bl e for the pharmaceutical industry to extend the

use of product | abels and packaging to increase brand

strength, and to establish closer links with

custoners. Thus, with Hyperl abels, the custoner can

becone an integral part of tﬂ$ product supply chain,
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of ADVANTAGES OF HYPERLABEL

Unlike 2D optical barcodes that are often difficult to read due to label damage and & direct ‘line-of-sight’
30  requirement needed for scanning, optically readable, but invisible, infrared Hypertabel tags, are printed all
over, or on a large section of a product label. Hyperlabel tags support line-of-sight omnidirectional reading. In
practice, the Hypetlabel reader is designed to scan the scanning field from at least two substantially
orthogonal directions. This helps the reader to avoid occlusions which may occur if a hand is holding an item.

Hyperlabel tags also incorporate Reed-Solomon error correction methods to improve reliabilicy.
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register for participation in new drug wials, to enter promotions, to participate in Web chat sessions, or to

receive ‘free’ samples. Web pages can be customised based on customer profiles, local area health data, or by
20 using a range of product supply chain data such as geographic location.

Hyperlabels therefore make it possible for the pharmaceutical industry to extend the use of product labels and

packaging to increase brand strength, and to establish closer links with customers. Thus, with Hyperlabels, the

customer can become an integral part of the product supply chain, and supply chain data can be integrated

with customer relationship management (CRM) or healthcare databases to improve the overall efficiency and

25 level of service affered to customers.



redundant data; data allowi ng error correction; 30
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data. 13. A nethod according to claim1, wherein the
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ci pher-text produced by encrypting at |east the
i de¥itGdny and a random nunber, and, 40 ci pher-text
produced using a private key, and verifiable using a
correspg ﬁgﬂlo@ 83 aﬂl';émcitiﬁg akﬁ)}éct the nbthed mciudmg,:lr& c&nﬂ:uter@ysﬁﬁt hod

accordi ng, ! gﬁo%l ﬁag'cnml \éﬁ?n%fs.hghamﬁldm%@tm Veink ergfﬁea@mc t

it acetmii et S algior e e et e oed Uit g v
accordlwﬁmW@“clalm 1, wherein the identity includes at

| east one oﬁnﬂw@nﬂﬁhémnronlc Product Code (EPC); a

Nati onal Dr ugua@aoe sifoM )it iie ipnatuck Geird 2 Sigitei siphaturbloPdD @4t part of
of a pharnag@g&hgal item a currency note attribute

l ncI udi g‘?rmmmg usll‘féw 11‘181 |.e nggata dthe 1(?6%{&3; aﬁﬂge)f)hlrafﬂyc’éﬂ&m&gﬂg{&c&y

denomi na pri nt

serial SFSFAEE-vsing g Pfé‘if‘l%’ °5T‘gf'we}5iﬁ'?‘r5nt1 ﬁ%%ﬂﬁf’d&‘ Bl | east
one of: EM@wwﬂ@Wﬁde%GMﬁggﬁwﬁ@dﬂﬁ%tﬁ%ﬁ?ﬁ@ﬂmﬁ account
nunber: ; comparing the identity to the generated identity; and,

authenticating the object using the results of the comparison.
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2. A method according to claim 1, wherein the method includes, in the computer systerm:
generating authentication data mdicative of success or failure of the anthentication; and,
transferring the authentication data to a user.
20 3 A method according to claim 2, wherein the method includes, in the computer system, transferring
the anthentication data to the sensing device.
4, A method zccording to claim 1, wherein the indicating data is further indicative of the identity of
each of the phirality of signature fragments, and wherein the method includes, in the computer system:
25 determining, from the indicating data, the signature fragment identity of ecach of the plurality of

signature fragments; and,
determining, using the determined signature fragment identities, the determined signature.

5. A method according to claim 1, wherein the method includes, in the computer system:
30  retrieving from a data store, using the received identity, stored datz including at least one of:
padding associated with the signature;
a private key; and,
2 public key: and,
generating, using the stored data and the determined signature, the generated identity.

6. " A method according to claim 5, wherein the stored data is indexed by at least one of:
the identity; and,

a range of identities,

40 7. A method according to claim 3, wherein the method includes, in the computer system, retrieving the



serial nunber; expiry date; check value; and 25
limt; and a card attribute including at |east one of.
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15 a communications hietwork;

the Internet;
a mobilc phone network; and,

a wiraless connection.

20 12, A method according to claim 1, wherein the indicating data is further indicative of at least one of!
a location of the respective data portion;
a position of the respective data portion on the surface;
a size of the data portions;

a size of the signature;

b
Ui

a size of the signature fragment;

an identity of a signature fragment;
units of indicated locations;

redundant data;

data allowing error cofrecn'on;

30 Reed-Solomon data; and,

Cyeclic Redundancy Check (CRC) data.

13. A method according to claim 1, wherein the digital signature includes at least one of:
a random number associated with the identity;
a keyed hash of at least the identity;
a keyed hash of at least the identity produced using a private key, and verifiable using a

Ly
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corresponding public key;
cipher-text produced by encrypting at least the identity;
cipher-text produced by encrypting at least the identity and a random number; and,

40 cipher-text produced using a private key, and verifiable using a corresponding public key.
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14. A method according to claim 1, wherein the identity inchudes an identity of at least one of:
the object;
the surface; and,

a regton of the surface.

15. A method according to claim 1, wherein the identity includes at least one of:
an Electronic Product Code (EPC);
a National Drug Code (NDC) number;
a serial number of a pharmaceutical item;
a currency note attribite including at least one of:
currency,
issue country;
denomination;
note side;
printing works; and
serial number;
a check atiribute including at least one of:
currency;
issuing institution;
account number;
serial mumnber;
expiry date;
check value; and
limit; and
a card attribute including at least one of:
card type;
issuing institution;
account number;
issue date;
expiry date; and

limit.

16. A method according to claim 1, wherein the coded data is arranged in accordance with at least one
layout having r-fold otational symmetry, where n is at least two, the layout including # identical sub-layouts
rotated 1/n revolutions apart about a centre of rotation, at least ong sub-layout inchuding rotation-indicating

data that distinguishes that sub-layout from each other sub-layout,

17. A method according to claim 1, wherein the coded data is arranged in accordance with at least one

layout having »-fold rotational symmetry, where » is at least two, the layout encoding orientation-indicating

HYS
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data Comprisfng a sequence of an integer multiple m of n symbols, where m is one or more, each encoded
symbof being distributed at » locations about a centre of rotational symmetry of the layout such that decoding
the symbols at each of the » orientations of the layout produces » representations of the orientation-indicating
data, each reproseriation comprising a different cyclic shift of the orientation-indicating data and being

indicative of the degree of rotation of the layout.



