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1 INTERNET SECURI TY Technical Field The invention
generally relates to protecting the data a user enters
on the internet. More particularly the invention
relates to protecting data entered on the internet and
5 preventing it being sent to ynexpected | ocations, a
t echni que known as " phi shi ng" 1Background Art

"Phi shing" refers to the process of tricking or

soci ally engineering an organisation's custoners into
inmparting their confidential electronic identity for

INTERNETSECURITY ng is a serious threat to any

onli ne busi ness and services because it leads to
unaut hori sed 10 i nformati on access, frauds and

MTeoimical Figlel The person perforrri ng such an act is
generally referred to as a "phisher". In general, the

v | C {’ltlé% #érgkﬂ%ﬁ?&%% e%tfngsthf ?atﬁ gtﬁé?{feél?é%s gﬂ gﬁeer ﬂlté?net
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Mg Phisl %Hyhﬁmﬁ%onprﬁf!% A gt g 7t G P fternet and
bdveltin}git B&AE SeritRb Andsietbted 16datibhg Wdedhanfue Mabwh s “?hlshlng
addresses, or clicking on crafted web Ilnks on a fake

enai |, or mani pulating DNS (domain nane service)
Backgtouad Arte af or enenti oned techni ques wil |
eventual |y cause web browsers to display fraudul ent

WeisIE A Rifdrs &Cthe Prodeys diteicRiti D 8b&iallyl &ifpiddepiig dh @Rgantation’s
content could take the formaof a | ook-alike web p

SUStQMETS Aifp HRPHEBE m@comdeeﬁiﬁfe!eéaon@ad@twanefqr@mggse Phishing
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ppearing on ori gl na
mlfdmnmioﬁ aomse,dtaudeamsﬁhmdmlaabst he users into believing
that the data entry fields presented are genui ne and

TROp&sdbbafEHING §ildhng a@@irsf%1 enlly adfeired wmi‘rphﬁshfeta’ hhgeneral the
phi shers.. Regardl ess of the techni que depl oyed

phigh yvill impegspnate A trasted wppice s el thecaetimivwill bg é@%tol lmﬂ}tlonally
éérg&ﬂf% étles ‘o'f Sctt¥al i3 Gl lpﬁ'&wg%gécegﬂo gﬂﬂgﬁ T fnforh{ion.

als typl ca conf i
bgfn?ﬁogjlaﬁhé%q%iéc 1ques 1n8ude Pncﬂeﬁc’g 1?5@95 RAS& Vypﬂgq%’ﬁa\ﬁﬁhl%ﬁt web
addresses, or clicking on crafted web links on a fake email, or manipulating DNS (domain
name service) information. The aforementioned techniques will eventually cause web
browsers to display fraudulent web content set up by the phishers. The fraudulent web
content could take the form of a look-alike web page to a genuine web page, or crafted
data input fields embedded into a genuine web page, or a pop-up window appearing on

top of the original website.

The ultimate objective is to lead the users into believing that the data entry fields
presented are genuine and hence into submitting confidential information to the phishers.
Regardless of the technique deployed, the fraudulent web content will alWays contain
data input fields for the web users to fill in and submit. The submitted data is typically
confidential information such as login names and passwords, which will allow the

phishers to exploit the electronic identities of their victims.

Presently, other existing anti-phishing methods known are either ineffective against the

ever innovative phishing techniques or simply too costly for large scale deployment.
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phi shers to exploit the electronic identities of their
victins. Presently, other existing anti-phishing

net hods known are either ineffective against the ever
i nnovati ve phishing techniques or sinply too costly
for large scale deploynent. 2 Anti-phishing nethods
based on website bookmarks are2ineffective against
fraudul ent web links on fake emails or fraudul ent

| ogi n page enbedded into the genui ne web page using

T R A
welplitky/on fake emailngr frawduledt dogin pegesérhissldedartol ver genuine web page

t oken-based 5 authentication nethods are very cost|

YRS FRASSSIER %ﬂpvwme@wﬂ- T Bhiskpametfs ﬁew@n&ﬁ@ﬁﬁﬁé@e unable to
S LSRR R R AT e
dutivamtichtdon hathodearevergptastly dat tness distebutiorent i on rel at es

to a nmethod of controlling the subm ssion of 10.

TisESpresditt @ivesltiomprok 1kt a 80lution & tedadd ah&girolslemp mitschineffers
detecting when the user attenpts to navigate to a
iveriagesAvenls nilaEss;  detecting data entry fields in
the currently displayed page, where such fields exist;

RYY ' ent web address is either 15
$§@Wé&%€$&‘% F@ng?{%b addresses, or is a secure
site in which the site certificate corresponds wth ..
Inipme sxemphieationdhe wyantion 1elaiesg agnethed aheaptrollngfhe pubmission of

_ ' _ SLLLELE
B p Bt ER T Plovser MRS 70t Ton s o

hent i . . £ cat .
e 1 R R TR
dd to th d |jst of d .
b ef cisspe PR R the et il Bl Bi e maybe
made up of QPF 8r nore of a user
where such fields exist; .
verifying that the different web address is either

in an approved list of web addresses, or

is a secure site in which the site certificate corresponds with the site address; and

allowing the transmission of the different web address if the verification is

authenticated.

Preferably, if the verification is not authenticated, the user is queried for verification.

Preferably, the user may add the different web address to the approved list of web

addresses.

Preferably, the approved list of web addresses may be made up of one or more of a user

approved list, an embedded approved list and a web-based approved list.
Preferably, the web-based approved list is a list available from a secure server.
Preferably, the secure site is a site using the Secure Sockets Layer (SSL).

Preferably, the data entry fields are detected in the current web page by detecting web
form fields of the text type.
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approved list, an enbedded approved |list and a
web- based approved list. Preferably, the web-based
approved list is a list available froma secure
server. 25 Preferably, the secure site is a site
usi ng the Secure Sockets Layer (SSL). Preferably, the
data entry fields are detected3in the current web page
by detecting web formfields of the text type. 3
Preferably, there are degrees of authentication and
r 1.5, gL . I | .
P, B afe BORLEA A LB B o Pom Bk Bifcated to e wser by
ctbatiadichtiora web browser address aut henti cator
including : 5 a web browser; a web browser plug-in,
InhesdRbid ek dpiRatied tHeQnidhtioh ¢€ltes 3N WeBB@Sier hadrésaitiRenticator
web page differing fromthe current web page,
mghiding \ng the current web page for data entry fields
and, if any are detected, conparing the requested web
page acdabésswsert h aut henticated 10 addresses, and
allowing transm ssion of the request to viewonly if
t he webvepdgevseagtiigeins i s an aut henticated address.
Preferably, the authenticated addresses are held in
| st syRMudin ddepel 16 Rferchittany YefiRE@AREy aRvebtga@e differing from the
plug-in. Preferably, the authenticator indicates jts )
act i veurpané sish deg¢. anelyeing theeysrenbivelipsge yidaty catry fiplds and, if any
tool bar... Pref.erabl y. t I indi S .
R T
I nveniddesses; lhnd Bfowmgaranshistioawt elie Riquest towiewanligifnke web page
an interceptor which intercepts any request to view a
web padsessily apaythenticatsghaddeess.current web page; and 20
an anal yser which anal yses the current web page for, .
Rigfeaaledit thy apthentipatedrddrgssesaang held in lists and at least one list is embedded in

the plug-in.

Preferably, the authenticator indicates its active presence in the browser by displaying a

toolbar.
Preferably the toolbar indicates the status of current requests.
In a further exemplification the invention relates to a web browser plug-in including:

an interceptor which intercepts any request to view a web page differing from the

current web page; and

an analyser which analyses the current web page for data entry fields and, if any
are detected, compares the requested web page address with authenticated

addresses,

wherein if data entry fields are present, and the requested web page address

matches an authenticated address, the plug-in allows the request.
Preferably, if the address is not authenticated the plug-in queries the user for verification.

Preferably, the address authentication is carried out on at least one of an address list
internal to the plug-in, an address list associated with the browser, an address list

available from a web server.
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are detected, conpares the requested web page address
Wi th authenticated addresses, wherein if data entry
fields are present, and the requested web page address
mat ches an aut henti cated address, the plug-in allows
the request. 25 Preferably, if the address is not

aut henticated the plug-in quer#es the user for
verification. Preferably, the address authentication
is carried out on at |east one of an address |i st

DREER b Bl Rl iy R RIS BBy O 0

b seryer. 4 Preferably, the plug-in. interac it h .
NS0 B8 SRR iRl BBt A B pl Bscions
WhiKR Rt GRtrimit & &ntloPaRtik@iBiBsérasdabl e medi um
i ncluding instructions which are operable to control

an i niyefnelnd ﬂﬁ%glérfe{i@mg@se%%(figggéeﬁ A differéaheRhdRBRE S

to navigate to a erent web dress; 5 detect data

entry. fields in t curs ently i ge, where
such ‘?Eft%cf%ggfqaee)l(litrgtf?e?(\llselgit g Sl t(ﬁgl%l}é? T%gg%nt web
address is ei r in an approved |ist of web
addreggg§§u§?h%§58x§€cure site in which the site
certificate coréfsponds mﬁéh the site address; and 10
al | ow iy that dhesdiftersnp e pddnges igicither ent web address if
the verification is authenticated. Preferably, the

i nst rincwi appeoved dispelogeneddresseh €1 f orm of a browser
plug-in. These and other features of as well as

advanis agesurafsite in whixhdloe sitel cogtifi¢ate poressponds; withetheistp address; and
wi |l be apparent upon reading of the follow ng

det ai dlkdv theseaispisson ok differeweb altiesd B thesaidficatienis
drawi ngs. This invention is an anti-phishing process
whi ch?ABREC2§6e of a conbination of website

aut henti cati on and data subni_ssion intercept 1 on. A

Rustoraly.chp mstigeypss 259 piehens i sdess of gprowser plug-in.

These and other features of as well as advantages which characterise the present invention

=

will be apparent upon reading of the following detailed description and review of the

associated drawings.

3
This invention is an anti-phishing process which makes use of a combination of website
authentication and data submission interception. A software prototype of this process has

proven to be effective against all commonly known phishing techniques.

Brief Description of the Drawings

FIG. 1 is a flow diagram of the recognition and rejection process of an embodiment of the

present invention.

FIG 2 shows the use of the process.

Detailed Description

This invention is a process for the detection and interception of submission of
confidential information from a web browser to a website, whereby the identity of the

target website will be authenticated using multiple authentication methods prior to any
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proven to be effective against all comonly known

phi shing techni ques. Brief Description of the Draw ngs

20 FIG 1 is a flow diagramof the recognition and
rejection process of an enbodi nent of the present
invention. FIG 2 shows the use of the process.

Det ai | ed Description This invenhtion is a process for

the detection and interception of subni ssion of 25
confidential information froma web browser to a

fﬁﬁp?t' Bon VHRE S abiish LAEIHE foyalﬁ)fw Sy R S88rm¥BBa ishmission

W e authenticated using nultiple authentication
subjebbidsa gomittinatiom afithe fesultuofidugienticdtioon. The sai d

action could be to allow or deny the information

B $hO fomBdhngthods@f ax eauidigruahfidential infbienaties dionsa afer, these
aut hentication. To recap, the comon net hods of

#Ktracting confidential information froma user, these

are: 5 Presenting the user with a link to a website
Ribsenting phpesses with ainketo gevebisite whidbsippeark tobma gerpiphwebsite known

. Typi cal t hi 1.ght L. ' C o
ey SR rom bR S rep S B § BB G Fi PRl Futicn i
dry §lghtBCdifalentiRBE Betianein hitBe bAMK bahlofot MStaBOELloaver case

| ower case "L" may be replaced with the nunber "1"

‘A" asbe replased wiithtthe nwabers 14 At least somg efiiae pperk wilhfrjlow the link

S PN SO R P
Haaking aceqint C Theifdlse plidiewilkeither tdhe tHatiatato thehrealrsétaland transfer

site and transfer the user at the first opportuni tp){ .
thepses af thefirs apportiaitehes sdeigmedhe gitergd datas Pm‘fﬂysm y provide no
: u
A IO EE0G5s ol S hERRL e ASEATR b o
thitehéBR [agpearsscogectrtad hadart adsacatad saggodiich eduaby ¢opnects to a
Mu ch actually connects to a different site. 15
AEPhY™n email to a user which appears to originate

froma trusted source, such as a. ba%ilé, and whi ch
Seaginensempaibto pswser whichiappgarg i eriginglg Tomue tHgss OYEg guch as a

Bak PantBPRich PeqieStE tSuser to click on a link that again leads to a website such as

that referred to above.

Sending an email to a user with form fields to be filled in. Code associated with the form

fields can send the information to virtually anywhere.

Overlaying legitimate entry fields in a browser with a separate window which carries
equivalent entry fields. This process relies on a popup window which may have been
triggered by embedded software downloaded from a supposedly innocuous site. The
entry field overlaid may be the address bar of the browser and the software may only act
when a known address is entered, such as PayPal, redirecting the user to a fake site in
which they enter their confidential data. Alternatively, the entry fields overlaid may be

the standard fields for login, and the data may be sent to a malicious address.

The current invention proposes a web-based detection system which legitimises every call
to a web URL before it is sent. The legitimacy of the site to which the data is being sent
is checked in several ways. The detection system preferably is crafted as a plug-in for the

email or browser in use.
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that referred to above. Sending an enmail to a user
with formfields to be filled in. Code associated with
the form fields can send the information to virtually
anywhere. 20 Overlaying legitimate entry fields in a
browser with a separate w ndow which carries

equi valent entry fields. This process relies on a
popup wi ndow whi ch may have been triggered by
enbedded software downl oaded from a supposedly

g@gﬁ) GUOYSefdd (fat% %)Efgfeﬁ Qi gllefa%?r? F]iﬂ'l\éeaﬁlbr S ABYorPE stt®r any web

ress bar o rowse e software may only

Pk is ydeeied pthis comwentashge ewbetha aarfl EMEcdemailiotha wsb PageRala browser is
redirecting the user to a fake site in 25 which they
eeksd torses Whelhar thakenvasiseHEP4: Al ternatively, the

entry fields overlaid may be the standard fields for

I ogerrinputedistsh ypikalla avdgrbScldarn URb-chepliing erasgss is begun.

address. The current invention proposes a web-based )
Fiedtlyc theiuginstonsultsharcémberglied white dist efitarsyedcwaeh siteso Ifzthe URL being

b.URL before.it.is.sent. The leqiti of .th it
4 1t OBHES Wats oS iR yregit 1L Bl i idhodipat they
&@ét%uthm]ge%trﬁ@ws%% tBRM preferably is crafted as a
r e

plug-in for t emai |l or browser in use. 6 Wen a

é@:?fldl SRl Rl Aeolthafed & fth Sk ér- fdnefated¥st bY trhstB® wdb¥ites. Again, if
information 1s sent or any web~ page is queried) the
the URINbeipg gal]edvibadhen tharistThd regnest is hetd andble uperge inifornzed. A

rowser s checked to.see whether ther user .
cstRn Dy e ssirto Praneed il ale EepsAfecH q'%f;r i 2§ Fedusptgg site to the
BelRbzI8hakicagiteg ocess is begun. 5 Firstly, the

plug-i1n consults an enbedded white |ist of trusted web

PR A LR SR B N s
¢onfpeurevedtith et tatdee websitesteram ity eertificate.e Hfitbeyt de notimhiteh, then

URL. . Secondl, t.he L is.coppared . with.a

TG helfiagg Tag uiet iSpBRTras it ¢ Btadlgmessaes ¢

the URL being called is_not on the |list, the request ...
Fayripdy, dheiidres demgeueried mw&er%lane%atfowehg%ﬁ%eﬂdﬁ%ﬁ@sttfﬁ degitimate
éﬂ%i?éssés%igﬁ Qﬁﬁ@lﬂic‘é‘cﬂ)xh b91|ng gu@ﬁfé@rﬂ%}n? 2 R0uPE 58 Verlif afddctypRad
requested site to the ser's list of trusted sites.

document. If no record of the called site is held, the user is again notified that the request

is suspect and a user decision awaited. Otherwise the request proceeds.

FIG. 1 shows the process, in accordance with an embodiment of the invention, followed
by the web browser plug-in in which a user visits a web page at 101, at 102 either clicks a
link, submits a page or attempts to move to another web site. At 103, the plug-in parses
the current web page looking for text box entry fields within “<FORM>" fields. Such
fields may be “<INPUT>" fields of several types. If no fields are found, the browser

request is allowed at 104 and the browser redirects to the requested site.

If any such fields are found, the site to which navigation is being directed is checked at
105 against a denied “black” list which is normally associated with the plug-in. If the site
is on the black list, a message is presented to the user at 106 stating that the site requested
is on the black list and it is not recommended that the site be viewed because confidential
data might be transferred. The user may make a decision to drop the request at 106 or to

go to the site at 109.
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Thirdly, if the site being queried is a secure site

(https), then the target website address is conpared

with the target website server security certificate.

If they do not match, then again the request is held

and the user is informed with a suitable nessage. 15

Fourthly, the address being qukried may be queried at

a web-based whitelist of legitinate addresses with

aut henti cati on being supplied froma secure server in
encr.ypt.e | : I :

EGIELRLRS mf AU N L BER 190 18 BR (PR ison an

dIRMeaSWhitt Slistuaele s lwltﬁbﬁithéﬁﬂ\ﬁg-de clif &i 1®,rthaha)ivxtsedls allowed to

O herwi se the req@est proceeds. FIG 1 shows th « "
navigetsste the nevasitor datis @ohithen asheghisanndasidl T} pesifs a second “white

AR Pl b S

rediréfi®dnprodebdds, submits a page or attenpts to nove to
anot her web site. At 103, the plug-in parses the

1€ e 1efiesaRitO #06h h&ittet 1§, {Heh if ©X kit Bruliihg ¥nfaisetuds sockets layer
within "<FORM" fields. Such fields may be " <| NPUT>"

(hitps)dthe gite cartificalp ig spguested fromdhe sesprgsitgserventind 3- dhibe site
a[,%élgﬁvs\g glz?{che Fi‘r%iuestséd%dh \Qéagt lth &1%@1 ﬁ??sshﬁfed%rﬁ §1te 1S

I eques ed site such i el ds

safisfatornehd thél AscBiid ﬁ:dir@ct\eﬁll Thonanicly & made, ltl&tnhh«: nger is informed
directed i.s checked at 105 agai nst a denied "bl ack"

agpisxat IAP et a9 appFoRRIAfg M8 ated with the plug-in. If

the site is on the black list, a nessage is presented

If thet site ws@rané{ﬂﬂb% sige, anuaﬁgmphlétmadéféo §hch: widhyaewhitelist’] server on

n.the bl n
g? {néergfé*t Wi egh ebre guasg%d %genaf‘ddp afi?ﬁgégﬁg e?nh% ﬂ?ﬁ%&s@ Server is
dheatasif for 4velabilifeatUS Srandpif pimk@t a chiaxki is made b01 . dfnilidgeto match

request at 106 or to 30 go to the sjte at 109 | f .
thwhipkis 2esin eulia in § Fessage Relo2 rpeded 1 thy SR 106 dhweh ifa

| n an allowed "white"
bl ihohfly BRE ‘?‘SQ’E?S‘FE?‘E?%S’S im i itis, the

I t
HE 5o e SR o gl PR eyt
varlous sites, ddsd typltatWathiise Meaaga pPliase athythe ihbtégatesiefrom a toolbar in
Agai n, |f the site is on the |j st the

the Bromiset topiogt beag sfigated byhepiugiq Taf Ho Y s Py actively show
tﬂggéﬂg f%%igmjéﬁggﬂk&sthe site is running on a secure

It is to be understood that even though numerous characteristics and advantages of the
various embodiments of the present invention have been set forth in the foregoing
description, together with details of the structure and functioning of various embodiments
of the invention, this disclosure is illustrative only, and changes may be made in detail so
long as the functioning of the invention is not adversely affected. For example, the
particular order in which the checks are made may vary dependent on the particular

application for which it is used without departure from the scope of the present invention.

Industrial Applicability

The method of the invention is used in the verification that user data is not being sent to

an unauthorised person who may use that information to carry out an action deleterious to



(https), the site certificate is requested fromthe
secure site server at 113. If the site address
mat ches the requested address at 115, then it is
assuned that the site is satisfactory and the user is
redirected. If no match is made, then the user is
informed 10 again at 106 with &n appropri ate nmessage.
1f the site is not an HTTPS site, an attenpt is nade
to check with a "whitelist” server on the internet

. .
HRSKOR PR L RBUBSEEL, PIEnadl AR fhiq SAMRS P opomi benefit
tbitheama, if present, a check is nade at 116. Failing
to match the whitelist again results in a nessage

Radteniy havddifiRatifietothe bradtsel 86 embih pakkage by addifion of a plug-in
match is found then the browser is redirected. FICE_E
y

Blowides al5eol of greatar uekitpl kespresent fyeabenistheigionrs wgystria
&gﬁ%&ggd on detection of various sites, and a typica
rnrng nessage. These may be instigated froma
toolbar in the browser, the tool bar being instigated
by the plug-in. The tool bar may actively show the
status of any current requests. 20 It is to be
under stood t hat even though numerous characteristics
and advantages of the various enbodi nents of the
present invention have been set forth in the foregoing
description, together with details of the structure
and functioning of various enbodi nents of the
invention, this disclosure is illustrative only, and
changes may be made in detail so long as the
functioning of the invention is not adversely
affected. For exanple, the 25 particular order in
whi ch the checks are nmade nmay vary dependent on the
particular application for which it is used w thout
departure fromthe scope of the present invention.
Industrial Applicability The nethod of the invention
is used in the verification that user data is not
bei ng sent to an unauthorised person who nay use that
information to carry out an action deleterious to 8
the user, such as funds transfer. Preventing such a
fund transfer has an econonm c benefit to the user.



10

15

20

25

Additionally, the nodification to the browser or enai
package by addition of a plug-in provides a tool of
greater utility. The present invention is therefore
industrially 5 applicable. 9 Cdains 1. A nethod of
controlling the subm ssion of user-entered information
in awb browser, conprising 9 detecti ng when the
user attenpts to navigate to a different web address;
5 detecting data entry fields in the currently
di spl ayed page, where such fields exist; verifying

e different web address is either in an

~approved |ist of web addresses, or is a secure site in

which the site certificate corresponds with the site
adicr odgnetagiot qrmiing GURTRISSIOR 9 BHT=CL1<E igforaon i a web
di ff egenf. m3ddness if the verification is
aut hent i ngit’,“ggr.nizi he method as claimed in claim1
wher ei i f t verfi 1.QR j .
the. uslreqtneienBhbigr kBl b hafiBhicth ARGk A Fhgrens
clainmed.in.claim ei n, the user.. dd the
R AR S A SIS0 PR of web
addresses. 4. ghe method as claimed in claim1 wherein
the appherestch fields gxistieh addresses may be made up of
one or nore of a user-approved |ist, an enbedded
appr oveatifyingithatiibe disferqab wish sddrespisredthed 1ist. 5. The
met hod as clainmed in claim4 wherein the web-based
appr oviacn approvied list ¢f web addidessemior abl e from a secure
server. 6. The nmethod as clainmed in claim1 in which
t he addnessuragite &l whichehesitepmrtificatavbdriespordsjvadt themite address; and
"bl ack" 1ist.
allowing the transmission of the different web address if the verification is

authenticated.

2.  The method as claimed in claim 1 wherein, if the verification is not authenticated,

the user is queried for verification.

3.  The method as claimed in claim 2 wherein the user may add the different web

address to the approved list of web addresses.

4.  The method as claimed in claim 1 wherein the approved list of web addresses may
be made up of one or more of a user-approved list, an embedded approved list and

a web-based approved list.

5. The method as claimed in claim 4 wherein the web-based approved list is a list

available from a secure server.

6. The method as claimed in claim 1 in which the address may also be compared

with a rejection “black™ list.

7. The method as claimed in claim 1 wherein the secure site is a site using the Secure

Sockets Layer (SSL).

8.  The method as claimed in claim 2 wherein the data entry fields are detected in the

current web page by detecting web form fields of the text type.
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7. The nmethod as clained in claim1l wherein the secure
siteis a site using the Secure Sockets Layer (SSL).
25 8. The nmethod as clainmed in claim2 wherein the
data entry fields are detected in the current web
page by detecting web formfields of the text type. 10
9. The method as claimed in cllm1 wherein there are
degrees of authentication and the degree is indicated
to the user by colour indication. 10. A web browser
agdr egfe ﬁf&ﬂbﬂ%'cﬁﬁ@& 11}1 nlll‘ Piyiirein tetl Qre%e?i’é@? bf arthéhtication and
web browser plug-in, ug-1n 1ntercepti'ng any

r equetie degre«auemda:amuo phﬂgusedbj/fcelbhnmdidatinm.t he current
web page, anal ysing the current web page for data

endr y Afwée siowdBtaddréss alithentidaordpélagigd, comparing the
request ed web page address with authenticated

addr esg&3p pafigked! | oW ng transm ssion of the request to
view only if the web page 10 address is an

aut hen%w%g\%g(gm%gggﬁs& 11. A web browser address

aut henti cator as fired in clai m 10 wherein the

aut hen ted .addresses _are s_an L.l gast

one |i ‘ilf’ “sg PRI AY ﬁe@ue%m 5““’“’ 2 Wfé pagt &%‘ia?““g o the

br ows egurRd€ @b agél ta'ﬁ@l?lélhg @Odurtsht KeBipaBSifor Aal eatrN ks and, if any
wherein the plug-in 5 also provides rejection 1f a

r equesare ggteetsd scanparisyg the reguessed web B@gq- deess ath apghenficated
web braod@gsrsﬁigg& gﬁ(f'xﬁ"ﬁ# gl'%l sg%lh% e gﬁe%k EBexqeévrbn B8 web page

10 where act
pr esensilréss id Hcabhawketed add@dsspl ayi ng a tool bar. 14.
A web browser address authenticator as clained in

ch @i My @8 H8tinddh&s E@&Eﬁﬁfator' ARdifRbem d1hgn B0 hefeiPthe

current requests. 20 15. A web browser plug-in
i ncl usithenticaied iaddrsssse preoheldin lists pad airleaspore bistyis paberdsisd in the

to vi \l/lvgallnvveb page differing fromthe

12. A web browser address authenticator as claimed in claim 10 wherein the plug-in

also provides rejection if a request matches a list of sites to be rejected.

13. A web browser address authenticator as claimed in claim 10 wherein the

authenticator indicates its active presence in the browser by displaying a toolbar.

14. A web browser address authenticator as claimed in claim 13 wherein the toolbar

indicates the status of current requests.
15. A web browser plug-in including:

an interceptor which intercepts any request to view a web page differing from the

current web page; and

an analyser which analyses the current web page for data entry fields and, if any
are detected, compares the requested web page address with authenticated

addresses,

wherein if data entry fields are present, and the requested web page address

matches an authenticated address, the plug-in allows the request.
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current web page; and an anal yser whi ch anal yses the
current web page for data entry fields and, if any

are detected, conpares the requested web page address

wi th authenticated 25 addresses, wherein if data

entry fields are present, and the request ed web page
address matches an aut henticdtfled address, the plug-in
allows the request. 11 16. A web browser plug-in as
claimed in claim15 wherein if the address is not

ayg h eﬁ%&%@@sért}ﬁu& ﬂJzQs dléﬂn&ﬁ% bﬁtﬁntllﬁex‘vﬂé?&ﬁ iff tAE address is not
verification browser plug-1n as clained in

cl ai nautienioated the nlhg-lraqmres $hamﬂeh &tviedfitatom. | s

carried out on at |east one of an address |ist

| 07.er AdvebttRolb@ pdhgir Asitlaitied 36l Ala@B 9 6wheréih tigshidedsati@thentication
with the browser, an address |ist available froma web

ser veis carrigd ont o Bt Isaswae et 1 adsirpss liss néeraslie the pluginam address
15 m%rt s%ctagé% Vpllﬂjigl ' O\Wetr g&d?es‘@“lgp vaﬁlgﬁe ?ﬂaWe@ sBrver.

br owser cmm er rea Ielm

lu |nstr tions bl e ontr
T R O el af g@mﬁﬁéﬂwfﬂatﬂ&évg i fteracts with
at t enat ssdrid@¥iERkLtdobhag di fferent web address;
detect data entry fields in the currently displayed

PPge, A\Q’UﬁESt 1k %e‘i’lfurﬁ)fﬂ&{l]dmg' flsthididi A hili'&e operable to control
ditferent we ress 1s eit I'n an approveg PI st

of vveimmtwreebmerur 15 is a secure site in which the

site certificate corresponds with the site address;

and  alete@wwhbe tHenaBsSittengitor Mivigdetod differenivebaldress;

address if the verification is authenticated. 20. A

conputRfect 828 Rk-¢ fieRE v MeatirehAy dRPla ;y@d pag m 19
wherein the instructions are presen he formof a

br ovs &fndpd Wk fklds exist;

verify that the different web address is either
in an approved list of web addresses, or
is a secure site in which the site certificate corresponds with the site address; and

allow the transmission of the different web address if the verification is

authenticated.

20. A computer readable medium as claimed in claim 19 wherein the instructions are

present in the form of a browser plug-in.



