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VERIFICATION OF BIOMETRIC TEMPLATES FOR PRIVACY
PRESERVING AUTHENTICATION

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] This application claims priority to and is a PCT of U.S. Application 17/079,279,
entitled “Verification Of Biometric Templates For Privacy Preserving Authentication,” filed

October 23, 2020, which is herein incorporated by reference in their entirety for all purposes.

BACKGROUND

[0002] We use biometrics like fingerprints and facial images to identify ourselves to our
mobile devices and log on to applications every day. Such authentication is infernal-facing:
we provide measurement on the same device where the template is stored. If our personal
devices could participate in external-facing authentication too, where biometric measurement
is captured by a nearby external sensor, then we could also enjoy a frictionless authentication
experience in a variety of physical spaces like grocery stores, convention centers, ATMs, etc.

The open setting of a physical space brings forth important privacy concerns though.

[0003] Therefore, it is desirable to provide efficient and reliable biometric authentication

while maintaining privacy.
BRIEF SUMMARY

[0004] Some embodiments of the present disclosure can provide efficient techniques for
performing biometric matching to provide access to a resource. For example, in an
enrollment phase, a verifier device can confirm that a biometric template stored on a user
device satisfies one or more properties (e.g., normalization). The verification can be
performed on an encrypted version of the biometric template. The verifier device can then
sign the encrypted biometric template, and the user device can store the digital signature.
Then, during a matching phase, the user device can provide the digital signature to an access
device, which trusts the verifier device. In this manner, the verification of the biometric
template may be done once during enrollment, and may not need to be done during the

matching phase, e.g., to determine whether to authorize access to a resource.

[0005] Some embodiments of the present disclosure can provide accurate techniques for

verifying a biometric template satisfies a normalization property. The verifying can be done
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using an encryption of the biometric template. For example, a verifier device can use two
different normalization checks with one check involving mod N calculations and another
check involving mod N calculations. Performing the two checks can confirm that the
elements of the vector comprising the biometric template do not wrap around the N bits
allocated for the cryptographic settings used. If an element did wrap around, it may satisfy
the normalization property for one check but not for both checks. Active attacks can be

prevented by using both checks.

[0006] In some implementations using the two checks, to confirm the normalization of the
biometric vector equals a specified value y and that the biometric vector values are less than a
maximum bound, a verifier V can send a challenge to the user device (prover P). The
challenge can include random values combined with each of the encrypted biometric vector
values, thereby providing a masked encrypted biometric vector w. The challenge can also
include a first cancellation value v that is determined using mod N calculations and may
include a sum of the encrypted biometric vector values and a first random value . The
challenge can also include a second cancellation value ¥ that is determined using mod N
calculations and may include a different sum including the encrypted biometric vector values
and a second random value . The challenge can be encrypted, e.g., using a public key of the
prover P. Each of the masked encrypted biometric vector w, first cancellation value v, and the

second cancellation value ¥ can also include a third random value o.

[0007] The prover P can decrypt w, v, and ¥. Prover P can determine a first challenge
response z, including the first cancellation value v and a sum of a first function of the w
values mod N. Prover P can also determine a second challenge response Z, including the
second cancellation value ¥ and the sum of a second function of the w values mod N. The
verifier can check that z=yo? + p and Z =yo2+ f, and otherwise reject the enrollment (e.g..
not providing a digital signature). In this manner, the challenge response may not be accepted

if any of the biometric values overflow N or N .

[0008] Some embodiments of the present disclosure can provide efficient techniques for
confirming that a user device stores the actual biometric vector x that was used to generate
the encrypted biometric vector c. A verifier device V can receive, from a user device (P) an
encrypted biometric ¢ (also called a witness) that is generated using the biometric vector x
and a random vector r. The prover P can send an encrypted commitment value to the verifier

V, where the commitment value includes two separate random values s and u. The verifier V
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can send a random challenge vector e to the prover P. The prover P determines a first
challenge response w using the first random value s and an inner product of e and x mod

N. The prover P can determine a second challenge response z using the second random value
u, P’s public key, the random vector », and the random challenge vector e. The prover P can
send w and z to the verifier V. The verifier can encrypt a product of w and z, where the
encrypted product should equal the encrypted commitment value combined with a function of
the encrypted biometric vector ¢ and the random challenge vector e. Otherwise, the verifier

device can reject the encrypted biometric vector ¢ for enrollment with the user device.

[0009] For some implementations, for templates of length 256 with elements of size 16
bits each, our fastest protocol takes merely 0.024 seconds to compute a match, but even the
slowest one takes no more than 0.12 seconds. The communication overhead of our protocols
is very small too. The passive and actively secure protocols (with some leakage) need to
exchange just 16.5KB and 27.8KB of data, respectively. The first message can be reusable

and, if sent in advance, can reduce the overhead down to just 0.5KB and 0.8KB, respectively.

[0010] These and other embodiments of the disclosure are described in detail below. For
example, other embodiments are directed to systems, devices, and computer readable media

associated with methods described herein.

[0011] A better understanding of the nature and advantages of embodiments of the present
disclosure may be gained with reference to the following detailed description and the

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG. 1 shows the ideal functionality F for biometric authentication.

[0013] FIG. 2 shows processes for accessing a resource that may be improved using

embodiments of the present disclosure.

[0014] FIG. 3 shows a flow diagram of a method 300 of authenticating a user with

biometric information.

[0015] FIG. 4 shows processes for enrollment with a verifier device and matching using an

access device according to embodiments of the present disclosure.
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[0016] FIG. 5 shows a flow diagram of a method 500 for verifying an encrypted biometric

template according to embodiments of the present disclosure.

[0017] FIG. 6 shows a zero-knowledge (ZK) protocol ITx-12 for verifying that an encrypted

biometric template satisfies the L2-norm according to embodiments of the present disclosure.

[0018] FIG. 7 shows a flow diagram of a method 700 for verifying that an encrypted
biometric template corresponds to a plaintext biometric template according to embodiments

of the present disclosure.

[0019] FIG. 8 shows a zero-knowledge (ZK) protocol Iptxt-knwldg for batch proving

knowledge of plaintexts according to embodiments of the present disclosure.

[0020] FIG. 9 shows an example construction for a packing scheme according to

embodiments of the present disclosure.

[0021] FIG. 10 is a three round biometric authentication protocol that is secure against any

semi-honest adversary.

[0022] FIG. 11 is a four round biometric authentication protocol that is secure against any
adversary that can maliciously corrupt the device or jointly corrupt the terminal and authority

in a semi-honest manner according to embodiments of the present disclosure.

[0023] FIG. 12 is a five round biometric authentication protocol that is secure against any
adversary that can maliciously corrupt the device or jointly corrupt the terminal and authority
in a semi-honest manner with no leakage to any party according to embodiments of the

present disclosure.
[0024] FIG. 13 show a circuit C to be garbled from FIG. 12.

[0025] FIG. 14 shows communication overhead in bytes for various protocols. m denotes
the bit count of the template elements. € denotes the number of elements in the template. mi
denotes the size of the first message of the protocol which is reusable. D — 7" denote the

remaining communication from D to 7. T — D denote the total communication from 7 fo D.

[0026] FIG. 15 shows running times in milliseconds of various protocols with element bit

count m and vector length £.

[0027] FIG. 16 shows a block diagram of an example computer system usable with systems

and methods according to embodiments of the present disclosure.
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TERMS

[0028] Prior to discussing embodiments of the invention, some terms can be described in

further detail.

[0029] A “resource” generally refers to any asset that may be used or consumed. For
example, the resource may be computer resource (e.g., stored data or a networked computer
account), a physical resource (e.g., a tangible object or a physical location), or other
electronic resource or communication between computers (e.g., a communication signal
corresponding to an account for performing a transaction). Some non-limiting examples of a
resource may include a good or service, a physical building, a computer account or file, or a
payment account. In some embodiments, a resource may refer to a financial product, such as

aloan or line of credit.

[0030] A “resource provider” may be an entity that can provide resources such as goods,
services, information, and/or access. Examples of a resource provider includes merchants,
access devices, secure data access points, etc. A “merchant” may typically be an entity that

engages in transactions and can sell goods or services, or provide access to goods or services.

[0031] “Authentication” or “authenticating” may be the process of proving or verifying
certain information, and/or verifying the identity of the source of that information. For
example, a user may provide authentication data that is unique or only known to the user to
prove the identity of the user. Examples of different types of authentication data may include
biometrics (e.g., fingerprint, palm print, face recognition, iris and/or retina recognition, voice
recognition, gait, or other human characteristics), passcode, PIN, answers to security

question(s), cryptographic response to challenge, human and/or device signature, etc.

[0032] A “user device” may be any suitable device that is operated by a user. Suitable user
devices can be portable and can communicate with external entities such as access devices.
Examples of user devices include mobile phones, laptop computers, smartwatches, access

cards, smart cards, etc.

[0033] An “authorizing entity” is an entity that can authorize or approve interactions. An
authorizing entity may typically refer to a business entity (e.g., a bank) that maintains an
account for a user and is capable of authorizing interactions such as the purchase of goods or
services from a merchant. An authorizing entity may operate an “authorization computer.”

Examples of an authorization entity may be an issuer, a governmental agency, a document
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repository, an access administrator, etc. An “issuer” may typically refer to a business entity
(e.g., a bank) that maintains an account for a user that is associated with a client device such
as an account enrolled in a mobile application installed on a client device. An authorization
entity may also issue account parameters associated with the account to a client device. An
authorization entity may be associated with a host system that performs some or all of the

functions of the issuer on behalf of the authorization entity.

[0034] An “access device” may be any suitable device that provides access to a remote
system. An access device may also be used for communicating with a resource provider
computer, an authorizing computer, or any other suitable system. An access device may
generally be located in any suitable location, such as at the location of a resource provider or
merchant. AN access device may be in any suitable form. Some examples of access devices
include POS or point of sale devices (e.g., POS terminals), cellular phones, PDAs, personal
computers (PCs), table PCs, hand-held specialized readers, set-top boxes, electronic cash
registers (ECRs), automated teller machines (ATMs), virtual cash registers (VCRs), kiosks,
security systems, access systems, terminals, and the like. An access device may use any
suitable contact or contactless mode of operation to send or receive data from, or associated
with, a user communication device. Other examples of access devices include devices (e.g.,
locks, gates, access control boxes, etc.,) that control physical access to locations (e.g., venues,
transit stations, homes, offices, buildings, etc.,) as well as software devices that control access
to data or information. In embodiments, the access device may be configured to charge or

recharge a user device via contact or contactless modes of operation.

[0035] A “server computer” may include a powerful computer or cluster of computers. For
example, the server computer can be a large mainframe, a minicomputer cluster, or a group of
servers functioning as a unit. In one example, the server computer may be a database server
coupled to a web server. The server computer may comprise one or more computational
apparatuses and may use any of a variety of computing structures, arrangements, and

compilations for servicing the requests from one or more client computers.

[0036] A “memory” may be any suitable device or devices that may store electronic data.
A suitable memory may comprise a non-transitory computer readable medium that stores
instructions that can be executed by a processor to implement a desired method. Examples of
memories may comprise one or more memory chips, disk drives, etc. Such memories may

operate using any suitable electrical, optical, and/or magnetic mode of operation.
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[0037] A “processor”’ may refer to any suitable data computation device or devices. A
processor may comprise one or more microprocessors working together to accomplish a
desired function. The processor may include a CPU that comprises at least one high-speed
data processor adequate to execute program components for executing user and/or system-
generated requests. The CPU may be a microprocessor such as AMD's Athlon, Duron and/or
Opteron; IBM and/or Motorola's PowerPC; IBM's and Sony's Cell processor; Intel's Celeron,

Itanium, Pentium, Xeon, and/or XScale; and/or the like processor(s).
DETAILED DESCRIPTION

[0038] This disclosure provides efficient and accurate protocols for secure external-facing
authentication of user devices (e.g., mobile devices) using biometric measurements. A
biometric template can be verified to satisfy one or more properties and enrolled for use later
in an authentication process (phase). As part of a separate enrollment or in a same sessions as
a matching phase, a biometric template can be verified (e.g., by a verifier device) to satisfy
one or more specific properties, e.g., normalization. The verification can use new techniques
for zero-knowledge proofs (e.g., to confirm an active attack is not using a biometric template
with too large of vector values). Additionally, packing techniques can enable efficient

communications.

[0039] When the verification of the biometric template occurs during an enrollment phase,
the interaction can include three entities in: a user device D, a terminal 7 (also called an
access device) having an attached sensor, and a service provider SP (also called a verifier
device). Embodiments can include two phases in authentication: an enrollment phase where a
user's biometric template is registered with a service provider, and a matching phase where
the user device and a terminal interact with each other to compare biometric data, e.g., to
provide access to a resource. Embodiments can represent biometric templates as vectors and

compute the inner-product between them (in a secure manner).

[0040] Some embodiment use zero-knowledge proofs to provide security against active
attacks, which can include malformed ciphertexts, invalid biometric templates, etc. For
example, a malformed encrypted biometric can be generated from an invalid biometric vector
with values larger than a specified amount. This disclosure presents several efficient zero-
knowledge protocols. One protocol uses a proof for the well-formedness of templates,
represented as vectors. Some embodiments can verify that a vector has a certain norm (e.g.,

L2 norm), without leaking any information about the biometric template to the verifier
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device. Existing protocols [23] for this have an overhead of kn for a statistical security
parameter k, say 40. We present new techniques to reduce the overhead to (roughly) n, thus

achieving close to 40x speedup.

[0041] Another protocol is a zero-knowledge proof-of-knowledge of the plaintext values in
a set of n Paillier ciphertexts. One can use techniques to prove knowledge of each plaintext
value individually, but this would make the communication complexity linear in n. This
disclosure provides a new batched version of their protocol where the prover sends the same
number of messages as the basic protocol. For example, after applying a Fiat-Shamir
heuristic, some embodiments can provide a protocol with a constant communication

complexity (independent of n).

[0042] Additionally, some embodiments can use a Paillier encryption scheme [26] to
encrypt templates and use its homomorphic properties to operate on them. Typically, a single
Paillier ciphertext can contain 2048 or 3072 bits of plaintext data but for biometric tasks, the
size of a plaintext value is typically very small. An optimization technique for Paillier
encryption can allow batching encryptions of several plaintexts (of relatively small size) into
one single ciphertext thereby reducing the computation and communication overhead of the

basic encryption scheme considerably.

[0043] The packing technique is significantly different from [20, 25] due to the support for
multiplying two packed values. To get some insight, suppose we have two vectors u =

(Uq, ..., up) and ¥ = (v4, ..., vp), and we pack n out of £ elements into one ciphertext
somehow. If we only care about summing up these vectors component-wise, we just need to
make sure that there is some extra room or padding between the packed elements to capture
the overflow. The amount of padding can depend on the number of additions to be
performed. However, multiplying two ciphertexts packed in a simple manner would produce
terms where the desired products (of the form u;v;) are mixed with cross-products (of the
form w;v;, i # j); so the packing scheme can be more sparse. Furthermore, the cross-products
could leak extra information when packed ciphertexts are decrypted, so they need to be
masked properly. Some embodiments provide new encoding scheme that takes care of these
problems (Section V), and can results in 8x savings in the semi-honest protocol and 6x

savings in the malicious ones.

[0044] Various example protocols can exploit the new packing and proof techniques to

build a suite of efficient protocols for biometric matching (e.g., based on the cosine similarity
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metric or other similarity metric) with trade-offs between security and efficiency. Example
protocol I can provide security against semi-honest attacks, and leak the inner product
(between the biometric template and captured biometric) to the user device. Example
protocol II can provide security against malicious devices and semi-honest service-
provider/terminal, and leak the inner product to the terminal. Example protocol III can

provide security in the same setting as the above but leak no information.

[0045] Any of the protocols might perform a verification of whether the biometric template
is malformed, e.g., normalized. For example, in the enrollment phase, a provider can sign an
encrypted template provided by a user device. The user device can hide the template (by
encryption) but convince the service provider that it is well-formed using a zero-knowledge
proof. The signed encrypted template can be sent in a message (e.g., a first message) sent by
the device in a matching phase with a terminal. The signature convinces the terminal that the
template is well-formed without having to engage in another proof session. Since an
encrypted template leaks no information to the terminal, the first message of the matching

protocol can be sent even before the terminal had a chance to record a measurement.

[0046] Protocol I, II, and III can have three, four and five rounds of communication,
respectively, in the matching phase. A round consists of a message sent from the device to the
terminal or vice versa. If the first message is sent early on, then the matching phase in all the

three protocols can have one fewer round.

[0047] Apart from zero-knowledge proofs, some embodiments can use cryptographic tools
like message authentication codes, oblivious transfer, and garbled circuits to achieve security
under active attacks in the second and third protocols. The first protocol may rely on the

security of Paillier encryption.

[0048] Results are provided for the three protocols on a single commodity laptop. We use
3072-bit Paillier, estimated to have 112 bits of computational security, and a statistical
security parameter of 40 bits. We consider various template lengths € €
{128,256,512,1024} combined with different bit lengths m € {8, 16, 24} for each template
element. We discuss here some performance numbers for £ = 256 and m = 16. Further

details are provided later.

[0049] For Protocol I, enrollment takes 0.6 seconds while the matching phase requires just
0.024 seconds. This can be explained by the fact that Paillier encryption requires a large

exponentiation while decryption and homomorphic operations are relatively efficient. The
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first message of matching phase (encrypted template) is only 16KB as opposed to 128KB,
thanks to packing. Thus, packing helps to achieve an improvement of 8x here. The rest of the
protocol only requires the terminal to communicate 516 bytes. As a result, Protocol I has

very low communication overhead.

[0050] Despite considering malicious devices, protocols IT and III require only 5 seconds
for enrollment, due to the disclosed use of efficient zero-knowledge proofs. The matching
phase of protocol II takes just 0.05 seconds. The first message here is of size 27KB as
opposed to 162KB, a saving of 6x due to packing. The rest of the protocol consumes only
0.8KB.

[0051] The most secure protocol, protocol I11, is also quite fast. It takes only 0.12 seconds
to compute a match. The communication overhead is on the higher side though: a total of
142KB is exchanged as opposed to 28KB for protocol II, due to the use of garbled circuits.
With some assistance from the service provider in a preprocessing phase, this can be brought

down to as little as 20KB.

[0052] Other embodiments can use other types of homomorphic encryption schemes
besides Pailler encryption, such as learning with errors (LWE)-based additive homomorphic

encryption schemes.

L INTRODUCTION

[0053] Biometric authentication has become a part of our daily lives. We use biometrics
like fingerprints and facial images to identify ourselves to our mobile devices and log into
mobile applications everyday [1-3, 5]. When we set up a device (enrollment phase) that
supports biometric authentication, we provide several biometric measurements so that it can
generate a high quality template. After that, we authenticate by providing a fresh biometric
measurement. If the measurement matches with the stored template, the authentication
succeeds (matching phase). Such authentication can be considered as infernal-facing:

biometric data is collected for matching on the same device where the template is stored.

[0054] The ability of mobile devices to store and process biometric data securely could be
utilized for external-facing authentication too, where a sensor placed outside of the device
(i.e. external sensor) collects biometric data for matching. Consider a large service provider
with several physical locations in a region. A user can enroll her template with the provider

through its app on her mobile device. Then, sensors placed at the provider locations can

10
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capture her biometric data and match it against the template stored on her device. If the match
is successful, then she could get a certain level of access, allowed to accomplish a certain

task, etc., based on her account with the provider.

[0055] Places like amusement parks, convention centers, theaters, etc., could use this type
of biometric matching at the entrance to quickly and conveniently identify people who have
bought tickets earlier through their app. Grocery stores could use it to identify the right
payment credentials and enable a smooth checkout. ATM machines could use it to identify
the account to withdraw money from. Apartments could use it to only allow authorized

people in.

[0056] An important benefit of this approach is that the biometric templates of the user
population are not collected and stored in some giant database, whose breach would be

disastrous [6, 8]. Instead, the templates stay on the devices of the users to which they belong.

[0057] In the settings discussed above, there is value in making the user experience
seamless. Users may not need to reach out for their devices and interact with them every time
the service provider tries to authenticate them at its locations. Once a user demonstrates her
trust in a provider by connecting with an access device of the provider and participating in the
matching process at a location, the user device can automatically connect with another
provider access device any time a match is needed at that location (and perhaps at other
locations t00). Google's Nearby Connections API [4], for instance, could be used for this

purpose. It uses both Bluetooth and WiFi Direct to connect devices.

[0058] Though a seamless experience seems quite useful and appealing, it constrains how a
secure matching protocol can be designed due to privacy concerns. Let us take the example of
an amusement park where people have lined up at the entrance. A sensor installed on the
terminal (access device) would automatically connect to several user devices in proximity (if
these devices are enrolled). If the sensor takes a biometric measurement of Alice (e.g., by
capturing her picture), it cannot just share the measurement with all the connected devices

because it does not know which of them belongs to Alice.

[0059] Also, it may be undesirable for the devices to share their templates with the sensor.

This is undesirable for at least two reasons. First, a template may be a lot more representative
of an individual than a measurement collected by the sensor. Second, there may be people in

the vicinity of the sensor who do not wish to enter the park but their devices are connected.

These devices have no reason to just send the template to the sensor.

11
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[0060] To summarize, in some implementations, neither the sensor should share the
measurement collected with the devices in plaintext nor the devices should share the
templates with the sensor in plaintext. Thus, a matching protocol between sensor and devices
is desired that can work with encrypted data and that can leak as little information as possible

about the sensitive biometric information involved.

[0061] While preventing information leakage is certainly important, attackers could also try
to subvert the matching protocol. An attacker Bob could steal Alice's device, which stores her
template, and try to trick the sensor into believing that it captured Alice's biometric, when the
biometric is actually Bob's. In other words, Bob attempts to force the matching protocol to
succeed when it should not, which would enable him to impersonate Alice. At an ATM
machine, for example, he would be able to withdraw Alice's money. Such an attack can be
considered an active attack. Such an attack could use a new template that is not normalized or

the stored encrypted biometric template could be changed.

[0062] Another design aspect is that of efficiency, best exemplified by places like
amusement parks where hundreds of people wait in line to enter. Any secure matching
protocol for such use-cases should be both computation and communication efficient. The
protocol should return the match outcome as quickly as possible. In some implementations, it
could start before a person gets to the front of the line, i.e., before a biometric measurement is
taken. Furthermore, the protocol can involve a small amount of data exchange because the
connection could be low-bandwidth like Bluetooth or data usage could be expensive. On the
other hand, enrollment of biometric templates could be on the slower side because it will

happen infrequently.

[0063] There exists an extensive literature on secure protocols for biometric matching for
various modalities (fingerprint, iris, face, etc.) and distance measures (Hamming distance,
Euclidean distance, etc.). Some are based on the idea of deriving a cryptographic key from
noisy biometric measurements [10, 11, 16, 22] One shortcoming of this approach is the
difficulty in deriving a consistent key despite potential errors in the biometric measurement.
Another line of work uses techniques from secure multi-party computation to evaluate the
traditional matching algorithms on encrypted data [9, 17, 20, 21, 25, 27, 28]. Some

embodiments of the present disclosure lie in this second category.

[0064] However, to the best of our knowledge, all prior work is in the semi-honest model

and does not consider active attacks. Instead, they are often motivated by the identification

12
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setting, where a measurement is compared with a database of templates, as opposed to the
authentication setting. Authentication is a 1:1 type of task where a measurement is compared
against a template to determine if they belong to the same person. Identification, on the other
hand, is a 1:N type of task where a measurement is matched against a potentially large set of
N templates to determine who the measurement belongs to. For identification, a focus is on
trying to batch process as many comparisons as possible instead of optimizing a single
comparison operation. Embodiments of the present disclosure can also could have several

simultaneous authentication attempts from different users.

II. PRELIMINARIES

[0065] Some cryptographic concepts and notation is useful for understanding certain
aspects of the disclosure. As for notation, the security parameter is denoted by A. Biometric
values can be represented using vectors, e.g., the device's biometric template can be
represented as a vector & = (uy, ..., up) and the terminal's biometric template is represented
as avector w = (wy, ..., w,). Here, forall i € [£], u;, w; € Z,m (i.e., u;, w; are m-bit
numbers). We use x to denote an encryption of x. Sometimes, we use x; r to denote that

message x is encrypted using randomness 7.

A Cosine Similarity

[0066] One similarity metric for determining whether the captured biometric (i.e., from the
sensor) matches the biometric template is a cosine similarity, which can be defined as
follows. For vectors u, w, the Cosine Similarity between them is a value between 0 and 1

defined as follows:

P (u, w)
CS. Dist(z, w) = m

Note that if the L2-norm of both vectors [[u]|, ||w]|| is , CS.Dist(u, w) = {u, w)/T?. To check
if CS. Dist(u, W) > T’ for some T" € [0,1], it is sufficient to check that (u, w) = T where T =
T - 12,

[0067] We formally define zero knowledge proofs, digital signatures, oblivious transfer and
garbled circuits in section X. Other example similarity metrics include Hamming or

Euclidean distances.

13
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B. Paillier Encryption

[0068] The additively homomorphic encryption scheme by Paillier [26]
(Plr. Setup, PIr. Enc, Plr. Add, Plr. Dec) can be defined as follows:

»  Plr.Setup(1) =: (epk, esk): Choose random primes p and q of length 1. Set N =
pq,9g =N+ 1),d=lem(p — 1,9 — 1). Compute t = L(g*modN?)~* mod N
X

where L(+) is defined as L(x) = % Output public key epk = (N, g) and secret key

esk = (d, p).

« Plr.Enc(4, x,epk) =: [x; r]: Given plaintext x € Zy, output ciphertext [x; r] =

g™rN mod N? where r is chosen randomly in Z}.

* Plr.Add(4, x,y) =:x + y: Given ciphertexts x and y, output ciphertext x +y = x -y
mod N2,

* Plr.Dec(4, ¢, esk) =: x: Given ciphertext ¢ and secret key esk, output x =

L(c%modN?) - u mod N.

[0069] We describe the correctness and security properties satisfied by this scheme in

section X.

C. Biometric Authentication

[0070] In this section, we describe examples for secure biometric authentication. We use

the ideal-real world paradigm to capture the security goals.

[0071] FIG. 1 shows the ideal functionality F for biometric authentication. It has two query
types. The first allows a user to register a biometric template % via her device D with a
service provide SP in an 'enrollment' phase. Subsequently, the device can engage in a
'matching' session with a terminal 7° using her registered template. The terminal provides a

measurement Ww. If & and W are close enough, then F reports that there was a match.

[0072] In addition, the functionality explicitly allows a pair of leakage functions to be
defined. Such leakage functions can be used because some protocols reveal more information
than just the predicate of whether there was a match or not. For example, some protocols can

reveal the inner product between W and # to one of the parties.
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[0073] For a real world model, a protocol  for biometric authentication can comprise two
phases: an enrollment phase and a matching phase. The enrollment phase is between a device
D and a service provider SP. Once D is enrolled, it can participate in a matching session with
aterminal T. Typically, the enrollment phase will be run once for a device, while the

matching phase will be run many times, possibly with different terminals.

[0074] For a threat model, we consider semi-honest (honest-but-curious) service providers
and terminals, but account for the real possibility that they may collude with each other to
learn more information about the biometric templates of users (beyond the fact that there was
a match or not, and any leakage). In other words, embodiment can consider a simulator for

the joint view of a semi-honest SP and T

[0075] On the other hand, we consider both semi-honest and malicious devices. A semi-
honest device would try to learn more information about the measurements than it is
supposed to. A malicious device would go further: it could try to enroll an invalid template (|l
U ll# 1), make the matching succeed even when the measurement is not close ((i, W) < T),

etc.

[0076] Service providers could be malicious too but attempting to change the outcome of
matching is not very useful for them (like it is for devices). If a paying member of an
organization is refused entry to one of its locations, for instance, due to a biometric match
failure, she could just ask for a refund. If a grocery store attempts to make the matching
succeed with someone's device who is not checking out, the person could dispute the charge

on her credit card.

[0077] Some embodiments can consider a protocol 7 to be secure if, for every adversary A
in the real world (of the type described above), there exists a simulator § in the ideal world

such that the joint distribution of the output of honest parties and view of A in the real world
is computationally indistinguishable from the joint distribution of the output of honest parties

and § in the ideal world.

III. SCENARIOS FOR USING BIOMETRICS BETWEEN TWO DEVICES

[0078] Biometrics can be used in a variety of external facing scenarios, where the device
capturing a biometric measurement is not the device that stores the biometric template. Such
scenarios can occur in a variety of situations where it is desirable to confirm a location of the

user (e.g., that the user is at a door to enter a building) as determined by an access device at
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that location, while also confirming that the user’s device does belong to the user. For
instance, the access device can includes a sensors (e.g., a camera) that captures a
photographic image of the user. Embodiments can enable such authentication using
biometrics without exposing the biometric template so that others cannot use it to gain

improper access to the user’s device or other devices.

A General use of biometric in matching phase

[0079] FIG. 2 shows processes for accessing a resource that may be improved using
embodiments of the present disclosure. As examples, the resource may be access to a
secured building or area, an ATM, a point-of-sale device, or any other device for which a
biometric authentication may be useful for providing access. Access to the resource may be
controlled by an access device 255 that has a biometric sensor. Such an access device could
store biometric templates of all users with authorization to enter the secured area. However,
there may be a large number of users, and storing many biometric templates together may
make the access device a target for hackers. Thus it may be beneficial to have each user store

their own biometric template.

[0080] In step 252, the access device 255 may use a biometric capture device (such as a
camera or fingerprint sensor), also referred to as a biometric sensor, to capture a biometric
measurement of the user 235. The capture is shown as an arrow depicting the transfer of
biometric information from user 235 to access device 255. The biometric capture device
could be triggered in a variety of ways. For example, the user’s presence could automatically
trigger the capture device. In other implementations, the user can be required to affirmatively
select a button or other user interface element to trigger the capture. In this manner,

instruction can be provided to the user for positioning to provide a high quality measurement.

[0081] As another example, the access device 255 can emit a beacon signal (e.g., via
Bluetooth), which can be detected by user devices in the vicinity (e.g., user device 245).
After detecting the beacon signal, the user device can send a command to the access device to
capture a biometric (e.g., a photo) of the user. As another example, the access device can

capture the biometric periodically.

[0082] In step 254, the access device 255 may receive a biometric template 245a from a
user device 245. The user device 245 may be, for example, a mobile device such as a smart

phone. The biometric template 245a may be encrypted and have been stored on the user
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device 245 from a prior enrollment step (in this example an internal enrollment). In this

enrollment, the user device 245 may capture biometric information of the user 235.

[0083] As described in later section, an external enrollment process can involve a verifier
device to confirm that the biometric template satisfies one or more properties, e.g., a norm of
a biometric vector. The user information may then be sampled and stored on the user device
245 as a biometric template, potentially along with a digital signature of the verifier device.
In other implementations, the access device 255 can also perform the verification that the
biometric template 245a satisfies the one or more properties. The biometric template 245a
may be stored on a secure element of the user device 245. The user device 245 and the access
device 255 may communicate in a variety of ways. For example, the devices may
communicate over a wireless connection such as Wi-Fi, Bluetooth, and near-field

communication (NFC).

[0084] In step 256, the access device 255 may then compare the biometric template 245a to
the biometric measurement using a similarity function to compute a similarity metric. If the
similarity metric exceeds a predetermined threshold, then the access device may verify the
user. Alternatively, the access device 255 may send the biometric measurement to the user
device 245. The user device 245 may then compare the biometric template 245a to the

biometric measurement using a similarity function.

[0085] In step 258, the access device 255 may perform additional authentication and/or
authorization steps. For example, the access device 255 may request that the user 235 enter a
personal identification number (PIN) or a password for further authentication. The access
device 255 may also check recent usage of an account of the user. For example, there may be
recent usage that indicates potential fraud. The access device 255 may communicate with
additional computer devices, such as an authentication computer and/or an authorization

computer, to perform the additional authentication and/or authorization steps.

[0086] In step 260, once the user account is verified using the biometric technique and any
authentication and possible authorization has been approved, the access device 255 may
notify the user 235 and provide a resource to the user 235. For example, the resource may be
access to the secured building. More generally, the resource may be, for example, a computer
resource (e.g., stored data or a networked computer account), a physical resource (e.g., a
tangible object or a physical location), or other electronic resource or communication

between computers (e.g., a communication signal corresponding to an account for performing
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a transaction). Additional examples of a resource may include a good or service, a computer
account or file, or a payment account. In such situations, an authorizing computer (entity) can
perform a further determination of whether the user is authorized to access the resource. For
example, a user may be authenticated, but not have registered or does not have sufficient
funds to access the resource. After authentication, a user or the user device can be prompted
to provide payment credential, which can be confirmed by an authorization entity that
authorizes access to the resource, as may be controlled by a resource provider in

communication with the access device 255.

[0087] In the setting of external-facing authentication where a seamless experience is
desirable, facial recognition is one type of biometric that can be used. For the matching, the
cosine similarity metric is one example similarity metric that can be used (e.g. CosFace [31],

SphereFace [24], FaceNet [29]).

B. Cooperating devices using homomorphic encryption

[0088] To implement the biometric authentication described in FIG. 2, some embodiments
can use homomorphic encryption so that the captured biometric can be compared to the
encrypted biometric template, so that the access device does not need to have the biometric
template in plaintext format. Accordingly, the comparison is performed while both are
encrypted so as not divulge either. As part of the comparison, a similarity metric is confirmed
to be below a threshold to ensure there is a match between the two biometrics; an exact match

would generally not occur due to measurement differences.

[0089] FIG. 3 shows a flow diagram of a method 300 of authenticating a user with
biometric information. The user may be interacting with an access device to gain access to
some resource. For example, the resource may be a secured building, a computing device, or
a payment account. A user device 305 can correspond to a first device, and access device 315
can correspond to a second device having a biometric sensor. Method 300 may be triggered
by user input at user device 305, e.g., initiating an authentication process with an application
executing on the user device 305. As another example, method 300 may be triggered via
input at access device 315, which can then send a message to user device to initiate the
authentication process. The input at access device 315 may be provided by a different user or
the same user of user device 305, e.g., by a user walking by a sensor of access device 315 to

trigger the authentication process.
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[0090] In step 302, user device 305 can generate a public key and an encrypted biometric
template. The biometric template may have been encrypted using a private key associated
with the public key, following a homomorphic encryption scheme. The user device 305 may
also generate one or more encrypted masks by encrypting one or more randomly selected
values (also referred to as mask values, e.g., when not randomly selected), which may be later
used to mask a similarity metric. In some embodiments, the user device 305 may generate an
indicator that the biometric template that was encrypted is in proper format. For example, the
user device 305 may also generate a proof-of-knowledge indicating that the plaintext
biometric template is normalized (e.g., a vector with a total length 1). In other embodiments,

such a proof can be used in an enrollment process with a service provider.

[0091] In step 304, the user device 305 can send the public key and the encrypted biometric
template to an access device 315. The user device 305 may also send the indicator (e.g., the

proof-of-knowledge) and/or the one or more encrypted masks.

[0092] In step 306, the access device 315 can receive the public key and the encrypted
biometric template from the user device 305. The access device may also receive the
indicator (e.g., the proof-of-knowledge or a digital signature confirming the biometric
template is well formed). In some embodiments, the access device 315 may then evaluate the
proof-of-knowledge, using the encrypted biometric template, to confirm that the plaintext
biometric template is normalized. In other embodiments, the digital signature of the
encrypted biometric template can be verified using a public key of the verifier device that
generated the digital signature, as described in more detail in the next section. If the access
device 315 does not receive an expected indicator that the plaintext biometric template is in
proper format, the access device 315 may abort the process. In other embodiments, the access
device 315 may assume the plaintext biometric template is in the proper format. The access

device 315 may also receive the one or more encrypted masks.

[0093] In step 308, the access device 315 may obtain a biometric measurement of the user
using one or more biometric sensors. For example, the access device 315 may use a
fingerprint reader to capture a finger print of the user. In another example, the access device
315 may use a camera to capture a facial scan of the user. The access device 315 may then
store the biometric measurement as a vector, and may normalize the biometric measurement

vector.
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[0094] In step 310, the access device 315 can compute an encrypted similarity metric using
a similarity measure. For example, the similarity measure may be cosine similarity, and the
similarity metric may be an inner product. By encrypting the biometric template with a
homomorphic encryption scheme, the access device 315 can perform computations on the
encrypted information as if it were plaintext, without needing to decrypt it. The access device
315 may use the public key when computing the similarity metric, e.g., by encrypting the
captured biometric for comparing to the encrypted biometric template. The access device 315
may use the one or more encrypted masks to mask the encrypted similarity metric. The access

device 315 may also use one or more random values to mask the encrypted similarity metric.

[0095] Instep 312, in some embodiments, the access device 315 can optionally compute an
encrypted code. The encrypted code may be an authentication function of the encrypted
similarity metric and one or more randomly selected values. For example, the authentication
function may be a linear function of the encrypted similarity metric and the randomly
selected values. The encrypted code may be a one-time message authentication code (MAC).
The encrypted code may be computed with the public key, using properties of homomorphic
encryption. The encrypted code can be used to increase the security of the authentication

process, if higher security is desired.

[0096] In step 314, the access device 315 can send a message to the user device 305. The
message may include the encrypted similarity metric. In some embodiments, the message
may also include the encrypted code. The message may be sent via any suitable wired or

wireless protocol, e.g., via Bluetooth or WiFi.

[0097] Instep 316, the user device 305 can receive the message from the access device
315. The message can be received via any suitable wired or wireless protocol. The message

can include a flag indicating it is part of the initiated authentication process.

[0098] Instep 318, the user device 305 can decrypt the encrypted similarity metric and can
optionally decrypt the encrypted code (if received). The decrypted similarity metric may be
masked. For example, the access device 315 may have added a random value to the similarity
metric. In this way, the user device 305 may not learn the value of the decrypted similarity
metric. The decrypted similarity metric may alternatively be masked by the one or more
encrypted masks generated by the user device 305. This may prevent the access device 315

from learning the value of the decrypted similarity metric.

20



10

15

20

25

30

WO 2022/086647 PCT/US2021/050566

[0099] In step 320, the user device 305 may send a response message to the access device
315. The response message may indicate (1) whether the decrypted similarity metric exceeds
a threshold. If the similarity metric exceeds the threshold the biometric measurement may be
said to match the biometric template, wherein matching indicates that the biometric
measurement and the biometric template likely came from the same user. In that case, the
access device 315 may verify the user. If the similarity metric is less than the threshold, the

access device may abort the process.

[0100] The response message may also indicate (2) whether the decrypted code matches a
test code. The test code may be computed with the same authentication function used in step
310 to compute the encrypted code. The test code may be computed with the decrypted
similarity metric and the one or more randomly selected values. If the test code and decrypted
code match, it may indicate that the user device did not modify the similarity metric when
decrypting it. The user device 305 does not have access to the randomly selected values, so it
may not be able to send a fraudulent decrypted similarity metric that will still generate the
correct test code. If the test code and decrypted code do not match, the access device may

abort the process.

[0101] In various embodiments, the response message may include the decrypted similarity
metric and/or the decrypted code, thereby having the response message indicate (1) and/or
(2), even if the final determination is made by the second device. In other embodiments, the
response message may provide a more direct indication, e.g., when a garbled circuit is

implemented and used at the first device.

[0102] Instep 322, the access device 315 may receive the response message from the user
device 305. If the access device 315 receives the decrypted code in the response message, the
access device 315 may compute the test code and compare the test code to the decrypted
code. In other embodiments, a garbled circuit may be used to compute the test code and
compare the test code to the decrypted code. The access device 315 may generate the garbled
circuit, then send it to the user device 305 to be evaluated. Then the response message may

include an output of the garbled circuit.

[0103] If the access device 315 receives the decrypted similarity metric in the response
message, the access device 315 may compare the decrypted similarity metric to the threshold
directly. In other embodiments, the decrypted similarity metric may be masked. The access

device 315 may also receive a proof-of-knowledge indicating whether the similarity metric
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exceeds the threshold. In other embodiments, a garbled circuit may be used to determine
whether the decrypted similarity metric exceeds the threshold. The access device 315 may
generate the garbled circuit, then send it to the user device 305 to be evaluated. Then the

response message may include an output of the garbled circuit.

[0104] In step 324, the access device 315 may allow the user to access the resource. Prior
to allowing the user to access the resource, the access device 315 may perform additional
authentication and/or authorization steps. For example, the access device may request that the
user enter a personal identification number (PIN) or a password for further authentication.
The access device 315 may communicate with additional computer devices, such as an
authentication computer and/or an authorization computer, to perform the additional
authentication and/or authorization steps. In some implementations, the access device 315
may be a resource provider computer or allow access to a resource that resides on the

resource provider.

[0105] The resource may generally be, for example, a computer resource (e.g., stored data
or anetworked computer account), a physical resource (e.g., a tangible object or a physical
location), or other electronic resource or communication between computers (e.g., a
communication signal corresponding to an account for performing a transaction). Additional
examples of a resource may include a good or service, a physical building, a computer
account or file, or a payment account. For example, the access device 315 may allow the user
to access a physical building by unlocking a door. In another example, the access device 315

may allow the user to access an electronic payment by providing access to a payment process.

[0106] Embodiments of the present disclosure may modify this method to provide
increased data security, for example, by preventing the access device and or the user device

from receiving the decrypted similarity metric.

[0107] Further examples of different protocols described in U.S. Patent Publication
2020/0228341, which is incorporated by reference in its entirety, may provide different levels
of security and security guarantees. Each protocol may be done with any similarity measure

appropriate to the biometric data being captured.

C. Use of verifier for enrollment

[0108] In some embodiments, a verifier device (e.g., a service provider) can perform an

enrollment phase with the user device. In the enrollment, the verifier device can verify that
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the biometric template satisfies one or more properties, e.g., a norm. The norm can be
defined in various ways, e.g., a sum of the values of the biometric vector xi multiplied by
themselves can be required to equal a specified value (e.g., 1). Different norms can be used,

e.g., L1 (absolute value) or L2 (square of value). The examples herein use the L2 norm.

[0109] The verification can be performed using encryption so that the verifier device does
not obtain the biometric template. Once the one or more properties are verified, the verifier
device can digitally sign the encrypted biometric template and provide to the user device, so
that the user device can provide to an access device as proof that the biometric template is

well formed.

[0110] In this manner, before a matching phase is done to provide access to a resource,
which would be done for each access, the user device can enroll its biometric template with a
central server. The central server would be a trusted authority, and so its signature would
prove to the individual access devices that the biometric is well formed. The access device

can verify the signature using the public key of the verifier device (e.g., a central server).

[0111] As for the matching phase, such a comparison of two biometric measurements from
two devices can use a normalization of the biometric vectors so that the measured values are
on a same scale. A verifier device can determine that the biometric template is normalized to
the proper amount (e.g., a public value y). Such a verification process is difficult because it
should not leak the actual biometric, and determine there is a proper bound on any particular
biometric vector value. If any of the biometric vector values are greater than the bound (e.g.,
defined using N, a security parameter in a public key), then the verification process could be
open to an active attack. For example, the user device 305 could send a false template that is
very large, for example, with a norm much greater than 1. The false template may lead to a
similarity metric that exceeds the threshold even if the template does not match the
measurement allowing the user to fraudulently gain access to the resource. Such a false
template could fool the verifier device if the square of a biometric value wraps around a
maximum bit size, thereby causing the inner product to still appear to be the public value y),
but this would only be true due to the finite number space constraint imposed by practical

implementation (e.g., using 128 or 256 bit, or even 3,000 bit encryption).

[0112] Some embodiments of the present disclosure perform two checks using different

modulus calculations (mod N and mod N). If the square of a biometric vector value wraps
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around the allocated bit size (e.g., defined by N), both checks will not provide the same

public value y.

[0113] FIG. 4 shows processes for enrollment with a verifier device 465 and matching
using an access device 455 according to embodiments of the present disclosure. The verifier
device 465 and the access device 455 can be the same device. The verifier device 465 can
verify the norm of the biometric template stored on user device 425, e.g., by performing two
checks using different modulus calculations. In some implementations, the verifier device
465 might only perform a lesser accurate single check, but still provide a signature so that the

matching phase is more efficient.

[0114] In step 402, user device 425 can capture a biometric template 427 from user 405,
e.g., as described herein. The user can then initiate an enrollment phase 403 with a service
provider, depicted as verifier device 465. Such a service provider could be associated with a
particular store, merchant, venue, computer network provider, and the like. After capturing
biometric template 427, user device 425 can encrypt it, e.g., using a public key of a
public/private key pair. The cryptographic technique can be homomorphic such that
operations on the encrypted values provides the same result once decrypted, as when the

operations are performed on the plaintext values.

[0115] In step 404, user device 425 sends the encrypted biometric template (e.g., often
denoted as a vector c in this disclosure) to verifier device 465. The user device 425 can also
send the public key to verifier device 465, e.g., if the verifier device 465 is new and has not
been in communication with user device 425 before. The public key can include a number N

corresponding to a size parameter to be used for the cryptographic operations.

[0116] In step 406, verifier device 465 can generate a challenge message and send the
challenge message to user device 425. In some implementations, verifier device 465 can
mask the encrypted biometric vector ¢ to obtain a masked encrypted biometric vector w. The
masking can prevent the user device 425 from cheating on the challenge response to make it
seem like the biometric template does satisfy the norm, when it does not. Verifier device 465
can also generate a first cancellation value determined using mod N calculations and a second
cancellation value using mod N calculations ( possibly also using mod N calculations). The
cancellation values can help offset the cross terms caused by the masking, when the user

device generates a norm of the masked encrypted biometric vector.
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[0117] In step 408, user device 425 determines two challenge responses and sends to
verifier device 465. Each challenge response can be determined for each cancellation value.

Both challenge responses can be determined using the masked encrypted biometric vector w.

[0118] Instep 410, verifier device 465 can validate the challenge responses, e.g., by
determining that the responses indicate a same norm is achieved. For example, the verifier
device can determine that the challenge responses equal the public value y along with any
masking values or functions. For example, the masking values can include a multiplicative
masking values times the public value y and/or an offset value (e.g., by addition or
subtraction). Such masking values (e.g., o and B) can be chosen as random values, e.g.,

across a uniform distribution.

[0119] Instep 412, when the verifier device 465 determines the encrypted biometric
template c is well formed, verifier device 465 can sign ¢ using a private key of the verifier
device 465 to generate a signature 429. Verifier device 465 can send signature 429 to user

device 425, which can store signature 429 for use during a matching phase.

[0120] Instep 416, verifier device 465 can send a public key (corresponding to the public
key used to sign ¢) to access device 455. This can be done during a provisioning phase.

Such a provisioning can be done at specified times, e.g., periodically and/or just before an
event. For example, all access devices at entrances to a venue can be provisioned one hours
before a concert starts. Access device 455 can use the public key to verify the signature that is

to be received from user device 425.

[0121] Instep 418, user device 425 can send signature 429 to access device 455. User
device 425 can send the signature at various times, e.g., when a beacon signal is detected.
The beacon signal can include an identifier that user device 425 can use to determine whether
to request access to a resource, e.g., if user device 425 stores a token (e.g., a ticket)
corresponding to the identifier. The identifier can be a general one, e.g., a standard check out
terminal, so that user device 425 always responds, or at least as long as a payment application
has been installed. Signature 429 can be sent before or after a matching phase has started or is

done.

[0122] At 420, a matching phase can confirm that a capture biometric (i.e., a measurement
from a user that should be user 405) matches biometric template 427. As examples, the
matching can be performed as described for FIGS. 2 and 3 and later sections. If the

biometrics match, access device 455 can provide access to a requested resource. In other
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embodiments, the verification that biometric template is properly normalized can be done by

access device 455 before, during, or after the matching phase.

[0123] Verifier device 465 can perform additional checks during enrollment phase 403. For
example, verifier device 465 can check that biometric template 427 matches the encrypted
biometric template ¢ sent to verifier device 465. Another check can be that the public key

from the user device is well-formed.

IV. EXAMPLE VERIFICATION OF BIOMETRIC TEMPLATE

[0124] In this section, we describe two honest-verifier zero knowledge proofs, which may
be used for the Paillier encryption scheme or other encryption schemes. Recall that a Paillier
ciphertext [x] is given by g*r" mod N?, where the public parameters are N = pg and g €
Zy,. and private randomness is r € Zy. Sometimes, we use notation [x; r] to explicitly
denote that randomness 7 is used to generate the ciphertext. For simplicity, when randomness
is used, the notation [x]implicitly includes the use of the random values . The public key of

the of the user device can include N and g.

[0125] Embodiments can assume public key well-formedness. Hazay et al. [18, 19]
construct an honest-verifier zero knowledge protocol to show that a public key epk of the
Paillier scheme was correctly generated. We denote this protocol by Il and refer to section

3.3 in the full version of [19] for the construction and proof.

A Verifying Normalization against Active Attack

[0126] As described above, the user device may generate a proof-of-knowledge indicating
that the plaintext biometric template is normalized (e.g., a vector with a total length y, such as
1). The proof can be sent over with the encrypted biometric template and the public key. A
verifier device (also called a service provider) can confirm the plaintext biometric template is
normalized via a cryptographic process. The verifier device can then provide a digital
signature, e.g., of the encrypted biometric template. The verifier device can be a trusted
authority (e.g., trusted by the access device). In this manner, the user device does not need to
spend the extra computational effort at the time of authentication to generate the proof. The
verification can protect against active attacks by an attacker who has stolen the user’s device

and created a false biometric template.
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[0127] Also, discuss above are problems that can arise from the finite number space used to
perform the encryption. That is, a maximum number of bits is used for each number. Due to
such an inherent property of the systems, an inner product might have the desired norm y but
only due to a vector value having it square wrap around N due to the finite storage space.
Such a remainder (modulus N) might fool a verifier than the biometric indeed has a norm of
y. But some embodiments can perform two checks to confirm that the norm is indeed equal
to y over all numbers, even though a finite set of integers is used (i.e., a finite bit size for

storing the values involved).

[0128] One of the checks uses mod N calculations to confirm the norm equals the specific
value, depicted as y herein. Thus, the two checks can confirm that the norm is satisfied using
two different modulus calculations. Since numbers would wrap around differently for the two
different modulus calculations, an attacker could not fool the verifier device for both checks.
The second modulus N can be chosen at random, so an attacker would not be able to

duplicate any false wrap around behavior.

[0129] FIG. 5 shows a flow diagram of a method 500 for verifying an encrypted biometric
template according to embodiments of the present disclosure. In particular, verifier device
565 can verify a biometric template stored on user device 525 satisfies a normalization

property. Method 500 can be performed in a similar manner as parts of the process in FIG. 4.

[0130] Instep 501, user device 525 can generate, select, store, or otherwise obtain a set of
parameters. The parameters can include: a public key pk of the user device, which can be
defined as pk=(N,g); the public value y used as the norm; the biometric template vector x
(also called a witness) that can include a random value » for each biometric value; and the
encrypted biometric template ¢ (also called a statement) that is depicted as [[x]] or [[x;r]].
Additional parameters can be a maximum value ¢ for an vector value x;, such that
completeness holds. The maximum value ¢ can depend on N, the number of elements # in the
biometric template vector, and a security parameter %, e.g., 40. N can be considered a first

modulus N that is a component of a public key of the user device.

[0131] In step 502, verifier device 565 obtains the public key pk, the norm y, and the
encrypted biometric template ¢. All or some of these parameters can be obtained from user

device 525. Steps 503-505 can be performed by verifier device 565 to generate a challenge.
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[0132] Instep 503, verifier device 565 selects a random number N. This value can be
selected from a uniform distribution and can be a prime number. N can be selected to be less
than a maximum, which can be set based on N (used for the public key pk), the size n of the
biometric, the maximum value o, and the security parameter .. N can be considered a second

modulus.

[0133] In step 504, verifier device 565 determines mask values. The mask values can
include mask vector values p for the biometric vector x. These mask values can mask the
encrypted biometric vector x, so that the user device 525 cannot cheat to provide a false
challenge response. Other mask values can include p and f for the two cancellation values (v,
) that use mod N and mod N calculations respectively. Verifier device 565 can also select a
random message authentication code (MAC) as another mask value to prevent a malicious

user device (prover) from cheating.

[0134] In step 505, verifier device 565 generates a masked encrypted biometric vector [[w]]
using one or more mask values. Each value of the encrypted biometric vector w can be
generated by applying a respective masking function to a corresponding value of the
encrypted biometric vector ¢. The respective masking functions can have a same functional
form but different values, e.g., different values of a vector. The masking function can be
linear (example shown in FIG. 6) or non-linear. In some implementations, mask vector p can
be used to generate w, e.g., by additive masking of each value of the encrypted biometric
vector c. Verifier device 565 can also generate a first cancellation value v and a second
cancellation value ©. The cancellation values can be encrypted using the public key of user
device 525. Each cancellation value can be masked using a corresponding mask value, e.g., B
and . The cancellation values can include cross terms that would result when taking the

norm of the masked biometric vector w.

[0135] The second cancellation value ¥ can have the second modulus Napplied to the mask
values, so that the two checks test for different wrap around functionality. Note that all the
calculations are subject to mod N as that is the maximum bit size allocated for the

cryptographic operations.

[0136] The mask values can be encrypted before masking the encrypted biometric vector ¢
so that the result is an encrypted version [[w]]. Similarly, the mask values p and 8 can be

encrypted before being used in the determination of the cancellation values.
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[0137] In step 506, verifier device 565 sends a challenge to user device 525. The challenge
can comprise the masked encrypted biometric vector [[w]] and N, as well as the encrypted

first cancellation value [[v]] and the encrypted second cancellation value [[7]], if determined.

[0138] Instep 507, user device 525 decrypts the challenge to obtain the masked biometric
vector w. The decrypted values for the cancellation values can also be obtained. User device
525 can use the user secret key (also referred to as a user private key) corresponding to the

public key pk used to encrypt the biometric vector x to obtain c.

[0139] In step 508, user device 525 generates challenge responses. A first challenge
response z can be generated using the first cancellation value v and the masked biometric
vector w. The first challenge response z can be generated using the first cancellation value v
and a first function (e.g., corresponding to the type of norm used, such as L2 norm) of the
encrypted biometric vector w, where the first function includes the first modulus N. The first
function can result in one or more first cross terms, where a portion of the first cancellation

value v cancels out the one or more first cross terms.

[0140] A second challenge response Z can be generated using the second cancellation value
¥ and the masked biometric vector w, as well as the second modulus N. The second challenge
response Z can be generated using the second cancellation value ¥ and a second function, of
the encrypted biometric vector w, where the second function includes the second modulus N.
The second function can also corresponding to the norm and be the same as the first function

except that the second modulus N is used.

[0141] In step 509, user device 525 sends the challenge responses z and Z to verifier device
565.

[0142] Instep 510, verifier device 565 validates the challenge responses z and Z.
Depending on how the masking is performed the challenge responses should equal a masked
v mod N or mod N respectively. For example, the following relations can be checked: z = yo?

+Pand 2 =yo?+f.

[0143] Instep S11, verifier device 565 signs the encrypted biometric vector c, if the
challenge responses are validated. A verifier private key of the verifier device 565 can be
used to generate the signature. A corresponding verifier public key can be sent to an access
device (e.g., as in FIG. 4) so that the access device can verify the signature, thereby verifying

that the encrypted biometric ¢ is well formed.
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[0144] Instep 511, verifier device 565 sends the signature to user device 525, which can

store the signature for providing to an access device, as described herein.

[0145] FIG. 6 shows a zero-knowledge (ZK) protocol ITx-12 for verifying that an encrypted
biometric template satisfies the L2-norm according to embodiments of the present disclosure.
FIG. 6 provides further details for an example embodiment of techniques described in FIGS.
4 and 5. FIG. 6 presents an honest-verifier zero knowledge protocol which, given n Paillier
ciphertexts [x;],... [x,], proves that the L2 norm of vector ¥: = (x;, ... x,;) is equal to some

public value y over the integers.

[0146] The example parameters are shown to include the user public key pk, the norm y,
the biometric vector x, and the encrypted biometric vector ¢, which is encrypted using the
public key pk. As shown, ¢; equals the cypher text of x; and random value r;. If an entity
knew the witness, then the entity would instantly know whether the norm is satisfied. The
statement is what is used to convince the verifier that the biometric does have the proper

norm.

[0147] Instep 610, the verifier determines N by sampling uniformly up to N. A constraint
of N being a prime number can be enforced by continuing to select numbers until a number

is prime. An example value for N is 3000 bits.

[0148] In step 620, the verifier samples a random number o, which can act as a MAC key.
The value a can be used as a random authenticating value, which can allow checking whether
the other party is providing a false value, i.e. not according to the prescribed operations. The

p values, B, and f8 are mask values. The values can hide o.

[0149] In step 630, the verifier generates the challenge and sends the challenge to the
prover P (user device). As shown, a masked encrypted biometric vector [[w]] is determined,
as well as an encrypted first cancellation value [[v]] and an encrypted second cancellation
value [[7]]. The value oo multiplies the [[x]] values, e.g., as part of an authentication of [[x]].
Then [[x]] is masked with a p value, as shown an encryption of p, to provide [[w]]. The

particular pi value can act as an offset random value of the random vector p.

[0150] The cancellation values are used to cancel our cross terms when the L2 norm is
determined by the prover. For simplicity, the random r values are not shown with the [[x]]
values. Thus, [[x]] refers to the elements of the encrypted biometric vector (statement) c¢. First

terms of the encrypted first cancellation value [[v]] include the random authenticating value a.

30



10

15

20

25

30

WO 2022/086647 PCT/US2021/050566

times a value pi of the random vector p. Other first terms include pi> and a random value j,

which can act as a mask value.

[0151] In the determination of the encrypted second cancellation value [[#]], N is used in
the determination of the first coefficient C, specifically for the multiplication coefficients of
[[x]], and in the determination of the second value d; both are examples of second terms used
to determine the encrypted second cancellation value [[#]]. These mod N operations are used
to check whether a wrap around has occurred for any value of x, as then at least one of the
challenge responses will not match the norm y. For example, performing the mod N operation
would cause the cross terms to not cancel out in step 650. Accordingly, at least one of the
second terms for determining the encrypted second cancellation value || are subjected to

mod N before aggregating.

[0152] In step 640, the prover P decrypts the encrypted values [[w]], [[v]], and [[¥]] using a
secret key corresponding to the public key pk. After decryption, prover P has w, v, and ¥.

[0153] Instep 650, the prover generates the two challenge responses using w, v, ¥, and N.
The first challenge response can be considered a masked version (e.g., a one-time pad
encryption) of the L2 norm. The first term of the first cancellation value v cancels out the
cross terms resulting from the squares of the w values, thereby leaving ya? plus the second
term (i.e., mask value ) of the first cancellation value v. A similar cancellation occurs for the

second cancellation value ¥.

[0154] The values of o, B, and 8 hide (mask) the value of y, so that the even though the

prover knows the biometric template x, the prover does not know y.

[0155] In step 660, the verifier validates the two challenge responses if they match the
norm y (including any mask values), or otherwise can reject the enrollment. As shown, the
first challenge response z equals o (e.g., when using the L2-norm) times the L2 norm of the
biometric vector x plus the mask value B. The second challenge response Z equals o (e.g.,
when using the L2-norm) times the L2 norm of the biometric vector x plus the mask value f
mod N. The cancellation values will cancel out the cross terms only if the biometric vector

values x are within the correct range, due to the modulus operations.

[0156] Accordingly, embodiments can use two key techniques to check that the biometric
vector x has the proper norm y. The first is a ZK proof that the L2 norm equals y modulo N

(note that this not over integers, otherwise we would be done). This combines the use of a
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semi-honest multiplication protocol and an algebraic MAC to prevent a malicious prover
from cheating in the following way (all operations in this protocol happens in Zy): First, the
verifier masks and MACs each ciphertext [x;] as [w;] < [x;]a + Plr. Enc(pk, p;) where

a, p; (uniformly random in Zy) are the MAC key and mask respectively. This is then
revealed to the prover who can compute w? = (x2a? + 2ap;x; + p?). Observe that this
contains the desired value x?. We can isolate this value by requiring the verifier to also send
[v.] « X (—2ap;[x;] — p?) + Plr.Enc(pk, B) for a mask 8 (uniformly random in Zy). The

prover can then obtain a MACed version of the L2 norm as follows:

2= (a? + 2apux + p?) + ) (~2apix; — pF + )
i i

zzxiza2+[3
7
2

[0157] Finally, the prover can simply send z to the verifier who checks that }}; x; = y by
checking that z = ya? + .

[0158] The technique above proved that the L2 -norm is equal to y over Zy. However, we
desire this equality to hold over the integers. We achieve this by adding a second instance of
this protocol except that we will now logically perform the check modulo N’ where y «

N’ « N and chosen by V after the x; are fixed.

[0159] If these two checks pass, it implies that

in2=ymodN EItEZ*,Z x? =y+ Nt

4 [4

Z x} =ymodN’ 3se€ Z*,Z x}=y+N's

4 4

[0160] Rewriting the implication we obtain Nt = N’s. This means the prover must choose
t to be a multiple of N’. However, since N’ is prime and chosen after all the x; are fixed, the

prover can only do this with negligible probability.
[0161] Our protocol is formally proved in section X.E, which proves the following lemma:

Let ¢, = [[x4], ..., cn = [x,] be Paillier ciphertexts under a public key pk and y be a positive
integer. Assuming the security of Paillier encryption, I, _;, in FIG. 6 is a honest-verifier

zero knowledge protocol to show that y = ¥ien) x? (over the integers).

32



10

15

20

25

30

WO 2022/086647 PCT/US2021/050566

[0162] Consider a more generic proof strategy where we instead prove each x; is small
therefore 3'; xZ can not be more than N. Even when using the optimized approximate range
check of Lindell [23], this strategy would require sending O (nA) Paillier ciphertexts. In
contrast, our optimized approach only involves O(n) ciphertexts. In practice this results in a

speed up of at least 40 times.

B. Knowledge of plaintexts

[0163] In some embodiments, the verifier device can efficiently verify that the ciphertexts
are well formed, e.g., by verifying that the user device has knowledge of the plaintext of the
biometric template. Such a check can protect against attackers that take someone else's
ciphertext and tries to use it. Having to prove knowledge of the plaintext prevents an attacker
you from doing this because they do not know the plaintext biometric. Some
implementations can do this check efficiently for a vector by aggregating over all elements in

the vector, and thus incurring only similar overhead as checking for a single element.

[0164] In particular, some embodiments present a honest-verifier zero knowledge protocol
to prove knowledge of the plaintexts and randomness underlying n Paillier ciphertexts [x;]
v [, ]. Cramer et al. [14] designed a £ —protocol for proving knowledge of both the
message and randomness for a single ciphertext [x; ]. Here we provide a new batched
version of their protocol that allows us to simultaneously prove the knowledge of n message-
randomness pairs (xq,71), ..., (Xn, 1) given n ciphertexts [xy; 1], ..., X,; 7, While only
requiring the same amount of communication from the prover. We achieve this generalization

by leveraging the linear structure of their protocol.

[0165] FIG. 7 shows a flow diagram of a method 700 for verifying that an encrypted
biometric template corresponds to a plaintext biometric template according to embodiments
of the present disclosure. The user device 725 and the verifier device 765 can be the same as
described herein. Method 700 can be done before or after checking the norm (e.g., method
500).

[0166] Instep 701, user device 725 can generate, select, store, or otherwise obtain a set of
parameters. The parameters can include: a public key pk of the user device, which can be
defined as pk=(N,g); the biometric template vector x (also called a witness) that can include a
random value r for each biometric value; and the encrypted biometric template ¢ (also called

a statement) that is depicted as [[x]] or [[x;r]].
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[0167] Instep 702, verifier device 565 obtains the public key pk and the encrypted

biometric template c. All or some of these parameters can be obtained from user device 525.

[0168] In step 703, the user device (prover) 725 samples a random value s and a random
coin u (to be used in encryption). The prover then encrypts s using the public key pk and the
random coin u. The encrypted value is denoted as [[s; u], which can be considered an
encrypted commitment value, where the commitment includes two separate random values s

and u.

[0169] In step 704, the user device 725 sends [[s; u]. In step 705, the verifier device 765
generates a random challenge vector e, with the same length as the encrypted biometric c. In

step 706, the verifier device 765 sends the random challenge vector e to the user device.

[0170] Instep 707, the user device 725 generate challenge responses w and z using the
random challenge vector e and biometric x. In some implementations, given a random
challenge e, the prover has to respond back with w = (s + ex) mod N and z = ug’r® where
t satisfies some linear equation with respect to (s, w, e, x). As e and x are vectors, the inner
product ex is a sum over terms in the vectors. And r¢is a product of each of the terms for r
and e. In step 708, the user device 725 sends the challenge responses w and z to the verifier

device 765.

[0171] In step 709, the verifier validates the challenge response (also referred to as just
responses). The verifier can check that the ciphertext [w; z] obtained by encrypting message
w with randomness z (using the public key pk) is equal to the product of [[s; u«] and [x;r]¢,
with the second term also being denoted as c®. The ciphertext [w; z] can be referred to as an
intermediate result or an encrypted response. The linearity (over the exponent) in these
operations allows aggregation of n proofs by just having the verifier send n random
challenges and the prover responding with just a single (w, z) that internally adds up the

respective e;, x; terms.

[0172] We also prove the following lemma for the protocol there: Lef ¢4, ..., ¢,, be Paillier
ciphertexts under a public key pk. Assuming the security of Paillier encryption, the protocol
yptxt—knwiag i1 FIG. 8 is an honest-verifier zero knowledge proof-of-knowledge of

{Cci, ) }igm 8-t ¢ = Plr.Enc(pk, x;; 1y) for all i.

[0173] FIG. 8 shows a zero-knowledge (ZK) protocol Iptxt-knwldg for batch proving

knowledge of plaintexts according to embodiments of the present disclosure. As for FIG. 6,
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the values c¢1 through cn are the encrypted biometric. Each of the ciphertexts is an encryption
of one of the x values with a randomness term r. If one knows r, then the ciphertext can be
generated. Both parties have the ciphertext, and the prover wants to prove that they know the

plaintext x is and they know what randomness was used to encrypt it.

[0174] In step 810, the prover P samples a random value s. The random coin u is implicitly
samples as part of the encryption procedure. The brackets are used to denote the ciphertexts.

Thus, the plaintext s is encrypted using the randomness u.

[0175] In step 820, the verifier samples a random challenge vector e and sends it to the
prover. The only way you can send back the correct response to the random challenge vector

e is if the prover knew the plain text.

[0176] In step 830, the prover generates challenge responses w and z. The challenge
responses are aggregated over x and r respectively, and so only two values are needed for the
entire biometric vector x. As shown, the first challenge response w equals s plus the
summation of €’s and x’s. For z, the aggregation is over the product of the r®terms. The

generator g has an exponent t that is defined as shown.

[0177] This aggregation allows for an efficient protocol that allows for checking the entire
vector with minimal extra work, or no additional rounds. And the aggregation still preserves

the security key guarantees.

[0178] The random value s is used to hide the values of the x from the verifier. And the
random coin u is used to hide the values of the r values. Thus, s and u will mask the secret

values.

[0179] In step 840, the verifier checks that the challenge responses w and z are consistent
with the encrypted s (i.e., [[s;u]]), with the encrypted biometric vector ¢, and the random
challenge vector e. The check encrypts the first challenge response w (considered value to be
encrypted) with the randomness z, which is the second challenge response. If the challenge
responses match, then the verifier can proceed with the enrollment, e.g., proceeding to check
the norm (as in FIGS. 5 and 6) or proceed with the signature of the encrypted biometric, e.g.,

if the norm has already been verified.
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V. PACKING

[0180] Packing is an optimization that allows a device to condense the ciphertext, which
can allow fewer communications and improve performance. The packing can allow input of
multiple xi values into one ciphertext. The description bellows provides various examples for

packing.

[0181] Recall that Paillier is an additively homomorphic encryption scheme with a
plaintext space Z,, where p, q are large primes. A typical size of p, q is 1024 bits each,
which means that a single Paillier ciphertext can contain 2048 bits of plaintext data. The
security level would then be similar to RSA with a 2048 bit key. However, in several
applications, the size of a plaintext value is very small. For instance, it can be only 8 or 16
bits. We cannot make the ciphertext smaller due to security constraints, so encrypting each

plaintext value separately results in a huge communication overhead.

[0182] In this section, we introduce a packing technique for Paillier encryption that allows
one to batch encryptions of several plaintexts (of relatively small size) into one single
ciphertext, thereby reducing the communication overhead of the basic encryption scheme.
Encoding, decoding, addition and multiplication algorithms can effectively achieve this task.
Each of these algorithms can be applied to plaintext data. Further details on packing can be
found in U.S. Patent Application No. 16/664,530, which is incorporated by reference in its

entirety.

[0183] For notation, let m denote the size in bits of each plaintext value to be encrypted.
Let n be the number of plaintext values to be encoded together into one ciphertext. Let L
denote the size in bits of each ciphertext (which is 2048 in the case of Paillier). Let d denote
the length in bits of the padding applied to each plaintext value. We elaborate more on d later
in the section. We also consider two levels for the encodings. At level-1, we have plaintext
encodings where no multiplication operation has been performed. We can multiply two level-
1 encodings to produce a level-2 encoding. We also refer to a level-2 encoding as a hyper —
encoding. Two level-2 encodings cannot be multiplied together but can be added. This

emulates the linear homomorphism of Paillier encryption.

A Algorithms, Properties & Use

[0184] We now describe the algorithms for packing and their properties. An (m,n, L, d)

packing scheme can comprise the following algorithms. (1 is an implicit input).
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[0185] Some embodiments can provide two ways to encode/decode denoted by

(Encode,, Decode,) and (Encode,, Decode,). Encode algorithms, Encode; and Encode;,
take m-bit strings u4, ..., U, as input. Encode; outputs a level-1 encoding u*, while Encode,
outputs a level-2 encoding # (hyper — encoded value). The encodings are L-bit strings.
Decode algorithms, Decode; and Decode,, take an L-bit string as input and output n number

of m-bit strings.

[0186] Some embodiments can provide are two addition algorithms, one for each type of
encoding. Add,; adds two level-1 encoded values u*, v* to produce another (level-1) value

w*. Add, is similar but operates on level-2 encodings.

[0187] Some embodiments can have one multiplication algorithm Mult. It takes two level-1

encodings u*, v* and outputs a level-2 encoding W.

[0188] Some embodiments can have one randomized algorithm Mask, which can transform

one level-2 encoding into another.

[0189] Informally, correctness requires that decoding an encoded value at either level must
produce the same output as performing the corresponding (component-wise) addition and
multiplication operations on the underlying vector of plaintext values. For the mask
procedure, we require the following: for any i, Mask(#), Decode, (i) =

Decode,(Mask(it)).

[0190] For security, informally, we require that the distribution produced by the output of
the masking algorithm is statistically indistinguishable from one produced by a simulator that
is given only the decoding of this output. Formally, for all 4, there exist a PPT algorithm Sim
such that for all hyper — encoding i, the following two ensembles are statistically

indistinguishable:
{Mask(Ww)}and{Sim(Decode, (Mask(i¥)))}.

[0191] Using packing in Paillier, some embodiments can use the packing scheme to "pack"
a number of plaintexts together into one ciphertext. In particular, embodiments can pack n
plaintexts % = uy, ..., U, together. We will use Encode; to generate a level-1 encoding u*
first. Then we encrypt u* to produce a Paillier ciphertext [u*]. If addition is the only

operation performed on the ciphertext, the underlying encoding remains at level-1. Say, after
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one addition of two ciphertexts [u*] and [v*], we obtain [w*]. From correctness, we have

that Decode, (w*) =: W where w; = u; + v; for all i € [n].

[0192] For multiplication with a known value, the product will produce a level-2 encoding.
In particular, to multiply [u*] by plaintext ¥, one needs to first encode ¥ into v* (i.e. v*: =
Encode, (%)) and then use Paillier scalar multiplication to produce [#] such that

Decode, (W) = u v, + -+ u,v,. Furthermore, we need to use the masking algorithm after
each multiplication for security reasons to produce [Z] where Z « Mask(#), and so
Decode,(Z) = Decode, (W). As guaranteed by the security property, a masked value does
not have any additional information beyond its decoding, so it is now "safe" to decrypt [Z]

before decoding.

[0193] Regarding linear procedures, we note that certain operations are performed on the
ciphertexts homomorphically. Since Paillier encryption supports only additive
homomorphism we need to guarantee that those procedures are linear, in that only addition of
ciphertexts and multiplying a ciphertext with a plaintext are required to homomorphically
perform the operations. Looking ahead, our construction ensures that all procedures

Add,, Add,, Mult, Mask are linear and can be supported over Paillier ciphertexts. The
masking algorithm can sample random coins. However, this does not need the ciphertext.
Embodiments may only need to add the random coins to the encoding that is encrypted,

which can be done using additive homomorphism.

B. Example Construction

[0194] FIG. 9 shows an example construction for a packing scheme according to

embodiments of the present disclosure. Below is a detailed overview.

1. Level-1 encoding

[0195] Consider n plaintexts u4, ..., U, € Z,m that we wish to encode together and later
encrypt into one ciphertext. The naive way to encode would be to create a plaintext u* =
Y, 207D@FDy, € 7 nam+ay where there are d empty padding bits between every
consecutive pair of values that are encoded. Let k denote the size of each block in the

encoding, i.e., k = (m + d).

38



10

15

20

25

WO 2022/086647 PCT/US2021/050566

2. Level-1 addition

[0196] For level-1 addition, given two such encoded values u*, v*, adding them directly

gives the encoded version of their sum. That is,

n
u vt = Z 2D Dy, + ;) € Lynmay
i=1
as long as d is large enough to prevent overflows. The d padding bits are present to ensure
that if (u; + v;) = 2™, this overflow will still be stored in the same block (within the padding
bits) and not spill into the block used for storing (u;+1 + v;+1). In the case of just one
addition, d = 1 will suffice. Similarly, multiplying u* by a single value x € Z,m also works

directly. That is,
n
xu" = z 20D+ ().
i=1

[0197] Some embodiments can ensure that d is large enough so that x - u; < (2¥ — 1). In
this case, d = m suffices. More generally, d must be large enough to prevent overflows when

performing a combination of these operations. We will elaborate on the choice of d later.

3. Multiplication

[0198] Multiplying two level-1 encodings component wise does not work directly as in the
above operations. Consider a scenario where you generate an encoding u* of i and then wish
to multiply its components with the corresponding components of an encoding v* of ¥.
Looking ahead, this scenario arises when one party encrypts «* and sends it to another party
who wishes to perform multiplications homomorphically between the vectors % and ¥. For

example, if we have n = 2 then
viut = 2%y + 2% (vuy + vouy) + 2%Fv,u,.

[0199] So, we do not get 2%%v,u; + 2V*v,u, as desired. However, observe that the values
of interest (v,u,, v,u,) are stored in the result, just with v,u, at a different block position

than in the input encoding. It is easy to verify that for any n,

vut = vy + 2°C0) + 22K D)+ 208 DRy gy
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vyu4 and v,u, can still be recovered from the first and last blocks. However, the other (...)

blocks will not be pure, i.e., they will be mixed with products of the form u;v; for i # j.

[0200] We now show a new encoding strategy which allows us to recover all of the

products v;u; from various positions of v*u*. For n = 3, we now encode u,, u,, u; as
u* =uq + 2ku, + 23%u,

[0201] Note that the block at position 2 (the term 22%) is set to zero. If we then multiply

two encodings v* and u*, we obtain:
K 2k 3-k
vy + 2%(vuy + vyug) + 29 vu, + 2% (vug + vauy) +
24K (vyus + vauy) + 25%(0) + 26%vyu,.

[0202] Observe that the desired products can now be recovered from block positions 0, 2
and 6. Generalizing this to any arbitrary n, the crucial idea is to inductively place each u;, v;
at a block position such that the product term u;v; gets placed in a block that does not have
any other products. This is achieved by encoding u; at block position (28~ — 1). To be more

on—1

clear, we now encode uy, U, ..., u, as u* = uy + 2Kuy + - + 2KC@" "Dy That s,

n
Encode; (1, ..., u,) = u* = Z 2@y € L. pjer
i=1
[0203] If we multiply two such encodings, the blocks at positions 0,2,6, ..., (2™ — 2) will

have the desired component-wise product terms.

[0204] Here, k denotes the size of each block, i.e. k = (m + d). We must pick a large
enough d to ensure that none of the blocks overflow. Each block contains a sum of at most n
terms each of which is a product of two m bit values. Therefore, d = m + logn + 1 to

perform one such component-wise multiplication.

4. Masking

[0205] In the above multiplication computation, the resultant level-2 encoding W =
Mult(u*, v*) also has cross-product terms such as u,v,, v,uq, etc. (or a sum of such terms) in
the clear which would be revealed during decoding, thereby leaking more information than
just component-wise multiplication. We overcome this issue by the use of algorithm Mask

which takes a hyper — encoding W as input and adds a uniformly random value of size (m +
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d + 1) bits to each of the blocks that may have cross-product terms. Before we describe the
exact details of how this is done, the first thing to note is that to account for this, when
computing a level-1 encoding (which is later multiplied to produce this hyper — encoding

W), we now increase the size of each block by A bits. That is, wenow set k tobe m +d + 1.

[0206] Let I denote the set of block positions in W which have the values we care about.
From the previous multiplication scenario, these would correspond to the actual component
wise products in W. For example, [ = {0,2,6, ..., (2™ — 2)}. (We note that more compact
packings are possible but it is difficult to succinctly describe them.) The algorithm Mask adds
arandom value of length k = m + d + A to each block not in I. Concretely, given a hyper —

encoding W, Mask(-) does the following: Compute

where p; is a uniformly random value in Z k.

[0207] To ensure that adding a p; term in a block does not corrupt the value in other
blocks, we require that the addition does not overflow the (m + d + 1) bits of the given
block. Recall we guarantee that (m + d) is large enough to hold the sum of the terms.
Therefore, the probability of an overflow is at most the probability that the most significant A

bits of p; are all ones, which is negligible.

[0208] Observe that in a sequence of operations that involve, for example, a multiplication
of two level-1 encodings followed by additions with other hyper — encodings, it is sufficient

to perform the masking only once over the final hyper — encoding before decoding it.

5. Level-2 Encoding & Addition

[0209] From the above overview, the level-2 encoding and addition follow naturally:

n
% = Encode, (U, ..., u,) = Z 2k2@7 Dy, Lppam,
=1

n
Add, (@, %) = (3 + §) = Z 242@ D (1, 4 5,) € Ty,
i=1
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6. Choice of Parameters

[0210] Give m and L (the size of each value and that of overall encoding, respectively), we
need to set the values of n and d (number of elements that can be packed together and the
length of padding, respectively) by ensuring that (k - 2*) < L where k = (m + d + 1). The

choice of d depends on the operations performed.

[0211] In the rest of this disclosure, for ease of exposition, we invoke algorithms
Add,, Add,, Mult on encodings, using regular "+", "-" symbols. We refer to level-1
encodings with an asterisk in the superscript (as in ") and a hyper — encoding with a tilde

(as in ).

VL. EXAMPLE PROTOCOL 1 - ALL PARTIES SEMI-HONEST

[0212] In this section, we build a secure biometric authentication protocol with a three
round matching phase based on the additively homomorphic encryption scheme by Paillier
[26], which is based on the decisional composite residuosity assumption. Qur construction is
secure against a semi-honest adversary that either corrupts a device or jointly corrupts the
service provider and the terminal. At the end of the matching phase, the inner product
between the device and terminal vectors is leaked to the device. Protocol I does not use norm
check in the enrollment phase as the parties are assumed to be honest. Protocol I does

perform a check that the public key is well formed,
[0213] Formally, in section X.B we prove the following theorem:

Theorem 1 Assuming the security of Paillier encryption, I1; in FIG. 10 is a three round
biometric authentication protocol that is secure against any semi-honest adversary with

Lyey (i, W) = (U, W) and Liery, (4, W) =L.

[0214] For the construction, let (Plr. Setup, Plr. Enc, PIr. Add, Plr. Dec) denote the Paillier
encryption scheme and (Encode,, Encode,, Add,, Add,, Mult, Mask, Decode,, Decode,)
denote the (m, n, L, d) packing scheme described in section V. We describe the construction
of our three round secure protocol in FIG. 10.

[0215] In the enrollment phase, the device D encodes its input vector & = (uq, ..., Up) 10
produce t = [ﬂ encodings (u7, ..., ;). It encrypts these encodings using the Paillier

encryption scheme and sends the ciphertexts {[u; [}e[¢] to the service provider SP. Since we
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only consider a semi-honest adversary, SP is guaranteed that [u*] indeed well-formed and

has L2 -norm of 1.

[0216] The matching phase begins with D sending the same ciphertexts {u; };c(¢) to
terminal 7. T encodes its input vector W to produce encodings (wy, ..., w;). Then, for each
i € [t], T homomorphically multiplies encodings (u;, w;) to produce a level-2 encoding of
the product. It then homomorphically adds all these ciphertexts to produce an encryption [Z]
of the level-2 encoding of the inner product IP = (i, w). To ensure that the level-2 encoding
Z doesn't leak any additional information, we rely on the security of the masking algorithm: T
homomorphically masks Z and sends [Mask(Z)]. Note that the masking procedure can be
performed homomorphically: the underlying randomness is sampled externally and can then
be added homomorphically. D can then decrypt this ciphertext and decode the resulting
hyper — encoding to learn [P. It then checks if [P > T to learn the output which is shared
with T'. Observe that this protocol leaks IP to D.

[0217] There is a subtle issue in the above protocol. Recall that while the security of the
masking scheme prevents the decoding from leaking information about cross-product terms,
D still ends up learing each component-wise term (u; - w;) of IP rather than just the inner
product on performing the decoding. To prevent this, " adds a secret sharing of 0, i.e., adds a
random value p; to each component in such a way that };¢,,; p; = 0. Therefore, each term of
the decoded still looks uniformly random while they sum up to IP. We defer a formal proof to

section X.B.

[0218] We now briefly discuss the choice of the parameters used for packing. Recall from
section V that we need to pick the number of values n to encode based on the constraint that
k- 2™ < L, where L is the length of one Paillier ciphertext, k = (m + d + 1), and m is the
length of each feature u;, w; that are initially encoded. In this protocol, using any encoding u;
or w;, we perform one multiplication with another encoding followed by (t — 1) additions
with such encodings. So, d should be (m + logn + logt + 2). Therefore, we need to satisfy
the constraint that 2™ - (2m + logn + log[#/n] + A + 2) < L to determine how many
elements n to pack together. This depends on the specific values of (1, m, L, £) that we
consider and we refer to section IX for more details on our choice and implementation

results.
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VII. EXAMPLE PROTOCOL 2 - MALICIOUS DEVICE

[0219] In this section, we build a secure biometric authentication protocol with a four
round matching phase. Our protocol is based on digital signatures, Paillier encryption [26]
and honest-verifier zero knowledge proofs. Protocol 2 can use packing. We use proofs for
three specific languages related to the encryption scheme in the enrollment phase (i) Proving
that the public key was correctly generated (i) batch proving knowledge of plaintexts given a
set of ciphertexts and (iii) proving knowledge of the L2 -norm of a vector given a set of
ciphertexts encrypting it. We describe these zero knowledge proofs in section IV. They are
based on the security of the Paillier encryption scheme. At the end of the matching phase, the
inner product between the device and terminal vectors is leaked to the terminal. Formally, we

prove the following theorem:

Theorem 2 Assuming the security of Paillier encryption and digital signatures, 11, in FIG.
11 is a four round biometric authentication protocol that is secure against any adversary that
can maliciously corrupt the device or jointly corrupt the terminal and authority in a semi-

honest manner with Lge,, (U, W) =1 and Ligrm (U, W) = (U, W).

[0220] Paillier encryption is based on the decisional composite residuosity (DCR)
assumption while digital signatures can be based on any one way function (which is implied

by DCR). We refer to section X.C for the formal security proof of Theorem 2.

[0221] For the construction, let (Gen, Sign, Verify) be a signature scheme. Let [Py =
22™m¢ denote the maximum possible value of the inner product (i, W) where U, W are the

biometric input vectors of the device and terminal, respectively, with norm 1.

[0222] Unlike the previous protocol, here, a corrupt D can behave maliciously. In the
enrollment phase, D sends encryptions ([u,], ..., [u,]) of its input vector 1 without encoding
them. Using the zero knowledge protocols, D also proves that these ciphertexts were honestly
generated and the L2 -norm of u is 1. If the proofs verify successfully, SP now converts
these into encryptions [ui], ..., [uz] of encodings and sends it to D along with a signature on

them.

[0223] D initiates the matching phase by sending these ciphertexts [[u; ], ..., [u;] along
with the signature in the first round. T verifies the signature to ensure that the underlying
vector % was indeed enrolled earlier. As before, T encodes its input vector W to produce

encodings (wy, ..., w;). Unlike the previous protocol, since we do not want to leak the inner
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product IP = (i, W) to D, T does not compute [Z] where Z is a level-2 encoding of IP.
Instead, Z is now an encoding of (a - IP + b) where a and b are random values. As before, T’
adds random p; values before masking and sends [Mask(Z + g]) in the second round. D can
recover (a - IP + b) which is sent back to T in the third round. This allows T to learn IP as it
knows (a, b). It then checks if [P > T to learn the output which is shared with D in the last
round. Observe that this protocol leaks IP to D.

[0224] We now discuss how to prevent a malicious D from cheating in the third round.

Suppose it sends X" = (alP + b). We modify T's strategy as follows: let [P’ = = Output L

a
if IP’ is larger than the maximum possible value 1Py, of the inner product (for any two
norm-{ vectors i, W). Since (a, b) are uniformly random, with overwhelming probability, a
cheating D will be unable to pick X’ # (alP + b) with both of the following conditions: (i)
P! < IPyax (i) (@) IP < T and IP’ > T (OR) (i) (b) IP" < T and IP > T.

[0225] As for parameter selection, using any encoding u; or w;, we first perform one
multiplication with another encoding, a multiplication with a constant a of length A, followed
by (t — 1) additions of such encodings and then adding it to a level-2 encoding of b. So, d
should be (m + logn + logt + A + 3). Therefore, we need to satisfy the constraint that 2™ -
(2m +logn + log [£/n] + 24 + 3) < L to determine how many elements n to pack together.

VIII. EXAMPLE PROTOCOL 3 - MALICIOUS DEVICE AND NO LEAKAGE

[0226] In this section, we build a secure biometric authentication protocol with a five
round matching phase. Our protocol is based on digital signatures, garbled circuits, two-
message oblivious transfer (OT), Paillier encryption [26] and honest-verifier zero knowledge
proofs. We use proofs for specific languages related to the encryption scheme as in section
VII. The protocol leaks no extra information to any party. Formally, we prove the following

theorem:

Theorem 3 Assuming the security of Paillier encryption, digital signatures, garbled circuits
and two message oblivious transfer, Il in FIG. 12 is a five round biometric authentication
protocol that is secure against any adversary that can maliciously corrupt the device or

Jjointly corrupt the terminal and authority in a semi-honest manner with no leakage to any

party.
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[0227] Paillier encryption and two message OT (either in CRS or random oracle model)
can be instantiated based on the DCR assumption while digital signatures and garbled circuits
can be based on any one way function (which is implied by DCR). We refer to section X.D

for the formal security proof.

[0228] For the construction, let (Garble, Eval) denote a garbling scheme for circuits and let
(OT.Round,, OT.Round,, OT. Output) be a two-message oblivious transfer protocol. We

describe our five round protocol in FIG. 12.

[0229] We build on the previous protocol to additionally ensure that the inner product IP is
not leaked to the terminal . Recall from the previous protocol that the value X = (alP + b)
was directly sent by D to 7 which allowed T to recover IP and compare it with the threshold.
Here, instead, we perform this comparison inside a garbled circuit. One way to do so would
be for T to generate a garbled circuit that D can evaluate using input X. The circuit would
internally compute IP = (X — b)/a. However, performing a division inside a garbled circuit
is not very efficient. To build a more efficient protocol, we could do the following: in the
second round, 7" sends encryptions of (hyper — encodings of) X =[P and Y = (a - IP + b).
D can recover and feed both as inputs to the garbled circuit so that it only performs one

multiplication to check that Y = (a - X + b).

[0230] While the random choice of (a, b) once again ensures that a malicious D can't cheat
by providing wrong inputs (X, Y) to the circuit, notice that we now leak X = IP to D! To
solve this problem, T encrypts IP via a one-time pad to generate X = (IP + pad), thereby
hiding IP from D. That is, D now receives encryptions of hyper — encodings of X = (IP +
pad) and Y = (a - IP + b), and labels corresponding to inputs (pad, a, b). The circuit first
removes the one-time pad to recover IP and then checks that Y = (a - [P + b) as before. We
use oblivious transfer (OT) to enable D to obtain the labels to evaluate the garbled circuit.
The enrollment phase is same as the previous protocol with the only addition being SP also

runs the setup of the OT protocol.

[0231] The analysis of the choice of parameters used for packing is almost identical to that

in section VIL
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IX. IMPLEMENTATION RESULTS

[0232] We implement our protocols and report on their performance. The implementation
was written in C++ and utilizes the GMP library for Paillier operations and the oblivious

transfer implementation of Chou and Orlandi [13].

[0233] All evaluations were performed on a single commodity laptop with an 15-8365U
processor and 16 GB of memory. All network traffic was routed over local host with a
measured latency of 0.2 milliseconds on a 10 Gbps network card. To account for network
latency and bandwidth restrictions, additional running time would need to be added. The
Paillier scheme is implemented using a security level analogous to 3072 bit RSA, which is
estimated to achieve 112 bits of computational security. Where relevant, we use a statistical

security parameter of 40 bits.

[0234] We consider various template lengths £ € {128, 256,512, 1024} combined with
different bit lengths m € {8, 16, 24} for each template element, i.e. templates are elements in
ng. We note that this bit length is of the input size while the inner product itself can be of
bit length 2m + log,£. We consider the three protocols 1, (FIG. 10), IT, (FIG. 11), I1; (FIG.

12) as presented above where the enrollment phase for I1,, [15 is separated as 1., .

[0235] [I;-Enc in FIG. 15 denotes the time for D to locally generate an encryption of a
template for I1; (enrollment phase), a one-time operation. I1; in the next column denotes the
time to perform the matching phase of [1;. We assume that the terminal T possesses the
measurement in template form. As can be seen, this phase is significantly faster than the one-
time enrollment phase. For example, encrypting a template with £ = 256, m = 16 requires
0.6 seconds while the matching phase requires 0.024 seconds. This is because Paillier
encryption requires computing a large exponentiation 7" mod N2 where N is 3072 bits in our
case. In contrast, decryption and homomorphic operations are relatively efficient. When
designing our protocols this is one of the reasons why D always encrypts their long term
template as opposed to having 7" encrypting each measurement with its own Paillier key.
Moreover, we found that simply generating the plaintext template using SphereFace [24]

required more time than I1;.

[0236] As seenin FIG. 14, I1; has very low communication overhead. The m; column of
I1; denotes the size in bytes of the first message which D sends to the terminal. For example,

this message is of size 16KB for £ = 256, m = 16. For this set of parameters we achieve a
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packing factor of 8 X. That is, without our packing technique the encrypted template would
be 128KB. An important property of our protocols is that this message can be reused in the
case that several comparisons with the same D are performed. After T receives this first

message, each subsequent I1; sessions only requires 7 sending 516 bytes, regardless of £, m.

[0237] Next we consider the overhead for a possibly malicious D to enroll a new template
(common for IT, and I13). We report the running time of this protocol in two parts. Il,,-Enc
is the time for D to locally encrypt their template and I1,,, is the time required to run the (rest
of) enrollment protocols which contains several zero knowledge proofs that the template is
well formed. As can be seen in FIG. 15, simply encrypting the template (with one element
per ciphertext) requires about half the time as the rest of the enrollment protocol. This
demonstrates that our custom designed zero knowledge protocols are quite efficient. For
example, with £ = 256, m = 16 encrypting the template requires 2.2 seconds while the
protocol requires 5.0 seconds. We note that this protocol can trivially be parallelized but we
did not consider this optimization. While the enrollment protocol requires a non-negligible
amount of time, this protocol only has to be performed once during a setup phase and
therefore is extremely practical. The communication overhead of this protocol is shown in

FIG. 14 and requires between 0.2 and 1 MB of total communication depending on £, m.

[0238] For the matching phase of II,, we observe very practical performance. The running
time of I, with £ = 256, m = 16 is just 0.05 seconds. The protocol consists of three
messages where D sends the first which can be reused. For £ = 256, m = 16, this first
message is of size 27KB while the next per session messages are of size 516 and 260 bytes
respectively. For these parameters we achieve a packing factor of 6 X, reducing the first
message size from 162KB. Moreover, when we consider the amortized setting where the first

message is reused, this protocol requires only 0.8KB per authentication.

[0239] Finally, we consider the protocol IT; which strengthens II, so that the inner product
is not revealed to T . This is achieved with the addition of more Paillier operations along with
a small garbled circuit evaluation. In terms of running time, we observe that the protocol
requires 0.12 seconds for £ = 256, m = 16 where the majority of that is spent doing Paillier
operations. The main overhead of I1; compared to 1, is the added communication overhead
incurred by sending the garbled circuit. For £ = 256, m = 16, we observe a total
communication of 142KB compared to 28KB for I1,. This difference becomes more stark in

the amortized setting where the first message is reused many times. In this case I1; requires
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116KB compared to 0.8KB for II,,. However, given that 142KB is a very small amount

communication for modern devices we argue that I1; achieves very practical overheads. For
example, 4G wireless networks can send up to 100Mbps while the new 5G networks will be
able to send up to 10Gbps. Alternatively, locally area networks such as Android Nearby are

able to provide comparable high throughput communication channels.

[0240] In cases when the bandwidth of D is extremely constrained, we observe that a large
majority of the communication overhead can be preprocessed with the assistance of $P . In
particular, using well known techniques SP can generate the garbled circuit and send it to D
along with performing OT (extension) protocol on random inputs. During the online phase, D
can instruct SP to send T the garbled circuit seed and OT messages from the preprocessing.
8P can also send the encrypted template of D . Then, D and T can derandomize the OTs and
complete the protocol. This would result in I15 requiring approximately 2(2m + log,n + Dk
bits of communication between 7 and D . For £ = 256, m = 16, this would result in
approximately 20KB of online communication. Applying the sample idea to I1; and II,
results in removing the need for D to send the first message because SP would send it on her
behalf. It is easy to show that this achieves the same level of security since we already

assume that SP and T can collude and are both semi-honest.

[0241] One could also consider implementing our protocol using LWE-based additive
homomorphic encryption. These schemes typically support the packing of several values into
a ciphertext such that the ciphertext can be operated on as a vector of elements. However, our
choice of Paillier results in less communication which is a key performance metric. LWE
ciphertexts typically have to be large due to security consideration. For example, with a
vector length of n = 256 and m = 16-bit features the resulting communication for protocol
I1; is about 17KB while this implemented using LWE results in 96KB. However, we do note
that the running time of the LWE solution is faster at just 10 milliseconds compared to our
protocol requiring 45 milliseconds. The LWE parameters in question also supports up to n =
2048 length vectors with no added overhead. This means that if the input vectors are of
sufficient length then the LWE approach could give better communication and running time.
The final advantage of our approach is that Paillier more easily translates to the malicious
setting. ZK-proofs of LWE ciphertexts add additional overhead which could impact the
practicality of I1,, [T;. We leave a more detailed comparison of LWE and Paillier in the

context of our protocols for future work
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X. EXAMPLE CRYPTOGRAPHIC PRIMITIVES AND PROOFS

[0242] In this section, we formally define some of the primitives and proofs we use.

A Primitives
1. Paillier Encryption

[0243] The additively homomorphic encryption scheme by Paillier [26]
(PlIr. Setup, PIr. Enc, Plr. Add, Plr. Dec) satisfies the following correctness and security
properties. We refer to [26] for the proofs.

[0244] For correctness, for any (epk, esk) « Plr. Setup(4):

1) For any message x, we have with overwhelmingly large probability
Plr. Dec(esk, Plr. Enc(epk, x)) = x.

2) For any two messages Xq and x4 with [[x,] = Plr. Enc(epk, x;,) for b € {0,1}, we
have

Plr. Dec(esk, Plr. Add([[x,], [x, 1)) = X¢ + X;.
[0245] For semantic security, for all PPT algorithms A and any two messages X, and X,

we have

|Pr[A(epk, (xo,X1), [x%0]) = 1] -
Pr[A(epk, (xo,x1), [x:1]) = 1]| < negl(2),
where (epk, esk) = Plr.Setup(4) and [x, ] = Plr. Enc(epk, [x,]) for b € {0,1}.
[0246] Also for semantic security, Informally, circuit privacy requires that the ciphertext
generated by a set of homomorphic operations does not reveal anything about the (linear)
circuit that it evaluates, beyond the output value of that circuit, even to an adversary who
generated the public and secret keys. We refer to [12] for a formal definition and note that

this property is easily achieved by the Paillier encryption scheme.

2. Zero Knowledge Proofs

[0247] An interactive protocol between a prover P and a verifier V for deciding a language
L is an honest-verifier zero-knowledge proof of knowledge protocol if it satisfies the
following properties. Below, we define (P (-), V(-)) to be the output of V() at the end of the

protocol execution.

[0248] For completeness, for every security parameter A € N, and any (x,w) € R,
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Pr[(P(x,w),V(x)) = 1] =1 —negl(d).
where the probability is over the randomness of P and V.

[0249] For soundness, for any PPT cheating prover P*, it holds that if x* € L then

Pr[(P*(x"),V(x")) = 1] = negl(A).
where the probability is over the random coins of V.
[0250] For proof of knowledge, for any PPT cheating prover P*, there exists a PPT
extractor ZK. Ext such that for all x : Pr[(P*(x"), V(x")) = 1 A (w « ZK.Ext" (x*)
s.t(x™,w") € R;)] = negl(A). where the probability is over the random coins of V and
ZK. Ext.

[0251] For zero knowledge, for any (semi-) honest verifier V*, there exists a PPT simulator
Sim such that for all x € L: the view of V* when interacting with an honest prover P on input
(x,w) is computationally indistinguishable from its view when interacting with Sim on input

x alone.

3. Digital Signatures

[0252] A digital signature scheme consists of the following three algorithms (Gen, Sign,
Verify). For Gen(1*) — (sk, vk), a randomized algorithm that takes the security parameter A
as input, and generates a verification-key vk and a signing key sk. For Sign(sk,m) =:0. A
randomized algorithm that takes a mesage m and signing key sk as input and outputs a
signature o. For Verify(vk, (m, 0)) =:1/0. A deterministic algorithm that takes a
verification key vk and a candidate message-signature pair (m, o) as input, and outputs 1 for

a valid signature and O otherwise.

[0253] The following correctness and security properties should be satisfied. For
correctness, for all A € N, all (vk, sk) « Gen(1%), any message m,

Verify(vk, m, Sign(sk,m)) = 1. For unforgeability, a signature scheme is unforgeable if for
any PPT adversary A, the following game outputs 1 with negligible probability (in security
parameter). To initialize, Run (vk, sk) « Gen(1%). Give vk to A. Initiate a list L: = @. For
signing queries, on query m, return o « Sign(sk, m). Run this step as many times as A
desires. Then, insert m into the list L. For output, receive output (m?, ) from A. Return 1 if

and only if Verify(vk, (m? %)) = 1 and m® L, and 0 otherwise.
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4, Two-Message Oblivious Transfer

[0254] A two-message oblivious transfer (OT) protocol is a tuple (OT. Round,,
OT.Round,, OT. Output) defined as follows. For OT. Round, (8), a PPT algorithm that,
given a bit f € {0,1}, outputs a message m, and a secret state st.

For OT. Round, ((1g, 1), m;), a PPT algorithm that, given a pair of strings (g, 1) €
{0,1}** and a message m,, outputs a message m,. For OT. Output(st, 8, m,), a deterministic
algorithm that, given a secret state st, a bit § € {0,1} and a message m,, outputs a string u’ €

{0,1}*.

[0255] The following correctness and security properties can be satisfied. For correctness,
for any A € N, any bit § € {0,1}, any pair of strings (i, i) € {0,1}%*: let (m,, st) =
OT.Round, (8), m,; = OT.Round, ((ug, 41), msg,), ' = OT. Output(st, 8, m,). We have
¢’ = pg with overwhelmingly large probability in A. For receiver privacy, for any 1 € N, for
any PPT adversary A: we have Pr[A( OT.Round, (0)) = 0] — Pr[A(,OT.Round, (1) =

0] < negl(A), where the probability is defined over the random coins of OT. Round,
algorithm. For sender privacy, forany A € N, any g € {0,1}, any (1o, 1;) € {0,1}**, any PPT
adversary A, there exists a PPT simulator OT. Round,. Sim such that the following holds:
Let m; « A(B). Then,

IPr[A(B, m,) = 0] — PrA(B, ) = 0]| < negl(A),
where m, = OT.Round, ((ug, #1), my),
m; = OT.Round,. Sim(ug, my).
[0256] The protocol can be in the CRS model (in which case we would also have an

algorithm OT. Setup(-) to generate the CRS) or in the Random oracle model.

5. Garbled Circuits

[0257] A garbling scheme for a class of circuits € with n-bit inputs consists of the

following polynomial-time algorithms. For Garble(C € C), a probabilistic algorithm that
takes a circuit C € C as input and outputs a garbled circuit € and a set of labels ?=
{€),0.4j1}jemn) For Eval((xy, ..., x5) € {0,13", {{’j_xj}je[n], ©), a deterministic algorithm that
takes as input a string (x4, ..., x,,) € {0,1}", a set of labels {{’j,xj}je[n] and a garbled circuit €,

and outputs a bit y € {0,1}.
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[0258] The following correctness and security properties can be satisfied. For correctness,
for any circuit C € C, any string (xy, ..., X,) € {0,13", let (C, )0, €1} jem)) = Garble(C).
We have Eval((x4, ..., x,,), {‘gj,x]-}je[n]» €) = C(xy, ..., ). For security, there exists a PPT
algorithm Garble. Sim(-) such that for any circuit C € C, any string (x4, ..., x;,) € {0,1}", the
ensembles (C, {{’}-‘xj} jem)) and  Garble. Sim(1%, €(x)) are computationally

indistinguishable where (C, {€jx;}jem)) « Garble(C).
B. Protocol 1: Proof
1. Corrupt Device

[0259] Consider a semi-honest adversary A that corrupts the device D. We now describe
the simulator Sim. Let Mask. Sim denote the simulator for the packing scheme. In the
enrollment phase, before the phase begins, Sim gets as input &4 = (uy, ..., U,) - the input
vector of the adversarial device. Upon receiving (epk, esk, {f}ie[t]) from A, Sim sends

message "Enrolled".

[0260] In a matching phase, before the phase begins, Sim gets the output bit y and the
leakage Lge, (1) = IP from the ideal functionality. Sim does the following:

* Round 1: Receive (epk, {[; [}ie[s) from A.
* Round 2:
1) Pick n random strings IP,, ..., IP, such that (IP; + --- + IP,) = IP.
2) Compute and send [IP] = Mask. Sim(IP,, ..., IP,) to A.
[0261] We show that the above simulation strategy is successful via a series of
computationally indistinguishable hybrids where the first hybrid Hyb, corresponds to the real
world and the last hybrid Hyb, corresponds to the ideal world.

[0262] Hyb,: Real world. In this hybrid, consider a simulator SimHyb that plays the role of

the honest service provider and terminal as in the real world.

[0263] yb,: Switch Ciphertexts. In this hybrid, SimHyb runs the matching phase as
follows: Pick n random strings IP;, ..., IP, such that (IP; + --- + IP,) = IP; Compute [Z]
using the algorithm Plr. Enc where Z = Encode, (IPy, ..., IP,); pick n random strings

P1, -, Pn such that (p; + -+ p,) = 0 and Vi, p; € Z,x. Let § = Encode; (p4, ..., pr):
Compute and send [[IP] = [Mask(Z + )] to D.
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[0264]Hyb,: Masking Simulator. In this hybrid, SimHyb runs the simulator Mask. Sim of the

packing scheme to compute [IP] in round 2 instead of running the honest masking algorithm.

This hybrid corresponds to the ideal world.

[0265] We now show that every pair of successive hybrids is computationally
indistinguishable. Lemma 3: Assuming the circuit privacy of Paillier encryption, Hyby is

computationally indistinguishable from Hyb,.

[0266] Proof The only difference between the adversary's view in both worlds is the way
the ciphertext [Z] is computed. In the real world, T computes [Z] by performing the
homomorphic operations using its input vector W while in the ideal world, Sim uses random
(IP,, ..., IP,) such that (IP; + --- 4+ IP,) = IP and sets Z = Encode, (IP, ..., IP,). Since the p;
values all add up to 0, observe that in both cases, Decode(Plr. Dec(esk, [IP*]) produces a
tuple (IPy, ..., IP,) such that 7, IP; = IP. Therefore, if there exists an adversary A that can
distinguish between the two worlds with non-negligible probability, we can design a
reduction Ap, that can break the circuit privacy of the Paillier encryption scheme which is a

contradiction.

[0267] Lemma4 Assuming the security of the packing scheme, Hyb, is statistically
indistinguishable from Hyb,. Proof. The only difference between the two hybrids is that in
Hyb,, SimHyb computes the ciphertext [[IAP]] by homomorphically evaluating the honest
masking algorithm Mask while in Hyb,, SimHyb homomorphically computes the encoding
output by the simulator Mask. Sim. We note that the operations (after sampling the
randomness) can be performed homomorphically using Paillier encryption. Thus, from the

security property of the packing scheme, the two hybrids are statistically indistinguishable.

2. Corrupt Provider, Terminal

[0268] Consider a semi-honest adversary A that jointly corrupts the service provider SP
and terminal 7. We now describe the simulator Sim. In the enrollment phase, Sim sets vector
U = (uq, ..., up) uniformly at random and interacts with A in the Enrollment phase as done

by D in the real world. That is:

1. Compute uj, ..., u; as the encoding of .
2. Compute (esk, epk) « Plr.Setup(1%). Vi € [t], compute u; = Plr. Enc(epk, [u;]).
3. Send (epk, {[u; 1}icpe)) to A.
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[0269] In the matching phase, before the phase begins, Sim gets input (W, p, y) where W is
A's input, p is A's randomness, y is the output bit. Sim does the following: Round 1: Send
(epk, {[v; I}iere) to A: Round 2: Receive [IP*] from A; Round 3: Send bit y to A.

[0270] We now show that the above simulation strategy is successful. Lemma 5:

Assuming the semantic security of Paillier encryption, the real world is computationally
indistinguishable from the ideal world. Proof. Observe that the only difference between the
two worlds is the way the ciphertexts {[u;]};e[¢) are computed. In the real world, D computes
them using its input vector % while in the ideal world Sim computes them as an encryption of
a uniformly random vector. The adversary <A only gets the public key epk and does not learn
the secret key esk of the encryption scheme. Therefore, if there exists an adversary A that
can distinguish between the two worlds with non-negligible probability, we can design a
reduction Ap), that can break the semantic security of the Paillier encryption scheme which

1s a contradiction.

C. Protocol 2: Proof
1. Corrupt Device

[0271] Consider a malicious adversary A that corrupts the device D. We now describe the
simulator Sim. Let ZK. Ext denote the extractor for the zero knowledge protocol

Mpext—knwiag- Let Mask. Sim denote the simulator for the packing scheme.

[0272] In enrollment phase, Sim does the following.
»  Receive (epk, [u.], ..., [u,]) from A.

*  Run zero knowledge protocols [gpy, [Iex — knwldg and I, ; as the verifier with
A as the prover with statement epk for the first proof and statement (epk,
(4], ..., [u,]) for the next two proofs. Also, run the extractor ZK. Ext on protocol

. ¢
Mptxt—knwiag 10 extract witness {u;, piti=1-

+ If either of the proofs fail or the extractor ZK. Ext fails, send the message “"Failed" to
A and query the ideal functionality F as part of enrollment with a vector of norm
larger than 1, thereby instructing it to deliver the message ~Failed" to the honest

service provider.

* Else, do the following:

55



WO 2022/086647 PCT/US2021/050566

(a) Generate (sk, vk) « Gen(1%).

(b) Compute ([u1], ..., [u;]) using Plr. Add(-) where uj, ..., u; is the level-1

encoding of & = (uy, ..., up).
(c) Send o = Sign(sk, (epk, [uil, ..., [u])) to A.

(d) Query the ideal functionality F as part of enrollment with vector % extracted
from ZK. Ext.

[0273] In the matching phase, Sim can do the following.

*  Output from ideal functionality F: Query F with a new sub-session for the matching

phase to receive output bit y.
* Round I: Receive (o, {[v; [}ie[7) from A.
*  Round 2:
(a) Output 1 if Verify (vk, (epk, [ui], ..., [usl), o) # 1.

(b) Output "Special Abort" if Verify(vk, (epk, [ui], ..., [u:]), ¢) = 1 (AND)
([ui], ..., [uf], o) is not the tuple sent to A in the Enrollment phase.

(c) Pick arandom value IP satisfying the following: IP < T ify =0and T <
I[P < IPyuxify =1

(d) Pick random strings a € Zj3, b € Zj.10g1pya+1)-
(e) Pick n random strings X1, ..., X, such that (X; + -+ X,,) = (a - [P + b).
(f) Compute and send [X] = [Mask. Sim(Xy, ..., X,]) to A.

* Round 3: Receive X from A.

* Round 4:

X-b

P

(a) SetIP’ =

(b) If IPyax < IP’, instruct F to output 1 to the honest terminal.

(¢) f T < IP < IPyayx, send 1 to A. Else, send 0. Instruct F to deliver output to

the honest terminal.

56



10

15

20

25

WO 2022/086647 PCT/US2021/050566

[0274] We show that the above simulation strategy is successful via a series of
computationally indistinguishable hybrids where the first hybrid Hyb, corresponds to the real
world and the last hybrid Hyb; corresponds to the ideal world.

[0275] Hyb,: Real world. In this hybrid, consider a simulator SimHyb that plays the role of

the honest service provider and terminal as in the real world.

[0276] Hyb;: Run the Extractor. In this hybrid, SimHyb runs the extractor ZK. Ext for the
zero knowledge protocol Il ¢xs—knwiag as done by Sim in the ideal world to extract witness
U = (uy, ..., up). It also queries the ideal functionality in the enrollment phase as done by

Sim.

[0277] Hyb,: Special Abort for signature forgery. In this hybrid, in round 2 of the matching
phase, SimHyb outputs "Special Abort" if Verify(vk, (epk, [uil, ..., [ut]), o) = 1 (AND)
(epk, [uil, ..., [ui], o) is not the tuple sent to A in the Enrollment phase, as done by Sim in

the ideal world.

[0278] Hybs: Switch Ciphertexts. In this hybrid, SimHyb computes the ciphertexts in the

matching phase as follows:

» Pick arandom value IP satisfying the following: IP < T if y = 0 and T < IP < [Pyay
ify=1

* Pick random strings a € Zj, b € Z(1.10g1Pyy+1)-
* Pick n random strings X3, ..., X, such that (X; + -+ X;;,) = (a - IP + b).
« Compute [Z] using algorithm Plr. Enc where Z = Encode, (Xi, ..., X).

» Pick n random strings py, ..., p, such that (p; + -+ p,) = 0 and Vi, p; € Z,«. Let
ﬁ = EnCOdeZ (pl: ;pn)

* Compute and send [[)?]] = [Mask(Z + 1) to D.
[0279] Hyb,: Masking Simulator. In this hybrid, SimHyb runs the simulator Mask. Sim of
the packing scheme to compute [[)? ]] in round 2 instead of running the honest masking

algorithm.

[0280] Hybs: Ideal world. In this hybrid, SimHyb instructs the ideal functionality to either
deliver output L or the real output to the honest terminal as done by Sim in round 4. This

hybrid corresponds to the ideal world.
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[0281] We now show that every pair of successive hybrids is computationally
indistinguishable. Lemma 6: Assuming the proof of knowledge property for protocol
Hptxt—knwldg and soundness of protocols Hepie, zxk—12, Hyb, is computationally
indistinguishable from Hyb,. Proof. The difference between the two hybrids is that in Hyb,,
SimHyb also runs the extractor NIZK. Ext on the proofs given by the adversary for protocol
[y ext—knwiag 0 compute its input vector U and checks that the L2-norm of % is {. From the
soundness of protocols Ilg,x, 1412, we know that if the proofs verify successfully, it must
indeed be the case that the public key was correctly generated and that the L2-norm of the
underlying vector is  if the ciphertexts were correctly generated. Thus, the only difference
between the two hybrids is if the adversary can produce a proof for protocol

[y ext—knwiag Such that, with non-negligible probability, the proof verifies successfully, but
SimHyb fails to extract ¥ and hence SimHyb aborts. However, we can show that if there
exists an adversary A that can cause this to happen with non-negligible probability, we can
design a reduction Ak that breaks the argument of knowledge property of protocol

ptxt—knwiag With non-negligible probability which is a contradiction.

[0282] Lemma 7: Assuming the unforgeability of the signature scheme, Hyb, is
computationally indistinguishable from Hyb,. Proof. The difference between the two hybrids
is that in Hyb,, in round 2 of the matching phase, SimHyb outputs "Special Abort". Observe
that this happens if in round 1, A sends a tuple (epk, u3, ..., u;, o) such that this was not the
tuple sent to A in the enrollment phase and Verify (vk, (epk, [u1], ..., [u:]), o) = 1.
However, if there exists an adversary A that can cause this event to happen with non-
negligible probability, we can use A to design a reduction Ag;g, that breaks the
unforgeability of the signature scheme with non-negligible probability which is a

contradiction.

[0283] Lemma 8: Assuming the circuit privacy of Paillier encryption, Hyb, is
computationally indistinguishable from Hyb;. Proof. This is identical to the proof of Lemma
3.

[0284] Lemma 9: Assuming the security of the packing scheme, Hyb; is statistically
indistinguishable from Hyb,. Proof. This is identical to the proof of Lemma 4.

[0285] Lemma 10: Hyb, is statistically indistinguishable from Hybz. Proof. The difference

between the two hybrids is that in Hybsg, the honest terminal gets its output via the ideal
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functionality. In more detail, SimHyb instructs the ideal functionality to deliver either the
actual output bit y or L based on its computation in round 4 of the matching phase. First, note
that the strings a, b are picked by SimHyb uniformly at random in round 2, and the adversary

only learns X = (a - IP + b). Observe that in both hybrids, if the adversary sends a string X’
(X’ b)

in round 3 such that [Py, < , the honest terminal outputs 1. The only difference

between the two hybrids is if the adversary can send a string X’ # X in round 3 such that

(x b) (x =

<Tth<

either of the following happens: (1) < IPyax (OR) (i) T < ——=

(X b)

[Pyiax but < T. This is because in Hyb,, the honest terminal's output is based on the

&

value of €22 whereas in Hybs, it only depends on the value of IP = ~ &b . However, since

a, b are plcked uniformly at random, the probability that the adversary can send a string X" #
X in round 3 such that either of the two conditions happen is negligible and this completes the

proof.

2. Corrupt Provider, Terminal

[0286] Consider a semi-honest adversary A that jointly corrupts the service provider SP
and terminal . We now describe the simulator Sim. Let ZK. Sim, ZK. Sim4, ZK. Sim, denote

simulators for the zero knowledge protocols ey, e —knwiag and [, respectively.

[0287] In the enrollment phase, Sim does the following: Pick vector U = (uy, ..., up)
uniformly at random; Compute (esk, epk) « PIr.Setup(1*) and send (epk, uy, ..., up) to A;
Run the simulators ZK. Sim, ZK. Sim,, ZK. Sim, for the zero knowledge protocols

Wepr, Upixe—knwiag and T,y ;5 from Section 8 where A is the verifier. For the first proof, the
statement is epk and for the next two proofs, the statement is (epk, [u,], ..., [u,]): and

Receive o from A.

[0288] In the matching phase, before the phase begins, Sim gets input (W, p, ¥, Leerm(*) =
IP = (i, w)) where W is A's input, p is A's randomness, y is the output bit and Lyg;, (+) is
the leakage. Sim does the following:

* Round 1: Send (o, epk, {[u;1}ici) to A.

«  Round 2: Receive [X] from A.

* Round 3:

(a) Extract strings (a, b) from the adversary's randomness p.
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(b) Send X = (a - IP + b) to A where [P = Ly, (+).
[0289] We show that the above simulation strategy is successful via a series of
computationally indistinguishable hybrids where the first hybrid Hyb, corresponds to the real
world and the last hybrid Hybs corresponds to the ideal world. Hybg: Real world. In this
hybrid, consider a simulator SimHyb that plays the role of the honest device as in the real
world. Hyb;: Simulate Proofs. In this hybrid, SimHyb runs the simulators
ZK. Sim, ZK. Sim,, ZK. Sim, for the zero knowledge protocols [epy, Mpexs—knwiag and
I1,x_1, as done by Sim in the enrollment phase of the ideal world. Hyb,: Change
computation of X. In this hybrid, in round 3 of the matching phase, SimHyb no longer
decrypts X to compute X. Instead, it computes X = (a - IP + b) as done by Sim in the ideal
world where (a, b) is extracted from the adversary' randomness p and IP = L;.-,,(+). Hybs:
Switch Ciphertexts. In this hybrid, SimHyb picks input vector 2 uniformly at random as
done by Sim . This hybrid corresponds to the ideal world.

[0290] We now show that every pair of successive hybrids is computationally
indistinguishable. Lemma 11: Assuming the zero knowledge property for protocols

Mepi Mptxe—knwiag and M1, Hyby is computationally indistinguishable from Hyb,. Proof.
The only difference between the two hybrids is that in Hybg, the proofs of protocols

Mepi, Mpixt—knwiag and T,y ;5 are computed by SimHyb by following the honest prover's
strategy while in Hyb,, they are generated using the simulators ZK. Sim4, ZK. Sim,. Thus, if
there exists an adversary A that can distinguish between these two hybrids with non-
negligible probability, we can design a reduction A, that can break the zero knowledge

property of either [opy, Mper—knwiag OF g1 which is a contradiction.

[0291] Lemma 12: Hyb, is identical to Hyb,. Proof. In Hyb,, SimHyb computes and
sends X = (a - [P + b) where (a, b) is extracted from the adversary's randomness p and [P =
Lierm () = (ﬁ‘ w). In Hyb,, SimHyb decrypts [X*] to compute X. Since A is honest, notice
that even in Hyb,, X is in fact equal to (a - IP + b). Hence, the two hybrids are identically
distributed.

[0292] Lemma 13: Assuming the semantic security of Paillier encryption, Hyb, is
computationally indistinguishable from Hybs. Proof. This is identical to the proof of Lemma
5.
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D. Protocol 3: Proof
1. Corrupt Device

[0293] Consider a malicious adversary A that corrupts the device D. We now describe the
simulator Sim. Let ZK. Ext denote the extractor for the zero knowledge protocol

Hptxt—knwiag- Let Mask. Sim denote the simulator for the packing scheme.

[0294] Enrollment Phase. This is identical to the enrollment phase in Section D.1. For

completeness, we describe it here. Sim does the following.
* Receive (epk, uy, ..., up) from A.

*  Run zero knowledge protocols Igp, Mpexe—knwiag and [, as the verifier with A
as the prover with statement epk for the first proof and statement (epk,
4], ..., [u,]) for the next two proofs. Also, run the extractor ZK. Ext on protocol

. ¢
Mptxt—knwiag 10 extract witness {ui, pitiz=q

« If either of the proofs fail or the extractor ZK. Ext fails, send the message “"Failed" to
A and query the ideal functionality F as part of enrollment with a vector of norm
larger than , thereby instructing it to deliver the message ~Failed" to the honest

service provider.
* Else, do the following:
(a) Compute (sk, vk) « Gen(1%).

(b) Compute ([u3], ..., [u;]) using the algorithm Plr. Add(-) where uj, ..., u; is the

encoding of ¥ = (Juy], ..., [u,D).
(c) Send (o = Sign(sk, (epk, [u3], ..., [u:]))) to A.

(d) Query the ideal functionality F as part of enrollment with vector % extracted from

ZK.Ext.
[0295] Matching Phase: Sim does the following.

*  Output from ideal functionality F: Query F with a new sub-session for the matching

phase to receive output bit y.

* Round I: Receive (o, {[v; [}ie[)) from A.
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Round 2:
1) Output L if Verify(vk, (epk, [ui], ..., [u]), o) # 1.

2) Output "Special Abort" if Verify(vk, (epk, [ui], ..., [u;1), ) = 1 (AND)
([u3], ..., [uz], o) is not the tuple sent to A in the Enrollment phase.

5 3) Pick arandom value IP satisfying the following: [P < Tify =0and T <IP <
[Pyax ify = 1.

4) Pick random strings a € Z;, b € Z;.10g1ppax+1) PAA € Ziogipy,y+1-

5) Pick 2n random strings X, ..., X, 14, ..., ¥, such that (X; + -+ X,,) = (IP +
pad) and (Y; +--+Y,) = (a-IP + b).

10 6) Compute and send [X] = [Mask. Sim(Xj, ..., X,]) and [¥] =
[Mask. Sim(Y7, ..., ¥,)] to A.

* Round 3: Receive ot™* from A.
* Round 4: (T = D) T does the following:
1) Compute (C,lab) = Garble. Sim(y).

15 2) Let (labyaqg,labg,laby) denote the simulated labels for inputs (pad, a, b) to the

garbled circuit.

3) Letlabyy denote the simulated labels for values (X,Y) that are input by A to

evaluate the circuit. Compute ot**"™ = OT. Round,. Sim(laby y, ot™°).
4) Send (C,labyag, labg, labp, ot*e™) to A.
20 * RoundS:
1) Receive label laby from A.

2) Iflaby corresponds to the label for output bit y of simulated labels lab, instruct
the ideal functionality to deliver output to the honest 7. Else, instruct F to output

1 to the honest terminal.

25 [0296] We now show that the above simulation strategy is successful via a series of

computationally indistinguishable hybrids where the first hybrid Hyb, corresponds to the real
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world and the last hybrid Hyb., corresponds to the ideal world. Hyb: Real world. In this
hybrid, consider a simulator SimHyb that plays the role of the honest service provider and
terminal as in the real world. Hyb; : Run the Extractor. In this hybrid, SimHyb runs the
extractor ZK. Ext for the zero knowledge protocol [1,¢v;—knwiag as done by Sim in the ideal
world to extract witness ¥ = (uy, ..., uz). It also queries the ideal functionality in the
enrollment phase as done by Sim. Hyb,: Special Abort for signature forgery. In this
hybrid, in round 2 of the matching phase, SimHyb outputs "Special Abort" if

Verify(vk, (epk, [ui], ..., [uz]), o) = 1 (AND) (epk, [ui], ..., [ut], o) is not the tuple sent to
A in the Enrollment phase, as done by Sim in the ideal world. Hyb3: Simulate OT. In round
4 of the matching phase, SimHyb computes the OT sender message by using the simulator
OT.Round,. Sim(-). That is, ot**™ = OT. Round,. Sim(laby y, ot"®®) where laby y are the

labels for the inputs (X, Y) to be used by A as input to the garbled circuit.

[0297] Hyb,: Simulate garbled circuit. In round 4 of the matching phase, SimHyb
computes a simulated garbled circuit and simulated labels. That is, (€,1ab) =

Garble. Sim(y). Hybg: Switch Ciphertexts. In this hybrid, SimHyb computes the
ciphertexts in the matching phase as follows: Pick a random value IP satisfying the
following: IP < Tify = 0and T < IP < [Pyax if y = 1; Pick random strings a € Z;,b €
L3 10g1Ppay +1) PAA € Ziggipy,,. +25 Pick 21 random strings X3, ..., Xy, ¥y, ..., ¥y, such that
X1+ -+ X,) =P +pad) and (Y; + -+ Y,,) = (a - IP + b); Compute [Zy, ][Z;] using
the algorithm Plr. Enc where Z, = Encode, (X4, ..., X;,) and Z; = Encode, (Y3, ..., ¥3,); Pick
2n random strings py, ..., Po,, such that (o + -+ p;,) =0, (P41 + -+ pyy) = 0and
Vi, p; € Z,k. Let py = Encode,(py, ..., py) and p; = Encode; (41, .-, P25); and Send
[X] = Mask(Z, + o)1, [¥] = [Mask(Z, + p1)] to A.

[0298] Hyb,: Masking Simulator. In this hybrid, SimHyb runs the simulator Mask. Sim
of the packing scheme to compute [[)? ]], [[17]] in round 2 instead of running the honest masking
algorithm. Hyb-: Ideal world. In this hybrid, SimHyb instructs the ideal functionality to
either deliver output L or the real output to the honest terminal as done by Sim after round 5.

This hybrid corresponds to the ideal world.

[0299] We now show that every pair of successive hybrids is computationally

indistinguishable. Lemma 14: Assuming the proof of knowledge property for protocol
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pext—knwidg and soundness of protocols [epy, I, 1.2, Hybg 1s computationally

indistinguishable from Hyb,. Proof. This is identical to the proof of Lemma 6.

[0300] Lemma 15;: Assuming the unforgeability of the signature scheme, Hyb, is
computationally indistinguishable from Hyb,. Proof This is identical to the proof of Lemma
7.

[0301] Lemma 16: Assuming the security of the oblivious transfer protocol against a
malicious receiver, Hyb, is computationally indistinguishable from Hybs. Proof. The only
difference between the two hybrids is the way the OT sender's message in round 4 of the
matching phase are generated. In Hyb,, SimHyb generates the OT sender's message honestly
using the labels for the values (X,Y). In Hyb;, the OT sender's messages are also generated
using the simulator OT. Round,. Sim(+). It is easy to see that if there exists an adversary A
that can distinguish between these two hybrids with non-negligible probability, we can design
areduction Agr that can break the security of the oblivious transfer protocol against a

malicious receiver which is a contradiction.

[0302] Lemma 17 Assuming the security of the garbling scheme, Hyb; is computationally
indistinguishable from Hyb,. Proof. The only difference between the two hybrids is the way
the garbled circuit and the associated labels are generated. In Hyb,, SimHyb computes them
honestly as follows: (€, lab) = Garble(C) where circuit C is described in FIG. 13. In Hyb,,
SimHyb simulates them both as follows: (C,lab) = Garble. Sim(y) where v is the output
from the ideal functionality. It is easy to see that if there exists an adversary A that can
distinguish between these two hybrids with non-negligible probability, we can design a

reduction A that can break the security of the garbling scheme which is a contradiction.

[0303] Lemma 18: Assuming the circuit privacy of Paillier encryption, Hyb, is
computationally indistinguishable from Hybs. Proof This is identical to the proof of Lemma
3.

[0304] Lemma 19 Assuming the security of the packing scheme, Hyb is statistically
indistinguishable from Hybg. Proof. This is identical to the proof of Lemma 4.

[0305] Lemma 20: Hyby is statistically indistinguishable from Hyb,. Proof. The difference
between the two hybrids is that in Hyb,, the honest terminal gets its output via the ideal
functionality. In more detail, SimHyb instructs the ideal functionality to deliver either the

actual output bit y or L based on its computation after round 5 of the matching phase. Similar
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to the proof of Lemma 10, the strings a, b, pad are picked by SimHyb uniformly at random in
round 2, and the adversary only learns X = (IP + pad) and Y = (a - IP + b). Observe that in
both hybrids, if the adversary uses input strings (X’,Y”) to evaluate the garbled circuit such
that (a - (X’ — pad) + b) # Y, the honest terminal would end up outputting L. The only
difference between the two hybrids is if the adversary can input a pair of strings (X', Y") #
(X,Y) such that (a - (X’ — pad) + b) = Y’ and either of the following happens: (i))(X' —
pad) < Tbut T < (X — pad) (or) (ii) T < (X’ — pad) but (X — pad) < T. However, since
(a, b, pad) are picked uniformly at random, the probability that this can occur is negligible

and this completes the proof.

2. Corrupt Provider, Terminal

[0306] Consider a semi-honest adversary A that jointly corrupts the service provider SP
and terminal . We now describe the simulator Sim. Let ZK. Sim, ZK. Sim4, ZK. Sim, denote

the simulator for the zero knowledge protocols [opk, llprx—knwiag and I,y respectively.

[0307] Enrollment Phase: Sim does the following: Pick vector % = (uy, ..., 4,) uniformly
at random; Compute (esk, epk) « Plr. Setup(1*) and send (epk, [u;],.. ., t,) to A; Run the
simulators ZK. Sim, ZK. Sim4, ZK. Sim,, for the zero knowledge protocols

Wepr, Wpixe—knwiag and T,y ;5 from Section 8 where A is the verifier. epk is the statement
for the first proof and (epk, [u4],..., [u,]) is the statement for the next two; and Receive o

from A.

[0308] Matching Phase: Before the phase begins, Sim gets input (W, p, v) where W is A's
input, p is A's randomness and y is the output bit. Sim does the following: Round 1: Send
(0, epk, {u; }ie[)) to A: Round 2: Receive ([X]), [¥]) from «A; Round 3: Send ot™* «
OT.Round, ((X,Y); p°") to A where X, Y are picked uniformly at random; Round 4 Receive
(€, labp,g, labg, laby, 0t**™) from A; and Round 5: From A's randomness p, extract the label

laby, of the garbled circuit corresponding to the output bit y. Send laby, to A.

[0309] We show that the above simulation strategy is successful via a series of
computationally indistinguishable hybrids where the first hybrid Hyb, corresponds to the real
world and the last hybrid Hyb, corresponds to the ideal world. Hybg: Real world. In this
hybrid, consider a simulator SimHyb that plays the role of the honest device as in the real

world. Hyb;: Simulate Proofs. In this hybrid, SimHyb runs the simulators
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ZK. Sim, ZK. Sim,, ZK. Sim, for the zero knowledge protocols [gpy, ptxt—gknwiag and

1, _1, as done by Sim in the enrollment phase of the ideal world. Hyb,: Change
computation of output label. In this hybrid, in round 5 of the matching phase, SimHyb no
longer evaluates the garbled circuit € to compute the output label laby,. Instead, laby, is
extracted from the adversary' randomness p corresponding to the output y as done by Sim in
the ideal world. Hybj: Switch OT receiver inputs. In this hybrid, in round 3 of the
matching phase, SimHyb generates the OT receiver's message by picking its inputs X, Y
uniformly at random as done by Sim. Hyb,: Switch Ciphertexts. In this hybrid, SimHyb
picks input vector % uniformly at random as done by Sim . This hybrid corresponds to the

ideal world.

[0310] We now show that every pair of successive hybrids is computationally
indistinguishable. Lemma 21: Assuming the zero knowledge property for protocols
Hepko Mpext—knwidg and Ik _r2, Hybg is computationally indistinguishable from Hyb,. Proof.

This is identical to the proof of Lemma 11.

[0311] Lemma 22: Hyb, is identical to Hyb,. Proof In Hyb,, SimHyb computes the output

label laby, corresponding to output bit y from the randomness used to generate the garbled

circuit €. This randomness is extracted from the adversary' randomness p. In Hyb,, SimHyb
evaluates the garbled circuit using the labels obtained as output of the OT protocol (with
input X, Y) to generate the label laby. Since A is honest, the garbled circuit, OT sender
messages in round 4 and the ciphertexts in round 2 are honestly generated and so, notice that

even in Hyb,, laby in fact indeed corresponds to the label for the output bit of the protocol -

y. Hence, the two hybrids are identically distributed.

[0312] Lemma 23 Assuming the security of the oblivious transfer protocol against a semi-
honest sender, Hyb, is computationally indistinguishable from Hyb,. Proof. The only
difference between the two hybrids is the way the OT receiver's message is generated in
round 3 of the matching phase. In Hyb,, SimHyb generates them using the receiver's inputs
(X,Y) computed by decrypting and decoding the ciphertexts received from the sender in
round 2 while in Hybs, the receiver's inputs (X,Y) are picked uniformly at random. Thus, if
there exists an adversary A that can distinguish between these two hybrids with non-
negligible probability, we can design a reduction Aqt that can break the security of the

oblivious transfer protocol against a semi-honest sender which is a contradiction.
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[0313] Lemma 24: Assuming the semantic security of Paillier encryption, Hybs is
computationally indistinguishable from Hyb,. Proof. This is identical to the proof of Lemma
5.

E. Zero Knowledge
1. Proof: Knowledge of Plaintexts

[0314] Proof. Completeness is easy to observe. We now prove honest verifier zero

knowledge and the proof of knowledge.

[0315] Honest Verifier Zero Knowledge. Consider a honest-verifier A. The strategy of
the simulator Sim on input the verifier's randomness (e, ..., €,) (each of which are randomly

chosen in Zy) is as follows:

o Samplew < Zy,z < Zye.
*  Define [[s;ul: = g¥z"/I1; ¢;*

« Send [[s; u] inround 1 and (w, z) in round 3 to A.
[0316] Lemma 25: Assuming the semantic security of Paillier encryption, the above
simulation strategy is successful. Proof. Observe that the checks performed by <A at the end
of the protocol succeed in both the real execution and the simulated one. Therefore, the only
difference between the two hybrids is the way the ciphertext s; u is computed. The rest of the

proof is identical to the proof of Lemma 5.

[0317] Proof of knowledge. Consider a malicious prover A. We first describe the strategy

of the extractor ZK. Ext below:

* Receive the first message a from Adv.

+ Send random &y = (eqy, ..., €p,,,) In round 2 to receive output (wy, zg) in round 3
from A.

» Foreachi € [n], do the following:

1) Rewind the adversary to the beginning of round 2.

2) Send &, = (egy, ., €0, + 1,€0:41, -, €0n) inround 2 to receive output (wy, z;)
in round 3 from A.

3) Compute the i*" plaintext as x; = (w; — wy) and the corresponding randomness
asr; = 2.
Zg

*  Output {(x;, Ti)}ie[n]'
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[0318] We now argue that the above extractor successfully extracts a witness {(x;, 77) }ien)
with overwhelming probability. We will prove this by reaching a contradiction. Lets assume
that there exists a PPT cheating prover 4 such that it succeeds in generating accepting proofs
even though the extraction of the witness fails. Since the adversary generates accepting

proofs, for all 0 < i < n it must be the case that:
i N _ eyj
g¥iz; —a'l_[ '
j
Therefore, forall 1 < i < n:
. N . i
gz _a Il ¢"

wo N ej
gz, a.H]_ le]

This implies g¥i™Wo (;)N = ¢; based on the way we pick g:. This implies that c; is of the
(1]

. Zj . . gy
form g*iry where x; = (w; — wy) and r; = Z—’ This exactly corresponds to a valid Paillier
0

ciphertext and is indeed the tuple output by the extractor ZK. Ext for each index i. Thus, the
above extractor successfully extracts a witness {(x;, 7;)}ie[n] With overwhelming probability
and this completes the proof.

2. Proof: L2 Norm

[0319] In this section, we formally prove Lemma 2, referring to the protocol in FIG 6.
Proof. Completeness for the first check that z = ya? + 8 and ange is easy to observe. For
the second check, the core observation is that the underlying computation never wraps around

the Paillier modulus N. Consider the following equalities:

2=% W +D (D

=Y, a’x? + 2ax;p;+pt —cix; +d+ 4 (2)

=g X; a’xf + 2ax,p; + pf — 2apx;—p} +B ()

=Niaxi+p @)
[0320] Equality (2) holds since w; = ax; + p; and ? = (3; ¢;x;) + d + f8 holds over the
integers with overwhelming probability. In particular, ¥ # (¥; c;x;) + d + 8 requires N —
N < B < N which is negligible. Equivalency (3) holds due to ¢;, d being defined modulo N'.
The final equality holds trivially. Therefore the verifier will always accept for an honest

prover.

[0321] We now prove honest verifier zero knowledge and the soundness. Honest Verifier

Zero Knowledge. Consider a honest-verifier A. The strategy of the simulator Sim is
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described below. Sim takes as input the statement [x,], ..., [x,], pk and the randomnness

(a,a,B,B,p1,--., PrsP1r- - -, Pr) Which the verifier will use.

«  Compute and send (z = ya? + B,2 = ya® + ) to A.
[0322] We show that the above simulation strategy is successful. Hybg: Real world. In
this hybrid, consider a simulator SimHyb that plays the role of the honest prover. Hyb, :
Switch (z, 2). In this hybrid, simulator SimHyb computes z = (ya? + ) and 2 = (ya? +

B). This now corresponds to the simulated execution.

[0323] We now show that every pair of successive hybrids is computationally
indistinguishable. Lemma 26: Hyb, is identical to Hyb,. Proof In Hyb,, SimHyb computes
and sends z = (ya? + B) and 2 = (ya? + ) where (a, 8, bb) are extracted from the
adversary's randomness. In Hyb,, SimHyb decrypts {w;}ic[ny, [v] to compute (z, 2). Since A
is honest, notice that even in Hybg, z = 2 = (ya? + B) and 2 = (ya? + B). Hence, the two
hybrids are identically distributed.

[0324] Soundness. Consider a malicious prover A that produces accepting proof
transcripts but Y x? # y. We will show that this event can happen only with negligible

probability. Since the verification succeeds, it implies that:
z=ya’?+f and y=2xl~2+e
i

for some e € Zy. This means that

Zzazz x?+ B+ a’e =y + a’emodN

4

where y: = a? }; x? + f. Note that e is known to the prover. y is also known to the prover -
it decrypts the ciphertexts from the verifier and can compute y = v + ¥ ;¢ w? . If the prover
can compute z = y + a’e, this implies that the prover knows & and hence, can also deduce 8
(since y is essentially &? Y; xZ + ). However, f is a uniformly random value chosen by the
verifier and only included in the string v (that is encrypted). Thus, the probability that the
prover learns 8 should be negligible which is a contradiction. Hence, the probability that the
prover can compute z = y + a?e is negligible which implies that e = 0. That is, we can

conclude that z = (?Y; x? + fmodN).
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[0325] Similarly, since the verification succeeds, the second equation 2 =g ya? + 8 also

holds. Then, for the same reason as above, it must hold that Z = (a?Y; x? + fmodN).

5 —
inzsNa—zﬁENy EItEZ*,in2=y+Nt

i i
2
inz EN,a—Z'BEN,y EISEZ*,in2=y+N's
i i
[0326] Rewriting the implication we obtain Nt = N’s. This means that the prover must
choose t to be a multiple of N’. However, since N’ is prime and chosen after all of the x; are

fixed, the prover can only do this with negligible probability.

XI. COMPUTER SYSTEM

[0327] Any of the computer systems mentioned herein may utilize any suitable number of
subsystems. Examples of such subsystems are shown in FIG. 16 in computer system 10. In
some embodiments, a computer system includes a single computer apparatus, where the
subsystems can be the components of the computer apparatus. In other embodiments, a
computer system can include multiple computer apparatuses, each being a subsystem, with
internal components. A computer system can include desktop and laptop computers, tablets,

mobile phones and other mobile devices.

[0328] The subsystems shown in FIG. 16 are interconnected via a system bus 75.
Additional subsystems such as a printer 74, keyboard 78, storage device(s) 79, monitor 76
(e.g., adisplay screen, such as an LED), which is coupled to display adapter 82, and others
are shown. Peripherals and input/output (I/O) devices, which couple to I/O controller 71, can
be connected to the computer system by any number of means known in the art such as
input/output (I/O) port 77 (e.g., USB, FireWire®). For example, I/O port 77 or external
interface 81 (e.g. Ethernet, Wi-F1i, etc.) can be used to connect computer system 10 to a wide
area network such as the Internet, a mouse input device, or a scanner. The interconnection
via system bus 75 allows the central processor 73 to communicate with each subsystem and
to control the execution of a plurality of instructions from system memory 72 or the storage
device(s) 79 (e.g., a fixed disk, such as a hard drive, or optical disk), as well as the exchange
of information between subsystems. The system memory 72 and/or the storage device(s) 79

may embody a computer readable medium. Another subsystem is a data collection device 85,
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such as a camera, microphone, accelerometer, and the like. Any of the data mentioned herein

can be output from one component to another component and can be output to the user.

[0329] A computer system can include a plurality of the same components or subsystems,
e.g., connected together by external interface 81, by an internal interface, or via removable
storage devices that can be connected and removed from one component to another
component. In some embodiments, computer systems, subsystem, or apparatuses can
communicate over a network. In such instances, one computer can be considered a client and
another computer a server, where each can be part of a same computer system. A client and a

server can each include multiple systems, subsystems, or components.

[0330] Aspects of embodiments can be implemented in the form of control logic using
hardware circuitry (e.g. an application specific integrated circuit or field programmable gate
array) and/or using computer software with a generally programmable processor in a modular
or integrated manner. As used herein, a processor can include a single-core processor, multi-
core processor on a same integrated chip, or multiple processing units on a single circuit
board or networked, as well as dedicated hardware. Based on the disclosure and teachings
provided herein, a person of ordinary skill in the art will know and appreciate other ways
and/or methods to implement embodiments of the present disclosure using hardware and a

combination of hardware and software.

[0331] Any of the software components or functions described in this application may be
implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C, C++, C#, Objective-C, Swift, or scripting language
such as Perl or Python using, for example, conventional or object-oriented techniques. The
software code may be stored as a series of instructions or commands on a computer readable
medium for storage and/or transmission. A suitable non-transitory computer readable
medium can include random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a compact disk
(CD) or DVD (digital versatile disk) or Blu-ray disk, flash memory, and the like. The
computer readable medium may be any combination of such storage or transmission devices.
In addition, the order of operations may be re-arranged. A process can be terminated when
its operations are completed, but could have additional steps not included in a figure. A

process may correspond to a method, a function, a procedure, a subroutine, a subprogram,
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etc. When a process corresponds to a function, its termination may correspond to a return of

the function to the calling function or the main function

[0332] Such programs may also be encoded and transmitted using carrier signals adapted
for transmission via wired, optical, and/or wireless networks conforming to a variety of
protocols, including the Internet. As such, a computer readable medium may be created
using a data signal encoded with such programs. Computer readable media encoded with the
program code may be packaged with a compatible device or provided separately from other
devices (e.g., via Internet download). Any such computer readable medium may reside on or
within a single computer product (e.g. a hard drive, a CD, or an entire computer system), and
may be present on or within different computer products within a system or network. A
computer system may include a monitor, printer, or other suitable display for providing any

of the results mentioned herein to a user.

[0333] Any of the methods described herein may be totally or partially performed with a
computer system including one or more processors, which can be configured to perform the
steps. Thus, embodiments can be directed to computer systems configured to perform the
steps of any of the methods described herein, potentially with different components
performing a respective step or a respective group of steps. Although presented as numbered
steps, steps of methods herein can be performed at a same time or at different times or in a
different order. Additionally, portions of these steps may be used with portions of other steps
from other methods. Also, all or portions of a step may be optional. Additionally, any of the
steps of any of the methods can be performed with modules, units, circuits, or other means of

a system for performing these steps.

[0334] The specific details of particular embodiments may be combined in any suitable
manner without departing from the spirit and scope of embodiments of the disclosure.
However, other embodiments of the disclosure may be directed to specific embodiments

relating to each individual aspect, or specific combinations of these individual aspects.

[0335] The above description of example embodiments of the present disclosure has been
presented for the purposes of illustration and description. Itis not intended to be exhaustive
or to limit the disclosure to the precise form described, and many modifications and

variations are possible in light of the teaching above.

[0336] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary. The use of “or” is intended to mean an “inclusive or,”
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and not an “exclusive or” unless specifically indicated to the contrary. Reference to a “first”
component does not necessarily require that a second component be provided. Moreover,

reference to a “first” or a “second” component does not limit the referenced component to a
particular location unless expressly stated. The term “based on™ is intended to mean “based

at least in part on.”

[0337] All patents, patent applications, publications, and descriptions mentioned herein are

incorporated by reference in their entirety for all purposes. None is admitted to be prior art.
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WHAT IS CLAIMED I8S:

1. A method of registering a biometric stored on a user device with a
verifier device using a first modulus N and a second modulus N, the method comprising
performing by the user device:

providing, to the verifier device, an encrypted biometric vector ¢ stored on the
user device, the encrypted biometric vector ¢ generated by encrypting a biometric vector x
using a user public key, wherein the user public key includes the first modulus N, wherein a
user secret key corresponds to the user public key;

receiving, from the verifier device, a challenge message including a masked
encrypted biometric vector [w|, an encrypted first cancellation value |v|, an encrypted second
cancellation value [v], and the second modulus N, wherein the encrypted second cancellation
value |v| is generated using the second modulus N;

decrypting, using the user secret key, the masked encrypted biometric vector
|w|, to obtain a masked biometric vector w, the encrypted first cancellation value V| to obtain
a first cancellation value v, and the encrypted second cancellation value |7| to obtain a second
cancellation value 7;

generating a first challenge response z using the first cancellation value v and a
first function of the masked biometric vector w, the first function including a modulus N;

generating a second challenge response Z using the second cancellation value
¥ and a second function of the masked biometric vector w, the second function including the
second modulus N; and

providing, to the verifier device, the first challenge response z and the second
challenge response Z, thereby enabling the verifier device to validate that the first challenge
response z matches a public value y using the first modulus N and to validate that the second

challenge response 2 matches the public value y using the second modulus N.

2. The method of claim 1, wherein each value of the masked encrypted
biometric vector [w| is generated by applying a respective masking function to a

corresponding value of the encrypted biometric vector c.

3. The method of claim 2, wherein the respective masking function is a
linear function and includes a random authenticating value o, that scales the corresponding

value of the encrypted biometric vector ¢ and an offset random value of a random vector p.
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4. The method of claim 1, wherein the first cancellation value v is an
aggregation of first terms, including values of the encrypted biometric vector ¢ and at least
with a first random value [3, and wherein the second cancellation value ¥ is an aggregation of
second terms, including values of the encrypted biometric vector ¢ and at least a second

random value 3.

5. The method of claim 1, wherein the first function results in one or
more first cross terms, wherein a portion of the first cancellation value v cancels out the one
or more first cross terms, and wherein the second function results in one or more second cross
terms, wherein a portion of the second cancellation value ¥ cancels out the one or more

second cross terms.

6. The method of claim 1, wherein the first challenge response z matches
a first combination of the public value y, a random authenticating value o, and a first random
value P, the first combination being determined mod N, and wherein the second challenge

response Z matches a second combination of the public value y, the random authenticating

value o, and a second random value 8 , the second combination being determined mod N.

7. The method of claim 1, wherein the second modulus N is a prime

number that is less than the first modulus N.

8. The method of claim 1, further comprising:
receiving a signature of the encrypted biometric vector ¢; and
providing, to an access device having a biometric sensor, the signature as part

of a matching phase with the access device to obtain access to a resource.

9. The method of claim 8, further comprising, as part of the matching
phase:

sending the user public key and the encrypted biometric vector ¢ to the access
device;

receiving a first message from the access device, the first message including
an encrypted similarity metric, the encrypted similarity metric computed with the encrypted
biometric vector ¢ and a biometric measurement using homomorphic encryption with the user
public key, the encrypted similarity metric corresponding to a similarity metric encrypted

with the user public key, the biometric measurement obtained by the biometric sensor;
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decrypting the encrypted similarity metric to obtain a decrypted similarity
metric; and
sending a response message to the access device, the response message

indicating whether the decrypted similarity metric exceeds a threshold.

10. The method of claim 1, further comprising:

encrypting, using the user public key, a random value s using a random value
u to obtain an encrypted mask [s;u|, wherein the encrypted biometric vector ¢ is generated
using a random vector r;

sending, to the verifier device, the encrypted mask [s;u];

receiving, from the verifier device, a random challenge vector e;

determining a first response by aggregating the random value s and an inner
product of the biometric vector x and the random challenge vector e;

determining a second response using the random vector r, the random
challenge vector e, a generator g of the user public key, the first modulus N, and the first
response; and

sending the first response and the second response to the verifier device.

11. A method of registering a biometric of a user device with a verifier
device using a first modulus N and a second modulus N, the method comprising performing
by the verifier device:

receiving, from the user device, an encrypted biometric vector ¢, the encrypted
biometric vector ¢ generated by encrypting a biometric vector x using a user public key,
wherein the user public key includes the first modulus N;

generating a masked encrypted biometric vector [w| by applying a respective
masking function to each value of the encrypted biometric vector c;

generating an encrypted first cancellation value |v| by aggregating first terms,
including values of the encrypted biometric vector ¢ and a first mask value;

generating an encrypted second cancellation value |7] by aggregating second
terms, including values of the encrypted biometric vector ¢ and a second mask value;

sending, to the user device, a challenge message including the masked
encrypted biometric vector |w|, the encrypted first cancellation value |v|, and the encrypted

second cancellation value |7];
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receiving, from the user device, a first challenge response z and a second
challenge response Z;

validating that the first challenge response z matches a public value y using
the first modulus N; and

validate that that the second challenge response Z matches the public value y

using the second modulus N.

12. The method of claim 11, wherein each value of the masked encrypted
biometric vector [w| is generated by applying a respective masking function to a

corresponding value of the encrypted biometric vector c.

13. The method of claim 12, wherein the respective masking function is a
linear function and includes a random authenticating value o, that scales the corresponding

value of the encrypted biometric vector ¢ and an offset random value of a random vector p.

14. The method of claim 11, wherein generating the encrypted first
cancellation value |v| includes encrypting, using the user public key, the first mask value p,
and wherein generating the encrypted second cancellation value | 7| includes encrypting,

using the user public key, the second mask value 3.

15.  The method of claim 14, wherein generating the encrypted first
cancellation value |v| further includes using a random authenticating value o and a random
vector p that are used in the respective masking functions, and wherein generating the
encrypted second cancellation value |¥] further includes using the random authenticating

value o and the random vector p.

16. The method of claim 15, wherein at least one of the second terms for
determining the encrypted second cancellation value |?| are subjected to mod N before

aggregating.

17. The method of claim 11, wherein the first challenge response z
matches a first combination of the public value y, a random authenticating value o, and a first
random value B, the first combination being determined mod N, and wherein the second
challenge response Z matches a second combination of the public value y, the random
authenticating value o, and a second random value 3 , the second combination being

determined mod N.
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18. The method of claim 11, further comprising:

responsive to validating the first challenge response z and the second
challenge response Z, generating, using a verifier private key of the verifier device, a
signature of the encrypted biometric vector c; and

sending the signature to the user device.

19. The method of claim 18, further comprising:
providing, to an access device having a biometric sensor, a verifier public key
corresponding to the verifier private key, thereby enabling the access device to verify the

signature as part of a matching phase between the access device and the user device.

20. The method of claim 11, wherein the encrypted biometric vector ¢ is
generated using a random vector 1, the method further comprising:

receiving, from the user device, an encrypted mask |s;u];

generating a random challenge vector e;

sending, to the user device, the random challenge vector e;

receiving, from the user device, a first response and a second response;

encrypting, using the user public key, the first response using a randomness
defined by the second response to obtain an encrypted response; and

confirming the encrypted response matches the encrypted mask |s;u| and a

product of elements r° from the random vector r and the random challenge vector e.

21. A computer product comprising a computer readable medium storing a
plurality of instructions for controlling a computer system to perform operations of any of the

methods above.

22. A system comprising:
the computer product of claim 21; and
one or more processors for executing instructions stored on the computer

readable medium.
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