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With the convergence of the Internet and wireless communications systems, individuals

have the ability to access a wide variety of stored content on their mobile devices. In a common
15  approach, a mobile device is adapted to establish a data communications link with a mobile
network that is connected to the Internet. The mobile device typically includes a web browser
interface that allows its user to request content from web servers connected to the Internet. Due
to the constraints of mobile devices, content providers often serve different content to mobile
devices than is served to other network devices such as personal computers. For example, a
20  personal computer will typically have a larger display and greater memory and processing
capabilities than a mobile device, and may be connected to the Internet at higher access speeds.
As a result, many content providers serve large graphics and multimedia files to personal

computer users, and predominately text-based content to mobile devices.

Many content providers obtain revenue through advertisements served to end-users along
25  with the requested content. Such advertisements may include banner advertisements and other
advertisements that are embedded within the served content, and pop-up windows that display

advertisements in a separate browser. These advertising techniques are not desirable, however,
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In view of the above, there is a need in the art for a subscription content service that is

20  efficient for both the user and the subscription carrier.

SUMMARY OF THE INVENTION

The present invention relates to a method and system for providing content services to
mobile devices. The method and system should provide these content services to the mobile
devices while ensuring user privacy. The method and system should also allow one or more

25  content providers that provide the content services to collect payment for the use of the content

services.

In an embodiment of the present invention, a wireless communications system includes a
content provider, a first network, a proxy server coupled with the content provider via the first

network, a second network, and a wireless device server coupled with the proxy server via the
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for wireless device making the request. The proxy server then sends the IP address to an identity
agent and is given a subscriber identifier corresponding to the IP address. The proxy server then
looks at the HTTP request to determine which server's data is being requested. This server is

25  determined to be associated with the affiliated content provider. The proxy server then uses an
algorithm to calculate a unique provider-specific identifier or subnym from the subscriber
identifier and an identifier associated with the content provider. The unique provider-specific
identifier is attached to the HTTP request by means of inserting an additional header to the
request. The HTTP request is forwarded to the affiliated content provider with the appended

30 subnym. The affiliated content provider then uses the appended subnym to determine the
identity of the user.
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15 Fig. 3 illustrates a preferred subscription process according to an embodiment of the

invention;

Fig. 4 illustrates a first alternate embodiment for facilitating communication between

wireless devices and content providers according to the invention;

Fig. 5 illustrates a second alternate embodiment for facilitating communication between

20  wireless devices and content providers according to the invention;

Fig. 6 illustrates a third alternate embodiment for facilitating communication between

wireless devices and content providers according to the invention;

Fig. 7 illustrates a fourth alternate embodiment for facilitating communication between

wireless devices and content providers according to the invention;

25 Fig. 8 illustrates a fifth alternate embodiment for facilitating communication between

wireless devices and content providers according to the invention;
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15 A preferred embodiment of the present invention is illustrated in Fig. 1. A mobile
network 10 facilitates communications between a plurality of wireless devices, such as wireless
device 12, and a plurality of content providers, such as affiliated content provider 14 and non-
affiliated content provider 16. The mobile network 10 may be any wireless communications
system that supports at least one multiple-access wireless communications protocol such as

20  General Packet Radio Services (GPRS), High Data Rate (HDR), Wideband Code Division
Multiple Access (WCDMA) or Enhanced Data Rates for GSM Evolution (EDGE). The wireless
device 12 may be any device, whether stationary or mobile, that is adapted for wireless
communications with the mobile network 10, such as a cellular telephone, pager, personal digital

assistant (PDA), vehicle navigation system or portable computer.

25 The mobile network 10 connects the wireless device 12 to the content providers 14 and
16 through a subscription system 18 and a network 20, such as the Internet. The mobile network
10 is operated by a carrier that has an established billing relationship with its mobile customers,

including wireless device 12, for use of the wireless services provided through the mobile

5
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A preferred operation of the server system 18 will now be described with reference to

..,Q

20  Figs. 2a and 2b. Each content provider 14 and 16 includes at least one server that is connected to
the Internet 20 and adapted to transmit and receive Hypertext Transfer Protocol (HTTP) data. In
addition, the wireless device 12 includes a communications interface, such as a web browser,
through which the wireless device 12 may transmit and receive HTTP data. The mobile user
may request content from one of the content providers 14 and 16 by entering the Uniform

25  Resource Locator (URL) in the web browser or selecting a link to the requested content. It
should be appreciated that in alternate embodiments, any protocol may be used between the
wireless device 12 and the content providers 14 and 16, provided that the protocol allows the

wireless device 12 to request and receive content from the content provider.

In this embodiment, all mobile HTTP requests are routed through the proxy server 22 and

30 forwarded to the appropriate content provider 14 and 16 in accordance with the flow diagram of
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20  mobile user is authorized to view the content. In a preferred embodiment, the affiliated content
provider 14 includes an authorization database that stores authorized UIDs and the mobile user is
authorized if the mobile user’s UID is found in the authorization database. If the mobile user is a
subscriber, then the affiliated content provider 14 transmits the requested content to the wireless
device 12 through the proxy server 22. If the user is not authorized to view the subscription
25  content, then the affiliated content provider 14 transmits a message to the wireless device 112
informing the mobile user that the requested content requires a subscription. In a preferred
embodiment, the affiliated content provider 14 transmits a hypertext link to the wireless device -

112 that, when selected by the mobile user, will initiate a subscription process.

A preferred embodiment of a mobile user subscription process will now be described

30  with reference to the flow diagram of Fig. 3. When selected, the link generates a HTTP request
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provi der 14 includes an authorization database that stores authorized Ul Ds
and the nobile user is authorized if the nobile user's UDis found in the
aut hor i zawoan/oslettabase. |f the nobile user is a subscribecI/usazsozshe
affiliated content provider 14 transmts the requested content to the
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20 The mobile user may unsubscribe from a subscription service in a similar manner. The
mobile user selects an unsubscription link (e.g., from a web page provided by the affiliated
content brovider 14 or the subscription system 18). In alternate embodiments, the unsubscription
service may be initiated by the carrier or the affiliated content provider 14. For example, the
carrier may unsubscribe a mobile user from an affiliated content provider 14 if the mobile user

25  ceases to be a customer of the carrier. The unsubscription service is managed by the SMS 24
which, after receiving an unsubscription request, verifies the mobile user’s identity, then
deactivates (or deletes) the subscription service from the mobile user’s database and sends an

unsubscription message to the content provider.

A first alternate embodiment of the present invention is illustrated in Fig. 4. A carrier

30 100 provides wireless services to its wireless customers, such as wireless device 102. The carrier



the identity of the user cannot be verified, a nessage is sent to the
wreless device 12 in Step 74 to notify the nobile user that the

subscri ptworsosothsl not be added. 20 The nobil e user may umsahisor/sgs2 from a
subscri ption servi cein a simlar manner. The nobile user selects an
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forwards the host
20  account database 106. The content request is then forwarded from the proxy server 112 to the

affiliated content provider 116. The billing system 108 is connected to the user account database
106 and, based on the stored data, periodically bills the mobile user of the wireless device 102
for usage of the carrier 100 and subscription services. It will be appreciated that the present

embodiment supports numerous pay-per-use pricing models.

25 A second alternate embodiment will now be described with reference to Fig. 5. A carrier
120, provides wireless services to its wireless customers, such as wireless device 122. The
carrier 120 has an established billing relationship with each of its wireless customers based on
either a pre-paid or post-paid model. A pre-paid customer starts with a funded account balance
that is decremented as the user access subscription services. A post-paid customer starts with an

30  account balance of zero and is billed after subscription services are accessed. The carrier 100 is



15 system of the requested content provider and the U D of the nobile user
to the SM5 114. In a preferred enbodinent, the SM5 114 requests the
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user. If the UDis authorized, then the SV5 130
lengths in the subscnptlon information. In one embodiment, the SMS 144 stores subscription

20 information in a subscription services table 146. The subscription services table 146 preferably
includes the following fields: UID 148a, service ID 148b, renew 148c, cycle 148d, start 148e
and active 148f. The UID 148a and service ID 148b fields uniquely identify the subscription
service. The start 148e¢ field indicates the start date of the subscription service, the cycle 148d
field indicates the cycle length for each renewal period, after which the mobile user having the

25 UID 148a will be charged for the subscription service, and the renewal 148c field indicates
whether the subscription should be renewed at the end of the current cycle. The active 148{ field
indicates whether the identified user is currently subscribed to the subscription system. The
subscription services table 146 is populated by the SMS 144 during the subscription process. It
will be appreciated that the system services table 146 is merely one contemplated embodiment

30  for storing and maintaining subscription information.

10



adds the nobile user to the subscription service and instructs the billing
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transmits the corresponding UID and the assigned IP address to the proxy server 172 to notify

20 the proxy server 172 that a new device has connected to the network. The proxy server 172
maintains a lookup table 180 that maps UlIDs to assigned IP addresses and stores the received
UID/IP address pair in the lookup table 180.

When the proxy 172 receives a request from the wireless device 176 for content from an

affiliated content provider 182, the proxy receives the IP address assigned to the wireless device

25 172. The proxy 172 then looks up the received IP address in the lookup table 180 to determine
the corresponding UID. The proxy 172 may then insert the UID into the request to identify the

wireless device 172 to the affiliated content provider 182.

A fifth alternate embodiment will now be described with reference to Fig. 8. Fig. 8
illustrates the application of a secure SSL connection between a wireless device 190, a proxy

30  server 192 and a content provider 194. It will be appreciated that the proxy server 192 cannot
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bet ween the proxy server

20  the personal content database 216. The wireless device 218 may then access the subscription
content directly from the subscription system 210. In operation, the wireless device 218 requests
content from the affiliated content provider 220. The proxy server 212 receives the request,
modifies the request with the UID and forwards the request to the SMS 214, which requests the
content directly from the affiliated content provider 220. The SMS 214 stores the requested

25  content in the personal content database 216. In a preferred embodiment, the personal content
database 216 is accessible to the wireless device 218 through a local mobile portal that interfaces
directly with the SMS 214 and may be accessed in the same manner as an affiliated content

provider 220.

A seventh alternate embodiment will now be described with reference to Fig. 10. In this
30 embodiment, a proxy server 228 maintains an alias table 230 that includes a record for a unique

UID 232a, Service ID 232b pair known by the proxy 228. When the proxy 228 receives a
12
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receives a 12 WO 03/050743 PCT/ USO }139252 quest froma w reless device
234 f'Bre ponktyessrvdrr 248 dhenatses [thatldid eéhtaedtthprsomiiceiD2263a-24% py map t0228

:, gaﬁgﬁ'{; hcgﬁgg@fa%@hgeﬁ 2‘%4%,6 c|>ref4§1cda \clilrgtlele\;e%%hg pnaplt)ehci3 al?a%rZ\alélg 624|4E)) or 2 4c In

one embodiment, the same UID 242 and service ID 243 is always mapped to the same alias 244.

20 The request from the wireless device 234 is then modified by the proxy server 228 with
the mapped alias 244a, 244b, or 244c. The proxy server 228 then forwards to the affiliated
content provider 236a, 236b, or 236¢ that uses the alias mapped 244a, 244b, or 244c to verify the
identity of the mobile user on the wireless device 234. In a preferred embodiment, each entry in
the alias table 230 includes unique aliases 244a-244c. The entry may be a row (e.g., 240a, b, or

25  ¢) in the alias table 230 that includes a UID (e.g., 242), a service ID (e.g., 243a, b, or ¢), and an
alias (e.g., 244a, b, or c¢) generated from the UID and the service ID. In this manner, the use of
an alias adds a level of security because each alias is only valid for a single subscription service.
In addition, the affiliated content provider 236a, 236b, or 236¢c may implement a separate
database with the subscription status of each affiliated user (e.g., status on whether the user is

30 allowed access to the desired content). The database determines the subscription status by using

the alias 244a, 244b, or 244c that have been forwarded to the affiliated content provider 236a,
13
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been forwa lated co tent provi
affiliated content provider (e.g., 236a, 236b, or 236¢), the proxy server receives the IP address

assigned to the wireless device. The proxy server then looks up the received IP address in the
second lookup table (e.g., 180 in Fig. 7) to determine the corresponding UID (e.g., 242). The
proxy may then insert the UID into the request to identify the wireless device to the affiliated

25  content provider.

Referring now back to Fig. 11, each of the service IDs 243a-243¢ may be either an
Internet Protocol (IP) address for a server of a content provider (e.g., 191.168.3.1) or a Uniform

Resource Locator (URL) of the content provider (e.g., www.yahoo.com).

The retrieved corresponding alias 244 can be an arbitrary string based on an algorithm
30 and/or function used to generate it from the UID 242 and the service ID 243. An example of an

14
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address to the proxy server 228) to notlfy t he proxy server that the
Wi r eliess device has connected to the network. The proxy server namintains a
second | ookup table (e.g., 180 in Fig. 7) that maps U D to assigned IP
addr esses *and st sribsIR hdiress of theedird)es/dePicadd4 esginpag themequest; second | ookup
table. The wireless/Internet gateway is in a carrier (e.g., 170 in Fig. 7)

that al so* i nc@iphedleDitsnbsibexiienidy ve UID24g . corrddidhding@o Wien t he proxy
server receives a request fromthe wreless device for content from an

affiliated contenta PINYit dedret(i®yknowd by 1026 Prox3r scA2P 0P8 ahder Pesiyr §RE Ver
receives the | P address assigned to the wi reless device. The proxy server

then | ooks up theompasessibeiPIoRY sefdees’S:in the second | ookup table (e.g.,
180 in Fig. 7) to determne the corresponding UD (e.g., 242). The r oxy
may then *nser (O ishibe BIHT2386 metlowe (o @ imes URILoh Em&mﬁwfmeﬂ@/zézﬁmﬂé fce to
the affiliated 5 content pro | Ref er g_how.ba Fl 11 ach of
the service | Déleé%%&%%@&ﬁﬁ tF“:f ﬁ%qfuegt ntethet® @50%438’ ‘)%AE)’E’P B 24dr ess
for a server offyfamaReieRlcsPasNé4),(e. 9., 191.168.3. 1) or a Uniform

* D is the 128-bit MDS5 digest of O;
* X is a 256-bit value which consists of O concatenated with I;

* N is the result of encrypting X with key K with an Advanced Encryption Standard
20 (AES); and
* S is the base64 encoding of N.
In this algorithmic embodiment, the proxy server 228 will send S (e.g., the subnym or the alias)
as the value of the x-access-subnym header to the affiliated content provider 236a, 236b, or 236¢

associated with the URL. If an error occurs and the subnym cannot be computed, the proxy

25 server 228 will send the string "UNKNOWN" to the content provider 236a, 236b, or 236c¢.

In a more specific embodiment of the present invention, the proxy server (e.g., 228 in
Fig. 11) is a Hypertext Transfer Protocol (HTTP) Identity Proxy (HIP) server. The HIP server is
a Wireless Application Protocol (WAP) 2 compliant HTTP proxy server which translates

15



Resource Locator (URL) of the content provider (e.g., ww.yahoo.con). The

retrieved corresponding alias 244 can be an arbitrary string based on an

al gori t hmvo3a/0s07ds or function used to generate it from thheconBo2dR2sand t he

service I D 243. An exanple of an 14 WO 03/050743 PCT/ US02/ 39252 alias 244
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128-hit subscri ber |dent|t _or U D 242 corresponding to A, Kis a 128-bit
secr afentisy (qEsuhpybar liashthehis: proxy server 228 and/or a carrier that
enconpasses the proxy server 228; 0 is the RFC2396 netloc (e.g., in a URL
littp://wew i etcoossntlfpr4 givef s@BeBbanand otipim ser (retchnient mrowiden)i et f . copj ) of
the request URL or service |ID 243a, 243b, or 243c (fromthe wreless

devi ce 234); Dchs behizchabedobrily Math kih@esdgeodf e s¥creskey, 2abelbbhlyvat warrishi ch
consists of O concatenated with I; Nis the result of encrypting X with key
K with an Advadésd Encryption Standard 20 (AES); and S is the base64
encoding of N. In this algorithmc enbodi nent, the proxy server 228 w |l
send S (e.oq. tclaen@ubﬂwwmlatqm@ewaeasqnglassms v(&bntentoﬁorqwh@ersa trdesk-subnym

header to the af{) at,e 59 ategﬁow deﬂ 236a 1%36bc £36c associ at ed

with the URL. SW’ T 38‘&}? PR %IEBW% RUYVIST e conmput ed, the
r ox

proxy . does not compromise the user’s IMSI even if the secret key is compromised.

15  Moreover, in the context of this specific embodiment, the term “subnym” may be referred to as

an alias and/or a unique provider-specific user identifier shared with a content provider.

Referring now to Fig. 12, a network layout in accordance with one embodiment of the
present invention is illustrated. In this embodiment, an identity proxy subsystem 318 includes
the proxy server 228 and an identity agent 300. The accesses identify proxy subsystem 218 is

20  connected and protected from the affiliated content provider 236 via a firewall 350 to prevent
unauthorized access. A mobile network 310 includes a terminal equipment (TE) 320 (or a
wireless device), a Packet Data Serving Node (PDSN)330 for supporting the CDMA protocol,
and a Circuit Switched Data Access Point (CSD-AP) 340. The mobile network 310 facilitates
communication between the TE 320 (or the wireless device) and the affiliated content provider

25  236. In this embodiment, the proxy server 228 is a HIP server and all mobile-originated HTTP
requests are routed through the HIP server, which adds identity information to every request.
The identity agent 300 implements an abstract interface that maps every TE IP address to a
network-specific identity (or UID), such as IMSI (e.g., a phone number). The identity agent 300

is an integration component of the proxy server 228; the identity agent 300 should be customized

16



25 server 228 will send the string "UNKNOMN' to the content provider 236a,
236b, or 236¢. In a nore specific enbodi nent of the present invention, the
proxy serwero3sn7gs, 228 in Fig. 11) is a Hypertext Transfrer/iRopsuspl
(HTTP) Identity Proxy (HIP) server. The HIP server is a Wreless
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agentintgffdce IHe . accesses |dent| fy proxy subsystem 218 is 20 connected and
protected fromthe affiliated content provider 236 via a firewall 350 to
pisevent urmumliwrehlbedjm&ﬁﬁeﬁsme Aregdht lievendibayothe HIP servet 228Sisaa tRyged afor

equi pnment ( %or a . W rel ess device), a Packet Data Serving Node

( PDSI§ %@eﬁfoQﬁF&P A PromplieRleHEBRN - hsvecwstver afd WABZ ethastvg@f@w& Bat a

AcCes RN he (FPReAR) 23¢ 9dds @ cRPh it O RINR  hedddd SRR AL bERLRSess-subnym,”

to every HTTP request it proxies. The x-access-subnym header sends the subscriber’s identity,

or subnym, or alias, to the origin server (or the content provider 236). The subnym (or alias)
20 may be used for a number of purposes. For example, unlike cookies, the subnym can track web
users reliably and permanently without login or login renewal. However, the main function of
the subnym is to enable coordination of subscriber information (e.g., the UID and the service ID)
between the origin server (or the content provider) and the carrier (that includes the proxy server
228). The presence of the x-access-subnym header indicates that the HIP server 228 and the
25  components it is attached to are functioning correctly. In the case of errors in the underlying
subsystems, HIP server 228 can send a fixed value in place of the network identity subnym. The
fixed value may be defined and configured in the present embodiment as an unknown subnym
header value. The fixed value should also be decided on at the operator level, and all HIP
instances (if installed in a load-balanced configuration) should have identical settings.
30  Alternatively, the HIP server 228 may be capable of setting the header to a null value, in which

case the header in the cases of errors is not sent to the content provider 236 at all. The null
17
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affiliated content provider 25 236. In this enbodi nent, the proxy server
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opaque interface 317 and the CSD-AP 340 is connected with the identity

a%gntse%@b 1dgngitys (g esepriee Uk pelsuos@ibes ideabisg (& ULy, ehx heeconteat of the prgseghe
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Conmment 1.1 proxy serve conpl 1 ant
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al i asaddfti%nt B@caagé ghd c&%éﬂ%eﬁro(nﬁér the, Q%‘E@Fig R0P ViR 'coRBEL: -and h@@ﬁﬁwﬁ (or
al i as) may be used unber” of purposes. For exanple, unlike

cookusesferst, He @mmmymovmbams oﬁ thc prasety invendion sheulil bb |1mpbmnt@értmh@0$plawm1@ hout
ogi non%l{n seg/ o?ﬁ’]a?r\llvanameH\%\ﬁ% edéﬁr}eg % régrllor}nga ﬁentq ) route all identity-sensitive
browsing sessions through that server, and use URL rewriting or another session state model to
20 embed the canonical identity in all requests, which are directed to other servers. This is similar
to the solutions provided in above described embodiments for secure (i.e., SSL/TLS, also known
as https:) requests shown in Fig. 8. In addition, the process of obfuscating and encrypting the
UID and the service ID (e.g., netloc) to produce the subnym is not one-way because given a

subnym and a carrier key, the UID and the service ID (e.g., the netloc) can be derived.

25 In one embodiment of the present invention and according to the foregoing, a subnym
can be generated from the AIKODXNS (or subnym) algorithm. In the AIKODXNS algorithm,
the various steps in the algorithm are represented by a letter (e.g., “A,” “I,” “K,” “O,” “D,” “X,”
“N,” “S”). The is in the AIKSDXNS for every proxied HTTP request, where:

o A is the IP address of the TE originating the request;
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context of the present “enbodinent, the origin server |dent|t£§can
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the HIP server and can only work with clients which support the same content-encoding methods

(which are recommended but not required by WAP2), preferably, the compression feature is
20  configured only with the HIP server if such feature is required to reduce over-the-air traffic cost.

Lastly, the HIP server should be a WAP2 conformant HTTP gateway.

In one embodiment of the present invention, the identity agent is an integration
component of the HIP server. The identity agent stores the complete set of active mappings
between a TE IP address and it’s corresponding network identity (or UID) and serves them to the

25  HIP server. In this embodiment, the identity agent is abstracted from the core proxy server
because managing the IP-identity mapping is a difficult task. The mapping should be
implemented with the network element that routes IP packets (e.g., GGSN/PDSN). The table of

mappings that would be active on the network should be stored in a persistent and very reliable
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origin server domain name whi ch defines a canonical identity, route all
identity-sensitive browsing sessions through that server, and use LTRL
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128- mlplemetaap@éh@uléfmcdud@smm a1 AAZs eerer whigh eceirs arespages, witeg the
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an error occurs and the subnym cannot be conmputed, it will send the string

" UNKNOWN. ' hidifeie tRORRE1a08RE to b hetwdP dsabaemaiystalkd aRoatrdGditaniaing of GAfR] | ant
HTTP 1.1 proxy server. The H P server may_ al so inplement_the CONNECT

met hewd sisce peg pbedimient ¢ ibe 2Tt inwension [spndsddentity withyeisenHTH teauest, the
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15 To implement this cache, one database embodiment of the present invention uses either a

configured period of time for which the network will leave an IP address idle before reassigning
it to a new user (for example, 5 minutes), or some interface to the GGSN/PDSN that informs the

database whenever an address is invalidated.

The configured period of time before reassigning an IP address database embodiment is
20  preferred because it is simpler and more reliable. That is, since servers that assign IP addresses
tend to use an LRU (least recently-used) algorithm, any network that is not close to exceeding its

IP address pool should be able to guarantee a significant address downtime.

In a further embodiment, the identity agent listens on a Transmission Control Protocol

(TCP) port. For example, the 19982 TCP port may be used by default. Like an HTTP server,

25 the identity agent should accept an arbitrary number of simultaneous connections (e.g.,
corresponding to multiple proxy server processes). Therefore, the identity agent should either be
implemented with (or started from) a spawning server such as inetd or a sever that includes

comparable functionality.
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nessagkss. Wwites the i o mappings they report to a database, and reads from
the database to service identity requests. An identity agent

request/ r espaRsLiniRARIdhAt EntBRMtOE attoflng & HhGnBdupsent dmh@ﬁ@mrmmﬁnon
details. In addition, because access to a network database may take a
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R X S B LR SRR o B ST 8E Pl
mappign ﬁSpmVlde premium content subscriptions to its customers. In this embodiment, it is assumed
20 that an AAA server 574 or a wireless/Internet gateway 510 writes the authentication mappings:
IP address to user identity of some sort (e.g., PCSS “internal ID” or UID) to an identity agent
530 having a very reliable database. The HIP server 528 then queries the database of the identity
agent by sending an IP address assigned to a wireless device 534 and getting back the identity (or
UID) associated with the wireless device 534. Because this happens on every request, the
25  present embodiment comprises a caching mechanism (not shown) to ensure that the database of
the identity agent 530 is not read every time a user clicks a link. Because of the use of the
caching mechanism, the present embodiment also uses a guaranteed time during which an IP
address will not be reused. That is, if the IP address is reused within this time period (e.g., two
minutes), the pool of IP addresses may be exhausted. The IP addresses should also be assigned

30 in round-robin order and a minimum of about two minutes should be used as the guaranteed

21



15 To inplenent this cache, one database enbodi nent of the present

I nvention uses either a configured period of tine for which the network
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tYpe ArSUfD) thﬁsregr%rtwuﬁthecrwe{ (QfBe@ﬁ%‘Yniﬁ%"érSFn%% &@h@ RSE AP BB er&ﬁy
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every o0 avoid this, the identity type should bé an NMb (hash
di gesi4p iofFig.Hel. |Ne|promyr serien 228 1S at dlak' H(FEBrrquw)o deitermingowkich seryert'ss(or

Per-% Ubeen{ i)rbo%gder sg 8ata is jbéﬁlg ge({?l%&g(?nir§ Y ‘e a% tcﬁr%légtr this serggrsmay be the content
provider 236a (or content provider A) illustrated in Fig. 11 and/or the content provider 536 in

20  Fig. 14. The content provider A 236a is addressed by either a URL or an IP address. This URL
or IP address may be the service ID 243a illustrated in Fig. 11. Using the algorithm documented

above (e.g., the subnym algorithm), an alias 244a is calculated from the UID 242 and service ID

243a (or, if it was already calculated, it can be looked up in a table where the previous
calculation was recorded). The alias 244a is attached to the HTTP request by means of inserting

25  an additional header (e.g., x-access-subnym) to the request. The HTTP request is forwarded to
the affiliated content provider 236a with the appended alias 244a. The affiliated content provider

236a uses the alias 244a to determine the identity of the user.

In one embodiment, the present invention is implemented with a Solaris 8 or Red Hat
Linux v7.2 (kernel v2.4) operating system and a load balanced Sun Enterprise 450s or Dell
30 PowerEdge 1550 or IBM x330 model server. Because the proxy server may be a standard

Apache HTTP proxy server, scalability can be achieved by any of the usual means used to
22



stolen the server's private key fromreversing the algorithm conparing
identities to known I MSI 15 values. A carrier infrastructure integration
accor di ngwoesosgsenbodi nent of the present invention is IPCTusbz/a2ed in
Fig. 14. In Fig. 14, a Prem um Content Subscription Server (PCSS) or SMS
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11P addr egfaviny thuerdesatéetli dnybadimenisef sigr prefent gnvenBEEBSt "shotldrieadpphisht oo Ul D)
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Ul D) assoc W rel ess eV| e 534. Because thi's happens on every
r equasdy, bd ﬂmedeZﬁrlthmethe stope rand dpinig nf the prgseitsevendionadloi expomple theimenagentint

shown), to en t hat dat abase .of _the._identi gent . 530 is n ead
ver P ruicieds s 101 p P groiher s bteToR el e SRTDh Capgre mat
mechapi $Wenfifeodc ;I%r&es&rﬂae%awwoaim e@ﬁﬁ Y 911@%@@%09@@&& types gehétR@riwhi ch
an |P address will not be reused. That P | P address is reused

Wi t hipoxyhdesvers. mEheplay érgtpn(ie fugther defined iy rﬁ]@f-‘t @él))wlng'@alp@ol of | P addresses may
be exhausted. The I P addresses should al so be assigned 30 in round-robin
aoder and a m ni nrum of about two m nutes shoul d be used as the guaranteed
21 WD 03/050743 PCT/ US02/ 39252 tine. Lastly, a translation device, such as
an I nterwrking Function (I W) 510, is situated between the wireless
device 534 and an affiliated content provider 536. The | W 510 perforns

the translation between a nobile air channel format (e.g., signals sent and
received by wireless device 534) and a Public Swi tched Tel ephone Network
(PSTN) Pul se Code Modul ation (PCM 5 format. Ali exanple of this is that
the wirel ess device 534 sends and receives character data via the cellular
air interface, and then nodulates it for the PSTN at the I WT 510. In
general, according to the foregoing, the invention provides an exenpl ary
met hod for selecting an alias for a wireless device froma proxy server
and providing this alias to a content provider. Referring now also to Fig.
11, a user on wireless device 234 nmakes a request for io content from an
affiliated content provider (or affiliated content provider A) 236a. The
request is
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of the formof an HITP request. The request travels fromthe wrel ess
device 234 (where it is a request over a radio frequency) thru one or nore
i nfrastruwpusesaeyi ces (e.g., an IWF 5 10 in Fig. 14) untClr/tisn2/3a26t ves as
the HTTP request over an Ethernet at the proxy server 228. Using standard
socket Application ProgramInterfasegmaP! s), the proxy server 228 requests
the source IP 15 address for the request it just received. The proxy server
sends the IP address to an identity agent (e.g., 530 in Fig. 14) and is

gi ven the,LJID J By - e I : j i g.
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affiliated content provider 236a with the appended alias 244a. The
affiliatedSeddtvyikodidder 236a uses the alias 244a to determine the

identity of the user. In one enbodinent, the present invention is
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wherein the proxy server adds the first content provider-specific identifier to a header;

wherein the proxy server forwards the modified first content provider-specific identifier

20 to the content provider; and

wherein the content provider uses the modified first content provider-specific identifier to

determine an identity of the wireless device.

11
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of nmessage bl ocks for an H P proxy server have been illustrated, but it
shoul d be apparent that the inventive concepts described above woul d be
equal |y applsosihe to ot her types of network proxy servePsI/USaB3928vent i on
is further defined by the followng clains. 10 23 WD 03/ 050743

PCT/ US02/ 39252 r SPHEHY ng
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sorvarovidripea ok b Bhterpl Sy rReyhaska 14 68 B PRVIeR B oy
ser Veffilif#®Wnksht Pebvaddrabl e, the table having the first content

provi der-specific identifier; a second network; and 10 a wirel ess device
sgrver associated with a first wireless device identifier and a second
w rel ess device identifier and coupled with the proxy server via the second
net wor k he w-el r e

prOV|der-?peC|ﬂﬁ% %%%ﬁ i?%ﬂ&%J%hgﬁgﬁ% %ﬁ%ﬂ%l §qgghg $&%§£§n% hqen1¢w
W I elbiilifg dpstért éntedaats ivfithethe bgbstdptidn ﬁlynatglameﬁmmwl to billr thk edrclededeviees for
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i dentusgges thgepnieid Ps¥idsid  cont ent provi der-specific identifier to identify
the first content provider-specific identifier on the table; wherein the
proxy server adds the first content provider-specific identifier to a
header; wherein the proxy server forwards the nodified first content

pgoovi der - slpeci ﬂIhe siystemtdffGlam 3,Z0rthey comprisipgtasser guoter dertracking ashvertsic of t he
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system further interfaces with the user counter to bill the wireless device for usage of the number

of data packets transmitted to the wireless device from the content provider.

15 5. The system of Claim 4, wherein the billing system is configured to handle both a

pre-paid model and a post-paid model.

6. The system of Claim 1, wherein the second network is a wireless network.

20 7 The system of Claim 6, further comprising a firewall and wherein the second

network is separated from the first network via the firewall.

8. The system of Claim 7, wherein the wireless network comprises a translation
device for translating a data format from the wireless device into a data format acceptable to the

25  Proxy Server.
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24 WO 03/050743 PCT/ US02/ 39252 2. The systemof Claim1, ftirther
conprising a subscription managenent server and wherein the proxy server
forwar ds wbassswend w rel ess device identifier and the seeamdSopssent
provider-specific identifier to the subscription managenent server if the
content piyovi defel §s@f onidi%i' %it\lgl?e_rgiﬁnché %ird?és@\ﬂgg%ﬂc o 'sgbﬁo‘c'ﬁ}’%l?_@éﬁepf

Claim2, further conprising I ng systemand wherein the billing

syst dimtd fewideaNede wid h Génerad (Haskat iRzdico RemvingaSymperit Neda ansl whereli thie 1toldes
wirel ess devices for _usage of,t nt rovider. 10 4. The system of
d ai r?ﬁ%‘,’” UPEFIESS RbwpT 198 Bpoélwgi}sg\gﬁﬂ‘?gbhﬁérprﬁo&%lﬁi ng a nunber of data
packets transmitted to the wirel ess device fromthe content provider and
wherein the billing systemfurther interfaces with the user counter to
bill the wireless device for usage of the nunber of data packets

t bansmi t t 8- t o Theesyatane|adsSlagiay |.c whetebmthen avieeass edfiviqer evmprases 8 hanlwarpe
syst qg@n%hep aim4, wherein the billing systemis configured to handle both
a pre-pard nodel and a post-paid nodel. 6. The systemof Claim1, wherein
t he second network is a wireless network. 20 7 The system of C ai m 6,

further conprising a firewall and wherein the second network is separated

fromthe first network via.the firewall. 8..The systemof Claim?7, wherein
the wirel dds ndiigopisteah mbrilame 19, ¢ | G0 &y H@ef%ﬁtﬁ%ﬁn@t%arynén dat a

f or : i i j : t 25
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viker eind assignswinrazhidade ind¢rmetrjcotoont(iR)sddrdspahiths fibsiokietlessOavige BentifiewtoNpele and
a Ceneral Packet Radi o Service Support Node and wherein the nodes allow

t he \erilefségg‘“ﬂ%st work to support both GSM and CDVA protocols. 5 10. The
systemof Claiml1l, wherein the wireless device conprises a hardware
identifier.

12.  The system of Claim 11, wherein the wireless/Internet gateway is coupled to a
lookup table that stores a mapping of the second wireless device identifier with the hardware

15  identifier.

13.  The system of Claim 12, wherein the wireless/Internet gateway transmits the
second wireless device identifier and the assigned IP address to the proxy server to notify the

proxy server that the wireless device is connected to the wireless network.
20

14.  The system of Claim 13, wherein the proxy server maintains a second lookup

table that maps the second wireless device identifier to the assigned IP address.

15.  The system of Claim 14, wherein when the proxy server receives a request from
25  the wireless device for content from a content provider, the proxy server also receives the IP

address assigned to the wireless device.
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11. The systemof Caim10, ffirther conprising a wirel ess/Internet gateway
and wherein the wireless/Internet gateway receives the hardware identifier
from t he worosloswss devi ce | o and assigns an avail abl e i nt @ecmatSopsasncol

(I'P) address as the first wireless device identifier to the wreless

devi ces. 21'1?6 Thﬁies%/'é{?ﬁ%f’é a Q'Snlvﬂéein"‘{ﬂggfdx% deh\Rr ‘ﬁ’éés%%@?e%éilveﬁﬁfgﬁre_ qh eway
is coupled to a 10okup tabl'e that stores a mapping of the second wreless
devi adentifg titd fecard wirtlass dewideadehtdiee 15 identifier. 13. The systemof Caim
12, wherein the wireless/Internet gateway transmts the second wreless
device identifier and the assigned |IP address to the proxy server to notify
the proxy server that the wireless device is connected to the wirel ess
networ K. 207, 14. THNGs&usbL0agth 1 kderbinlthe p‘i‘&%’@!r%rtcbﬁlpﬂéw@h iaektite hodMiand ai ns
a second | ookup table that maps the second w rel ess device identifier to

t Be ambirginde sepondiveteork isTouplehavithyihe proxy servpavimheddeniiie a8t when the proxy
server receives a request from 25 the wireless device for content froma
content provider, the proxy server also receives the IP address assigned
to the wirel ess device. 26 WO 03/050743 PCT/ US02/ 39252 16. The system of

Cl ai m 15, Mher ellie $kenpodLiaimel7y arhetehe thetiientite agent @aoidesatid sedad twareless
identify the second wreless device identifier. 17. The systemof Caiml,
V\heré}eﬂlcteﬂ‘%enﬁ‘%@&g? ePIY SE0Rbri ses an identity agent and 5 wherein the
second network is coupled with the proxy server via the identity agent. 18.
The systemof Claim17, wherein the identity agent provides the second
wireless device identifier to the proxy server. 10 19. The systemof Caim
18, wher ei I9.t hellpr sysjers af\elainprldy ivdhseein flee praxyt soivar girevides dtheviitse Witkkessi fi er

to the identit ent .hefore t i-denti t. ent _provides.the secon

b ol G Rl R RS St iE s el BeeR VRS ol ol Sfkiesy 1,
19, vhRiRlidertiier ®BOPEbxYseRleess device identifier conprises 15 an

| nt ernati onal ©Mobil e Subscriber ldentifier.

20.  The system of Claim 19, wherein the second wireless device identifier comprises

15  an International Mobile Subscriber Identifier.

21.  The system of Claim 1, further comprising a carrier associated with the proxy
server and a secret key known only to the carrier and wherein the first content provider-specific

identifier is encrypted with the secret key.

20
22.  The system of Claim 21, wherein the encrypted first content provider-specific
identifier cannot be correlated by the content provider to track browsing patterns of the wireless
device.
25 23. The system of Claim 21, wherein the second wireless device identifier can be

extracted from the encrypted first content provider-specific identifier, if the secret key is known.
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21. The systemof Claiml1, flirther conprising a carrier associated with
the proxy server and a secret key known only to the carrier and wherein

t he firstwomatsite3 provi der-specific identifier is encryptred/usor/spzshe
secret key. 20 22. The systemof Caim 21, wherein the encrypted first
content proyi den;(es Eﬁ‘?érﬁ!&f Clefnt | GinBfojt AN Abade SHPIREALRE 1Y, tREdEORE eNt
provider to trac rowsi ng patterns of the wreless device. 25 23. The
syst emliofting ai emr@dandivhdealen fothimdpetiog thatvilreefitst sontenti reviddesperific dderdidier be
extractid fromthe encrypted first content provider-specific identifier, if
the sBBPEP'RAY% s known. 27 WO 03/ 050743 PCT/ US02/ 39252 24. The system of
Claiml1l, wherein the header conprises one of a header for indicating an
error and a header for indicating that the first content provider-specific
identifier can be provided. 5 25. The systemof Claim1, wherein the
content pr¥vi deFhecaystesndt Cletmel . avherpigl be contrahinsavidergean pybsiiuts gysiggle
ol ural.ity gf  der LE e hdent L . ifiers
Dol ongpiicd] i FRE B EPRKIRE 0T BATEAT ik Rl G MRAVRRLRD: (e
conpriedéipdoa splsenddnt eantcent dat abase coupled to 10 the proxy server and
wherein the personal content database is used as a cache to guarantee
reliability for wireless content downl oading. 15 20 25 28 WD 03/050743
PCT/ US02/ 39252 27. A nethod for providing content services to wireless
devices, the MefhOdsichPHPCIafth 19 furfRKE RSP bERbndl BOMEH! datbaE8 Ruplelieb €SS
device for content “services froma content ~ provider, wherein the content
requethe prexyi sereemindeivbsein dhrenpersonal content database is used as a cache to guarantee

reliability for wireless content downloading.
"
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5 transmtting the content request fromthe wreless device thru a wirel ess
infrastructure device to a proxy server; requesting fromthe proxy server
an | nt er w0 oBst7axol (1 P) address assigned to the wrel ePETASO2/8%252
transrritti ng fromthe proxy server the assigned IP address to an identity
agent; rregp I-Ag o] e r

device w t%ot hel§ algls@?loa gﬁ P’&%Ed&%ggéégﬁeialt este d%edntq% lt? éjeéglgg%tl&&t rﬂgénslﬁ‘l&tﬁtgténg

f r omdohepristhgnt i ty agent the user identifier to t he proxy server;

determ ning an identity of the content provider fromthe request, wherein

t he requeshakig®@apEdns@s raquidst Sonc anbiesléss pdeviedfer -coprai térvides divi fi @mtdnor t he
cont ent pI’OVI der; 15 using an al gorlthmto cal cul ate a second content

pr oviey: ?pé@?ﬁfbthﬁééwwtfl%‘?es? is @ fEsless farmat,cont ent provi der - speci fi c
identifier and the user identifier; appending a header to the second

cént ent prtmnsmettmg et beritenti request fiosy therwielessi dayiqenre enwiselessrafasaictue t h

t he ?fﬁeﬁ ed second content provi der-specific identifier; 20 forwarding
the %81’506% She request to the content provider; and determ ning from

t he rmdlfl ed cont guest an i dent f the |l e devi ce @

content priedHgErs efg)én t%ﬁé’rﬂ’@f e e’btanén;%ﬂ‘??ﬁm@m(@ra%%?ﬁ?rf‘sgligﬁa t?letﬁgt ep
of copyEkdsidgicthe content 25 request in the wireless format into a
Hypertext Transfer Protocol (HTTP) forniat when the content request passes
thru the

o T robdihyfine Bk @8 DS dher iR EneddP HRLHORAAARiPGTLHS02/ 39252

al m wherein t al gorithm conprises-a ‘subnym
gorithm i

e R A e e

pl ur addidtess @tfthem‘a:hﬁtytagpﬁt@w der specific i dent| fiers when 5 those
identifiers belong to a single content service. 31. The method of O aim 27,

further copRkmsting foReths i®Mtief adéht e user PentiGRAlo BOPERHiservdat abase as a
cache to guarantee reliability for wireless content downl oadi ng.

determining an identity of the content provider from the request, wherein the request

m

comprises a first content provider-specific identifier for the content provider;

15 using an algorithm to calculate a second content provider-specific identifier from the first

content provider-specific identifier and the user identifier;
appending a header to the second content provider-specific identifier;

modifying the content request with the appended second content provider-specific

identifier;
20 forwarding the modified content request to the content provider; and

determining from the modified content request an identity of the wireless device at the

content provider.

28.  The method of Claim 27, further comprising the step of converting the content
25  request in the wireless format into a Hypertext Transfer Protocol (HTTP) format when the

content request passes thru the wireless infrastructure device.
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29.  The method of Claim 27, wherein the algorithm comprises a subnym algorithm.

30.  The method of Claim 27, further comprising the step of substituting at the content
provider a single canonical identifier for a plurality of content provider-specific identifiers when

5  those identifiers belong to a single content service.

31.  The method of Claim 27, further comprising the step of using a personal content

database as a cache to guarantee reliability for wireless content downloading.
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