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PRODUCT HAVING DUAL LAYER IDENTIFICATION CODES, PRODUCT 

TRACEABILITY AND ANTI-COUNTERFEIT AUTHENTICATION 

METHOD AND APPARATUS  

 

 

TECHNICAL FIELD 

[0001] The present disclosure relates to the field of anti-counterfeiting technology, and more 

particularly to a product having dual layer identification codes, a product traceability and 

anti-counterfeiting authentication method and apparatus.  

 

BACKGROUND 

[0002] At present, due to the lack of integrity in various industries, counterfeit and shoddy 

goods are widely distributed in various fields.  In order to protect their own brands, enterprises 

have taken various preventive technical measures, namely anti-counterfeiting technology. Now 

there are various anti-counterfeiting technologies, such as a digital anti-counterfeiting technology, a 

texture anti-counterfeiting technology, a security thread anti-counterfeiting technology, a 

moisture-sensitive anti-counterfeiting technology, and the like.  The existing anti-counterfeiting 

technologies can play an anti-counterfeiting role to some extent, but there are still some 

disadvantages.  If the anti-counterfeiting effect is better, accordingly the counterfeiting is difficult, 

then it is difficult for the user to query or identify.  For example, an RFID tag needs to be identified 

by a dedicated device.  If the difficulty in the user query or identification is reduced, the 

corresponding difficulty of counterfeiting is also reduced, and the anti-counterfeiting effect is 

relatively unsatisfactory, for example, a digital printed anti-counterfeiting code.  

[0003] Therefore, it is necessary to provide a new anti-counterfeiting technology to ensure the 

anti-counterfeiting effect on the basis of reducing the difficulty in user query. 

 

SUMMARY 

[0004] One of technical problems addressed by the present disclosure is to provide a product 

having dual layer identification codes, a product traceability and anti-counterfeiting authentication 

method and apparatus, by which an anti-counterfeiting effect is guaranteed on a basis of reducing a 
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difficulty in user query.  

[0005] According to an embodiment in one aspect of the present disclosure, a product having 

dual layer identification codes is provided, the dual layer identification codes include a first 

identification code attached to the product and a second identification code separated from the 

product.  

[0006] According to an embodiment in another aspect of the present disclosure, a product 

traceability and anti-counterfeiting authentication method is provided, which includes: 

[0007] receiving a query request sent from a user by scanning the first identification code on a 

product; 

[0008] providing basic information, a delivery status, and user scanning information of the 

product matching the first identification code to the user; 

[0009] receiving an anti-counterfeiting authentication request sent from a user by scanning the 

second identification code; 

[0010] providing an anti-counterfeiting authentication result of the product matching the second 

identification code to the user.  

[0011] According to an embodiment in another aspect of the present disclosure, a product 

traceability and anti-counterfeiting authentication apparatus is provided, which includes: 

[0012] a query request receiving unit, configured to receive a query request sent from a user by 

scanning a first identification code; 

[0013] a matching information providing unit, configured to provide basic information, a 

delivery status, and user scanning information of the product matching the first identification code 

to the user; 

[0014] an anti-counterfeiting authentication request receiving unit, configured to receive an 

anti-counterfeiting authentication request sent from a user by scanning a second identification code 

separated from the product; 

[0015] an anti-counterfeiting authentication result providing unit, configured to provide an 

anti-counterfeiting authentication result of the product matching the second identification code to 

the user.  

[0016] According to an embodiment in another aspect of the present disclosure, a product 

traceability and anti-counterfeiting authentication assist method is provided, which includes: 
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[0017] acquiring a first identification code on a product by a user scan; 

[0018] generating and sending a query request corresponding to a first identification code; 

[0019] receiving the query request and displaying basic information, a delivery status, and user 

scanning information of the product matching the first identification code in response to the query 

request; 

[0020] acquiring a second identification code separated from the product by a user scan; 

[0021] generating and sending an anti-counterfeiting authentication request corresponding to the 

second identification code; and 

[0022] receiving the anti-counterfeiting authentication request and displaying an 

anti-counterfeiting authentication result of the product matching the second identification code in 

response to the anti-counterfeiting authentication request.  

[0023] According to an embodiment in another aspect of the present disclosure, a product 

traceability and anti-counterfeiting authentication assist apparatus is provided, which includes: 

[0024] a first identification code acquiring unit, configured to acquire a first identification code 

on a product by a user scan; 

[0025] a query request generating and sending unit, configured to generate and send a query 

request corresponding to the first identification code; 

[0026] a product information receiving and displaying unit, configured to receive the query 

request and display basic information, a delivery status, and user scanning information of the 

product matching the first identification code in response to the query request; 

[0027] a second identification code acquiring unit, configured to acquire the second 

identification code separated from the product by a user scan; 

[0028] an anti-counterfeiting authentication request generating and sending unit, configured to 

generate and send an anti-counterfeiting authentication request corresponding to the second 

identification code; 

[0029] an anti-counterfeiting authentication result receiving and displaying unit, configured to 

receive the anti-counterfeiting authentication request and display an anti-counterfeiting 

authentication result of the product matching the second identification code in response to the 

anti-counterfeiting authentication request.  

[0030] According to an embodiment in another aspect of the present disclosure, a product 
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traceability and anti-counterfeiting authentication method is provided, which includes: 

[0031] receiving a query request and/or an anti-counterfeiting authentication request sent from a 

user by scanning the first identification code on a product; 

[0032] providing basic information, a delivery status, and user scanning information and/or an 

anti-counterfeiting authentication result of the product matching the first identification code to the 

user, the first identification code being attached to the product; 

[0033] receiving a status update request sent from a user by scanning a second identification 

code, the second identification code being separated from the product; and 

[0034] setting the delivery status of the product to a sold or consumed status. 

[0035] According to an embodiment in another aspect of the present disclosure, a product 

traceability and anti-counterfeiting authentication apparatus is provided, which includes: 

[0036] a query request receiving unit, configured to receive a query request sent from a user by 

scanning a first identification code; 

[0037] a matching information providing unit, configured to provide basic information, a 

delivery status, and user scanning information of the product matching the first identification code 

to the user; 

[0038] an anti-counterfeiting authentication request receiving unit, configured to receive an 

anti-counterfeiting authentication request sent from a user by scanning the first identification code; 

[0039] an anti-counterfeiting authentication result providing unit, configured to provide an 

anti-counterfeiting authentication result of the product matching the first identification code to the 

user; 

[0040] a status update request receiving unit, configured to receive a status update request sent 

from a user by scanning a second identification code separated from the product; and 

[0041] a product status update unit, configured to set a delivery status of the product to a sold or 

consumed status. 

[0042] According to an embodiment in another aspect of the present disclosure, a product 

traceability and anti-counterfeiting authentication assist method is provided, which includes: 

[0043] acquiring a first identification code on a product by a user scan; 

[0044] generating and sending a query request and/or an anti-counterfeiting authentication 

request corresponding to the first identification code; 
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[0045] receiving the query request and displaying basic information, a delivery status, and user 

scanning information of the product matching the first identification code in response to the query 

request; 

[0046] receiving the anti-counterfeiting authentication request and displaying an 

anti-counterfeiting authentication result of the product matching the first identification code in 

response to the anti-counterfeiting authentication request; 

[0047] acquiring a second identification code separated from the product by a user scan; 

[0048] generating and sending a status update request corresponding to the second identification 

code; and 

[0049] receiving the status update request and updating a delivery status of the product to a sold 

or consumed status in response to the status update request. 

[0050] According to an embodiment in another aspect of the present disclosure, a product 

traceability and anti-counterfeiting authentication assist apparatus is provided, which includes: 

[0051] a first identification code acquiring unit, configured to acquire a first identification code 

on a product by a user scan; 

[0052] a query request generating and sending unit, configured to generate and send a query 

request corresponding to the first identification code; 

[0053] a product information receiving and displaying unit, configured to receive the query 

request and display basic information, a delivery status, and user scanning information of the 

product matching the first identification code in response to the query request; 

[0054] an anti-counterfeiting authentication request generating and sending unit, configured to 

generate and send an anti-counterfeiting authentication request corresponding to the first 

identification code; 

[0055] an anti-counterfeiting authentication result receiving and displaying unit, configured to 

receive the anti-counterfeiting authentication request and display an anti-counterfeiting 

authentication result of the product matching the first identification code in response to the 

anti-counterfeiting authentication request; 

[0056] a second identification code acquiring unit, configured to acquire a second identification 

code separated from the product by a user scan; 

[0057] a status update request generating and sending unit, configured to generate and send a 
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status update request corresponding to the second identification code; and 

[0058] a status update request receiving and setting unit, configured to receive the status update 

request and update the delivery status of the product to a sold or consumed status in response to the 

status update request.  

[0059] The present disclosure adopts dual layer identification codes including a first 

identification code and a second identification code, since the matching between the first 

identification code and the second identification code is irregular or there is no matching 

relationship therebetween, it is impossible for a counterfeiter to acquire first identification codes and 

second identification codes of an entire batch of similar products by analyzing the first identification 

code and the second identification code of one product, thereby improving an anti-counterfeiting 

efficiency.  Moreover, the second identification code is provided by a merchant after the product is 

purchased, so that the counterfeiter can only acquire the second identification code after purchasing 

a genuine product, thereby increasing a counterfeiting cost. 

[0060] Those of ordinary skill in the art will appreciate that although the following detailed 

description will be carried out with reference to the illustrated embodiments and the accompanying 

drawings, the present disclosure is not limited to these embodiments.  Instead, the scope of the 

application is broad and is intended to be only limited by the appended claims. 

 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0061] Other features, objectives, and advantages of the present disclosure will become more 

apparent by reading the following detailed description of non-limiting embodiments with reference 

to the accompanying drawings: 

[0062] FIGS. 1a, 1b and 1c are schematic diagrams of a product having dual layer identification 

codes according to an embodiment of the present disclosure respectively.  

[0063] FIG. 2 is a flowchart of a product-tracing anti-counterfeiting authentication method 

according to an embodiment of the present disclosure.  

[0064] FIG. 3 is a flowchart of a product traceability and anti-counterfeiting authentication 

assist method according to an embodiment of the present disclosure.  

[0065] FIG. 4 is a schematic diagram showing a result indicating information of a provided 

product according to an embodiment of the present disclosure.  
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[0066] FIG. 5 is a schematic diagram showing a result indicating that a provided product is 

genuine according to an embodiment of the present disclosure.  

[0067] FIG. 6 is a schematic diagram showing a result indicating that a provided product is 

doubtful according to an embodiment of the present disclosure.  

[0068] FIG. 7 is a schematic structure diagram of a product traceability and anti-counterfeiting 

authentication apparatus according to an embodiment of the present disclosure.  

[0069] FIG. 8 is a schematic structure diagram of a product traceability and anti-counterfeiting 

authentication assist apparatus according to an embodiment of the present disclosure.  

[0070] FIG. 9 is a flowchart of a product traceability and anti-counterfeiting authentication 

method according to another embodiment of the present disclosure.  

[0071] FIG. 10 is a flowchart of a product traceability and anti-counterfeiting authentication 

assist method according to another embodiment of the present disclosure.  

[0072] FIG. 11 is a schematic structure diagram of a product traceability and anti-counterfeiting 

authentication apparatus according to another embodiment of the present disclosure.  

[0073] FIG. 12 is a schematic structure diagram of a product traceability and anti-counterfeiting 

authentication assist apparatus according to another embodiment of the present disclosure.  

[0074] It will be appreciated by those of ordinary skill in the art that the following detailed 

description will be provided with reference to the illustrated embodiments and drawings, the present 

disclosure is not limited to these embodiments.  Rather, the scope of the present disclosure is broad 

and is intended to be only limited by the appended claims. 

 

DETAILED DESCRIPTION OF THE EMBODIMENTS 

[0075] Before detailing the exemplary embodiments, it should be noted that some exemplary 

embodiments are described as processes or methods depicted as flowcharts.  Although various 

operation steps in the flowcharts are described as being processed sequentially, many of these 

operation steps can be performed in parallel, concurrently, or simultaneously.  In addition, the 

order of the operation steps can be rearranged.  The process can be terminated when its operation 

is complete, and can also include additional steps not shown in the drawings.  The process may 

correspond to a method, a function, a procedure, a subroutine, a subprogram, etc.  

[0076] The method provided by the present disclosure is implemented on a computer device 
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including a user device and a network device.  The user device includes, but is not limited to, a 

computer, a smartphone, a personal digital assistant (PDA), and the like. The network device 

includes, but is not limited to, a single network server, a server group consisting of multiple network 

servers, or a cloud consisting of a large number of computers or network servers based on Cloud 

Computing.  The computer device can operate alone to implement the present disclosure, or can 

access the network and implement the present disclosure by interacting with other computer devices 

on the network.  The network on which the computer device is located includes, but is not limited 

to, the Internet, a wide area network (WAN), a metropolitan area network (MAN), a local area 

network (LAN), a virtual private network (VPN) network, and the like.  

[0077] It should be noted that the user device, network device, networks, and the like are merely 

examples, and other existing or possible future computer devices or networks which may be 

applicable to the present disclosure, are also included within the scope of the present disclosure and 

are incorporated herein by reference.  

[0078] The methods discussed below, some of which are shown by the flowcharts, can be 

implemented by hardware, software, firmware, middleware, microcode, a hardware description 

language, or any combination thereof.  When the methods are implemented in software, firmware, 

middleware, or microcode, program codes or code segments used for performing the necessary 

tasks can be stored in a machine or a computer-readable medium, such as a storage medium.  One 

or more processors can perform the necessary tasks.  

[0079] The specific structural and functional details disclosed herein are representative only and 

are for the purpose of describing exemplary embodiments of the present disclosure.  The present 

disclosure can, however, be implemented in many alternative forms and should not be construed as 

limited only to the embodiments set forth herein.  

[0080] It is to be understood that although the terms "first," "second," and the like are used here 

to describe individual elements, these elements should not be limited by these terms.  These terms 

are used merely for distinguishing one unit from another.  For example, the first unit can be 

referred to as the second unit, and similarly the second unit can be referred to as the first unit, 

without departing from the scope of the exemplary embodiments.  The term “and/or” used here 

includes any and all combinations of one or more of the listed associated items.  

[0081] It should be understood that when one unit is referred to as “connected” or “coupled” to 
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another unit, it may be directly connected or coupled to the other unit, or there may be an 

intermediate unit.  Correspondingly, when one unit is referred to as “directly connected” or 

“directly coupled” to another unit, there is no intermediate unit.  Other words (e.g., “located 

between” versus “directly located between”, “adjacent to” versus “directly adjacent to”, etc.) used 

for describing the relationship between units should be interpreted similarly.  

[0082] The terms used here are for the purpose of describing specific embodiments only and is 

not intended to limit the exemplary embodiments.  Unless the context clearly indicates otherwise, 

the singular forms "a," "an," and "an item" are also intended to include the plural.  It should also be 

understood that the terms “comprising” and/or “including “ as used here specifies the presence of 

stated features, integers, steps, operations, units, and/or components, without excluding the presence 

or addition of one or more other features, integers, steps, operations, units, components, and/or 

combinations thereof.  

[0083] It should also be mentioned that in some alternative embodiments, the mentioned 

functions/actions may take place in an order different from that indicated in the drawings.  For 

example, two diagrams shown in succession may actually be executed substantially simultaneously 

or may sometimes be executed in a reverse order, depending on the function/action involved.  

[0084] The technical solution of the present disclosure is described in further detail below with 

reference to the accompanying drawings.  

[0085] FIGS. 1a to 1b are respectively schematic diagrams of a product having dual layer 

identification codes according to an embodiment of the present disclosure.  A main feature of the 

dual layer identification codes of the product is that a first identification code of the dual layer 

identification codes is pasted or printed on the product itself.  The first identification code of the 

dual layer identification codes is directly exposed to an outside or an inside of the product, and can 

be directly obtained without damaging the product. The second identification code is separated from 

the product and is delivered to the consumer together with the product when the product is sold.  

FIGS. 1a and 1b respectively show a first identification code attached to a tongue of a shoe product 

and a second identification code separated from the product.  

[0086] FIGS. 1b to 1c are respectively schematic diagrams of a product having dual layer 

identification codes according to another embodiment of the present disclosure.  FIG. 1c shows a 

handbag with a two-dimensional code.  The first identification code is located on an inner surface 
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of the handbag without affecting an appearance of the handbag and can be directly obtained without 

damaging the handbag, as shown in FIG. 1c.  The second identification code is located on a 

surface layer of a separate card that is separated from the product where the first identification code 

is located, as shown in FIG. 1b.  

[0087] It should be noted that the product having the dual layer identification codes referred to 

in the present disclosure is not limited to the above two embodiments, as long as the product has the 

following features: the first identification code of the dual layer identification codes of the product 

is printed or pasted on the product, and the second identification code is separated from the product; 

the first identification code is directly exposed to the surface layer of the product and can be directly 

obtained without damaging the product; the second identification code is separated from the product 

and is obtained by purchasing a genuine product.  These features all fall in the scope of protection 

of the present disclosure.  

[0088] Advantages of the product having the dual layer identification codes are that since the 

second identification code is separated from the product on which the first identification code is 

located and the second identification code is provided to the consumer only when the product is sold, 

if a person wants to add an anti-counterfeiting code to a counterfeit product by copying the first 

identification code and the second identification code of the genuine product, it is necessary to 

purchase the genuine product to obtain the dual layer identification codes, so that the counterfeiting 

cost is high; furthermore, in an embodiment of the present disclosure, the first identification code 

can match a plurality of second identification codes, and a matching relationship can be random 

without a rule, and the matching relationship uniquely match the product on which the dual layer 

identification codes are located.  It should be further noted that, since the first identification code 

can match the plurality of second identification codes, when the second identification code is 

provided to the consumer when the product is sold, it is not necessary to provide a specific second 

identification code, that is, the second identification code provided to the consumer is any one of the 

plurality of second identification codes that match the product.  Furthermore, the dual layer 

identification codes are any combination of a two-dimensional code, a bar code, a near field 

communication (NFC) code, and a non-contact radio frequency identification (RFID) code; that is, 

the first identification code or the second identification code may be any one of the above, and the 

second identification code may be the same as or different from the first identification code.  Types 
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of the first identification codes of different items of the similar products can be different, and types 

of the second identification codes of different items of the similar products can also be different.  

Therefore, a counterfeiter cannot acquire dual layer identification codes matching other similar 

products by purchasing only a single genuine product and analyzing the first identification code and 

the second identification code of the product respectively, accordingly, it is very difficult to 

counterfeit.  Therefore, the product having the dual layer identification codes has higher 

anti-counterfeiting characteristics.  

[0089] FIG. 2 is a flowchart of a product traceability and anti-counterfeiting authentication 

method according to an embodiment of the present disclosure, the method mainly including the 

following steps. 

[0090] Y300: dual layer identification codes matching a specific product are pre-generated. 

[0091] S310: a query request sent from a user by scanning a first identification code on the 

product is received. 

[0092] S320: basic information, a delivery status, and user scanning information of the product 

matching the first identification code are provided to the user. 

[0093] S330: an anti-counterfeiting authentication request sent from the user by scanning a 

second identification code of the product is received; the second identification code is separated 

from the product. 

[0094] S340: it is determined whether a time interval between receiving the query request and 

receiving the anti-counterfeiting authentication request satisfies a preset threshold value. 

[0095] S350: if yes, an anti-counterfeiting authentication result of the product matching the 

second identification code is provided to the user.  

[0096] The step Y300 specifically includes following steps. 

[0097] Y310: a first identification code and a second identification code are respectively 

generated according to a standard method. 

[0098] Y320: the first identification code is matched with a plurality of second identification 

codes to obtain a plurality of dual layer identification codes. 

[0099] Y330: the plurality of dual layer identification codes are uniquely matched with a 

specific product.  

[00100] The step Y330 specifically includes following steps. 
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[00101] Y331: the first identification code is uniquely matched with the basic information of the 

specific product. 

[00102] Y332: delivery status information of the specific product set by scanning the first 

identification code is received and the delivery status information is matched with the first 

identification code. 

[00103] Y333: the second identification code is matched with authenticity information of the 

specific product.  

[00104] In order to further understand the present disclosure, the above steps are described in 

further detail below.  

[00105] The dual layer identification codes described in the step Y300 are, but are not limited to, 

any combination of a two-dimensional code, a bar code, a near field communication (NFC) code, 

and a non-contact radio frequency identification (RFID) code.  That is, the first identification code 

or the second identification code can be any one of the above, and the second identification code 

can be the same as or different from the first identification code.  The step Y300 is a  step which 

is completed in advance. When the present disclosure is actually executed, the execution can begin 

with the step S310, that is, the initial step Y300 can be omitted.  

[00106] The standard method for generating the first identification code and the second 

identification code described in the step Y310 refers to a mature technique method for generating a 

two-dimensional code, a bar code, a near field communication (NFC) code, and a non-contact radio 

frequency identification (RFID) code, which will not be explained in detail herein.  

[00107] It should be appreciated that the second identification code in the present disclosure 

comes with the product when the product leaves a factory.  

[00108] It should be noted that the second identification code is separated from the product, and 

is provided to the consumer only when the product is sold.  When the second identification code is 

lost due to improper storage, the store needs to apply to the manufacturer for reissuing a second 

identification code.  

[00109] Alternatively, the transportation problem of the second identification code is taken into 

account, since the second identification code is separated from the product, and the second 

identification code is inconvenient to keep and is easily lost during the transportation, the second 

identification code can also be printed out and provided to the consumer with the product when the 
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product is sold.  

[00110] Alternatively, in the event of a return/change of a product, since the second identification 

code may be scanned and verified by the consumer who applies for returning/changing the product.  

In this case, the consumer who purchases the product again cannot verify the authenticity of the 

product through the second identification code due to the foregoing authentication rule.  

[00111] Therefore, when the product is resold, the second identification code corresponding to 

the product and provided to the consumer when the product is sold for the first time is invalid, the 

store where the product is sold applies again to the manufacturer for printing the second 

identification code, and the second identification code contains information indicating a second sale.  

[00112] An optional embodiment is provided as follows.  when the product is sold, a 

salesperson of a store where the product is sold submits a second identification code acquisition 

request via a network, and a manufacturer who produces the product acquires one second 

identification code from a group of second identification codes matching the first identification code 

of the product according to the received request, and issues the second identification code to the 

store, then the store prints and delivers the second identification code to the consumer who 

purchases the product.  

[00113] The process of acquiring the second identification code from the group of second 

identification codes may be regular or irregular.  

[00114] Furthermore, when the second identification code is printed, a protective layer is 

provided for the second identification code.  When an anti-counterfeiting authentication is required, 

the protective layer must be destroyed to scan the second identification code, that is, the second 

identification code is not directly exposed.  

[00115] The step of matching the first identification code with the second identification codes in 

a one-to-many mode to obtain the dual layer identification codes in step Y320 specifically includes, 

but is not limited to: a plurality of second identification codes are simultaneously generated and 

matched while the first identification code is generated; or, after a first identification code set and a 

second identification code set are generated, an element of the first identification code set is 

randomly matched with an element of the second identification code set; or, the matching is 

performed according to a specific function; or, elements in the first identification code set are 

interchanged with the elements in the second identification code set, and then the matching is 
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performed one by one.  Any irregular matching mode shall fall within the scope of the present 

disclosure.  Because of the irregularity of the matching mode between the first identification code 

and the second identification code, it is impossible for the counterfeiter to obtain the first 

identification codes and the second identification codes of all similar products by analyzing the first 

identification code and the second identification code of one product, thereby improving the 

anti-counterfeiting efficiency.  

[00116] Alternatively, the second identification code can so be generated when the product is 

sold.  An optional generation method includes  the second identification code is generated by 

matching the first identification code of the product according to a store number and time indicated 

in the request information submitted by the store.  

[00117] In the specific steps of the step Y330, in the step Y331 the first identification code is 

uniquely matched with the basic information of the specific product, the matching of the basic 

information of the product is completed by a product manufacturer or a designated authorized 

distributor, and the basic information of the product includes, but is not limited to, a product name, a 

product type, a product number, a product origin, a product raw material, and the like.  

[00118] In the step Y332, the delivery status information of the specific product set by scanning 

the first identification code is received, and the delivery status information is matched with the first 

identification code.  The delivery status information includes, but is not limited to, a creation time, 

a scanning time history of a carrier or distributor, a scanning location history, a carrier or distributor 

basic information history, and the like.  The product manufacturer, carrier, or distributor scans the 

first identification code of the specific product to match the delivery status information with the first 

identification code of the product, and the delivery status information is continuously updated 

during the change in the delivery process of the product.  The creation of the delivery status 

information can implement accurate recording and tracking of the delivery status of each product.  

With the support of the information, the product traceability and the product anti-channel conflict 

can be well implemented, and the authenticity of the product can be determined by verifying the 

information.  

[00119] Through the above two steps, the matching of the product information with the first 

identification code is completed.  

[00120] In the step Y333, the second identification code is matched with the authenticity 
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information of the specific product.  The authenticity information includes information indicating 

that the product is a genuine product and information indicating that the product is suspicious. The 

information indicating that the product is a genuine product is matched with the second 

identification code of the product by the manufacturer or designated authorized distributor of the 

product before leaving the factory or before sale of the product; the information indicating that the 

product is suspicious is automatically matched with the second identification code after the second 

identification code of the product is scanned for the first time and when the second identification 

code is, without authorization, scanned for a second time and multiple times.  

[00121] The above-mentioned matching relationship includes a matching relationship between 

the first identification code and the second identification code, a matching relationship between the 

first identification code, and the basic information and the delivery information of the product, and a 

matching relationship between the second identification code and the authenticity information of the 

product. Accordingly, the matching of the dual layer identification codes with the product is 

completed. 

[00122] Although the FIG. 2 shows that the step Y330 includes the steps Y331 to Y333, the step 

Y330 may be implemented through other modes or include other steps.  

[00123] Although the FIG. 2 shows that the step Y300 includes the steps Y310 to Y330, the step 

Y300 may be implemented through other modes or include other steps.  

[00124] It should be noted that in order to prevent the dual layer identification codes from being 

maliciously tampered, a data encryption technique is adopted in the steps of generating, sending  

and printing, storing and subsequent querying of the dual layer identification codes, so as to 

effectively ensure that the dual layer identification codes is always in a security state.  

[00125] In the step S310, a query request sent from the user by scanning the first identification 

code is received.  The method for scanning the first identification code includes steps that, but is 

not limited to, an existing scanning tool (such as WeChat) of an intelligent mobile terminal is 

adopted, or a dedicated APP (application) developed for implementing the method of the present 

disclosure, hereinafter referred to as an anti-counterfeiting authentication APP, is adopted,.  

[00126] Since the user can quickly learn and master the usage and function of the APP software 

installed in the intelligent mobile terminal, the solution of the embodiment of the present disclosure 

can allow the user to easily and simply query the source of the product without using a special 
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detection tool or mastering special technical knowledge, thereby effectively reducing the query 

difficulty.  In addition, the credibility of the user in the product authentication information is 

improved while the query is performed by means of the anti-counterfeiting authentication APP.  

[00127] After the step S310, the method may further optionally include a step J310, in which a 

number, time, a location of scanning of the first identification code by the user, and user information, 

collectively referred to as user scanning information, are recorded, and the user scanning 

information is matched with the first identification code.  

[00128] In the step S320, the basic information, the delivery status information, and the user 

scanning information of the product are provided to the user.  Since the first identification code is 

associated with the basic information, the delivery status information and the user scanning 

information of the product, the basic information, the delivery status information, and the user 

scanning information of the product associated with the first identification code can be provided to 

the user after the user scans the first identification code.  

[00129] In addition, since dual layer identification codes are adopted in the present embodiment 

of the present disclosure, the second identification code cannot be directly acquired, but can be 

acquired after the product is purchased.  A new user may not know the existence of the second 

identification code.  Accordingly, when the user sends a query request by scanning the first 

identification code, prompt information indicating that an anti-counterfeiting authentication result 

can be acquired by scanning the second identification code can be returned to the user.  

[00130] It should be noted that before the second identification code is scanned, each time the 

first identification code is scanned, the basic information, the delivery information, and the user 

scanning information of the corresponding product can be prompted, and the corresponding query 

behavior is recorded each time.  

[00131] In the step S330, an anti-counterfeiting authentication request sent from the user by 

scanning the second identification code for the first time is received; and the scanning method can 

be the same as that described in the step S310.  

[00132] After the step S330, the method may further optionally include a step J320, in which a 

number, time, a location of scanning of the second identification code by the user, and user 

information, collectively referred to as user scanning information, are recorded, and the user 

scanning information is matched with the product.  
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[00133] In the step S340, an anti-counterfeiting authentication result of the product matching the 

second identification code is provided to the user.  

[00134] If the second identification code is scanned for the first time, and the second 

identification code is pre-generated and is matched with the second identification code 

corresponding to the first identification code, an anti-counterfeiting authentication result indicating 

that the product is a genuine product is provided to the user performing the scanning, and a delivery 

status of the product is set to a sold or consumed status; 

[00135] If the second identification code is scanned again and the user performing the scanning is 

not specially authorized, an anti-counterfeiting authentication result indicating that the product is 

suspicious is provided to the user performing the scanning; 

[00136] If the second identification code is not the pre-generated second identification code 

corresponding to the first identification code, an anti-counterfeiting authentication result indicating 

that the second identification code is not an anti-counterfeiting authentication code provided by a 

manufacturer or a designated authorized distributor of the product or that the product is suspicious, 

is provided to the user performing the scanning.  

[00137] When the second identification code is scanned for the first time, and the second 

identification code is a pre-generated second identification code corresponding to the first 

identification code, the delivery status of the product is set to a sold or consumed status, so that if a 

query request sent from the user by scanning the first identification code who has no special 

authorization is received again, an anti-counterfeiting authentication result indicating that the 

product is suspicious is provided to the user.  Generally, only when the second identification code 

is scanned for the first time and the second identification code is a pre-generated second 

identification code corresponding to the first identification code, an anti-counterfeiting 

authentication result indicating that the product is a genuine product is provided to the user.  If the 

authentication result indicates that the product is suspicious when the second identification code is 

scanned, it implies that the second identification code may have been scanned, and the 

corresponding product may have been sold or consumed.  The second identification code of the 

product that has been sold or consumed is again scanned, which may be a counterfeiting behavior 

performed by a counterfeiter using the genuine packaging, in this way the authenticity of the 

product can be effectively verified.  A user who is not specially authorized here includes a user 
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who performs second scanning of the second identification code but does not perform first scanning 

of the second identification code, and a user who performs the second scanning of the second 

identification code but does not receive an authorization from a user who performs the first 

scanning of the second identification code or from an authorized user who performs the last 

scanning of the second identification code.  At the same time, it should be noted that when an 

anti-counterfeiting authentication request from an unauthorized user by scanning the second 

identification code is received, the scanning time, the location, and the user information of the user 

who performs the scanning of the second identification code are recorded, and the information is 

matched with the product, so that which product may be counterfeited and in which place or area 

the product may be counterfeited can be known by inquiring the information of the product and the 

scanning information of the unauthorized user, , so as to provide the manufacturer, the carrier, and 

the distributor with a way to track and fight against the counterfeiting.  

[00138] It will be appreciated that after receiving the anti-counterfeiting authentication request 

sent from the user by scanning the second identification code, the basic information and the delivery 

information of the product can be provided in addition to the related content of the authenticity 

authentication result.  

[00139] The embodiment of the present disclosure further provides a product traceability and 

anti-counterfeiting authentication assist method corresponding to the above-mentioned product 

traceability and anti-counterfeiting authentication method.  A flowchart of the assist method is as 

shown in FIG. 3, and the method mainly includes the following steps. 

[00140] S410: a first identification code on the product is acquired by a user scan. 

[00141] S420: a query request corresponding to the first identification code is generated and sent. 

[00142] S430: the query request is received and basic information, a delivery status, and user 

scanning information of the product matching the first identification code is displayed in response to 

the query request. 

[00143] S440: a second identification code separated from the product is acquired by the user 

scan. 

[00144] S450: an anti-counterfeiting authentication request corresponding to the second 

identification code is generated and sent. 

[00145] S460: an anti-counterfeiting authentication request is received and an anti-counterfeiting 
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authentication result of the product matching the second identification code is displayed in response 

to the anti-counterfeiting authentication request.  

[00146] Optionally, after the step S430, the method further includes: the user is prompted to scan 

the second identification code within a preset period.  

[00147] Optionally, if the anti-counterfeiting authentication result indicates that the product is 

genuine, the method further includes: 

[00148] the product is added into a list of purchased products of the user.  

[00149] the list of purchased products of the user is displayed; 

[00150] first identification code user scanning information and second identification code user 

scanning information of a selected product is displayed in response to a selection of the user; 

[00151] an operating button is provided and information of the corresponding product is sent to 

the manufacturer in response to a returning/changing or maintenance service operation of the user;  

[00152] A store where the product can be dealt with and a distance from the user to the store are 

correspondingly displayed in response to the returning/changing or maintenance service operation 

of the user.  

[00153] The content of each step will be explained in detail below.  

[00154] The method described in the step S410 includes, but is not limited to, an existing 

scanning tool (such as WeChat) of an intelligent mobile terminal, or a dedicated APP (Application) 

developed for implementing the method of the present disclosure, hereinafter referred to as an 

anti-counterfeiting authentication APP, is adopted.  

[00155] Since the user can quickly learn and master the APP software installed in the intelligent 

mobile terminal, the solution of the embodiment of the present disclosure can allow the user to 

easily and simply query the source of the product without using a special detection tool or mastering 

special technical knowledge, thereby effectively reducing the query difficulty.  In addition, the 

credibility of the user in the product authentication information is improved by querying via the 

anti-counterfeiting authentication APP.  

[00156] In the step S420, a query request corresponding to the first identification code is 

generated and sent.  After the first identification code is scanned by using an existing scanning tool 

(e.g., WeChat) of the intelligent mobile terminal or using a dedicated APP (Application) developed 

for implementing the method of the present disclosure, the scanning tool (e.g., WeChat) or the 



20 
 

dedicated APP (Application) sends a query request corresponding to the first identification code to a 

merchant server or a third-party server.  

[00157] In the step S430, the query request is received and basic information, a delivery status, 

and user scanning information of the product matching the first identification code are displayed in 

response to the query request.  After the merchant server or the third-party server receives the 

query request, since the merchant server or the third-party server stores basic information, delivery 

statuses, and the user scanning information of the products matching various first identification 

codes, and the basic information, the delivery status, and the user scanning information of the 

product matching the first identification code are sent to the user.  FIG. 4 shows the basic 

information, the delivery status information, and the user scanning information of the product 

received and displayed to the user (the basic information, the delivery status information, and the 

user scanning information of the provided product are displayed on multiple pages).  

[00158] The function of prompting the user to scan the second identification code is that: since 

the dual layer identification codes are adopted in the embodiment of the present disclosure, the 

second identification code cannot be directly acquired, but can be acquired after the product is 

purchased, and a new user may not know the existence of the second identification code.  

Therefore, the prompt assists the user in completing anti-counterfeiting authentication according to 

the prompt result.  FIG. 4 also shows a content of a prompt that “Dear customer, if you are 

interested in purchasing the product, please acquire an anti-counterfeiting label from the merchant 

to verify the authenticity of the product by scanning the anti-counterfeiting label” which prompts 

the user to scan the second identification code to obtain the authenticity authentication result of the 

product.  The basic information, the delivery status information, and the user scanning information 

of the product provided to the user can be displayed in an interface of the anti-counterfeiting 

authentication APP.  

[00159] In the step S440, a second identification code on the product is acquired by the user scan.  

The scanning method can be the same as the scanning method in the step S410.  

[00160] In the step S450, an anti-counterfeiting authentication request corresponding to the 

second identification code is generated and sent.  After the second identification code is scanned 

by using an existing scanning tool (e.g., WeChat) of the intelligent mobile terminal or using a 

dedicated APP (Application) developed for implementing the method of the present disclosure, the 
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scanning tool (e.g., WeChat) or the dedicated APP (Application) sends an anti-counterfeiting 

authentication request corresponding to the second identification code to the merchant server or the 

third-party server.  

[00161] In the step S460, the anti-counterfeiting authentication request of the product matching 

the second identification code is received and displayed to the user in response to the 

anti-counterfeiting authentication request.  Since the merchant server or the third-party server 

stores the user scanning information, the anti-counterfeiting authentication result can be sent to the 

user according to the stored user scanning information.  

[00162] If the merchant server or the third-party server receives the anti-counterfeiting 

authentication request sent from the user by scanning the second identification code for the first 

time, and the second identification code is a pre-generated second identification code corresponding 

to the first identification code, the merchant server or the third-party server receives and displays the 

anti-counterfeiting authentication result indicating that the product is a genuine product to the user, 

the prompt interface can be shown in FIG. 5.  

[00163] The step of adding the product into the list of purchased products of the user functions to 

facilitate the user to manage the purchased products, a management operation includes, but is not 

limited to, resale, repair, return/change, and the like.  In order to facilitate the user to manage the 

purchased products, after the step of adding the product to a list of purchased products of the user, 

the method further includes: the list of purchased products of the user is displayed; the list of 

purchased products of the user displays basic information of the product purchased by the user and 

provides an optional operating button; first identification code user scanning information and 

second identification code user scanning information of selected product are displayed in response 

to a selection of the user; the first identification code user scanning information and the second 

identification code user scanning information have been described in detail in the above and will not 

be repeated herein; the operating button provided in the interface of the list of purchased products 

includes a returning/changing operation button and a maintenance service operation button, and 

information of the corresponding product including the basic information, the delivery status 

information, and the user scanning information of the product is sent to the manufacturer in 

response to the returning/changing or maintenance service operation of the user, and a store where 

the corresponding product can be dealt with and a distance from the store to the user are displayed 
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in response to the returning/changing or maintenance service operation of the user, so as to facilitate 

the user to select a nearby store for a corresponding treatment.  

[00164] It should be appreciated that the operating button also includes an operation option such 

as comment, lottery, receiving coupons and/or red packets, product maintenance knowledge, 

recommended collocation, and sharing, etc., through which a user can comment on a product, 

participate in a lottery activity, receive a coupon and/or a red packet, learn about maintenance 

knowledge of the product, view other products recommended for collocation with the product, and 

share the product with friends. The multiple operation options provided for the user in this 

embodiment improve the interaction experience of the user and facilitate the promotion activities of 

the merchant.  

[00165] After the second identification code is scanned for the first time, the delivery status of 

the product is set to the sold status, so that if the second identification code is scanned again and the 

scanning is not authorized, an anti-counterfeiting authentication result indicating that the product is 

suspicious is received and displayed to the user, and a corresponding prompt interface can be shown 

in FIG. 7.  Generally, an anti-counterfeiting authentication result indicating that the product is 

genuine is provided to the user only when the second identification code is scanned for the first time.  

If the authentication result indicates that the product is suspicious when the second identification 

code is scanned, it implies that this is not the first time the second identification code has been 

scanned, and the corresponding product may have been sold or consumed.  The second 

identification code of the product that has been sold or consumed is again scanned, which may be a 

counterfeiting behavior performed by a counterfeiter using the genuine packaging, in this way, the 

authenticity of the product can be effectively verified.  A user who is not specially authorized here 

includes a user who performs second scanning of the second identification code but does not 

perform first scanning of the second identification code, and a user who performs the second 

scanning of the second identification code but does not receive an authorization from a user who 

performs the first scanning of the second identification code or from an authorized user who 

performs the last scanning of the second identification code.  At the same time, it should be noted 

that when an anti-counterfeiting authentication request from an unauthorized user by scanning the 

second identification code is received, the scanning time, the location, and the user information of 

the user performing the scanning of the second identification code are recorded, and these 
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information is matched with the product, so that which product may be counterfeited and in which 

place or area the product may be counterfeited can be known by inquiring the information of the 

product and the scanning information of the unauthorized user, so as to provide the manufacturer, 

the carrier, and the distributor with a way to track and fight against the counterfeiting.  

[00166] An embodiment of the present disclosure further provides a product traceability and 

anti-counterfeiting authentication apparatus 800 corresponding to the product traceability and 

anti-counterfeiting authentication method.  As shown in FIG. 7, which shows a schematic structure 

diagram of the apparatus.  The apparatus 800 mainly includes the following units: 

[00167] a query request receiving unit 820, configured to receive a query request sent from a user 

by scanning a first identification code; 

[00168] a matching information providing unit 830, configured to provide basic information, a 

delivery status, and user scanning information of the product matching the first identification code 

to the user; 

[00169] an anti-counterfeiting authentication request receiving unit 840, configured to receive an 

anti-counterfeiting authentication request sent from the user by scanning a second identification 

code; 

[00170] an anti-counterfeiting authentication result providing unit 850, configured to provide an 

anti-counterfeiting authentication result of the product matching the second identification code to 

the user.  

[00171] Although other elements are also shown in the FIG. 8, these elements are all optional 

and embodiments of the present disclosure do not depend on these elements.  

[00172] Optionally, the apparatus 800 further includes a dual layer identification codes 

generating unit 810 configured to pre-generate dual layer identification codes matching a specific 

product.  The dual layer identification codes generating unit 810 specifically includes: 

[00173] a first and second identification codes generating unit 811, configured to generate a first 

identification code and a second identification code according to a standard method, respectively; 

[00174] a first and second identification codes matching unit 812, configured to perform a 

one-to-many matching between the first identification code and the second identification codes to 

obtain a plurality of dual layer identification codes; 

[00175] a product matching unit 813, configured to uniquely match the dual layer identification 
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codes to a specific product.  

[00176] Alternatively, the product matching unit 813 is configured to: 

[00177] uniquely match the first identification code with basic information of the specific 

product; 

[00178] receive delivery status information of the specific product set by scanning the first 

identification code, and match the delivery status information with the first identification code;  

[00179] and match the second identification code with authenticity information of the specific 

product.  

[00180] Optionally, the apparatus 800 further includes a first identification code user scanning 

information recording unit 821 configured to: record a number, time, a location of scanning of the 

first identification code by the user and user information as the first identification code user 

scanning information after receiving the query request sent from the user by scanning the first 

identification code, and match the first identification code user scanning information with the first 

identification code.  

[00181] Optionally, the apparatus 800 further includes a second identification code user scanning 

information recording unit 841 configured to: record a number, time, a location of the scanning of 

the second identification code and user information, collectively referred to as second identification 

code user scanning information, after receiving the anti-counterfeiting authentication request sent 

from the user by scanning the second identification code, and match the second identification code 

user scanning information with the product.  

[00182] Optionally, the anti-counterfeiting authentication result providing unit 850 is configured 

to: 

[00183] provide an anti-counterfeiting authentication result indicating that the product is a 

genuine product to a user performing the scanning, and set a delivery status of the product to a sold 

or consumed status if the second identification code is scanned for the first time and the second 

identification code is a pre-generated second identification code corresponding to the first 

identification code; 

[00184] provide an anti-counterfeiting authentication result indicating that the product is 

suspicious to the user performing the scanning if the second identification code is scanned again and 

the user performing the scanning is not specially authorized; 
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[00185] provide an anti-counterfeiting authentication result indicating that the second 

identification code is not an anti-counterfeiting authentication code provided by a manufacturer or a 

designated authorized distributor of the product or that the product is suspicious to the user who 

performs the scanning if the second identification code is not a pre-generated second identification 

code corresponding to the first identification code.  

[00186] Alternatively, the dual layer identification codes are any combination of a 

two-dimensional code, a bar code, a near field communication (NFC) code, and a non-contact radio 

frequency identification (RFID) code.  

[00187] An embodiment of the present disclosure further provides a product traceability and 

anti-counterfeiting authentication assist apparatus 900 corresponding to the above-mentioned 

product traceability and anti-counterfeiting authentication apparatus.  As shown in FIG. 8, the 

apparatus includes the following units: 

[00188] a first identification code acquiring unit 910, configured to acquire a first identification 

code on a product by a user scan; 

[00189] a query request generating and sending unit 920, configured to generate and send a query 

request corresponding to the first identification code; 

[00190] a product information receiving and displaying unit 930, configured to receive the query 

request and display basic information, a delivery status, and user scanning information of the 

product matching the first identification code in response to the query request; 

[00191] a second identification code acquiring unit 940, configured to acquire a second 

identification code on the product by a user scan; 

[00192] an anti-counterfeiting authentication request generating and sending unit 950, configured 

to generate and send an anti-counterfeiting authentication request corresponding to the second 

identification code; 

[00193] an anti-counterfeiting authentication result receiving and displaying unit 960, configured 

to receive the anti-counterfeiting authentication request and display an anti-counterfeiting 

authentication result of the product matching the second identification code in response to the 

anti-counterfeiting authentication request.  

[00194] Optionally, the apparatus further includes a prompt unit (not shown) configured to 

prompt the user to scan the second identification code when receiving the query request and display 
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basic information, the delivery status, and the user scanning information of the product matching the 

first identification code in response to the query request.  

[00195] Optionally, the apparatus further includes a purchased product displaying unit (not 

shown) configured to: 

[00196] add the product to a list of purchased products of the user and display the list.  

[00197] Optionally, the apparatus further includes a maintenance and displaying unit (not shown) 

configured to: 

[00198] display the list of purchased products of the user; 

[00199] display first identification code user scanning information and second identification code 

user scanning information of a selected product in response to a selection of the user; 

[00200] provide an operating button and send information corresponding to the product to the 

manufacturer in response to a returning/changing or maintenance service operation of the user.  

[00201] Optionally, the maintenance and displaying unit is further configured to display a 

corresponding store capable of dealing with the product and a distances from the user to the store in 

response to the returning/changing or maintenance service operation of the user.  

[00202] It will be appreciated that the operating button also include an operation option such as 

comment, lottery, receiving a coupon and/or a red packet, product maintenance knowledge, 

recommended collocation, and sharing, etc., through which a user can comment on a product, 

participate in a lottery activity, receive a coupon and/or a red packet, learn about the maintenance 

knowledge of the product, view other products recommended for collocation with the product, and 

share the product with friends. The multiple operation options provided for the user in this 

embodiment improve the interaction experience of the user and facilitate the promotion activities of 

the merchant.  

[00203] In view of the above, in an embodiment of the present disclosure, the present disclosure 

adopts the dual layer identification codes including the first identification code and the second 

identification code, since a matching mode between the first identification code and the second 

identification code is irregular, the counterfeiter cannot acquire the first identification codes and the 

second identification codes of the whole batch of similar products by analyzing a first identification 

code and a second identification code of one product, thereby improving the anti-counterfeiting 

efficiency.  Moreover, the second identification code should be acquired by tearing the first 
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identification code or damaging the product, so that the counterfeiter can only acquire the second 

identification code after purchasing a genuine product, thereby increasing the counterfeiting cost.  

In addition, in the present disclosure, the delivery status of a product is updated by recording a 

number of scanning of the second identification code, such that an another unauthorized scanning of 

the second identification code results in a prompt indicating that the product is suspicious, thereby 

substantially blocking a possibility of reperfusion using the genuine product package by the 

counterfeiter to manufacture a counterfeit product and successfully sell the counterfeit product; and 

the record of another unauthorized scanning activity on the second identification code can also 

facilitate the manufacturers, carriers, and distributors to track and fight against potential 

counterfeiting activities.  In addition, the mode in which the dual layer identification codes 

uniquely matches the basic information, the delivery status information, the user scanning 

information of the product, and the authenticity information of the product also provides a guarantee 

for tracking and tracing the product, product anti-channel conflict, and checking the authenticity 

according to the delivery information of the product.  In the anti-counterfeiting method and 

apparatus provided in the present disclosure, the anti-counterfeiting authentication query can be 

implemented only by a simple operation of scanning the dual layer identification codes.  From to 

the above features, the product having dual layer identification codes and the anti-counterfeiting 

method and apparatus provided in the present disclosure greatly improve the anti-counterfeiting 

effect.  

[00204] In another embodiment of the present disclosure, there is no matching relationship 

between the first identification code and the second identification code, and the first identification 

code uniquely matches a product on which the first identification code is located.  In addition, it 

should be noted that since there is no matching relationship between the first identification code and 

the second identification code, when the second identification code is provided to a consumer when 

the product is sold, it is not necessary to provide a specific second identification code, that is, the 

second identification code provided to the consumer is any one of a plurality of second 

identification codes.  Furthermore, the dual layer identification codes include any combination of a 

two-dimensional code, a bar code, a near field communication (NFC) code, and a non-contact radio 

frequency identification (RFID) code; that is, both the first identification code or the second 

identification code can be any one of the above, and the second identification code can be the same 
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as or different from the first identification code.  The types of the first identification codes of 

different items of similar products can be different, and the types of the second identification codes 

of different items of similar products can also be different.  Therefore, a counterfeiter cannot 

acquire dual layer identification codes matching other similar products by purchasing only a single 

genuine product of a product type and analyzing the first identification code and the second 

identification code of the product respectively; accordingly, it is very difficult to counterfeit.  

Therefore, the product having the dual layer identification codes has a high anti-counterfeiting 

characteristic.  

[00205] FIG. 9 is a flowchart showing a product traceability and anti-counterfeiting 

authentication method according to an embodiment of the present disclosure, the method mainly 

includes the following steps. 

[00206] Y500: dual layer identification codes matching a specific product are pre-generated. 

[00207] S510: a query request and/or an anti-counterfeiting authentication request sent from a 

user by scanning a first identification code on a product are received. 

[00208] S520: basic information, a delivery status, user scanning information and/or an 

anti-counterfeiting authentication result of the product matching the first identification code are 

provided to a user; the first identification code is attached to the product. 

[00209] S530: a status update request sent from the user by scanning the second identification 

code is received; the second identification code is separated from the product. 

[00210] S540: the delivery status of the product is set to a sold or consumed status.  

[00211] The step Y500 specifically includes the following steps. 

[00212] Y510: a first identification code and a second identification code are generated according 

to a standard method, respectively. 

[00213] Y520: the first identification code is uniquely matched with a specific product.  

[00214] The step Y520 specifically includes the following steps. 

[00215] Y521: the first identification code is uniquely matched with the basic information of the 

specific product. 

[00216] Y522: delivery status information of the specific product set by scanning the first 

identification code is received, and the delivery status information is matched with the first 

identification code. 
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[00217] Y523: the first identification code is matched with authenticity information of the 

specific product.  

[00218] For a further understanding of the present disclosure, the above steps are described in 

further detail below.  

[00219] The dual layer identification codes described in the step Y500 is, but not limited to, any 

combination of a two-dimensional code, a bar code, a near field communication (NFC) code, and a 

non-contact radio frequency identification (RFID) code.  That is, the first identification code or the 

second identification code can be any one of the above, and the second identification code can be 

the same as or different from the first identification code.  The step Y500 is a step which is 

completed in advance.  When the present disclosure is actually implemented, it starts from the step 

S510, that is, the initial step Y500 can be omitted.  

[00220] The standard method for generating the first identification code and the second 

identification code described in the step Y510 refers to a mature technique method for generating a 

two-dimensional code, a bar code, a near field communication (NFC) code, and a non-contact radio 

frequency identification (RFID) code generation method, which will not be explained in detail 

herein.  

[00221] It should be appreciated that the second identification code in the present disclosure 

comes with the product when the product leaves a factory.  

[00222] It should be noted that the second identification code is separated from the product, and 

is provided to the consumer only when the product is sold.  When the second identification code is 

lost due to improper storage, the store needs to apply to the manufacturer for reissuing a second 

identification code.  

[00223] Alternatively, the transportation problem of the second identification code is taken into 

account, since the second identification code is separated from the product, and the second 

identification code is inconvenient to keep and s easily lost during the transportation, the second 

identification code can also be printed out and provided to the consumer with the product when the 

product is sold.  

[00224] Alternatively, in the event of a return/change of a product, since the second identification 

code may be scanned and verified by the consumer who applied for changing/returning the product.  

In this case, the consumer who purchases the product again cannot update the status of the product 
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through the second identification code due to the foregoing authentication rule.  

[00225] Therefore, when the product is resold, the second identification code corresponding to 

the product and provided to the consumer when the product is sold for the first time is invalid, the 

store where the product is sold applies again to the manufacturer for printing the second 

identification code, and the second identification code contains information indicating a second sale.  

[00226] An optional embodiment is provided as follows: when the product is sold, a salesperson 

of a store where the product is sold submits a second identification code acquisition request via a 

network, and a manufacturer who produces the product acquires one second identification code 

from a group of second identification codes matching the first identification code of the product 

according to the received request, and issues the second identification code to the store, then the 

store prints and delivers the second identification code to the consumer who purchases the product.  

[00227] The process of acquiring the second identification code from the group of second 

identification codes may be regular or irregular.  

[00228] Furthermore, when the second identification code is printed, a protective layer is 

provided for the second identification code.  When an anti-counterfeiting authentication is required, 

the protective layer must be destroyed to scan the second identification code, that is, the second 

identification code is not directly exposed.  

[00229] For the specific steps of the step Y520, in the step Y521, the first identification code is 

uniquely matched with the basic information of the specific product. The matching of the basic 

information of the product is completed by a product manufacturer or a designated authorized 

distributor, and the basic information of the product includes, but is not limited to, a product name, a 

product category, a product number, a product origin, a product raw material, and the like.  

[00230] In the step Y522, the delivery status information of the specific product set by scanning 

the first identification code is received and is uniquely matched with the first identification code.  

The delivery status information includes, but is not limited to, a creation time, a scanning time 

history of a carrier or distributor, a scanning location history, a carrier or distributor basic 

information history, and the like.  The delivery status information is matched with the first 

identification code of the product by means of scanning the first identification code of the specific 

product by the product manufacturer, carrier, and distributor, and the delivery status information is 

continuously updated during the change of the product delivery.  The creation of the delivery status 
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information enables to implement accurate record and tracking of the delivery status of each product.  

With the support of the information, the product traceability and the product anti-channeling 

conflict can be well realized, and the authenticity of the product can be determined by verifying the 

information.  

[00231] Through the above two steps, the matching of the product information with the first 

identification code is completed.  

[00232] In the step Y523, the first identification code is matched with the authenticity 

information of the specific product.  The authenticity information includes information indicating 

that the product is genuine and information indicating that the product is suspicious.  The 

information indicating that the product is genuine is matched with the first identification code of the 

product by the manufacturer or designated authorized distributor of the product before the product 

leaves a factory or is sold.  

[00233] The above matching relationship includes a matching relationship of the first 

identification code with the basic information and the delivery information of the product, and a 

matching relationship between the first identification code and the authenticity information of the 

product.  Accordingly, a matching of the dual layer identification codes with the product is 

completed. 

[00234] Although the step Y330 shown in FIG. 9 includes the steps Y521 to Y523, the step Y520 

can also be implemented in other modes or include other steps.  

[00235] Although the step Y500 shown in FIG. 9 includes the steps Y510 to Y520, the step Y500 

can also be implemented in other modes or include other steps.  

[00236] It should be noted that in order to prevent the dual layer identification codes from being 

maliciously tampered, a data encryption technique and authorization and access management of a 

system function are adopted in the steps of generating, sending and printing, saving, and subsequent 

querying of the dual layer identification codes, so as to effectively ensure that the dual layer 

identification codes are always in a security state.  

[00237] In the step S510, a query request and/or anti-counterfeiting authentication request sent 

from the user by scanning the first identification code are received; the method for scanning the first 

identification code includes, but is not limited to, an existing scanning tool (such as WeChat) of an 

intelligent mobile terminal is used, or a dedicated APP (an application) developed for implementing 
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the method of the present disclosure, hereinafter referred to as an anti-counterfeiting authentication 

APP, is used.  

[00238] Since the user can quickly learn and master the APP software installed in the intelligent 

mobile terminal, the solution of the embodiment of the present disclosure can allow the user to 

easily and simply query the source of the product without using a special detection tool or mastering 

special technical knowledge, thereby effectively reducing the query difficulty.  In addition, the 

credibility of the user in the product authentication information is improved by querying via the 

anti-counterfeiting authentication APP.  

[00239] After the step S510, the method further optionally includes a step J510 of recording the 

number, the time and the location of scanning of the first identification code, and the user 

information, etc., which are collectively referred to as user scanning information, and matching the 

user scanning information with the first identification code.  

[00240] In the step S520, the basic information, the delivery status information, and the user 

scanning information of the product to the user.  Since the first identification code is associated 

with the basic information, the delivery status information, and the user scanning information of the 

product, the basic information, the delivery status information, and the user scanning information of 

the product associated with the first identification code can be provided to the user after the user 

scans the first identification code.  

[00241] In addition, since dual layer identification codes are adopted in the embodiment of the 

present disclosure, the second identification code cannot be acquired directly, but can be acquired 

after the product is purchased, and a new user may not know the existence of the second 

identification code.  Therefore, when the user sends a query request by scanning the first 

identification code, prompt information indicating to update the consumed status of the product by 

scanning the second identification code can be returned to the user.  

[00242] It should be noted that before the second identification code is scanned, each time the 

first identification code is scanned, the basic information, the delivery information, and the user 

scanning information of the corresponding product can be prompted, and the corresponding each 

query behavior is recorded.  

[00243] In the step S530, a status update request sent from the user by scanning the second 

identification code for a first time; the scanning method may be the same as that described in the 
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step S510.  

[00244] After the step S530, the method further optionally includes a step J520 of recording a 

number, time, a location, and user information of scanning of the second identification code by the 

user, which are collectively referred to as user scanning information, and matching the user 

scanning information with the product.  

[00245] In the step S540, a delivery status of the product is set to a sold or consumed status.  

[00246] If the second identification code is scanned for the first time and the second 

identification code is pre-generated, the delivery status of the product is set to a sold or consumed 

status; 

[00247] If the second identification code is scanned again, a result indicating that the second 

authentication code is unavailable is provided to the user who performs the scanning.  

[00248] When the second identification code is scanned for the first time and the second 

identification code is pre-generated, the delivery status of the product is set to the sold or consumed 

status, so that if a query request sent from a user who is not specially authorized by scanning the 

first identification code is received again, a sale result of the product is provided to the user.  

Generally, only when the second identification code is scanned for the first time and the second 

identification code is pre-generated, the sale status of the product can be changed.  If it is prompted 

that the second identification code is unavailable when the second identification code is scanned, it 

implies that the second identification code have been scanned, and the corresponding product may 

have been sold or consumed.  The behavior of again scanning the second identification code of the 

product that has been sold or consumed may be a counterfeiting behavior performed by a 

counterfeiter using the genuine packaging.  A user who is not specially authorized here includes a 

user who performs second scanning of the second identification code  but does not perform first 

scanning of the second identification code, and a user who performs the second scanning of the 

second identification code  but does not receive an authorization from a user who performs the first 

scanning of the second identification code or from an authorized user who performs the last 

scanning of the second identification code.  At the same time, it should be noted that when a status 

update request from an unauthorized user by scanning the second identification code is received, the 

scanning time, the location, and the user information of the user who performs the scanning of the 

second identification code are recorded, and the information is matched with the product, so that 
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which product may be counterfeited and in which place or area the product may be counterfeited 

can be known by inquiring the information of the product and the scanning information of the 

unauthorized user, so as to provide the manufacturer, the carrier, and the distributor with a way to 

track and fight against the counterfeiting.  

[00249] The embodiment of the present disclosure further provides a product traceability and 

anti-counterfeiting authentication assist method corresponding to the above-mentioned product 

traceability and anti-counterfeiting authentication method.  A flowchart of the assist method is 

shown in FIG. 10, the method mainly includes the following steps. 

[00250] S610: a first identification code on a product is acquired by a user scan. 

[00251] S620: a query request and/or an anti-counterfeiting authentication request corresponding 

to the first identification code is generated and sent. 

[00252] S630: basic information, a delivery status, and user scanning information of the product 

matching the first identification code are received and displayed in response to the query request. 

[00253] S640: an anti-counterfeiting authentication result of the product matching the first 

identification code is received and displayed in response to the anti-counterfeiting authentication 

request.  

[00254] S650: a second identification code separated from the product is acquired by a user scan. 

[00255] S660: a status update request corresponding to the second identification code is 

generated and sent. 

[00256] S670: the status update request is received and a delivery status of the product is updated 

to a sold or consumed status in response to the status update request.  

[00257] Optionally, after the step S630, the method further includes: the user is prompted to scan 

the second identification code within a preset period.  

[00258] Optionally, if the delivery status of the product is updated to the sold or consumed status, 

the method further includes the following steps: 

[00259] the product is added to a list of purchased products of the user;  

[00260] the list of purchased products of the user is displayed; 

[00261] first identification code user scanning information and second identification code user 

scanning information of a selected product are displayed in response to a selection of the user; 

[00262] an operating button is provided and information corresponding to the product is sent to a 
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manufacturer in response to a returning/changing or maintenance service operation of the user;  

[00263] a store capable of dealing with the corresponding product and a distance from the user to 

the store are correspondingly displayed in response to the returning/changing or maintenance 

service operation of the user.  

[00264] The content of each step will be explained in detail below.  

[00265] The scanning method described in the step S610 includes, but is not limited to, an 

existing scanning tool (e.g., WeChat) of an intelligent mobile terminal is used, or a dedicated APP 

(Application) developed for implementing the method of the present disclosure, hereinafter referred 

to as an anti-counterfeiting authentication APP, is used.  

[00266] Since the user can quickly learn and master the APP software installed in the intelligent 

mobile terminal, the solution of the embodiment of the present disclosure can allow the user to 

easily and simply query the source of the product without using a special detection tool or mastering 

special technical knowledge, thereby effectively reducing the query difficulty.  In addition, the 

credibility of the user in the product authentication information is improved by querying via the 

anti-counterfeiting authentication APP.  

[00267] In the step S620, a query request and/or an anti-counterfeiting authentication request 

corresponding to the first identification code are generated and sent.  After the first identification 

code is scanned by using an existing scanning tool (e.g., WeChat) of the intelligent mobile terminal 

or using a dedicated APP (Application) developed for implementing the method of the present 

disclosure, the scanning tool (e.g., WeChat) or the dedicated APP (Application) sends a query 

request corresponding to the first identification code to a merchant server or a third-party server.  

[00268] In the step S630, the query request is received and basic information, a delivery status, 

and user scanning information of a product matching the first identification code is displayed in 

response to the query request.  After the merchant server or the third-party server receives the 

query request, since the merchant server or the third-party server stores the basic information, the 

delivery status, and the user scanning information of the products matching various first 

identification codes, the basic information, the delivery status, and the user scanning information of 

the product matching the first identification code are sent to the user.  FIG. 4 shows the basic 

information, the delivery status information, and the user scanning information of the product 

received and displayed to the user (the basic information, the delivery status information, and the 
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user scanning information of the provided product are displayed on several pages).  

[00269] The function of prompting the user to scan the second identification code is provided as 

follows: since the dual layer identification codes are adopted in the embodiment of the present 

disclosure, the second identification code cannot be directly acquired, but can be acquired after the 

product is purchased, and a new user may not know the existence of the second identification code.  

Therefore, the prompt can assist the user to complete the anti-counterfeiting authentication 

according to the prompt result.  FIG. 4 also shows a prompt content of “Dear customer, if you are 

interested in purchasing the product, please acquire an anti-counterfeiting label from the merchant 

to verify the authenticity of the product by scanning the anti-counterfeiting label” which prompts 

the user to scan the second identification code to obtain the authenticity authentication result of the 

product.  The basic information, the delivery status information, and the user scanning information 

of the product provided to the user can be displayed in an interface of the anti-counterfeiting 

authentication APP.  

[00270] In the step S640, the anti-counterfeiting authentication request is received and an 

anti-counterfeiting authentication result of the product matching the second identification code is 

displayed to the user in response to the anti-counterfeiting authentication request.  Since the 

merchant server or the third-party server stores the user scanning information, the 

anti-counterfeiting authentication result can be sent to the user according to the stored user scanning 

information.  

[00271] If the merchant server or the third-party server receives the anti-counterfeiting 

authentication request sent from the user by scanning the first identification code, and the status of 

the product is unsold or unconsumed, the anti-counterfeiting authentication result indicating that the 

product is a genuine product is received and displayed to the user, the prompt interface can be as 

shown in FIG. 5.  

[00272] In the step S650, a second identification code on the product is acquired by a user scan.  

The scanning method can be the same as the scanning method in the step S610.  

[00273] In the step S660, a status update request corresponding to the second identification code 

is generated and sent.  After the second identification code is scanned by using an existing 

scanning tool (e.g., WeChat) of the intelligent mobile terminal or using a dedicated APP 

(Application) developed for implementing the method of the present disclosure, the scanning tool 
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(e.g., WeChat) or the dedicated APP (Application) sends a status update request corresponding to 

the second identification code to the merchant server or the third-party server.  

[00274] The addition of the product into a list of purchased products of the user functions to 

facilitate the user to manage the purchased products.  The management operation includes, but is 

not limited to, resale, repair, return/change, and the like.  In order to facilitate the user to manage 

the purchased products, after the step of adding the product to the list of purchased products of the 

user, the method further includes: the list of purchased products of the user is displayed; the list of 

purchased products of the user displays basic information of a product purchased by the user and 

provides an optional operating button; first identification code user scanning information and 

second identification code user scanning information of a selected product are displayed in response 

to a selection of the user; the first identification code user scanning information and the second 

identification code user scanning information are described in detail above and will not be repeated 

herein; the operating button provided on the interface of the list of purchased products of the user 

include a returning/changing operation button and a maintenance service operation button, and 

information of the corresponding product including basic information, delivery status information, 

and user scanning information of the product are sent to the manufacturer in response to the 

returning/changing or maintenance service operation of the user, and a store capable of dealing with 

the corresponding product and a distance from the user to the store are correspondingly displayed in 

response to the returning/changing or maintenance service operation of the user, so as to facilitate 

the user to select a nearby store for a corresponding treatment.  

[00275] It should be appreciated that the operating button also includes an operation option such 

as a comment, a lottery, receiving a coupon and/or a red packet, product maintenance knowledge, 

recommended collocation, and sharing; through the operating button a user can comment on a 

product, participate in a lottery event, receive a coupon and/or a red packet, learn about the 

maintenance knowledge of the product, view other products recommended for collocation with the 

product, and share the product with friends. The multiple operation options provided for the user in 

this embodiment improve the interaction experience of the user and facilitate the promotion 

activities of the merchant.  

[00276] After the second identification code is scanned for the first time, the delivery status of 

the product is set to the sold status, so that if the second identification code is scanned again and the 
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scanning is not authorized, an anti-counterfeiting authentication result indicating that the product is 

suspicious is received and displayed to the user, and a corresponding prompt interface can be shown 

in FIG. 7.  Generally, an option to update the status is provided to the user only when the second 

identification code is scanned for the first time.  If the prompt indicates that the second 

identification code is unavailable when the second identification code is scanned, it implies that the 

second identification code may have been scanned, and the corresponding product may have been 

sold or consumed.  The behavior of scanning again the second identification code of the product 

that has been sold or consumed is probably a counterfeiting behavior performed by a counterfeiter 

with the genuine packaging, in this way, the authenticity of the product can be effectively verified.  

A user who is not specially authorized here includes a user who performs second scanning of the 

second identification code but does not perform first scanning of the second identification code, and 

a user who performs the second scanning of the second identification code but does not receive an 

authorization from a user who performs the first scanning of the second identification code or from 

an authorized user who performs the last scanning of the second identification code.  At the same 

time, it should be noted that after the delivery status of the product is updated to be the sold status 

and when an anti-counterfeiting authentication request sent from an unauthorized user by scanning 

the first identification code is received, the scanning time, the location, and the user information of 

the user who performs the scanning on the first identification code are recorded and matched with 

the product, in this way, which product may be counterfeited and in which place or area the product 

may be counterfeited can be known by inquiring the information of the product and the scanning 

information of the unauthorized user, so as to provide the manufacturer, the carrier, and the 

distributor with a way to track and fight against the counterfeiting. 

[00277] An embodiment of the present disclosure further provides a product traceability and 

anti-counterfeiting authentication apparatus 1000 corresponding to the product traceability and 

anti-counterfeiting authentication method.  As shown in FIG. 11, which shows a schematic 

structure diagram of the apparatus.  The apparatus 1000 mainly includes the following units. 

[00278] a query request receiving unit 1020, configured to receive a query request sent from a 

user by scanning a first identification code; 

[00279] a matching information providing unit 1030, configured to provide basic information, a 

delivery status, and user scanning information of the product matching the first identification code 
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to the user; 

[00280] an anti-counterfeiting authentication request receiving unit 1040, configured to receive 

an anti-counterfeiting authentication request sent from the user by scanning the first identification 

code; 

[00281] an anti-counterfeiting authentication result providing unit 1050, configured to provide an 

anti-counterfeiting authentication result of the product matching the first identification code to the 

user;  

[00282] a status update request receiving unit 1060, configured to receive a status update request 

sent from the user by scanning a second identification code separated from the product; 

[00283] a product status update unit 1070, configured to set a delivery status of the product to a 

sold or consumed status.  

[00284] Although other units are further shown in FIG. 12, they are all optional and 

embodiments of the present disclosure do not depend on these elements.  

[00285] Optionally, the apparatus 1000 further includes a product matching unit 1010 which is 

configured to: 

[00286] uniquely match the first identification code with basic information of the specific 

product; 

[00287] receive delivery status information of the specific product set by scanning the first 

identification code, and match the delivery status information with the first identification code;  

[00288] match the first identification code with authenticity information of the specific product.  

[00289] Optionally, the apparatus 1000 further includes a first identification code user scanning 

information recording unit 1011 which is configured to record a number, time and a location of 

scanning of the first identification code by the user, and user information of the user scanning the 

first identification code, collectively referred to as first identification code user scanning 

information, after receiving the query request sent from the user by scanning the first identification 

code, and match the first identification code user scanning information with the first identification 

code.  

[00290] Optionally, the apparatus 1000 further includes a second identification code user 

scanning information recording unit 1021 which is configured to record a number, time, a location 

of scanning of the second identification code by the user, and user information of the user scanning 
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the second identification code, collectively referred to as second identification code user scanning 

information, after receiving the anti-counterfeiting authentication request sent from the user by 

scanning the second identification code, and match the second identification code user scanning 

information with the product.  

[00291] Alternatively, the product status update unit 1070 is configured to: 

[00292] set a delivery status of the product to a sold or consumed status; 

[00293] if the second identification code is scanned for a first time and the second identification 

code is pre-generated, set the delivery status of the product to the sold or consumed status; 

[00294] if the second identification code is scanned again, provide a result indicating that the 

second identification code is unavailable to the user who performs the scanning.  

[00295] When the second identification code is scanned for the first time and the second 

identification code is pre-generated, the delivery status of the product is set to the sold or consumed 

status, so that if a query request sent from a user who is not specifically authorized by scanning the 

first identification code is received again, a sale result of the product is provided to the user.  

Generally, only when the second identification code is scanned for the first time and the second 

identification code is pre-generated, the sale status of the product can be changed.  If it is prompted 

that the second identification code is unavailable when the second identification code is scanned, it 

implies that the second identification code may have been scanned, and the corresponding product 

may have been sold or consumed.  The behavior of scanning again the second identification code 

of the product which has been sold or consumed is probably a counterfeiting behavior performed by 

a counterfeiter with a genuine packaging.  A user who is not specially authorized here includes a 

user who performs second scanning of the second identification code but does not perform first 

scanning of the first second identification code, and a user who performs the second scanning of the 

second identification code but does not receive an authorization from the user who performs the 

first scanning of the second identification code or from an authorized user who performs the last 

scanning of the second identification code.  At the same time, it should be noted that when a status 

update request sent from an unauthorized user by scanning the second identification code is 

received, the scanning time, the location, and the user information of the user who scans the second 

identification code are recorded, and the information is matched with the product, in this way, which 

product may be counterfeited and in which place or area the product may be counterfeited can be 
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known by inquiring the information of the product and the scanning information of the unauthorized 

user, so as to provide the manufacturer, the carrier, and the distributor with a way to track and fight 

against the counterfeiting.  

[00296] Alternatively, the dual layer identification codes are any combination of a 

two-dimensional code, a bar code, a near field communication (NFC) code, and a non-contact radio 

frequency identification (RFID) code.  

[00297] An embodiment of the present disclosure further provides a product traceability and 

anti-counterfeiting authentication assist apparatus 1100 corresponding to the above-mentioned 

product traceability and anti-counterfeiting authentication apparatus. As shown in FIG. 12, which 

shows a schematic structure diagram of the apparatus, and the apparatus mainly includes the 

following units: 

[00298] a first identification code acquiring unit 1110, configured to acquire a first identification 

code on the product by a user scan; 

[00299] a query request generating and sending unit 1120, configured to generate and send a 

query request corresponding to the first identification code; 

[00300] a product information receiving and displaying unit 1130, configured to receive the 

query request and display basic information, a delivery status, and user scanning information of the 

product matching the first identification code in response to the query request; 

[00301] an anti-counterfeiting authentication request generating and sending unit 1140, 

configured to generate and send an anti-counterfeiting authentication request corresponding to the 

first identification code; 

[00302] an anti-counterfeiting authentication result receiving and displaying unit 1150, 

configured to receive the anti-counterfeiting authentication request and display an 

anti-counterfeiting authentication result of the product matching the first identification code in 

response to the anti-counterfeiting authentication request;  

[00303] a second identification code acquiring unit 1160, configured to acquire a second 

identification code on the product by a user scan; 

[00304] a status update request generating and sending unit 1170, configured to generate and 

send a status update request corresponding to the second identification code; 

[00305] a status update request receiving and setting unit 1180, configured to receive the status 
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update request and update a delivery status of the product to be a sold or consumed status in 

response to the status update request.  

[00306] Optionally, the apparatus further includes a prompt unit (not shown) configured to 

prompt the user to scan the second identification code after receiving the query request and 

displaying basic information, a delivery status, and user scanning information of the product 

matching the first identification code in response to the query request.  

[00307] Optionally, the apparatus further includes a purchased product displaying unit (not 

shown) configured to: 

[00308] add the product to a list of purchased products of the user and display the list of 

purchased products.  

[00309] Optionally, the apparatus further includes a maintenance and displaying unit (not shown) 

configured to: 

[00310] display the list of purchased products of the user; 

[00311] display first identification code user scanning information and second identification code 

user scanning information of a selected product in response to a user selection; 

[00312] provide an operating button and send information corresponding to the product to a 

manufacturer in response to a returning/changing or maintenance service operation of the user.  

[00313] Optionally, the maintenance and displaying unit is further configured to display a store 

capable of dealing with the corresponding product and a distance from the user to the store  in 

response to the returning/changing or maintenance service operation of the user.  

[00314] It should be appreciated that the operating button also include an operation option such 

as a comment, a lottery, receiving a coupon and/or a red packet, product maintenance knowledge, 

recommended collocation, and sharing, through which a user can comment on a product, participate 

in a lottery event, receive a coupon and/or a red packet, learn about the maintenance knowledge of 

the product, view other products recommended for collocation with the product, and share the 

product with friends. The multiple operation options provided for the user in the embodiment 

improve the interaction experience of the user and facilitate the promotion activities of the 

merchant.  

[00315] From the above, in an embodiment of the present disclosure, the present disclosure 

adopts the dual layer identification codes including the first identification code and the second 
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identification code, since there is no matching relationship between the first identification code and 

the second identification code, the counterfeiter cannot acquire the first identification codes and the 

second identification codes of an entire batch of similar products by analyzing the first identification 

code and the second identification code of one product, thereby improving the anti-counterfeiting 

efficiency.  Moreover, the second identification code is provided to the consumer by the seller after 

the product is purchased, so that the counterfeiter can only acquire the second identification code 

after purchasing a genuine product, thereby increasing the counterfeiting cost.  In addition, in the 

present disclosure, the delivery status of the product is updated by recording the number of scanning 

of the second identification code, so that a prompt indicating that the product is suspicious is 

obtained when an unauthorized user scans the second identification code  again, thereby 

substantially blocking a possibility of reperfusion using the genuine product package by the 

counterfeiter to manufacture a counterfeit product and successfully sell the counterfeit product; and 

the record of another unauthorized scanning activity on the second identification code can also 

facilitate the manufacturers, carriers, and distributors to track and fight against potential 

counterfeiting activities.  In addition, the mode in which the dual layer identification codes 

uniquely match the basic information, the delivery status information, the user scanning information, 

and the authenticity information of the product also provides a guarantee for tracking and tracing 

the product, product anti-channel conflict , and checking the authenticity according to the delivery 

information of the product.  In the anti-counterfeiting method and apparatus provided by the 

present disclosure, an anti-counterfeiting authentication query can be implemented by a simple 

operation of scanning the dual layer identification codes.  According to the above characteristics, 

the product having the dual layer identification codes and the anti-counterfeiting method and 

apparatus provided by the present disclosure greatly improve the anti-counterfeiting effect.  

[00316] It should be noted that the present disclosure may be implemented in software and/or a 

combination of software and hardware, e.g., may be implemented using an application specific 

integrated circuit (ASIC), a general purpose computer, or any other similar hardware apparatuses.  

In an embodiment, the software program of the present disclosure can be executed by a processor to 

implement the steps or functions described above.  Similarly, the software programs of the present 

disclosure, including associated data structures, can be stored in a computer-readable recording 

medium, such as, for example, a RAM storage, a magnetic or optical drive, or a floppy disk, and the 



44 
 

like.  In addition, some of the steps or functions of the present disclosure can be implemented in 

hardware, for example, as circuitry that cooperates with a processor to perform various steps or 

functions.  

[00317] In addition, part of the present disclosure can be applied as a computer program product, 

such as a computer program instruction, which, when executed by a computer, can call or provide a 

method and/or solution of the present disclosure by an operation of the computer.  The program 

instruction calling the method of the present disclosure can be stored in a fixed or removable 

recording medium, and/or can be sent through a data stream in a broadcast or other signal carrying 

media, and/or can be stored in a working memory of a computer device running according to the 

program instruction.  Here, an embodiment according to the present disclosure provides an 

apparatus including a memory for storing a computer program instruction and a processor for 

executing the program instruction, when the computer program instruction is executed by the 

processor, the apparatus is triggered to execute a method and/or a solution based on the foregoing 

embodiments of the present disclosure.  

[00318] It should be apparent to those skilled in the art that the present disclosure is not limited 

to the details of the exemplary embodiments described above, and that the present disclosure can be 

implemented in other specific forms without departing from the spirit or essential characteristics of 

the present disclosure.  Accordingly, the examples are considered in all respects as exemplary and 

non-limiting, the scope of the present disclosure is defined by the appended claims rather than the 

foregoing description, and all changes that fall within the meaning and range of equivalency of the 

claims are therefore included in the present disclosure.  Any reference signs in the claims shall not 

be construed as limiting the claims to which they relate.  Also, it is obvious that the word 

“including” does not exclude other units or steps, and the singular does not exclude the plural.  The 

plurality of units or apparatuses recited in the system claims can also be implemented by one unit or 

apparatus by means of software or hardware.  The first, second, and the like are used for denoting 

names rather than any particular order. 
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What is claimed is: 

1. A product having dual layer identification codes, the dual layer identification codes comprising a 

first identification code attached to the product and a second identification code separated from the 

product.  

 

2. The product according to claim 1, wherein the first identification code of the dual layer 

identification codes matches a plurality of second identification codes. 

  

3. The product according to claim 1, wherein the first identification code and the second 

identification code match a same type of product.  

 

4. The product according to claim 1, wherein there is no matching relationship between the first 

identification code and the second identification code of the dual layer identification codes.  

 

5. The product according to claim 1, wherein the second identification code is not associated with a 

product or a product category. 

  

6. The product according to claim 1, wherein the dual layer identification codes are any combination 

of a two-dimensional code, a bar code, a near field communication (NFC) code, and a non-contact 

radio frequency identification (RFID) code.  

 

7. A product traceability and anti-counterfeiting authentication method, applied to the product 

according to claim 1, comprising: 

receiving a query request sent from a user by scanning the first identification code on the product; 

providing basic information, a delivery status, and user scanning information of the product 

matching the first identification code to the user, wherein the first identification code is attached to 

the product; 

receiving an anti-counterfeiting authentication request sent from a user by scanning the second 

identification code, wherein the second identification code is separated from the product; 

determining whether a time interval between the receiving the query request and the receiving the 
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anti-counterfeiting authentication request satisfies a preset threshold value; and 

providing an anti-counterfeiting authentication result of the product matching the second 

identification code to the user if the time interval between the receiving the query request and the 

receiving the anti-counterfeiting authentication request satisfies the preset threshold value.  

 

8. The method according to claim 7, further comprising pre-generating the dual layer identification 

codes matching a specific product, wherein the pre-generating the dual layer identification codes 

matching the specific product specifically comprises: 

generating the first identification code and the second identification code respectively according to a 

standard method; 

matching the first identification code with a plurality of second identification codes to obtain a 

plurality of dual layer identification codes; and 

uniquely matching the plurality of dual layer identification codes with the specific product.  

 

9. The method according to claim 7, wherein the uniquely matching the first identification code with 

the specific product comprises: 

uniquely matching the first identification code with basic information of the specific product; 

receiving delivery status information of the specific product set by scanning the first identification 

code, and matching the delivery status information with the first identification code; and 

matching the second identification code with authenticity information of the specific product.  

 

10. The method according to claim 7, further comprising: 

after the receiving the query request sent from the user by scanning the first identification code, 

recording a number, time and a location of scanning of the first identification code, and user 

information of the user scanning the first identification code, collectively referred to as first 

identification code user scanning information, and matching the first identification code user 

scanning information with the first identification code.  

 

11. The method according to claim 7, further comprising: 

after the receiving the anti-counterfeiting authentication request sent from the user by scanning the 
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second identification code, 

recording a number, time, a location of scanning of the second identification code, and user 

information of the user scanning the second identification code, collectively referred to as second 

identification code user scanning information, and matching the second identification code user 

scanning information with the product.  

 

12. The method according to claim 7, wherein the providing the anti-counterfeiting authentication 

result of the product to the user comprises: 

if the second identification code is scanned for a first time and the second identification code is a 

pre-generated second identification code corresponding to the first identification code, providing an 

anti-counterfeiting authentication result indicating that the product is a genuine product to the user 

who scans the second identification code for the first time, and setting the delivery status of the 

product to a sold or consumed status; 

if the second identification code is scanned for a second time and a user who scans the second 

identification code for the second time is not specially authorized, providing an anti-counterfeiting 

authentication result indicating that the product is suspicious to the user who scans the second 

identification code for the second time; and 

if the second identification code is not a pre-generated second identification code corresponding to 

the first identification code, providing an anti-counterfeiting authentication result indicating that the 

second identification code is not provided by a manufacturer or a designated authorized distributor 

of the product or that the product is suspicious to a user who scans the second identification code.  

 

13. A product traceability and anti-counterfeiting authentication method, applied to the product 

according to claim 1, comprising: 

receiving a query request and/or an anti-counterfeiting authentication request sent from a user by 

scanning the first identification code on the product; 

providing basic information, a delivery status, and user scanning information and/or an 

anti-counterfeiting authentication result of the product matching the first identification code to the 

user, wherein the first identification code is attached to the product; 

receiving a status update request sent from a user by scanning the second identification code, 
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wherein the second identification code is separated from the product; and 

setting the delivery status of the product to a sold or consumed status.  

 

14. The method according to claim 13, further comprising uniquely matching the first identification 

code with a specific product, wherein the uniquely matching the first identification code to with the 

specific product specifically comprises: 

uniquely matching the first identification code with basic information of the specific product; 

receiving delivery status information of the specific product set by scanning the first identification 

code, and matching the delivery status information with the first identification code; and 

matching the first identification code with authenticity information of the specific product.  

 

15. The method according to claim 13, further comprising: 

after the receiving the query request sent from the user by scanning the first identification code, 

recording a number, time, a location of scanning of the first identification code, and user 

information of the user scanning the first identification code, collectively referred to as first 

identification code user scanning information, and matching the first identification code user 

scanning information with the first identification code.  

 

16. The method according to claim 13, wherein the updating a status of the product to be a sold 

status comprises: 

if the second identification code is scanned for a first time and the second identification code is 

pre-generated, setting the delivery status of the product to a sold or consumed status; and 

if the second identification code is scanned for a second time, providing a result indicating that the 

second identification code is unavailable to a user who scans the second identification code for the 

second time.  

 

17. The method according to claim 7 or 13, wherein the dual layer identification codes are any 

combination of a two-dimensional code, a bar code, a near field communication (NFC) code, and a 

non-contact radio frequency identification (RFID) code.  
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18. A product traceability and anti-counterfeiting authentication apparatus, applied to the product 

according to claim 1, comprising: 

a query request receiving unit, configured to receive a query request sent from a user by scanning 

the first identification code; 

a matching information providing unit, configured to provide basic information, a delivery status, 

and user scanning information of the product matching the first identification code to the user; 

an anti-counterfeiting authentication request receiving unit, configured to receive an 

anti-counterfeiting authentication request sent from a user by scanning the second identification 

code separated from the product; 

a determination unit, configured to determine whether a time interval between the receiving the 

query request and the receiving the anti-counterfeiting authentication request satisfies a preset 

threshold value; and 

an anti-counterfeiting authentication result providing unit, configured to provide an 

anti-counterfeiting authentication result of the product matching the second identification code to 

the user if the time interval between the receiving the query request and the receiving the 

anti-counterfeiting authentication request satisfies the preset threshold value.  

 

19. The apparatus according to claim 18, further comprising a dual layer identification codes 

generating unit, configured to pre-generate the dual layer identification codes matching a specific 

product, wherein the dual layer identification codes generating unit specifically comprises: 

a second identification code generating unit, configured to respectively generate the first 

identification code and the second identification code according to a standard method; 

a second identification code matching unit, configured to match the first identification code with the 

second identification code to obtain the dual layer identification codes; and 

a product matching unit, configured to uniquely matching the dual layer identification codes with 

the specific product.  

 

20. The apparatus according to claim 18, wherein the product matching unit is configured to: 

uniquely match the first identification code with basic information of the specific product; 

receiving delivery status information of the specific product set by scanning the first identification 
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code, and matching the delivery status information with the first identification code; and 

matching the second identification code with authenticity information of the specific product.  

 

21. The apparatus according to claim 18, further comprising:  

a first identification code user scanning information recording unit configured to record a number, 

time, a location of scanning of the first identification code, and user information of the user 

scanning the first identification code, collectively referred to as first identification code user 

scanning information, after receiving the query request sent from the user by scanning the first 

identification code, and matching the first identification code user scanning information with the 

first identification code.  

 

22. The apparatus according to claim 18, further comprising:  

a second identification code user scanning information recording unit configured to record a number, 

time, a location of scanning of the second identification code, and user information of the user 

scanning the second identification code, collectively referred to as second identification code user 

scanning information, after receiving the anti-counterfeiting authentication request sent from the 

user by scanning the second identification code, and matching the second identification code user 

scanning information with the product.  

 

23. The apparatus according to claim 18, wherein the anti-counterfeiting authentication result 

providing unit is configured to: 

if the second identification code is scanned for a first time and the second identification code is a 

pre-generated second identification code corresponding to the first identification code, provide an 

anti-counterfeiting authentication result indicating that the product is a genuine product to a user 

who scans the second identification code for the first time, and setting a delivery status of the 

product to a sold or consumed status; 

if the second identification code is scanned for a second time and the user who scans the second 

identification code for the second time is not specially authorized, provide an anti-counterfeiting 

authentication result indicating that the product is suspicious to a user who scans the second 

identification code for the second time and is not specifically authorized; and 
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if the second identification code is not a pre-generated second identification code corresponding to 

the first identification code, provide an anti-counterfeiting authentication result indicating that the 

second identification code is not provided by a manufacturer or a designated authorized distributor 

of the product or that the product is suspicious to a user scans the second identification code.  

 

24. A product traceability and anti-counterfeiting authentication apparatus, applied to the product 

according to claim 1, comprising: 

a query request receiving unit, configured to receive a query request sent from a user by scanning 

the first identification code; 

a matching information providing unit, configured to provide basic information, a delivery status, 

and user scanning information of the product matching the first identification code to the user; 

an anti-counterfeiting authentication request receiving unit, configured to receive an 

anti-counterfeiting authentication request sent from a user by scanning the first identification code; 

an anti-counterfeiting authentication result providing unit, configured to provide an 

anti-counterfeiting authentication result of the product matching the first identification code to the 

user; 

a status update request receiving unit, configured to receive a status update request sent from a user 

by scanning the second identification code separated from the product; and 

a product status update unit, configured to set a delivery status of the product to a sold or consumed 

status.  

 

25. The apparatus according to claim 24, further comprising a product matching unit configured to: 

uniquely match the first identification code with basic information of a specific product; 

receive delivery status information of the specific product set by scanning the first identification 

code, and match the delivery status information with the first identification code; and 

match the first identification code with authenticity information of the specific product.  

 

26. The apparatus according to claim 24, further comprising:  

a first identification code user scanning information recording unit, configured to record a number, 

time, a location of scanning of the first identification code, and user information of the  user 
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scanning the first identification code, collectively referred to as the first identification code user 

scanning information, after receiving the query request sent from the user by scanning the first 

identification code, and match the first identification code user scanning information with the first 

identification code.  

 

27. The apparatus according to claim 24, wherein the product status update unit is configured to: 

if the second identification code is scanned for a first time and the second identification code is 

pre-generated, set the delivery status of the product to a sold or consumed status; and 

if the second identification code is scanned for a second time, provide a result indicating that the 

second identification code is unavailable to a user who scans the second identification code for the 

second time.  

 

28. The apparatus according to claim 18 or 24, wherein the dual layer identification codes are any 

combination of a two-dimensional code, a bar code, a near field communication (NFC) code, and a 

contactless radio frequency identification (RFID) code.  

 

29. A product traceability and anti-counterfeiting authentication assist method, applied to the 

product according to claim 1, comprising: 

acquiring the first identification code on the product by a user scan; 

generating and sending a query request corresponding to the first identification code; 

receiving the query request and displaying basic information, a delivery status, and user scanning 

information of the product matching the first identification code in response to the query request; 

acquiring a second identification code separated from the product by a user scan; 

generating and sending an anti-counterfeiting authentication request corresponding to the second 

identification code; and 

receiving the anti-counterfeiting authentication request and displaying an anti-counterfeiting 

authentication result of the product matching the second identification code in response to the 

anti-counterfeiting authentication request.  

 

30. A product traceability and anti-counterfeiting authentication assist method, comprising: 
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acquiring a first identification code on a product by a user scan; 

generating and sending a query request and/or an anti-counterfeiting authentication request 

corresponding to the first identification code; 

receiving the query request and displaying basic information, a delivery status, and user scanning 

information of the product matching the first identification code in response to the query request; 

receiving the anti-counterfeiting authentication request and displaying an anti-counterfeiting 

authentication result of the product matching the first identification code in response to the 

anti-counterfeiting authentication request; 

acquiring a second identification code separated from the product by a user scan; 

generating and sending a status update request corresponding to the second identification code; and 

receiving the status update request and updating a delivery status of the product to a sold or 

consumed status in response to the status update request.  

 

31. The method according to claim 29 or 30, further comprising: 

after the receiving the query request and displaying the basic information, the delivery status, and 

the user scanning information of the product matching the first identification code in response to the 

query request, 

prompting the user to scan the second identification code within a preset period. 

  

32. The method according to claim 31, further comprising: adding the product into a list of 

purchased products of the user if the anti-counterfeiting authentication result indicates that the 

product is genuine. 

  

33. The method according to claim 31, further comprising: 

after the adding the product to the purchased list of the user, 

displaying the list of purchased products of the user; 

displaying first identification code user scanning information and second identification code user 

scanning information of a selected product in response to a user selection; and 

providing an operating button and sending information of a corresponding product to a 

manufacturer in response to a returning/changing or maintenance service operation of a user.  
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34. The method according to claim 33, further comprising: displaying a store capable of dealing 

with the corresponding product and a distance from the user to the store in response to the 

returning/changing or maintenance service operation of the user.  

 

35. A product traceability and anti-counterfeiting authentication assist apparatus, applied to the 

product according to claim 1, comprising: 

a first identification code acquiring unit, configured to acquire the first identification code on the 

product by a user scan; 

a query request generating and sending unit, configured to generate and send a query request 

corresponding to the first identification code; 

a product information receiving and displaying unit, configured to receive the query request and 

display basic information, a delivery status, and user scanning information of the product matching 

the first identification code in response to the query request; 

a second identification code acquiring unit, configured to acquire the second identification code 

separated from the product by a user scan; 

an anti-counterfeiting authentication request generating and sending unit, configured to generate and 

send an anti-counterfeiting authentication request corresponding to the second identification code; 

an anti-counterfeiting authentication result receiving and displaying unit, configured to receive the 

anti-counterfeiting authentication request and display an anti-counterfeiting authentication result of 

the product matching the second identification code in response to the anti-counterfeiting 

authentication request.  

 

36. A product traceability and anti-counterfeiting authentication assist apparatus, applied to the 

product according to claim 1, comprising: 

a first identification code acquiring unit, configured to acquire the first identification code on the 

product by a user scan; 

a query request generating and sending unit, configured to generate and send a query request 

corresponding to the first identification code; 

a product information receiving and displaying unit, configured to receive the query request and 
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display basic information, a delivery status, and user scanning information of the product matching 

the first identification code in response to the query request; 

an anti-counterfeiting authentication request generating and sending unit, configured to generate and 

send an anti-counterfeiting authentication request corresponding to the first identification code; 

an anti-counterfeiting authentication result receiving and displaying unit, configured to receive the 

anti-counterfeiting authentication request and display an anti-counterfeiting authentication result of 

the product matching the first identification code in response to the anti-counterfeiting 

authentication request; 

a second identification code acquiring unit, configured to acquire the second identification code 

separated from the product by a user scan; 

a status update request generating and sending unit, configured to generate and send a status update 

request corresponding to the second identification code; and 

a status update request receiving and setting unit, configured to receive the status update request and 

update the delivery status of the product to a sold or consumed status in response to the status 

update request.  

 

37. The apparatus according to claim 35, further comprising a prompt unit configured to prompt the 

user to scan the second identification code within a preset period after receiving the query request 

and displaying the basic information, the delivery status, and the user scanning information of the 

product matching the first identification code in response to the query request.  

 

38. The apparatus according to claim 35, further comprising a purchased product displaying unit 

configured to add the product to a list of purchased products of the user and displaying the list of 

purchased products.  

 

39. The apparatus according to claim 38, further comprising a maintenance and displaying unit 

configured to: 

display the list of purchased products of the user; 

display first identification code user scanning information and second identification code user 

scanning information of a selected product in response to a user selection; and 
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provide an operating button and send information of a corresponding product to a manufacturer in 

response to a returning/changing or maintenance service operation of the user.  

 

40. The apparatus according to claim 39, wherein the maintenance and displaying unit is further 

configured to display a store capable of dealing with the corresponding product and a distance from 

the user to the store in response to the returning/changing or maintenance service operation of the 

user. 




