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(57) Abstract: A privileged cryptographic service is described, such as a ser-
vice running in system management mode (SMM). The privileged service is
operable to store and manage cryptographic keys and/or other security re-
sources in a multitenant remote program execution environment. The priv-
ileged service can receive requests to use the cryptographic keys and issue
responses to these requests. In addition, the privileged service can measure
the hypervisor at runtime (e.g., either periodically or in response to the re-
quests) in an attempt to detect evidence of tampering with the hypervisor.
Because the privileged service is operating in system management mode that
is more privileged than the hypervisor, the privileged service can be robust
against virtual machine escape and other hypervisor attacks.
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